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FindFace Multi — 310 MHOrOMYHKIIMOHAIbHAS MYJIBTHOOBLEKTHASI CUCTEMA BHUICOAHAJUTUKU, B OCHOBE KO-
topoii siexkut FindFace Enterprise Server, mepeoBasi TEXHOJIOIMsSI pacliO3HABaHUsI HA 0a3e MCKYCCTBEHHOI'O
nareiekta. FindFace Multi npencrasiisier co60it TOTOBBINl K HCIIOJIB30BAHUIO MPOIYKT, KOTOPBI MOXKET
WCITOJIb30BATHCH B TAKUX O0JIACTHAX, KAK TPAHCIOPT, PO3HUYHAS TOPTOBJIsi, OAHKOBCKOE OOCTYKWBAHUE, WH-
AyCTpUs Pa3BJIEYeHUil, CHOPTUBHBIE MEPOIIPUATHS, OPTAHU3AINA MEPOIPUITHN, CEPBUCHI 3HAKOMCTB, BHJIE0-
HabJTIoIeHne, OOIIeCTBeHHAsT U KOPIIOPATUBHAS OE30IMacHOCTDb U JIp.

FindFace Multi moxkeT 0OHapYKUBAThH, UICHTH(MOUIUPOBATh U AHAJM3UPOBATDH CJIEYIOIIe OObEKThI Ha BU-
Jeon300pazKeHNN:

e YesoBedeckue JiuIia, BMECTE C PACIIO3HABAHUEM TAKUX ATPUOYTOB, KAK I10JI, BO3PACT, IMOIUHU, HAJIMINE
OYKOB, OOPOIbI, MEIUITNHCKON Macku ¥ MHOTuX apyrux. urterpuposannas B FindFace Multi anTuc-
1y pUHIOBasl CUCTEMAa FapaHTUPYeT, YTO Mepej] KaMepOoil HaXOAUTCs XKUBOI YeJI0BEK, U UCKJII0YAeT BO3-
MOXKHOCTb MOIIIEHHUYECTBa C UCIOJIb30BaHuEM (poTorpadun Jinia Ha OymMare Wi SKpaHe MOOUIBHOTO
YCTPOHCTBA.

e YejtoBeueckne CHJIY9TBbI, BMECT€ C paCIlO3HaBaHUEM THUIIa U IIBETa OJCZKbI.

e ABrOMOOM/IM, BMECTE C PACIO3HABAHMEM TAKUX ATPUOYTOB, KAK MapKa, MOJE/b, THII Ky30Ba, IBET,
HOMED U JIpYTHX.

3a somm cekyHIBI Toce uiaeHTrduKanmn u anaan3a oobekra FindFace Multi yBemomiisier 0TBeTCTBEHHBIX
Jiar;, 0 ero nossiennu. JlomosmanTenpbuas nadopMalus 00 00beKTe , Takasd KakK I0JI 9eJIOBEKA, BO3PACT, aB-
TOMOOUJIbHBIN HOMED U JP., 0TOOparKaeTcss B COOTBETCTBYIOIIEM COOBITUN PACIIO3HABAHUSI.

FindFace Multi nojyiep:kuBaeT mHTErpaiui CTOpoHHUX pertennii yepes HTTP API u sebxyku, Tak 4TO
BBI C JIEFKOCTBIO CMOYKETe yCOBEPIIEHCTBOBATH CBOIO TEKYIIYyI0 CHCTEMY WJIU IPUJIOXKEHUE, J0O0aBUB B HUX
(BYHKIMOHAJT PACITO3HABAHUS OOBEKTOB.

Knwouesble chyHkuun

e Ilnardopma ma ocHose Al

e KowmrekcHbie fnocke, comepzkaiiue cOOpHy0 nHAMOPMAIMIO O YejoBeke: (oTorpadun ero auma, Cuiy-
9Ta, AaBTOMOOUJISI, aBTOMOOMJIbHBIN HOMED.

e BricTphIil M HAJIEXKHBIIT MOHUTOPHUHI' BH/IE0 B PEAJbHOM BPEMEHHU 110 Oa3aM JAHHBIX JOCHE.
o MybTroObeKTHAST UAeHTU(MDUKAIMS U aHAJTUTAKA: JIUIA, CUIYIThI, aBTOMOOUIIN.

e [lommepkka TOTOKOBOIO BHJIEO M apXUBOB, OOJIBIMMHCTBA BUIAEO(POPMATOB U KOJIEKOB, KOTOPBIE MOT'YT
OBLITH JekoaupoBanbl FFmpeg.

e IIporpeccuBHoe yupajeHre Kamepamu, BKo4Yas moaaepkkKy ONVIF, Bo3MOXKHOCTb U3MEHEHUST OPH-
EHTAIMY BHUJEO M TOYHOI HACTPONKU KaMephl [10J] paclio3HaBaHuEe OObEKTOB KaXKJI0r0 THUIIA.

o MybTroObeKTHAsST BEPU(DUKAIINS: JIUIA, CUIYyIThI, aBTOMOOUIN.

e Al-pacmnosnaBanue moJja, BO3pacTa, SMOIMIA, OYKOB, OOPOJILI, MEIUITUHCKOW MACKU U JIPYTUX aTPUOYTOB
JIUIA.

e Al-nerekrop »xkusbix Jjur (Liveness).

e Al-pacrnosnaBanue MepcoH.

e Al-pacnosHaBaHue TUIA U IIBETA OIEKIbI.

e Al-pacnosHaBaHue MapKu, MOJIEJIU, TUIIA Ky30Ba, IIBETA, HOMepa aBTOMOOUJISI.
e [lowuck Jjiuil, cury>TOB, aBTOMOOMIIEN B Ha3axX JMaHHBIX.

e B03MOXKXHOCTH TOJICYETA JIUI] U CHJIYITOB HA MMOJIK/IIOYEHHBIX KAMEPAX U OIPEICJICHUS PACCTOSTHUS MEXK-
ny curysramu. [lommeprkka mojcaera 1mo OgHON M HECKOJIBKIM KaMepPaM.
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e Buieonabionenne.

e B03MOXKHOCTDH OTCJIC2KIUBAHIST OPpUCYTCTBUA .HIO,HGIU/I B OIIpe/ieJIEeHHbIX 00/1aCTSIX I10 3aJJaHHBIM IIpaBUJIaM
1 pacnuCaHuAM MOHHUTOPHHIA.

Cpepa pa3ssepTtbiBaHUs

e VYI0OHBI!I KOHCOIBHBIM MHCTAJUIATOP U JIPY2KECTBEHHBIN nHTEpdeiic.
e Pa3BeprniBanme Ha OJIHOM WJIM HECKOJTBKHUX CEPBEPaX.

e Ilosblmennas IIPOU3BOAUTEIBHOCTDL 1 OTKa30yCTOI>'I‘{I/IBOCTb B BBICOKOHAI'DY2?KEHHBIX CHUCTEMaX C 60JIb-
IIM KOJIMIEeCTBOM IIOJAKJ/JIIOYEHHBIX KaMep U KJIMEHTOB.

e Pacmpesnesnienne 6a3bl JAHHBIX JOChE MEXKJYy HECKOJHKUME CEPBEPAME C CUHXPOHU3AIMEH U PerinKa-
uen.

e BO3MOXKHOCTD JIMIEH3UPOBAHUS B OTKPBITHIX U 3aKPBITHIX CHCTEMAX.
e CPU- u GPU-yckopenune Ha Barr BbIOOD.

e MobujibHOE IPUJIOKEHNE.

Be3onacHocTb cucremsi

e Pacimupennoe yrnpaBjieHHe [T0JIb30BATEAMHA.

L] AyTeHTH@I/IKaU,I/ISI Ha OCHOBaHUU I1apOJId, CepTI/Id)I/IKaTa un Jjmna JiJjied I‘apaHTHpOBaHHOﬁ 3alllUThbl CUCTEe-
MBI.

e Be3omacHOCTh TaHHBIX B JOCHE.
o KommiekcHblit, yao0HbIN KypHAJ JefICTBUI TOJIH30BATEST ¢ BO3MOYKHOCTHIO TTOMCKA.
e YTUJUTHI PE3ePBHOTO KOIMMPOBAHUS U BOCCTAHOBJICHUSI.

e B03MOXHOCTH MOHUTODPHHTA CECCHU IMOJIb30BaTEell U OJIOKMPOBKU yCTPOUCTB O€3 JIeaKTUBAINN YIeT-
HBIX 3aIlicell II0JIb30BaTeIeit.

ITuKa NCnosib30BaHus AaHHbIX

o ITonmas momepKKa 3aKOHOB O 3aluTe nepcoHagbHbix JaHubix (GDPR u anajorudmbix).

PacmwpeHHoe ncnosib3o0BaHneE CUCTeEMbI

e AHanus conmajbHBIX B3aUMOIEHCTBUIA.
o Amnaymruka «3maii cBoero kiuentay (KYC).

o Jlerajm3upoBaHHbIE OTYETHI HA COOBITUS DPACIO3HABAHUS JIUIl, SMM30JbI, COOBITUS IIOUCKA, IEPCOHBI,
KaMephbl, JI0Che, XKypHaJ JeiicTBuil mosip3oBareseii n anamntuky KYC.

e JlerexkTop xkuBbix JuIl (liveness) Kak aBTOHOMHBIH CepBIC.
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Monesubie meno4un

e BricTpoe cozmanme 6a3bl JaHHBIX TOCHE.
o [lommasa macTpoiika moche.
o Ilopmepxkka JieyTIMKaIum COOBITHI U JT0Che.

e Paciupenssiii HAOOpP MOUCKOBBIX (PUIIBTPOB.

Odncrka 6a3bl JAHHBIX [0 PACITACAHUIO.

WNuTterpauns

e Uurerpamus uyepes HTTP API u BeGxyku.
e [lapTHEpCKUEe MHTErpaIMY C TOMYJISIPHBIMA CHCTEMAaMU.

e HMurerparus ¢ nepudepuitHbIMI yCTPOHCTBAMI.

Copaepxatue 3
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Hogoe B FindFace Multi 1.1

FindFace Multi 1.1 pacmmupur GbyHKINOHAIbHBIE 1 WHTETPAIMOHHBIE BO3MOYKHOCTH BAIlle€il CUCTEMBI U ClIe-
JaeT ee bojiee ITUIHON, 6e30macCHOt 1 yI00HOIA.

HoBble cyHkuunu:

e OOJsacTy: MHHOBAIMOHHBIN MOJLYJ/Ib BUICOAHAJATHKY IIO3BOJISIET KOHTPOJIMPOBATH IPUCYTCTBUE JIIOIEH
B 3aJJAaHHBIX 00/IACTAX II0 OIMPEIETEHHBIM IPABUIAM U PACITHCAHUSIM.

Bosmoxkuble BapuaHTBI HCIIOJIB30BAHUA: IPEIOTBPAIEHNE [UINHHBIX OYepesiell B TOPrOBBIX TOYKAX,
IIpeIOTBPAIEHNEe KPaXk Ha NPEIIPUATUSIX B Hepabotuee BpeMsi, KOHTPOJIb OMACHBIX 30H, ydeT pabo-
4ero BpeMeHU.

CwM. S/npa(menue obracmamu.

¢ Pacno3znaBanme THma o/iexKabl: HOoBas (DYHKINS Ha ocHOBe Al, KOTOpast TO3BOJISIET ABTOMATHIECKHT
pacro3HaBaTh THII OJI€XK/Ibl BEpXa U HU3a, a TaKKe THUII 'OJIOBHOI'O yOopa Ha 4YeIOBEKe.

Bo3mokHBIE BApHAHTHI UCHOJIHL30BAHUS: TPEIOTBPAIIECHHIE IIPECTYIIEHU, TPEeC/IeJOBAHIE IPABOHAPY-
mATeIei IO TOPAYNM CJIeaM, IIOMCK IIPOMABIINAX JIIOJEH.

Cl\l. Pacnosnasanue CuAYIMOos U ux (I/H’L])’LL&y’”LOG.

e Nsmepenne paccrosiuusi: HOBast (PYHKIUs, BCTPOEHHAsT B MOJYy/b (CUeTduku, KOTOpas H3Mepsier
paccTogHue MEXKJy CUILy3TaMU.

BosmoxkHBIE BApHAHTHI UCIIOIB30BAHNS: MOHUTOPUHT OOIIECTBEHHBIX COOPAHMIA, TPEIOTBPAIIEHNE CKOII-
JIEHUs JIIONIel, obecrieveHne COOIONEHIS CAHUTAPHBIX TPABUIL.

Cum. Cuemuuru auy u cuaysmos. Paccmosanue meocdy a0dvmu.

e Crucok ceccuii moJsib3oBaresieii 1 GJIOKUPOBKA YCTPOMCTB: HOBBIII MHCTPYMEHT MOHUTODPUHIA
TO3BOJISIET YBUJETH TEKYIIUE [TOTH30BATE/ILCKIE CECCUN U Y3HATH CBSI3aHHbIE C HIMU JJAHHBIE, TAKNE KAK
UUID noakJ/i09eHHOro yerpoicTBa, THII 0JIb30BaTebCKOro nuTepdeiica (MOOUIbHOE IPUIOKEHUE UIIH
BeG-unTepdeiic), IP-aapec, Bpems mocseauero coequnenus u T. 1. Bbl TakKe MoxKere 3a0JIOKHPOBATD
YCTPOHCTBO, P ITOM YU€THAs 3allMCh [MOJb30BATEIsSI OCTAHETCSI AKTHBHOMA.
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BosmozkHble BapuaHTbI MCIOJIB30BAHUS: OIIEPATUBHBIE MEPLI B CJIydae KpaKiu MOOMILHOTO TesedoHa
I10JIb30BaTEeJId C yCTaHOBJIeHHI)IM MO6I/IJIBHI)IM IIPpUJIOZKEHUEM FindFace Multl, KOMIIJIEKC MepP II0 yCI/IJIe-
HUIO 0E30I1aCHOCTUA CUCTEMBI.

Cum. Cnucox ceccuti noavszosameneti. B/meupaew.

Ilepudepuiiabie ycTpoiicTBa: HOBBI METOJI MHTETPAIMH MTO3BOJISIET IMOJyYIaTh KaJIpbl C 00beKTa-
MU OT TIepudgepUiHbIX yCTPORCTB JIIOOBIX IMpou3BoauTeieii. IIpu mogydyennn Kajpa ot nepudepuitHoro
ycrpoiicrBa FindFace Multi Oyter aBroMaTnyecku MHUIIMUPOBATEH U3BJIEIEHUE BEKTOPA, IIPU3HAKOB 00'b-
eKTa U co3JaHne coObITus. PaboTa ¢ JaHHBIMU COOBITUSIMU BBIIIOJIHSIETCS 110 AHAJIOTHH C COOLITUSIMU C
KaMep BUICOHAOIIONCHMSI.

BosMoxkHbBIE BAPHAHTHI UCIIOIH30BAHNS: HHTErPAIIAs ¢ TEPMUHAJIAMU KOHTPOJIS JOCTYyIa U rtepudepuii-
HBIMHU YCTPOUCTBAMU JIDYTUX THUIIOB, TIOCTABJISIONIUMU KAJIPBI ¢ 00bEKTAMU.

Cwm. Iepugeputinove yempoticmsa.

Pa3smbiTie 00bEKTOB Ha BUeOCTEHE: HOBas (DYHKINS, KOTOPAst OCJI€ BKIIIOYEHNA aBTOMATHIECKH
pa3MbIBaeT OObEKTHI HA BUIEOCTEHE, €CJIU /I HUX OTCYTCTBYIOT COBIaJeHus B 6a3e mannbix. Jlannoe
JIOIIOJIHEHME ObecIieunBaeT 1moJiHoe cobsrosenne 3akonoB GDPR nipu ucro/ib30BaHuy CUCTEMBL.

Bosmoxunie BapUAHTBI UCIIOJIb3OBAHUA: CO6JIIO,IL€HI/I€ GDPR u anajilorn4yubnix 3aKOHOB 3alIUThI IIEPCO-
HaJIbHBIX JaHHBIX.

CM. Budeocmena.

JInnieH3npoBaHNe B 3aKPBITBIX CETAX IO CJIENIKY C ODOPYNOBAHMS: HOBBII METO]I JINIIEH3UPO-
BaHUsl MIO3BOJIsIET JinIleH3upoBarh dk3eMmiisp FindFace Multi mo cienky ¢ obopymoBaHusi, IpeaBapu-
TEJIbHO CHSITOMY IIOCDEJCTBOM TeXHOJIOruu Sentinel.

BosMoxKHBIE BapHaHThI UCIIOJIB30BAHUS: OIIePATUBHOE JINIIEH3UPOBAHUE B 3aKPBITHIX CETIX 6€3 HeobXo-
mumMocTu nocrtapku USB-kimouga.

Cum. Jluyensuposarue 6 3akpumot cemu no caenky ¢ 060pydosanus.

HoBble HelipoHHble ceTu:

PacnosnaBanue Tuma oexpl: HOBas HeiipoHHAs ceThb clothes_type.v0 s pacrno3HaBaHus THUIIA
OJIEKJIbI BEpXa M HU3a U TUIIA TOJIOBHOTO yOOpa.

Pacnoznasanue BO3pacTa: HOBad BepcCusl age .v2 ¢ VIAydII€eHHBIMU XapaKTEPUCTUKAMU.

PacnoznaBanne aBTOMOOMJIBHBIX HOMEDOB: HOBasi Bepcusi license_plate.v2 ¢ MOMIEPKKON TaKUX
crpan, Kak OAD, Poccusi, Kazaxcran, I'pysus, FOxnas Adpuka, Brernam, Benapycs, Ykpaunna, Ap-
MeHust 1 KbIpro3cra.

Hopmasmsarus n3obparkennii aBromobuieil: HoBasi Bepcusi anaferon. vl s JIydieil IpOU3BOIUTE b~
HOCTH.

VYnyuleHHble anroputmol, uHTepdeiic, yaobcTeo ncnosnb3oBaHus:

INu300uL.

2Kyprana deticmeuti nosvaosameneti.

Cuemuuku.

Cnucok noavzosameneti.

Cnucor cobvimuii: HACTPOiTe, KAKUEe KaJIphl U3 TPEKa IMONAILYT B CIUCOK COOBITHIA.

K/L(J,C’/ILG])’ZI,[}(J,’(I)U.E nepcon.

Fnasa 1. Hosoe B FindFace Multi 1.1
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e Budeocmena.

Be3onacHocTb cucremoi:

e Jloche: cozdatime CIMCOK pa3penteHHbIX (HhaNIOBBIX PACIIUPEHUN /I 3arPY3KH B JIOCHE.
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PyKoBOACTBO CUCTEMHOrO agMUHUCTpPaTOpa

DTa TyIaBa MOCBSINEHA PA3BEPTHIBAHUIO U TOCIEAYIOMEMY OOHOBJIEHHIO M TEXHUIECKOMY OOCITY?KUBAHIIO
FindFace Multi Bo Bpems skcItyaraimn.

2.1 ApxurtekTypa

Xors B3anmojeiicteue ¢ FindFace Multi nmpoucxomur B ocHOBHOM uepe3 BeO-uHTepdeiic, He 3adyiapTe yie-
JINTH HEMHOTO BPEMEHU MU3yYEHWIO apXUTEKTYPhl TPOIPAMMHOIO KOMILIEKCA. DTU 3HAHUST HEOOXOIUMBI JIJIsi
pa3BepThIBaHUSI, MHTETPAINH, 00CIyKUBaHUS U ycTpaHeHus npobsem npu pabore FindFace Multi.

B 3Ttoin rnase:

Ob6sexmo, pacnosnasanus. Ilpoyecc pacnosnasarus
o Aprumermypruie aaemenmaol

— Cxema aprumexmypol

— Hdpo FindFace

— Ilpuksradroti modyav FindFace Multi

[ P(IJGG]’)TIZ?)I,G(],HUG Ha 0OUHOUHOM CEPBEPE UAU 6 KAGCTEPE

o Annapammnoe ycxopernue na CPU v GPU
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2.1.1 OOGvbekTbl pacno3HaBaHus. lNpouecc pacno3HaBaHus

FindFace Multi moxxeT pacrioznaBarh cjeayiomye 00beKThbl 1 UX aTPHOYTHI:
® <EeJIOBEUECKUE JIMIA
® UeJIOBEYECKUE CHJIYITHI

® aBTOMOOUIN

Ilpumevanue: PyHKIMOHAT PACITIO3HABAHUS JIUI] BKIIOYEH IO YMOJTIAHUIO. BHECHTe n3MeHeHus B (hailiibt
KOHMUTyparnuu, 9To0bl BKIIOUUTDH PACIIO3HABAHUE CUAYIMOE U A8MOMOOUNET.

FindFace Multi o6unapy:kuBaeT 00bekT Ha (hoTorpaduu Wi BUICON300parKeHNN U TOTOTABINBAET €ro U300~
paXkeHwne C IOMOIIBIO HopMasun3anuu. Jlajsee HOpMaIM30BaAaHHOE N300paKEeHNE UCIIOJIB3YETCS M1 N3BJICICHUST
BEKTODA IIPU3HAKOB 00bEKTa (N-MEPHOI0 BEKTOPA YMCJIOBBIX IIPU3HAKOB, KOTOPBIE XaPAKTEPU3YIOT 00HEKT).
BekTopb! mpusnakoB 00bEKTOB XpaHATCS B 6a3e JaHHBIX U B JTAJbHEHIIEM HCIOIB3YIOTCs JIjIsI BepuduKaImm
7 uIeHTADUKAIIN.

2.1.2 ApxuTeKkTypHble 3/1eMeHTbl

FindFace Multi cocTonT u3 cieayrommux OCHOBHBIX APXUTEKTYPHBIX JJIEMEHTOB:

e apo FindFace, mepeioBasi TeXHOIOTHST PACIIO3HABAHNS O0ODHEKTOB Ha 6a3€ MCKYCCTBEHHOI'O MHTEIEK-
Ta, KOTOpasi MOXKET UCIIOJIb30BaThbCsl B KaueCTBE OTIAeIbHOTO Mpojaykra FindFace Enterprise Server.

e FindFace Multi, rorossrit npukiaauoit monysis K FindFace Enterprise Server.

10 FnaBa 2. PykoBoacCTBO CUCTEMHOro agMuHUCTpaTopa
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Cxema apxutekTypbl

KoHTponbL NHUEH3NH

A
MpoBepka CTaTyCa NMUeHanN
fAnpo FindFace
A
P
O API 0GLEKTOB 1 MX Nuuenanpoaanve:
aTpuByTOS: findf: tls.service
—
findface-extraction-
api.service
Bupeonetekuua ofbekTos:
thato! BEKTOPLI . .
HOPMANHAOBAHHLIE NpH3HaKOS findface-video-manager.service APl
waoBpawenmns obbektos oBwexToR/aTpubyThl 0
ETCD
—
O apI AP| oBpaboTin oBwexTos: [MpexTHBb DBPABOTIA
findface-sf-api.service obeirce: job-sanatua
e HOPMANUZ0BaHHEIE findface-facerouter.service
[4— — — — wusoOpaweHwa/ - — _
memcached Kapbi/UPEKTHBI plugins 1
I: (python) I
o I CTAaTMCTHKA
kanpstf HOPMAITHIOBaHHLIE
BekTOpb! nsr::ﬁa;?:"oﬁhennm apTedaKTy wsuEDE:meHm kanpbl
METafaHHble anpa Core \
- Buneonetexuma
ofLeKToB: Kamepa/suneodann
B[l BekTOpOB NPU3HaKDB: findface-video-
XpaHunuLe apTedakTos: worker.service Buge0
findface-tarantool-server
findface-upload ’
HOpM HHbIE
naoBpaxenus
| APl tarantool DB HOPMan130BaHHbIS .
o W30BpakeHms/ Nginx Kaapel
bl
MNMpuknagHon Mmogyns FindFace Multi
OCHOBHOM CEPBHC
NPUKTNEIHOTG MOTYS: <
Liveny " " Be6-uHTeptheic:
findface-security.service
N N ‘_AyTEHTIrId)MKaLMH
findface-liveness-api no nuuy findface-security-ui
O—API
O API
Henynnukayna obbexTos:
findface-counter
PostgreSQL

2.1. ApxutekTtypa

11
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Aapo FindFace

Anpo FindFace Bkiatouaer B cebsi ciieryromnme KOMIIOHEHTHI:

12 FnaBa 2. PykoBoacCTBO CUCTEMHOro agMuHUCTpaTopa
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ab

1

=
Q

Kowm-| Wcnons- | Onwncanue Mo-
no- | 3yemble CTaB-
HEHT | MOPTbI LMK
findfacd-8666 CepBuc, UCIIOJIB3YOIINIT HEAPOHHBIE CETH J1JIsi OOHAPYKeHUsi 00bekTa Ha n300- | Cob-
extra¢tion- paXXeHUU U U3BJIEYEHUsI €r0 BeKTopa mpu3HakoB. OH TaKzKe paclio3HaeT aTpu- | CTBEH-
api OyTbl 00bEKTOB (HAIPUMED, I0JI, BO3PACT, SMOIUHU, OOPOJA, OUKYU, MEJUIMH- | Hasd
ckag Macka Jyist 00bekToB Tuna jiuio). CPU- uiu GPU-yckopenue. pa3-
findfacd8411 Cepsuc, peanusyomuit HT'TP API obnapy»KeHust 1 paciiosHaHusi 00beKTOB. | Pa-
st- 6oTKa
api NtechL
findfac2001, Cepsuc, obecrieunBaOIIn i B3auMo/IeiicTBre MezK Ly CEPBUCOM
tarantoobpTs findface-sf-api u 06a30if JAHHBIX BEKTOPOB IIPU3HAKOB (6a301>’17 B KO-
server mmap- TOPOIl XPAHATCA BEKTOPBI IPU3HAKOB 00bekToB) Ha ocHose Tarantool.
nos (o
YMOJI-
YAHUIO
330xx,
81xx)
findfacd333 Beb6-cepsep na 6a3e NginX, ucrosb3yemblil KaK XPaHUJIUIIE UCXOTHBIX U300-
upload pazkeHuit, MUHUATIOP 00 EKTOB U HOPMAJIM30BAHHBIX N300pakeHnit 00bLEKTOB.
findfacd-8820 CepBuc, KOTOPBIH UCIIOIB3YeTCs I 3aJaHNs TPABUII 00PabOTKN 0OHADY KEH-
facerquter HeIX Ha Buaeo 06bekToB. B FindFace Multi dyuknum findface-facerouter
BoIoHsAIOTCs  findface-security (cm. Ilpukaadnoic modyas  FindFace
Multi). OmHAKO B LEJIAX MHTETPAIAN BBl MOXKETe YCTaHOBUTH M HACTPOUTH
JaHHBI KOMIoHeHT (eM. findface-facerouter u noavsosamenverue naazuno).
findfacd8810, CepBuc, SIBJISIOMANCS 9aCTHIO MOJLYJISI BUIEOJETEKIINN 00BEKTOB, 9€pe3 KOTO-
videor 18811 PBIil OCYIIECTBISIETCS YIIPABJICHUE JIeTEKInell 00bEKTOB Ha BUIEO, 8 NMEHHO
manager 3aJIAI0TCsI HACTPOMKY U CITHCOK BUJIEOITOTOKOB Jjisi 0OPabOTKY.
findfacd-8999 CepBuc, 9acThb MOJIyJIsl BHIEOJIETEKITNHN 00HEKTOB, KOTOPBI PACHO3HAET 00b-
videot eKThl Ha BHJIEO W OTIPABJISIET UX HOPMAJIM30BaHHBbIE M300parKeHUsI, COOTBET-
worker CTBYIOIME BHUJIEOKAPbl U MeTaJIaHHble (TaKue Kak BpeMs OOHAPYIKEHUs) B
cepuc findface-facerouter ajs gajbHeineil 06pabOTKN B COOTBETCTBHUE C
3ajaHHbIMU TpaBuiamMu. O0eCIeInBaeT Pacno3na8aHUE HCUCHLT AU, TIPH CO-
orBercTBytonux Hacrpoitkax. [Tognep:kusaercs CPU- u GPU-yckopenue.
findfacd43 JIoKkaJIbHBI cepBep JIUIEH3UIl, KOTOPbBI IPOBEPSIET IOJIMHHOCTD AULEH-
ntls | (TCP), suu FindFace Multi, BzanmofeiicTByst ¢ 1vI00aJIbHBIM CEPBEPOM JINIEH3NH
3133, NtechLab. [Ijgsa 3axpbIThIX CHCTEM MOIIEPKUBAETCS JINIEH3NPOBAHUE dIepPe3
3185 KJIIOY AIIIAPATHON 3aIUThl U 1O CJIenKy ¢ obopymoBanus. [lommepkuBaercs
JINTIEH3UPOBAHNE YePe3 IIPOKCH-CEPBEP.
Tarantdbdprsr CropoHHee mporpaMMHOe o0eciiedenne, Ha OCHOBE KOTOPOro peasim3oBana 6a3za | Tarantc
map- JAHHBIX, XPAHSIIasd N3BJICICHHbIE BEKTOPHI IIPU3HAKOB U COOBITHS UIeHTHMOU-
noB  (no | karuu o6bekToB. CHUCTEMHbIE JaHHBIE, JIOCHE, IIOJb30BATEIBCKUE AKKAYHTHI
YMOJI- U HaCTpOfiku Kamep xpaHaTcs B PostgreSQL (9acTh IPHUKIAIHOTO MOIYJIsS
YAHUIO FindFace Multi).
330xx,
81xx)
eted | 2379 CroponHee mporpaMMHOe obeclieueHre, peajn3ylolnee pacipejieieHHoe xpa- | eted
HumIe Kiaodeil a1s komnonenTa findface-video-manager. Mcnosb3yercs
B KavecTBe KOOD/MHAIMOHHOW CIy2KObI B PaCIIpeieJIeHHOM cucreMe, obecrie-
qUBasi OTKA30yCTONINBOCTD BUJIEO/IETEKTOPA OOHEKTOB.
NginX 80; SSL: | Croponnee mporpaMMHOe obecriedeHre, KOTopoe peaju3yer BeO-mHTEpdeiichl | nginx
8002, CHCTEMBI.
8003,
443, 80
lllclll\.a‘};ﬁgdl CLUL}UHHUU TPOT PadvMHUCTO0CCITTHCHYIT, PU@JIYIJ‘)’IULU,UU CCPLBITU RITHTPUL ATz memea
2.1. ApXvTeKTYPa apHpix B OEPATUBHOI HAMSITH HA OCHOBE Xell-Tab/uibl. VICIIOMb3yeTcs: KoM-
noneHToM findface-sf-api /g BpeMEHHOrO XpaHEHNA N3BJICICHHBIX BEKTO-
POB NIPU3HAKOB IEPEJT UX 3amnchbio B 6a3y mannbix Tarantool.

hed
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MpuknagHoii moayns FindFace Multi

UKJIIHON MOILyAb Fin ulti BKIIOWaeT B I CJI e KOMIIOHEHTDI:
11 aJIHOI MO FindFace Mult 1044 cebd cieyIomme KOMIIOHE

Kom{ Wc- | Onucanme Mo-
no- | nonbr cTas-
HEHT| 3y- LMK
e
Mble
nop-
Tbl
findfadda- | Kommonent, obecrieumBaromuii TOCTYyI KOHEYHOTO MOJIb30Baress K GyHKmusaMm sja- | Cob-

secutityrpat pa FindFace. Ob6ecneunBaer B3ammoseiictBue mexay spapom FindFace u Be6G- | crBeH-
u- naTepdeiicom, pyukmmnonnposanne cucteMmbl B 1esoM, HTTP u Be6-coker, obHOBIIe- | Has
Ba- | HHUE COJEPKUMOro 0a3bl BEKTOPOB IIPU3HAKOB, OTIPABKY YBEJIOMJIEHHI O COOBITHSX, | pas-
er- | oObelMHEHHE COOBITHIl B 3MM30/bl, pabOTy BEOXYKOB, CUETUYMKH, IIOCTAHOBKY B O4Ye- | pa-

cst penb Bumeodaitios Ha 00paboTKy. Britouaer B cebst ciieryroiue BHY TDEHHIE CEPBUCHL: | OOT-
[IpOBEpKA JIUIEH3NN, MEHE/IZKED CIETINKOB, MEHE[ZKeD BeOXYKOB, IPYIIIMPOBIIUK ep- | Ka
COH, MEHeJZKEP IMU30I0B, MEHEIKep odepean Ha 00paboTKy Bugeodaitnos. [locienrue | NtechLab
qeThIpe CEPBHUCA MOYKHO BKJIIOYATH U BBIKJIIOYATH depe3 daityi Koudurypamnun /etc/
findface-security/config.py .

findfadda- | OchoBroit Beb-uHTEpdeEiic, ucmob3yomuiics s B3anmojeiicreus ¢ FindFace Multi.

secutityepar IlozBosster paboTaTh ¢ COOBITUIMU UIEHTUDUKAIINNA 00 HEKTOB, NCKAThH OOHEKTHI B Oa-
ui u- 3aX JIAHHBIX, YIIPABJISATH KAMEPAMHE, II0JIb30BATEJISIMY, JOChE U CIIMCKAMU HaOJIFOIEHUS,
Ba- | cobWpaTh CTATUCTUKY B PEAJIbHOM BPDEMEHU W MHOIOE IPYTroe.
er-
cs
findfack8300 Cepsuc, UCIOIb3YEMBIil JIJIs eIy ILIMKAIIMA COOBITHUIA.
coungter
findfacB830[ [Tomumo Berpoennoro dyurnmonasa, npegocrasiasiemoro findface-video-worker,
livengss- pacnosHaBaHue KuBbIX Jui (liveness) Tak:ke IPEJIOCTABISIETCS AaBTOHOMHBIM CEPBU-
api com findface-liveness-api. CepBuc Geper oIpejie/IeHHOE KOJIMIECTBO KaJIpOB U3

BHUeodparMeHTa U BO3BPAIaeT N300pakeHne JINIa HANIYJIIero KauecTBa, U Pe3yiib-
rar liveness B JeCATUYHOM BUJE, YCPEIHEHHDIH 110 B3AThIM KaapaM (cM. Liveness kak
asmoromnol cepsuc). Cepsuc findface-liveness-api TakKe y4acTBYeT B [IPOIIECCE
aymenmupurayuy MoJTb30BATEIIS 110 JIUILY.

Postgre8$82. Cropornee mporpamMmmuoe obecrieueHne, peaan3yolree OCHOBHYIO 6a3y JaHHbIX cucte- | PostgreSQL
Mbl. B nannoil 6a3e XxpaHsTCs JeTalu3MpPOBAHHBIE J10Che 0O'bEKTOB (JIMLA, CHIIYITHI,
aBTOMOOMIIN) ¢ pasOMeHneM MO KaTeropusiM (CICKaM HaOJIIOEHNs ), a TakKe JaH-
Hble BHYTPEHHETrO XapakTepa, Takue Kak npoduan nosjb3osareneit FindFace Multi,

HAaCTPOWKM BUIEOKAMep M IIP. BEKTOPBI MPU3HAKOB OOBEKTOB M COOBITHS WIEHTU(U-
kanuu o6bekToB xpanarcd B Tarantool (wacts anpa FindFace).

Pgbouid9| Croponnee nporpaMMHOe obecriedeHne, obeciednBaolee obJierdeHHblil mys coequne- | PgBduncer
it jyist PostgreSQL. Heobsi3aTe/ibHBIN KOMIIOHEHT, UCIIOJIB3YETCS IS yBEJIUIEHUS
[IPOM3BOJINTEBHOCTH Oa3bl JAHHBIX IIPU BHICOKON HAIDY3KE.

NAT|S4222| CroponHee nporpaMMHOe 00eclieueHre, KOTOpoe peasin3yer 6pokep coobmenuit BuyTpu | NATSH
findface-security.
Djangd439| Croponree mnporpammuoe obecriedenue, peasnu3yioriee BeO-dDpeiiMBOopK s BeO- | Django
naTepdeiica FindFace Multi.
etcd | 2379| Croponnee mporpaMMHOe obeciieueHne, peajusymooiiee OJOKUPOBKU B cepBuce | eted
findface-security, Hanmpumep OJIOKMPOBKH B MEXAHU3ME MTPOBEPKHU JIMIEH3UH, OT-
qeTax, 0OpaboTKe BUIE0, KJAACTEPUIAIUH JTIOACH U T. .
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CMm.Tak>xke:

Ilodpobro o Komnonenmaz

2.1.3 Pa3sBepTbiBaHME Ha OAMHOYHOM CepBepe UAu B KacTepe
Ber moxkere passepayTs FindFace Multi kak na ogurouHOM cepBepe, Tak u B KiracTepHoii cpezie. [Ipu Beidope
[IOCJIETHET0 BAPUAHTA JIOCTYIHBI CJIEJIYTONINE CXeMbl PA3BEPTHIBAHNUS:

o IlenTpanbubiii cepep FindFace Multi, B3anMoneiicTByoIMuil ¢ HECKOJIHLKAME JTOTIOJHUTEIBHBIMUA CEP-
BepaMu I 00pabOTKN BUIEO (c OITHUM YCTaHOBJIECHHBIM KOMIIOHEHTOM findf ace-video—worker).

e ITomHOoCTRIO pacnpenenennas apxurektypa FindFace Multi. Moxker nonamgoburbest basrancupoBKa Ha-
I'PY3KH.

HOJILpO6He€ CM. pa3es Tunuuras ycmaroska 6 KAacmepe.

2.1.4 AnnapatHoe yckopeHue Ha CPU n GPU

Cepsucnl findface-extraction-api u findface-video-worker moryr wucnosb3oBarh Kak CPU-; Tak u
GPU-yckopenne. HyKHbIi THIT yCKOpPEHUsT BEIOMPAETCS BO BPEMSA YCTAHOBKH U3 KOHCOJIBLHOTO UHCTANAATOPG.

Eciu ycranoska FindFace Multi Beimosiasiercst u3  apt-penosumopus, na CPU-cepBepe HyKHO pa3Bep-
HyTh nakersl findface-extraction-api I/I/I/IJII/I findface-video-worker-cpu, a na GPU-cepBepe makersl
findface-extraction-api-gpu u/win findface-video-worker-gpu.

Baxxno: [Ia Boibopa Komdurypamnuu 060pyaoBanus cM. 1pebosanus.

Baxxno: Eciam pasperienune ncnosib3yemoil kKamepsl mpeBbimaer 1280x720 nukcesieil, HACTOATETHHO PEKO-
MEH/IyeTCs UCIO0JIb30BaTh maker ¢ yckoperaueMm na GPU findface-video-worker-gpu.

ITIpumeuanune: Liveness-demexmop wa CPU paboraer ropasmo memyiennee, yem Ha GPU.

2.2 TpeboBaHus

B 3Toin rnase:

o Cucmemrnvie mpebosarus 0is 6030601 Konpuypayuy
o Heobxodumvie Hasvlku adMUHUCIPAMOPa
e Tpebosanus x xamepam 6udeonabarodenus

— Pacnosnasanue auy,

— Pacnosnasanue CUAYIMOB U a8momoou.nel

2.2. TpebosaHus 15
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2.2.1 CucrtemHble TpeboBaHus ansa b6ba3osoii KoHdUrypauymm

s pacdera xapakrepuctuk cepBepoB FindFace Multi ucnosip3yiiTe nmpuBeieHHbIE HI2KE TPEOOBAHMS.

Coser: CHauaJja 0b0s3aTeIbHO 03HAKOMbTECH ¢ aprumexmypot FindFace Multi.

Baxkno: Ecan paspenrenne ucmosb3yemoit kamepnl npesbimaer 1280x720 nukcesieil, HACTOATEILHO PEKO-
MEH/IYeTCsI UCIOJIb30BaTh maker ¢ yckopenneM Ha GPU findface-video-worker-gpu.

Baxmno: Ha cepsepax ¢ muporeccopom AMD  momnas — dyukumonassHocts CPU-cepsuca
findface-extraction-api e rapanTupyeTcs. Bwmecto HETO HCIIOJIb3YiTe GPU-cepsuc
findface-extract-api-gpu BMmecTe ¢ Bepcueil Heiiponnbix ceteit amsa GPU.

ITpumeuanue: B ciaydae BHICOKOHATDYKEHHOI CHCTEMbI PEKOMEHIIYeTCsT UCIOIb30BaTh SSD.

MunumansHas PekomeHnpyemasi
CPU Intel Core 15 CPU ¢ 4+ dusnveckumu sai- | Intel Xeon Silver/Gold ¢ 6+ dusnueckn-
pamu 3+ I'T'n. Tlogmepkka AVX2 MU SITTPAME

Ha cobcreennnie Hyx) 161 FindFace Multi Tpebyercs 2 ssapa HT > 2.5 I'Tn. Xapak-
TEPUCTUKHU TaKKe 3aBUCHUT OT KojmdecTBa Kamep. [lag oanoit kamepnl 720pQ@25FPS
tpedyercs 2 siapa >2.5 ['Ti. Tlognepkka AVX2

GPU (ommmo- Nvidia Geforce@®) GTX 1060 6 I' Nvidia Geforce® GTX 1080Ti+ ¢ 11+
HAJIBHO) I'c RAM

IMonnepxusaembie cepun: GeForce (Maxwell, Pascal, Turing n Bbime), Tesla (Maxwell,
Pascal, Volta v100, Turing u Bbiie)

RAM 10To \ 16+ I'c

Ha cob6crennsie Hyk 161 FindFace Multi Tpebyercst 8 I'6. [lorpebiieHne naMsiTu Takke
3aBUCUT OT KoJimuecTBa Kamep. Jljist oauoit kamepsl 720p@25FPS tpedyercst 2 'B RAM
HDD (SSD mua | 16 I'6 16+ I'c

JydInei Ipous-
BogurebaocTr) | Ha cobeTBeHHDbIe HYKIbI oneparonHoit ciucreMmsl 1 FindFace Multi Tpebyerca 15 I'B.
CyMMapHbIit 06beM OIpeIeIsieTCsl B 3aBUCUMOCTH OT TpeOyeMoil TiIyOuHbI apXuBa, Co-
ObITHi B 6a3e JMaHHLIX U B jore u3 pacdera 1.5 M6 ma 1 cobbiTme

Omneparmonnast Ubuntu 18.04, Tonsko x64

cucreMa

ITpumeuanme: Bpbr Takxke MoXKeTe UCIOJb30BATh BUPTYAJbHYIO MAaIImHy Ha 0ase mporeccopa Intel, ec-
Ju mojiiepykuBaroTes nHeTpyKinmn AVX2, a 8 dusmdeckux siep BBILIEIEHBI UCKIIOYATEIBHO BUPTYATHHON
MAaIluHe.

Cosert: lja Gosiee TOIHOTO OAOOPA KOH(MUTYPAIMH CBAKUATECH C HAIMUMU TEXHUIECKUMU IKCIIEPTAMU II0
agpecy support@ntechlab.com.
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2.2.2 Heobxogumble HaBbIKU agMUHUCTPaATOpa

A vuauctparop FindFace Multi jgoiken obagars Hassikamu paborsl ¢ OC Ubuntu Ha ypoBHE TpOABUHY-
TOTO MOJIb30BATEJTISI.

2.2.3 TpeboBaHusi kK kamepam BuaeoHabNaeHUA

Pacno3xaBanue nuy,

K ycramoBke m xapakTepUCTHKAM KaMep BHJICOHAOIONEHUSI B CHCTEME DPACIO3HABAHUS JIUI| HA OCHOBE
FindFace Multi npeabsBisiroTcst CIeyolre OCHOBHbIE TPeOOBAHUSI:

1. JIjiss KOpPEKTHOI! JIETEKINY B BUIEOIOTOKE YCTAHOBUATE KAMEDY TAKUM 00pa30M, 9TOOBI B €€ T0JI€ 3pEHUsT
00513aT€JIHO OSIBJISIIIOCH JINIO KarK/I0I'0 YeJI0BEKa, BXO/ISINEIO B 30HY HAOJIIO/IEHUSI.

2. Yros BEPTUKAJIHHOIO HAKJIOHA BUEOKAMEDHI HE JOJIKEH IpeBhImAaTh 15°. BeprukaabHbIil HAKIOH —
9TO OTKJIOHEHHE OITUYECKOU OCH BHUJEOKaMepbl OT I'OPU30HTAJIBHON IIOCKOCTHU, PACIOJIOKEHHOHN Ha
YPOBHE CepeJIHBI JINIA YesoBeKa cpeHero pocra (160 cm).

3. YroJ rOpu30HTAJIBHOIO OTKJIOHEHUS He J10JKeH npeBbimaTh 30°. Topu3onraabHoe OTKIIOHEHHE — ITO
OTKJIOHEHUE OITUYECKON OCH BHJIEOKAMEPHI OT BEKTOPA JBUXKEHUS OCHOBHOI'O ITIOTOKA OOBEKTOB PACIIO-
3HABAHUS.

2.2. TpebosaHus 17
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30° -

4. MunuMaJibHas IIOTHOCTD TUKceteil 1yis uaenrudukanuu — 500 nukceseli /M (IPUMEPHO COOTBETCTBYET
mupuse auna 80 muKcesei).

31.25 nuke/m = 5 px 42.5 nuke/m =10 px 125 niakesm = 20 px 200 nuwedm = 32 px 500 nuke/m = 80 px 1000 nuke/m =180 px

5. MOoKyCcHOE paCcCTOsIHIE O0BEKTUBA JIOJIKHO BBIOMPATHCS TAKUM 00Opa3oM, ITOOBI DU 3aJIAHHOM pPac-
CTOSIHUH JI0 OOBEKTOB CbeMKHU obecriednBajiach HeOOXOMMMas IJIOTHOCTD THKceseil. Ha pucyHke Huke
HIPUBEJIEH IIPUMeD pacdeTa (POKYCHOTO PACCTOSHIS OOBEKTHBA OT PACCTOSHUS MEXKY KaMepoil n 00bek-
Tamu cbeMku. [ pacdera hOKYyCHOTO PACCTOSTHUS JJIsi KOHKPETHOH KaMephbl TPEOYeTCs NCII0/IB30BaTh
KaJIbKYJISATOPBI NI METOJI0JIOTHIO, IIPEIOCTaBIIsIeMble ITPOU3BOINTENIEM KaMePHI.

18
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23.3m

PaspeweHune BHABONOTOKS

'

12 MM 32 MM

¥¥7Y

2.8 MM

6. DKCros3uiys J0JKHA ObITh HACTPOEHA TAKMM 00pa3oM, 4Tobbl Jjiuna Obuin peskumu (“B dokyce”), He
CMa3aHHBIMU U PDABHOMEDHO OCBEIEHHBIMU (HE 3aCBEYEHHBIMU M HE CJIUITKOM TEMHBIMH).

7. B 3aBucuMocTH OT yCaoBHil ocBeleHus (spKast 3acBeTKa, CIIUIIKOM SPKOe UIIU CIIUIIKOM TYCKJIOE OCBe-
IIEHNEe) PEKOMEH IyeTC sl UCIoNIb30BaTh KaMephl ¢ annaparabiv WDR (Wide Dynamic Range) wm npy-
MMU TEXHOJIOIUSIMU, 00ECIIeUNBAIOIIUME KOMIEHCALIUIO BCTPEYHON 3acBeTKU u/uiu cjaaboil ocBeneH-
rHocru (BLC, HLC, DNR, BBICOKasI CBETOTYBCTBUTENHHOCTH, Smart MK-moacserka, AGC u ap.).

8. Cxarne BUJIEO0: OOJILIITUHCTBO BI/I,ZLeO(i)OpMaTOB n KOJIEKOB, KOTOpPbIE MOI'yT OBITH JEKOJUPOBaHbI

2.2. TpebosaHus 19
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FFmpeg.

9. IIporokosbl nepemaun Bumeonoroka: RTSP, HTTP.

Coset: [lng pacuera TOUHOI KOH(UTYpaInu 0O0OPYIOBAHNS B COOTBETCTBUN C BAIIMMU IEISIMU OOPATUTECH
K HaIIUM CIIeIUaancTaM 1mo ajpecy support@ntechlab.com.

Pacno3HaBaHue cunyatoB n astomobuneii

TTockosibKy pacrio3HaBaHuEe CHUJIYITOB U aBTOMOOUJIENl — 9TO HOBbIe (DYHKIIWH, BIIEPBBIE [IPEJICTABJIEHHBIE B
TeKyIIeil Bepcuu, HaM ele TpedyeTcsi IPOBECTH JOMOJTHUTETBHOE TECTUPOBAHNE B MIOJIEBBIX YCJIOBUSIX, ITOOBI
copMyIIpoBaTh TPEOOBAHNS, KOTOPBIE ObLIN Obl YHUBEPCAJIBHBIME [IJIsi BCeX MPOoeKTOB. OHAKO MBI BCEra
pasbl undusudyasbHo TTIOMOYL BaM C BBIOOPOM ¥ pa3BepThIBAHHEM O0OPYJOBAHUS C YyI€TOM HOTpebHOCTEMH
Bamtero 6usneca. He crecusiitech obpamarbes K HammM crerpaaucraM (support@ntechlab.com).

2.3 JlnuyeHsupoBaHue

B 3Ttoin rnase:

o [Ipunuun AulueH3uposaHUA
o [Ipocmomp u 06HOBAEHUE AULEHIUL

o JIuuenauposarue 6 3aKpuIMOot cemu no crenky ¢ 060pydosaHus

2.3.1 MpuHunN NnueH3npoBaHns

FindFace Multi sumien3upyercs 1o CiIeIy oM KPUTEPUSIM:

1. Ob1iee KOMMIECTBO U3BJIEIEHHBIX BEKTOPOB IIPU3HAKOB, HE3ABHCUMO OT THIA 00beKTa (JIMIO, CHUIIYIT,
ABTOMOOHIID).

IIpumeuanune: BekTopbl mIpU3HAKOB M3BJIEKAIOTCHA U3 OOHAPYKEHHBIX HA BHUJIEO O0BEKTOB, u3 (HhoTo-
rpadwuit B mocke u ¢dororpaduil moab3oBareseil, Mpu MOCTPOSHNN T. H. MEHTPOUIOB B IPOIECCE K.Ad-
CMEPU3AUUL NEPCON.

CxeMa JINIIEH3UPOBAHUST BBITISIAT CJIEIYIONTIM 00pa30M:
e CobpbiTus: 1 cobbITHE pacHO3HABAHUST O0BEKTA HA BUIAEO = 1 OOBEKT B JIUIECH3UM.
e Jloche: 1 dororpadust B joche = 1 00BHEKT B JUIMEH3UN.
e [lepconsr: 1 nepcona = 1 0ObEKT B JINIIEH3UN.
o [TomwzoBarenu: 1 dororpadust nosb3oBarens = 1 00bEKT B JUIECH3UH.

2. KoamyecTBo MCTOYHUKOB BUIEOM300DaXKeHUs], CIOJIb3YeMbIX B JAHHBIA MOMEHT BpeMeHU (T. €. KOJIU-
YeCTBO aKTUBHBIX HA JAHHBI MOMEHT 3aJad Ha 06pabOTKY BHUIEO C KAMEp U U3 ApXHUBOB).

3. KonmuecTBo 3x3eMnisapoB Mojesteii, ncnosb3dyembix findface-extraction-api.

4. PacnosnasaHue aTpubyToB JILIA: [OJI/BO3PACT /9MONIUHK /0UKH /GOPOIA,/ MEIUIIIHCKAST MACKa.
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5
6
7.
8

9.

PacniosuaBanue arpubyToOB CHILy9TOB: I[BET/THII OJEKIBI.

PacrnioznaBanune arpuGyToB aBTOMOOMIIEl: MapKa,/MO/IesIb,/ IIBET,/ TUII Ky30Ba.

PacnoznaBanne aBToMOOMIBHOTO HOMEDA.
PacniosnaBanue »KuBbIx Juil B peainbHoM Bpemenu (Liveness).

WNurerpanuu ¢ napTHEpaMU.

Bor MoxkeTe BBIOpaTh MEXKIY CJIEAYIOMUMA METOIAMHU JIUIEH3NPOBAHUS:

o OuJjaitH-suIeH3UpOBaHUe BBIIOJHsIETCsT Yepe3 [tobanbubiit Mmenemkep ymnensuii NtechLab license.

ntechlab.com u Tpebyer Haamuusi cTabuibHOrO HHTEpHET-coeauuenusi, DNS u orkpsitToro mopra 443

TCP. Ilocie OTKIIIOYEHNsT OT WHTEPHETA CHCTEMa IIPOJIOJIKUAT paboTaTh B ABTOHOMHOM DEXKHMe B Te-

YeHHue 4eTbIpex 9acCoB.

ITpumeyanue: YBegoMuUTE CBOEIO MEHEIZKEPA, eIl TpeOyeTcs IPOJJIUTD JAHHbIH 1epuo (10 2-X aHeit).

o Jljisi muiieH3MpOBaHus B 3aKpbITOil cern yepe3 USB-kitou Heobxomumo wHaiaudue USB-niopra Ha dhusu-
49ecKoM cepBepe ¢ KomnonenToM findface-ntls (cepsep JineHsuposanus B cocrase sadpa FindFace).

o J[jisi MUIEH3NPOBAHNSA B 3aKPBITON CETH IO CJIETIKY ¢ 000PYIOBaHUs HEOOXOINMO HAJIMYINE YCTAHOBJIECH-

HBIX JpaiiBepoB Sentinel Ha dusmaeckom cepsepe ¢ kommnoneaToMm findface-ntls.

Baxkno: [ljis obecrieuernst (pyHKIIMOHUPOBAHUS CHCTEMbBI JOCTATOYHO OJHOIO dK3eMinisapa findface-ntls.
Ecnu Bamma cucrema mHyKmaercss B 60JIbITEM KOJTMIECTBE CEPBEPOB JIUIIEH3UPOBAHNUS, 3207 1ar0BPEMEHHO CO00-

mure 06 3roM cBoemy MeHemkepy NtechLab, wrobsr mpegorBpaTuTh GJIOKHPOBKY CHCTEMBI.

2.3.2 lpocmoTp n oGHOBNEHME NNLEH3UN

ITocne ycranoBku FindFace Multi 3arpysure B cucreMmy mojiydeHHBINH OT MeHezKepa daili jurnensuu. st
atoro nepeitiure B Hacmpotixu -> Jluuen3us.

Hactpoliiku NnueHzuna

Obuwee

3arpyauTs HOBBIA dain AULEHIMI

KynuTe uan 06HOBUTE IMUEHINIO

2.3.

N nueHivposaHue
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I/ICHOJIB3yI71Te TY 2K€ BKJIaJKY JJId IIPOCMOTPa TeKyHleI;’I I/IH(I)OpMaL[I/II/I 110 JIMIIEH3UU 1 OOHOBJICHU S JIMIIECH3UH.

2.3.3 JluueH3npoBaHue B 3aKpbITO CeTu No cienky c obopyaoBaHus

s Toro 9TOOBI Peasn30BaTh B CUCTEME JINIEH3NPOBAHUE TI0 CJIEIKY, BBIIIOJHATE CJIEIYIONne AefiCTBUs:

1. Coobmure cBOEMY MEHEIKEpY, 9TO cOOMpaeTech MPUMEHHUTH JIAHHBI METOJ, JUIEH3UPOBAHUS, U 3a-
MIPOCUTE YHUKAJbHBIN HACHTUMOUKATOP JTUIEH3UNU.

2. Ha dwusuueckom cepsepe ¢ kommornernTom findface-ntls ycranoBure jpaiiBepnr Sentinel.

3. B Be6-unrepdeiice FindFace Multi nepeiiaure na Braanky Hacmpotixu -> Jluyensus. CHUMATE CIIETIOK
¢ obopynosanus (daitn C2V), naxkas Ha kHOKy Ckauams C2V das axmusayuu.

HacTponku JlnueH3unsa

oe

BHelwHuWiA B,

Tun NULEH3KUK

ID nuueH

3arpyauThb HOBBIN (aiin NMLEH3UK Ckavatb C2V AN aKTUBalmK

KynuTe N1 0BHOBUTL NHLIEH3WIO

Coset: Eciu BobI mpejnounTaere paboTaTh ¢ KOHCOJIBIO, MOXKHO BMECTO 9TOTO OTIIPABUTE CJIETY IO
API-zanpoc B findface-ntls:

curl 'http://<findface-ntls-server-ip>/ntls/c2v' >my_pc.c2v

4. Ornpasbre uiaeHTUdUKaTOp JuneHsun u daitn C2V cBoeMy MeHeKepY U MOJIYIUTEe B OTBETHOM ITHCHME
a1 INIeH3nN.

5. Ha Brianke Jluuensus 3arpy3ure ailyr JTUEH3UH.
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2.4 PasBeptbiBaHune FindFace Multi

FindFace Multi mpemocTaBisier ciemyronine BApUaHThl pa3BePTHIBAHNA:
® pa3BeEPTHIBAHUE U3 KOHCOJBHOI'O MHCTAJLIATOPA,

® IIOIIArOBOE Pa3BEPTBHIBAHME U3 apt-perno3uTopusd

Bakno: Ilepssriit mociie pazseproiBanust 3amyck cepucoB ¢ GPU-yckopennem findface-extraction-api
n findface-video-worker-gpu MOXET 3aHsITh IIPOJOJKUTEIBHOE BpeMsl U3-3a [IPOIeCca KIMUPOBaHust (J10
45 MuHYyT).

Baxxno: Xora FindFace Multi mpemoctasisier uncmpymenmot s 38Tl OT HECAHKIIMOHUPOBAHHOTO 0~
CTyIla, OHU HE 3aMEeHSIIOT [IPaBUJIbHO HACTPOEHHBI MexKceTeBoil skpaH. Obs3aTe/IbHO UCIIOJIb3YiiTe dhailpBoI,
aT00bI yeniuth 3amuTy cetu FindFace Multi.

2.4.1 Pa3BepTHBaHMQ N3 KOHCOJIbHOIO MHCTANNATOPA

st pazsepreiBanus FindFace Multi ncrnosb3yercst KOHCOMbHBIN MHCTAJLISTOP.

Cosert: Ilepen Tem Kak HIPUCTYIHUTH K Pa3BEPTHIBAHUIO, 00s3aTEILHO O3HAKOMBTECH C CUCTILEMHVLMU TPE-
606aHUAMU.

Baxxno: /g ycnenHoro pyHKITHOHHPOBAHUS CHCTEMBI ITOCE YCTAHOBKH U3 WHCTaJLIgTopa IP-anpec cep-
Bepa JoJKeH ObITh crarmdeckuM. st Toro utobsl ciesnarsk IP-anpec crarmdeckum, oTkpoiire daitn /etc/
network/interfaces u m3MeHHUTE TEKYIIYIO 3AMNCH JJIs OCHOBHOI'O CETEBOTO MHTEpdeiica TaK, KaK TOKA3aHO
B nnpumMepe Hmke. He 3a0yapre 3aMeHUTD ajpeca B IpUMepe HA aKTYaJbHBIE ¢ YI€TOM HACTPOEK CETH.

sudo vi /etc/network/interfaces

iface ethO inet static

address 192.168.112.144
netmask 255.255.255.0

gateway 192.168.112.254
dns-nameservers 192.168.112.254

Ilepezamycture cereBbie MHTEPGEHACH.

sudo service networking restart

C ocTopokHOCTBIO pemakTupyiite daiir etc/network/interfaces. Ilepes Tem Kak IpUCTYIUTh K PEIAKTH-
POBaHMIO, O3HAKOMBTECH C MHCTPYKIeil 1o nacrpoiike cereit Ubuntu.

s passeproiBanus FindFace Multi u3 uHCTa/IISTOpa BBIIOJHATE CJIEYIOIINAE JIeACTBUSI:
1. Barpysure daitn nacramnsaropa findface-multi-1.1-and-server-5.1.run.
2. Ilomecrure daiin .run B 060l KaTajior Ha cepBepe ycraHOBKH (HaipuMmep, /home/username).

3. N3 mannoro karaJora cjenaiite paifa . run UCIOTHIEMbIM.
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chmod +x findface-multi-1.l1-and-server-5.1.run

4. Bamycrure aiiy .run.
sudo ./findface-multi-1.1-and-server-5.1.run
MNucranngarop 3amacT BaM HECKOJIBKO BOIIPOCOB, IIOCJIE YEro IIPOBEPUT, COOTBETCTBYET JIU CEPBEP CU-
creMHBIM TpeboBanusiM. OTBeTHTE Ha BOIIPOCHI HAJIEXKAIIUM 00pa3oM. Bompockr u oTBeTHI Ciieayomniue:
1. ¥YcranasimBaembrit npoaykT: FindFace Multi.
2. Tun ycranoBku:
e 1: ycranoBuTh FindFace Multi Ha ognHOYHOM (DU3UIECKOM cepBepe.
e 2: ycranoBuTh FindFace Multi B kauecTBe 1eHTpaJIbHOIO cepBepa M HACTPOUTH €ro Ha B3au-
MOJEHCTBHE C JOIIOJHUTEJIbHBIMA yaaJleHHbIMU cepBepaMu findface-video-worker.
Coser: /[lyst oryiesibHOM ycraHoBku findface-video-worker cm. Jlonoanumenvroe
pazsepmuoisanue findface-video-worker na yoarennoix cepsepax.
® 3: yCTAHOBUTDH apt-perno3uTopuii Jist nouULG206020 PA3GEPMBIEAHUA.
® 4: NOAHOCNBIO HACTPAUBGEMASA YCNAHOBKA.
ITpumeuanune: Ecau Bbl BoiOpasu tun ycranoBku Ned min Ne4, He 3a0yapTe yCTAHOBUTH HEOOXO-
JUAMBIe MOJIeJIN HEPOHHBIX ceTell BMecTe ¢ KoMnoHeHToM findface-extraction-api.
3. Tun nakera findface-video-worker: CPU mwm GPU.
4. Tun nakera findface-extraction-api: CPU wm GPU.
Otsersl Ha BompoCckl OymyT coxpaneHbl B daiin /tmp/<findface-installer-*>.json. Bur moxkere
OTPETAKTUPOBATH €r0 M UCIIOIB30BaTh st yeranoBku FindFace Multi na apyrux cepsepax, He oTBevast
IIOBTOPHO Ha BOIIPOCHI MHCTAJIJISTODA.
IIpu BBIGOPE ycTanoBku omumHO4YHOTO cepBepa FindFace Multi, ero KoMImoHeHTBI OYIyT aBTOMATHIECKHT
YCTaHOBJICHBI, HACTPOEHBI U 3AITyIIEHbl B COOTBETCTBUAU CO CJIEYIONIEH KOHMUryparueii:
Baxkno: B caywsae  dymcroit  yCTAHOBKM — MHCTAJLUIATOD  ABTOMATHYECKH  HACTPOUT
findface-extraction-api Ha wucrnosjp30BaHue HelpoHHON ceTn kiwi_320. B mnpormsBHOM ciydae
BaM OyJieT IpeijIoyKeHO ClesiaTh BhIOOp MexXay kiwi_320 u npeabiayineil Mmojesbo. Kareropuaecku
HE PEKOMEH]IYeTCs WCIOJIb30BATh WHCTAJIATOD Ijisd OOHOBJeHHWs cucrembl. CM. HWHCTPYKIUU IO
obmoseruio B pazzaene Obonosaerue do FindFace Multi 1.1.
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Cep- | KoHdburypauus

BUC

postgres¥tranaBInBaeTCS U 3AIIYCKACTCH.
10

nats- | YcraHaBJMBaeTCsl U 3aIlyCKaeTcsl.
server

etcd | YcraHaB/IMBAETCS U 3AILyCKAETCSI.
pgboundérranaB/InBAETCS U 3AILyCKAETCS.
memcacNedaHaBINBaETCS U 3aIIyCKAETCS.
nginx | YcraHaBJIMBaeTCs W 3aIyCKAaeTCs.

django YcranaBiaumBaeTcs M 3aIlycKaeTcsi Kak BeO-peiiMBopk ist BeO-uaTepdeiica FindFace Multi.

server

findfag¢e¥ycranaBinBaeTcst U 3aIlyCKaeTCs.

ntls

findfa¢eYcranaBiuBaerca u 3amyckaercs. KoJu4ecTBo IK3eMILISPOB (IIAPIOB) DPACCUUTHIBACTCS
tarantpole dopmyne: N = min(max(min(mem_mb // 2000, cpu_cores), 1), 16 * cpu_cores).

T. e. KOUIECTBO paBHO pa3Mepy omepaTuBHON maMmaTu B M6, pazaenennomy uHa 2000, uan
KOJIMIeCTBY (bU3NIECKUX sijiep Iporeccopa (HO He MeHee 1 mapja), WM Ke KOJMIeCTBY
dusndeckux sijep MPOIEeccopa, YMHOXKEHHOMY Ha 16, ecjii mepBoe MOJIydYeHHOe 3HAYEHUe
GoJIbIIe.

findfa
extrac
api

eYcranasnusaercs u 3ayckaercs (CPU/GPU-yckopenue).
tion-

findfa
sf-
api

eYCTaHABINBAETCS U 3allyCKaeTCH.

findfa
uploas

eYCTaHaBIUBAETCS.

|

findfa
video-

eYCTaHABIUBAETCS U 3aIlyCKaeTCH.

manager

findfa
video-

worke
*

eYcranasiusaerca u 3anyckaerca (CPU/GPU-yckopenne).

findfa

data-
*

eMojesin HETPOHHBIX CeTell JTsi PACIIO3HABAHUS O0OBEKTOB U UX aTPUOYTOB. YCTAHABINBAIOT-
col.

findfa

security

eYCTaHABIUBACTCSI 1 3aITyCKaeTCs.

findfa

counter

eYCTaHABIUBAETCS U 3allyCKaeTCs.

findfa

api

livenegs-

eYCTaHABJINBAETCS U 3allyCKaeTCH.

iq

Yceranapmuaercs. Vcmosb3yercs jyst crpykrypupoBanust API-orseros or FindFace Multi
B ¢popmare JSON.

ntech.

python3BuyTpennre u BCrioMOraTeIbHBIE CEPBUCHL. YCTAHABIMBAIOTCS U 3AILyCKAIOTCS.

i

o 3aBeprierny yCcTaHOBKY B KOHCOJIb OY/IET BBIBEI€HA NH(MDOPMAIIHS, HEOOXOMMMAs JJIs NCIIOJIH30BaHUS
FindFace Multi:

2.4. PasseprtbiBanue FindFace Multi 25



FindFace Multi, Boinyck 1.1

Coser: 00s13aTe/ILHO COXPAHUTE 3TH JAHHBIC: OHU BaM ITOHAI00ATCS.

HERARBRARRRAARRRARRRAARRRARRRARRRARRBRARRRRARBRARRRRRRRARRRRARRRARRRRARRRAHHH
# Installation s complete #
HERBHRRRBHRAGHRRRBRRAGRRARBRRABRRARRRRRBRRARRRRRBRRAGRRARRRRRBRRARRRR B RRA IS
- upload your license to http://172.20.77.17/#/license/
- user interface: http://172.20.77.17/

superuser: admin

password: admin

documentation: http://172.20.77.17/doc/

5. YKa)kuTe CBOIO BPEMEHHYIO 30HY B (aiine koudurypamun /etc/findface-security/config.py B
dopmare Peruor/Crpara/Topoxn mim Etc/GMT+H. Bpemennast 30Ha onpeesisieT BpeMsl B OTYETAX, JIO-
rax, nmenax apredaxktoB FindFace Multi, Takux Kax mo/jHble KaJpbl 1 MUHAATIOPHI COOBITUM, CKPUH-
[IOTHI CYETUYUKOB U T. II.

Coser: Jljist cipaBKU CM. JAHHYIO TaOJIAILY.

sudo vi /etc/findface-security/config.py

# time zone
TIME_ZONE = 'America/Argentina/Buenos_Aires'

6. Barpysure aitn gunensun  FindFace Multi depe3 ocuoBroit  BeG-mHTepdeiic  http://
<IP_agmpec_cepBepa>/#/license. [lyisa gocryma B BeO-unrepdeiic MCHONL3YHTE JIOTMH U IIAPOJIb
[IOJIH30BATE/IsI SUperuser, BLIBEJEHHBIE B KOHCOJIH.

IIpumeuanne: IP-aapec cepepa B ccpuikax Ha BeO-mHTepdeiics FindFace mmeer Buy 127.0.0.1
niun <IP _anpec B ceTu>>, B 3aBHCUMOCTH OT TOT'O, IPUHAJJICXKUT JIU CEPBEP K CETH.

Baxkno: He nepenasaiite nannsie superuser (Cyunep Ajamunucrparopa) rperbuM JjunaMm. s aavu-
HUCTPHUPOBAHUSI CUCTEMBI CO3/IaiiTe Ha3HAYAEMOro aaMuHucTparopa. Orimire HA3HAYAEMOI'O aJIMUHU-
crparopa or Cynep AJMUHACTPATOPa B TOM, YTO IOCJIEIHUIA HE MOYXKET JIMIMUTHCS [IPaB 8 JIMUHUCTPA-
TOpa JlaXkKe 1PN CMEHe POJIN.

7. g Toro aTobbl aBToMaTmdecku ycranoBuTh FindFace Multi ma apyrux cepsepax, He oTBevas Ha BO-
IIPOCHI MHCTAJJISITOPA, UCHOIB3YHTe daitn /tmp/<findface-installer-*>.json. 3amycTure WHCTAI-
JIATOP CJIeAYIOmeil KOMaHO0M:

sudo ./findface-multi-1.1-and-server-5.1.run -f /tmp/<findface-installer-*>.json

Cogert: llpumep manHOro haityia MOXKHO IIOCMOTPETH B pasjese Datin ¢ napamempam YemaHo8K.

Baxxno: [l Toro urobnr coxpanuth coBmectumocTh FindFace Multi co cpejoit ycTaHOBKM, HACTOSATEIHHO
PEKOMEH/ IyeTCsl OTKJIIOUNTh aBToMaTndeckoe obnosienne Ubuntu. B arom cirydae BbI cMokeTe OOHOBISITH
OC BpyuHY0, KOHTPOJIIPYS MIPOIECC OOHOBJIEHUS OT/IEJIbHBIX ITAKETOB.
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JJtst OTKJTIOUEHUsT aBTOMATUIECKOro oOHOBIeHnsT Ubuntu BBIOJHUTE CJIETYIONTNE KOMAH/IbI:

sudo apt-get remove unattended-upgrades
sudo systemctl stop apt-daily.timer
sudo systemctl disable apt-daily.timer
sudo systemctl disable apt-daily.service
sudo systemctl daemon-reload

Baxkno: Cepsucel FindFace Multi siorupyror 60JibIIoii 00beM JAaHHBIX, YTO B KOHEYHOM HTOTE MOXKET
[IPUBECTU K YPE3MEPHOIl 3arpyske Jucka. IToObl 3TOr0 He MPOU3O0IILI0, PEKOMEHIYETCs OTKJIIOUATh CEPBUC
rsyslog u3-3a €ro HeONTHMAJILHON CXeMbI POTAIUH JIOTOB U BMECTO HET'O MCIOJIb30BATh IPABUJIBHO HACTPO-
eHHBII cepBuUC systemd-journal. Cm. momaroBble HHCTPYKIUU B paszene Jlozu cepsucos.

2.4.2 lMowaroBoe pa3BepTbiBaHMe N3 apt-peno3untopus

JlaHHBII pa3Jies coepKUT MOAPOOHYI0 NH(MOPMAIINIO O MOIArOBOM pa3BepThiBaHuN KoMmonenToB FindFace
Multi. BeimosiauTe puBeieHHbIE HUXKE MHCTPYKIUH, IPUIEPKUBASICH 33/ IAHHOTO MTOPSIIKA.

B atom paspene:

e Vemanoska apt-penosumopus

e Vemanoska neobxrodumozo cmoponnezo 110
o (Oobecneuenue AUUEHUPOBAHUA

o Paszsepmuisanue 0cnochol 6a3v, daHHHLL

e Passepmuisanue sdpa FindFace

o Paszsepmuisarnue npuraadnozo modyss FindFace Multi u 6a3v dannvix 6exmopos npusnaros

YcraHoBka apt-peno3utopusi

IIpexkyie Bcero ycranosute apt-penosuropuii FindFace ciemyromum obpazom:
1. Barpysure daitn nacramnsaropa findface-multi-1.1-and-server-5.1.run.
2. Ilomecrure daiin .run B J060i KaTajaor Ha cepBepe ycraHOBKH (HaipuMmep, /home/username).

3. N3 mannoro xaraJora cjienaiite paila . run UCIOJTHIEMBIM.

chmod +x findface-multi-1.l1-and-server-5.1.run

4. 3Bamnycrure daiiy . run.

sudo ./findface-multi-1.l1-and-server-5.1.run

MNucrannarop 3a7acT BaM HECKOJIBKO BOIIPOCOB, IOCJE YErO IPOBEPUT, COOTBETCTBYET JI CEPBED CU-
creMHBIM TpeboBanusM. OTBeTbTE Ha BOIIPOCHI HAJJIEXKAIINM 00pa30M. BOIIPOCHI M OTBETHI CJIE Iy IONTHE:

1. VYcranaBausaemsril nponykT: FindFace Multi.
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2. Tun ycranoBku: repo: Don't install anything, just set up the APT repository.

3. YcraHaBiIuBaeMble MOJIeJM HEHPOHHBIX cerell (npu Heobxomumoctn). st Toro 4Tobsl BHIOpATH
MOJEJIN, CHavYaJIa CHUMUTE BBIIEJICHNE, BBEIs B KOMAHJIHOU CTPOKE -*, 3aTeM BBEJIUTE depe3 IpPOo-
6eJ1 TOPsIIKOBBIE HOMEpPa HYXKHBIX Mojeset, nanpumep: 1 3 4. Beeaure done sy coxpanenust
BBIOOpA U IIEPeX0/ia K CJIELYIONEMY IIary.

Baxxkno: [loykHa OBITH yCTAHOBJIEHA IO KpaifHeil Mepe OfHa MOJIEb JJisi OMOMETPUH JIAIL.

Ilocse sTroro apt-pemosuropuit FindFace 6ymer aBroMaTnIecKn yCTaHOBIIEH.

YcraHoBka Heobxoaumoro ctopoHHero MO

g paborsr FindFace Multi mHeobxomumo cropornee mporpammuoe obecrieuenne PostgreSQL, Pgbouncer,
NATS, etcd u memcached. Bemosaure ciiemytomue nefictBus:

1. YcranoBure nakeThl ¢ yKasaHHbIM cTopoHHUM 110 ciemyoomumM o6pasom:

sudo apt update
sudo apt install -y postgresql-10 nats-server etcd memcached pgbouncer

2. Orxkpoiire daiin kordurypaiuu /etc/memcached. conf. YcraHOBIUTE MAKCUMAJIBHBIIN pa3Mep MaMsTU B

MerabaiiTax, UCIOJIb3yeMblil JIjisi XpaHeHusl 3jieMeHToB memcached: -m 1024. YcTaHOBATE MAKCUMAJIb-
HBIIT pa3Mep 3ieMenTa: -1 16m. Ecim onme mim oba 9THX mapaMmeTpa OTCYTCTBYIOT, 100aBbTe MX B
dait.

sudo vi /etc/memcached.conf

-m 1024
-I 16m

. TIpenocrasbre HaeKHBIH TAPOJIH TONB30BaTeNo ntech (9T3g1nXy9yx3y8MIGmOfbef3dia8UTc3 B mpu-

Mepe HuzKe). BHecuTe yderHble JaHHbIE B CIIMCOK IOJIb30BaTe el pgbouncer.

echo '"ntech" "9T3glnXy9yx3y8MIGmIfbef3dia8UTc3"' | sudo tee -a /etc/pgbouncer/
—userlist.txt

. Hacrpoiite pgbouncer. Otkpoiite daitn /etc/pgbouncer/pgbouncer.ini u nobasbre 6a3y JaHHBIX

ffsecurity B pa3nen databases. HacTpoiiTe yka3aHHbBIE TapaMeTPhl, KaK IOKA3aHO B IPIMepe HUKeE.
OcraJibHbIe TApAMETPhI JOJKHBI OBITH 3aKOMMEHTHPOBAHDI.

sudo vi /etc/pgbouncer/pgbouncer.ini

[databases]

ffsecurity = dbname=ffsecurity host=localhost port=5432 user=ntech
[pgbouncer]

pidfile = /var/run/postgresql/pgbouncer.pid

listen_addr = 127.0.0.1

listen_port = 5439

unix_socket_dir = /var/run/postgresql

auth_type = plain

auth_file = /etc/pgbouncer/userlist.txt

pool_mode = transaction

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

server_reset_query = DISCARD ALL
max_client_conn = 16384
default_pool_size = 20

syslog = 1

5. Jlobaswre cepBuce croponnero 10 B aBrozarpysky Ubuntu u 3amycrure nx:

sudo systemctl enable postgresql@l0-main.service nats-server etcd.service memcached.
—service pgbouncer.service

sudo systemctl restart postgresql@lO-main.service nats-server etcd.servicey
—memcached.service pgbouncer.service

ObecneyeHue nuueH3npoBaHus

Baxkno: Cwm. Jluyenauposarue, 9Tobbl y3HATH O MOJHUTUKE JiulieH3upoBanust NtechLab.

s obecnieuenus murensupoBanns FindFace Multi pazsepuure findface-ntls, cepBep JHUIEH3MI B COCTaBE
anpa FindFace.

Baxkno: Cucrema na 6asze FindFace Multi MoxkeT BKJIIOYATH B cebsl TOJIHKO OJMH SK3IEMILISP
findface-ntls.

sudo apt update
sudo apt install -y findface-ntls
sudo systemctl enable findface-ntls.service && sudo systemctl start findface-ntls.service

PasBsepTbiBaHMe 0CHOBHOW Basbl JaHHbIX
OcnoBras 6a3a marabix FindFace Multi mocrpoena na PostgreSQL. [iist Toro 4robnr pa3BepHyTh OCHOBHYIO
6a3y MaHHBIX, BBIIOJHATE CJIELYIONUE IefCTBIS:

1. OTkpoiiTe crucok mosb3oBaTesneil pgbouncer /etc/pgbouncer/userlist.txt. Cxonupyiite napoib
nosb3oBaresd ntech (9T3glnXy9yx3y8MIGmIfbef3dia8UTc3 B upuMepe HUKE).

sudo cat /etc/pgbouncer/userlist.txt

"ntech" "9T3glnXy9yx3y8MIGmOfbef3dia8UTc3"

2. B koncosm PostgreSQL cozmaiiTe 1mosib30BaTesist ntech 1o CKOIMMPOBAHHBIM IIapOJIeM, a TakKe 0a3bl
nanubix ffsecurity u ffcounter PostgreSQL.

sudo -u postgres psql
postgres=# CREATE ROLE ntech WITH LOGIN PASSWORD '9T3ginXy9yz3y8MIGmIfbef3dia8UTc3';

postgres=# CREATE DATABASE ffsecurity WITH OWNER ntech ENCODING 'UTF-8' LC_COLLATE=
— 'en_US.UTF-8' LC_CTYPE='en_US.UTF-8' TEMPLATE template0;

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

postgres=# CREATE DATABASE ffcounter WITH OWNER ntech ENCODING 'UTF-8' LC_COLLATE=
—'C.UTF-8' LC_CTYPE='C.UTF-8' TEMPLATE template0;

Coset: /s Boixona u3 kouconu PostgreSQL BBenure \q n Haxkmute Enter.

. Paszpermure aBropusarnuio B PostgreSQL no UID kaumenra cokera. Ilepesamycrure PostgreSQL.

echo 'local all ntech peer' | sudo tee -a /etc/postgresql/10/main/pg_hba.conf

sudo systemctl restart postgresql@l0-main.service

PasseprbiBaHue sigpa FindFace

s pazBepreiBanus sijpa FindFace BoimosiHuTe Cciiepyromniue 1eicTBus:

CoBet: Bbr moxkere maliTn onmcanme KoMmMmoHeHTOB siapa FindFace m mx mapamerpoB KoHurypamum B
paznenax Aprumexmypa u ITodpobro o Komnonenmax.

1. Hnsa FindFace Multi na GPU ycmanosume dpatisepo. NVIDIA.

Baxkno: O06s13aTenbHO mepe3arpy3uTe cepBep Mocje 3aBepiienns: ycranoBku npaiisepos NVIDIA. B
IIPOTUBHOM CJiydae mpH rocieyioreit ycranoke GPU-kommorenToB npousoiiier cOoit.

. Ycranosure KommoneHTH! sapa FindFace:

sudo apt update

sudo apt install -y findface-tarantool-server findface-extraction-api findface-sf-
—api findface-upload findface-video-manager findface-video-worker-cpu findface-
—liveness-api

ITpumeuanme: nsg Toro 4tobbl ycTaHoBUTH KoMmioHeHT findface-extraction-api ¢ GPU-
yckopenuneM, BMecTo findface-extraction-api B komanae Beegute findface-extraction-api-gpu.

Ilpumeuanune: [Ijga Toro urobbl ycraHoBUTH KoMIOHeHT findface-video-worker ¢ GPU-
yckopenneM, BMecTo findface-video-worker-cpu B komane BeeguTe findface-video-worker-gpu.
Eciu wa dusmyueckoMm cepBepe yCTaHOBJIEHO HECKOJIBKO BUJIEOKAPT, CM. M Cnoab306aHue HECKONDKUL
sudeoxapm.

Baxkno: Ob6s3aresbHO  ycmanosume — MOJEJN — HEWDOHHBIX — ceTefl Ha  cepBepax ¢
findface-extraction-api.

3. B daiine xouduryparun /etc/findface-sf-api.ini Briounte napamerp allow-return-facen.
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sudo vi /etc/findface-sf-api.ini

limits:

allow-return-facen: true

4. Otkpoiite dait KOH(UT'Y PAITIHT /etc/findface-video-worker-cpu.ini (/etc/
findface-video-worker-gpu.ini). 3anaiire cieayromme napaMerpor:

e B mapamerpe mgr-static ykaxunre [P-agpec cepsepa findface-video-manager, KOTOpPbIit Oy/er
obecrreunBaTh findface-video-worker HaCTPOHKAMHU U CIIMCKOM BHCOIIOTOKOB JJIsT OOPAOOTKU.

e B napamerpe capacity yKaxKure MaKCHMAaJbHOE KOJIUIECTBO BUIEOTIOTOKOB, KOTOPOE MOXKeT ObITh
obpaboramno findface-video-worker.

e B pasnene streamer ykaxkure [P-agpec u opr mjist gocryna K sudeocmerie. 3HadeHne port JT0JIK-
HO ObITH 18999. Ycranosute tracks = true, 9TOOBI YIIy4IINTH OTOOPaKeHNE PAMOK C 00 beKTaMu
HA BUJIEOCTEHE.

sudo vi /etc/findface-video-worker-cpu.ini
sudo vi /etc/findface-video-worker-gpu.ini

mgr-static=127.0.0.1:18811

capacity=10

[streamer]

## streamer/shots webserver port, 0=disabled

## type:number env:CFG_STREAMER_PORT longopt:--streamer-port
port = 18999

## streamer url - how to access this worker on streamer_port
## type:string env:CFG_STREAMER_URL longopt:--streamer-url
url = 127.0.0.1:18999

## use tracks instead detects for streamer

## type:bool env:CFG_STREAMER_TRACKS longopt:--streamer-tracks
tracks = true

5. Jobasbre cepsucs syipa FindFace B aBrozarpysky Ubuntu u 3amycrure ux.

sudo systemctl enable findface-extraction-api findface-sf-api findface-video-
—manager findface-video-worker-cpu findface-liveness-api

sudo systemctl start findface-extraction-api findface-sf-api findface-video-manager
—findface-video-worker-cpu findface-liveness-api
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PasBeptbiBaHue npuknagHoro mogyns FindFace Multi n 6a3bl gaHHbIX BEKTOPOB NPU3HaKoB

s paszBepreiBanus npukiagaoro moayis FindFace Multi, BeimostauTE Citetytornue meiicTBus:

1. VYcranosure KommonenTsl findface-security, findface-security-ui m findface-counter. [lo-

6aBbTe cepBuc findface-counter B aBTo3arpy3ky Ubuntu u 3amycture ero.

sudo apt update
sudo apt install -y findface-security findface-security-ui findface-counter
sudo systemctl enable findface-counter && sudo systemctl start findface-counter

. Iepenecure cxemy 6a3bl ganubpix u3 FindFace Multi 8 PostgreSQL, cozmaiiTe rpymibl HOab30BaTENEH

¢ NPedycmanosACHbIMU TIPABAME U IIEPBOIO OJIb30BaTE sl ¢ HpaBamu ajMmuaucrparopa (. v. Cymep
A pvunECTPaTOpA).

Baxkno: Cynep AgMuHECTPATOD HE MOXKET JINIIUTHCS TIPAB aJIMAHACTPATOPA JIarKe [IPU CMEHE POJIH.

sudo findface-security migrate
sudo findface-security create_groups
sudo findface-security create_default_user

. Coznaifite cTpyKTypy 0a3bl JJAHHBIX BEKTOPOB IPU3HAKOB Ha OCHOBe Tarantool, BEIITOJIHUB CJIe/yIONLYIO

KOMaH/Ty.

sudo findface-security make_tnt_schema | sudo tee /etc/findface-security/tnt_schema.
—lua

. Orkpoiite daiin kouduryparun /etc/tarantool/instances.available/FindFace.lua. [IpoBepsbre,

conepxkut u dait komauay dofile, a Takke ompeseseHns meta_indexes um meta_scheme, Kak I0-
KazaHo B mpuMepe Hmke. [Ipu HeobxomumocTn u3mennte dai.

sudo vi /etc/tarantool/instances.available/FindFace.lua

dofile("/etc/findface-security/tnt_schema.lua")
-- host:port to bind, HTTP API
FindFace = require("FindFace")
FindFace.start("127.0.0.1", 8101, {
license_ntls_server="127.0.0.1:3133",
meta_indexes=meta_indexes,
meta_scheme = meta_scheme

b

Baxkno: [P-agpec m HOMep mopra, ykasaHmHble B cekiuu shards aitna kondurypamun /etc/
findface-sf-api.ini, JOJKHBI OBITH UJIEHTUYHBI yKa3aHHBIM B ceKnun FindFace.start.

sudo vi /etc/tarantool/instances.available/FindFace.lua

FindFace.start("127.0.0.1", 8101...)
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sudo vi /etc/findface-sf-api.ini
storage-api:

shards:

- master: http://127.0.0.1:8101/v2/

Baxkuo: Eciu Bor BHecsn n3menenus B daiti koudurypanun /etc/findface-sf-api.ini, obs3a-
TeJIbHO nepesanycture ceppuc findface-sf-api:

sudo systemctl restart findface-sf-api.service

5. Hobaspre cepsuc findface-tarantool-server B aBro3arpy3ky Ubuntu u 3amycrure ero.

sudo systemctl enable tarantool@FindFace.service && sudo systemctl start,,
—tarantool@FindFace.service

6. Orkpoiite daitn kouduryparun /etc/findface-security/config.py. 3ajaiite ciaeayiomnme mapa-
MEeTPBI:

Coger: Ilpocmorpers ucxomuyio Bepcuio daitna /etc/findface-security/config.py BBl MOXKeTe
3IecCh.

e SERVICE_EXTERNAL_ADDRESS: IP-anpec uiau URL FindFace Multi, siBisirorumest mpropuTeTHBIM
nis Genetec u BeOxykoB. Ecau mapamerp He 3ajaH, cucremMa OyIeT UCIOIH30BATH Jjisd pabOTHI C
maHHBIM (yHKImonajoM 3HadeHne EXTERNAL_ADDRESS.

Baxkno: [lis ucnosibzoBanust Genetec u BeOXyKOB 00s13aTe/IbHO YKaXKHUTe 10 KpaiiHeil Mepe O
u3 mapamerpos: SERVICE_EXTERNAL_ADDRESS/ EXTERNAL_ADDRESS.

e EXTERNAL_ADDRESS: (omnmounasnbuo) IP-anpec min URL, koropblii uCHosb3yercst s JOCTyIa B
Beb-unTepdeiic FindFace Multi. Eciii asTor mapameTrp He yKasaH BPpYUHYIO, CHCTEMa aBTOMAaTHIe-
CKH olpeJiesisieT ero Kak puemrauit [P-anpec cepsepa.

ITpumeuanmne: s nocryma B FindFace Multi B moxkere ucnonb3oBars oba IP-ampeca: xak
aBTOOIIPE/ICJICHHBII, TaK U yKa3aHHbIi Bpy4yHyio B EXTERNAL_ADDRESS.

e VIDEO_DETECTOR_TOKEN: mpujymaiiTe TOKEH U yKa)KUT€ €ro B JAHHOM IIapaMeTpe, 4TOObI aBTO-
pU30BATH MOJYJIb BUIACOIETEKITUN OOHEKTOB.

e VIDEO_MANAGER_ADDRESS: IP-anpec cepBepa findface-video-manager.
e NTLS_HTTP_URL: IP-azpec cepsepa findface-ntls.

e ROUTER_URL: IP-anpec cepsepa findface-security, KOTOpPBIl Oy/ieT HOIy4YaTh OOHAPYKEHHBIE
Ha BUJEO OOBEKTHI OT 9K3eMILIsapoB findface-video-worker. Ajipec yKa3bIBaeTCsl BHYTPEHHUIA
WA BHEIIHWI, B 3aBUCAMOCTH OT ceTH, B KOTopoil findface-video-worker B3amMoIeicTByeT ¢
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findface-security. lI3menuTe opT o yMOJIMaHUIO C yaeTOM Hacmpoek nepeadpecayun ¢ HTTP
wa HTTPS wuiu BoobIIe He yKa3biBaiiTe ero, ocraBuB TOJbKO [P-anpec.

e SF_API_ADDRESS: IP-ampec cepsepa findface-sf-api.

e DATABASES (pasmes): 3alloJiHUTE €ro cjelyiomum obpasom: 'PORT': 5439, 'USER': 'ntech',
'"PASSWORD': ‘<maposs u3 /etc/pgbouncer/userlist.txt>’ (cm. Vemanoska neobrodumozo
cmopomnneezo I10).

Coger: Ecin HeoOxomumo obecmednTh 0€30IaCHOCTh JAHHBIX, BKIOUNTE S5 L-wugdposariue.

Coset: Ilpn neobxomumoctu ycranopute ’IGNORE_UNMATCHED’: True, 9TOOBI OTKJIIOYUTH 3allHCh
cobbiTus B 6a3y JAHHBIX, €CJIU OOHADYXKEHHbIH OOBEKT OTCYTCTBYET B CIUCKAX HabJojeHus (Bepu-
dburanus nana orpuraTesbHbl pedysnbrar). JaHHyio HACTPONRKY DEKOMEHIYeTCs UCIIOJIbL30BATDH [PH
OOJIBIIIOM KOJIMYECTBE IIOCETUTE/IEl.

7. Ucnonb3ys IPUBEIEHHYIO HIXKE KOMAH/LY, CreHepUpyiiTe K04 noanucy s mudpoBanus ceccunt (uc-
nosb3yercs B Django) u 3amaiite ero B napamerpe SECRET_KEY.

pwgen -sncy 50 1[tr "'" ",

8. 3BamycTuTre CEpBUCHI.

sudo systemctl enable findface-security
sudo systemctl start findface-security

9. OrkJounTe cepBep NEinx, akTUBHBI 110 yMOJIYaHUIO, 1 JoOaBbTe cepBep findface-security B crmcok
BKJIIOUEHHBIX cepBepoB. [lepezamycrure nginx.

sudo rm /etc/nginx/sites-enabled/default

sudo 1ln -s /etc/nginx/sites-available/ffsecurity-nginx.conf /etc/nginx/sites-
—enabled/

sudo nginx -s reload

10. Ob6ecrievuenue JINIEH3NPOBAHUSL:

e O6Gecrieunre Jsmriensuposanue. Vcnombayiite Beb-unrepdeiic FindFace Multi, arober saepysumos
AUUEH3UONHDIT Patia, KOTOPBI BBL 0 9TOrO IOJYYUJIA OT cBoero Meneizkepa (Hacmpotixu ->
JTuyensus).

o [Ipu jureH3upoBaHNN B 3aKPHITON crCcTeMe ¢ TOMOINBI0 USB-KIioua anmapaTHoit 3aIUThl, BCTABb-
te ero B USB-mopt.

o Jljist JIMIIEH3UPOBAHUS B 3aKPBITOI CHCTEMBI IO CJIENIKY ¢ 000pymoBaHusA CM. Jluuexsuposanue 6
3aKpLIMOt cemu no caenky ¢ 060pydosaHus.

Baxkuo: /[l Toro 4Tobbr BOWTH B IEPBBIN pa3 B CHUCTEMY, UCIOJb3yiiTe yueTHYIO 3anuch Cymepa-
MUHUCTpATOpa admin:admin, CO3NAHHYIO IO YMOJTIAHUIO.
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IMpumeuanue: [ljis cozmanust Ipyrux moJib3oBaTesieil wim cMeHbl mapoist CynepajiMUHICTPATOPa CM. Pas-
Jen Ynpasaenue noasb306amenamu.

Baxxno: /[l Toro urobnl coxpanuth coBMectumocTh FindFace Multi co cpejoit ycTaHOBKU, HACTOSATETHHO
PEKOMEH,IyeTCsl OTKJIFOUUTh aBromMarndeckoe obnosjenne Ubuntu. B aTom citrydae BBl cMOXKeTe OOHOBJISTH
OC Bpy4HYIO, KOHTPOJIMPYS MIPOIECC OOHOBJIEHUS OT/IEJIbHBIX ITAKETOB.

Jtst OTKITIOYEHUsT aBTOMATHIECKOT0 00HOBIeHNsT Ubuntu BBITOJTHUTE CJIEIYIONTNE KOMAHIbI:

sudo apt-get remove unattended-upgrades
sudo systemctl stop apt-daily.timer
sudo systemctl disable apt-daily.timer
sudo systemctl disable apt-daily.service
sudo systemctl daemon-reload

Baxkuo: Cepsucel FindFace Multi siorupyior 60sbI10#t 06beM JAHHBIX, YTO B KOHEIHOM HTOTE MOXKET
[IPUBECTU K YPE3MEPHOI 3arpy3Ke JiucKa. dTo0bl 3TOro He MPOU30IIII0, PEKOMEH/IYEeTCS OTKJIIOUAThH CEPBUC
rsyslog m3-3a €ro HEONTHMAJILHON CXeMBI POTAIMH JIOTOB U BMECTO HETO MCIOJIb30BATh HPABUIBHO HACTPO-
eHHBII cepBuC systemd-journal. CM. momaroBble HHCTPYKIUU B pasjene Jozu cepsucos.

2.4.3 JononHntenbHoe pa3BepTbiBaHne findface-video-worker Ha yaaneHHbIX cep-
Bepax

Baxkno: Ilpexe gem mpucTynuTh K ycTaHOBKe cepBuca findface-video-worker Ha yaaJeHHBIX cepBepax,
BBIIIOJIHUTE CJIeJyIoNue JeiCTBUA:

1. Paspemmure jpoctyn K JuieH3uoHHOMY cepBepy findface-ntls c sroboro IP-ampeca. [lnst sroro or-
kpoiite daitn kondurypanun /etc/findface-ntls.cfg na cepsepe ¢ findface-ntls u ycraHnoBuTe
listen = 0.0.0.0:3133. [lepesanycture findface-ntls.

sudo vi /etc/findface-ntls.cfg

## Address to accept incoming client connections (IP:PORT)
## type:string env:CFG_LISTEN longopt:--listen
listen = 0.0.0.0:3133

sudo systemctl restart findface-ntls.service

2. Pazpemmre noctyn K cepucy findface-video-manager c joboro IP-anpeca. lns storo orkpoiite
daitn kouduryparuu " /etc/findface-video-manager.conf na cepsepe ¢ findface-video-manager
n  ycraHoBuTe listen: 0.0.0.0:18810 wm rpc:listen: 0.0.0.0:18811. Ilepesamycrure
findface-video-manager.

sudo vi /etc/findface-video-manager.conf

listen: 0.0.0.0:18810

(continues on next page)

2.4. PasseprtbiBanue FindFace Multi 35



FindFace Multi, Boinyck 1.1

(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

rpc:
listen: 0.0.0.0:18811

sudo systemctl restart findface-video-manager.service

3. Ha cepsepe FindFace Multi orkpotite daitr kondburypamun /etc/findface-security/config.py u

yoemuTech, uTro mapamerp ROUTER_URL comep:kut BHemuwmit IP-ampec cepsepa FindFace Multi, a me
localhost. kzemiuisipel findface-video-worker Ha yJIaJIeHHBIX ceEpBEpPax OYAyT MCIOJB30BaTh JAH-
HBII aJIpec JJisi OTIPABKU OObEKTOB.

sudo vi /etc/findface-security/config.py

'ROUTER_URL': 'http://192.168.0.12"',

st otnenbHON ycTanoBKE cepBuca findface-video-worker BBINOHUTE CIEAYIONTUE AefCTBUS:

Cosert: Ilepen TeMm Kak HNPUCTYIHUTH K Pa3BEPTHIBAHUIO, 00A3aTEILHO O3HAKOMBTECH C CUCTILEMHVLMU TPE-
606aHUAMU.

CoBetr: Eciu Ha cepBepe HECKOIBKO BHIIEOKAPT, mepell pas3BeproiBanueM findface-video-worker-gpu
uzyqure pazaea Mcnoavsosarue neckosvrkur sudeoxapm.

. Barpysure daitn nacra/uisitopa findface-multi-1.1-and-server-5.1.run.
. ITomecrure daiin .run B 110600 KaTajor Ha cepBepe yCTaHOBKHU (Hanpumep, /home/username).

. U3 mamnoro karaJiora caenaiite paifa . run UCIOJTHIEMbBIM.

chmod +x findface-multi-1.l1-and-server-5.1.run

. Bamycrure daiia .run.

sudo ./findface-multi-1.1-and-server-5.1.run

WNucrammsarop 3amacT BaM HECKOJIBKO BOIIPOCOB, IOCJE YErO IMPOBEPUT, COOTBETCTBYET JIM CEPBED CU-
creMHBIM TpeboBanusiM. OTBETHTE Ha BOIIPOCHI HAJIEXKAIINM 00pa30M. BOIIPOCHI 1 OTBETHI CJIE Iy IOIIHE:

1. VYcranasnusaewmsrit nponykT: FindFace Video Worker.
2. Twun makera findface-video-worker: CPU mimu GPU.
3. IP-anpec nenrpasbaoro cepsepa findface-security.

ITocse sroro nporecc yctaHOBKU Oy/leT aBTOMATHYECKN 3aILyIIEH.

ITpumeuanme: OTrBeThl Ha BOIPOCHI OyIyT coxpaHneHsbl B (haiis /tmp/<findface-installer-*>. json.
OtrpemakTupyiiTe ero u UCHOab3yiiTe 1y ycraHoBku findface-video-worker Ha Apyrux cepsepax,
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HE OTBeYasd IIOBTOPHO Ha BOIIPOCHI MHCTAJLJIATODPA.

IIpumeuanue: Eciu findface-ntls u/wiu findface-video-manager OyiuyT yCTaHOBJIEHBI Ha CEpBe-
pax, oTiIndHBIX OT cepBepa findface-security, ykaxwure ux [P-agpeca B daite kondurypamuun /etc/
findface-video-worker-cpu.ini (/etc/findface-video-worker-gpu.ini) nocsie yCTaHOBKM KOMIIOHEH-
Ta.

sudo vi /etc/findface-video-worker-cpu.ini
sudo vi /etc/findface-video-worker-gpu.ini

B napamerpe ntls-addr ykaxkute IP-asipec cepepa findface-ntls.

ntls-addr=127.0.0.1:3133

B napamerpe mgr-static ykaxkure IP-agpec cepsepa findface-video-manager, KoTopblil OyjeT obecredn-
Barh findface-video-worker HaCTPOIKaMU M CIIMCKOM BHJIEOTIOTOKOB JIjisi 0OpabOTKH.

mgr-static=127.0.0.1:18811

Coset: g Toro urobsl aBromMarmdeckn ycraHoBuTh findface-video-worker Ha JApyrux cepBepax, He
oTBeYasl Ha BOIPOCHI HHCTAJJIATOPA, UCIONb3yiiTe daitn /tmp/<findface-installer-*>. json. 3amycTure
UHCTAJIIATOD CJAeAYIOIe KOMaH101i:

sudo ./findface-multi-1.1-and-server-5.1.run -f /tmp/<findface-installer-*>.json

IIpumep daitra /tmp/<findface-installer-*>.json MOXKHO IIOCMOTPETH B pasjeiie Datin ¢ napamempamu
YCMAHOBKU,.

Baxkno: s Toro urobsr coxpanutsh coBMmectuMocTh FindFace Multi co cpemoit ycranoBKm, HACTOSATEILHO
PEKOMeH/IyeTCsl OTKJ/IIOYUTh aBromMarndeckoe obnosiienne Ubuntu. B sTom ciiydae BBl cMOxKeTe OOHOBJIATH
OC BpyYHYI0, KOHTPOJIMPYS IIPOIECC OOHOBJIEHUS OTJIEJIbHBIX IAKETOB.

,D;.HSI OTKJIIOUEHUSI aBTOMATUIECKOro 0OHOBIeHns: Ubuntu BeImosanuTe caeayronie KOoMaH/Ibl:

sudo apt-get remove unattended-upgrades
sudo systemctl stop apt-daily.timer
sudo systemctl disable apt-daily.timer
sudo systemctl disable apt-daily.service
sudo systemctl daemon-reload

Baxxno: Cepsucer FindFace Multi siorupyror 60/1b110#t 00beM JAHHBIX, UYTO B KOHEYHOM HTOTE MOYKET
[IPUBECTHU K UPE3MEPHOIl 3arpy3Ke Jucka. IToOBbI 3TOr0 HE MPOU30III0, PEKOMEH/IYETCs OTKJIIOUYATH CEPBUC
rsyslog m3-3a €ro HEONTUMAJLHONU CXEMbI POTAIMH JIOTOB U BMECTO HETO UCIOJIb30BATh MPABUIBHO HACTPO-
eHHbIIT cepBuC systemd-journal. CM. momaroBbie HHCTPYKIUHU B pasjene Jozu cepsucos.
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2.4.4 YcTaHOBKa Mogenen HelpoHHbIX ceTeil
st oObHapy»KeHusI ¥ paclio3HaBaHus 00beKTOB M ux arpubyroB findface-extraction-api wmcmosib3yer
HEUPOHHDBIE CETH.

Ecau meobxomuM py<HOit 3aIyCK YCTAHOBKHU MOJIE/IeH, UCIOIB3yHTe KOHCOIHHDBIN NHCTAJLIATOP CJIETYOIIM
obpazom:

1. Bamycrture moarorossennsiit daitan findface-multi-1.1-and-server-5.1.run.

sudo ./findface-multi-1.1-and-server-5.1.run

2. Tun ycranosku: Fully customized installation.

3. Bribepure ycranasmuBaembrii kommorneHT FindFace Multi: findface-data. st aToro cHavasia cHu-
MHUTE BBIJIEJICHUE CO BCEX KOMIIOHEHTOB, BBE/sI B KOMAH/IHON CTPOKE -*, 3aTe€M BBEJUTE IOPSIKOBBII
HOMED KOMIIOHeHTa. BBenure done jyist coXpaHeHNsT BLIOOpA U IMepexojia K CJIeIyIoIeMy Iary.

4. BbI6€pI/ITe Moge/ JIJisl YyCTaHOBKHU. ITocsie sToro Oporecc yCTaHOBKU 6y,aeT ABTOMAaTHUYICCKU 3allyIICH.

Bor Moxkere HaliTH ycTaHOBJEHHBIE MOJIEIN I PACIIO3HABAHUS OOBEKTOB U MX ATPUOYyTOB B IUPEKTOPUU
/usr/share/findface-data/models/. Cm. Modeau netiponnviz cemet.

2.4.5 lMNonHocTblo HacTpanBaemMmasi yCTAaHOBKA

Koncompnstit uncmaaramop FindFace Multi npesiocraBiisier HECKOJIBKO BApUAHTOB YCTAHOBKH, B TOM YHC-
JIe TIOJIHOCTBIO HACTPAMBAEMbBIA BapUaHT (YCTAHOBKY OTJE/JIHHO BLIOPAHHBIX MakeToB). JlaHHBIN Bapuant B
OCHOBHOM WCIIOJIb3yeTcst pu pa3BeprbiBanun FindFace Multi B cunmbHO pacupeseienHoit cpee.

st 3aImycka MOJIHOCTHIO HACTPAUBAEMOl YCTAHOBKH HYZKHO OTBETUTH HA BOIIPOCHI HHCTAJIIATOPA CJIELYIO-
M 00Pa30M:

e YcraHaBiamBaeMblil TponyKT: FindFace Multi.
e Tum ycranoBkm: Fully customized installation.

e Ycranasiusaembie KommonenTsl FindFace Multi: mist Toro 1robsr BoIOpaTh Hy2KHBIE, CHAYAJIA, CHUMUTE
BBIJIEJIEHIE CO BCEX KOMITOHEHTOB, BBEJIsI B KOMAH/IHOW CTPOKE -*, 3aT€M BBEJUTE MOPSIKOBBIE HOMEPA
HY>KHBIX KOMIIOHEHTOB 4yepes 1pobeJi, Hanpumep: 1 7 13 u . 1. Beegure done Jijist coxpaHeHust BBIOOpa
U TIepexXo/ia K CJICAYIONIEMY IIary.

o (CBsi3aHHBIE BOIPOCHI, Takue Kak kKak Tur yckopenus: CPU wm GPU.

2.4.6 TununyHas ycTaHOBKa B knacTtepe

Hanubrit pasznen nocssamen passepreiBannio FindFace Multi B kimactepmoit cpese.

Cosetr: FEcnm mocie mpoureHusi TaHHOrO pasjesia y BAC OCTAJUCH BOIPOCHI, HE CTECHSITECH 3aJaTh WX
HaIIM dKCIepTaM 1o ajpecy support@ntechlab.com.

PazseproiBanune FindFace Multi B kiactepe MoxKeT OBITH HEOOXOIMMO IO CJIETYIOIIUM TTPUTITHAM:
e HeobxomuMocTh B pacipeie/ieHIul BBICOKON HArpy3Ku Ipu 0bpaboTKe BHUIEO.

e Tpebyercs 0O6paboTKa BUIEOIIOTOKOB OT I'PYIIIHI KAMED B MECTE MX (PU3NIECKOTO PACIIOIOKEHUS.
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IIpumeuanue: AKTyasbHO JJIsI ceTeil TOCTUHIUI], MATa3WHOB, IPU HAJMYNN HECKOJIBKUX ITPOXO/IHBIX B
OJTHOM 3JIQHUU U JIP.

Cwm.TakxKe:
Ipussaska epynno. kKamep k axzemnispy findface-video-worker
e HeobxomuMocTh B pacipeie/ieHi BICOKON HAIPY3KW IIPU M3BJIEUEHUN BEKTOPOB IIPU3HAKOB.

e B moncke 3a7eficTBOBAHO 0OJIBIITOE KOJIUIECTBO OOBEKTOB, UYTO TPEOYET PEAM3AINN PACIIPE/IETEHHOM
0a3bl JJaHHBIX.

Ilepes TeM Kak MPUCTYIUTD K PA3BEPTHIBAHUIO, IOCTPOIITE APXUTEKTYPHYIO CXEMY € yIeTOM Oy IyIiei Harpys3-
KU CHCTEMbI ¥ BBIIEJIEHHBIX II0J] Hee alapaTHbix pecypcos (em. Tpetosanus). Haubosee pacupocTpaneHnoi
CXEMOI1 dBJIAeTCS CJEYIONIAd:

e IlenTpasbHbIil cepBep C yCTaHOBJIEHHBIMH KoMIoHeHTamMn findface-ntls, findface-security,

findface-sf-api, findface-video-manager, findface-upload, findface-video-worker,
findface-extraction-api, findface-tarantool-server, a TakXKe CTOPOHHUM IIPOIPDAMMHbBIM
obecrieueHneM.

e HeckobKO JTOMONHUTENBHBIX CEPBEPOB JIsT OOPAbOTKH BUIEO C YCTAHOBJIEHHBIM KOMITOHEHTOM
findface-video-worker.

e (IIpu HeobxomumMocTr) HeCKOIBKO JIONMOHATENLHBIX CEPBEPOB IS U3BJICYEHUS BEKTOPOB IIPU3HAKOB
(T. H. cepBepbI SKCTpaKLLI/H/I) C yCTaHOBJIeHHBLIM KoMmIoHeHTOM findface-extraction-api.

e (IIpu meobxomumoctu) JdonosHuTenbHble cepBepbl 6a3bl JaHHBIX ¢ HECKOJIbKuME Hapgamu Tarantool
Ha KaXKJIOM.

WucTpyKImu B HACTOSINEM pazjiesie IMPUBEJICHBI /I OIMMCAHHON BBIMNE HambOJee YACTO BCTPEUAIOIIEH-
Ccsl CXeMbI pPa3BepThIBaHUSI B KJjacTepe. B BBICOKOHAIDYKEHHBIX CHCTEMAaX TaKXKe MOXKeT ITOTpeboBaTh-
ca pacopejsenutb obpaborky API-3ampocos, T. e. opranuzoBaTh HECKOJIHKO cepBepoB findface-sf-api u
findface-video-manager. B srom ciydae pyKOBOACTByHTeCh MHCTPYKIMAME B paszese [loanocmvio na-
CMPau6aemas YCmaHosKa.

PazsepreiBanne FindFace Multi B kiiacTepHOit cpejie COCTOUT U3 CJIEIYIONINX STAIOB:

o Paszsepmuieatue UEeHMPAIbHO20 CEPEEPQ,

o Paszsepmuwisarue cepsepos obpabomxu 6udeo

e Paszsepmuisarue cepsepos sKCMpaKyu

e Pacnpedeserue Ha2pysku Mencoy CEPEEPaMU IKCTPAKUUL

[ ] PCLSSS[)’I{LMG(I,HUG donoarumenbHvLT cCeEpeeEPoOB 6a3v. daHHBLT

e Hacmpotixa cemesozo 63aumodeticmeus
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Pa3BepTbiBaHME LLEHTpPa/IbHOro cepsepa

s pazBeproiBaHus nenTpasibaoro cepsepa FindFace Multi BemmosiauTe ciemyromue meiicrBust:

1. Ha Bwigenenmnom dusuteckom cepBepe ycmarosume FindFace Multi u3 muacTa/IATOpa CIIE€LYIOMIIIM

obpazom:
e YcranaBianBaeMblil TpoayKT: FindFace Multi.

e Tun ycranosku: Single server, multiple video workers. B stom ciayuae FindFace Multi 6y-
JeT yCTaHOBJEH B KadeCTBe IEHTPAIBHOTO CcepBepa M HACTPOEH Ha B3aHMMOJEHCTBHE C JOIOTHU-
TEJbHBIMU yJAJEHHbIMA 3K3eMIliapamMu findface-video-worker.

e Tun yckopenus findface-video-worker (Ha nenrpassaoMm cepsepe): CPU wiu GPU, B 3aBucu-
MOCTH OT KOH(MUTyparuu 060pyI0BAHUSI.

e Tun yckopenusi findface-extraction-api (ua nenrpasibaom cepsepe): CPU win GPU, B 3aBu-
CAMOCTH OT KOHMUTyparmn 000pyI0BaHUSI.

ITo 3aBepIiieHrE yCTAaHOBKY B KOHCOJIb OY/IET BbIBEI€HA NH(MDOPMAIIHST, HEOOXOIUMAast JJIs UCIIOJIB30BaHUSI
FindFace Multi:

RARRARRBRRARRRRRRRARARR R AR RRGRR R AR ARG RRRRRRRRRRRRRRRRRRRRRARRGRR AR RRGRR ARG
# Installation s complete #
RARRAARARAARARRARARRARRARRRRARRRRRRRARRBRARRARAARARRRRRBRRRRARARRA AR RARRAHAH
- upload your license to http://172.20.77.17/#/license/
- user interface: http://172.20.77.17/

superuser: admin

password: admin

documentation: http://172.20.77.17/doc/

. Barpysure  aitn  JsmneH3un  depe3  BeO-mHTEpdeHc — IEeHTPAaJhHOTO  cepBepa  http://

<IP_azpec_cepBepa>/#/license. [lyis mocryma B BeO-unTepdeiic HUCIOMB3YHTE JIOTHH M IIAPOJIb
[I0JIH30BATEJIsI SUperuser, BHIBEJICHHBIE B KOHCOJIH.

IIpumeuanune: IP-agpec cepsepa B cchiikax Ha BeG-maTepdeiichl FindFace mmeer Bug 127.0.0.1
mwm <IP _anpec B ceTrm>, B 3aBUCHMOCTH OT TOTO, IPUHAJJIEIKUT JIX CepBep K CETH.

Baxkno: He nepenasaiite nanubie superuser (Cynep AjMunHucrparopa) TperbuM JmmaM. s amqvu-
HUCTPUPOBAHUS CUCTEMBI CO3/aiiTe Ha3HAYAEMOro aaMuanCcTparopa. OTimane HA3HAYAEMOTIO aIMUH-
crparopa or Cymnep AJIMUHHCTPATOPA B TOM, 9TO IMOCIETHUI HE MOXKET JIMIMUTHCS PAB 8 IMUHUCTPA-
TOpa JlaxKe IIPU CMEHE POJIH.

. Pazpermure nuiieH3upyeMbIM cepBHCaM 0OpaIaThCs K cepBepy Jauiien3uposanns findface-ntls c Jtio-

6oro IP-anpeca. st sToro, orkpoiite daitn kouduryparun /etc/findface-ntls.cfg u ycranoBure
listen = 0.0.0.0:3133. [lepezanycture findface-ntls.service.

sudo vi /etc/findface-ntls.cfg

## Address to accept incoming client comnections (IP:PORT)
## type:string env:CFG_LISTEN longopt:--listen
listen = 0.0.0.0:3133

40

naea 2. PyKOBOACTBO CNCTEMHOIro agMmmMHUCTpaTopa




FindFace Multi, Boinyck 1.1

sudo systemctl restart findface-ntls.service

4. Paspemmure noctyn K cepsucy findface-video-manager c Jioboro IP-anpeca. ns sToro orkpoiite
daitn koudurypanun " /etc/findface-video-manager.conf u ycranosure listen: 0.0.0.0:18810
u rpc:listen: 0.0.0.0:18811. Ilepezamycture findface-video-manager.

sudo vi /etc/findface-video-manager.conf
listen: 0.0.0.0:18810

rpc:
listen: 0.0.0.0:18811

sudo systemctl restart findface-video-manager.service

PasBepTbiBaHue cepBepoB obpaboTkn Buaeo
Ha monosiauTensHOM cepBepe st 06paboTKu Bujeo ycranoButTe sk3emiuisap findface-video-worker, py-
KOBOJICTBYSICH NOULA20GbMU UHCMPYyKUuAmu. OTBETbTe Ha BOIMPOCH HHCTAJISITOPA CJIEIAYIOMIM 00Pa30M:

e YcranasiuBaeMbiii npoaykt: FindFace Video Worker.

e Tun yckopenust findface-video-worker: CPU wiu GPU, B 3aBucumocTu 0T KOH(MUIYpaIH 000py-
JIOBAHMUSI.

e FindFace Multi IP address: IP-anpec nenrpasbaOro cepsepa.

TTocse sToro mnporece ycraHoBKU OyJeT aBroMaTuyecKu 3aiyined. OTBeThl Ha BOIPOCHl HHCTAJLISTOPA OYIyT
coxpaneHnsl B daits /tmp/<findface-installer-*>.json. Vcnosns3yiiTe nanusiii ¢aiia, 4ToObl yCTAHOBUTH
FindFace Video Worker Ha Apyrux cepBepax, He OTBedas HA BOIIPOCHI MHCTAJLISATOPA MOBTOPHO. /Iy 3TOTO
3aIlyCTUTE UHCTAJIATOD KOMaHION:

sudo ./findface-multi-1.1-and-server-5.1.run -f /tmp/<findface-installer-*>.
—json

ITpumeuanune: Eciu findface-ntls u/wiu findface-video-manager yCTaHOBJIEHBI HA JIPYTUX
cepBepax, dem findface-security, ykaxxure ux [P-agapeca mocisie ycramnoBku B (aitie koHbU-
rypaiu /etc/findface-video-worker-gpu.ini (/etc/findface-video-worker-cpu.ini).

sudo vi /etc/findface-video-worker-cpu.ini
sudo vi /etc/findface-video-worker-gpu.ini

B napamerpe ntls-addr ykaxkute [P-aznpec cepepa findface-ntls.

ntls-addr=127.0.0.1:3133

B nmapamerpe mgr-static ykaxure IP-agpec cepsepa findface-video-manager, KoTopslii Oy1eT
obecneunBaTh findface-video-worker HaCTPOMKAMU U CIIMCKOM BUIEOTIOTOKOB JIJisi 0OpabOTKU.

mgr-static=127.0.0.1:18811
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Pa3BepTbiBaHME cepBepoOB 3KCTpaKLUn

Ha nomonnnrenbHOM cepBepe 9KCTpaKIUU ycTaHOBUTe 3K3eMIisap findface-extraction-api m3 KOHCOJb-
Horo mHcTasaTopa. OTBeThTEe HA BOIPOCHI MHCTAJISATOPA CJIELYIONUM 00pa30M:

e YcramaBIMBaeMbIil TpoayKT: FindFace Multi.
e Tun ycramosku: Fully customized installation.

e VYcranainuBaeMble KoMmronenTs! FindFace Multi: findface-extraction-api u findface-data. s
TOro 4YTOOBI MX BBIOpPATh, CHAaYaJla CHUMUTE BbIJEJIEHHE CO BCEX KOMIIOHEHTOB, BBEJS B KOMaHIHOI
CTPOKEe -*, 3aTeM BBeIUTE NOpANKOBble HOMepa findface-extraction-api u findface-data ugepes
npobes. Beenure done 151 coxpaHeHUs BbIOOpA U IT€PEX0/a K CIIEAYIOMEMY IIary.

e Tun yckopenust findface-extraction-api: CPU wm GPU.

e HeobxomumocTs B n3menennn daiira konduryparuu /etc/findface-extraction-api.ini: ykaxkure
IP-azpec cepsepa findface-ntls.

e Mogenn Helipornbix cereit just ycraHoskn: CPU/GPU-momenu st 6umomerpun Jmr, (06s3aTesh-
HOo) u (ommumonansro) CPU/GPU-Mozmesnn Jyist pacrnosHaBaHHsi aTpubyToB JHIla, aBTOMOOWIEH u
UX arpubOyTOB, CHJIYITOB W UX aTPUOyTOB. YIOCTOBEPBTECH, UTO [JIs KaXKJOM MOJETN BBl yKa-
gasu npaBwibhblil Tun yckoperus: CPU wmun GPU. Ou mo/KeH cOBIAJaTh € THUIIOM YCKOPEHUS
findface-extraction-api. O6parure Bunmanmue, uro findface-extraction-api aa CPU moxer pa-
6ortars TosibKO ¢ CPU-Mozessimu, B To Bpems Kak findface-extraction-api na GPU nomuep:xuBaer
kak GPU-, tak u CPU-momemnn.

Coger: Ilonpobmee cm. Modeau netiponnoir cemeti, Pacnosnasarue ampubymos auya, Pacnosnasarue
asmomobunets u ur ampubymos, Pacnosnasarue cuaysmos u ux ampubymos.

TTocse sToro mporiece ycranoBku OyaeT aproMmarndecku 3amyines. OTBeThl Ha BOIPOCH! HHCTAJLISTOPA OYIyT
coxpaneHnbl B daiti /tmp/<findface-installer-*>.json. Ucmons3yiiTe manubiii ¢aiia, 9T0OB yCTAHOBATH
findface-extraction-api Ha ApYTUX cepBepax, HE OTBeYas Ha BOIPOCHI MHCTAJIATOPA IOBTOPHO.

sudo ./findface-multi-1.1-and-server-5.1.run -f /tmp/<findface-installer-*>.
—Jjson

Ilocne pasBepThIiBaHuS CEPBEPOB IKCTPAKIIUU PACNpeIesume MEXKIY HAMA HATPY3KY.

PacnpepeneHve Harpy3sku mexxay cepBepamMmu 3KCTpaKLuu

Pacnpenenenne Harpy3sku Mexk 1y HECKOJIBKUMU CEPBEPAME SKCTPAKIINH BBIIOJTHIETCS Ie€pe3 OATaHCHPOBITUK
Harpy3ku. lIpuBenennass HuKe MOITAroBasi MHCTPYKIMS JEMOHCTPUPYET OAJAHCUPOBKY HATPY3KU C IIOMO-
mpio nginx B pexxume round-robin mis 3-x sx3emiursaipoB findface-extraction-api, pacio/iOKEHHBIX HA
pasimaHbIX pusnyeckux cepBepax. OJUH 9K3eMILIADP yCTaHOBJIEH Ha leHTpajbHOM cepepe FindFace Multi
(172.168.1.9), 2 1pyrux Ha JONOJHATEIBHBIX VJAJIEHHBIX cepBepax (172.168.1.10, 172.168.1.11). Ecim
B CHCTeMe IIPUCYTCTBYET DOJIbIee KOJTUIECTBO CEPBEPOB KCTPAKINH, 6AIAHCHPOBKA, HATDY3KHU BBITOTHSIETCST
110 aHAJIOTHH.

Coser: Bbl MoxkeTe UCHOJIB30BaTh JIH0O0i y100HBI BaM 0aJIaHCHMPOBIIUK HAIPy3KU. PyKOBOJICTBO IO €ro
HCITOJIb30BAHUIO UIUTE B COOTBETCTBYIOMIEN CIIPABOYHON JOKYMEHTAIIHH.

s GalaHCUPOBKYU HArpy3KH Mexky dK3emiuigpamu findface-extraction-api BBIIOJHATE CJIEIYIOIINE
JIeiCTBUS:
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1. Haznaubre T. H. cepBep IILII03a JJIs OAaJaHCUPYEMOl IPYIIIBI CepBEPOB dKCTpakmuu. V1M MoxkeT cTarh
nenTpanbHelil cepeep FindFace Multi (pekomenryercst) nim sr06oii Ipyroi cepsep ¢ yCTaHOBJIEHHBIM
nginx.

Baxknao: Bawm my:xno 6yaer ykasars [P-azpec mumosa mpu HacTpoiike pacnpedenscnroti cemu FindFace
Multi.

CoBer: Bbl MoxkeTe yCTAHOBUTH NEINX CJIEAYIOMUM 00pa30M:

sudo apt update

sudo apt install nginx

2. Ha cepsepe mnumio3a cozmaiiTe HOBbIN (aitn kouduryparmn Nginx.
sudo vi /etc/nginx/sites-available/extapi

3. BcraBbre coefyronmii TeKCT B CO3IaHHbI dailn Kouduryparuu. B aupexruse upstream (upstream
extapibackends) 3amenure npumepnbie IP-anpeca Ha akTyanbuble [P-azpeca cepBepoB 9KCTPAKIUHL.
B nupexktuse server B mapamMerpe listen yKaxKuTe HOMED CIIYIIAIONIETO ITOPTa cepBepa ILII03a. Bam
moTpebyeTcs yKa3aTh JaHHBIN IOPT IpU HACTPOiiKe pacnpedesennot cemu FindFace Multi.
upstream extapibackends {

server 172.168.1.9:18666; ## " findface-extraction-api " on principal server
server 172.168.1.10:18666; ## 1st additional extraction server
server 127.168.1.11:18666; ## 2nd additional extraction server
}
server {
listen 18667;
server_name extapi;
client_max_body_size 64m;
location / {
proxy_pass http://extapibackends;
proxy_next_upstream error;
}
access_log /var/log/nginx/extapi.access_log;
error_log /var/log/nginx/extapi.error_log;
}

4. BxrounTe 6aJIaHCUPOBINUK HAIPY3KHU B NEiNX.
sudo 1ln -s /etc/nginx/sites-available/extapi /etc/nginx/sites-enabled/

5. IlepesamycTute nginx.
sudo service nginx restart

6. Ha nentpasbHOM cepBepe U KaXKIOM U3 JIONOJHUTEIHHBIX CEPBEPOB SKCTPAKINH OTKpOiiTe dailyli KOH-
duryparun /etc/findface-extraction-api.ini. 3amenure ajpec localhost B mapamerpe listen na
aJipec, KOTOPBIIl BBl YKa3aJi JI0 9TOTO B JIMPEKTUBE upstream extapibackends daiina koudurypa-
mun Nginx /etc/nginx/sites-available/extapi. B mamem npumepe ajpec 1-ro JI0MOJTHATEIHHOTO
cepBepa SKCTPAKIIAN JTOJIZKEH ObITh 3aMEHEH Ha CJIeIyOIInii:
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sudo vi /etc/findface-extraction-api.ini

listen: 172.168.1.10:18666

7. Ilepesamyctute findface-extraction-api Ha MeHTPAIBLHOM CepBEPE U KayKJIOM JOTOJHUTEIHLHOM Cep-
Bepe IKCTPAKIUH.

sudo systemctl restart findface-extraction-api.service

Bamancuposka marpysku ycmermno nacrpoeHa. He 3abympre ykazarsh akTyanabubiit [P-agpec n caymaromnuit
MIOPT cepBepa IMII03a Tpu HACTpoitke pacnpedenenrot cemu FindFace Multi.

Pa33epr|BaH|/|e AONOSTHUTENIbHbLIX CepBepoB 6a3bl AadHHbIX

Kowmmonenr findface-tarantool-server coemuHsieT 0a3y JAHHBIX BEKTOPOB IIPU3HAKOB HA OCHO-
Be Tarantool m kommoment findface-sf-api, mepezaBas pe3yJabTATHI MOWCKA OT 0a3bl [TAHHBIX B
findface-sf-api aysa majpHeiineit 00pabOTKH.

Yr00bl yBEJUYUTH CKOPOCTH IIOMCKA, MOYKHO BBIJIEJIUTH HECKOJIBKO JIOMOJIHUTEIbHBIX CEPBEPOB 10 6asy
JIAHHBIX BEKTOPOB [IPU3HAKOB M CO3aTh MHOXKECTBO cermenToB (mapgos) findface-tarantool-server Ha
Kaxk oM u3 HuX. [lapasuresbaoe hyHKIMOHNPOBAHNE MHOTOYUCIECHHBIX IIIAPJI0B IPUBEIET K 3HAUUTEIHHOMY
YBEJIMYEHUIO IPOU3BOINTEIHFHOCTH, IOCKOJIBKY KaXKbIH IIap MOXKeT 00padaTbiBaTh TpudIn3nuTebHo 10 10
000 000 BEKTOPOB IIPU3HAKOB.

Yro06n1 Pa3BEPHYTH JOIIOJIHUTE/JIbHbIE CEPBEPDbI 0a3bl JAaHHBIX, BBIIIOJIHUTE CJIEAYIoIue ﬂef/'ICTBI/IHZ

1. YcranoBure kommonentT findface-tarantool-server Ha IIepPBOM BbIJIEJEHHOM [0/ 0a3y JAHHBIX CEP-
Bepe. OTBeTHTE HA BOIIPOCHI MHCTAJLIATOPA CJIEIYIOMNUM 00pPA30M:

e YcranasiuBaeMblil nponyKT: FindFace Multi.
e Tun ycranosku: Fully customized installation.

e YcramasiuBaemble kommoHeHTH! FindFace Multi: findface-tarantool-server. s Toro 9robnt
€ro BeIOpaTh, CHAYAJIA CHUMHATE BBIIETEHNAE CO BCEX KOMIIOHEHTOB, BB B KOMAHIHON CTPOKE —*,
3aTeM BBeIUTE HOPsIKOBbIT HoMep findface-tarantool-server (keyword). Beeaure done jyis
CcOXpaHeHUsT BBIOOpa U Mepexoa K CJAeIyIONeMY IIary.

ITocste aTOrO MpOIIECC YyCTAHOBKHU Oy/eT aBTOMAaTHYecKN 3aImyineH. OTBeThl Ha BOIIPOCH HHCTAJISITOPA
6yayT coxpaHeHbl B daitn /tmp/<findface-installer-*>.json.

B pesyabrare ycranosku mapapl findface-tarantool-server OyayT aBTOMATHIECKH YCTAHOBJICHBI B
kosimdecTtBe N = min(max (min(mem_mb // 2000, cpu_cores), 1), 16 * cpu_cores). T. e. Kosmde-
CTBO PAaBHO pa3Mepy onepaTuBHoM namsaTu B M6, pazaenennomy Ha 2000, nin KOTUIECTBY PUSTIECKUX
szep nporeccopa (HO He Menee 1 map/a), WM ke KOJUdecTBy (DUSMUECKUX siZep MPOIEccopa, YMHO-
KeHHOMY Ha 16, ecjin IepBoe TOJIyIeHHOe 3HaYeHre OOJIbIIE.

2. Ucnonb3yiite co3mammbiii  dair  /tmp/<findface-installer-*>.json, 9YTOOBI YCTAHOBHUTH
findface-tarantool-server Ha Jpyrux cepBepax, He OTBe4Yasd Ha BOIIPOCHl HHCTAJIATOPA II0-
BTOPHO. JIJIs1 9TOr0 BBIOJIHUTE CJIEIYIONTYI0 KOMAHILY:

sudo ./findface-multi-1.1-and-server-5.1.run -f /tmp/<findface-installer-*>.json

3. Obs3arenpHo ykaxkute [P-ajpeca m moprtsl mapioB npu HacTpoiike pacnpedesennots cemu FindFace
Multi. st Toro 9Tobnl y3HaTh HOMEpA TOPTOB, Ha KayKJO0M cepBepe 0a3bl JJAHHBIX BBIIIOTHITE KOMAH/TY:

sudo cat /etc/tarantool/instances.enabled/*shard* | grep -E ".start|(listen =)""
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Byner Bo3Bpalen cieayromnuii pe3ybrar:

listen =

listen =

'127.0.0.1:33001"',
FindFace.start("127.0.0.1", 8101, {
'127.0.0.1:33002"',
FindFace.start("127.0.0.1", 8102, {

Howmepa moproB ykazansl B cexkiuu FindFace.start: 8101, 8102 u T. JI.

Hacrpoiika ceTteBoro B3anmopgeincraus

Ilocne passeprToiBanus komoneHToB FindFace Multi mHacTpoiite nux B3anmoeiicTBue 1o cetu. BpimogHuTe
caenypomue neicreus:

1. Orkpoiite daitn kouduryparuu /etc/findface-sf-api.ini:

sudo vi /etc/findface-sf-api.ini

SagaiiTe cieayromye IapaMeTphL:

extraction-api

MNapameTp Onucatxue
extraction-api | [P-azpec m caymalomuit mopT cepBepa, SIBASIONETOCS ULAIO30M JJIS CEPBEPOB
-> SKCTPAKINN C HACTPOEHHON 0AJIAHCUPOBKOM HATDY3KH.

storage-api

IP-anpec m mopr macrepa mapiga findface-tarantool-server. OcrajbHbIe

-> shards -> | mapabl IPOIKUCLIBAIOTCA 110 AHAJIOIUU.
master
upload_url Iyt B WebDAV nginx, mo koropomy B KommoHeHT findface-upload OymyT

OTIPABJISITHCS UCXOAHBbIE N300paKeHUsi, MUHUATIOPHI ¥ HOPMAJIM30BAHHbBIE N300~
pazkeHnst 00 HEKTOB.

webdav:
upload-url: http://127.0.

shards:
master:

slave:

master:

slave:

master:

slave:

master:

slave:

master:

extraction-api:
extraction-api:

storage-api:

http://172.168.

[N}

http://172.168.

http://172.168.

http://172.168.

[}

http://172.168.

http://172.168.1.9:18667

0.1:3333/uploads/

1.9:8101/v2/
1.9:8102/v2/
1.12:8101/v2/
1.12:8102/v2/

1.13:8102/v2/

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

slave: "'

- master: http://172.168.1.13:8102/v2/
slave: ''

2. Orkpoitre daitn kouduryparun /etc/findface-security/config.py.

sudo vi /etc/findface-security/config.py

SajaiiTe ciemyomnye mapaMeTphr:

Mapa- Onucanue
MeTp
SERVICE| HPTERNAL mDDRIRE FindFace Multi, siBisiromumcst mpuopurerHbiM st Genetec u BeOXy-
koB. Ecim mapamerp He 3aJ1aH, CHCTEMa UCIIOJIB3YET JIJIsi PADOTHI C JAHHBIM (DyHKIIHOHA~
siom EXTERNAL_ADDRESS. /Ins ucnosib3oBanus Genetec n BeOXyKOB 00s13aTE€JIBHO YKAXKATE
1o Kpaiineii Mmepe onus u3 napamerpos SERVICE_EXTERNAL_ADDRESS/ EXTERNAL_ADDRESS.
EXTERNAL (MDRESSabH0) IP-agpec miau URL, koTopblil ucnosb3yercs st JocTyna K Beb-
unrepdeiicy FindFace Multi. Ecin napamerp e 3ajaH, cucreMa aBTOMATHYIECKH OIIPEIE-
sister ero Kak BrermHuit [P-agpec. ust mocryna B FindFace Multi Ber MmoxkeTe ncmosib3oBaTh
oba IP-anmpeca: Kak aBTOOIpEEIeHHDIN, Tak U yKa3anublii B EXTERNAL _ADDRESS.
VIDEQ_DETESHEARMEGKENTOKEH U yKaKuTe ero B JaHHOM IapaMeTpe, YTOOBl aBTOPU30BATH MOJYJIb
BUICOIETEKIINHN O0bEKTOB.

VIDEO_MANFGERpADDRESBpa findface-video-manager.

NTLS_HTTRPUREpec cepsepa findface-ntls.

ROUTER_UHRaemmnnii IP-anpec cepsepa findface-security, KoTopslit Oy/ieT nosydaTsh oOHaApYKeH-
Hble 00beKTHI OT 9K3eMiuisipa(oB) findface-video-worker.

SF_API_ADDREZBec cepsepa findface-sf-api.

sudo vi /etc/findface-security/config.py

# SERVICE_EXTERNAL_ADDRESS prioritized for webhooks and genetec
SERVICE_EXTERNAL_ADDRESS = 'http://localhost'
EXTERNAL_ADDRESS = 'http://127.0.0.1'

FFSECURITY = {
'VIDEO_DETECTOR_TOKEN': '7ce2679adfc4d74edcf508beadd67208"',

'VIDEO_MANAGER_ADDRESS': 'http://127.0.0.1:18810',

'NTLS_HTTP_URL': 'http://127.0.0.1:3185",
'ROUTER_URL': 'http://172.168.1.9',

"SF_API_ADDRESS': 'http://127.0.0.1:18411"',

Ha srom ycranoska FindFace Multi B kmacTtepHoit cpese 6yaeT 3aBepIeHa.
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Baxkno: [lyist Toro urobsr coxpanuth coBMectuMmocTb FindFace Multi co cpesoii ycraHOBKH, HACTOSITEILHO
PEKOMEH/ IyeTCsl OTKJIIOUNTh aBroMarndeckoe obnonsienne Ubuntu. B arom cirydae Bl cMoxkeTe OOHOBISITH
OC BpyuHYIO, KOHTPOJMPYS MPOIECC OOHOBJICHUS OT/IEIbHBIX TTAKETOB.

st OTKJTIOUEHUsT aBTOMATUIECKOTo o0HOBIeHNsT Ubuntu BBITOJIHUTE CIETYIONTNE KOMAH/IbI:

sudo apt-get remove unattended-upgrades
sudo systemctl stop apt-daily.timer
sudo systemctl disable apt-daily.timer
sudo systemctl disable apt-daily.service
sudo systemctl daemon-reload

Baxkno: Cepsucel FindFace Multi siorupytor 60sbI10#t 06beM JAHHBIX, YTO B KOHEIHOM HTOTE MOXKET
[IPUBECTU K YPE3MEPHOi 3arpy3Ke Jiucka. dTo0bl 3TOro He IMPOU30IIII0, PEKOMEH/IYETCS OTKJIIOUAThH CEPBUC
rsyslog m3-3a €ro HEONTHMAJILHON CXEMBbI POTAIMH JIOTOB U BMECTO HET'O MCIOJIb30BATh MPABUJIBHO HACTPO-
eHHbII cepBuc systemd-journal. CM. momraroBble HHCTPYKIUHU B pas/jene Jozu cepsucos.

2.4.7 Dobasnexune penosutopust NVIDIA n ycTtaHoBka gpaiisepos (Tonsko GPU)

FindFace Multi na GPU Tpebyer npenpapuresibHoOii ycranoBku jpaiisepos NVIDIA.

s nobasienus perosutopusi NVIDIA u ycraHOBKY JpaiiBepOB BBIIIOJHUTE CJIEYIOIIHE JefCTBYS:
1. Barpysure daitn nacramnaropa findface-multi-1.1-and-server-5.1.run.
2. Ilomecture daiin .run B J060i KaTajaor Ha cepBepe ycTaHOBKH (HarpuMmep, /home/username).

3. W3 mannHOro karaJjora caenaiite dailyi . run UCIOTHSIEMbBIM.

chmod +x findface-multi-1.l1-and-server-5.1.run

4. Bamycrure daiiy . run.

sudo ./findface-multi-1.l1-and-server-5.1.run

5. Boibepute nponykr juist ycranoBku: NVIDIA CUDA drivers.

6. ITocse 3apepienust ycranoku apaiieepoB NVIDIA nepesarpysure cepsep.

2.5 Obcny>xuBaHmne n yctpaHeHue HeUCNpPaBHOCTEWN

2.5.1 O6HoBnenne go FindFace Multi 1.1

Coset: FEcau BbI ucnosnbsyere nam npoaykt FindFace Security, pazsepuyTsiit 8 Ubuntu 18.04, BbI MoxKeTe
cradgaJia 00HoBuTEL ero a0 FindFace Multi 1.0, a 3arem mo FindFace Multi 1.1.

st oonosiienns FindFace Multi 1.0 mo Bepcuu 1.1 BBITOJHUTE CIEAYIONIAE JEHCTBUS:
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. Orkpotite  daiin  koudurypanmun /etc/findface-security/config.py (/etc/ffsecurity/

config.py). CoxpaHure JIJisi IOCJEIYIONIETO WCIIOIb30BAHNsI 3HAUEHUS CJIEAYIONINX [apaMeTpOB:
EXTERNAL_ADDRESS, SECRET_KEY, VIDEO_DETECTOR_TOKEN, ROUTER_URL.

sudo vi /etc/findface-security/config.py

EXTERNAL_ADDRESS = "http://172.20.77.58"

# use pwgen -smcy 50 1[/tr "'" "." to generate your own unique key
SECRET_KEY = 'c8b533847bbf7142102de1349d33al1f6"’

FFSECURITY = {
'VIDEO_DETECTOR_TOKEN': '381b0£4a20495227d04185ab02f5085f"',

'ROUTER_URL': 'http://172.20.77.58"',

. Ocranosute cepBuc findface-security.

sudo systemctl stop findface-security*.service

. Cosnaiite pe3epBHYIO KONMHUIO 0a3bl JAHHBIX BEKTOPOB IMPH3HAKOB Ha ocHOBe Tarantool B Jro6oit BbI-

OpamHOI fTupekTopuy, Haupumep, /etc/findface_dump.

Coser: HO,ILpO6H€e CM. P(i[}(ﬁp(ﬂl,()@ KoOnupoearue U 60CCMAHOBAEHUE TPAHUAUUL JaHHBLT .

sudo mkdir -p /etc/findface_dump
cd /etc/findface_dump
sudo findface-storage-api-dump -config /etc/findface-sf-api.ini

. Ycranosute apt-pernosuropuii ¢ Bepcueit FindFace Multi, ncromb3yst KOHCOJIBHBI HHCTAJISATOD COTTIAC-

HO MHCTPYKIIAA B 21MoM pasdene.

. Ycranosure NATS, no6aBbTe 3TOT CEPBUC B ABTO3arpy3Ky U 3aIlyCTHUTE.

sudo apt install -y nats-server
sudo systemctl enable nats-server
sudo systemctl restart nats-server

. Ycranosure u3 peno3utopus ceppuckl FindFace Multi B cooTBeTcTBUM CO CBOEH apXUTEKTYPHOM CXEMOIA.

CPU-Bepcus:

sudo apt update

sudo apt install findface-security findface-security-ui findface-extraction-api,
—findface-ntls findface-sf-api findface-tarantool-server findface-upload findface-
—video-manager findface-video-worker-cpu findface-counter findface-liveness-api

GPU-Bepcust:

sudo apt update
sudo apt install findface-security findface-security-ui findface-extraction-api-gpu

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

—findface-ntls findface-sf-api findface-tarantool-server findface-upload findface-
—video-manager findface-video-worker-gpu findface-counter findface-liveness-api

Baxkwno: JIna paborer FindFace Multi na GPU Tpebyercsi mipejBaputesibHasi yCTaHOBKA 0paiieepos
NVIDIA.

Baxkno: B kakoit-To MoOMeHT BaM Oy[eT IpEIJIOXKEHO BLIOpPAThb, KaKyl0 BepcHio KoHpuUrypa-
nuonHoro aitsa findface-security wucnosib3oBarhb. Breibepure BapmanT Install the packages
maintainer’s version.

7. Orkpoitre daitn kouduryparun /etc/findface-security/config.py u BCTaBbTe B HEr0 COXPaHEH-
nble 3Hayenud napamerpos EXTERNAL_ADDRESS, SECRET_KEY, VIDEO_DETECTOR_TOKEN u ROUTER_URL.
Samnonuure pasmes DATABASES mo amasorumm: °PORT?: 5439, ‘USER’: ‘ntech’, ‘PASSWORD’:
‘9T3g1nXy9yx3y8MIGmOfbef3dia8UTc’ (mapoub u3 /etc/pgbouncer/userlist.txt).

sudo vi /etc/findface-security/config.py

# Database ts used by FindFace Security to store cameras,
# camera groups, watchlists and so on. Only PostgreS{L is supported.
DATABASES = {
'default': {
'ENGINE': 'django.db.backends.postgresql',
'DISABLE_SERVER_SIDE_CURSORS': True,
'NAME': 'ffsecurity',
'PORT': 5439, 'USER': 'ntech', 'PASSWORD': 'OT3glnXy9yx3y8MIGmIfbef3dia8UTc3

}
X
# Use pwgen -smcy 50 1[/tr "'" "." to generate your own unique key

SECRET_KEY = '002231ccb690586£4d33e98322c591bb'

SERVICE_EXTERNAL_ADDRESS = 'http://172.20.77.58'

# EXTERNAL_ADDRESS is used to access objects created inside FFSecurity via externaly,
—links.

EXTERNAL_ADDRESS = 'http://172.20.77.58'

# findface-video-worker authorization token
'VIDEO_DETECTOR_TOKEN': '8977e1b0067d43f6c908d0bf60363255",

# findface-video-worker face posting address,

# it must be set to either FFSecurity EXTERNAL_ADDRESS (by default)
# or findface-facerouter url (in some specific cases)

'"ROUTER_URL': 'http://127.0.0.1:80',

8. Otrkpoiite crapyio Bepcuio daitia koudurypamuu findface-ntls, moctymHyro mo azapecy /etc/
findface-ntls.cfg.dpkg-old, u cpaBHuTe ee c HOBOil Bepcueil /etc/findface-ntls.cfg. Yo6enn-
TeCh, UTO BCE IOJIH30BATEIHCKHE MMAPAMETPBI U3 CTAPOH BEPCHH NMPUCYTCTBYIOT B HOBOL. Cremaiite
TO K€ camMoe JjIs JPYTUX KOMIIOHEHTOB, HampuMmep, ;s findface-extract-api mposepbre /etc/
findface-extract-api.ini.ucf-old na coorBercrBue /etc/findface-extract-api.ini u T 1.
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sudo vi /etc/findface-ntls.cfg.dpkg-old

sudo vi /etc/findface-ntls.cfg

sudo vi /etc/findface-extraction-api.ini.ucf-old
sudo vi /etc/findface-extraction-api.ini

9. Otxkpoiite HOBYIO Bepcuio daitna koudurypamun /etc/findface-video-worker-cpu.ini (/etc/
findface-video-worker-gpu.ini). B pasuese streamer ycranosure tracks = true, 9ToObI yiryd-
IUTH 0TOOPaXKEHNE PaMOK ¢ OObEKTaMM HA BUIEOCTEHE.
sudo vi /etc/findface-video-worker-cpu.ini
sudo vi /etc/findface-video-worker-gpu.ini
[streamer]

H o o oo __._
## use tracks instead detects for streamer
## type:bool env:CFG_STREAMER_TRACKS longopt:--streamer-tracks
tracks = true
10. Ilepesarpysure cepBUCHI.
sudo systemctl restart findface-ntls findface-extraction-api findface-video-workerx,
—findface-video-manager findface-sf-api findface-counter findface-liveness-api
11. 3menute cTpykTypy 6a3bl JanHbIx Tarantool ¢ momorbio daitia tnt_schema. lua u3 FindFace Multi.
sudo findface-security make_tnt_schema | sudo tee /etc/findface-security/tnt_schema.
—lua
12. OcranoBure mapabl findface-tarantool-server. Yiajure JaHHbIE U3 KATAJIONOB, COOTBETCTBYIOIIIX
AKTHUBHBIM IIapIaM.
sudo systemctl stop 'tarantool@x'
sudo rm /opt/ntech/var/lib/tarantool/shard-*/{index,snapshots,xlogsl}/*
13. Ilepeiiqure B jupekropuio ¢ daitamun kKoudurypamun Tarantool /etc/tarantool/instances.
available/. IIpoBepbre, comepKuT Jin Kaxkablil daitsr kKoudurypanun shard-*.lua komanny dofile
U olpeselieHud meta_indexes u meta_scheme, Kak IIOKa3aHO B IpUMeEpE HUZKE.
sudo vi /etc/tarantool/instances.available/shard-*.lua
dofile("/etc/findface-security/tnt_schema.lua")
FindFace.start("127.0.0.1", 8101, {
license_ntls_server="127.0.0.1:3133",
meta_indexes=meta_indexes,
meta_scheme = meta_scheme
)
14. Tlepezamyctute mapysl findface-tarantool-server.
50 FnaBa 2. PykoBopcTBo cMctemHOro agmuHucTpaTopa




FindFace Multi, Boinyck 1.1

15.

16.

17.

TNT=$(1ls /etc/tarantool/instances.enabled/ | cut -c 7,8,9)
for i in $TNT; do sudo systemctl restart tarantool@shard-$i.service ; done

Boccranosure 6a3y manabix Tarantool u3 pesepBHOil Komuu.

cd /etc/findface_dump

for x in *.json; do sudo findface-storage-api-restore -config /etc/findface-sf-api.
—ini < "$x"; done

Ilepenecure cxemy 6a3nl mamabix n3 FindFace Multi B PostgreSQL, 3aH0BO cO37aiiTe IPYIIIBI TOJIB30-
BaTesel ¢ NPedycmanoGAeHHbLMY TTPABAME U IIEPBOTO MOJb30BATENS ¢ IPABAMU aJIMIHICTPATOPA.

sudo findface-security migrate
sudo findface-security create_groups
sudo findface-security create_default_user

Ilepesanycture cepuc findface-security.

sudo systemctl restart findface-security.service

Baxkno: [ist Toro urobsr coxpanutsk coBmectuMmocTb FindFace Multi co cpefoii ycraHOBKH, HACTOSITEILHO
PEKOMEH/ IyeTCsl OTK/IIOUUTh aBromMarndeckoe obnosenne Ubuntu. B aTom ciydae BbI cMoxKeTe OOHOBJIATH
OC BpyuHYI0, KOHTPOJUPYsI MPOIECC OOHOBJIEHUS OTIEIHHBIX TTAKETOB.

st OTKJTIOUEHUsT aBTOMATUIECKOTo 00HOBIeHusT Ubuntu BBIMOJHUTE CJIETYIONTNE KOMAH/IbI:

sudo
sudo
sudo
sudo
sudo

apt-get remove unattended-upgrades
systemctl stop apt-daily.timer
systemctl disable apt-daily.timer
systemctl disable apt-daily.service
systemctl daemon-reload

2.5.2 Pe3epBHOe konnpoBaHue N BOCCTAHOBJIEHNE XPAaHUINLL, JAHHbIX

DTOT pasjiesl HOCBAIIEH PE3ePBHOMY KOIMPOBAHUIO U BOCCTAHOBJIEHUIO XpaHuull gaHHbix FindFace Multi.
CucremMa HCIOJB3YET CJIEAYIONNE XPAHJIHINA

Baza maHHbIX BEKTOPOB IPU3HAKOB Ha ocHOBe Tarantool, B KOTOpO#l XpaHATCS BEKTOPHI IPU3HAKOB U
COOBITUS MACHTU(MDUKAIINN 00HEKTOB.

OcnoBHas 6a3a JanHbix cucreMbl ffsecurity ua PostgreSQL, B KoTOpOit XpaHaTCsI BHyTpEHHNE JTaH-
HBbIE€ CUCTEMBI, JIOChe, YYeTHbIe 3alliCH II0JIb30BaTeseil 1 HaCTPOWKU Kamep.

Karamor /var/lib/findface-security/uploads, B KOTOPOM XPaHSTCS 3arpy?KEHHBIE B 10Che (hOTO-
rpadun, Bumeodaitinl, MOTHbIE KaIpbl COOBITHH 1 CIETINKOB, & TaKKe MUHUATIOPHI 00HEKTOB.

Karasor /var/lib/ffupload/, B KOTOPOM XPaHATCH TOJBKO Takue apTedakThl COOBITUN, KAK HOPMa-
JIN30BAHHBIE M300parKEeHUsI OO BEKTOB.

2.5.
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B atom pasgene:

e Pesepsroe KonuposaHue U 60CCMAHOBACHUE 0a3bl OGHHIT GEKMOPOE NPUSHAKOSE
— Ymuaumo
— Pesepsroe konuposarue 6a3v, 0aHHbIL
— Bocemanosaerue 6asvl 0armnvlx

[ P(t‘{}(ip(?’ll,()(i ronuposarnue u 80CCMAHOBAECHUE 0cH06HOT 6a3bL 0AHHBLT

[ P636p67L06 KOnNupoearHue U 60CCMAHOBAEHUE (LpYIL(%(ﬁ(L’IfTTL()G

Pe3epBHoe konupoBaHue 1 BOCCTaHOBJIEHNE 0a3bl AaHHbIX BEKTOPOB NPU3HAKOB

B 6aze jgaHHBIX BEKTOPOB IIPU3HAKOB Ha ocHOBe Tarantool ecThb ciieytomue rajgepen:
e ffsec_body_events: BEKTOPHI IPU3HAKOB, U3BJICUCHHBIE U3 OOHAPYZKEHHBIX HA BUJEO CHAJIYITOB.
e ffsec_body_objects: BEKTOPHI IPU3HAKOB, H3BJIEYEHHBIE U3 CHIIYITOB B (DOTOrpadusax I0Che.
e ffsec_car_events: BEeKTOpPHI IPU3HAKOB, U3BJICUCHHBIE U3 OOHAPYKEHHBIX HA BUIEO ABTOMOOUJIEH.
e ffsec_car_objects: BeKTOPBI IPU3HAKOB, U3BJIEUYEHHbIE U3 aBTOMOOUIEN B hoTorpadusix jgoche.
e ffsec_face_events: BEKTOPBI IPU3HAKOB, U3BJICUCHHBIE U3 OOHAPYKEHHBIX HA BHUJIEO JIAII.
e ffsec_face_objects: BEKTOPHI IPU3HAKOB, U3BJI€YEHHbIE U3 JUll B poTorpadusax mocwe.

e ffsec_user_face: BeKTOPbBI IPU3HAKOB, U3BJiedeHHbIe U3 (poTorpacpuit mosb3oBareseit FindFace Multi,
HCIIOJIb3YeMbIe I &y TeHTH(MOUKAIUN TI0 JIUILY.

e ffsec_persons: HEHTPOUIBI IEPCOH (BUPTYAJbHbIE BEKTODbI IPU3HAKOB, YCPEIHEHHBIE 110 BCEM JIUIIAM
[IEPCOHBI) ¥ MeTaJ[aHHBIE.

cDyHKU,I/IOHaJI PEe3epBHOro KOIIMPOBaHUA W BOCCTAHOBJICHUA 0a3bl JJaHHBIX I103BOJIAET IIpU H€O6XOAI/II\40(ZTI/I
BOCCTaHaBJIMBATL COJACP2KUMOE JaHHBIX raﬂepeﬁ.

Bo usbexanne nmorepn JaHHBIX PEKOMEHIYETCsI CO3ABATH PE3EPBHYIO KOMUIO 0Aa3bl JAHHBIX BEKTOPOB IIPU-
3HAKOB HE PEKe OJIHOTO Pa3a B HEJENIO. B 1esiom 4acTora pe3epBHOrO KOIMMPOBAHUS 3aBUCUT OT KOJIMIECTBA
JI0Che U COOBITUII PACIIO3HABAHMUSA O0BEKTOB, & TAKXKe JOCTYIIHOIO JIMCKOBOI'O IIPOCTPAHCTBA.

Pezepsryto konuto 6a3bl JaHHBIX TaKyKe HY2KHO 00s13aTEJIbHO CO31aTh Iepel, Mu2pat el CACTEMbI Ha, IPYTYIO
MOJeJb HEUPOHHOI CeTH.

YTunnntol

sl pe3epBHOTO KOIMPOBAaHUS W BOCCTAHOBJIEHUS 06a3bl JAHHBIX BEKTOPOB Ipu3HakoB FindFace Multi Heob-
XOJIUMBI CJIEIYIOININE YTUIATHI:

1. pesepBHOe KonupoBanue: findface-storage-api-dump,
2. BoccranoBsieHue: findface-storage-api-restore.

JlaHHBIe YTUANTHI ABTOMATHYECKN YCTAHABINBAIOTCS BMecTe ¢ KoMmoHeHTOM findface-sf-api.
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Pe3epsHoe konupoBaHue 6a3bl JaHHbIX

st pe3epBHOro  KONMpOBaHMUs  0a3bl  JIAHHBIX ~ BEKTOPOB  IIPU3HAKOB  HCIOJIL3YHTE  yTHUIUTY
findface-storage-api-dump ciemyonmM obpa3oMm:

Ba>kno: Cepsucol findface-tarantool-server u findface-sf-api JO/KHDBI OBITH AKTUBHBI.

ITpumeuanue: PesepBHoe KonMpoBaHWe MOYKHO TaKKe NMPUMEHHTH K PACIpPEJIeJIeHHO 06a3e MaHHbIX. B
aroM caydae yrusmra findface-storage-api-dump co3/1acT pe3epBHBIE KOIIMU BCEX IMIAPJIOB, YKA3aHHBIX B
/etc/findface-sf-api.ini.

1. Ha cepsepe ¢ ycranosiennbiMm findface-sf-api co3jaiiTe KaTayor jjisi XpaHEHUS PE3EPBHBIX KOIU
(/etc/findface_dump B puMepe HUKE).

2. Bamycrure yrumry findface-storage-api-dump ciejyromieit KOMaH/OM:

sudo findface-storage-api-dump -output-dir=/etc/findface_dump -config /etc/findface-
—sf-api.ini

YVTuanra co30acT pe3epBHBIE KOINK BCEX TAJIepeil U 3alulleT UX B YKA3aHHBIM KaTAJIOr B Bue (hailjioB
¢ coorBercrBytomuMu umenamu (ffsec_body_events. json, ffsec_face_events u T. a.) . dru daiiibl
COJIEPKAT BCE JTaHHBbIE, HEOOXOINMBbIE JJIsI ITOJTHOIO BOCCTAHOBJIEHUS rajiepeii.

BoccraHoBneHune 6asbl gaHHbIX

s BOCCTaHOBJICHUA 6a3bI JAHHBIX BEKTOPOB IIPU3HAKOB 3allyCTHUTe YTUAIUTY
findface-storage-api-restore jjs Bcex pailyioB B JUPEKTOPUHU C PE3EPBHBIMHU KOIIMSIMU:

sudo findface-storage-api-restore -config /etc/findface-sf-api.ini /etc/findface_dump/*.
—json

IIpomecc BoccTaHOBIEHHMST MOXKHO IIPH HEOOXOJMMOCTH IIPDEPBATH C COXPAHEHWEM BBIIIOJIHEHHON pa-
60oTer. [yt TOro dYroOBI IPOJOJIKUTH IIPOLECC IIOCJE IPEPBIBAHUS, CHOBA 3allyCTUTE YTHJIATY
findface-storage-api-restore.

CmMm.Tak>xke:
o Onuuu pe3epsHozo KONUPosaHUA 6a3v, JGHHHLT

(] Om/)'u,u, 6oCcCMaH0BACHUA 6a3bL 0AHHBLT

Pe3sepsHoe konupoBaHue v BOCCTAHOBJ/IEHWE OCHOBHOW 0a3bl gaHHbIX

1715t pe3epBHOIO KOIIMPOBAHUsI OCHOBHOI 0a3bl JaHHBIX ffsecurity Ha PostgreSQL BeimosnnTe KOMAaHTY:

sudo -u postgres pg_dump ffsecurity > ffsecurity_postgres_backup.sql

s Toro 9TO6BI BOCCTAHOBUTH OCHOBHYIO 0a3y JTAHHBIX, BBIIIOJIHUTE CJIE/LYIONINE TeACTBUS:

1. OcranoBute cepBuc findface-security.

sudo systemctl stop findface-security.service
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2. OcranoBuTe cepBuc pgbouncer, 4YToOb! YIAIUTH AKTUBHBIE ceccuu ¢ Oa3oii gaHHbIX ffsecurity.

sudo systemctl stop pgbouncer.service

3. Orkpoiite maTepaKTUBHBI TepMmuHaia PostgreSQL.

sudo -u postgres psql

4. Ynamure npexHon 6a3y manubix ffsecurity.

DROP DATABASE ffsecurity;

5. Cozpaiite HOByIO 6a3y ffsecurity. Berinure n3 marepakruBnoro repmunasia PostgreSQL.

CREATE DATABASE ffsecurity WITH OWNER ntech ENCODING 'UTF-8' LC_COLLATE='C.UTF-8'
—LC_CTYPE='C.UTF-8' TEMPLATE templateO;

6. 3amycTuTe cepBHUC pgbouncer.

sudo systemctl start pgbouncer.service

7. BoccranoBure comep:kuMoe 0a3bl TaHHBIX U3 PE3EPBHOM KOINM.

sudo -u postgres psql -d ffsecurity -f ffsecurity_postgres_backup.sql

8. Ilepenecutre cxemy 6a3nl jannbix u3 FindFace Multi B PostgreSQL, 3aH0BO c03/1aiiTe I'PYIIIBI 0JIb30-
BaTeseit ¢ NPedycmanosAEHHbLMU TTPABAMEA U MEPBOTO TMOJB30BATEIS C IPABAMHU A IMIUHUCTPATOPA.

sudo findface-security migrate
sudo findface-security create_groups
sudo findface-security create_default_user

9. Bamycrure ceppuc findface-security.

sudo systemctl start findface-security.service

Pe3epBHoe konupoBaHue 1 BOoCCTaHOBsieHNE apTedakToB

Apredaxter FindFace Multi, Takune Kak 3arpyxentuble ¢gororpaduun, Bugeodailisl u apredakTbl COOBITUI
(moJTHbBIE KAIPbl, MUHUATIOPHI OOLEKTOB 1 HOPMAJIU30BAHHbIE U300parkeHns 00bEKTOB) XPAHITCS B CIIEIYIO-
IMAX KaTaJorax:

e /var/lib/findface-security/uploads
e /var/lib/ffupload/

1t pe3epBHOrO KOIUPOBaHUsl apTedaKTOB BBITOJIHATE KOMAHIDL:

sudo tar -cvzf /home/some_directory/var_lib_ffsecurity_uploads.tar.gz /var/lib/findface-
—security/uploads/
sudo tar -cvzf /home/some_directory/var_lib_ffupload.tar.gz /var/lib/ffupload/

s Toro 9T0OBI BOCCTAHOBUTDH apTedaKThl, MepeiiinTe B KOPHEBYIO JUPEKTOPHUIO U BLITOJHUTE KOMAHIDI:
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cd /
sudo tar -xvf /home/some_directory/var_lib_ffsecurity_uploads.tar.gz
sudo tar -xvf /home/some_directory/var_lib_ffupload.tar.gz

2.5.3 Murpauusa Ha apyryto mogesnb buomerpudeckoro obpasuya

CoBetr: He crecusiiTech obpamarhbcs K HAIMAM CIEUAIACTAM II0 BOIMPOCAM MUTPAIAM IO aJapecy
support@ntechlab.com.

B mporecce akcmuryatanuu cucreMbl (HApUMep, IpU OOHOBJIEHUH JI0 HOCJEAHEH BepCUM HPOJLYKTA) BaM
MOXKET ITOTPEOOBATHCS MUTDAIUsS OMOMETPUIECKUX JAHHBIX HA JIPYTYIO MOJE/b HEHPOHHON CEeTH.

Mg Murpanuu Ha APYry0 MOJEIb HEHPOHHOM CETU BBIIIOJHUTE CJIEYIOIINe JefCTBI:

Ilpenynpexxneuune: B Tekyimeil peajmsanum MATpanus He MOAAEPKABAET DYHKIIMOHAIBHOCTD NEePCOH.
ITosTomy, ecsin B Balmeil cucreme eCTh rajiepesi IepPCoH, BaM IPUIETCH yIAJIUTh €€ BPYIHYI0. TOJIBKO mocie
9TOT'0 MOKHO II€PEXOJUTh K IIPOIe/lype MUTDAIIUN.

s yiajenus rajepen mepcoH BBITTOJHUTE CJIEIYIONINE JICHCTBUS:

1. OcranoBure cepsuc findface-security.

sudo systemctl stop findface-security.service

2. YpanuTe rajiepero IepCcoH C IOMOIIBIO0 YTUINTH cleanup:

sudo findface-security cleanup --person-events-age 0

1. Cozpaiire pesepBHYIO KOmuio 6a3bl JAHHBIX BEKTOPOB NMPU3HAKOB Ha ocHoBe Tarantool B Ji000i BbI-
OpamHOil TupekTopuu, Haupumep, /etc/findface_dump.

Coser: Ho,qpo6Hee CM. PCS@pG?LO(S KOnupoearue U 60CCMAHOBAEHUE TPAHUAUU QaHHBLT .

mkdir -p /etc/findface_dump
cd /etc/findface_dump
sudo findface-storage-api-dump -config /etc/findface-sf-api.ini

2. Ocranosure ceppuc findface-sf-api.

sudo systemctl stop findface-sf-api.service

3. CozpmaiiTe HOBbBIE MIAP/BI, B KOTOPBIX OYIYT XPAHUTCH 3aHOBO CT€HEPUPOBAHHBIE BEKTOPHI IPU3HAKOB.

1. Orkpoiite mupekTopuro /etc/tarantool/instances.available/ u mnojgcunurTaiiTe KOJUYECTBO
Map/I0B 1O KOJMIeCTBY (haitioB KoHpurypanun shard-*.lua.

Ilpumeuanue: B npumepe Hu>Ke 9eThIpe Iap/a.
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cd /etc/tarantool/instances.available/

1s -1

shard-001.1lua
shard-002.1lua
shard-003.1lua
shard-004.1ua

. CozpmaitTe HOBBIE IIAPIBI B TOM 2K€ KOJIUIECTBE, CKOMUPOBAB (hailyibl KoHurypamnun shard-* . lua.

Ilpumevuanue: g ymobcTBa B KadecTBe BTOPOH IMUMPHI B HOBLIX MMEHAX HCIIOJIb3yeTcs 1:

shard-01%*.1ua.

sudo cp shard-001.lua
sudo cp shard-002.1lua
sudo cp shard-003.1lua
sudo cp shard-004.lua

shard-011.1lua
shard-012.1lua
shard-013.1lua
shard-014.1ua

. B CI)&IU/IJIQ KOH(bHpraL[I/II/I KazK/I0ro Imap/ia U3MEHHUTE CJIeAYIoIe CTPOKU B 3aBUCHUMOCTH OT €ro

umenu (B Harem npumepe shard-011, shard-012 u 1. 1.):

[MpexHee 3Ha4eHMe

HoBoe 3HaueHne

listen — ,,127.0.0.1:32001°

Listen — ,,127.0.0.1:32011°

vinyl dir

001

,,/opt/ntech /var/lib /tarantool /shard-

vinyl dir
.,/ opt/ntech /var /lib /tarantool /shard-
011

work _dir

001¢

,»/opt /ntech /var /lib /tarantool /shard-

work _dir
,,/opt /ntech /var/lib/tarantool /shard-
011¢

memtx dir

001 /snapshots®

,,/opt /ntech /var /1ib /tarantool /shard-

memtx _dir
,,/opt /ntech /var/lib/tarantool /shard-
011/snapshots*

wal dir

001 /xlogs*

.,/ opt/ntech /var/lib /tarantool /shard-

wal dir
.,/ opt/ntech /var/lib /tarantool /shard-
011 /xlogs*

FindFace.start(«127.0.0.1», 8101, {

FindFace.start(«127.0.0.1», 8111, {

. CO3,ILaI>'ITe CHMBOJINYECKHE CCBIIKM Ha HOBBIC IIIap/bI.

cd /etc/tarantool/instances.enabled/

sudo 1n -s /etc/tarantool/instances.available/shard-01*.lua /etc/tarantool/
—,instances.enabled/

. Cozpaiite IUpeKTOpPUH, B KOTOPBIX Oy/IyT XpaHUTHCsi (hailyibl HOBBIX IapioB. HasHaubre mpasa

Ha CO3JaHHBbIC JUPEKTOPHUH.

cd /opt/ntech/var/lib/tarantool/

(continues on next page)

56

naea 2. PyKOBOACTBO CNCTEMHOIro agMmmMHUCTpaTopa




FindFace Multi, Boinyck 1.1

(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

mkdir -p shard-01{1..4}/{index,snapshots,xlogs}

chown tarantool:tarantool shard-01* shard-01x*/*

Orkpoiite daiin koudurypaiuu /etc/findface-extraction-api.ini u 3aMeHHUTE IPEKHIOIO MOJIEIIb
HelpoHHoil cern Ha HoByIO (kiwi_320.cpu.fnk B npumepe).

sudo vi /etc/findface-extraction-api.ini

face: face/jackfruit_480.cpu.fnk -> face: face/kiwi_320.cpu.fnk

Ilepesanycrure cepBuc findface-extraction-api.

sudo systemctl restart findface-extraction-api.service

3alycTuTe HOBBIE IIapP/IbI.

for i in {11..14}; do sudo systemctl start tarantool@shard-0$i; done

Ha ocHoBanuu puBeieHHOr0 HIZKe IIpUMepa co3uadire dailn KoHdurypanuu ¢ HacTpoiKaMu MUTDAIIAT
<migration.ini>.

extraction-api:
timeouts:
connect: 5s
response_header: 30s
overall: 35s
idle_connection: Os
extraction-api: http://127.0.0.1:18666
storage-api-from: # current location of the gallery
timeouts:
connect: 5s
response_header: 30s
overall: 35s
idle_connection: 10s
max-idle-conns-per-host: 20
shards:
- master: http://127.0.0.1:8101/v2/
slave: ""
- master: http://127.0.0.1:8102/v2/
slave: ""
- master: http://127.0.0.1:8103/v2/
slave: ""
- master: http://127.0.0.1:8104/v2/
slave: ""
storage-api-to:
timeouts:
connect: 5s
response_header: 30s
overall: 35s
idle_connection: 10s
max-idle-conns-per-host: 20
shards:

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

- master: http://127.0.0.1:8111/v2/
slave: ""
- master: http://127.0.0.1:8112/v2/
slave: ""
- master: http://127.0.0.1:8113/v2/
slave: ""
- master: http://127.0.0.1:8114/v2/
slave: ""
workers_num: 3
faces_limit: 100
extraction_batch_size: 8
normalized_storage:
type: webdav
enabled: True
webdav:
upload-url: http://127.0.0.1:3333/uploads/
s3:
endpoint:
bucket-name: ""
access-key: ""
secret-access-key: ""
secure: False
region:
public-url: ""
operation-timeout: 30

nn

B paznene storage-api-from yKaxKuTe map/sl, ¢ KOTOPBIX OCYIIECTBIISIETCS MUTDAITUS.

storage-api-from: # current location of the gallery
shards:
- master: http://127.0.0.1:8101/v2/
slave: ""
- master: http://127.0.0.1:8102/v2/
slave: ""
- master: http://127.0.0.1:8103/v2/

slave: ""
- master: http://127.0.0.1:8104/v2/

B pazzene storage-api-to ykayKuTe HOBBIE IIAP/bl, B KOTOPBIX OY/IyT XPaHUTHCH JAHHBIE IIOCJIE MU-
rparym.

storage-api-to:
shards:
- master: http://127.0.0.1:8111/v2/
slave: ""
- master: http://127.0.0.1:8112/v2/
slave: ""

- master: http://127.0.0.1:8113/v2/
slave: ""

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

- master: http://127.0.0.1:8114/v2/
slave: ""

7. 3amycrure yruiauty findface-sf-api-migrate ¢ omnmnueil -config u ykaxkure daitn KoHbHUTyparun
<migration.ini>.
findface-sf-api-migrate -config migration.ini
ITpumeyanme: Ecin B cucreme MHOro cobbITHit M JIOCHE, IPOIECC MUTPAIUH MOXKET 3aHATH 3HAYUU-
TeJbHOE KOJIMIEeCTBO BPEMEHH.
8. Tlocsie 3aBepIleHnsI MUTPAIIIK OCTAHOBHUTE TADPBI M OTKJIIOUNTE UX aproMaTudeckuii 3amyck B OC (He
yAaJIsIiiTe uX).
for i in {01..04}; do sudo systemctl stop tarantool@shard-0$i.service ; done
for i in {01..04}; do sudo systemctl disable tarantool@shard-0$i.service ; done
9. Orkpoiite daitn kouduryparun /etc/findface-sf-api.ini u u3MeHUTE TOPTHI MIAPJIOB B 32BUCHMO-
ctu oT HOBBIX HacTpoek. [lepesamycture cepsuc findface-sf-api.
sudo vi /etc/findface-sf-api.ini
shards:
- master: http://127.0.0.1:8111/v2/
slave: ""
- master: http://127.0.0.1:8112/v2/
slave: ""
- master: http://127.0.0.1:8113/v2/
slave: ""
- master: http://127.0.0.1:8114/v2/
slave: ""
sudo systemctl start findface-sf-api.service

10. Ummnoprupyiite cTpyKTypy 6a3bl maHHbIX u3 daiiia tnt_schema.lua.
sudo findface-security make_tnt_schema | sudo tee /etc/findface-security/tnt_schema.
—lua
CwMm.Takxke:

Hsmenenue cmpykmypos 6a3vt QGHHHLE GEKMOPOE NPUSHAKOS.

11. Tlepenecure cxemy 6a3b! ganubix 3 FindFace Multi B PostgreSQL, 3aHOBO co3/aiiTe IPYIIIBI TOIH30-
BaTeJeil ¢ NPedycmanosAEHHbLMU TTPABAMEA U MEPBOTO TOJb30BATEIS C IPABAMHU A IMIUHUCTPATOPA.
sudo findface-security migrate
sudo findface-security create_groups
sudo findface-security create_default_user

12. Tlepesarpysure cepBUCHI.
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sudo systemctl restart findface-security.service
sudo systemctl restart findface-extraction-api findface-video-worker* findface-
—video-manager findface-sf-api

2.5.4 N3meHeHue CTpyKTypbl Da3bl gaHHbIX BEKTOPOB MPU3HAKOB

B mekorophix ciyuasix BaM MOXKeT TOTPeOOBATHCA MPUMEHUTHh HOBYIO CTPYKTYPHYIO CXeMy K 0as3e JTaHHBIX
BEKTOPOB ITpu3HakoB Tarantool, Hampumep, Tpu OOHOBJIEHUH JI0 TIOCJIETHE BepCun IPOIyKTa U €CJI Heo0-
XOJIIMO YCOBEPIIIEHCTBOBATH CTPYKTYPY 6a3bl JAHHBIX, JI00ABUB B HEe JIOTOTHUTEIHHBIE TADAMETPBI, PACIIIH-
PEHHBbIE MeTaJ[aHHbIE OOBEKTOB U T. JI.

B atom pasgene:

o O cmpyxmype buomempuueckoti 6a3vl AHHHLT

o [l3menenue cmpyxmypol

O cTpykType buomerpuyeckoii 6a3bl JaHHbIX

B FindFace Multi crpykrypa 6a3bl ganubIX 3amaercsa depes daitn /etc/findface-security/tnt_schema.
lua.

CTpyKTypa IpeJIcTaBIsieT coboil Habop moJieil, KayK0e U3 KOTOPBIX OIUCHIBAETCS CJICAYIONIME apaMeTpa-
MU:

e id: id mouts;

® name: Ha3BaHue I10JIdA, JOJI2KHO COBIIaJIaTh C Ha3BaHUEM COOTBETCTBYIOHIETO ITapaMeTpa O6'beKTa;

field type: Tun JaHHbIX;

default: 3navenue no ymomganuio. Ecim 3nadenne o ymosrdanuio 6osbine ‘leld — 17 To ero ciemyer
3alCbIBaTh B BAJE CTPOKH, T. €. ¢123123..°” BMecTo 123123. ..

Wcnonsayembrit mo ymomdanuio ¢aits tnt_schema.lua JOCTYIIEH IO CCHIIKE.
N3meHeHne cTpykTypbl

s m3MeHeHust CTPYKTYPhI 0a3bl TAHHBIX BBIIOJHUTE CJIEIYIOIINE TeiCTBUSA:

1. OcranoBute cepsuc findface-security.

sudo systemctl stop findface-security.service

2. CozpaiiTe pe3epBHYIO KONHUIO 0a3bl JAHHBIX BEKTOPOB MPU3HAKOB B JIIO00I BHIOPAHHON JUPEKTOPUH,
nanpumep, /etc/findface_dump.

Coser: Ho,up06Hee CM. P(f{?(?p(??[,()(? KONuUpoearHue U 60CCMAHOBAEHUE TPAHUNUUL 0aHHBLT .
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mkdir -p /etc/findface_dump
cd /etc/findface_dump
sudo findface-storage-api-dump -config /etc/findface-sf-api.ini

. Hoarorosbre daiin tnt_schema.lua ¢ HOBOI CTPYKTYPOil Oa3bl JTAHHBIX.

. UamennTte cTpyKTypy 06a3bl JAHHBIX C TTOMOIIBIO MOATOTOBJIEHHOrO (haiiia tnt_schema.lua.

sudo findface-security make_tnt_schema | sudo tee /etc/findface-security/tnt_schema.
—lua

. Ilepeitnure B mupexTopmio ¢ daitmamu kKoudwurypamun Tarantool /etc/tarantool/instances.
available/. ¥Yb6emutech, uTo mepes cekimeii FindFace.start mobasiena crpoka dofile("/etc/
findface-security/tnt_schema.lua"), a mepemennble meta_scheme n meta_indexes ompesesieHbI
B nnapamerpax FindFace.start.

sudo vi /etc/tarantool/instances.available/<shard_OON>.lua
dofile("/etc/findface-security/tnt_schema.lua")

FindFace.start("127.0.0.1", 8101, {
license_ntls_server="127.0.0.1:3133",
meta_indexes=meta_indexes,
meta_scheme = meta_scheme

b

. Ouucrure JAUPEKTOPUHN C JaHHBIMHA JJId BCEX aKTHUBHBLIX IIapI0B.

sudo rm /opt/ntech/var/lib/tarantool/shard-*/{index,snapshots,xlogs}/*

. BoccranoBure 6a3y mamubix Tarantool m3 pe3epBHOIM KO,

Baxknao: Eciu HEKOTOpBIE IPEXKHUE TIOJIT OTCYTCTBYIOT B HOBO#M CTPYKType 0a3bl JAHHBIX, CHAYAJIA
moTpebyeTcss BpYYHYIO YAAJUTH COOTBETCTBYIOIINE JAHHBIE U3 PE3EPBHON KOIUU.

cd /tmp/dump

for x in *.json; do curl -X POST "http://127.0.0.1:18411/v2/galleries/${x// .json}";,
—done

for x in *.json; do sudo findface-storage-api-restore -config /etc/findface-sf-api.
—ini < "$x"; done

. Bamycrure cepsuc findface-security.

sudo systemctl start findface-security.service

CMm.Tak>xke:

Hoavzosamenvcrkue memadanmvie auy, docve 6 Tarantool
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2.5.5 VYpaneHue ak3emnnsipa npoaykTta

Ber moxkere aBromarmuecku ymasuth FindFace Multi BmecTte ¢ 6a30if JaHHBIX C MOMOIIBIO CKPUIITA
ffmulti_uninstall.sh. [lepen ymasenumem OyayT co3maHbl pe3epBHBbIE KOmnu (DAIOB KOHGUTYypanu u
0a3bl JaHHBIX.

Brimosnute ciiepyroriue neicTBuS:

1. Barpysure ckpunr ffmulti_uninstall.sh B /oGoii Karajor Ha cepBepe YCTaHOBKHU (HAIPUMED, B
/home/username/).

2. U3 mamboro kaTtajora cjesiaiiTe CKPUIT UCITOTHIEMbBIM.

chmod +x ffmulti_uninstall.sh

3. Bamycrure CKpWUIIT.

sudo ./ffmulti_uninstall.sh

4. Orernre all Ha BOpPOC MHTEPAKTUBHOIO MACTEPa YJAJEHUsS, YTOOBI MOJHOCTHIO yaajuTh FindFace
Multi BMecTe ¢ 62301 JaHHBIX.

2.5.6 lpoBepka cTaTyca KOMNOHEHTOB

HpOBepre CTaTyC KOMIIOHEHTOB, €CJI1 Bbl CTOJIKHYJ/IUCH C HpO6.H€1VIOﬂ B cucTreMe.

KomnoHeHT KomaHgaa gns npocmoTpa craTyca cepsuca
findface-extraction-api sudo systemctl status findface-extraction-api.service
findface-sf-api sudo systemctl status findface-sf-api.service
findface-tarantool-server sudo systemctl status tarantool.service

IMlapmer findface-tarantool-server | sudo systemctl status tarantool@shard-00*
findface-video-manager sudo systemctl status findface-video-manager.service
findface-video-worker sudo systemctl status findface-video-worker*.service
findface-ntls sudo systemctl status findface-ntls
findface-security sudo systemctl status findface-security.service
findface-counter sudo systemctl status findface-counter.service
findface-liveness-api sudo systemctl status findface-liveness-api.service
etcd sudo systemctl status etcd.service

NginX sudo systemctl status nginx.service

memcached sudo systemctl status memcached.service
postgresql sudo systemctl status postgresql*

nats sudo systemctl status nats.service

pgbouncer sudo systemctl status pgbouncer.service
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2.5.7 Jlorn cepBucos

IIpu pazbope HemTaTHBIX cuTyanuit ucnosb3yiire jioru ceppucoB FindFace Multi, comepxkarue momapobuyio
JIETAJINPOBKY BCEX COOBITHUiM, MPOUBOIIEIINX B CUCTEME.

B atom paspene:

[ H(LCTIL])()”(?;N(L A02UPOBAHUA

L] Hpocmomp A0206 CEPBUCOB

Hacrpoiika noruposatnus

Cepsucel FindFace Multi sorupytor 60sbmroit 00beM JTaHHBIX, YTO B KOHEYHOM HTOT€ MOYKET ITPUBECTH K
9pe3MepHOIl 3arpy3Ke AUCKa. 1T0oObI 9TOr0 He MPOU3OILIO, PEKOMEH/IYeTCsH OTKIIOUNTh CepBUC rsyslog m3-
3a ero HeOIITUMAJILHON CXEMBI POTAIINN JIOTOB M BMECTO HET'O MCIIOJIBb30BATH IPABUJILHO HACTPOEHHBIN CEPBUC
systemd-journal.

Brimosnure ciiepyroniue feiicTBus:

1. IIposepwre Hamumune nupekropun /var/log/journal. Ecim takoBast OTCYyTCTBYyeT, CO3TalTE €€ Cey-
IOIIEel KOMaHIOoii:

sudo mkdir /var/log/journal
sudo chmod 2755 /var/log/journal

2. Orkpoitre daitsn kKoudurypanun /etc/systemd/journald.conf. Bxirounre coxpaneHue JIOroB
journald Ha »KECTKOM JAMCKEe, PACKOMMEHTHPOBaB IlapaMerp Storage M M3MEHUB €ro 3HA4YCHUE Ha
persistent. Takxke oTkiounTe unbrpanuio systemd-journal:

sudo vi /etc/systemd/journald.conf
[Journall
Storage=persistent

RateLimitInterval=0
RateLimitBurst=0

IIpu HEeoOXOmMMOCTH PACKOMMEHTHDYITE W M3MEHUTEe 3HadeHuWe mapamverpa SystemMaxUse. /lamubrit
mapamMeTrp OIpeesseT MaKCUMAaIbHbI 00beM JIOTOB HA 2KECTKOM JIUCKe. Y KaXKUTe ero 3HadeHne B Oaii-
rax wian ucnosssyiite K, M, G, T, P, E B kadecTBe euHuUIL i yKA3aHHOIO pa3Mepa (COOTBETCTBEHHO
1024, 10242, ... Gaiit).

SystemMaxUse=3G

3. IlepezamycTure cepuc journald.

sudo systemctl restart systemd-journald.service

4. OcraHOBHUTE U OTKJIIOYHUTE CEpBUC syslog.
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sudo systemctl stop syslog.socket rsyslog.service
sudo systemctl disable syslog.socket rsyslog.service

5. IIpu HeoOXOIMMOCTH yJIaJINTe CYIIECTBYIONHE (hailyibl JJOr0B, CO3/IaHHbIE IIOCPEJICTBOM syslog, a TakxKe
JIOTH! sIIpa.

sudo rm /var/log/syslog*
sudo rm /var/log/kern.log*

MpocmoTp noros cepsucos

st TOrO TOCMOTPETH JIOTH I KayKJI0r0 KOMIIOHEHTA, UCIIOIb3ys KOMaHIy journalctl -u <component>,
HaIIpUMeD:

journalctl -u findface-extraction-api

CmMm.Tak>ke:

2Kypran deticmeut nosvaosamenet

2.5.8 YcTpaHeHue Henonagok c nuueH3aupoBaHuem mn findface-ntls

Ipu ycrpanenuu HEIOJIAIOK ¢ Juen3ueii u cepsepom findface-ntls (em. Juyensuposariue) IEPBBIM [IATOM
SIBJISIETCST TIOJTydeHne nHGMOPMAIMH O JINIEH3UN U CTATYCe CepBepa. JTO MOXKHO Cjejarh, ornpasus API-
3anpoc B findface-ntls. JleficTBrUs MO yCTPAHEHUIO HEMOIAIOK MPEIIPUHAMAIOTCI B YIETOM COIEPIKAHUS
API-orgera.

Cosetr: Ilo Bompocam ycrpaHneHusl HEMOJAJIOK OOpaIrmaiiTecb K HAIMAM CIENUAJIUCTAM IO  aJPECy
support@ntechlab.com.

ITpumeuanune: OnyiaiiH-JIUIIEH3NPOBAHNE BBINOJIHsIETCsT Yepes3 11obasbHbIil Mene kep aurensuit NtechLab
license.ntechlab.com. [IpoBepbre ero gocrymuaocTs. s oHIafH-TUIIEH3NPOBAHNS HEOOXOMMMBI CTAOMITH-
Hoe mHTepHeT-coenuuerre u DNS.

st nostyuenust magopmanuu o Auuersuu FindFace Multi u craryce findface-ntls, BBIIOJIHUTE B KOHCOJIN
cepBepa findface-ntls ciieqyoniyo KOMaHIy:

curl http://localhost:3185/license.json -s | jq

Otser Oymer BozBpariern B popmare JSON. Opanm n3 Hanbosee 3HATUMBIX ITAPAMETPOB B OTBETE SIBJISIETCS
last_updated. Ou moka3bIBaeT B CEKYH/IaX, KaK JIABHO B MTOCJEIHUN Pa3 MPOBEPSIACH JIOKAJIbHAS JINIIEH3US.

WMurepuperupyiite 3Ha4Yenne napamerpa last_updated cienyromum oOpasom:
e [0, 5] — BCe paboTaeT OTIUYIHO.

e (5, 30] — BO3MOXKHO MMEIOT MECTO OBITh KAKHE-TO IMPOBJIEMBI CO CBA3BIO, JIUOO C JIOKAJILHBIM HAKOIIU-
TeseM, T/e XpaHaTcs (pailibl JTUIeH3uii.

e (30; 120] — mouTH HaBEPHSIKA CJIYIMIOCH YTO-TO HEXOPOIIEE.

e (120; c0) — He yIaercs MOJydUTh OTBET OT UCTOYHUKA JIUIEH3UPOBAHUSA B T€UEHUE JJIUTEIHHOIO Bpe-
Mern. HeobxoamMo BMemaTeLCTBO.
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e "valid": false: CBA3b C HCTOYHUKOM JIUIEH3UPOBAHUS TaK M HE OBLIA yCTAHOBJICHA.

curl http://localhost:3185/license.json -s | jq

{

"name": "NTLS",
"time": 1565186356,
"type": "online",
"license_id": "61063ce4b86945e1b70c3bdbedead4s3b",
"generated": 1514467939,
"last_updated": 5,
"valid": {
"value": true,
"description": ""
}3

"source": "/opt/ntech/license/import_

—b68d7b7ec9a7310d18832035318cff0c9ddf11e3a9ab0ae962fbe48645e196d1.1ic",

"limits": [
{
"type": "time",
"name": "end",
"value": 1609161621

"type": "number",

"name": "faces",

"value": 9007199254740991,
"current": O

"type": "number",
"name": "cameras",
"value": 4294967295,
"current": O

"type": "number",

"name": "extraction_api",
"value": 256,

"current": O

"type": "boolean",
"name": "gender",
"value": true

"type": "boolean",
Ilname n : Ilagell ,
"value": true

"type": "boolean",
"name": "emotions",

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

"value": true
}
{
"type": "boolean",
"name": "fast-index",
"value": true
}
{
"type": "boolean",
"name": '"sec-genetec",
"value": false
}
{
"type": "boolean",
"name": "beard",
"value": false
}
{
"type": "boolean",
"name": "glasses",
"value": false
}
{
"type": "boolean",
"name": "liveness",
"value": false
}
1,
"services": [
{
"name": "video-worker",
"ip": "127.0.0.1:53276"
}
{
"name": "FindFace-tarantool",
"ip": "127.0.0.1:53284"
}
{
"name": "FindFace-tarantool",
"ip": "127.0.0.1:53288"
}
]
}
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2.5.9 ABTOomMaTunueckoe BoccTtaHoBneHune Tarantool

Ecmm apxurekrypa Bameit cucremsr He obecrieanBaer OecrepeboiiHy 0 T0CTyTHOCTh cepBepoB Tarantool, pe-
KOMEH/IYeTCsI BKJIIOUATH ABTOMATUIECKOE BOCCTAHOBJIEHUE 0a3bl JAHHLIX. B 9TOM ciryuae KarKIplil pa3 mpu
BO3HUKHOBEHUH OIIMOKHU BO BpeMs uTenus daiiia .snap uian .xlog, Tarantool monbitaercs mpoYuTaTh Kak
MOXKHO 0o0JibIlte HHPOPMAIUKA U BOCCTAHOBUTH (ailsl, UTHOPUPYs ONThIE 3aIIUCH.

,D;.HSI BKJIIOUEHHS aBTOMATAYECKOTIO BOCCTAHOBJICHUS Oa3bI JIaHHBIX BBIIIOJTHUTE CJICJIYIOIINEe AeﬁCTBI/IHZ

1. Ina kaxmoro mapga Tarantool orkpoiite daitn koudwuryparuu /etc/tarantool/instances.
available/shard-*.lua u pacKOMMEHTHDYTe CTPOKY force_recovery = true.

sudo vi /etc/tarantool/instances.available/shard-*.lua

box.cfg{

force_recovery = true,

2. IlepesamycTuTe mapab.

systemctl restart tarantool@shard-x*

2.5.10 Py4yHas o4uncTka D0a3bl AaHHbLIX OT CTapbiX AaHHbIX

Coser: [lj1s1 HACTPOWKN aBTOMATUIECKOTO YIAAJEHHs CTAPBIX JAHHBIX ¢M. Aemomamuueckoe ydanernue cma-
PuLT cobLmutl U INU30008.

s pydHOro ymajeHus CTapbiX JaHHBIX n3 6a3bl manabix FindFace Multi ucionssyiite yruiury cleanup.
Bor MokeTe BHIOOPOYHO YIAJIUTDH CJIE/LyIONINe JIAHHbBIE:

e coObITUS (JIUTIA, CAITYITHI, ABTOMOOIIIN ), JIJIsi KOTOPBIX OBLIN HAMJIEHBI COBIaJIeHNsT B 6a3e JTaHHBIX, U
CBA3AHHBIE M30/bI (B TEKYINEH peaau3aiuu TOJLKO JIAIA),

e coGbiTust 6e3 CoBHAJIEHNIT (JIMIA, CHIIYIThI, ABTOMOGHIIN) U CBSI3aHHBIE SIM30/bI (TOJBKO JIMIA),
® IIOJIHDIE KaJIPBI COOBITHII C COBHAJIECHUSAMHE (JIMIA, CHIYITDI, aBTOMOOHIIN ),

® II0JIHBIE KA Pl COOBITHI Ge3 coBnajieHnil (uma, CHIy Thl, aBTOMOOUIIN ),

® 3AINCH CUETIUKA,

® COOBITHST CO3/IAHNS TIEPCOHDI,

e KypHaJI JeiicTBuil 11oJIb30BaTeIeH,

e axkTuBaluu obJiacTeil.

CupaBka 1o yruuTe cleanup BBI3BIBAECTCs CJIEAYIONENH KOMAHIOM:

sudo findface-security cleanup --help

usage: findface-security cleanup [-h] [--as-configured]
[--car-events-matched-age CAR_EVENTS_MATCHED_AGE]
[--car-events-unmatched-age CAR_EVENTS_UNMATCHED_AGE]
[--car-events-fullframe-matched-age CAR_EVENTS_

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

—FULLFRAME_MATCHED_AGE]

[--car-events-fullframe-unmatched-age CAR_EVENTS_
—FULLFRAME_UNMATCHED_AGE]

[--face-events-matched-age FACE_EVENTS_MATCHED_AGE]

[--face-events-unmatched-age FACE_EVENTS_UNMATCHED_AGE]

[--face-events-fullframe-matched-age FACE_EVENTS_
—FULLFRAME_MATCHED_AGE]

[--face-events-fullframe-unmatched-age FACE_EVENTS_
—FULLFRAME_UNMATCHED_AGE]

[--body-events-matched-age BODY_EVENTS_MATCHED_AGE]

[--body-events-unmatched-age BODY_EVENTS_UNMATCHED_AGE]

[--body-events-fullframe-matched-age BODY_EVENTS_
—FULLFRAME_MATCHED_AGE]

[--body-events-fullframe-unmatched-age BODY_EVENTS_
—FULLFRAME_UNMATCHED_AGE]

[--counter-records-age COUNTER_RECORDS_AGE]

[--person-events-age PERSON_EVENTS_AGE]

[--audit-logs-age AUDIT_LOGS_AGE]

[--area-activations-age AREA_ACTIVATIONS_AGE]

[--configuration CONFIGURATION] [--version]

[-v {0,1,2,3}] [--settings SETTINGS]

[--pythonpath PYTHONPATH] [--traceback]

[--no-color] [--force-color] [--skip-checks]

Delete FFSecurity entities

optional arguments:

-h, --help show this help message and exit

--as-configured Apply config age options for events, counter records
and persons. Can't be used with other arguments.

--car-events-matched-age CAR_EVENTS_MATCHED_AGE
Minimum age in days of matched car events to clean up

--car-events-unmatched-age CAR_EVENTS_UNMATCHED_AGE
Minimum age in days of unmatched car events to clean
up

--car-events-fullframe-matched-age CAR_EVENTS_FULLFRAME_MATCHED_AGE
Minimum age in days of matched car events fullframes
to clean up

--car-events-fullframe-unmatched-age CAR_EVENTS_FULLFRAME_UNMATCHED_AGE
Minimum age in days of unmatched car events fullframes
to clean up

--face-events-matched-age FACE_EVENTS_MATCHED_AGE
Minimum age in days of matched face events to clean up

--face-events-unmatched-age FACE_EVENTS_UNMATCHED_AGE
Minimum age in days of unmatched face events to clean
up

--face-events-fullframe-matched-age FACE_EVENTS_FULLFRAME_MATCHED_AGE
Minimum age in days of matched face events fullframes
to clean up

--face-events-fullframe-unmatched-age FACE_EVENTS_FULLFRAME_UNMATCHED_AGE
Minimum age in days of unmatched face events
fullframes to clean up

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

--body-events-matched-age BODY_EVENTS_MATCHED_AGE
Minimum age in days of matched body events to clean up
--body-events-unmatched-age BODY_EVENTS_UNMATCHED_AGE
Minimum age in days of unmatched body events to clean
up
--body-events-fullframe-matched-age BODY_EVENTS_FULLFRAME_MATCHED_AGE
Minimum age in days of matched body events fullframes
to clean up
--body-events-fullframe-unmatched-age BODY_EVENTS_FULLFRAME_UNMATCHED_AGE
Minimum age in days of unmatched body events
fullframes to clean up
--counter-records-age COUNTER_RECORDS_AGE
Minimum age in days of counter records to clean up
--person-events-age PERSON_EVENTS_AGE
Minimum age in days of person events to clean up
--audit-logs-age AUDIT_LOGS_AGE
Minimum age in days of audit logs to clean up
--area-activations-age AREA_ACTIVATIONS_AGE
Minimum age in days of area activations to clean up
--configuration CONFIGURATION
The name of the configuration class to load, e.g.
"Development". If this isn't provided, the
DJANGO_CONFIGURATION environment variable will be
used.
--version show program's version number and exit
-v {0,1,2,3}, --verbosity {0,1,2,3}
Verbosity level; O=minimal output, l1=normal output,
2=verbose output, 3=very verbose output
--settings SETTINGS The Python path to a settings module, e.g.
"myproject.settings.main". If this isn't provided, the
DJANGO_SETTINGS_MODULE environment variable will be
used.
--pythonpath PYTHONPATH
A directory to add to the Python path, e.g.
"/home/djangoprojects/myproject".

--traceback Raise on CommandError exceptions
--no-color Don't colorize the command output.
--force-color Force colorization of the command output.
--skip-checks Skip system checks

Jl71s IOJIHOTO yJiaJieHusi COOBITUI U SIM30/I0B CTAPIIE OIIPEJIEIEHHOIO KOJIMYECTBA THEH UCIIOIb3yiTe apry-
MEHTBI -*-events-matched-age/-*-events-unmatched-age. Hanpumep, s ynajenusi cobblTuit ¢ aBro-
MOOUJISIME O€3 COBITAJIEHU CTapIe 5 JHEH BBIIOJHUTE KOMAHLY:

sudo findface-security cleanup --car-events-unmatched-age 5

Jtst yrnaJienust COOBITUM PACIIO3HABAHIS aBTOMOOUIEH C COBIAJIEHUSIMU CTapIIe 5 JHEil BBIMOJTHATE KOMAHTY:

sudo findface-security cleanup --car-events-matched-age 5

Cremyromue KOMaHIbI YAAJSIOT TOJLKO MTOJIHBIE KaAphl COOLITUH PaCIO3HABAHUS CUIYITOB C COBIIALCHUIMUI
u 6e3:
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sudo findface-security cleanup --body-events-fullframe-matched-age 5
sudo findface-security cleanup --body-events-fullframe-unmatched-age 5

,D;.HSI TOrO 4TOOBI VA2JIUTh TOJIBKO 3alUCU CYCTUYUKA, BBIIIOJIHUTE KOMaHIY:

sudo findface-security cleanup --counter-records-age 5

,ZLTIH TOTO YTOOBI YAaJIUTh TOJIBKO COOBITHSI CO3/IaHNs NI€PCOH, BBIIIOJITHUTE KOMaH/y:

sudo findface-security cleanup --person-events-age 5

ILJ'IH TOr'0 YTOOBI YVAaJauTh TOJBKO 3allUCH B 2KYypPHaJIe ILGfICTBI/IfI 1'IOJIb30BaTeJ’IeI‘/’I7 BBIIIOJITHUTE KOMaH/Y:

sudo findface-security cleanup --audit-logs-age 5

st Toro 9To0bI YAAJIUTH TOJIBKO aKTHUBAIK 00J1acTel, BBITIOJTHUTE KOMAHIY:

sudo findface-security cleanup --area-activations-age 5

Baxkno: [lomken ObITH 33/1aH XOTs ObI OIMH apPIYMEHT U3 YKAa3aHHBIX.

2.5.11 OTknro4veHne cepsmcos

Cy1tmecTByeT BO3MOXKHOCTD OTKJIIOUHTE ciemytomue ceppuckl FindFace Multi, ecoin BbI nmu He mosib3yerecs:
® 3IU30/1bI
e MeHe/Kep odepe/ieit 00paboTKM BUJICOAPXUBOB
® BeOXyKH

s sTroro orkpoiite daitn kouduryparun /etc/findface-security/config.py u BHecHTe U3MEHEHUS B
pa3men SERVICES, ycraHOBUB 3HadeHune False /i TeX CepBUCOB, KOTOpPbIe HYKHO OTKJIIOYNTH. llepesary-
crute findface-security.

sudo vi /etc/findface-security/config.py

# disable unused services to increase
# overall system performance in some cases.
SERVICES = {
"ffsecurity": {
"episodes": True,
"webhooks": True,
# use queue manager to prevent drops of wideo archive events
"video_archive_events_manager": True,

sudo systemctl restart findface-security.service

B pesysibrare coorBercTByIONIMEe BKIAIKN UCIE3HYT U3 BeO-uHTEpdEiica.
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IIpumeuanue: Bxiajka ocTaHercs, ecjiu Ha Hell eCTh Kakue-a1u00 00beKThl (HAIpUMED, Ha BKIIKe Beo-
zyKku cozmannl BeOXyKn). OHaKO HOBbIE apTedaKThl IEPECTAHYT MOCTYIAT.

2.5.12 CkpbITe NYHKTOB MeHI0

,B;J'IH TOr0 4TOOBI CKPBITH OlIpeJIeICHHbIE MMYHKTHI MEHIO, BBIIIOJTHUTE CJICJYIONINEe ,ZLGfICTBI/IHI

1. Orkpotite daitn koudurypanun /etc/findface-security/config.py.

sudo vi /etc/findface-security/config.py

2. B pasnen FFSECURITY_UI_CONFIG BcTaBbTe CEKIIMIO menu, Kak IMOKa3aHO B mpumepe Huxke. llepednc-
JIUTE TIYHKTHI MEHIO, KOTOPbIE€ Bbl XOTUTE CKPBITh.

FFSECURITY_UI_CONFIG = {
"menu": {

+s

"disabled_items": ["video-wall", "know_your_customer"]

Bo1r MokeTe CKPBITH ClIeyronine Iy HKThL:

MyHKT MeHto HacTtpoiika

Houcxk "search"

Cobvoimus "events"

Inuzoduv "episodes"

Iepconwt "persons"

Csasu "contacts"

Cuemuuku "counters"

Kamepw "cameras"

Budeocmena "video-wall"
Omuemut "reports"

2Kypran deticmeud "audit_logs"

Zlocwe "dossiers"

Budeo "videos"

Anasumura "know_your_customer"
Hacmpotixu "preferences"
Ocrosnvie nacmpotixu "settings"

Brewmnuti sud "appearance"

Poau "roles"
Hoavzosamenu "users"

I'pynnov. kamep "camera-groups"
Cnucku nabarodenus "dossier-lists"
Jluuensus "license"
Hrempymenmaon "tools"

Cpasrenue "verify"
Paspabomyuram "developer"
JLlokymernmayus "documentation"

A PI-doxymermanus "api_doc"

Bebzyku "webhooks"

IYHKTBHI MEHIO, ITOSBJISAIONINECH IPH akTh- | CBSKNTECH C HAIIEH TEXHUYIECKO O IEPKKOiT, ITOOBI
BallWM CIEIUAJIN3UPOBAHHDBIX IIJIATTHOB y3HATDH MOJPOOHEE O IJIArMHAX B CBOEH cucTeMe.
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3. Ilepezamycture cepuc findface-security.

sudo systemctl restart findface-security.service

2.5.13 Cobpoc napons

st Toro 9TobBI COPOCUTD TOJIBL30BATEILCKUI maposb B BeO-unTepdeiice FindFace Multi, soimosnute ce-
JIYIOIIYI0 KOMaH/IY:

findface-security changepassword username

2.5.14 TllepeHoC JaHHbIX Ha ApPYrowi AVUCK
BbICOKaH HaI'Py3Ka Ha JUCK MOXKET IIPUBOJAUTDL K 3aJ€P2KKaM IIPU IMOCTYILJICHUN CO6BITI/II71. B TAXKEJIbIX CJIYy-

JasiX BO3MOXKHA ToJTHasi Hepaborocnocobnoctsh FindFace Multi. Ogaum u3 criocoboB cHUXKeHNst HArPY3KH Ha
JMCK siBJIsieTcs repenoc xpaumiui naaabix FindFace Multi wa gpyroit muck.

B atom paspene:

o [lod2omoska ducka

o Muepayus xparusuwa gdomoezpagput

o Muzpayus ocroenoti 6asv, dannvix (PostgreSQL)

Mopgroroeska aucka

Jtst Toro 9To0BI MOJATOTOBATD JAUCK K MUTPAIINN JIAHHDBIX, BBITIOJTHATE CJIELYIONNe AefiCTBHUS:

1. CosmaiiTe HOBYIO TOYKY MOHTHUPOBAHMUS (B npumepe /mnt/ ffdata).

sudo mkdir /mnt/ffdata
sudo chown ntech:ntech /mnt/ffdata

2. CospaiiTe pas3iei.

sudo parted /dev/sdb

mklabel gpt
mkpart primary ext4 1MiB 100%
q

sudo mkfs.ext4 /dev/sdbl

3. V¥znaiire UUID pazzena (s sdbl B npumepe).

sudo blkid | grep sdbl
/dev/sdbl: LABEL="data" UUID="0638ebe0-853e-43ea-8f35-bfae305695d1" TYPE="ext4",
—PARTUUID="8cebaacc-77d7-4757-b4c6-14147e92646c"

4. HacrpoiiTe aBroMaTuyeckKoe MOHTUpOBaHue pasjena npu 3arpyske OC, nobasus 3amnuch B fstab.
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sudo vi /etc/fstab

#DATA mount

UUID=0638ebe0-853e-43ea-8f35-bfae305695d1 /mnt/ffdata/ extd auto,user,rw U
-0 2

CmoHTHpyiiTe BCe (ailjioBble CUCTEMBI.

sudo mount -a

Murpauusa xpanunnuwa dortorpacpuii

s murparun xparusuiia dororpaduit FindFace Multi BeimosiauTe ciieyromniue neiicTBus:

1.

Ocranopute ceppuc findface-security, 9To0bI TPEIOTBPATUTE TOTEPIO JIAHHBIX.

sudo systemctl stop findface-security

ITo ymomganuio dpororpadun xpandarcs B aupekropun /var/1ib/. BeimosHnTe MUrpanuo XpaHuIuiina
HA HOGVIT JUCK.

sudo cp -ax /var/lib/findface-security/ -R /mnt/ffdata/
sudo rm -r /var/lib/findface-security/

sudo cp -ax /var/lib/ffupload/ -R /mnt/ffdata/

sudo rm -r /var/lib/ffupload/

COSﬂaﬁTe CHUMBOJINYECKHNE CCBIJIKK Ha HOBBLIC JUPEKTOPUU.

sudo 1ln -s /mnt/ffdata/findface-security/ /var/lib/
sudo 1ln -s /mnt/ffdata/ffupload/ /var/lib/

Vb6eaurech, 9TO IpaBa HA3HAYEHBI BEPHO.

sudo chown ntech:ntech /mnt/ffdata/findface-security/

Samycrure cepsuc findface-security.

sudo systemctl start findface-security

Murpauus ocHoBHoli 6a3bl gaHHbix (PostgreSQL)

st Toro urobsl MurpupoBarh 6a3y manubix PostgreSQL, BeimosiHuTE Ciiemytoniue geiicTBus:

1.

2.

V3mnaitte TEKyIIy0 JUPEKTOPUIO OA3bI JTAHHBIX.

postgres=# SHOW data_directory;

data_directory

/var/lib/postgresql/10/main

Ocranosute PostgreSQL.

2.5.
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sudo systemctl stop postgresql

. CozpaiiTe HOBYIO JUPEKTOPHUIO JJIsi 6a3bl JAHHBIX U HA3HAYBTE €€ I0JIb30BaTet0 ntech.

mkdir postgres_data_dir
chown ntech postgres_data_dir

. Ilepenecure 6a3y JaHHBIX U CO3JalTe PE3EPBHYIO KOIMIO ITPEXKHEN BEPCUH.

sudo rsync -av /var/lib/postgresql /test/postgres_data_dir/
sudo mv /var/lib/postgresql/10/main /backups/pg_backup

. amennre gmpekTopuio B daitie koudwurypanun PostgreSQL <mupexTopus PostgreSQL>/

postgresql.conf.

data_directory = '/test/postgres_data_dir/postgresql/10/main’

. Bamycrure PostgreSQL.

sudo systemctl start postgresql

. y6eﬂI/ITer, 9TO JUPEKTOPUsA YCIICIIIHa U3MCHEHA.

postgres=# SHOW data_directory;

data_directory

/test/postgres_data_dir/postgresql/10/main

2.5.15 [eakTtuBauunsa cepsBuca findface-liveness-api, YCTaHOBJIEHHOrO BMeCTe C

FindFace Multi

Ecmu Bol me ucnonp3yere cepsuc findface-liveness-api, ycranosienubiii Bmecte ¢ FindFace Multi,
U ayTeHTUUKANWS 1[I0 JIAIy HE aKTyajbHa JJid Balleil CHCTeMbl, DPEKOMEHYeTCs JIeaKTHBUPOBATH
findface-liveness-api.

BeimostauTe cietyrornue JieficTBus:

1. Ocranosure ceppuc findface-liveness-api u OTKJIIOYUTE €r0 ABTO3AIPY3KY, BHIIIOJHUB CJIE Ly Oy O

II0CJIeI0BATEJIbHOCTE KOMAH/I:

sudo systemctl stop findface-liveness-api.service && sudo systemctl disable
—findface-liveness-api.service

. Orkpoiire daitr kouduryparun /etc/findface-extraction-api.ini.

sudo vi /etc/findface-extraction-api.ini

. OrrutrounTe MOJIEJIH HEHPOHHOI CeTH, UCTIOJIb3yeMyto cepBucoMm findface-liveness-api, nmepesas iy-

croe 3HadeHue "" B mapaMerp face_liveness.

IIpumeuanune: He ynmansiite cam mapaMerp, MOCKOJBKY B 9TOM CJIydae OyIeT BBIMOJHSTHCS ITOUCK
MO/IeJIN 110 YMOJYaHUIO.
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extractors:
models:

face_liveness: ""

4. Ilepezamycture findface-extraction-api.

sudo systemctl restart findface-extraction-api

2.6 lNpunoxxeHus

2.6.1 lNoapobHO 0 KOMMNoOHeHTax

findface-extraction-api

Cepsuc findface-extraction-api HCIIOJIb3yeT HEHPOHHDBIE CETH Il OOHAPYKEHHUsI 0OBHEKTOB Ha M300pa-
JKEHWU, U3BJIEYEHNs] BEKTOPOB IIPU3HAKOB 00HEKTOB, PACIO3HABAHUA aTPUOYTOB OOBEKTOB (HAIPUMED, IIBETA
OJIEKJIbI JIJIsl CHILYITOB).

Kowmmonenr B3anmozeiicrByer ¢ cepsucom findface-sf-api ciemyonium obpasom:
e [lony4aer or Hero dpororpaduio ¢ 0ObEKTOM MU HOPMAJIH30BAHHOE M300PaKeHNEe 00bEKTA.

e BosBpamaer KoOpIMHATBI PAMKH C O0BEKTOM W, ITpyu Hajamduu 3arpoca oT  findface-sf-api’ *, BekTop
MIPU3HAKOB 00bEKTa U JaHHBIE 00 ero arpubyTax.

Tlomabrit cimcoxk yHKITHIH:

e siereknus (OGHApYKeHHEe) 00beKTa Ha MCXOJHOM M300parKeHNN ¢ BO3BPAINEHHEM KOODIMHAT PAMKH C
00BbEKTOM,

® TIOJTyYeHNe U3 MCXOTHOIO M300parkeHnsl HOPMAJIN30BAHHOTO N300paKeHns 00beKTa,

e U3BJIEYEHUE M3 HOPMAJIM30BAHHOIO M300paKeHNs JIMIA BEKTOPa [IPU3HAKOB (6MOMeTpUIecKoro obpas-
1a),

e pacro3HaBanue arpubyTOB 00bEKTa (II0JI 9eJ0BEKa, BO3PACT, SMOIUH; [IBET 0K IbI; [BET AaBTOMOOMIIS,
MOJIEJIb ABTOMOOUJIS U JIP. ).

Cepsuc findface-extraction-api moxer paborars ¢ yckopenuem na CPU (ycranasiupaercss u3 make-
ra findface-extraction-api) mwim GPU (ycranasnusaercst u3 nakera findface-extraction-api-gpu).
Kak g CPU-, tak u gz GPU-cepBuca, HacTpoiika BbINOJIHsIETCS depe3 daiin KoHduryparuu /etc/
findface-extraction-api.ini. Bbl MoOXKeTe MPOCMOTPETH €ro MCXOMHOE coiepKuMoe 3mechk nus CPU,
3mech mua GPU.

IMonb3oBarenbckas HacTpoiika findface-extraction-api (kaxk CPU, tak u GPU) Bblmonnsercs ¢ ucuob-
30BAHMEM CJIEIYIOIINAX apaMeTPOB:
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Mapametp Onucatue

cheetah -> | MunuMajbHBIN pa3Mep JIAIA, KOTOpoe Oy/IeT TapaHTHPOBaHHO Haiifeno. Oupeessercs
min_object_sizesmepom pamku ¢ junom (bbox). Hem Gosiblie 3HaYEHHE, TEM MEHEE PECYPCOEMOK IIPO-
1ecc oOHAPYKEHUS JUIA.

gpu_device (Tonbko TS GPU) Homep GPU-ycrpoiicrsa, HACIIOJIH3YEMOT'O
findface-extraction-api-gpu.

license_ntls|dé¥wapec u opt cepBepa Jjunen3supopanns findface-ntls.

IIpu HEOOXOIMMOCTH BBI TaKKe MOYKETe BKJIIOUUTD MOJIE/N JIJIs PACIIO3HABAHUS ATPUOYTOB JIUIA, CUIYITOB
u uX aTpubyTOB, aBTOMOOUJIEHl U UX aTpudbyTOB, MOJIEJIN JJIsi pACIO3HABAHUSI liveness JIuir:

e Pacnosnasarue ampubymos AuUG.

o Pacnosnasanue HcusuT AUl 6 peasvhom epemenu (Liveness)
o Liveness Kax a8MOHOMHIL CEPBUC

e Pacnosznasanue curysmos u uxr ampudbymos

o Pacnosnasanue asmomobunetd u ux ampuﬁymoe

Baxkno: Tun yckopernss wmogenun (CPU/GPU) jomkeH coBHaJATh € TUIOM  YCKODEHHUsl
findface-extraction-api. OOparure BHuManue, 4rto findface-extraction-api ma CPU wmoxker
paborars TosibKO ¢ CPU-momensyu, B To Bpemsi Kak findface-extraction-api sa GPU momumepxkuBaer
kak GPU-, rak u CPU-mozenn.

Cogset: /[lj1s1 TOro 4T00BI OTKIFOYUTH MOJIEJIb SKCTPAKTOPA, IIepeiaiiTe B COOTBETCTBYIOIINIA TAPAMETP ILyCTOe
suadenne. He ymassiite cam mapameTp, TOCKOJBKY B 9TOM ClIydae OyJeT BBIMOJHSITHCSA HMOUCK MOJIEIN TI0
YMOJTYAHUIO.

extractors:

models:
body_color: ''
body_emben: ''
body_quality: '
car_color: "'
car_description: ''
car_emben: "'
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findface-sf-api

Cepsuc findface-sf-api peamuzyer HTTP API mna nocryma x dyukmuam sigpa FindFace, takum kak
obuapyzkenue (Jereknus) OObEKTOB U PACIO3HABAHIE 00HEKTOB.

ITpumeuanune: Camu ykazaHHBbIe (DYHKIINU BBITOJHAOTCS KOMIOHEeHTOM findface-extraction-api.

KowmmonenT findface-sf-api B3auMomelicTByer co caemyoomumu KoMmmnoneaTamu sipa FindFace:
e 0a3a JaHHDLIX BEKTOPOB MPU3HAKOB Ha ocHOBe Tarantool depes cepsuc findface-tarantool-server

e xommoHeHT findface-extraction-api, obecneunBaromuii 06HapyKeHne 0ObEKTOB U PACIO3HABAHIE
00HEKTOB

e kommoneHT findface-upload, oTBevaronuii 3a XpPaHEHNE UCXOTHBIX M300parKeHnii u apTedaKkTOB SAapa
FindFace core

st obnapykenust oobekta Ha pororpacdun B kommoneHT findface-sf-api momken 6biTh oTpasied API-
3aIpoc, Iepejanuii 1anayo ¢ororpaduio B Buje daitia wim URL. JlaHHBINH 3ampoc 3aTeM IepeHanpas-
Jgderca B KoMnonenT findface-extraction-api.

Ilpu wanmuyuu B cucreme BuueonerekTopa 00bekToB (upucyrcrsyer B FindFace Multi) kommnonent
findface-sf-api nosyuaer jnamubie 06 OOHAPYKEHHBIX O0bEKTAX BMECTE C MPaBUJIAMHU HX 00PabOTKU OT
koMroHeHTa findface-facerouter u 3aTeM BBINOJHSET MOJIyYeHHbIE JUPEKTUBBI (HAPUMED, COXPaHSIET
O00OBEKTBI B OLPEJEICHHYIO TAJIEPEI0 0a3bl JAHHDIX ).

IIpumevuanue: B FindFace Multi ¢yuknmun findface-facerouter  BBINOJHSAET  CEPBUC
findface-security.

TTonubit crimcok dyHKIwii:

e HTTP API no wacru obHapy»KeHusi U DPacCIO3HABaHUA OODBEKTOB (CaMU OIEPAIMU BBIIOJIHSIOTCS
findface-extraction-api).

® CcoxpaHeHue 00BEKTOB B 6azy JAHHBIX BEKTOPOB IIPU3HAKOB (uepes cepBuC
findface-tarantool-server),

® COXpaHeHWE MCXOIHBIX N300PaKeHuil, MUHAATIOP U HOPMAJIM30BAHHBIX N300pakeHuil 00bEKTOB Ha BeO-
cepsepe nginx (uepes cepsuc findface-upload).

e obecreyeHue B3&HMO}J,€I71CTBI/IH BCeX KOMIIOHEHTOB CHUCTEMDbI.

Hacrpoiika kommonenta findface-sf-api BwimosHsiercs depe3  aitn  koudurypamum /etc/
findface-sf-api.ini. BBl moxkere mpocMOTpETh €ro UCXOMHOE COEPKIMOE 3LECh.

TTonbzoBaTenbckast HacTpoiika findface-sf-api BBIIOIHSETCS C UCIOJIB30BAHUEM CJIEIYIONIUX IAPAMETPOB:
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Mapametp Onucatue

extraction-api -> extraction-api IP-azgpec u mopT cepBsepa
findface-extraction-api.

limits -> body-image-length MaxkcumasbHBIIT pasmep B OaiiTax M300parKeHus,

nepengasaemoro depes API-zampoc.

IIyts B WebDAV nginx, mo KoTopomMy B KOMIIO-
neaT findface-upload OyayT OTHPABJIATHCS WC-
XOJHBIE N300parKeHNsI, MUHHATIOPbI U HOPMAaJIH30-
BaHHBIE N300pasKeHNsT OO HEKTOB.

storage-api -> shards -> master [P-aspec dbusnyaeckoro cepBepa ¢ MacTEpPOM Iapia
findface-tarantool-server.

normalized-storage -> webdav ->
upload_url

storage-api -> shards -> slave IP-anpec dusmyeckoro cepsepa ¢ peIINKON Iapia
findface-tarantool-server.

findface-tarantool-server

Cepsuc findface-tarantool-server obeciiequBaeT B3anMoeiicTBue Mexkty ceppucoMm findface-sf-api u
6a30ii JaHHBIX BEKTOPOB IIPU3HAKOB Ha ocHOBe Tarantool ciemyromum obpazom:

Coset: Ilompobmee cMm. odurmaabayo JoKyMenTannio Tarantool.

e findface-tarantool-server nosiy4aer or findface-sf-api JaHHble s 3amnucu B 0a3y JAHHBIX
(nanpumep, 06 OOHAPYKEHHBIX OOHEKTAX).

e Ilo zampocy or findface-sf-api findface-tarantool-server BBIIOJHSAET TOUCK 1O 0a3e JAHHBIX U
BO3BpalllaeT ero pe3yiabTarl.

Jly1s1 yBeimdeHnst CKOPOCTH ITOMCKA Ha, KaXKJI0M cepBepe ¢ 6a30ii qanubix Tarantool MOTyT OBITH CO3/IaHBI MHO-
rOYMCJIEHHBIE CerMeHThl («mapipl» ) findface-tarantool-server. Ux mapasienbaoe pyHKITOHUPOBAHIE
IPUBOJUT K 3HAYUTEILHOMY YBeJUIeHUIO poussoauresbuoctu (B 70-100 pas).

TlommbIit cimcoxk yHKITHIH:
e coxpaHeHue OObEKTOB B 6a3y BEKTOPOB IIPU3HAKOB,
® BLINIOJIHEHUE TIOUCKA 110 0a3e OMOMETPUIECKUX JAHHBIX,

e peasM3alys IPAMBIX 3alpocoB B 6a3y mauubix Tarantool (cm. IIpamwie API-sanpocw x 6ase darnvix
Tarantool).

Hacrpoiika kommonenTta findface-tarantool-server BbINOJIHsETCsT 4Yepe3 (ailyi Kouduryparuu /etc/
tarantool/instances.available/<shard-*>.lua. Bbl MOXKeTe mPOCMOTPETH €ro MCXOIHOE COIEPIKIMOE
3IeCh.

Baxxno: B cpene ¢ meckobkuMu mapaaMu (paiisn KoHdurypaiun HaCTPaAuBAETCA OTAETHHO /TS KaXKJI0TO
map/ia.

TTosmb3oBaTenbekast macrpoiika findface-tarantool-server BBIIOJHSETCS C UCIIOJIH30BAHUEM CJIEIYIOIIAX
I1apaMeTpPOB:
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MNa- Onucatxue
pa-
MeTp
force|_Bacovanyr/oTKiIOUaET aBTOMATHYECKOe BOCCTaHOBJIeHHEe 6asbl jaHHbX Tarantool. Eciau aBroma-
TUYECKOe BOCCTAHOBJICHHE JAHHBIX BKJIIOYEHO (true), KaxK/blil pa3 Ipu BOSHUKHOBEHUU OIIUOKM
BO BpeMms urenus (aiiya .snap mwin .xlog, Tarantool mombiTaercst mpodnTaTh KaK MOYXKHO 0OOJIbIIIE
nHGOPMAINN 1 BOCCTAHOBUTH (Dailyl, NTHOPUPYS OUTHIE 3AIIUCH.

licenséPridmesarvnepr cepBepa juieH3upoBanus findface-ntls.

memtx_MéareyMaibHBIL Pa3Mep OIePATUBHON HaMsaTH B OaifTax, B 3aBUCHMOCTH OT KOJIMYECTBA O0bEKTOB

na mapye. Ilepes m3menenneM JaHHOTO napameTpa OoOPATUTECh K HAIIUM SKCIIEPTAM 32 KOHCYJIb-
Tamueii 1o ajpecy support@ntechlab.com.

meta_|s€hgmekTypa 0a3bl MaHHBIX I XPAHEHUs! Pe3yJbTaTOB paclo3HaBaHusi 00beKTOB. [IpemcraBiser
co0oit HAbOP TOJIel, AJIsT KaxKI0T0 U3 KOTOPBIX YKA3BIBAIOTCS CaeayIomnue mapamMerpsr: id: id mos,

name: Ha3BaHHE IOJsA, JOJKHO COBIAJIATh C HA3BAHHEM COOTBETCTBYIOIIETO IapaMeTpa OObEKTa,
field_type: Tun mansbIx, default: 3HaUeHNE 110 yMOTYaHUIO. /i 3HaUeHNE TI0 yMOTIAHUIO JJIs
mosist 6ostbine ‘leld — 17, To ero ciemyer 3amnucbiBaTh B BUJE CTPOKH, T. €. “123123” smecto 123123.

Crpykrypa 6a3bl TaHHBIX Hepejaercs u3 daitna /etc/findface-security/tnt_schema.lua B mapamerp
meta_scheme. [lonpobuee cMm. Msmenenue cmpyxmypot 6a3v, daHHbLT 6EKMOPOG NPUSHAKOS.

findface-upload

Kommnonent findface-upload mpejcrasisier coboit Be6-cepsep Ha H6aze WebDAV nginx, KOTOPBI# HCIIOJIb-
3yeTcs JUIsl XPAHEHUs WCXOJHBIX M300parkeHMil, MUHUATIOP M HOPMAJIM30BAHHBIX M300parkeHMil 0ObEKTOB
(mosygaer ux or komnonenra findface-sf-api).

ITo ymomganuio ucxo/iHble N300parKeHNsl, MUHAATIOPHI 1 HOPMAaJIN30BaHHbIe N300PaXKEHUs JIUI XPAHATCSI B
karajore /var/lib/ffupload/uploads/.

Kowmrmonent findface-upload aBromarudyecku HacTpanBaeTcsl Ipu ycTaHOBKe. HacTpoiika He MpeycMOTpeHa.

Bupaeoperekuus obbektos: findface-video-manager n findface-video-worker

ITpumeuanme: Kommnonentr findface-video-worker mocrapjsiercss B mnakerax ¢ yckoperwmem Ha CPU
(findface-video-worker-cpu) u GPU (findface-video-worker-gpu).

B atom paspgene:

Dynxuyuy findface-video-manager

Dynruyuy findface-video-worker

e Hacmpotirxa sudeodemexyuu 0bsexmos

Job-zadanusn
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®DyHkuun findface-video-manager

Cepsuc findface-video-manager sSIBISIETCS YACTHIO MOJLYJIsI BUJIEOJETEKIINN OOBEKTOB U UCIIOIL3YETCs JIJIst
HEMOCPEICTBEHHOTO yIIPABICHUS JIeTEKIell 00bEeKTOB Ha, BUIEO.

Cepsuc findface-video-manager B3aumojeiicrByer ¢ findface-video-worker ciemyromum o6pa3oMm:

e OobecrreunBaer findface-video-worker HACTPOWKAME U CIIMCKOM BHJIEOTIOTOKOB it 0O0paborku. s
sToro oH BbimaeT findface-video-worker Tak HazbIBaeMoe job-3adarue, 3amady HA 0OPabOTKY BHUIEO,
KOTOpasl COJEPKUT TTapaMeTpbl KOH(MDUTYPAIIMN U CBEJEHUs O BHUJIEOMOTOKE.

e B pacmpesienenHoit cucreMe pacipeesisieT BUIeOTIOTOKN (job—sa,aam/m) 110 CBOOOJTHBIM 9K3EMILISIPAM
findface-video-worker.

Ilpumeuanue: [Tapamerpnl KoHdurypamm, mepeaaBaeMbe depe3 job-3a1aHust, UMEIOT OOJIBIIIT TPUOPH-
TeT, YeM aHAJIOTWYHble TapaMeTphl B daiisie KoHdurypanuu /etc/findface-video-manager.conf.

Hnst paborer findface-video-manager tpebyercs ycranosienubiii cepsuc ETCD. ETCD unpencras-
Jisier coboil CTOpPOHHEE MPOrPaMMHOE ODeCIIevueHne, PeAU3yIoIee PACIpeIeIeHHOe XPAHUIIAIIE KJIIOIeit
findface-video-manager. Vcnosb3yercs B KadecTBe KOOD/MHAIMOHHON CJIy2KOBI B PacCIpeeIeHHON Ccu-
creme, obecriednBasi OTKa30yCTONIMBOCTD pabOThI BUIEO/IETEKTOPA 00HEKTOB.

Tlomuerit cimcok dyuxnuit findface-video-manager:
e KoHMDUI'YPHPOBAHUE [1APAMETPOB BUJIE0/IETEKTOPA 00BEKTOB

e yIpaBJieHUE CIIMCKOM BUJICOMMOTOKOB I 0OpabOTKI

®yHkuun findface-video-worker

Kowmnonenr findface-video-worker (uinu findface-video-worker-gpu) siBJsIeTCsl YaCThIO MOJYJisl BH-
JIe0JIETEKIINY OObEKTOB U CIIYKUT JJIsl OOHAPY?KEHUsSI OOBEKTOB «Ha JIETY» B BUJIEOIIOTOKE MJIN BHeodaite.
O=n noxnepkuBaeT OOJIBIIMHCTBO BUIO(DOPMATOB U KOJEKOB, KOTOPBIE MOI'YT OBITH JeKonupoBansl FEFmpeg.

CepBuc findface-video-worker B3ammogeiictByer ¢ cepBucamu findface-video-manager wu
findface-facerouter cjeayomuM 06Pa3oOM:

e Ilo 3anpocy findface-video-worker nomy4aer or findface-video-manager job-3ananue ¢ HacTpOii-
KaM¥ U CIIMCKOM BHUJIEOIIOTOKOB J1jisi 0OPabOTKHY.

e Cepsuc findface-video-worker oTmpaB/sieT MOy Y€HHbIE HOPMAJIN30BAHHBIE M300parKeHUsT OO bEKTOB
BMECTE C [TOJTHBIMU KaIPAMU U METAIaHHBIMU, TAKIME KaK paMKa BOKPYT 00bekTa, ID Kamepsl u Bpems
nereknnn, B cepBuc findface-facerouter s majabHelnier 0OpabOTKH.

Ilpumeuanue: B FindFace Multi dynaknun findface-facerouter BBIIOJHSAIOTCA CEPBUCOM
findface-security.

Tlonnserit ciimcox dynknumit findface-video-manager:
e OOHapy»KeHUe 0ObEeKTOB Ha BUJIEO,
® U3BJIEUEHNE HOPMAJIU30BAHHBIX U300pasKeHU 0OHEKTOB,
® TIOWCK HAWJIYUIIEro n300paskeHnsi 00bEKTOB,
o JIe/IyTUIMKAIS KAJPOB € 00HEKTOM (TOJBKO OIMH KaJIp Ha KaxK70e COObITHE PACIO3HABAHUS OObEKTA).

IIpu obpaborke Bumeo findface-video-worker moc/ieI0BATEILHO UCIOJIB3YET CJIEAYIONINE aJIOPUATMBIL:
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o JleTekTop ABuXeHUA. J[aHHBIN aJrOPUTM IO3BOJISIET CHU3UTH HOTPEOJIEHHE PECYPCOB, IOCKOJBKY Je-
TEKTOP O0bEKTOB BKJIIOYAETCS TOJIBKO IO JBUKEHUIO B KaJIpe.

e JleTexTop 06beKTOB. [eTeKTOP OOBEKTOB OTCJIEKUBAET, OOHAPYKUBAECT M 3aXBATHIBAET OOBHEKTHI HA
BuzIe0. Moxker paboTaTb OJIHOBPEMEHHO C HECKOJIbKUME 00beKkTaMu B Kazape. C MOMOIIBIO0 BCTPOEHHOH
HEHPOHHOI CEeTH BBINOJIHAET MIOMCK KaJpa C JIyUIINM H300pakenneM oObeKTa. Kak TOJIbKO sydiiee
n30bpazkeHne HaiIeHo, OTIIpaBisgeT ero B kommnonedT findface-facerouter.

TTon6op Jryuriero n3obpazkeHusi 06bEKTa MOXKET ObITH BBIIIOJHEH B OJHOM U3 CJIEIYIOIINX PEXKUMOB:
e Pekum peasbHOrO BpeMeHH

e Bydepunrit pexxum

Pexum peanbHOro BpemMeHun

B pexwume peanbroro Bpemenu findface-video-worker HaumHAET OTIPABISATH M300paKeHUsi OOBEKTA B
kommoHeHT findface-facerouter Ha JIeTy IOCTE TMOSBJIEHUsT O0bEKTa B IOJIE 3pEHUs BuaeoKamMepbl. Jlo-
CTYIIHBI CJIeJIyIONIe OUIUNA OTIIPaBKU:

e FEcyim mapamerp realtime_post_every_interval: true, IeT€KTOpP OOBEKTOB BLIONPAET JIy Il KaIp
B T€YEHUE KaKJ0r0 U3 II0CJIe0BaTE/IbHBIX IIPOMEXKYTKOB BpEMEHNU, PaBHbIX realtime_post_interval,
n ornpasidgeT ero B findface-facerouter.

e Eciu realtime_post_every_interval: false, jeTeKTOp 0OBEKTOB BHIOMPAET JIydlliee U300PaKeHIe
00beKTa JUHAMUYIECCKU:

1. Crauaja OlEeHHBAETCSI KAadeCTBO M300parkeHus 00beKTa. Ecan OHO MPEeBBIaeT HEKOe IPeJLyCcTa-
HOBJIEHHOE TIOPOTOBOE 3HaUeHue, TO 00beKT oTmpasiserca B findface-facerouter.

2. Tlopor moBbIMmMaeTcs MOCTe KaxK0#W OTIpaBKu u3obparkenus obbekTa B findface-facerouter.
Kaxkaprit pas, Korja J1eTeKTop 00beKTOB MOJIyYaeT n300pakeHne TOro »Ke 00beKTa, JIydIero Ka-
9eCTBa, OHO OTIIPABJISIETCSI.

3. HpI/I HCYE3HOBEHUN OOBLEKTa U3 IIOJIS 3peHnd BUIACOKAMEPbl CHOBa YCTaHABJIUBACTCA TOPOT'OBOE
3HaYCHUE II0 YMOJIIaHUIO.

e Eciu realtime_post_first_immediately: true: neTeKTOp OOBEKTOB OTIIPABISET IEPBOE M300pa-
JKeHHe O0BbeKTa W3 TpeKa cpa3y IIocje TOro, KakK OH IpoiijeT duepe3 (OUIBTPHI KadecTBa, pas-
Mepa W peruoHa 3axBaTa (ROI)7 He J0XKUJAadACh OKOHYaHUs IIepBOro realtime_post_interval.
Croco® oTHpaBKM IOCAEAYIONINX N300parkeHuil 0ObeKTa 3aBUCHT OT YCTAHOBJIEHHOIO 3HAE-
Hust realtime_post_every_interval. Eciaum realtime_post_first_immediately: false, merek-
TOp OOBEKTOB OTIIPAB/SET IIEPBOE M300pakeHne OOBEKTa TOJBKO ITOCJAe OKOHYAHUS IEPBOrO
realtime_post_interval.

BydepHbiii pexxum

Bydepnnrit pexkumM TpebyeT MEHBIIHIT 00beM AUCKOBOTO IIPOCTPAHCTBA IT0 CPABHEHUIO C PEKUMOM PEATHHOTO
BpPEMEHHU, TIOCKOJIBKY JIJTsT KayK10r0 00bekTa KoMmroneHT findface-video-worker OTIpaB/IsieT TOJIHKO OTHO
n300pakeHne u3 TPeKa, HO HAUBBICIIEro KadecTBa. B 9TOM peKuMe JIETEKTOpP 0ObeKTOB XpaHHUT B Oydepe
BHUJIEOIIOTOK C OOBEKTOM JI0 TeX IOp, IMOKa OOBbEKT He WCUYe3HeT U3 I0jis 3peHus kamepbl. llocse sroro
JETEKTOp 0OBEKTOB BhIOMpAET JIydlliee n3o0pakeHne oobekTa u3 6yheprn30BaHHOTO BUIEO U OTIPABJIISIET €r0
B findface-facerouter.
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Hacrpoiika Bugeoagerekunn obbekToB

Hactpoiika BumeozeTekTOpa 00HEKTOB BBIOJIHIETCS Tepe3 Caeayionine paiabl KOH(PUTYpaItim:

1. ®aiin koudurypanun komnornenta findface-video-manager /etc/findface-video-manager.conf.
Brbr Mo2keTe IpOCMOTPETh €ro UCXOJIHOE COAEPKUMOE 3LeCh

ITonp3oBaTennckas HacTpoiika findface-video-manager BBIIOIHAETCA € UCIOIB30BAHUEM CJle-

JAYIOMUX HapaMeTPOB:
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Onuus Onucatue

etcd -> | IP-axgpec u mopt cepBuca etcd. 3uadenne mo ymosdanuio: 127.0.0.1:2379.

endpoints

ntls -> | Ecan true, xomnoneHnT findface-video-manager ornpaBisgeT B KOMIOHEHT

enabled findface-video-worker 3ajaHus TOJBKO Ha 0OPAOOTKY TOrO KOJUIECTBA
BHJIOKaMep, KOTOPOe yKa3aHO B JINIEH3NU. JHAUEHUe [0 ymoTdanuio: false.

ntls -> url IP-azgpec u opt cepeepa findface-ntls. 3Hadenue 1o ymoadanuto: http:/
/127.0.0.1:3185/.

router_url IP-aspec u mopt ceprepa findface-facerouter, KOTOpBIi moy<daeT obHa-
py2KeHHbIe 00beKThI n3 findface-video-worker. B FindFace Multi dbynk-
muu findface-facerouter pomosmsier kommnonenT findface-security.
3HadeHune 10 yModanuio: http://127.0.0.1:18820/v0/frame.

play_speed Ecsu MenbIle HyIIsI, TO CKOPOCTH HE OTPaHUYUBAETCA. B ocTaIbHBIX CiIydasx

IIOTOK YHTAETCS CO CKOPOCThIO play_speed. He mpuMeHnMoO 181 IOTOKOB C
KaMep BUICOHAOIIIONCHUSI.

disable_drops

Bkirouaer/oTkirodaer ornpaBky B KoMmuoneHT findface-facerouter
BCEX TOAXOIANUX 00beKTOoB 6e3 mporyckoB. [lo ymosdanuio, ecin
findface-video-worker He 00JIaa€T JOCTATOYHBIMU peCypcaMu Jijisi 0Opa-
OGOTKM BCEX KaJIPOB C 00bEKTaMU, OH OTOpAChIBaeT HEKOTOpbIe 3 HuX. Kcim
JaHHad onnud akTuBHa, findface-video-worker nmomenaeT JIMIIHAE KA IPbL
B o4epejib, 9ToObI 06paboTaTh X BIOCIEICTBUN. SHAYEHUE [0 yMOTIAHUIO:
false.

imotion_thresl

hdlldinnMvabHAs HHTEHCUBHOCTD JIBUKEHUS, KOTOPas OYIeT PEerucTpupoOBaTh-
cs IeTeKTOpOM IBuzkeHus. [loporosoe 3mHavdeHne ONpeIesseTcs IMIUPUIe-
cku. Penepubie Toukn: 0 = mgerekTop Bhik/0deH, 0.002 = 3HateHMne 110 yMOJI-
qannio, 0.05 = MUHUMAJIbHAST WHTEHCUBHOCTD CJIUIIKOM BBICOKA, YTOOBI 3a-
PErucTpUpOBaThH JBUKEHIUE.

router_timeout

t IBpemst  oKmjaHumst B MIJUIMNCEKYHJAX  OTBETa  OT  KOMIIOHEHTA
findface-facerouter (findface-security B cTaHmapTHON KoHUTYpa-
mun FindFace Multi) na API-3anpoc komnonenta findface-video-worker.
Ecan Bpemsi oKuJaHUSI NCTEKJIO, PECUCTPHUPYETCs OMIMOKA. 3HAYEHUe II0
ymosraanuio: 15000.

router_verify

| tnouaer/orkmouaer  nposBepKy — nogmucu  SSL-ceprudukara  1pu
B3anmoyieiictun 1o https findface-video-worker ¢ KOMIIOHEHTOM
findface-facerouter (findface-security B cramzaprHOil KoHbUrypa-
muun FindFace Multi). 3uayenue no ymosuanuio: true. Ecoum false, moxer
OBITH TTPUHSAT CAMOTIO/IIMMCAHHBIN CEPTUPUKAT.

router_header

5 MaccuB JTOIOJTHUTENBHBIX 3arooBkoB B POST-3ampoce ¢ m3obpazkeHuem
obbekTa B dopmare [‘winou=suadenue”’|. Ilo yMoadanuio JOIOIHUTEIbHBIE
3ar0JIOBKY HE [ePETatoTCsl.

router_body

Maccus gonosmauTebHbIX TOJeit B POST-3ampoce ¢ n3obpakennem 06beKTa
B dopmare [‘kiarou=3nadenue”]. IIo yMOIYaHUIO JOIOJHUTENbHbBIE [OJIS He
epeIatoTCs.

ffmpeg_params

Cnucok fimpeg-mapamMerpoB BUIEOIOTOKA CO 3HAYEHUSIMU B BUJIE MACCHBA
KJ09=3Hauenue: [‘rtsp_transpotr=tcp”, .., “ss=00:20:00”]. Tosnbiii crmcox
mapamerpoB Ha caiite FFMPEG. 3nagenne mo ymoIdanuio: mapaMerpbl He
YKa3aHbI.

ffmpeg_format

Hepenaer dopmar FFMPEG (mxg, flv u T 1.), eciiu on He MOXKeT OBITH
ABTOMATHYECKHU OIPEIe/IeH.

use_stream_timdstamprue, oTIpaBIATE HA CEPBEP BPEMEHHbIE METKHU IIOJIyY€HHBIE U3 TIOTOKA.

Ecnu false, orripaBiisite TeKyiue gary u BpeMs.

start_stream_tillpasbampsTs yka3zanHoe KOJUIECTBO CEKYHJ K BPEMEHHBIM METKaM U3 IIOTO-

Ka.
rot Brirouaer jeTeKTUPOBAHNE U OTCJIEKUBAHUE OOBLEKTOB TOJBKO BHYTPHU 3a-
TTAHHOI TIPSIMOYTOMGHON 00TacTH W XH-FX+ Y. VICIIONE3yiTe Tanayio Ol
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0, 9TO0bI YMEHBIMUTh HArpy3Ky Ha findface-video-worker. Ilo ymos-
JaHUIO 00/1aCTb HE 3aJaHa.

video_transformI3MeHnTh OPUEHTAIMIO BUIEOKAIPA CPA3y IOCIIE JEKOIUPOBAHNS. SHATCHUST

(perucrponeszasucumbie. B ckoOokax JPEG Exif Orientation Tag): None (1).



https://trac.ffmpeg.org

FindFace Multi, Boinyck 1.1

Juist Kaxktoro Tuna Jerekropa (JINmo, Te0, aBTOMOOIIIb) JJI HACTPORKH JOCTYIIHBL CJIe Ly IOIe
nmapamMeTphl:
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Onuus

OnucaHue

filter_min |

qhhidEtyTaIbHOE II0POrOBOE 3HAUEHNE KAeCTBA N300parkKeHusl 00beKTa. SHAYUEHIEe
10 YMOJIYAHUIO: 3aBUCUAT OT TUIA 00bekTa. He MeHsiiTe 3HAUEHIE IO yMOJIIa-
HUIO 6e3 IIPeIBApUTEIHFHON KOHCYJIBTAIIUN C HAIIUMY TEXHUYECKUMU JKCIIEPTa-
Mmu (support@ntechlab.com).

filter_min |

sirepeiensier MUHUMAJIBHBIN pa3Mep 00bekTa B THKCeIsaX. OObeKThl MEHbBIIEro
pa3mMepa He OTIPABJIAIOTCS. JHAYEHUE 110 YMOTIAHUIO: 1.

filter_max_|

siyepeenseT MaKCUMAJIbHBIN pazMep 00bekTa B muKceasaX. OObeKThl HOIBIIEro
pa3Mepa He OTIPABJSIOTCS. JHAYEHUE 10 yMOJTIaHU0: 8192.

roi

Bxirouaer ormpasky Ha CepBep 00beKTOB, 0OHAPYKEHHBIX TOJIBKO BHYTPU HH-
tepecyrtorieit obactu WxH+X+Y. Ilo ymorganuto obiacts He 3a1aHa.

fullframe_g

rOfpesars ornpasiseMble mosHble Kaapbl 10 ROT (peruony orciexuBanus).
SHayeHue 10 yMoJdaHuio: false.

fullframe_u

s®mnemBiaTs nosiabe Kaapel B hopmare PNG, a ve B hopmare JPEG, kak ycra-
HOBJIEHO 110 yMosrdanuio. He BkiiogaiiTe 3TOT mapamMerp, He IOCOBETOBABIIUCH
¢ Hamefl KOMaH/OoW, TaK KaK OH MOXKET TOBJUATH Ha paboTy Bceil CUCTEMBI.
Buauenue no ymosruanuto: false (orupasisits B dpopmare JPEG).

jpeg_qualit

yKagecTrBo cxxarms ucxompaoro kagpa B JPEG. 3nauenne o ymomganmo: 95 %
OT WMCXOJTHOTO pa3Mepa.

overall_onl

yBydepubiii pezkum. OTnpapisTh juisi 00bEKTA OJMH KAJAP HAMJIYUIIEro Kade-
crBa. 3Hadenue no ymosdanmio: true (CPU), false (GPU).

realtime_pg

sOrfiirstrimmedaapaiserre 00beKTa CPa3y MOCJE €ro MOsIBJICHUS B [I0JI€ 3PEHU
BUJICOKAMEPDI (PEXKUM PEAJHHOIO BPEMEHHM ). 3HAYeHUE 110 yMordanuio: false.

realtime_pg

stoimeeruat pexxuma peasibHOro Bpemenu. llepmos BpemeHu B CEKyHIaX, B Te-
YeHHe KOTOPOI'O JIETEKTOpP OObEKTOB BBIOMpPAET JIyYIHWil KaJp U3 TPEeKa U OT-
npasJisieT ero B KomoHeHT findface-facerouter. 3HadeHne M0 YMOTYAHUIO:
1.

realtime_pg

s Toememy1ia perralia peasbHOro BpeMenu. BKIil0UaeT OTIIpaBKy JIydIlero Kajipa
B TeUYeHMEe Iepuosia BpeMeHu realtime_post_interval. Ecou false, sywrmmit
KaJIp WINETCsl JUHAMUYECKN B IMOPSJKE BO3PACTAHWS KadeCTBa. JHAYEHUE 10
ymoJrganuio: false.

track_inter|

pbliatenibbogessaTe IpOIyIIeHHbIE N300pakeHnsE 00bEKTOB B Tpeke. Hampumep,
ecim B kagpax Nel and N4 Obuin obHapy»keHbl 00bekThI, a B N2 um Ne3 Her,
CHCTEeMa, BOCCO3JACT OTCYTCTBYIOIIME n300pazkenust 00beKToB N2 u Ne3 Ha oc-
HoBannu maHabix Nel m Ne4. Bruroduenme JAHHONW ONIIMKM MO3BOJISIET HOOUTHCS
YBEJIMYEHUsI KAYeCTBa JIETEKTUPOBAHUS 38 CUET IMPOM3BOJUTEHLHOCTH. 3HAYE-
HUE II0 YMOJI4YaHuIo: true.

track_miss_|

ifthemrealh 3aBEPIIAT TPEK, €CJIM B HEM HE OBLIO 38JIeTEKTUPOBAHO HOBBIX N300pa-
JKeHHil 00beKTa B T€UEHNE 3a/IaHHOIO0 BPEMEHH (CEeKyH/Ibl). SHAYEHHE 10 yMOJI-
qaHuio: 1.

track_max_d

ubbaionidrames TpubIU3UTEIFHOE KOJUYECTBO KAJIPOB B TPEKE, IO JTOCTHKE-
HAW KOTOPOTO TPEK OYyIeT MPUHYIUTEIBHO 3aKPHIT. BKIIOYNTE OMIUIO, ITOOBI
ABTOMATHYICCKHU 3aBEPINATD “BETHBbIE TPEKN ', HAIIPUMED, TPEKU JTeTEKTUPOBAHUS
00'bEKTOB C PeKJIAMHBIX HOcHuTejeil. 3HadeHue 1o ymoadanuio: 0 (ormust oTKIo-
JeHa).

track_send |

h OsitigaBIIsiTh CTOPUIO TPEKa. SHAYeHMe Mo yMoJdaHuio: false.

post_best_4

r Sk faremers IoJIHbIe KaJIPhI J1Jisi OOHAPYKEHHBIX 00bEeKTOB. SHAYEHHE 10 YMOJI-
JaHUIO: true.

post_best_4

r &rkprovmels Z@pPMaATH30BaAHHbIE N300paskeHust [IJisi OOHAPYKEHHBIX 00bEKTOB.
SHayeHMe 110 yMOJYaHUIO: true.

post_first |

t Oaakpafvemes 1ePBBI KaIp Tpeka. SHadeHne 0 yMOoJIanuio: false.

post_last_4

r frkfaremers 1oC/IeIHUIT KaJIp Tpeka. 3HadeHne 110 yMoJrdanuio: false.
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1. ®aiin xoudurypanun findface-video-worker /etc/findface-video-worker-cpu.ini wmm /etc/
findface-video-worker-gpu.ini, B 3aBUCUMOCTH OT HCIOJIbL3yEMOI'0 THUIIA, yCKOPEHUSI.

IMonb3oBarenbekast HacTpoiika findface-video-worker na CPU/GPU BbInosHSETCS € HCIOIB30BA~
HUeM CJIeAyIOMNX IIapaMeTPOB:

CPU [ GPU Onucatue

batch_size OTopaBisTh JUIA B MAKETAX YKA3aHHOTO pa3Mepa.

capacity Maxkcumanbaoe KOJTUIECTBO BHU/IEOTIOTOKOB, 0OpabaTbIBAEMBIX
findface-video-worker.

H/u cpu IIpu HeobxomuMocTu aekoaupoBaTh Bujeo Ha CPU.

H/u device_nihimerp ucnoss3yemoro GPU-ycrpoiictsa.

xit_on_fi _T JIN YKa3aH inpu BINTH TTOCJI BePIIEeHUsI IEPBOTO job- HUS.
exit_on_first_f{ ec azan input) B ocJIe 3aBeplie epBoro job-zaza

input O6pabarbiBaTh BUJIEONOTOKU U3 (ailjia, UTHOPUPYs JTaHHbIE IIOTOKOB, ITOCTYTIa~
omue oT findface-video-manager.

labels Metku, ucronb3yeMble /Ui MpUBA3KKA dK3eMiisgpa findface-video-worker K
ompenesienHoit rpymme Kamep. Cwm. [lpuesaska 2pynno. Kamep K 9K3EMNAADY
findface-video-worker.

mgr-cmd Komanna jyia nonyvenus IP-anpeca komnonenra findface-video-manager (om-

[IMOHAJIBLHO BMECTO mgr-static).

IP-agpec  cepsepa  findface-video-manager, KOTODBIi
findface-video-worker HACTpPOWKAMH ¥ CIHUCKOM BHJEOIIOTOKOB I 00-
paboTKH.

mgr-static obecrieanBaeT

metrics_port

ITopr HTTP-cepBepa mist orupaBku meTpuk. Eciu 0, MeTpUKHU HE OTIIPABJISIIOTCS.

min_size MunuMmaabHBI 0OHAPYKUBAEMBIN pasMep 00beKTa.

ntls-addr IP-azmpec u mopt cepBepa findface-ntls.

resize_scale MacurrabupoBarh BAIEOKAIPHI C 33 aHHBIM KO3(DMUITMEHTOM.

resolutions IIpenBapurenbuo nanmmam3upyiite findface-video-worker /it KOHKPETHBIX
paspentenuii. Harnpumep, «640x480;1920x1080.

save_dir (Hua ornagku) CoxpaHaTh OOHADYKEHHBIE OOBEKTHI B 33 JAHHDBIH KATAJIOT.

streamer -> IP-anpec u mopt Jy1 moctyna K sudeocmene.

port, url

use_time_from_

seilia MPEG-2) Ucnosb3yiite Bpemennbie Merku SEI (supplemental enhancement

information).

IIpu HEOOXOMMMOCTH BBI TAK2KE MOXKETE BKJIIOYUTD MOJEIN HEHPOHHBIX CeTeil M HOPMAaJIU3aTOPBI It
JETEKIINN CHIYITOB, aBToMobmieit u liveness. Ilogpobmbie momaroBble WHCTPYKIIUN MOYKHO HAWTH B
CTIEJIYIOIAX Pa3J/IesIax:

e Pacnosnasanue HcuswvT AUy, 68 peasvrom epemeny (Liveness)

e Pacnosnasanue CuAYIMoe U ux (I,’ITI/])/U,&UWL()G

e Pacnosnasarue asmomobunrets u ux CL’ITL[)Uﬁy’UI/OG
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Job-3apanus

Cepsuc findface-video-manager Boiiaer findface-video-worker Tak Ha3bBaeMoe job-3ajanue, 3a1ady
Ha 00paboTKy BHE0, KOTOPas COJEPKUT HapaMeTPhl KOH(MUTYPAIlUU U CBE/IEHUs O BUJIEOIIOTOKE.

IIpumep job-3amanust npuBeieH 34eCh.
Kaxmoe job-3amanne nmeer cieayroripe mapamMeTphl:
e id: id job-3amamnus.
e enabled: cTaTyC aKTUBHOCTH.
e stream_url: URL/anapec Bumeonoroka uiu daiiia g o6paboTKu.

e labels: MeTKH, IO KOTOPBIM OYyJI€T OCYIIECTBIATHCH 00pabOTKa OOHAPYKEHHBIX JIAI B KOMIIOHEHTE
findface-facerouter (findface-security B crangapruoii koudurypanuu FindFace Multi).

e single_pass: ecsin true (mo ymosuanuio false), To He nepesamyckaTh 00pabOTKy IMOTOKA B CIydae
omuoOKU.

e router_url: IP-azpec u nopr komuonenta findface-facerouter (findface-security B crangapt-
Hoit koudurypanun FindFace Multi), B koropslit kommnonenT findface-video-worker ormpasiser
obHapy KeHHbIE JIUIA I TOCaeyIoneil 00paboTKy.

e stream_settings: mapamerpbl BUJEOIOTOKA, JAyOJaupylomue napamempv, B daiie koudburyparmn /
etc/findface-video-manager.conf (06sajas Hpu 3TOM GOJIBIIMM [IPUOPUTETOM ).

e status: ctaryc job-3amaHus.
e status_msg: JIONOJTHUTEIbHAs NHPOPMAIHS O CTaTyce job-3aanus.

e statistic: crarucruka BbINOJHEHUd job-3aManus (IIPOIOJIZKUTEIBHOCTD IIPOLECca 0OpabOTKH, KOJIH-
YeCTBO OTIIPABJICHHBIX W HEOTIIPABIEHHBIX 00bEKTOB, KQIPOBas IaCTOTa 00PabOTKMU, KOJUIECTBO 0Opa-
GOTAHHBIX U IIPOIYIIEHHBIX KaJIPOB, BpeMsl Hauaja 00pabOTKU U T. II.).

e worker_id: id sk3emrurspa findface-video-worker, BLITOTHAIONErO job-3a aHMe.

findface-ntls

JlokasbHbI cepBep aunersupoBanns findface-ntls — 9TO cepBUC, KOTOPBI yCTAHABINBAETCS HA BBIODAH-
HOM (PUBUTECKOM CepBepe U CayKuT s Bepudukarmu aunensnn FindFace. s Bepudukanmmm ncmoib3y-
I0TCA CJIeyIoNne UCTOYHUKNA:

e [iobasbhbrit cepBep Jinnensuit NtechLab. CiryKut jijist IMIIEH3UPOBAHKS B CETSIX C JOCTYIIOM B MHTEP-
HET, B TOM 4HCJIe C JOCTYIIOM Yepe3 IIPOKCU-CEPBEP.

e Kimrou ammapatHoit 3amutbl. CIyzKAT s JIUIEH3NPOBAHNS B 3aKPBITHIX CETSX.

Ucnonbayiite Be6-unTepdeiic FindFace Multi (Hacmpotixu -> JTuuensus) aus yupasienns findface-ntls
CJIEJTYFOIIMM 00pa30M:

® IIPOCMOTP CIHMCKA TPUOOPETEHHBIX (PYHKIIAN,

® [IPOCMOTP CIHUCKA TEKYIUX OrPAHUIEHUIH,

e 3arpyska daiiia JUIEeH3NH,

® IIPOCMOTP CIIMCKA IMOJIKJIIOUEHHBIX B IAHHBI MOMEHT KOMITOHEHTOB.
JIUIeH3npyoTcst ciieLyomnme KOMIIOHEHTHI:

e findface-tarantool-server,
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e findface-extraction-api,
e findface-video-manager,

e findface-video-worker.

Baxkno: [locie paspbiBa coequHeHnst MEXK/Iy cepBepoM Jntien3upoBanus findface-ntls u JUIEH3UPYEMBIM
KOMIIOHEHTOM WJIM MEXKJLy cepBepoM JuneHsupoBanust findface-ntls u ryrobaJbHBIM CEPBEPOM JIUIIEH3UPO-
BaHUsl, BpeMsl aBTOHOMHON pabOThI KOMIIOHEHTOB cocTapjsier 4 daca. OOparurech K CBOEMY MEHEIKEDY,
9TOOBI IPOJJIUTD EPUOJL ABTOHOMHON paboThl (10 2-X JHeit).

Hactpoiika kommonenTa findface-ntls BeinosiHseTCs Uepe3 daitn kouduryparnmu /etc/findface-ntls.
cfg. Bpl MOXXeTe IPOCMOTPETH €0 UCXO/IHOE COJIEPKUMOE 3MIeCh.

IlompzoBaTennpckas HacTpoiika findface-ntls BBIIOMHAETCA ¢ UCHIOTB30BAHUEM CJIEIYIONINX APAMETPOB:

Mapa- | Onucanue
mMeTp
license Marasor mis xpanenus daiiyia JIAIEH3UN.

listen| IP-ajpec cepBepa, ¢ KOTOPOrO OCYIIECTBJISIETCsI OOpAIeHre JIUIEH3UPYEMbIX KOMIIOHEHTOB B
findface-ntls. Jljs Toro urobbl pa3pemurs obparienue ¢ jgwboro IP-amgpeca, ycranoBure 3Ha-
yenue 0.0.0.0:3133.

proxy | IP-azpec u nopr mpokcu-cepsepa (ONIMOHAJIBHO).

ui IP-anpec cepsepa, ¢ koToporo 6yzer mocrynen Bed-uaTepdetic findface-ntls. s Toro 4TodbI
Pa3penmThb JIOCTYII CO BCeX apecoB, U3MEeHUTe 3HadeHue Ha ‘‘0.0.0.07".

findface-security

Kowmmonenr findface-security obecmedmBaeT JOCTYII KOHEYHOIO IIOJb30BaTeNs K MOYHKIUAM SIpa
FindFace. OrBeuaer 3a B3aumojeiicteue mex iy siapom FindFace Core u Beb-unTepdeiicoMm, a Takzke QyHKIH-
OHMPOBaHNE CHCTEMBI KaK eJMHOro 1esoro, peasmsyer HTTP- u Be6-cokers! (BMecte ¢ Django), oGHOBIIEHNE
6a3bl TaHHBIX U 6COTYKU.

Komnonenr findface-security takske BbinoJHseT GyHKImuu kommoHenTta findface-facerouter (uacTb
anpa FindFace), 3ajaBas npasusia 06paboTku oOHapyKeHHBIX 00beKTOB. OH I10JIydaeT PaMKy ¢ 00bEKTOM
U €ro HOPMAJIM30BaHHOE M300pasKeHne BMECTe C MCXOJIHBIM KaJIpOM M JPYTUMHU JIAHHBIMU (HAIIPUMED, JIa-
TOIl U BpeMeHeM ,ueTeKLU/H/I) or cepBuca findface-video-worker u nepenanpasnjisieT UX JJIs JaJIbHEHIIENH
obpaborku B cepBuc findface-sf-api.

Hacrpoiika kommomenta findface-security Boimosasiercss depe3 daitn  koHbwurypamuun /etc/
findface-security/config.py. Bel MOXKeTe IPOCMOTPETH €0 NCXO/IHOE COJIEPKIMOE 3OECh.

Qaitn /etc/findface-security/config.py COMEPXKUT IMOJPOOHBIE KOMMEHTAPUU IO KaXKJI0# HACTPOIIKe.
PykoBojcryiirech nmu npu koHdurypuposannu findface-security.
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findface-facerouter n nonb3oBaTenbCKMe naarnHbl

Baxxno: Kowmmonent findface-facerouter He BXOIUT B cocTaB cTaHaapTHOI Komdurypamun FindFace
Multi. ITpu HeOOXOAMMOCTH UCTIOMB3YHTE €0 JJIsT HHTETPAIIAHN.

Kommonenr findface-facerouter mpesacrabisier coboii cepBHC, Yepe3 KOTOPBI 3aai0Tcsl MpaBuja obpa-
60TKI OOHAPYKEHHBLIX Ha BUIEO 00DHeKTOB. IIpaBuia 3a1ai0Tcs B BUE MOJIb30BATE/IHLCKAX IIIATTHOB.

Kowmmonent findface-facerouter mpmHMMaeT HOPMAJM30BaHHBbIE M300parkeHUsT OOBHEKTOB BMECTE C HC-
XOZIHBIM KaJapoM u JApyroii mHbopmanueil (Hampumep, JATOH W BPEMEHEM JIETEKIIUM) OT KOMIIOHEHTa
findface-video-worker.

B obmem ciryuae mozBosisier 06pabaThIBATH MOy IEeHHBIE OOBEKTHI ITPOU3BOJIBHBIM CIOCOOOM, B TOM YHCJIE
OTIIPABJIATH UX HAIPAMYIO B mapTHepckoe npusoxkenne. B FindFace Multi dyukmuu findface-facerouter
BoiostHseT findface-security, KOTOPKI IepeHanpasiisieT 00beKThl B KOMIoHeHT findface-sf-api.

Tlonnsbrit cimcox dyHKIMIA:
e 3ajiaHMe TIPaBUI 0OPabOTKU OOHAPYXKEHHBIX HA BHUJIEO OOBEKTOB,

e lepeHanpaBieHue OOHAPYKEHHBIX 00beKTOB B KomIioHeHT findface-sf-api wiau apyroit cepsuc (B
TOM YHUCJIEe CTOPOHHEeE IPUJIOZKEHHE) sl OCJIeyIomieil 00paboTK.

Hactpoitka xkommonenta findface-facerouter BeimoJsiHsIeTc depe3 aitn  koudwurypamun /etc/
findface-facerouter.py. Bsl MoKeTe IPOCMOTPETH €r0 UCXOTHOE COIEPIKIMOE 3eCh.

TTonb3oBaTenbckast HacTpoitka findface-facerouter BBIMIOIHAETCS C UCIOJb30BAHMEM CJIECIYIOMINX IIapa-
METPOB:

Mapametp Onucaxnue

sfapi_url | IP-ampec u mopt cepsepa findface-sf-api.

plugin_dir| Karasmor ¢ marnHaMu, OIPEJIE/IAIONIMME IpaBuja 06pabOTKNA OOHAPYKEHHBIX HA BUJIEO
00'BEKTOB.

PassepTbiBaHue findface-facerouter B FindFace Multi

st pa3BeprhiBanus KomrnonenTa findface-facerouter BBIMOJTHUTE CAEAYIONTNE AEHCTBUS:

1. Ycranosute findface-facerouter ub0 U3 KOHCOALHO20 UHCNAAAAMOPAE, JTAOO U3 apt-PEIIO3UTOPHUS
CJIeYFOIIMM 00pa30oM:

sudo apt update
sudo apt install -y findface-facerouter

2. Orkpoitre daitn konduryparun /etc/findface-facerouter.py.

sudo vi /etc/findface-facerouter.py

3. Ecin xommonentst findface-facerouter u findface-sf-api ycTaHOBJIEHBI Ha pa3HBIX (GU3UIE-
CKHX cepBepax, packoMMmeHTHpyi#iTe mnapamerp sfapi_url wm ykaxkure B Hem IP-agpec cepsepa
findface-sf-api.

sfapi_url = 'http://localhost:18411"

2.6. MpunoxeHus 89



FindFace Multi, Boinyck 1.1

4.

Orkpoiite daiin koudburyparuu /etc/findface-security/config.py. B mapamerpe ROUTER_URL ak-
ryanusupyiite IP-anpec u nopr findface-facerouter (o ymosuanuto mopr 18820). IP-agpec yka-
3bIBaeTCd BHEIIHUN WM BHYTPEHHHUII B 3aBUCHUMOCTH OT ceTH, o kKoTopoil findface-video-worker
B3anMozeiicTByeT ¢ findface-facerouter.

sudo vi /etc/findface-security/config.py

FFSECURITY = {
'ROUTER_URL': 'http://127.0.0.1:18820/v0/frame?’,

. Hobasbre ceppuc findface-facerouter B aBrozarpy3ky Ubuntu u 3amycrure cepBuc.

sudo systemctl enable findface-facerouter.service && sudo systemctl start findface-
—facerouter.service

. IlepezamycTture cepuc findface-security.

sudo systemctl restart findface-security.service

Hacrtpoiika findface-facerouter Ha ucnosib3oBaHue nJjarvHoOB

Baxkno: O06s3aTe/IbHO IIpEIBAPUTEIbHO UMEHUME CTPYKTYPY buomerpudeckoil 6a3bl Tarantool B coor-
BETCTBUE C IpaBUjiaMu 06pabOTKU, 3aJJaHHBIMU B IIJIATMHAX.

Baxxno: Kowmmonent findface-facerouter J0KeH OBITH yCMaHOBAEH U HACTPOEH.

Lt mactpoitkn komnonenTa findface-facerouter Ha WCIOIb30BAHUE IJIATUHOB BBITOJHUTE CJIETYIOIIIE
JIEACTBULA:

1.

IlomecTure IarnH B KaTajor 1o Bamemy BbI60py. Bee HCIIOJIb3yEeMbI€ IIJIaI'MHBI JOJI2KHBI HaXOIUTHCA
B OIHOM KaTaJiore.

. Orkpoiire daitn koudwuryparun /etc/findface-facerouter.py. PackommenTtupyiite mnapamerp

plugin_dir u ykaxXuTe KaTajor ¢ IJIardHOM.

ITpenynpexaenne: Comepxkumoe findface-facerouter.py J0JKHO IIPEJCTABIATL COOOI CHH-
TaKCUYECKU KOPPeKTHBIN Kox Python.

sudo vi /etc/findface-facerouter.py

plugin_dir = '/etc/findface/plugins/"’

Ilepezamnycture findface-facerouter.

sudo systemctl restart findface-facerouter.service
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an/IHU,VIl'IbI HanucaHna niaarunHa

B atom paspene:

o Apzumexmypa naazuna

Memod preprocess

Memod process

Memod shutdoun

ApxuTtekTypa nnaruHa

TTocne Toro xak kommonenTt findface-video-worker oOHApyKHBaeT JIUIO, OH OTIPABJSET €r0 B KOMIIO-
mentr findface-facerouter B Bume HTTP API sanpoca. s 06paboTKu 3alpoca KayKIblil IJIAruH J0JIXKEH
KcHopTupoBaTh GyHKIUO activate(app, ctx, plugin_name, plugin_source).

ITapamerpsr dyHKINKN activate:
e app: CyIIHOCTb tornado.web.Application koMnonenTa findface-facerouter.
® CtX: KOHTEKCT, IIepeJlaBaeMblil INIArNHYy IPU aKTUBAIIUN.
e plugin_name: UM aKTUBUPYEMOI'O IJIaruHa.
e plugin_source: 0OBEKT UCTOTHHUKA, U3 KOTOPOT'O 3arpy>KaeTcs IIJIarHH.
IIpu akTuBaIuy NJIaruHy IepeIaeTcs CJIEYIONUil KOHTEKCT:

1. request.ctx.sfapi: nacTpoennsiit 3k3emiiap ntech.sfapi_client.Client, K KOTOPOMY MOXKHO 00-
pamaThCs HAIPSAMYIO JJisi 00pabOTKY pe3ysbTaTa BUJEOIeTeKInn (Co3/IaHne HOBOM rajepen, 1o6aBie-
HUe JIAIA B Tajepero u T. J.).

2. plugins: OrderedDict co Bcemu marunavu (key: ums IuiaruHa, value: pe3yJibTaT, BO3BPAIIECHHBIN
dyukuueii activate).

3. idgen: rereparop id, KOTOPBIIl MOXKeT BBI3bIBATHCA Kak ctx.idgen().

Oyukius activate(app, ctx, plugin_name, plugin_source) JIOJ2KHA BEPHYTH OOBEKT CO CJIE/YIONTUMEI
METOJaMHA:

1. preprocess,
2. process,

3. shutdown (ONIHMOHAIBHO).

Mertop preprocess

B mamrOM MeTO/le TLTATMH pEIIaeT, MHTEPECYET JIM €0 MOJYYeHHOe JIUIO, U €CJIU J1a, BO3BPAIIAET KOPTEXK
WK CIUCOK, COJEPKAIINN OJIHY MJIM HECKOJIBKO CTPOK: ‘facen’, ‘gender’, ‘age’, ‘emotions’, 4TO COOTBET-
CTBEHHO O3HAYAET, YTO HYKHO M3BJI€Yb BEKTOD LIPU3HAKOB, PACIIO3HATH I10JI, BO3pacT u/miu smonuu. Ecin
BO3BpAIIEHHBbIE KOPTEXK WJIN CIIMCOK HEeIycThl, KoMIoHeHT findface-facerouter mepenamnpasniisieT oOHAPY-
JKeHHOe JinTo B KommoneHT findface-sf-api B 3ampoce /detect POST ¢ COOTBETCTBYIONIMME apaMeTpaMu
B query string (facen=on, gender=on, age=on, emotions=on).

Cunrakcuc 6a30BOro MeTo/la preprocess, 0T KOTOPOro CJelyeT HacJenoBarbes (cM. Kiacc Plugin):
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preprocess (self, request: FrHTTPRequest, labels: Mapping[str, str]) — Tuple[str]

ITapameTpst

FrHTTPRequest (tornado.httpserver. HTTPRequest) — HTTP API sanpoc,
KOTODBIi BKJIIOYAET B ceOsl IOLIOJHUTEJIBHBIH apryMeHT params

labels (dictionary) — HOJIB30BATEILCKUI HAOOD METOK KaJpa, KOTOPBIi
3aJaeTcd B IapaMeTpax 3aJaHud Jjiad KoMnoHneHTa findface-video-worker
U 3aTeM IIPUCBaUBaETCdA KaJpy

Apryment params FrHTTPRequest comepxkut ciesyrorue moJst:

ITapameTpst

Permmenne 06 o6paborke Juia NpruHUMAETCs Ha OCHOBAHUU JAHHBIX U3 request.params, B TOM YHCJE II0JIb-

photo (bytes) — xaup c sunom B dpopmare JPEG
face0 (bytes) — HOPMAIM30BAHHOE U300PAKEHHE JIALA

bbox (list of integers [[x1,y1,x2,y2]], where x1: x coordinate of the top-left
corner, y1: y coordinate of the top-left corner, x2: x coordinate of the bottom-
right corner, y2: y coordinate of the bottom-right corner) — xoopmunaTn
PAMKH C JIUIIOM B KaJipe

cam_id (string) — id Bumeokameps
timestamp (datetime.datetime) — BpeMeHHAs METKA KaJpa

detectorParams (dictionary) — cioBapb CO CILy2KeOHO-OTIIAI0IHON HHGOP-
Maleil oT JIeTeKTopa

bs_type (string) — pexkuM IIOHCKa JIydIIero Kajpa. JloCTynHble OIIuu:
overall (Gydepublii pexkum: Ha CepBEp OTHPABJIETCA KaJp, KOTOPLIH ObLI
JIUIIUM 32 BECh II€PHOJ] HAXOXKJEHWs JIUIA B II0JI€ 3PEHUs BUIEOKAMEDDI),
realtime (pexkuM peasibHOIO BPEMEHU: Ha CEPBEP OTHPABJISIIOTCH KaJIPbl, CUU-
TAIOIIHEC JIYUIIUMU B IIOCJIE[0BATEIbHBIX HHTEPBAaX).

labels (dictionary) — (myGuaupyer params.labels) mosb3oBaresnbckuii Ha-
6Op METOK KaJipa, KOTOPBI 3a/1aeTCsl B lIapaMeTpax 3a/IaHus Jjisi KOMIIOHEH-
Ta findface-video-worker u 3aTeM HpuUCBaUBACTCA KaIAPy

30BaTEILCKOTO HAOOpa METOK, & TaKKe M3 JIIObIX JPYTUX COOOparKeHuil.

MeTop process

JlaHHBINH METO] BBI3BIBAETCSI, €CJIH METOJL PTreprocess BEPHYJI HeIlyCToi KopTeK min ciucok (facen’, ‘gender’,
age’, ‘emotions’). ITocse Toro, kak KomroHeHT findface-sf-api BepHYJI OTBET C PE3YJIBTATOM JETEKIUH (CM.
zanpoc /detect POST) co BceMHu 3alpOIIECHHBIMU IIapaMeTpaMu Jimia, Komnonent findface-facerouter

3

BBI3bIBAET METO/] \pI'OCGSS IIarvHa JJId BBIITOJITHEHU A COOCTBEHHO O6pa6OTKI/I JIMIIA.

g BeiosiHeHuss 06paboTKu JIMIla IJIArMH UCIIOJIb3yeT request.ctx.sfapi.

Cunrakcuc 6a30BOro METOZla process, OT KOTOPOro cJje/yeT HacJIeJ0BaATbCA (CM. KJI1acc Plugin):

process (self, request: FrHTTPRequest, photo: bytes, bbox: Listfint], event id: int, detection:
DetectFace)
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MeToa shutdown

JlaHHbIIT METO/T BBI3BIBAETCS TOJHKO TEpeT 3aBepiinenneM paboTsl kommonenTa findface-facerouter.
Cunrakcuc 6a30Boro Merosa shutdown, oT KOTOPOro ciemyer HacaenoBarbest (M. Kiaace Plugin):

shutdown (self)

Knaccebl n MeToAbl NarnHos

B atom paspene:

e Lasoswvie xaaccol

Kaacev 0o6sexmos

Obnapyotcenue auya u paboma ¢ 2aAepesmu

o Duavmpoi, 044 noucka no baze JaHHHLT

Omobpaosicenue coobuenuti 06 owubdbrax

Basosble knaccol

class facerouter.plugin.Plugin

JlaHHBII KTacc MpeaocTaBIsgeT 6a30BbIe METOIbI IJIsi HAITUCAHNS IJIarnHa, OMMUCAHHBIE B pa3aeie [Ipuri-
yunvL Hanucanua naazuna. I11oab30BaTeIbCKIH KIacC, BBIMTOIHSOMMWA poJIb 000J0UYKHN JIJIs IJIArnHa,
JOJIZKeH HaCJIeIoBaTh OT KJacca Plugin.

preprocess (self, request: FrHTTPRequest, labels: Mapping[str, str]) — Tuple[str]

Bozsparmaer koprexk, BKJIOYAONM B ce0s OIHY WM HECKOJIBKO CTPOK: ‘facen’, ‘gender’,
‘age’, ‘emotions’, YTO COOTBETCTBEHHO O3HA4aeT, 4T0 KomuonenT findface-facerouter mos-
JKeH 3alpocuTh y KoMnoHeHTa findface-sf-api usBiedenue BeKTOpa IIPU3HAKOB, PACIO3HATH
I0J1, BO3PACT U/UJIU SMOIIUU.

ITapameTrpsnt

e FrHTTPRequest (tornado.httpserver.HTTPRequest) — HTTP API zaupoc, xo-
TOPBIHl BKJIIOYAET B ce0sl JOMOJIHATEIBHBIN APTyMEHT params

e labels (dictionary) — IOJB30BATEIbCKUE METKH U3 request.params

Pesyabrat
OJlH& WJIN HECKOJIBKO CTPOK 'facen', 'gender', 'age', 'emotions'

Twun pe3ysbraTa
tuple

Apryment params FrHTTPRequest comepxkur cieyrorue moJist:
ITapameTpst
e photo (bytes) — kazp c qunom B dhopmare JPEG

e face0 (bytes) — HOPMAIM30BAHHOE N300parKEHHE JIHIA
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e bbox (list of integers [[x1,y1,x2,y2]], where x1: x coordinate of the top-left corner,
y1: y coordinate of the top-left corner, x2: x coordinate of the bottom-right corner,
y2: y coordinate of the bottom-right corner) — xKoopsuHATBI pAMKE C JIULIOM B KaJpe

e cam_id (string) — id Kamepsr
e timestamp (datetime.datetime) — BpeMeHHAsI METKA KaJpa

e detectorParams (dictionary) — cjaoBaphb €O CIyKEOHO-OTIIAOUHOMN nHMOPMAIY-
el OT JeTeKTopa

e bs_type (string) — pexuM noucka Jydimiero kajapa. Jocrynnbie ommuu: overall
(6ybepHbLil pexkuM: Ha CepBep OTIPABJISETCS KaJAD, KOTOPbIii ObLI JIy YIIIM 38 BECh
[epHOJI, HAXOXK/IEHUsI JIUNA B [I0JI€ 3PEHNs BUJIEOKAMEDHI ), realtime (pexkumM peastb-
HOT'O BPEMEHHU: Ha CEPBEP OTIIPABJISIFOTCS KAJIPhI, CAUTAIOIIIECS JIyYIITNMHI B TIOCTIE-
JIOBATEJIbHBIX UHTEPBAJIAX).

e labels (dictionary) — (ayGmupyer params.labels) mnosbsoBarenbckuii HaGOD
METOK KaJpa, KOTODBIil 3ajaeTcd B IlapaMeTpax 3aJaHud JJjid KOMIIOHEHTa
findface-video-worker u 3aTeM IpuCBauBaeTCA KaJapy

process (self, request: FrHTTPRequest, photo: bytes, bbox: Listfint], event id: int, detection:
DetectFace)

IIpunumaer arpubyThl OOHAPYKEHHOTO JIUTIA.
ITapameTpbi

e request (tornado.httpserver.HTTPRequest) — HTTP API-zanpoc or
findface-video-worker

e photo (bytes) — kazp c smnom B dhopmare JPEG u3 request . params

e bbox (list of integers [[x1,y1,x2,y2]], where x1: x coordinate of the top-left corner,
y1:y coordinate of the top-left corner, x2: x coordinate of the bottom-right corner,
y2: y coordinate of the bottom-right corner) — KoopauHaTBHI pAMKH € JUIOM B KaJpe
u3 request.params

e event_id (uint64) — id oOHapy:KeHHOro Ha BHJEO JUIA (aBTOMATHYE-
CKHM 3amaercda KommoHeHTOM findface-facerouter mpm mnoJsydeHnu Juna OT
findface-video-worker). MoxeT HCIIOIB30BATHCS B KAYECTBE IIOJIB30BATEIHCKO-
ro uaeHTUudUKATOPa JUIa B 6a3e JAHHBIX.

e detection (objects.DetectFace) — pe3yJbTarT JETEKIUH, HOJYUYEHHBIH OT KOM-
norenTa findface-sf-api, BKJIOYAIONMT B cebsi 3aIIPOIIEHHbBIE TAPAMETPHI JIUIIA,
TaKue KaK BEKTOD IIPU3HAKOB, I10JI, BO3PACT, SMOIIUU.

Pesynabrat
H/I
Tun pesysnbraTa
n/a
shutdown (self)
JlaHHBIT ~ MeTOI  BBI3BIBAETCS  TOJBKO  Iepes  3aBepireHneM  paboOTbl  KOMIIOHEHTA
findface-facerouter.
ITapameTrpsi
H/TI

Pesyaprat
H/0
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Knaccbl 0bbekToB

class objects.BBox

IIpexacrasisier cob0it KOOPAMHATHI PAMKH C JIUIIOM.

class objects.DetectFace

IIpencrasisger coboil pe3yabTaT NETEKIAU CO CJIEIYIOMUME IOIAMU:
ITapameTrpsl
e id (string) — id pesynbrara gerekiun B memcached
e bbox (objects.Bbox) — KOOPJHMHATHI PAMKH C JIAIIOM

e features (dictionary) — undopmarus o nose (gender), Bo3pacre (age) U IMOIUAX
(emotions) (oOHIMOHAIBHO)

class objects.DetectResponse

IIpencrasisier coboit comcok 00beKTOB objects.DetectionFace ¢ IONOJIHUTENBHBIM —IIOJIEM
orientation, comepxkamum nadopMmaruio 06 opuerTaruu EXIF jiura.

ITapameTpsbl
orientation (EXIF orientation) — opueHTAIUs OOHADPYZKEHHOIO JIATIA

class objects.FaceId(namedtuple('Faceld', ('gallery’, 'face’)))

IIpencrasisier coboit 0OBEKT MOJIB30BATETBCKOTO UIEHTU(MUKATOPA JIUIA B Tajepee.
ITapameTrpsnl
e gallery (string) — uMs rajgepen
e face (integer) — 10Jb30BATE/ILCKUI UIACHTU(MUKATOD JIANA B rajepee

class objects.Face

[Ipencrasiisier coboil pe3yabTaT MOUCKA JHIla B 6a3e JAHHBIX 110 OMOMETPHIECKOMY 00pas3ity
ITapameTrpsbl
e id (objects.Faceld) — obbekr Faceid
e features (dz’ct’iona’r‘y) — uHQOpMAaIINs O IMOJIe, BO3PACTE W IMOIIMUAX
e meta (dictionary) — MeTaJaHHBIE JIAIA

e confidence (float) — cTemeHb CXOXKECTH JIAIA C 3aJAHHBIM OUOMETPUIECKUM 00-
pasnoM

class objects.ListResponse

IIpeacrasisier coboii crrcok 06beKTOB objects.Face (T. €. CIMCOK Pe3yJIbTaToB [IOUCKA 110 OHOMeTpU-
9eCKOMy 00pasily) ¢ JIONOJIHUTENbHBIM [OJIeM next_page, COIEPKAIUM HHMOPMAIMIO O CJIeyorei
CTPAHUIE C Pe3YIbTaTaMU.

ITapamerpsbl
next_page (string) — Kypcop CJeyIOIeil CTPAHUIbI ¢ PE3YJIbTATAMI [OMCKA
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O6Hapy>xeHue nuua v pabora c ranepesmn

class ntech.sfapi_client.client.Client

IIpenocraBisier 6a30BbIe METOMBI JIJIsi OOHAPYKEHUsI JIUI HAa N300pakKeHuu 1 pabOThI C TAJePEsiMU.

detect (self, *, url=None, image=None, facen—=False, gender=False, age=False, emotions=Fulse,
return_ facen="False, autorotate=Fulse, detector: str = None, timeout=None) —
DetectResponse

ObHapy>KUBaeT JUIa Ha N300ParKEHUH U BO3BPAIIAET OOHAPYKEHHBIE JIUIIA.
ITapameTrpsl

e url (URL) — URL uzobpaxkenusi, ecjiu BbI IiepeaeTe 00LIIe[0CTYIIHOE U300parkenue
U3 UHTEPHeTa

e image (bytes) — daitn PNG/JPG/WEBP, eciu Bbl nepenaere u3obpakenne B
Buge (daitna

e facen (boolean) — u3BJIEUb BEKTOD IPU3HAKOB M3 OOHADYKEHHOrO Jiuna. st co-
XpaHeHHsl pe3ysbTara jgereknuu B memcached mepenaiite facen=True.

e gender (boolean) — u3BJjiedb U BEepHYTb MHMOPMAILIUIO O [OJIe

e age (boolean) — u3Biedb U BepHYTh MHMOPMAILIUIO O BO3pacTe

e emotions (boolean) — u3BjeYb U BepHYTH UHGMOPMAIMIO 00 IMOIUAX

e return_facen (boolean) — BepHYTHh BEKTOD IIPU3HAKOB B pe3ysbrare paboThl Me-
TO/IA

e autorotate (boolean) — aBTOMATHUYIECKU TOBEPHYTHh n300parkeHue B 4-X pPas3sHbIX
OPHUEHTAINX JIJIs OOHAPY2KEHUS JIUIT B KaXKJI0# nx HuX. [lepecekarormmecst Hampas-
serusi ¢ IOU > 0.5 OymyT oObeIuHeHbI

e detector (boolean) — MoxeT npuHEMaTh 3Hadenue nnd win normalized. erex-
Top normalized MCIOMB3yeTCs I OOPAOOTKM HOPMAJIU30BAHHBIX M300PAKEHMUIA,
HaIpuMep, MOCTYHAIONIUX OT BUIEOJEeTEKTOPa JIUI]

e timeout (number) — MakcuMaJbHOE BpeMsl OKuJaHus oreTa oT siapa FindFace B
CeKyH/laX (ecju none, HCIOJb3yeTCsS BPEMst OKUJAHUS OTBETA, 3a/IaHHOE 110 yMOJI-
YAHUIO)

Pesynabrat
PezynbraT nerexkmnuun

Twun pesyabraTa
O6mbekT DetectorResponse
gallery (self, name)
Bosspamaer o6bekT sfapi_client.Gallery g nocsemytomieil ¢ HuM paboThbl (HALPUMED, I10-

JIyYEeHUs CHHCKA JIUIL).

ITapameTrpsl
name (string) — MMsl Tajgepeu

Pesyabrat
00BEKT THUITA, «TajIepest»

Twun pe3ysbraTa
sfapi_ client.Gallery
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list_galleries(self, timeout=None):

Bozsparmaer criucok rasepeii.

ITapameTrpsl
timeout (number) — MakcuUMasbHOE BpeMsi OXKHJaHWs oTBera oT siipa FindFace B
ceKyH/1ax (ec/M none, UCIOJb3YETCS BPEMsl OXKUJAHUS OTBETA, 3aJaHHOE 110 yMOJIYa-
HUIO)

Pesynabrat
CIICOK Tasiepeil co coiicTBaMu name (MMs TaJepeH, CTPOKA) U number (KOJMYECTBO
JIMI[ B TaJleper, IHCIIO)

Twun pesyabraTa
list of GalleryListItem

class ntech.sfapi_client.gallery.Gallery

Hpe,ﬁ[OCTaBHHET METOAbI IJId pa6OTbI C raJiepedMn 1 JIMIIaMi B HUX.

list (self, * filters: Iterableffilters.Filter] = None, limit: int = 1000, sort: str = ', page=None,
ignore__errors=Fulse, timeout=None) — ListResponse

Bozsparmaer 00beKT THIIA CIUCOK C JINIIAMHU U3 TaJ€Per, YAOBJIETBOPAIONINMY 33JaHHBIM (DUIIb-
TpaM. Bo3Bpamaemblit 00bEKT THIA CIIMCOK COIEPXKUT JIOTOJTHUTEIBHOE CBOMICTBO next_page, Ko-
TOpOe MOXKEeT HCIIOJIb30BaThCsl KaK 3HaUeHUe IIapaMeTpa page B IIOCJIeAYIONIUX 3aIIpocax.

ITapameTrpbi
e filters (sfapi_client.filters.Filter) — cumcok GHIBTPOB
e limit (integer) — MaKCHMAJILHOE KOJMYECTBO JIWI] B OTBETE

e sort (string) — MeTOs COPTHPOBKHU Jinil. Bo3MoxKHbIe 3HaueHns: id (o Bospac-
raruio id), -id (mo yoeiBanmio id), -confidence (10 yOBIBAHUIO CTEIEHH CXOXKECTH
sun). Copruposka 1o id Bo3MOXKHA TOJILKO [P OTKJII0YeHHOM busibrpe facen, Ko-
TOPBILIT 33/1a€T BEKTOP IPU3HAKOB JIJISA IIONCKA B 6a3e JaHHBIX (T.H. HIeHTH)UKAINS
mna). HaoGopot, copTupoBka 1o crenenu cxoxkectn Jmi, (confidence) Bo3MOXKHA
TOJIBKO IIPH BKJII04eHHOM buiibTpe facen. [lo yMoI4aHIIO METOJ UCIIOJIB3YET COP-
TUPOBKY 110 Bo3pacTanuio id (BEKTOP IIPU3HAKOB He 3a/1aH) U [0 YObIBAHUIO CTEleHN
CXOKECTH JIAIL (BEKTOD MPU3HAKOB 3aJ1aH).

® page — BePHYTHb Pe3yJIbTAThl, HAYNHAS C yKa3aHHO# cTpanuiisl. Homep ciemyomnieit
CTPaHMUIIBI C pe3yJIbTaTaMH BO3BpAIlaeTCs B OTBETe cepBepa B BUJe next_page.

e ignore_errors (boolean) — Urnopuposarsh omubKy obpainenus K 6a3e JaHHBIX,
€CJIU TIOWCK MO TaJjiepee BBIMOJIHSETCs, KOI/a HEKOTOPBIe cepBepa 0a3bl JTaHHBIX
HeOCTYIHBL. B 3TOM cirydae monck Oy/1eT BBIITOHEH C UCIOJb30BAHIEM JIOCTYITHBIX
cepBepoB.

e timeout (number) — MakcuMaJbHOE BpeMsl OkujaHus orseta oT siapa FindFace B
CeKyH/laX (ecjm none, MCIOJb3yeTCs BPEMsl O:KUJIAHUS OTBETa, 3a/IaHHOE 110 yMOJI-
YAHMIO)

Pesynabrat
CITHICOK C JINIIAMU U3 TAJIEPEH, YIOBJIETBOPSIONIIME 38/ IAHHBIM (DIIBTPAM.

Tun pesysnbraTa
ListResponse object

add (self, new_id: Unionfint, Callable], source: Union[DetectFace, Face, str[, *, meta: Dict/[str,
Unionfint, str, List[str]]] = None, regenerate_ attempts=None, timeout=None) — Face

Cozmaer Jiaro B rajiepee.
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ITapameTrpsl

e new_id (integer or callable)— noab30BATENBCKUN NIEHTUMOUKATOD JHIA B Oa-
3e manubix. Moxer 6biTh (async) callable, koropoiii Bozpammaer id. s renepanuu
id mokeT ucnosb30BaThCd MYHKIUA ctx.idgen() U3 KOHTEKCTA.

® source (sfapi_client.DetectFace, sfapi_client.Face, sfapi_client.

FacelId, or st'm'ng) — UCTOYHWK, U3 KOTOPOrO JIUIO Jj00aBjsercs B 0a3y
JIAHHBIX, MOXET IIPEJICTaBJIsITh CODOH JMI0 B 0Oa3e JAHHBIX WM PE3YJIbTaT
TeTEeKITUH.

e meta (dictionary) — Mmerazanuble juna. Kioun MoryT 6bITh CTpOKAMH, a 3Ha-
YeHUs — IEeJIBIMHU YUCJaMU, CTPOKAME WJIN CIucKaMu cTpok. llepen mobassiennem
MEeTaIaHHBIX B 0a3e JAaHHBIX JOJI2KHA OBITH CO3/IaHA COOTBETCTBYIOINIAs CTPYKTYpa.

e regenerate_attempts — KOJIMYECTBO IOIBITOK MeHEPAINN yHUKAJIBLHOTO id dyHK-
nueit ctx.idgen(), ecau new id callable.

e timeout (number) — MakcUMaJbHOE BpeMs OxKuaHus orBera or siapa FindFace B
CeKyH/Iax (ecsm none, UCIOJIb3yeTCsT BPEMsl OKUJAHAS OTBETA, 3aJIAHHOE 110 yMOJI-
YAHMIO)

Pesyabrat
MpeJICTaBJIeHIE CO3/IAHHOTO JIUIA

Twun pesyabraTa
Face object

delete (self, face: UnionfFace, int], timeout=None) — None
Yiasser JUIo U3 rajaepeu.

ITapameTpsnt

e face (sfapi_client.Face, sfapi_client.Faceld or id in integer) — ju-
110, KOTOPO€e HYZKHO YJaJUTh U3 06a3bl JTaHHBIX

e timeout (number) — MakcuMaJbHOE BpeMsl OKuJaHus orera oT siapa FindFace B
CeKyH/lax (ecjy none, MCIOJb3yeTCsl BPEMsl OKHJAHUS OTBETA, 3a/IaHHOE 110 yMOJI-
YAHMIO)

Pesynabrat
None

get (self, face: UnionfFace, int], timeout=None) — Face
Bossparmaer Jsinio u3 rajepen.

ITapameTrpnbi

e face (sfapi_client.Face, sfapi_client.Faceld or id in integer) — ju-
110, KOTOPO€e HYKHO U3BJledb U3 0a3bl JaHHBIX

e timeout (number) — MakcuMaJbHOE BpeMsl OKuiaHus orseta oT siapa FindFace B
CeKyH/laX (ecjm none, MCIOJb3yeTCsI BpeMsl OKUJAHUS OTBETA, 3a/IaHHOE 110 yMOJI-
YAHMIO)

Pesynabrat
[IpeJICTABJIEHUE JIUTIA

Tun pesysnbraTa
Face object
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create (self, timeout=None) — None

Cosnmaer ranepero B findface-sf-api B Buge ob0berta sfapi_client.Gallery. OObexrT
sfapi_client.Gallery npencrasiisieT coOOi MPOMEXKYTOUHBIA OOBEKT, U Jiisi pAOOTHI C HUM He
TpebyeTCsl HAJIMIUN TAJIeper Ha CepBepe.

ITapameTrpnbi
timeout (number) — MaKCHMaJbHOE BpeMs OXKHJaHHs oTBeTa oT siipa FindFace B
CeKyH/jaX (ecim none, UCIIOIb3YETCsE BPEMsT OKIIAHIS OTBETA, 33 JaHHOE 10 YMOJTda-
HUIO)

Pesynaprat
None
drop (self, timeout=None) — None:
Vnanser ranepero u3 findface-sf-api.
ITapameTpst
timeout (number) — MakcumasbHOE BpeMs oxKujaHust orBera or sipa FindFace B

ceKyH/ax (€CJIM none, MCIOIb3YeTCsl BPeMsl OKUJIAHHST OTBETA, 33IaHHOE 110 YMOJIa-
HHUIO)

Pesyabrat
None

update (self, face: UnionfFace, strf, *, meta: Dict[str, Unionfint, str, List[str[[] = None,
timeout=None) — Face

PenakTupyer MeTasaHHbIe JUIA B rajgepee.
ITapamerpsr

e face (sfapi_client.Face, sfapi_client.Faceld or id in integer) — Ju-
10, MeTaJaHHble KOTOPOr'O HY2KHO 3aMEHUTh B 6a3e JaHHBIX

e meta (dictionary)— MeTaJaHHBIE JUIA, KOTOPbIE HY?KHO 3aMeHUThb. Kirioun MoryT
OBITH CTPOKaMU, 8 3HAYEHUS — I[EJIBIMU YHCJIAMU, CTPOKAME WJIA CIUCKAMHU CTPOK.
Ecan nonst meta me nmepenarorcs wian null, oHn He U3MeHAIOTCS B 6a3€ JTaHHBIX.

e timeout (number) — MakcuMaJbHOE BpeMsl OKujaHus orsera oT sapa FindFace B
CeKyH/lax (ecjy none, UCIOJIB3YeTCS BPEMs OKHJAHUS OTBETA, 3a/IaHHOE II0 yMOJI-
YAHUIO)

Pesynabrat
[IpeJICTABJICHNEe U3MEHEHHOTO JIUIIA

Twun pesyabrata
Face object

DunbTpbl 4N noucka no base gaHHbIX

class ntech.sfapi_client.filters.Filter
O6muii kinacc. [Ipencrasisger coboi CBOAHBIH CIUCOK (DUILTPOB (CO 3HAUEHUSIMHU), KOTOPBIE JOJIZKHBI
OBITH TPUMEHEHBI K COJEPXKUMOMY TAJIEPEN.
serialize (self)
Meton nyis nepenadn crucka GUIBTPOB CO 3HAYeHUsIMEA B KOMIOHEeHT findface-sf-api.

Pesynabrart
UMEHA U 3HAYEeHUs 3aJ[aHHBIX (PUIBTPOB
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Twun pesyabraTa
tuple (filtername®, [«valuel», «value2»]).

class ntech.sfapi_client.filters.Id

HpeﬂOCTaBHHeT MeTOAbI JJIdA (bI/IJIpraHI/II/I COLEPZKUMOI'O TraJjiepeun 1mo ld ﬂJIH HCITIOJIB3OBaHUA (l)I/IJH)Tpa
HY?KHO HAIIPSIMYIO BBI3BaTh cooTBeTcTBYIoMmumi classmethod, ne cozmaBas sk3eMIuisp KJacca.

classmethod 1lte(cls, value: int) — Filter

Ounbrp LTE. Beibpars Bce ynna ¢ id, MEHBITUM WU PABHBIM yKa3aHHOMY.

ITapameTpst
value (integer) — 3uauenue id

Pesyabrat
nmst duibrpa (LTE) u ero 3Hadenue.

Twun pesyabraTa
06bexT Kiaacca Filter.

IIpumep: Id.1te(1234) BrIOupaer Jymna c id, MEHBIINM WJIM PABHBIM 1234.

classmethod gte(cls, value: int) — Filter

Ounbrp GTE. Beibpars Bce juna ¢ id, OOJIBIIMM WJIM PABHBIM YKAa3aHHOMY.

ITapameTrpnbi
value (integer) — 3uauenue id

Pesynabrat
nmst uibrpa (GTE) u ero snavenne.

Twun pesynabrata
00beKkT Kiaacca Filter.

[Ipumep: Id.gte(1234) Boibupaer auna c id, 60abnuM Uan paBHbIM 1234,
classmethod oneof (cls, *value: Unionfint]) — Filter
Ounwstp IN. Beibpars quma ¢ id u3 3agaHHOi TOCIe10BATEILHOCTH.

ITapamerpsr
value (list of integers) — cuucok 3HaueHuii id

Pesyabrat
ums buiabrpa (IN) u ero snadenue.

Twun pesyabraTa
obbexT Kitacca Filter.

IIpumep: Id.oneof (1234, 5678) Boibupaer Jmio ¢ id 1234 u/uam 5678.

class ntech.sfapi_client.filters.Meta
IIpemocraBisier MeTOBI 1151 (DUILTPAIIUN COJIEPKUMOTO Tajepen 1Mo MeTaJaHHbIM. JIJist BCIo/Ib30BaHmst
buIbTpa HYKHO HANPSIMYIO BBI3BATH COOTBETCTBYIOIIMIT METO], HE CO3/IaBasl YK3EMILISP KJIACCA.
classmethod 1lte(self, value: Unionfstr, int]) — Filter
Qunsrp LTE. Bribpars Bce suifa, y KOTOPBIX OIpPeIe/IeHHas CTPOKA B METAIAHHBIX MEHBIIIE HJIH

paBHa YKa3aHHOMY 3HA4YE€HUIO.

ITapameTrpsl
value (string or integer) — 3HAUYEHHE CTPOKHU C METAIAHHBIMU

Pesyabrat
umst buibrpa (LTE) u ero 3nauenue.
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Twun pesyabraTa
obbexT Kitacca Filter.

IIpumep: Meta(‘foo’).1lte(1234) BwiOUpaer JmIa C METa-CTPOKOH foo, MMEIOIEeil 3HadYeHUE
MeHbIIlee NI paBHoe 1234.

classmethod gte (self, value: Unionfstr, int]) — Filter
Ounrp GTE. BeibpaTs Bce Juiia, y KOTOPBIX OIPE/IEJIEHHAST CTPOKA B METAIAHHBIX HOJIBINE HJIH

paBHa YKa3aHHOMY 3HAYEHUIO.

ITapameTpsl
value (string or integer) — 3HAUYEHHE CTPOKHU C METAIAHHBIMU

Pesynabrat
nmst uisrpa (GTE) u ero 3nadenue.

Twun pe3ysbraTa
00bekT Kiaacca Filter.

IIpumep: Meta(“foo?) .gte(1234) BrOUpPAET JUIA C META-CTPOKOIL £ 00, MMeIoITel 3HateHne 60JTb-
mee Wi pasHoe 1234.

classmethod oneof (self, *value: Unionfstr, int]) — Filter
Ounsrp IN. Boibpars Bce mnma, y KOTOPBHIX OIpEIeIEHHAsT CTPOKA B METAIaHHBIX COBIAIAET C

OJHUM U3 3HAUEeHUil 13 3a/JaHHOU IOCJIeI0BaTEIbHOCTH.

ITapameTrpsl
value (list of strings or integers) — CIMCOK CTPOK C MeTaIaHHBIMU

Pesyabrat
umst bussrpa (IN) u ero snauenue.

Twun pe3ysbraTa
00beKkT Kiaacca Filter.

IIpumep: Meta.oneof (1234, 5678) BbIOMpaET JUIA C METAa-CTPOKOW, MMeEIOMell 3uadeHne 1234
u/uiu 5678.

classmethod subset (self, *value: str) — Filter
Ousrp SUBSET. Boibpars Bce jniia, y KOTOPBIX OMpeIesIeHHAsT CTPOKA COJIEPYKUT BCE 3HAYCHUST

us yKaBaHHOﬁ I10CJIeI0OBATEJIbHOCTHU.

ITapameTrpsbi
value (list of strings or integers) — CIHCOK CTPOK C MeTa IaHHBIMI

Pesynabrat
ums duisrpa (SUBSET) u ero snadenue.

Twun pe3ysbraTa
00bekT Kiaacca Filter.

[Ipumep: Meta(‘foo’) .subset (‘‘male’’, ‘‘angry’’) BeIOMpaeT JIMIA C METa-CTPOKOil foo, comep-

JKaImell Bee 3HAUEHWs U3 MocJeoBaTeabaocTr [“male”; “angry”|.

class ntech.sfapi_client.filters.Detection(Filter)

IIpenocrasisier Meron st upeHTHGUKAIMK ([IOUCKA IIOXOKUX JiUI B 6a3e JaHHBIX) OOHADYKEHHOI'O
JINTIA.

__init__(self, id: Union[str, objects.DetectFace], threshold: float)

ITapameTrpsl
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e id (objects.DetectFace or temporary face id in memcached returned by
sfapi_ client.Client.detect(), string) — smro (pe3ysnbraT IeTeKImn), KOTOPoe Hy>KHO
HaliTu B 6a3€ JAHHBIX

e threshold (float) — MEHUMaJIbHAS CTENEHb cxoxkecTu Jur oT 0 o 1

IIpumep: Detection(detl, 0.77) BbIOMpaeT JHUIA, MOXOXKWE HA PE3yJbTAT JeTeKimnu detl co
CTEIEHBIO CXOXKECTHU, OOJIbIelt niu paBHoit 0.77.

class ntech.sfapi_client.filters.Face(Filter)

HpeﬂOCTaBJ‘IHeT MeTo, JJid IIOMCKa JIUIL B basze JAHHDBIX, IIOXO02KUX Ha JIUIIO U3 rajiepeu.

__init__(self, id: Union/[str, objects.Face], threshold: float)

ITapameTrpsl

e id (objects.Face, objects.Faceld or custom face id in the gallery, string) — sumo
u3 6asbl JAHHBIX, KOTOPOE Hy?KHO HANTH

e threshold (float) — MUHMMaJbHAS CTelleHb cxoxectu Jiuig oT 0 10 1

IIpumep: Detection(FaceId(‘‘gall’’, 1234), 0.77) BbIOMpaET JIAIA, [IOXOXKHE HA JIAIIO C [10JIb-
30BaTeIbCKUM ueHTuduKaTopoM face 1234 u3 rasepen gall co CTENEHBIO CXOYKECTH, OOJIbIIe
uian paBHOI 0.77.

Mpumep ncnonb3oBaHus Heckonbknx hunbTpoB

filters=[filters.Id.gte(123456), filters.Meta('age') .gte(45), filters.Meta('camera').
—oneof('abc', 'def')]

OTto6paxkeHue coobuieHnii 06 owmnbkax

class sfapi_client.SFApiRemoteError
Hannoe coobrrerne 06 OmMUOKe TOSBIISIETCS, €CJIU OIMUOKA MPOU30IILIa 10 MPUINHE, OTJIMIHON OT cere-
BOro cOosi.

Coobrrierre 06 onmmbKe COAEPKUT KaK MUHUMYM JIB& IIOJIS:

e code — 510 Ko ommbku B Buje CAPS_AND_UNDERSCORES, KOTOpBI MOXKET OBbITh HCIIOJIb30BAH JIJIst
ABTOMATUIECKOTO TPe0OpPaA30BAHUS.

® reason — 3TO OIIMCaHHe OIHI/I6KI/I, npeaHa3sHavYeHHOe IJId IMIPOYTEHNA Y€ IOBEKOM.
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MonHbiA cnucok ownbok

Kog ownbkn | Onucanue

UNKNOWN_ERRQROImu6Ka HEN3BECTHOTO IIPOUCXOXK IEHUSI.

BAD_PARAM 3anpoc MoKeT ObITH TPOIUTAH, OJHAKO HEKOTOPHIE TTapaMeTPhl METO/Ia HEJICHCTBUTEIHHBIL.
JlaHHbIT THI OTBETA COJEPXKUT JOIOJIHUTEIbHbIE aTPUOYTHI param u value /It OMUCAHUS
OTTUOOIHDBIX TTAPAMETPOB.

CONFLICT Koudmuxkr.

EXTRACTION_ERRORMOKA IpuW M3BJACYEHUM U3 JINIA BEKTOPA IPU3HAKOB.

LICENSE_ERRORKondwuryparus CucTeMbl He COOTBETCTBYET JIUICH3NM.

MALFORMED_REQB&S{oc HenpaBujibHO C(DOPMUPOBAH M HE MOYKET OBbITH [IPOYMTAH.
OVER_CAPACITYIIpeBsimren pa3zmep ouepezeit B kommnonenTe findface-extraction-api.
SOURCE_NOT_FOBNbapamerpe from 3aJaHO HECYIIIECTBYIOIIEE JIUATIO.

SOURCE_GALLERB_ti@)Tak6UN® from 3a7aHa HECYIIECTBYIONMAs Taaepest.

STORAGE_ERR(QRBuomMerpudeckas: 6a3a JaHHBIX HEIOCTYITHA.

CACHE_ERROR| Xpammmmiie memcached mHemocTyIrHo.

NOT_FQOUND Tlonxonsiue juiia He HaIEHBI.

NOT_IMPLEMENT@EY HKIOHA HE PeaTn30BaH.

GALLERY_NOT | FOGNRo1s111TMEe TaJIepen He HailJIeHbI.

class sfapi_client.SFApiMalformedResponseError

D10 coobirenne 06 onmbKe MOSIBJISIETCS, €CJIA OIMNOKA TPOU30IIIIA U3-3a cO0sl B ceTH, i ecjn Kimenr
ue cmor npountath API-orBer or findface-sf-api.

2.6.2 ®aiin c napameTpamMm yCTaHOBKU

IIpu ycranoske FindFace Multi u3 maCTa/UIsITOPa TApaMEeTPhl YCTAHOBKYA ABTOMATHYECKH COXPAHSIIOTCS B
daitn /tmp/<findface-installer-*>.json. Ber MoxkeTe OTpeakTUPOBATH JAHHBIN (DA U MCIIOIB30BATH
ero npu ycranoBke FindFace Multi Ha npyrux cepBepax, He OTBeUas Ha BOIMPOCHI MHCTAIATOPA MOBTOPHO.

Cosert: Ilogpobuas nrdopMalust 06 HHCTAJLIATOPE IPUBEIEHA B pas3aene Pazsepmuvleanue U3 KoHCONLH020
UHCMANNATODG..

Baxkno: O6s3aTesbHo yjanaure 1moJist *.config, exp_ip u int_ip mepen ycranoskoit FindFace Multi ma
cepsepe ¢ apyrum [P-aspecom.

IIpumep daitna ¢ mapaMerpaMu yCTaHOBKU ITPUBEIEH 3LECh.

2.6.3 Mopenun HelMpoHHbIX ceTeil

B srom paszzesie BbI Haiijere CBOJHYI0 HMHMOPMAIINIO 10 MOJEISIM HEAPOHHBIX CETeil, CO3JIaHHBIM B HAIlei
Jraboparopun u ucnosbdyeMbiM B FindFace Multi.

Bor Mmoxkere maiiTu ycranoBiieHHBIE MOen B Karajore /usr/share/findface-data/models/.

Baxkno: [lpu uncroii yctaHOBKe OHOMETPHYECKON MOJIEJIBIO IT0 YMOIYAHUIO sBJseTcs kiwi_320.
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OGHapy>xeHue nuy,

1ls /usr/share/findface-data/models/facedet/

cheetah.cpu.fnk cheetah_

fast.cpu.fnk cheetah_fast.gpu.fnk cheetah.gpu.fnk

Hopmanunsauusa nsobpaxeHns nuy n cunysTos

1s /usr/share/findface-data/models/facenorm/

ant.v2.cpu.fnk bee.v2.
ant.v2.gpu.fnk croplx.
bee_fast.cpu.fnk croplx.
bee_fast.gpu.fnk crop2x.
bee.v2.cpu.fnk crop2x.

gpu.fnk

v2_maxsize400.cpu.
v2_maxsize400.gpu.
v2_maxsize400.cpu.
v2_maxsize400.gpu.

crop2x.v2_no_maxsize.cpu.fnk
fnk crop2x.v2_no_maxsize.gpu.fnk
fnk cropbbox.v2.cpu.fnk
fnk cropbbox.v2.gpu.fnk
fnk

PacnosnaBaHue nuy,

1ls /usr/share/findface-data/models/face/

kiwi_160.cpu.fnk kiwi_320.cpu.fnk
kiwi_160.gpu.fnk kiwi_320.gpu.fnk

Pacno3HaBaHue aTpubytoB nuy,

1ls /usr/share/findface-data/models/faceattr/

age.v2.cpu.fnk gender.v2.cpu.fnk
age.v2.gpu.fnk gender.v2.gpu.fnk
beard.v0.cpu.fnk glasses3.v0.cpu.fnk
beard.v0.gpu.fnk glasses3.v0.gpu.fnk

medmask3.v2.cpu.fnk
medmask3.v2.gpu.fnk
quality.vl.cpu.fnk
quality.vl.gpu.fnk

emotions.vl.cpu.fnk liveness.alleyn.v2.cpu.fnk
emotions.vl.gpu.fnk liveness.alleyn.v2.gpu.fnk

Ob6Hapy»xeHue aBTomobuneii

1s /usr/share/findface-data/models/cadet/

efreitor.cpu.fnk efreitor.gpu.fnk
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Hopmanusauus nsobpaxkeHnii asTomobuneii

1ls /usr/share/findface-data/models/carnorm/

anaferon.vl.cpu.fnk anaferon.vl.gpu.fnk

PacnosnaBaHune asTomobuneii

1ls /usr/share/findface-data/models/carrec/

alonso.cpu.fnk alonso.gpu.fnk

Pacno3xaBaHne aTtpnbytos aBTomobuneii

1ls /usr/share/findface-data/models/carattr/

carattr.license_plate.v2.cpu.fnk carattr.quality.vO.cpu.fnk
carattr.license_plate.v2.gpu.fnk carattr.quality.v0.gpu.fnk
carattr.license_plate_quality.vO.cpu.fnk description.v0.cpu.fnk
carattr.license_plate_quality.vO.gpu.fnk description.v0O.gpu.fnk

O6Hapy>eHne cnnyatos

1ls /usr/share/findface-data/models/pedet/

glenn_005.cpu.fnk glenn 005.gpu.fnk glenny 005_fast.cpu.fnk glenny 005_fast.gpu.fnk

Pacno3sxaBaHune cunyatos

1ls /usr/share/findface-data/models/pedrec/

andariel.cpu.fnk andariel.gpu.fnk

Pacno3HaBaHue aTtpnbyTtoB cnnyatos

ls /usr/share/findface-data/models/pedattr/

pedattr.color.vl.cpu.fnk pedattr.clothes_type.vO.cpu.fnk pedattr.quality.vO.cpu.fnk
pedattr.color.vl.gpu.fnk pedattr.clothes_type.vO.gpu.fnk pedattr.quality.v0.gpu.fnk
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2.6.4 Xpanunnwa aaHubix FindFace Multi

B atom paspene:

o Cnucox ITparHUAUWUL

[ FLL./LC[)@U 6a3v. daHHHLT GEKIMOPO6 NPU3HAKOE

Cnuncok xpaHunuuy

FindFace Multi ucniosib3ayer ciemyromniue XpaHuInIng, JaHHbIX:

e Basa JaHHBIX BEKTOPOB IPU3HAKOB Ha OCHOBe Tarantool, B KOTOPOI XpaHATCS BEKTOPHI IPU3HAKOB U
CcOOBITUS MACHTU(MDUKAIIIN 00 HEKTOB.

e OcHoBHast 6a3a JIaHHBIX CUCTEMbI Ha OcHOBe PostgreSQL, B KOTOpOIi XpaHsITCsi BHYTPEHHUE JaHHBIE
CHCTEMBI, JIOChE, YUETHBIE 3aIMCH I10JIb30BaTesell 1 HACTPONKHN KaMep.

e Karasor /var/lib/findface-security/uploads, B KOTOPOM XPaHSITCS 3arpyzKeHHBIE B J[0Che (POTO-
rpadun, Bumeodaitibl, MOJHbIE KaIPbl COOBITHI 1 CIETINKOB, & TaKKe MUHUATIOPHI 00 BHEKTOB.

e Karajor /var/lib/ffupload/, B KOTOPOM XpaHSTCA TOJIBKO Takue apTedaKThl COOBITHI, KAK HOpMa-
JIN30BaHHbIE N300parKeHusT 0O bEKTOB.

Fanepen 6a3bl gaHHbIX BEKTOPOB NPU3HAKOB

B 6a3e manHbIX BEKTOPOB MPU3HAKOB Ha, ocHOBe Tarantool ecTh ciieyromiue rajepen:
e ffsec_body_events: BeKTOPbI IPU3HAKOB, U3BJIEUCHHbIC U3 OOHAPYKEHHBIX HA BUJEO CUIIYITOB.
e ffsec_body_objects: BEKTOPHI IPU3HAKOB, U3BJICUCHHBIE U3 CHIYITOB B (hoTOrpadusx T0Che.
e ffsec_car_events: BeKTODBI IIPU3HAKOB, U3BJIEYEHHBIE N3 OOHAPYKEHHBIX HA BUJIEO aBTOMOOMIIEH.
e ffsec_car_objects: BeKTOPHI IPU3HAKOB, U3BJIEYEHHbIE N3 aBTOMOOMIIEll B pboTorpacdusax mocee.
e ffsec_face_events: BEKTOPHI IPU3HAKOB, U3BJICYCHHBIE U3 OOHAPYKEHHBIX HA BUJIEO JIAII.
e ffsec_face_objects: BEKTOPHI IPU3HAKOB, U3BJIEYCHHBIE U3 JUll B (poTorpadusx mocwe.

e ffsec_user_face: BeKTOpPHI IPU3HAKOB, NU3BJIeUeHHBIE U3 (poTorpaduit moab3osaresneit FindFace Multi,
UCITIOJIb3YeMbIe JIJIsT &y TeHTHU(DUKAIUU 110 JIUILY.

[ ffsec_persons: OEHTPOUAbI IIEPCOH (BI/IpTya.HLHI)Ie BEKTOPBI IPU3HAKOB, YCPEJIHEHHbIC 110 BCEM JIUITaM
HepCOHI)I) 1 MeTaJaHHbIC.

2.6.5 Onuuu pesepBHOro konupoBaHusi basbl JaHHbIX

st pe3epBHOTO KONMMPOBaHWS 0a3bl JIAHHBIX BEKTOPOB IPU3HAKOB BaM IMOHAJIOOUTHCSA YTUIUTA
findface-storage-api-dump. lannasa yTuanTa MOKeT OBITH 3aIIyIIEHA CO CJIEIYIONIMMU OIIIASIMU:

IIpumeuanue: Ber  moxkere  mafitm  mompobHY0 — mHAMOpPMAIUIO O HUCIOJb30BAHUIO
findface-storage-api-dump B pa3szene Pesepsroe KOnuposarue U 60CCMAHOBAECHUE TPAHUAUUL OGH-
MU .
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findface-storage-api-dump --help

Command line flags:

-cache string

Cache type: inmemory, redis or memcache (default "memcache")
-cache-inmemory-size int

Maximum number of items in ARC cache (default 16384)
-cache-memcache-dns-cache-timeout duration

DNS cache timeout (default 1mOs)
-cache-memcache-nodes value

Comma-separated list of memcache shards (default 127.0.0.1:11211)
-cache-memcache-timeout duration

Specifies read/write timeout (default 100ms)
-cache-redis-db int

Database to be selected after connecting to the server.
-cache-redis-network string

Network type, either tcp or unix (default "tcp")
-cache-redis-nodes value

Array of Host:Port addresses (default localhost:6379)
-cache-redis-password string

Optional password. Must match the password specified in the requirepass

—server configuration option.

-cache-redis-timeout duration

Specifies dial/read/write timeout (default 5s)
-config string

Path to config file
-config-template

Output config template and exit
-continue-on-errors

Continue on errors instead of exiting
-cpu-profile string

Enable CPU profile and set output file
-debug

Enable debug logging
-extraction-api-extraction-api string

Extraction API address (default "http://127.0.0.1:18666")
-extraction-api-keepalive duration

keep-alive connection timeout (default 24hOmOs)
-extraction-api-max-idle-conns-per-host int

max idle keep-alive connections per host (default 20)
-extraction-api-timeouts-connect duration

extraction-api-timeouts-connect (default 5s)
-extraction-api-timeouts-idle-connection duration

extraction-api-timeouts-idle-connection (default 10s)
-extraction-api-timeouts-overall duration

extraction-api-timeouts-overall (default 35s)
-extraction-api-timeouts-response-header duration

extraction-api-timeouts-response-header (default 30s)
-extraction-api-trace

Enable HTTP tracing (extremely verbose, slows everything down considerably)

-help

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

Print help information
-limits-allow-return-facen
Allow returning raw feature vectors to detect responses if 7return_
—facen=true (v2) or ?return_emben=true (v3)
-limits-body-image-length int
Maximum length of image supplied in request body (default 33554432)
-limits-deny-networks string
Comma-separated list of subnets that are not allowed to fetch from (default
—"127.0.0.0/8,192.168.0.0/16,10.0.0.0/8,::1/128,£e00::/8")
-limits-url-length int
Maximum supported url length in bytes (default 4096)
-listen string
IP:port to listen on (default ":18411")
-normalized-storage-enabled
Enables normalize saving (default true)
-normalized-storage-s3-access-key string
Access key for the object storage
-normalized-storage-s3-bucket-name string
S3 storage bucket name
-normalized-storage-s3-endpoint string
S3 compatible object storage endpoint
-normalized-storage-s3-operation-timeout int
Storage operations (Get,Put,Delete) timeout in seconds (default 30)
-normalized-storage-s3-public-url string
Storage public url
-normalized-storage-s3-region string
Storage region
-normalized-storage-s3-secret-access-key string
Secret key for the object storage
-normalized-storage-s3-secure
If 'true' API requests will be secure (HTTPS), and insecure (HTTP),
—otherwise (default true)
-normalized-storage-webdav-keepalive duration
keep-alive connection timeout (default 24hOmOs)
-normalized-storage-webdav-max-idle-conns-per-host int
max idle keep-alive connections per host (default 20)
-normalized-storage-webdav-timeouts-connect duration
normalized-storage-webdav-timeouts-connect (default 5s)
-normalized-storage-webdav-timeouts-idle-connection duration
normalized-storage-webdav-timeouts-idle-connection (default 10s)
-normalized-storage-webdav-timeouts-overall duration
normalized-storage-webdav-timeouts-overall (default 35s)
-normalized-storage-webdav-timeouts-response-header duration
normalized-storage-webdav-timeouts-response-header (default 30s)
-normalized-storage-webdav-trace
Enable HTTP tracing (extremely verbose, slows everything down considerably)
-normalized-storage-webdav-upload-url string
webdav storage for normalized, disable normalized if empty string (default
~"http://127.0.0.1:3333/uploads/")
-normalized_storage string
Normalized storage type: webdav, s3 (default "webdav")
-objects value

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

Supported object types (default face,body,car)
-output-dir string

Output directory (default ".")
-storage-api-cooldown duration

Cooldown timeout after communication error (default 2s)
-storage-api-galleries-read-slave-first

Prefer slaves over master for get/list galleries requests
-storage-api-keepalive duration

keep-alive connection timeout (default 24hOmOs)
-storage-api-max-idle-conns-per-host int

max idle keep-alive connections per host (default 20)
-storage-api-max-slave-attempts int

Give up after trying to read from max_slave_attempts slaves (default 2)
-storage-api-read-slave-first

Prefer slaves over master for requests
-storage-api-read-slave-only

Ignore master on read requests. If true: ReadSlaveFirst will be ignored
-storage-api-timeouts-connect duration

storage-api-timeouts-connect (default 5s)
-storage-api-timeouts-idle-connection duration

storage-api-timeouts-idle-connection (default 10s)
-storage-api-timeouts-overall duration

storage-api-timeouts-overall (default 35s)
-storage-api-timeouts-response-header duration

storage-api-timeouts-response-header (default 30s)
-storage-api-trace

Enable HTTP tracing (extremely verbose, slows everything down considerably)

2.6.6 Onuwnn BoccTaHoBNEeHUA Ga3bl AaHHbIX

s BoccTaHOBJIEHUS 06a3bl JAHHBIX BEKTOPOB IPU3HAKOB M3 PE3€PBHON KOIMHM BaM IIOHAIOOUTCH YTHINTA
findface-storage-api-restore. /lannas yTuanTa MOXKET OBITH 3aIIyIIEHA CO CJIEYIONUME OIIIUASIMU:

IIpumevuanue: Bor  moxkere — mafitm  moapoOHYIO — MHMOPMAIUIO [0  HCIOJb30BAHUIO
findface-storage-api-restore B pazieie Pezepsroe KOnuposanue U BOCCMAMOBACHUE TPAHUAUUL
daHHDLT .

findface-storage-api-restore --help

Command line flags:
-cache string
Cache type: inmemory, redis or memcache (default "memcache")
-cache-inmemory-size int
Maximum number of items in ARC cache (default 16384)
-cache-memcache-dns-cache-timeout duration
DNS cache timeout (default 1mOs)

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

-cache-memcache-nodes value
Comma-separated list of memcache shards (default 127.0.0.1:11211)
-cache-memcache-timeout duration
Specifies read/write timeout (default 100ms)
-cache-redis-db int
Database to be selected after connecting to the server.
-cache-redis-network string
Network type, either tcp or unix (default "tcp")
-cache-redis-nodes value
Array of Host:Port addresses (default localhost:6379)
-cache-redis-password string
Optional password. Must match the password specified in the requirepass server
—configuration option.
-cache-redis-timeout duration
Specifies dial/read/write timeout (default 5s)
-config string
Path to config file
-config-template
Output config template and exit
-cpu-profile string
Enable CPU profile and set output file
-debug
Enable debug logging
-dont-create-gallery
Don't create gallery, fail if doesn't exist
-extraction-api-extraction-api string
Extraction API address (default "http://127.0.0.1:18666")
-extraction-api-keepalive duration
keep-alive connection timeout (default 24hOmOs)
-extraction-api-max-idle-conns-per-host int
max idle keep-alive connections per host (default 20)
-extraction-api-timeouts-connect duration
extraction-api-timeouts-connect (default 5s)
-extraction-api-timeouts-idle-connection duration
extraction-api-timeouts-idle-connection (default 10s)
-extraction-api-timeouts-overall duration
extraction-api-timeouts-overall (default 35s)
-extraction-api-timeouts-response-header duration
extraction-api-timeouts-response-header (default 30s)
-extraction-api-trace
Enable HTTP tracing (extremely verbose, slows everything down considerably)
-help
Print help information
-limits-allow-return-facen
Allow returning raw feature vectors to detect responses if 7return_facen=true
—(v2) or ?return_emben=true (v3)
-limits-body-image-length int
Maximum length of image supplied in request body (default 33554432)
-limits-deny-networks string
Comma-separated list of subnets that are not allowed to fetch from (default "127.
—~0.0.0/8,192.168.0.0/16,10.0.0.0/8,::1/128,fe00::/8")
-limits-url-length int

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

Maximum supported url length in bytes (default 4096)
-listen string

IP:port to listen on (default ":18411")
-normalized-storage-enabled

Enables normalize saving (default true)
-normalized-storage-s3-access-key string

Access key for the object storage
-normalized-storage-s3-bucket-name string

S3 storage bucket name
-normalized-storage-s3-endpoint string

S3 compatible object storage endpoint
-normalized-storage-s3-operation-timeout int

Storage operations (Get,Put,Delete) timeout in seconds (default 30)
-normalized-storage-s3-public-url string

Storage public url
-normalized-storage-s3-region string

Storage region
-normalized-storage-s3-secret-access-key string

Secret key for the object storage
-normalized-storage-s3-secure

If 'true' API requests will be secure (HTTPS), and insecure (HTTP) otherwise,

— (default true)

-normalized-storage-webdav-keepalive duration

keep-alive connection timeout (default 24hOmOs)
-normalized-storage-webdav-max-idle-conns-per-host int

max idle keep-alive connections per host (default 20)
-normalized-storage-webdav-timeouts-connect duration

normalized-storage-webdav-timeouts-connect (default 5s)
-normalized-storage-webdav-timeouts-idle-connection duration

normalized-storage-webdav-timeouts-idle-connection (default 10s)
-normalized-storage-webdav-timeouts-overall duration

normalized-storage-webdav-timeouts-overall (default 35s)
-normalized-storage-webdav-timeouts-response-header duration

normalized-storage-webdav-timeouts-response-header (default 30s)
-normalized-storage-webdav-trace

Enable HTTP tracing (extremely verbose, slows everything down considerably)
-normalized-storage-webdav-upload-url string

webdav storage for normalized, disable normalized if empty string (default

~"http://127.0.0.1:3333/uploads/")

-normalized_storage string

Normalized storage type: webdav, s3 (default "webdav")
-objects value

Supported object types (default face,body,car)
-rename string

Ignore dump header and use this string as gallery name
-storage-api-cooldown duration

Cooldown timeout after communication error (default 2s)
-storage-api-galleries-read-slave-first

Prefer slaves over master for get/list galleries requests
-storage-api-keepalive duration

keep-alive connection timeout (default 24hOmOs)
-storage-api-max-idle-conns-per-host int

(continues on next page)

2.6. MpunoxeHus 111




FindFace Multi, Boinyck 1.1

(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

max idle keep-alive connections per host (default 20)
-storage-api-max-slave-attempts int

Give up after trying to read from max_slave_attempts slaves (default 2)
-storage-api-read-slave-first

Prefer slaves over master for requests
-storage-api-read-slave-only

Ignore master on read requests. If true: ReadSlaveFirst will be ignored
-storage-api-timeouts-connect duration

storage-api-timeouts-connect (default 5s)
-storage-api-timeouts-idle-connection duration

storage-api-timeouts-idle-connection (default 10s)
-storage-api-timeouts-overall duration

storage-api-timeouts-overall (default 35s)
-storage-api-timeouts-response-header duration

storage-api-timeouts-response-header (default 30s)
-storage-api-trace

Enable HTTP tracing (extremely verbose, slows everything down considerably)
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[naBa 3

Py KOBOACTBO NOJ1b30BATENA

B sroit ritaBe ommceiBaercs, kak paborats ¢ BeO-maTepdeticom FindFace Multi, Bkiiouas ero pacmmpennbie
BO3MOXKHOCTH. JlaHHBIE CBeJIeHMsT OY/LyT HHTEPECHBI 8 IMIHUCTPATOPAM, AHAJIUTUKAM, OIIEPATOPAM U JPYTUM
[TOJTH30BATEJISIM.

3.1 O630p dyHKUNIA

Tlocne ycrnemuoro passeproiBanus FindFace Multi mpuriio BpeMst 6vinoatums nepeuimnyio nacmpoiry, oT-
KPBITh GeO-unmepdetic n HaIaTh padbory. B 370l TyiaBe BBl HaiileTe PEKOMEHIYEMYIO IOCJIEIOBATELHOCTD
IITaroB, CJIeIysT KOTOPOi BbI CMOYKETE 33 1efICTBOBATDH BECh CIIEKTP (DyHKIMOHAIBHBIX Bo3aMmokHocTel FindFace

Multi.

B atoii rnase:

e [lodzomoexa % pabome

o (ozdanue noavaosamenets u obecneverue 6€30NACHOCTNU CUCTNEMDBL
e J[obasserue Kamep

o Cocmasaerue cnuckos nabarodenus u 3a2pyska docve

o Monumopune 06sexmos

e Opeanusayusa 6udeonabrrodenus

o [lodcuem a100eti U U3MEPENUE PACCMOANUA MENCOY HUMU

e Vnpasaenue obracmamu

o Ananus aodeti

e Paboma 6 wmamHom pesxcume
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e Lasosoe 06{3./1@/.’)/(3“(3(1””(3 CUCImMemMdL

e Loavwe so3moorcrocmetd

3.1.1 lMoprotoeka k paboTe

BeimosiHuTe MIEPBUYHYIO HACTPOWKY CHCTEMBI:
1. Hacmpotime JieBy1O NaHe/Ib HABUTAIIA.
2. Adanmupyiime OCHOBHBIE HACTPONKM.

3. Buwbepume A3bIK.

JononHutenbHo:

1. Braowume pacnodnasanue ampubdymos iuy,

2. BamuruTe cucreMy OT CirybUHTA, 6KAI0NUG PYHKUUIO PACTO3HaBarus scuevir auy, (Liveness)
3. Brarouume pacnosnasarue asmomobunets u ampubymos asmomobunet
4.

Brarovwume pacnodnasanue cusysmos u ampubymos cusydImos

3.1.2 Co3spgaHue nonb3oBaTenen n obecneveHne 6e30MacHOCTU CUCTEMBI
].. OBH&KOMI)TGCI) CO CIIMCKOM ’ILp(ﬁdy(f’ULaH(}G./LCHH/bLZL’ noAbB3068AMMENBCKUTL p()/l,(iﬂ n npu HeO6XO,ZLI/IMOCTI/I CO-
3datime 1oevie.
2. Jlobasvme noavzosamenetll B CACTEMY U IPEIOCTABLTE UM ITOJTHOMOMUHUS.

3. Hacmpotime ayreHTu(DUKAIUIO 1 MOHUTOPUHT CECCUM TIOJb30BaTe 1. AyTeHTruduKams BO3MOXKHA 10
[1apOJII0, JIAILY, JIUILY WU IIapoJIio, JIUILY U IapoJIio.

4. OrciexuBaiiTe I0JIb30BaTENbCKIE CECCHMU U y3HaBaiiTe CBsi3aHHbIe HaHHble, Takue Kak UUID mox-
KJIFOUEHHOTO yCTPONCTBA, THUII IIOJIb30BATENLCKOTO nHTepdeiica (MOOUIbHOE NPUIOKEHne Wi Beb-
unrepdeiic), IP-aapec, BpeMsa MMOCIEIHETO COEIUHEHUS U T. 1. IIpu HEOOGXOAMMOCTH BbI MOXKETE 3a-
OGJIOKHPOBATH YCTPOMCTBO, IIPU ITOM yUeTHAs 3aIlUCh MOJb30BaTe s ocTaHeTcs akTuBHOM. CMm. Cnucok
ceccutl noavszosameneti. Baokuposku.

OononHurensHo:

1. Brarowume SSL-mmdpoBanue JaHHBIX.

2. Brarowume 3ammTy mocke. Ecam 3ammra mocke OTKIIOUeHA, HoTorpadun U BIIOKEHUsT H0Che OyIyT
JOCTYIIHBI 110 IIPAMOIi CChIJIKE HE3aBHCUMO OT IIPaB I10JIb30BATEJIA.

3. Omxamovwume ACL FindFace Multi, eciin He HyKgaeTech B JaHHON (DYHKIIUH, TOCKOJIBKY HOCTOSTHHBIE
POBEPKU pa3perieHuii moTpebIsoT 60bINoli 06beM CHCTEMHBIX PECYPCOB.
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3.1.3 [OobasneHue kamep

1. Cozdaiime nosyro epynny kamep WU UCHOJb3YHTE CO3MAHHYIO MO yMOJTYAHUO. [ pynmna Kamep — 3TO
CHUCTEMHASI CYITHOCTD, KOTOPAs MO3BOJISIET IPYIIINPOBATH KAMEDPBHI C YIETOM MX (PU3UIECKOTO PACIIOJIO-
xxenns. K npumepy, KaMepbl, PACIIOJIOXKEHHBIE Ha BXOJIE B 3/IaHUE, MO2KHO OObEJUHUTD B OJIHY TDYIIILY
un paboTaTh C HUMU KaK C €IMHBIM IEJIBIM.

2. Jlobasvme kamepv, B CO3MAHHYIO TPYIITY U NPOGEPHLIME UL PAbOMY.

OononHurensHo:
1. HacrpoiiTe cucremy Ha 00pabOTKY BHIEOIIOTOKOB C IPYIIIIBI KAMEP B MECTe UX (PU3UIECKOTO PACIIOIO-
JKEHUsI. DTO MOXKeT ObITh aKTyaJjbHO B PacCIpeJie/IeHHOl apxurekrype. [lodpobree.

2. PaccmoTpuTe BO3MOXKHOCTH BKJIIOUEHUS JEAYILIAKAIIAA COOBITUI, €C/IM CIIeHbl HAOJIOICHUS KaMep B
rpyie nmepekpbiBatoTcs. Jlannas GdyHKINs T03BOJISET UCKIIOIUTDh PETUCTPAIIIIO OMHAKOBBIX COOBITHIT
B IIpejesax OaHOoit rpynnsl KaMep. [lodpobrice.

3.1.4 CocraBneHne cnuckoB HabAOAEHMA 1 3arpy3ka Aocbe

1. CozmaiiTe 106011 cnucok 1aba00er s NN UCTIOIB3YHTe CO3/IaHHbIH 10 yMoadanuio. Crincok HabJo/1e-
HUsL — 3TO CHCTEMHAs CYI[HOCTD, ¢ IOMOIILIO KOTOPO BBIIOJIHAETCs KiaccupuKkalmsa 00beKToB (JIuil,
CHJLY9TOB, aBTOMOOMJIEH) 110 IIPOU3BOJIbHBIM KPUTEPUM, HAIIPUMED, HEXKEJIATEIbHbIE IOCETUTEIU, PO-
3picK, VIP, mepconan u T. 1.

2. Barpysure jocke u J106aBbTe MX B CO3JAHHBIN CIIMCOK HAOJIOJEHUS GPYUHYIN0, NAKEMHO “epes 6eb-
urmepgdetic WM UCHOJIb3ysl MYHKIMIO NaKemHol 3a2PY3KU YePe3 KOHCOAD.

JononHurensHo:

1. Pacnpedenume 6a3y darnnovir docve MeXKITY HECKOIBKUMHU cepBepaMu. baza MaHHBIX J0che OyIeT JT0-
CTYITHA JIJIsl PeJIAKTUPOBAaHUS HA NOJIOBHOM CepBepe, a JJIsl YTeHUsl 1 MOHUTOPUHTa — Ha BEJIOMBIX.

2. Hacmpotme codepoicumoe docve. CoznaiiTe TOMOTHUTEIbHBIE TIOJIsI, BKJIAIKN U IOUCKOBBIE (DUIIBTPHI.

3.1.5 MoHuTopuHr obbekToB

ITo ymomaanuio FindFace Multi oTciesxuBaeT TOJIBKO HE3apernCTPUPOBAHHBIE B CUCTEME OOBEKTHI, T. €. 00b-
€KTBI, JIJIsI KOTOPBIX 0MCYymemeyiom cosnadenus ¢ docve. s Toro 9robbl BKIIOYATH OTCIEKUBAHIE 00HEK-
TOB M3 CIIUCKA HADJIIOJICHUS, CesIaiiTe ero akmueHsim. Bbl TakKe MOyKeTe BKJIIOYUTDH 3BYKOBOE OIIOBEICHIE
U cziesiaTh 00s13aTeIbHBIM [IPUHSITAE BPYYHYIO CBSI3aHHBIX CO CIIMCKOM COOBITHIA.

OononHurensHo:

1. BrurounTe NOIJIEPKKY 3aKOHOB, CBSI3aHHBIX ¢ 00paboTkoii nepconanbubix ganuabix (GDPR u anasmo-
ruuansle). ITodpobiee.

3.1. 0630p dyHKkuyNiA 115



FindFace Multi, Boinyck 1.1

3.1.6 Opranusauus sngeoHabnogeHus

Hacmpotime packaadky xamep njist 6a30BOro BUICOHAOIIOIECHUS .

3.1.7 Nopcyer nogein n n3amepeHne pacCTossHUS Mexxay HUMKN

Hacrpoiite cuemvuku mist mojcyeTa JIUIl U CUIIyITOB HA, MOJK/IIOYEHHBIX KAMePax U M3MEePEHUsT PACCTOSHUS
MeXK Ty cuaydTamu. JJanayo dyHKITMOHAJIHLHOCTD MOXKHO HCIIOJIHL30BATh B PA3IUIHBIX IEJISIX, HATIPUMED, s
roJicuera JIoJeil B 09epeisix U 30HAX OXKUJAHUsI, MOHUTOPUHTA ODIIECTBEHHBIX COOpaHUil, IPeI0TBPAIIEHUSI
CKOILJIEHUsI JTIO/Iel, obecrieueHusi COOJIIOJIEHNST CAHUTAPHBIX [TPABUJI U T. JI.

3.1.8 VYnpasneHue obnacrtsamu

Coszmaiite 06.1acmu, 970661 KOHTPOJUPOBATH MPUCYTCTBUE B HUX JIIOJEH 110 33/ ]aHHBIM [TPABUJIAM U PACIIH-
caHusM. Bo3aMoXKHBIE BapHAHTHI UCIIOJB30BAHUS: [IPEOTBPAIIEHNE JJINHHBIX O4epeieil B TOPrOBbIX TOYKAX,
MIPeIOTBPAIIEHNE KPaXK Ha MPEJINPUATUIX B Hepabodee BpeMsi, KOHTPOJIb OMACHBIX 30H, y4ueT pabouero Bpe-
MEHU.

3.1.9 Ananuns niopein

FindFace Multi mpemocTapiser Habop MHCTPYMEHTOB /I aHAJIN3A, JIIOIEH:

1. Briiounte pacnodnasanue nepcor, ITodbl MOCTPOUTH Tajepeio mepcoH. B cucreMHBIX 06a3ax JTaHHBIX
HOSIBUTCsT HOBAsl CYITHOCTH «Person event» (coObITHe TIOSIBJIEHUsI [IEPCOHBI), CBSI3aHHASI CO BCEME INU-
300a.MU, B KOTOPBIX (PUTyPUPOBAJIO JIAIIO TOTO WJIM WHOT'O YesioBeKa. Bbl MoxkeTe paboTarh ¢ rajepeeii
IIEPCOH TI0 AHAJIOTUU CO CIIMCKAMY COOBITHI U SMU30/I0B.

2. Ananusupyidme conuasbHble B3anuMojeiicTeust. 3yanre Kpyr Jromeil, ¢ KOTOPBIMU 9€JI0BEK KOHTAKTH-
poBaJL.

3. ageiicTByiite anamutuky ‘3uaii ceoero kimenta’ (KYC). 9To aHajmTuKa 110 KOJUIECTBY IOCETUTEIEH,
UX [OJLy, CPeJHEMY BO3pacry, HauboJiee 9acTo MOCEIIAeMbIM 30HAM U XapakTepy moceileHuii (repsoe
nocelenue uwin Bosspamienue). [lodpoonee.

3.1.10 Pabota B WTaTHOM pexunume

1. Hdenmuduyupytime obrapyoicernoe 1a 6udeousobpasicerus, 00seKmoL, TPOBEPsst UX B PeaTbHOM Bpe-
MEHU Ha COBIIaJleHre ¢ O0beKTaMU U3 CIIMCKOB HaOJIro/ieHusi. PaboraiiTe ¢ ucropueit COObITHIA, UCIIOJIb3YsI
pasuaHbE (DUIBTPHI.

2. Paboraiire ¢ snuszodamu (TOIBKO /I COOBITHII pacIO3HABAHUS JIUI). DIU30/1 — 9TO HAGOP COOBITHI
uIeHTUDUKAIIH, B KOTOPBIX (DUTYPUPYIOT JIUIA OJHOTO M TOTO K€ YeJIOBEKa, OOHAPY KEHHbIE B Teve-
HUE OIIpeIeJIeHHOro 1epuojia Bpemen. [lockonbKy nHMOpMaIus 0 COOBITUIX 0TOOPAXKAETCsI Ha, BKJIAIKE
Cobvimus B IPOU3BOJILHOM MOPsIAKE, 00pabOTKa GOJIBIIIOr0 KOJINIECTBA PA3SHOPOIHBIX COOBITHI MOYKET
OBITH JI€JIOM 3aTpYyAHUTETbHBIM 1 HedpdekTuBHbIM. C dyHKIMENH DMU30/IbI, CUCTEMA UCIIOIb3YeT WC-
KYCCTBEHHBI WHTEJUIEKT JIJIsi TPYIIIUPOBKU BXOJSINUX COOBITHI HA OCHOBE BPpEMEHH OOHADYKEHUS U
CXOYKECTHU JIUI. DTO TO3BOJISIET C JIETKOCTHIO 00padaThIBATH PA3HOPOJIHBIE COOBITUS JayKe B DOJIBINUX
KOJINYECTBAX.

3. Umure 00bexkThl B 6a3e 0OHAPYKEHHBIX 00BEKTOB U Oaze mocke. [lodpobnee.
4. Mwume 6 aprusnovir 6udeo 0OBEKTHI U3 CIIUCKOB HAOJIIOICHUS.

5. Cpasnusaiime 06sexmo, BpyIHYIO, YTOOBI IPOBEPUTDH X HA COBIAJICHIE.
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6.

Cmpotime neTaau3upOBaHHBIE OTYEThl HA COOBITUSI PACIIO3HABAHUSI OOBEKTOB, SIU30/bI, COOBITHS IO~
UCKa, TIEPCOHBI, KaMepsbl, Jocbe, anaanTuky KYC, »KypHaj [1eidcTBUil MOJIb30BATE €I,

3.1.11 Ba3oBoe obcny>xnBaHue cucTemol

1.
2.
3.
4.

Hacmpotime aBToMaTndeckoe yIaJleHue CTapbIX COOBITHUI, SMM30/I0B U MOJHBIX KaIPOB.
IIpu meobxommmocTu ydaaume cTapble COOBITHUS, SMU30AbI U TOJHBIE KAIPbl BPYIHYIO.
Perynsipuo cozmaBaiite pesepsnyio konuio 6a3bl JaHHBIX.

ITonnepxuBaiiTe 6€30MACHOCTD CUCTEMBI, AHAAUIUPYA HCYPHAA 0eTUCTEUT NOAL308AMENET.

3.1.12 Bonblie BO3MOXHOCTEN

Hactpoiite sebxyru mjiss aBTOMATHIECKOW OTIPABKY YBEIOMJIEHUIT 00 OMpeIeIeHHBIX COOBITUIX, ITIU-
30/1axX U 3anucax cuerunka Ha 3a7aHabiii URL-anpec. Ilpu nactymiennn myx)uoro cobbituss FindFace
Multi ornpasur HTTP-3anpoc na URL-anpec, yka3zanHbIil B HACTpOiKax BeOXyKa. BeOXyKHM MOXKHO
HCIOJIB30BATD JJIsI PEIIeHUsT pa3HOOOPA3HBIX 3a/1a4, HAIPUMED, JJIs yBEJIOMJICHHS IOJb30BaTessE 00
OTIPEICJIEHHOM COOBITUH, BHI30BA OIPE/IEJIEHHBIX JIEACTBUN HA IIE€JE€BOM BeO-caiiTe, Ipy pemeHnn 3a1ad
0e30ITacHOCTH, TAKUX KaK YIAJEHHOE aBTOMATHIECKOE YIIPaBIeHNE JTOCTYIIOM U ap. Ilodpobnee.

SageiictByiite pyuknuu FindFace Multi uwepes HTTP API.
O3HAKOMBTECH CO CHUCKOM HAIIUX NAPMHEPCRULT UWHIME2PAUUT.

Wurerpupyiite nepugeputinoe yempoticmeo.

CmMm.Tak>xke:

IHepsuurasn Hacmpolxa

Vnpasaenue noavzosamersamu u 6€30NACHOCTG CUCTNEMDL
Vnpasaenue sudeokamepamu

Hacmpotixa monumopuneza obsexmos. Basza dannwx docve
Hoenmugurayus obsexmos 6 opaatin 6udeo

Cuemuuru auy u cuayamos. Paccmosnue mencdy aodomu
Pacnosnasarue nepcon u C8A3AHHAA ¢ NMOJOMU AGHANUTUKG
Pacuwupernoil pyrryuoran

Obcayorcusarue u YcmpaHeHue HEUCNPasHoCmed

3.2 CranpgapTtHaa pabota c FindFace Multi

Paoora ¢ FindFace Multi Bermosiasiercst wepe3 Beb-untepdeiic. s Toro 9Todbsr 0ToOpasuTh BeO-uHTEpdeEiic,
B aJIpecHOT cTpoke Opay3epa BBeauTe 6a30BBIH a/ipec BeO-uHTepdeiica u MpoitiuTe aBTOPUBAITUIO.

IIpumeuanune: Bazoswiit ajgpec 3amaercs npu ycmanoske FindFace Multi.

3.2. CranpgaprtHas pabora c FindFace Multi 117



FindFace Multi, Boinyck 1.1

Baxkno: Jlna nepeoro Bxojia B cucreMy mocje passeprbiBanus FindFace Multi ucrosns3yiite
VUYETHYIO 3aliCh aJIMUHUCTPATOPA, CO3JIAHHYIO MIPU ycmanoske. s co3Manusa IPYTUX MOJIb30-
BaTesel CM. pasziesn Ynpasierue nosv3068aMeNAMU.

Coser: IloguuMmuTe 6e301aCcHOCTD CBOEIl CUCTEMBI Ha HOBBI YPOBEHB, UCIIOIB3YsT GYMEHTMUPU-
KAUUIO MO AUYY.

3.2.1 lNepBuyHas HacTpoiika

DTOT pasjes MOCBsIleH neppudHoii HacTpoiike FindFace Multi. Y3HaliTe, KaK HACTPOUTH JIEBYIO IAHEJb
HaBUTAIUH, [IOPOI'U PACIIO3HABAHUsI OObEKTOB, 3AILIAHNPOBATH ABTOMATUIECKYIO OUYUCTKY 0a3bl JaHHBIX, IIe-
PEKJIIOUNTH SI3BIK U MHOTOE JPYTOe.

Hasurauus

ITo ymoganuio Ha JIeBOil IAHEM HABUTAIMKA €CTh TOJILKO JiBe BKIanku: Cobvmus u Inuszode. s mocryna
K apyrum BijaakaMm FindFace Multi ucrionbsyiire Memro.

MeHio

PefakTUpoBaTE NEBOE MEHID

Charlie Root

C momorbio Merio BBl TaK:Ke CMOXKETE CAETIATh CBOU JIIOOMMbIE BKJIAJIKN MOCTOSHHO JOCTYIHBIMY U3 TTAHEIN
HaBurauu. BoImoHuTe Cieayomme aeiCTBA:

1. Haxxmwure Pedaxmuposams saesoe menio.
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2. Ycranosure/cHUMEUTE (DIAKKHU C HY?KHBIX BKJIAJIOK.

3. Haxxmure 3asepwums pedaxmuposarue.

Pacno3HaBanue atpnbytos nuua

FindFace Multi mo3Bosisier aBTOMaTHYeCKN PACIIO3HABATL B PEAJTBLHOM BPEMEHN TaKue aTpUOyTHI JINIA, KaK
10JI, BO3PACT, SMOIIUU, OYKHU, HOPO/Ia U MeJIUINHCKas MacKa. JIaHHBI (DYHKIIMOHAJ JTOCTYIIEH Ha BUJIEOJIE-
TekTOpe 00bekTOB ¢ yckopennem Ha GPU u CPU.

JlJ1s BKJIIOUEHUST aBTOMATHYIECKOTIO PACIO3HABAHUS ATPUOYTOB JIUI] BHIIOJHUTE CJIEIYIONINE AeHCTBUS:

1. Orkpotite daitn koudurypanun /etc/findface-extraction-api.ini.

sudo vi /etc/findface-extraction-api.ini

2. B ceknum extractors yKa)KuTe COOTBETCTBYIOIIME MOJEJM, KaK IIOKA3aHO B IPUMEPE HUXKE. YJI0-
CTOBEPBTECh, YTO JIIsI KaXKJOW MOJIeaN Bbl ykazaiu npaBmibHblil Tun yckopenuss CPU wmmun GPU:
OH JIOJIKEH COBIIQJIATh C TUIOM yckopenusi findface-extraction-api. O6Gparure BHUMAHUE, UTO
findface-extraction-api nma CPU wmoxker paborars Tosbko ¢ CPU-momessimu, B TO BpeMsi Kak
findface-extraction-api na GPU nmommepxkuBaer kak GPU-, rak u CPU-mozenn.

extractors:
face_age: faceattr/age.v2.gpu.fnk
face_beard: faceattr/beard.v0.gpu.fnk
face_emotions: faceattr/emotions.vl.gpu.fnk
face_gender: faceattr/gender.v2.gpu.fnk
face_glasses3: faceattr/glasses3.v0.gpu.fnk
face_medmask3: faceattr/medmask3.v2.gpu.fnk

JloCTyIIHBI CJIeIYIONTNE MOIEIIN:

ATpunbyT nuua Yckopenue | Hactpoiika
BO3PACT CPU face_age: faceattr/age.v2.cpu.fnk
GPU face_age: faceattr/age.v2.gpu.fnk
TIOJT CPU face_gender: faceattr/gender.v2.cpu.fnk
GPU face_gender: faceattr/gender.v2.gpu.fnk
IMOIIIH CPU face_emotions: faceattr/emotions.vl.cpu.fnk
GPU face_emotions: faceattr/emotions.vl.gpu.fnk
OYKH CPU face_glasses3: faceattr/glasses3.v0.cpu.fnk
GPU face_glasses3: faceattr/glasses3.v0.gpu.fnk
6opoza CPU face_beard: faceattr/beard.v0.cpu.fnk
GPU face_beard: faceattr/beard.v0.gpu.fnk
MmeaunuHckas Macka | CPU face_medmask3: faceattr/medmask3.v2.cpu.fnk
GPU face_medmask3: faceattr/medmask3.v2.gpu.fnk

Coser: ,ZLHSI TOr0 YTOOBLI OTKJIIOYUTDH MO/IeJIb PacCIIO3HaBaHUAd, Hepegal‘/’lTe B COOTBeTCTByIOH_LI/Iﬁ I1apa-
METDP IIyCTO€ 3Ha4Y€HUeE. He yﬂaHHﬁTe CaM ITapaMeTpP, IIOCKOJIbKY B 9TOM CJiy4dae 6yﬂeT BbBIIIOJIHATLC
IIOUCK MOJEJIN II0 YMOJTYaHHIO.

extractors:
face_age:
face_beard: ""

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

face_emotions: ""

face_gender: ""
face_glasses3: ""
face_medmask3: ""

IIpumeuanue: Bbr mMoxkeTe HaiTH MOAENM I PACIIO3HABAHUS aTpPUOYTOB JiMIa B Karajore /usr/
share/findface-data/models/faceattr/.

1ls /usr/share/findface-data/models/faceattr/

age.v2.cpu.fnk age.v2.gpu.fnk beard.vO.cpu.fnk beard.v0.gpu.fnk emotions.vl.cpu.
—fnk emotions.vl.gpu.fnk gender.v2.cpu.fnk gender.v2.gpu.fnk glasses3.v0.cpu.
—fnk glasses3.v0.gpu.fnk medmask3.v2.cpu.fnk medmask3.v2.gpu.fnk liveness.alleyn.
—v2.gpu.fnk quality.vl.cpu.fnk quality.vl.gpu.fnk

3. Ilepezamycture findface-extraction-api.

sudo systemctl restart findface-extraction-api

4. st Toro 9To0b1 0TOOparkaTh pe3y IbTaThl PACIIO3HABAHNS ATPUOYTOB JIUI] B CIIMCKE COOBITHIT, OTKPOITE
daitn koudurypanuu /etc/findface-security/config.py.

sudo vi /etc/findface-security/config.py

5. YKaxkuTe BKIOUYEHHBIE MOJEIN B CJIEAyIONmei cTpoke pasmena FFSECURITY:

FFSECURITY = {

'"FACE_EVENTS_FEATURES': ['gender', 'age', 'emotions', 'beard', 'glasses',
< 'medmask ']

3

6. Ilepesamycture findface-security.

sudo systemctl restart findface-security

PacnosnaBsanue xuBbix vl B peasibHom Bpemerun (Liveness)

ITpumeuanue: Liveness-demexmop ua CPU pabortaer ropasmo memyiennee, vem na GPU.

st obHapyKeHus PaIbIIUBLIX JIUI U IIPEIOTBPAIEeHNsT (POTO-aTaK UCIOJIb3YHTEe NHTEIPUPOBAHHYIO aHTHUC-
Iy (GUHTOBYIO CHCTEMY, OTJUYAIONIYIO YKUBBIE JIUIa OT WX M300parKeHuil. AJIropuTM aHAJU3UPYET HECKOJIb-
KO TIOCJIEJIOBATE/IBHBIX KaJPOB, PETUCTPUPYS M3MEHEHHs B MUMUKE U TEKCType KOXKW, U OJIarofapsi 3ToMy
OTIPEJIEIISIET, SIBJISIETCSI JIM JIMIO Mepesi KaMepoil >KUBBIM WA (DAJBITUBBIM. DTO UCKJIIOYAET BO3ZMOXKHOCTH
MOIIIEHHIYECTBA C UCIIOJIb30BAHNEM M300parkKeHus JIUIA HA OyMare Mid 9KpaHe MOOMILHOIO yCTPOUCTBA.

Liveness—aeTeKTop Oll€HUBaET 2KUBOCTD JIUILa C OIIPEICJIEHHBIM YPOBHEM JJOCTOBEPHOCTU M BO3BPaIIla€T OIICH-
Ky TOCTOBEPHOCTU BMECTE C 6I/IHaprIM pe3yIbTaTOM Xusoit ‘-IeJIOBeK/I/I306an(eHI/Ie, B 3aBUCUMOCTHU OT IIPE/I-
YCTaHOBJIEHHOT'O ITOPOTa JOCTOBEPHOCTHU.
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B atom pasgene:

e Braruenue Liveness-demexmopa
o Hacmpoiixa nopoea Liveness

o ngopmayusa o orcusom auue 6 seb-unmepgetice

BkntoueHue Liveness-getektopa

g Bkaiouenus Liveness-/ieTeKTopa BBIIOTHUTE CJIEAYIONINE TEACTBHUS:

1. Orkpoiite daitn KOH(pUTypaun /etc/findface-video-worker-gpu.ini (/etc/
findface-video-worker-cpu.ini). B pasgene liveness ykaxkure IIyTh K MOJEJNM HEHPOHHOM
ceru (fnk) u HOpMaM3aTOPY (NOTM), KOTOPBIE OY/IYT MCIOJB30BATLC B liveness-jerekTope.

sudo vi /etc/findface-video-worker-gpu.ini

## path to liveness fnk
## type:string env:CFG_LIVENESS_FNK longopt:--liveness-fnk
fnk = /usr/share/findface-data/models/faceattr/liveness.alleyn.v2.gpu.fnk

## path to mormalization for liveness
## type:string env:CFG_LIVENESS_NORM longopt:--liveness-norm
norm = /usr/share/findface-data/models/facenorm/crop2x.v2_maxsize400.gpu.fnk

sudo vi /etc/findface-video-worker-cpu.ini

## path to liveness fnk
## type:string env:CFG_LIVENESS_FNK longopt:--liveness-fnk
fnk = /usr/share/findface-data/models/faceattr/liveness.alleyn.v2.cpu.fnk

## path to normalization for liveness
## type:string env:CFG_LIVENESS_NORM longopt:--liveness-norm
norm = /usr/share/findface-data/models/facenorm/crop2x.v2_maxsize400.cpu.fnk

2. Ilepesamyctute findface-video-worker.

sudo systemctl restart findface-video-worker-gpu
sudo systemctl restart findface-video-worker-cpu
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Hacrtpotiika nopora Liveness

IIpu meobxommMocTH BBI MOXKETE HACTPOUTHL MOpOroBoe 3Hadenue Liveness B (aitme Komdurypamnuu /etc/
findface-security/config.py. Liveness-1eTekTop oleHUBAET ““KMBOCTH JIUIA C OIIPEJIEIEHHON JOCTOBED-
HOCTBIO. B 3aBHCHMOCTH OT IIOPOrOBOIO 3HAYEHUsI JOCTOBEPHOCTH, OH BO3BpalllaeT OMHAPHBINA pe3y/ibrar
XuBoit uenmoBek uau Uzsobpaxerue.

ITpumeuanue: 3HavYeHWE IO YMOJTIAHUIO SIBJISIETCS ONTUMAaJbHBIM. [lepes; m3aMeHeHneM opora IIPOKOH-
CyJIBTUPYHUTECH Y HAIIUX CIEIUAJMCTOB 10 ajpecy support@ntechlab.com.

sudo vi /etc/findface-security/config.py

‘LIVENESS_THRESHOLD’: 0.85,

Nudopmauusa o xusom nuue B Beb-uHtepdeiice

TTociste macrpoitku Liveness-gerekTopa [iiisl KayKI0ro coObITHs OyaeT 0ToOpakaThcs oneHKa liveness oOHapy-
2KEHHOTO JIUTIA.

(Camera not...)

ITpumeuanme: Liveness MokeT IPUHUMATH 3HAYeHNME null, €Cu AETEKTOP YKUBBIX JIUI] OTKJIIOYEH WJIU Ha
[IPEIOCTABJIEHHOM M300PaKEeHNN HEBO3MOXKHO JIOCTOBEPHO OIEHUTH Liveness.

Ucnonwayiite unbrp Liveness ijst IpocMOTpa COOBITHI TOJIBKO C YKUBBIME JIFOJbMH WJIA TOJIBKO C N300pa-
JKEHUSIMU, €CJIA UMEJIU MECTO CITy(DUHTOBBIE aATAKM.

CBpOCHTE GKUNLTPBI
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CMm.Tak>xke:

Liveness kax a8moromHwviil cepsuc

PacnosxaBaHne asTomobunein n nx atpubyros

FindFace Multi mo3BosisieT pacro3naBaTh OT/IE/IbHbIE ABTOMOOUIN U UX aTPUOYTHI.
ATpubyThl aBTOMOOUIIEH CieyIomume:

® HOMEpHOIi 3HaK (11l OTJEIbHBIX CTPAH ),

e IBerT,

® MapkKa,

® MOJIEJTb,

® THUII Ky30Ba.

Baxxno: PacnosnaBanue oT/ieJIbHBIX aBTOMOOUIIEH sIBJSIETCS SKCIEePUMEHTaIbHON dyuKIiueit. [losTromy st
TOrO YTOOBI YJIy4IIUTh KA9eCTBO PACIIO3HABAHNS, Mbl HACTOSITEJIbHO PEKOMEH/IyeM BaM BKJIIOUUTH JIOMOJIHU-
TeJIbHBIN aHam3 aTpudyToB. B aTOM citydae cucrema Oyier cpaBHUBATH HE TOJBKO BEKTOPBI IIPU3HAKOB JIBYX
aBTOMODUJIEH, HO TaKXKe WX aTPUOYTHI, TAKME KAaK IIBET, THUI Ky30Ba, MapKa M MOJeJb. BBIBOI O coBmaIe-
HAU aBTOMOOMJIEN OyAeT JeaThCsd TOJBKO B TOM CJIy4ae, eCjU COBIQIAIOT KAK BEKTODHI IIPU3HAKOB, TaK U
aTpudyTHI ABTOMOOMIE.

TToapobHoe onmcanme TOro, Kak BKJIIOYUTDH JIOMOJHUTEIBLHBIN aHAIN3 aTpuOyTOB, BBl HalileTe B MOIIArOBOI
WHCTPYKIINU HIKE.

g BKJIIOYEHUsI paCIIO3HABAHUS aBTOMOOMIIEN U UX aTPUOYTOB BBIIOJHUTE CJEIYIONINE IefCTBUS:

1. B daitre xouduryparuu /etc/findface-extraction-api.ini ykaxKure MOJe/Jn HEHPOHHBIX CeTeil
JUIsl PacIiO3HaBaHUs OOBEKTOB THITA ABTOMOOUIIb U UX aTpuOyTOB. BhlnosHuTe ciaemyomye geicTBrsA:

BaxkHo: Y10cTOBEpHTECH, YTO JJIsT KaXKI0# MOJIEJIN Bl yKa3aJm MpaBuibHblil Tull yckopenus CPU nan
GPU: on momxen cosmajgarh ¢ TurnoM yckopenmsi findface-extraction-api. Obparure BHUMaHUE,
qro findface-extraction-api va CPU moxker paborars Toabko ¢ CPU-mozensymu, B TO Bpems Kak
findface-extraction-api na GPU nmomnepxkusaer kak GPU-, tak u CPU-mozenn.

1. Orkpoitre daitn koudurypanun /etc/findface-extraction-api.ini.

sudo vi /etc/findface-extraction-api.ini

2. VKaXuTe MOJeab JIeTeKTOpa aBToMobmeit B pasjiene detectors -> models, BCTABUB CJIEAYIO-
MU KOJI:
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GPU

detectors:
models:
efreitor:
aliases:
- car
model: cadet/efreitor.gpu.fnk
options:
min_object_size: 32

resolutions: [256x256, 384x384, 512x512, 768x768, 1024x1024, 1536x1536,
,2048x2048]

CPU

detectors:
models:
efreitor:
aliases:
- car
model: cadet/efreitor.cpu.fnk
options:
min_object_size: 32

resolutions: [256x256, 384x384, 512x512, 768x768, 1024x1024, 1536x1536,
,2048x2048]

3. YKaxXuTe MOJIeJH JJIsSI SKCTPAKINA BEKTOPOB IPU3HAKOB B pas3jeiie extractors -> models, B
3aBUCUMOCTHU OT HEOOXOIMMBIX 9KCTPAKTOPOB:

GPU

extractors:
models:
car_color: ''
car_description: carattr/description.v0.gpu.fnk
car_emben: carrec/alonso.gpu.fnk
car_license_plate: carattr/carattr.license_plate.v2.gpu.fnk

car_license_plate_quality: carattr/carattr.license_plate_quality.v0.gpu.fnk
car_make: ''

car_quality: carattr/carattr.quality.vO.gpu.fnk
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CPU

extractors:
models:
car_color: ''

car_description: carattr/description.v0.cpu.fnk

car_emben: carrec/alonso.cpu.fnk

car_license_plate: carattr/carattr.license_plate.v2.cpu.fnk
car_license_plate_quality: carattr/carattr.license_plate_quality.v0.cpu.fnk
car_make: ''

car_quality: carattr/carattr.quality.vO.cpu.fnk

JocTynHbl ciemyonme SKCTPAKTOPbL:

JKCTpaKkTop

Hacrtpoiika

OTJIE/ILHBIN O0BEKT TH-
1a, aBTOMOOMITH

car_emben:

carrec/alonso.cpu.fnk

car_emben:

carrec/alonso.gpu.fnk

HOMEPHO 3HAK

car_license_plate: carattr/carattr.license_plate.v2.
cpu.fnk
license_plate_quality.vO.cpu.fnk

car_license_plate_quality: carattr/carattr.

car_license_plate: carattr/carattr.license_plate.v2.
gpu.fnk

license_plate_quality.v0.gpu.fnk

car_license_plate_quality: carattr/carattr.

Habop aTpubyToB: Map- | car_description: carattr/description.v0.cpu.fnk
ka / user / mouenn /

THII Ky30Ba car_description: carattr/description.v0.gpu.fnk
Ka4uecTBO m300pakenusi | car_quality: carattr/carattr.quality.vO.cpu.fnk
aBTOMOOUIIST car_quality: carattr/carattr.quality.v0.gpu.fnk

Cosert: [ljs1 Toro 4ro0bl OTKJIIOYATE MOJIE/b, IIepegaiiTe B COOTBETCTBYOMIMIA TaApaMeTp IIyCTOe
suadenne. He ymassiiTe cam mapameTp, IMOCKOJIBKY B 9TOM CJydae OyAeT BBITOJTHATHCS ITOUCK

MOJEJJIN II0 YMOJTIaHHUIO.

extractors:
models:

car_color: ''
car_description: '
car_emben: ''
car_license_plate:
car_license_plate_quality:
car_make: "'
car_quality: "'
car_trash: ''

4. YKaxnuTe HOPMAJIU3aTOPbI, HEOOXOINMBIE JJIsT PAOOTHI IKCTPAKTOPOB, 33JAHHBIX HA TPEIBIIYIIEM
mare. Hanpumep, eciin BaM TpebyeTcsi HACTPOUTDH PACIO3HABAHUE ABTOMOOUIBHBIX HOMEDPOB, YKa-

JKATE HOpMaJIn3aTop carlicplate .
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Hopma- Mogenb HopmanusaTopa WNcnonb3yeTtcst anist 3KkCTpakTOpPOB
nmsartop
carlicplatg carnorm/anaferon.vl.gpu.fnk car_license_plate
carnorm/anaferon.vl.cpu.fnk
cropbbox | facenorm/cropbbox.v2.gpu.fnk car_license_plate_quality,
facenorm/cropbbox.v2.cpu.fnk car_description, car_quality
GPU
normalizers:
models:
carlicplate:

model: carnorm/anaferon.vl.gpu.fnk

cropbbox:
model: facenorm/cropbbox.v2.gpu.fnk

CPU
normalizers:
models:
carlicplate:
model: carnorm/anaferon.vl.cpu.fnk
cropbbox:
model: facenorm/cropbbox.v2.cpu.fnk

5. Ybenurech, UTO pa3jeis objects -> car cojepkuT quality_attribute: car_quality:

GPU

objects:

car:
base_normalizer: facenorm/cropbbox.v2.gpu.fnk
quality_attribute: car_quality
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CPU

objects:

car:
base_normalizer: facenorm/cropbbox.v2.cpu.fnk
quality_attribute: car_quality

6. Ilocne BHecenus u3amenenunit B daitn Kouduryparun yoequTech, YTO OH BBIIVISIIAT AHAJIOTUIHO
clenyomeMy IpUMepy.

7. Ilepezamycture findface-extraction-api

sudo systemctl restart findface-extraction-api

Buecure wusmenenust B dailn  kondwurypanun /etc/findface-video-worker-gpu.ini (/etc/
findface-video-worker-cpu.ini). B paszene car ykaxkure Mozjen HEHPOHHBIX CeTEH 10 AHAJOIUN
¢ npumepom Hmzke. [lepesamnycrure findface-video-worker-gpu (findface-video-worker-cpu).

GPU

sudo vi /etc/findface-video-worker-gpu.ini

## detector param
## type:number env:CFG_CAR_MIN_SIZE longopt:--car-min-size
min_size = 60

## path to car detector
## type:string env:CFG_CAR_DETECTOR longopt:--car-detector
detector = /usr/share/findface-data/models/cadet/efreitor.gpu.fnk

## path to mormalizer (usually croplz)
## type:string env:CFG_CAR_NORM longopt:--car-norm
norm = /usr/share/findface-data/models/facenorm/cropbbox.v2.gpu.fnk

## path to car quality extiractor
## type:string env:CFG_CAR_QUALITY longopt:--car-quality
quality = /usr/share/findface-data/models/carattr/carattr.quality.v0.gpu.fnk

## path to car quality normalizer
## type:string env:CFG_CAR_NORM_QUALITY longopt:--car-norm-quality
norm_quality = /usr/share/findface-data/models/facenorm/cropbbox.v2.gpu.fnk

## path to car track features extractor
## type:string env:CFG_CAR_TRACK_FEATURES longopt:--car-track-features

track_features =

## path to car track features mormalizer

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

## type:string env:CFG_CAR_TRACK_FEATURES_NORM longopt:--car-track-features-norm
track_features_norm =

sudo systemctl restart findface-video-worker-gpu.service

CPU

sudo vi /etc/findface-video-worker-cpu.ini

## detector param
## type:number env:CFG_CAR_MIN_SIZE longopt:--car-min-size
min_size = 60

## path to car detector
## type:string env:CFG_CAR_DETECTOR longopt:--car-detector
detector = /usr/share/findface-data/models/cadet/efreitor.cpu.fnk

## path to mormalizer (usually croplz)
## type:string env:CFG_CAR_NORM longopt:--car-norm
norm = /usr/share/findface-data/models/facenorm/cropbbox.v2.cpu.fnk

## path to car quality extractor
## type:string env:CFG_CAR_QUALITY longopt:--car-quality
quality = /usr/share/findface-data/models/carattr/carattr.quality.v0.cpu.fnk

## path to car quality normalizer
## type:string env:CFG_CAR_NORM_QUALITY longopt:--car-norm-quality
norm_quality = /usr/share/findface-data/models/facenorm/cropbbox.v2.cpu.fnk

sudo systemctl restart findface-video-worker-cpu.service

. Orkpoiite dair koudurypamnun /etc/findface-video-manager. conf u yb6eauTech, 9T0 OH COJIEPIKUT

paszen car B detectors, aHAJIOIMYHBI HIPUBEICHHOMY HUZKE.

Coset: B xauecTse sTajsioHHOrO 3HadeHus napamerpa filter_min_quality MOXKHO B3STh 3HAYEHHE
napamerpa MINIMUM_CAR_QUALITY u3 daiina koudurypanuu /etc/findface-security/config.py.

sudo vi /etc/findface-video-manager.conf
detectors:
car:

filter_min_quality: 0.65
filter_min_size: 1

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

filter_max_size: 8192

roi: ""

fullframe_crop_rot: false
fullframe_use_png: false

jpeg_quality: 95

overall_only: false
realtime_post_first_immediately: false
realtime_post_interval: 1
realtime_post_every_interval: false
track_interpolate_bboxes: true
track_miss_interval: 1
track_overlap_threshold: 0.25
track_max_duration_frames: 0
track_send_history: false
post_best_track_frame: true
post_best_track_normalize: true
post_first_track_frame: false
post_last_track_frame: false
tracker_type: simple_iou
track_deep_sort_matching_threshold: 0.65
track_deep_sort_filter_unconfirmed_tracks: true

4. BxrounTe pacmosnaBaHme aBToMoOMJell u aTrpudbyToB aBroMoOmMell B daitie kKondurypamun /etc/
findface-security/config.py. Bemonmure ciemyromniue neiicTBus:

1. B pazaesne FFSECURITY ycranoBute 'ENABLE_CARS': True.

sudo vi /etc/findface-security/config.py

FFSECURITY = {

# optional objects to detect
"ENABLE_CARS': True,

2. B Tom ke pazjesie ykaxkure arpuOyThl aBTOMOOU/IEN, KOTOPBIE TpeOyeTCst 0TOOpaXKaTh B COOBITUSIX
PpacIo3HaBaHUS.

# available features are: description, license_plate
'"CAR_EVENTS_FEATURES': ['description', 'license_plate'l],

3. utst TOrO 9TOOBI YIIy9IIUTh KAY€CTBO PACIIO3HABAHUS OT/IE/IbHBIX ABTOMOOH I, Mbl HACTOSITETHHO
PEKOMEH/ IyeM BaM BKJIIOYUTH JIOTOJHUTE/BHBIN aHam3 aTpudyToB. B sToMm ciaydae cucrema Oyaer
CPaBHUBAThL HE TOJBKO BEKTODHI IPU3HAKOB JIBYX aBTOMOOMJEH, HO M aTpuOyThl aBTOMOOUIIEI.
BriBog 0 coBnasennn aproMobuiieil 6yaeT JesaThcsd TOJBKO B TOM CJIydae, €CJIM COBIAIAI0T KakK
BEKTOPBI IIPU3HAKOB, TaK W ATPUOYTHI.

JL71sT IOTIOJIHUTEILHOTO aHAJIN3a BbI MOYKETe UCIIOIb30BaTh CJIEYIONUe ATPUOYThI:
e color: 1BET aBTOMOOMIIA,
e body: Tun Ky30Ba,

e make: Mapka,
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e model: MOaeNIb.

Jjisi Toro 4To0bl BKJIFOYNATH JOMOJHUTEIbHBIN aHAIN3 arpulOyToB, ycraHoBuTe True B pa3siele
FFSECURITY -> EXTRA_CAR_MATCHING misi arpuOyTOB, KOTOPbIE BBl XOTUTE CPABHUBATH.

FFSECURITY = {
# use additional features for extra confidence when matching cars by emben
'"EXTRA_CAR_MATCHING': {
'color': {'enabled': False, 'min_confidence': 0},
'body': {'enabled': False, 'min_confidence': 0},
'make': {'enabled': False, 'min_confidence': 0},
'model': {'enabled': False, 'min_confidence': 0},

3,

Baxxno: /[Iaa Toro d4robbl amam3 aTpubOyToB paboras, B daitmax Komdurypamuu /etc/
findface-extraction-api.ini u /etc/findface-security/config.py moJizKHa OBITH BKJIIO-
“JeHa Mozelb description (cM. Bbme).

IIpumevuanue: Bkirodenue J0MOTHUTETHHOTO aHAIN3a ATPUOYTOB YMEHDBIAET KOJUIECTBO JIOK-
HOITOJIO2?KUTEJIbHBIX Cpa6aTbIBa.HI/Ifl, O/THaAKO MOT'YyT 6I)ITb OPOITyHIeHbl TaK>Ke HEKOTOPbIE peaJibHbIe
COBIIQIEHUSI.

Ilpenynpexxaenue: He wensgiiTe 3Ha4YeHWS IO YMOJTYAHUIO, YCTAHOBJIEHHBIE IIJISI
min_confidence, 6e3 mpeaBapUTEIbHON KOHCYJIBTAIUN C HAIMAMU TEXHUIECKAMHU CIEIHAJIU-
cramu (support@ntechlab.com).

4. Tlepezamycture cepBuc findface-security.

sudo systemctl restart findface-security.service

Pacno3HaBaHue cunyatoB n ux atpubyrtos

FindFace Multi mo3BosisieT pacro3HaBaTh OT/I€/IbHBIE YEJIOBEUECKUE CUIYITHI U ATPUOYTHI CHIYITOB.

ATpubYTHI CHIIYITOB CJIeTyTOIITHeE:

® TUI OJE€KIbI:

00001IIeHHAsT KATErOpusl OJ1e?K/Ibl BEPXHEH YacTH Tejla: C JJIMHHBIMU PyKaBaMU, C KOPDOTKUMH DY-
KaBaMHu, 6e3 PyKaBOB

JeTaJn3uPOBAHHBIN THUII OJIEXK bl BEPXHE YacTh Tejia: KypPTKa, MaJIbTO, XKUJIET 0e3 PyKABOB, TOJI-
croBKa, dyTdoKa, pydaIiKa, miarbe

TUI OJIEXK/IbI HUKHEH JacTu Tesa: OPIOKH, I00Ka, MOPThI, HEOOBITHBIT

THUII TOJIOBHOTO yBopa: Iulsina/marka,/Kerka, KamkolloH, 6e3 MoJI0BHOTO y6opa

e IBeT OJIeXK (bl (BepX/Hu3)

s BKIIIOUEHUs PACIIO3HABAHUS CIJIYITOB U UX ATPHOYTOB BBIIOJHATE CJIEAYIONINE AefCTBUS:
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1. B daiine kondurypanun /etc/findface-extraction-api.ini ykakure MOJeIu HEHPOHHBIX ceTeit
JIJIsT PACIIO3HaBaHUsI OObEKTOB THUIIA CUJIYyIT U UX aTpuOyTOB. BBINOIHUTE Clleyonue IeiiCTBUs:

Baxkno: ¥YiocToBepbrech, 9TO I KaXK10# MOIes i Bbl yKa3au npaBuiabnbiit tut yckoperus CPU wiun
GPU: on momxen coBmajarh ¢ TurnoMm yckopennsi findface-extraction-api. O6parure BHUMAaHUE,
uro findface-extraction-api na CPU moxer paborars Toiabko ¢ CPU-momesnssMu, B TO BpeMsi Kak
findface-extraction-api na GPU nomnep:xkusaer kak GPU-, tak u CPU-momenu.

1. Orkpoiire daiin koudurypanun /etc/findface-extraction-api.ini.

sudo vi /etc/findface-extraction-api.ini

2. VKaXuTe MOJIeJIb JETEKTOpa CUJIyITOB B pazjesie detectors -> models, BCTABUB CJICIYIONIAI

KOZ;:
GPU
detectors:
models:
glenn:
aliases:
- body
- silhouette
model: pedet/glenn_005.gpu.fnk
options:
min_object_size: 32
resolutions: [256x256, 384x384, 512x512, 768x768, 1024x1024, 1536x1536,
—+2048x2048]
CPU
detectors:
models:
glenn:
aliases:
- body
- silhouette
model: pedet/glenn_005.cpu.fnk
options:
min_object_size: 32
resolutions: [256x256, 384x384, 512x512, 768x768, 1024x1024, 1536x1536,
-+2048x2048]

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

3. VKaxkute MOJeJn [0 SKCTPAKIINNA BEKTOPOB IPU3HAKOB B pasjesie extractors -> models, B
3aBUCUMOCTHU OT HEOOXOJIMMBIX SKCTPAKTOPOB:

GPU

extractors:

models:

body_clothes: pedattr/pedattr.clothes_type.v0.gpu.fnk
body_color: pedattr/pedattr.color.vl.gpu.fnk
body_emben: pedrec/andariel.gpu.fnk

body_quality: pedattr/pedattr.quality.v0.gpu.fnk

CPU

extractors:

models:

body_clothes: pedattr/pedattr.clothes_type.vO0.cpu.fnk
body_color: pedattr/pedattr.color.vl.cpu.fnk
body_emben: pedrec/andariel.cpu.fnk

body_quality: pedattr/pedattr.quality.v0.cpu.fnk

JocTynHBI cJieIyIonne SKCTPAKTOPDI:

Tun PaCno3HaBaHWA

Hacrtpoiika

TUT OJIEK b

body_clothes: pedattr/pedattr.clothes_type.v0.gpu.
fnk

body_clothes: pedattr/pedattr.clothes_type.v0.cpu.
fnk

IBET OIEXKIIBI

body_color: pedattr/pedattr.color.vl.gpu.fnk

body_color: pedattr/pedattr.color.vl.cpu.fnk

OTIEIbHBIN 00BEKT THUIIA CUITY-
3T

body_emben: pedrec/andariel.gpu.fnk

body_emben: pedrec/andariel.cpu.fnk

KadeCTBO M300parKeHUusT CUITY-
aTa

body_quality: pedattr/pedattr.quality.v0.gpu.fnk

body_quality: pedattr/pedattr.quality.v0.cpu.fnk

Coser: ,ZLHH TOro YTOOBLI OTKJ/IIOYUTH MO/J1eJIb, Hepegaf/’lTe B COOTBeTCTByIOH_[I/Iﬁ IIapaMeTp IIycToe
snagenne. He y,zganﬂﬁTe caM IapaMeTp, IIOCKOJIbKY B 3TOM CJIy4dae 6y,ILeT BBITIOJIHATHCA ITOHUCK

MOIEJIHN IO YMOJTIaHHUIO.

extractors:

models:

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

body_clothes: ''
body_color: ''
body_emben: ''
body_quality: ''

4. Ybenurech, 9To pasjes normalizers COMEp:KUT MOJIEIIb /i HOpMAaJIN3aTopa cropbbox, Kak moKa-
3aHO B mpuMepe Hike. JJaHHbIi HopMaan3aTop TpedyeTcs i paboThl SKCTPAKTOPOB, YKA3AHHBIX

Ha TpeablIyIeM Iare.

GPU

normalizers:

models:

cropbbox:
model: facenorm/cropbbox.v2.gpu.fnk

CPU

normalizers:

models:

cropbbox:
model: facenorm/cropbbox.v2.cpu.fnk

5. Ybenurech, UTO pa3zeil objects -> body comepxkur quality_attribute: body_quality:

GPU

objects:
body:
base_normalizer: facenorm/cropbbox.v2.gpu.fnk
quality_attribute: body_quality

3.2. CranpgaprtHas pabora c FindFace Multi

133




FindFace Multi, Boinyck 1.1

CPU

objects:
body:
base_normalizer: facenorm/cropbbox.v2.cpu.fnk
quality_attribute: body_quality

6. Ilocne BHecenus u3amenenunit B daitn Kouduryparun yoequTech, YTO OH BBIIVISIIAT AHAJIOTUIHO
clenyomeMy IpUMepy.

7. Ilepezamycture findface-extraction-api

sudo systemctl restart findface-extraction-api

2. Buecure wusmenenus B aiin  koudurypanuun /etc/findface-video-worker-gpu.ini (/etc/
findface-video-worker-cpu.ini). B pa3jese body ykaxkure MO/ HEHPOHHBIX CeTell 110 aHAJIOTHH
¢ npumepom Hmzke. [lepesamnycrure findface-video-worker-gpu (findface-video-worker-cpu).

GPU

sudo vi /etc/findface-video-worker-gpu.ini

## detector param
## type:number env:CFG_BODY_MIN_SIZE longopt:--body-min-size
min_size = 60

## path to body detector
## type:string env:CFG_BODY_DETECTOR longopt:--body-detector
detector = /usr/share/findface-data/models/pedet/glenny_005_fast.gpu.fnk

## path to mormalizer (usually croplz)
## type:string env:CFG_BODY_NORM longopt:--body-norm
norm = /usr/share/findface-data/models/facenorm/cropbbox.v2.gpu.fnk

## path to body quality extractor
## type:string env:CFG_BODY_QUALITY longopt:--body-quality
quality = /usr/share/findface-data/models/pedattr/pedattr.quality.v0.gpu.fnk

## path to body quality normalizer
## type:string env:CFG_BODY_NORM_QUALITY longopt:--body-norm-quality
norm_quality = /usr/share/findface-data/models/facenorm/cropbbox.v2.gpu.fnk

sudo systemctl restart findface-video-worker-gpu.service
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CPU

sudo vi /etc/findface-video-worker-cpu.ini

## detector param
## type:number env:CFG_BODY_MIN_SIZE longopt:--body-min-size
min_size = 60

## path to body detector
## type:string env:CFG_BODY_DETECTOR longopt:--body-detector
detector = /usr/share/findface-data/models/pedet/glenny_005_fast.cpu.fnk

## path to mormalizer (usually croplz)
## type:string env:CFG_BODY_NORM longopt:--body-norm
norm = /usr/share/findface-data/models/facenorm/cropbbox.v2.cpu.fnk

## path to body quality extractor
## type:string env:CFG_BODY_QUALITY longopt:--body-quality
quality = /usr/share/findface-data/models/pedattr/pedattr.quality.v0.cpu.fnk

## path to body quality normalizer
## type:string env:CFG_BODY_NORM_QUALITY longopt:--body-norm-quality
norm_quality = /usr/share/findface-data/models/facenorm/cropbbox.v2.cpu.fnk

## path to body track features extractor
## type:string env:CFG_BODY_TRACK_FEATURES longopt:--body-track-features
track_features =

## path to body track features normalizer
## type:string env:CFG_BODY_TRACK_FEATURES_NORM longopt:--body-track-features-norm
track_features_norm =

sudo systemctl restart findface-video-worker-cpu.service

3. Orkpoiite daitr kondurypanun /etc/findface-video-manager.conf u ybeaurech, ITO OH COJAEPIKUT
pasznes body B detectors, aHAJOTMYHBIN IPUBEJCHHOMY HUZKE.

CoseT: B xauecTBe sTajloHHOrO 3HadeHUs napamerpa filter_min_quality MOXKHO B3SATh 3HAYEHUE
napamerpa MINIMUM_BODY_QUALITY u3 daiisna xouduryparuu /etc/findface-security/config.py.

sudo vi /etc/findface-video-manager.conf
detectors:
body:
filter_min_quality: 0.65

filter_min_size: 1
filter_max_size: 8192

(continues on next page)
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roi: ""

fullframe_crop_rot: false
fullframe_use_png: false

jpeg_quality: 95

overall_only: false
realtime_post_first_immediately: false
realtime_post_interval: 1
realtime_post_every_interval: false
track_interpolate_bboxes: true
track_miss_interval: 1
track_overlap_threshold: 0.25
track_max_duration_frames: 0
track_send_history: false
post_best_track_frame: true
post_best_track_normalize: true
post_first_track_frame: false
post_last_track_frame: false
tracker_type: simple_iou
track_deep_sort_matching_threshold: 0.65
track_deep_sort_filter_unconfirmed_tracks: true

4. BxyrounTe pacrno3HaBaHHE CHJIYSTOB U aTpubyTOB CHIySTOB B dailie KoHdurypamun /etc/
findface-security/config.py. Boinonnure ciemyiomue jgeicTBus:

1. B pazaene FFSECURITY ycranoute 'ENABLE_BODIES: True.

sudo vi /etc/findface-security/config.py

FFSECURITY = {

# optional objects to detect
'"ENABLE_BODIES': True,

2. B Tom ke pazjesnie yKaxKuTe aTpuOyThI CHJIYITOB, KOTOPBIE TpebyeTcs 0TOOparKaTh B COOBITUIX
pacCIo3HABAHUS.

# available features are: color, clothes
'BODY_EVENTS_FEATURES': ['color', 'clothes'],

3. Ilepezamycture cepsuc findface-security.

sudo systemctl restart findface-security.service
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OcHoBHbIe HACTPOKN
Ocuosubie Hacrpoiiku FindFace Multi onpenesnsitor pabory cucrembl u nmorpebsienne pecypcos. JlocTymHb
CJIeIyIONe HaCTPOUKH:

e yHUBEpCAJbHBIH MOPOr cpabaThIBAHUS JIJIs PACIIO3HABAHUS JINI], CIIIYITOB, aBTOMOOUIIEH (B 3aBUCHMO-
CTH OT BKJIIOYEHHBIX OOBEKTOR )

Opor cpabaTbIBaHUS JJIs STTU30/I0B PACIIOZHABAHMS JIHII
e kauectBo JPEG munmaTiop
® DACIHCAHWE aBTOMATHYECKOIO YJIAJEHUs CTAPBIX COOBITHI U SIMU30/I0B

st m3MeHeHUsI OCHOBHBIX HACTPOEK Iepefiaure Ha BRIAAKY Hacmpotlixu u mHaxxmure OchnosHuie. Ilocie
BHeceHUst m3MeHeHnit HaxkmuTe O6nosums. IlongpobHoe onucanme Kaxk 10 HACTPOWKN MIPUBEIEHO HUXKE.

HacTtpoiiku

OcHOBHOE HacTpoMKKn

OcHoeHoe

BHewHwWi Bug,

eHTaLMA
eHTauma API

M

3.2. CranpgaprtHas pabora c FindFace Multi 137



FindFace Multi, Boinyck 1.1

B atom pasgene:

o Ynusepcasvnoili nopoe cpabamol8arus

H()p()Z C])(1,6(I,TIL?)L(3(LHU,.R ons anu30006 (TIL()./L?)H() ﬂ/U/U)(I,)

e Kauwecmeo JPEG muruamiop

o Asmomamuueckoe y()(meHue cmapoulx cobvimuil u 2nu30006

YHuBepcanbHbli nopor cpabaTtbiBaHus

FindFace Multi npuauMaeT pemenue o cOBIAIEHIN OOHAPYKEHHOT'O JIMIA C JIUIIOM U3 J0Che (T. €. O HOJIOKH-
TesibHOM BepudUKAIN) Ha OCHOBAHUM IIPEJ[yCTAHOBJIEHHON IIOPOrOBOil crenenu cxoxectu. Ilo ymomrdanuio
YCTAHOBJIEHO ONTHMAJIBHOE MMOPOroBoe 3HadeHnue. [Ipu HeOOXOIUMOCTH BBI MOXKETE U3MEHUTDH €rO0.

ITpumeuanue: Yem BbIlIe TOPOroBast CTEIEHD CXOKECTH, TEM MEHBIIIE IIIAHCOB HA, TIOJIOXKUTEJIHHY IO JIOXKHY IO
BepuGUKAIINIO J€/I0BEKA, OJTHAKO HEKOTOPbhIE TIoIXo/Ismne (poTorpadun MOTYT Tak:Ke He TpoiiTu Bepuduka-
IIHO.

Tot ke TPUHITUIT TPUMEHSETCS K PACIO3HABAHUIO CUJIYITOB U aBTOMOOWJIEH, eciin JaHHble 00bEKTHI 100aB-
Jienbl B cucteMmy. Ha ocHoBanmu npemycramoBiennoro mopora FindFace Multi nmpunumaer perenne o mpu-
HAJJIEIKHOCTHU OJJHOMY Y€JIOBEKY OOHAPYKEHHOT'O CHJIYydTa M CHJIydTa U3 JI0Che. AHAJIOTUIHO, OOHADY KEHHBIT
aBTOMOOUJIb OyJ/IeT CYUTATHCS COBIIAJIAIOIINM C aBTOMOOUIEM U3 JTOCHE.

CoseT: Bbl MoXkeTe HACTPOUTH MOPOT CPAOATHIBAHNS WHANBUIYATBHO I KayKIOW 2pynnovl kKamep U Cnucka
HabA00eHUs.

Baxkno: ljg GOJIbIIMHCTBA CIyYaeB pPacIO3HABAHUSA OODLEKTOB 3HAYEHHE, YCTAHOBJIEHHOE IO YMOJIIa-
HUIO JJIsI YHUBEPCAJIBLHOIO IIOpora cpabaThbIBaHUS, sIBJISETCS ONTHMAaJIbHBIM. He peKOMeHIyeTcs CaMOCTOsI-
TeJIbHO MeHATH ero. O0si3aTe/IbHO IIPOKOHCYIBTUPYHTECH ¢ HAIIUMU TEXHUYECKUMU KCIEPTAMU 110 apPecy
support@ntechlab.com.

Mopor cpabatbiBaHua gnst anu3onos (ToNbKO Anua)

ITpumeuanune: B texymeit peasmsamuu FindFace Multi mommepkuBaer TOJBKO SMU30bI PACIIO3HABAHUS
JIATL. DTIU30/bI PACIIO3HABAHUS aBTOMOOMJIEN U CHIy9TOB OYyIyT H00OABJIEHBI B CJIEAYIONINX BEPCUSX.

IIpu bopmupoBaHuu 3MU30/a CUCTEMA UINET B 6a3e JAHHBIX BEKTOPOB IIPU3HAKOB HEJa6HUE COOBITHS C II0-
XOYKUMU JIUI[AMHE BBIIIE OIPEJeJIEHHON MOPOroBoii cremeHn cxoxkectu. [lopor 1o yMoJI9aHUIO YCTAHOBJIEH HA
onTUMabHOE 3HadeHne. [Ipu HeoOXOIMMOCTH BBl MOXKETe U3MEHUTH ero. O0sS3aTe/IbHO CBSIKATECH C HAITUMEI
IKCIIEPTaMu sl KOHCYysbTamuu (support@ntechlab.com).
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Kauvecteo JPEG muHmnartiop

B zaBucumoctu ot kadecrsa JPEG, daityibl MUHHATIOP MOTYT B KOHEYHOM CUeTe 3aHATH 3HAYUTEIbHYIO YaCTh
JINCKOBOTO TIpocTpancTsa. Vcmosb3yiite BKiIagKy OchosHbie st HACTPONKH IapamMerpa.

ABTOMaTunyeckoe yAaneHune Crtapbix cobbITnii n ann3onos

WcnonpsyiiTe 3Ty 2Ke BKIAJKY, YTOOBI 33/1aTh PACINCAHNE aBTOMATUYECKOrO YAAJIEHUS CTapbIX COOBITHI U
3MU30/0B 13 0a3bl JAHHBIX. MOXKHO HACTPOUTH yJ/IaJI€HAE COOBITUN M SMU30JI0B IO PA3HbIM PACIIUCAHUSIM B
3aBUCUMOCTH OT HAJIMYUS COBIAJIEHUN ¢ 62301 JAHHBIX JIOCHE, & TAKXKe BBIOPATH YIAJIEHUE TOJIHKO MOJIHBIX
KaJIpOB. BbI Tak»Ke MOXKeTe 10 OTIEIbHOCTH YAAJISITH COOBITHS C JINIIAMHU, ABTOMOOMJISIMUA U CHJLYSTaMHU.

9136k BeO-uHTepdheiica
Ilo ymonuanuto B BeG-mHTEpdEiice st BHIOOpa JIOCTYIHBI TOJBKO aHTVIMICKUANE M PyCcCKuil si3biku. Jlpyrue

SI3BIKU [IPEIOCTABIISIOTCA 110 3anpocy (support@ntechlab.com) u pobasisiores B cucreMmy depes Gbaiia KOH-
duryparuu /etc/findface-security/config.py.

B atom paspene:

o [lepexaouenue a3vika 6 6eb-urmepgpetice

o J[obasaeHUE NOAB30BAMEALCKO20 A3VIKA

MepeknioyeHue a3bika B BedO-uHTepdeiice

st TOro 9TOOBI EPEKJIFOINTD SI3bIK CUCTEMBI, TepeiiauTe B MeHto Hacmpotiku -> Brewnut ud.

HacTpoiikun BHelHWi BUL,

OcHoEHbIE
BHewwHui Bup,

Ponn

,D,OGaBJ'IEHl/Ie NoNb30BATEJIbCKOIro si3blka

,Z[.HH ,ZLOG&B.HGHI/IH IIOJIb30BATE/ILCKOT'O A3bIKa B CUCTEMY BBIIIOJTHUTE CJICAYIOINe ,D;efICTBI/IHZ

1. 3arpysure daii ¢ JioKaau3anueil, IpegoCTaBIeHHBI HAIIMMEI CIIEIMaJIUCTaMy, B JUPEKTOPHUIO /usr/
share/ffsecurity-ui/ui-static/ na nenrpaasiom cepsepe FindFace Multi.

2. Orxkpoiire daitn kouduryparun /etc/findface-security/config.py.

sudo vi /etc/findface-security/config.py

3. B paszmen FFSECURITY_UI_CONFIG BcTaBbTe CEKIHIO languages U 3aIOJHUTE ee II0 aHAJOTUU C IPH-
MEpPOM HHZKE.
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FFSECURITY_UI_CONFIG = {

"languages": {

"items": [
{
llnamell: ||eS|l ,
"label": "Espafiol",
"url": "/ui-static/es_il18n_ffsec.po"
3,

]
3,

4. Ilepezamycture cepuc findface-security.

sudo systemctl restart findface-security.service

Hosslil 51361k OyJieT aBTOMATHYECKN IIDUMEHEH K CUCTEMe U OTHBIHE JOCTYIIeH Ha BKiajke Hacmpolxu ->
Brewmnuti 6ud. Bol MoxkeTe B JTI0001 MOMEHT MEPEKJIIOMUTHCS MEXK/Ly HUM U JPYTUMU JIOCTYITHBIMU S3bIKAM.

3.2.2 VnpasneHue nosb3oBaTensiMmm u 6e30MacHOCTbL CUCTEMBbI

Baxkno: Xors FindFace Multi nmpegocrasiisier nHCTPpYMEHTHI JJIs 3aIUTHI OT HECAHKIIMOHUPOBAHHOTO 10~
CTyma, OHU He 3aMEHSIIOT IIPABUJILHO HACTPOEHHBIN MexkceTeBoil akpan. O6s3aTeIbHO UCIOJB3YiiTe dhaitpBoul,
9100l yerymTh 3armuTy cetu FindFace Multi.

VnpaBneH mne nosnb3oBaTenamm

B 3Toin rnase:

Ipedycmanosaeririvie poau
e (Cozdanue nosot poru

o [rasHas u ONOAHUMENOHAA POADL NLOAB3OBATNENA

Cosdarue noavsosamens

o Jleakmueauus uil Yyoanenue nosb308amens

H])C()()CWL(I,G./LG/}L’ll,(i (I,()./\/I,UJL’IMJTTL[)(LT)’L()Z):{/ npas Ha CuCmemHvble NAa2UHdL
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MpepycTaHoBneHHblE ponn

st pabotor ¢ FindFace Multi mpemycMoTpens! cieayionine mpeLyCTaHOBACHHBIE POJIH:

e Anmunucrparop. O6/1a/1aeT MOJHBIMEI [IPABAMU Ha, YNPaSAEHUE 6UICOKaMEPaMU, 603017 JaHHbir docve,

cobbITHit, mosb3oBaTessymu FindFace Multi, a Takke IOJIHBIM JOCTYIIOM KO BCEM OCTAJIbHBIM (DYHKIIH-
SIM.

Baxkno: Cynep AgMuHECTPATOD HE MOXKET JINIMIUTHCS TIPAB aJIMAHACTPATOPA JIaXKe [IPU CMEHE POJIH.

OmnepaTop MOXKeT €O3/aBaTh JIOChE BPYUHYIO, HOJYYATh U MOATBEPXKIATH COOBITHS, BBIIOJHSITH IO~
UCK OOBEKTOB B cHucke coObIThii. OcTajbHble JaHHBIE JOCTYIHBI B PEKUME UTEHHs. BO3MOXKHOCTH
naxemmozo cozdarus docve HEJOCTYIIHA.

ITonbzoBaresns. Obiagaer nmpaBaMu TOJBKO Ha IIOATBEPXKIEHHE COObITUI M IIOMCK OOBEKTOB B Oase
cobbiTuit u mocke. OcrasibHast HHMOPMAIUsT JOCTYIIHA B PEYKUME ITEHUS.

Bror moxere n3amennTn OPUBUJIETUN TIPEAYCTAHOBJICHHBIX ponef/i, a TaKzKe CO3JaTb HOBBIEC DOJIA.

Co3pgaHue HoBoW ponu

JJtsl co3manns HOBOH POJIM BBIIOJTHUTE CJIEYIONTNAE JeHCTBU:

1.

Ilepeitnure na BRIanKy Hacmpotixu. Beibepure Poau.

2. Haxkmure +.

HacTpoiiku

IBHbIE
BHeLHWIA BUL

Ponu

3. Ha Bkaajske Ungopmayus 3amaiiTre UMs pOJIN.

MHpopmauma

COXpaHnTh

4. Haxxwmure Coxpanumo. Psitom ¢ BRitagkoit HHgpopmaryus MOSABSITCS JOMOTHUTE/IbHBIE BKIa K. Ha maH-
HBIX BKJIAJKAX MOXKHO 3aJ1aTh IIPABA HA OUPEeIeHHbIe CrncKu Habonenus (BKaaaka Cnucku 1abaio-
denus) u rpynubsl Kamep (I'pynno kamep), a TakKe IPUBUIIErHU Ha PABOTy ¢ CUCTEMHBIME (DYHKIUIMA
u cymnocramu (Paspewenus).
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IIpumeuanmne: Hamnpumep, eciu Bl ycTaHaBIuBaeTe HeT J71s1 ONIpeie/IEHHON IPYIIIBI KAMED Ha BKJIA]I-
ke I'pynnoet kamep, IOJB30BATEIN C JIAHHON POJIBIO HEe CMOTYT paboTaTh ¢ 9TOM rpyImioil kamep. Ycra-
HoBKa HeT 1 cameragroup Ha BKJajgke Paspewenus He MO3BOJUT MOJIH30BATEISIM IPOCMATPUBATD 1
paboTarh CO BCEMH I'DYIIIAMHI KaMep.

IIpumeuanune: IIpaBo Ha cOOBITHE CKIIAJBIBAETCS M3 IIPAB HA COOTBETCTBYIONLYIO KAMEPY W CIIMCOK
nabsonenns. s mpocMoTpa cOOBITHIR, /I KOTOPBIX HE HaiiJeHbl COBHAJEHUS C JI0ChE, TPEOyIOTCS
TOJIBKO MpaBa Ha KaMepy.

Iosnubrit cimcok cymuocreit FindFace Multi:

area: obnacmo

faceevent: cobwmue pacnosnasarus AULG
faceobject: gomozpadus auua 6 docve
carevent: coOObITHE PACIIO3HABAHUS aBTOMOOUJIsT
carobject: dororpadus aBToM0oOUIIsT B JOCHE
bodyevent: coObITHE PACIO3HABAHUS CHILYITA
bodyobject: dororpadus B MOTHBIN POCT B JT0CHE
deviceblacklistrecord: cnucox 6,40KUPOGOK
dossierlist: cnucku nabarodenus

dossier: docwe

cameragroup: 2pynna Kamep

camera: Kamepa

eventepisode: snusodv

person: 2aiepes nepcow

uploadlist: cimcok dororpaduil B naxemnol sazpyske
upload: aseMenT ($HOTO) B NAKETHOI 3arpy3Ke
user: noAbL30BAMEND

webhook: sebxyk

videoarchive: udenmugpurayus 0b6serxmos 6 sudeopatiigr
counter: cuemuuKy AUY U CUAYIMOE

report: omuemao,

all_own_sessions: Bce ceccuu TEKYyIIEro IOJIb30BaTe s HA PA3HBIX YCTPOHCTBaX

IIpumeuanne: Eciu 1ya JanHO CyIIHOCTY YCTAHOBJIEHBI COOTBETCTBYIOIIIE PA3PEIIEHNA, [I0JIb-
30BaTeJI CMOIYT IpocMaTpuBarh (view) u 3akpbiBarTh (delete) Bce CBOM CECCHU HA DPA3HBIX
ycrpoiicrBax. B IpOTHBHOM cilydae I10Jb30BaTessiM OyIeT pa3perneHo TOJIbKO NPOCMATPUBATE U
3aKpLIBATL CBOIO CECCHIO HA TeKylmeM ycrpoiictse. Pafora ¢ ceccusiMu Ipon3BoIUTCs Ha BKIIAIKE
Ceccuu (Hacmpotru).
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Br1 Takyke MOXKeTe BKJIIOYATh U OTKJ/IIOYATH IIPaBa Ha CJIELYIONUI (DYHKIIMOHAJ:
e configure_ntls: Koudurypamus cepsepa suuyensui findface-ntls
e batchupload_dossier: naxemmnoe cosdanue docve
e view_runtimesetting: npocMmorp ocrosnuz nacmpoekx FindFace Multi
e change_runtimesetting: m3meHeHne ocHOBHBIX HacTpoek FindFace Multi

e view_auditlog: npocMoTp u pabora ¢ aydum Ao2amu.
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FnaBsHas un AO0NOJIHNTENIbHasa posb NONb30BaTenNnsa

Bl MokeTe Ha3HAYUTD II0JIL30BATEIIO OPUBUJIETUN, UCIOJb3Yyd CJICYIONTINE POJIN:

o [rasHan POAb: OCHOBHasA POJIb IIOJIB30BaTEJIA, ob0s13aTeIbHAS JJ1d Ha3HAYCHMUA. ITonp30BaTEI0 MOXKHO
Ha3HaAYUTH TOJIBKO OJHY IVIaBHYIO POJIb.

e Poab: HONOJHUTEIbHAS POJIb MI0JIB30BaTe/IsI, Heobsi3aTe/bHast it HazHadueHust. OIHOMY T0JIb30BaTEIIO
MOXKHO HA3HAYUTh HECKOJIBKO pouieil. CBsi3aHHBIE C HUMU IIpaBa OyayT J00aB/IEHBI K IIpaBaM, MPEeIo-
CTaBJ/ISIEMBIM TJIABHOU POJIBIO.

Bce nosp3oBarenn, npuHaIeKalie K OIPe/ieJIeHHON OCHOBHOM POJIM, aBTOMATUYECKU IIOJIydaroT JIOCTYII K
rpymnmnaM KaMep (1 KaMepaM BHYTDPHU TPYIIIbI) U CIUCKAM HAOI0eHns (1 I0Che B 9TUX CIIUCKAX ), CO3IaHHBIM
110JIb30BaTesIeM C TOIl K€ OCHOBHOI POJIbIO, C Yy4eTOM IIPUBUJIEIrHil, OIpeIeIeHHbIX UX JOIOJHUTEIbHBIMU
POJIAMH.
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CMm.Tak>xke:

Cosdanue nosb3osamens

Co3paHue nosnb3oBartens

JJtsl co3manust HOBOTO TIOJIb30BATEIISI BBIIIOJIHUTE CJICYIONINEe NeHCTBUS:
1. Ilepeitgure na BRIanKy Hacmpotixu. Beibepure IToavzosamenu.

2. Haxxmure +.

HacTtpoiiku Monb3oBaTenu

BHewHWi B1A,

A

Monb3zoBatenu

3. Bajaiite nMs OIH30BATENs, JJOITMH U Maposb. 1Ipu HeobxomumocTu JobaBbre KomMenTapwuii. [Ipukpe-
nuTe (poTorpaduio Moab30BaATENS.

Co3patb nonb3oBaTens
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Backno: Jlumno na dpororpaduu qoKHO OBITH HAIJIEKAIIEr0 Ka4ecTBa, T. €. B OJIU3KOM K aHdac moJIo-
xkenuu. Paccrosaune mexay spaakamu: 60 px. [Tommepxkusaembie hopmarsr: WEBP, JPG, BMP, PNG.
IIpu mecoorBercTBUM (hoTOTrpadun TpeOOBAHUSIM OYIET BHIBEICHO COOOIINEHNE C OTUCAHMEM OITHOKM.

Coser: POTO MOMKET UCIOIL30BATLCS JJIed 6’(1/0(/\/6(3777/])71/"1/(3(3%7072 (LymcvLmul(ﬁu%:au,u,u.

4. U3 packpsoiBaiormierocs: MmeHio Roles BbiObepuTe 0OHYy Wi HECKOJIBKO MOJIH30BATEIbCKUX posieit. Haznaun-
T€ OJIHY U3 HUX OCHOBHOIL.

5. Iocrasbre diiazkok Axmuerbiil.

6. Haxkmure Coszdamo.

,D,eaKTI/IBaLI,VI‘iI wnn yganeHne nonb3oBatens

Hst Toro 9T0o6bl NeaKTUBHPOBATDL MOJIB30BATENA, CHUMUTE (bIaskoK AKmueHbil B CINCKE HOJb30BaTesIelH
(Hacmpotixu -> Ioavzosamen).

s ynamenust mons3oBaress u3 FindFace Multi meskaure mo ero sioruny B crmcke. Haxkmure Ydaaumeo.

Jyist busbTpanuu CrimcKa 1oJib30BaTeIeil, NCIIoIb3yiTe CJIe Iy IoIe KPUTEPUN:

COperator @

CBpocuTh GUALTRE

o Axmuenvili: CTaTyC MOJIb30BaTe el

o [rasnasn Ppoav: OIHa UJIM HECKOJIBKO I'NIaBHBIX pOJIefI

MpepocraBneHne agMuUHNCTpaToOpy NpaB Ha CUCTEMHbIE NJATUHDI

ITaker FindFace Multi Bkitouaer B cebst 0OMUpPHBIN HAOOP CUCTEMHBIX ILJIATMHOB, KOTOPbIE 00ECIEUMBAIOT
ceytorye GyHKIUU:

e uHMe2PAUUL ¢ NAPMHEPAMU,
o ynpasaerue pacnpedesernoli 6azot docve,

e ABTOPU3AINS C UCHOJIb30BaHIeM KpuiTorpadudeckoro ceprudukara (CBSXKUTECh C MEHEJPKEPOM, UTO-
Obl y3HATH HOAPOOHOCTH).

Ilpumevuanue: CucreMHblEe IIJIATMHBI  BKJIFOYAKOTCS BPY4YHYHO depe3 aiin kKoudurypanun /etc/
findface-security/config.py.

TTo ymomganuio AmunarcTpaTop HE 00/1aJ[AeT IpaBaMi Ha CUCTEMHbBIE IIArUHBL. JIjIs MpejocTaB/IeHus IpaB
A iMEHUCTPATODY, BBIIOJHATE CJIEIyIOIINe TeACTBUS:
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1. BkurounTe cucremublil miarud B daiisie Koudurypanuu /etc/findface-security/config.py, pyko-
BOJICTBYSICh IIP€EJIOCTABJIEHHON HaMU IOIAr0BOW WHCTPYKITUEH.

2. TIoBTOPHO BBIIIOTHUTE IIEPEHOC OCHOBHOMN apXuTeKTyphl 6a3b! nannbix n3 FindFace Multi B PostgreSQL.

sudo findface-security migrate

3. 3aHOBO co3faiiTe IPyNIbI TOJIH30BATEEH B OCHOBHOI 6a3e JaHHBIX.

sudo findface-security create_groups

4. Ilepezamycture cepuc findface-security.

sudo systemctl restart findface-security.service

AyTeHTM(bMKauMﬂ N MOHUTOPUHI ceccuvn nosib3oBaTtensn

B atom paspgene:

o Tunwv, aymenmudurauuy
e Hacmpotixa aymenmudurayut U MOHUMOPUH2A CECCUL

o [Tpunydumesvroili 6v600 BCET NOALIOBATNEAET U3 CUCTILEMDL

Twunbl aytenTudpmkaymn

B FindFace Multi BO3MOXKHBI CJIeIyIOIIE TUILI 8y TEeHTU(DUKAIIAN:
e password: cTaHIApTHAsT ayTeHTU(MUKAINS TOCPEICTBOM JIOTHHA 1 TapoJisd. BKIIOYeHa 110 yMOTIaHUIO.
e face: ayTeHTH(UKAIIS BO3MOKHA TOJIBKO TI0 JIUILY MOJTH30BATEIS.
e face_or_password: ayTeHTudUKAIUA BO3MOXKHA MO JIAIY UJIA C JIOTMHOM,/ IAPOJIEM.

e face_and_password: aByxdakTopHas ayTeHTudukanus. llociie ycCIemHoro pacro3HaBaHUS JIUIA
110JIb30BATENb JOJIKEH BBECTU CBOU JIOTHH U I1apOJb.

Baxxno: [y Bcex THIOB ayTeHTH(DUKAIMH, OCHOBAHHBIX Ha, PACIIO3HABAHUY JINTI, HEOOXOIUMA, CJIE 1Y IOIIAsT
KOH(UT'Y paIust:

o asmonomnbili cepeuc liveness (findface-liveness-api)

e HTTPS

Baxkno: Ilepen ucnosib30BaHreM paclo3HABAHWS JINIL JJI ay TEHTUMUKAIMA npukpenume @omozpadui, K
npoduiisiM ToJIb30BaTeIell 1 00opyayiiTe nx pabodme MecTa BeOKaMEPAMUI.

IIpumeuanme: Bbl MOXeTe BKJIIOUNTH MOHUTOPHWHI pabodeil ceccuu sl TUIOB ayTeHTUUKaun face u
face_or_password. B srom cityuae cucrema Oyier meproamdecku BO30OHOBJISITH CECCHIO IOCJE ITPOBEPKH,
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YTO JIAIO YesI0BeKa Ha paboueM MecTe COBIIJIAeT C JIMIOM BOIIEIIEro B CUCTEMY T10Jb30BaTesist (ogpobHee
eM. B Hacmpotika aymenmu@urkauuy u MOHUMOPUH2Q CECCUL).

Coset: FindFace Multi Tak»Ke mpeocTaB/IseT HE3ABUCUMO HACTPAMBAEMYIO ayTEHTH(DUKAIINIO Ha OCHOBa-
HUU cepmuipurama.

Hacrtpoiika ayTeHTUdMKauum n MoOHMTOPUHIra ceccum

ﬂﬂﬂ HaCTpOIU/IKI/I ayTeHTI/Id)I/IKaL[I/II/I 1 MOHUTOPUHTIa CECCUU II0JIb30BaTEJIs1 BBIIIOJIHUTE CJIC/IYyIOIIne ,HeﬁCTBI/IHZ

1. Orkpoiite daitn  koudurypanun /etc/findface-security/config.py. Haiinure paszmesnnt
FFSECURITY u FFSECURITY_AUTH_CONFIG.

sudo vi /etc/findface-security/config.py

FFSECURITY = {
# auth config

# available options: face, password, face_and_password, face_or_password
"AUTH_TYPE': 'face_or_password',

# 180 days by default

'MAXIMUM_SESSION_LENGTH': 15552000,

}

# - FindFace Security authorization configuration dictionary -

FFSECURITY_AUTH_CONFIG = {
'"FACE_AUTH_CONFIDENCE': 0.740, # FAR = 2.5E-09 # model: [kiwi_320]
# 3 settings below are for front-end only

# session renew works only with face or face_or_password authorization type
'NEED_SESSION_RENEW': False,
'RENEW_SESSION_INTERVAL': O,
'MAXIMUM_RENEW_ATTEMPTS': 2,

2. B pasmesne FFSECURITY 3ajaiiTe ciieyIomiue mapaMerpbl ay TeHTH(OUKAIIN:

e AUTH_TYPE: tun ayrentudukaruu. Jocrynusie Bapuautsl: face, password, face_and_password,
face_or_password.

e MAXIMUM_SESSION_LENGTH: MakcHUMa/bHasA IPOJOJIKUTEIbHOCTD CECCAU IIOJIb30BaTeId B CEKyH-
nax. Ilo ncrevennn BpeMeHH cecCHU NMPOMCXOIUT IIPUHYIUTEIBLHBIA BBIBOJI IIOJIB30BATENS U3 CH-
CTEMBI IIDU YCJIOBUH, UTO CECCUsI He ObLiIa IIPeIBapUTeIbHO BO30OHOBIIEHA.

3. B pasnesre FFSECURITY_AUTH_CONFIG 3ajaiiTe cjemyioniue mapaMeTpbl ayTeHTH(MUKAINA U MOHUTO-
pHUHTa ceccuu:

e FACE_AUTH_CONFIDENCE: mocJjie TOro Kak JIMIIO Ha BUIEO ¢ BeOKaMephbl PACIO3HAHO KaK YKUBOE,

CHCTEMa CPABHUBAET €ro ¢ (poTorpadusiMu moIb30BaTe e, NCIOb3ys /i BepuUKAIUN JaHHY O
IIOPOT'OBYIO CTENEHb CXOXKECTH.

e NEED_SESSION_RENEW: ecsim True, ceccusi IOJIb30BaTE/I MOXKET OBITH BO30OHOBJIEHA M IPO/IJIEHA
Ha BpeMs, paBHoe MAXIMUM_SESSION_LENGTH, mocJjie TpoBEpKHU, YTO JIUIO HUeJI0BEeKa Ha paboueMm
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4.

MecCTe COBIIa/IaeT C JIMIIOM BOIIEAIIEro B CUCTEMY IIOJIb30BaTeJId.

e RENEW_SESSION_INTERVAL: mepuoj; B CeKyHJaxX JI0 OXKHJJaeMOI'0 BPEMEHU 3aBEpIIEHUsI CECCUU, B
TeYeHrEe KOTOPOT'O CUCTEMA TOIBITAETCsT BO30OHOBUTDH CECCUIO, AKTUBUPOBAB BeOKaMepy JIJisi BEpU-
dbukanun A moaIb30BATES.

e MAXIMUM_RENEW_ATTEMPTS: KOJIMYECTBO MOMBITOK BEPUMUKAIIH TOJTb30BaTE . [[OMBITKE BBITIO/-
HAIOTCS OJIHA 3 JPYTOil B TeUeHUE WHTEPBAJIA BO30OHOBJIEHUS CECCUU.

IIpumeuanne: IlonbiTka BepuduKAIN 3aHIMAET TPUOIUIUTETHHO 3 CEKYH/IBI.

CoBer: Mbl pekOMeHyeM HACTPOUTH ITapaMeTpbl MOHUTOPUHIA TAKUM O0OPa30M, YTO BEJIUIUHA
MAXIMUM_RENEW_ATTEMPTS, yMHOXKEHHasi Ha IIPOJIO/2KUTEILHOCTD IONBITKH, OBLIA MEHBIE 3HAYEHUSI
RENEW_SESSION_INTERVAL. B mporuBHOM Cilydyae CHCTEMa YBEJIUYUT WHTEPBAJ BO3OOHOBJIEHUS] CECCUU
B 2, 3 u 60Jiee pa3, B 3aBUCUMOCTA OT KOJIMIECTBA HOIBITOK.

Ilepesanycture findface-security.

sudo systemctl restart findface-security.service

an/IHyAI/ITeanbIFI BbIBO[, BCeEX nosib3oBaTtesieii U3 CUCTeMsbl

1715t TOro 4T00BI MPUHYAUTEHHO BHIBECTH BCEX MOJIH30BATENEH U3 CHCTEMBI, BHITOJHATE CJIE/IyTONLYI0 KOMaH-
JIy B KOHCoJIH TieHTpajbHoro cepepa FindFace Multi:

sudo findface-security logout_all_users

Coser: ,HaHHaH KOMaH/la IIPUTrCJUTCA IIPHU MaCCOBOM II€epexo/ie K APpyromMy THUILY ayTeHTI/I(bI/IKaLLI/II/I.

Hacrpoiika wncposaHns gaHHbIxX

st obecrieyenns: 6e301MaCHOCTH JAHHBIX BKJOunTe SSL-mudposanue. BoimoiHuTe cieayomume 1eiicTBus:

1. B mupekropun ¢ koudwuryparmeii nginx cozmaiite Karajor s xpaHenus wHbopmaimun o SSL-
mupOBAHIN:
sudo mkdir /etc/nginx/ssl

2. Cozpaiite kitod u ceprucukar SSL:
sudo openssl req -x509 -nodes -days 365 -newkey rsa:2048 -keyout /etc/nginx/ssl/my-
—»example-domain.com.key -out /etc/nginx/ssl/my-example-domain.com.crt
st 3amotHeHUs ToJelt ceprrduKaTa BaM OyIeT IMpeJIoZKEeHO HECKOJIBKO BOIIpocoB. OTBeTbTe HA HUX,
yaenuB ocoboe BHUMaHMe crpoke Common Name. B meit mykuo BBecTm mms wian mybsauanbiit [P-anpec
JIOMeHa, CBsI3aHHOTO ¢ cepBepoM. Cozmannbie ¢aiyibl Kioda my-example-domain.com.key u cepru-
dukara my-example-domain.com.crt OyayT coxpaHeHbI B KaTajore /etc/nginx/ssl.

3. Hacrpoiire nginx st ncnoss3osanuss SSL. Otkpoiite daitn xkoudwurypamun nginx /etc/nginx/
sites-available/ffsecurity-nginx.conf. Brecure B dailn cienyromue n3MeHeHU:
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1. JlobaBbTe HOBBIN pas3nen server {...}, comepxkammuii mpasusio 3amedsl URL:

server {
listen 80;
server_name my-example-domain.com www.my-example-domain.com;
rewrite ~(.*) https://my-example-domain.com$l permanent;
access_log off;

2. 3aKOMMEHTHDPYHTE CJIeIyIolne CTPOKH B CYIECTBYIONMEM pasjene server {...}:

# listen 80 default_server;
# listen [::]:80 default_server;

3. [obaBbre cieyioliye CTPOKH, BKJIOYas IyTH K cepTUMUKATY U KJIIOYY, B CYIIECTBYIO-

muit pas3aen server {...}

listen 443 ssl;

ssl_certificate /etc/nginx/ssl/my-example-domain.com.crt;
ssl_certificate_key /etc/nginx/ssl/my-example-domain.com.key;

4. B obmewm daiiie xoudwurypamun /etc/nginx/nginx.conf wuaiigure pazmen SSL

Settings u m00aBbTE B €r0 KOHEI] CJIELYIONIIE CTPOKH:

ssl_session_cache shared:SSL:10m;

ssl_session_timeout 1h;

[Ipumep daitna koudburypamun /etc/nginx/sites-available/ffsecurity-nginx.conf ¢

KOPPEKTHO 33/IaHHBIMU HacTpoitkamu SSL mmokazan B mpuMepe HUXKe:

upstream ffsecurity {
server 127.0.0.1:8002;
}

upstream ffsecurity-ws {
server 127.0.0.1:8003;
b

map $http_upgrade $ffsec_upstream {
default "http://ffsecurity-ws";
"M "http://ffsecurity";

}

server {
listen 80;
server_name my-example-domain.com www.my-example-domain.com;
rewrite ~(.*) https://my-example-domain.com$l permanent;
access_log off;

}

server {
# listen 80 default_server;
# listen [::]:80 default_server;

(continues on next page)
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(npozoIKeHne ¢ IpeblLyIel CTPAHUIBI)

listen 443 ssl;
ssl_certificate /etc/nginx/ssl/my-example-domain.com.crt;
ssl_certificate_key /etc/nginx/ssl/my-example-domain.com.key;

root /var/lib/findface-security;
autoindex off;
server_name _;
location = / {

alias /usr/share/findface-security-ui/;
try_files /index.html =404;
}
location /static/ {

}
location /uploads/ {
add_header 'Access-Control-Allow-Origin' 'x';
add_header 'Access-Control-Allow-Methods' 'GET';
add_header 'Access-Control-Allow-Headers' 'DNT,User-Agent,X-
—Requested-With,If-Modified-Since,Cache-Control,Content-Type,Range,
—Authorization';
add_header 'Access-Control-Expose-Headers' 'Content-Length,
—Content-Range';
add_header 'Access-Control-Max-Age' 2592000;
}
location /ui-static/ {
alias /usr/share/findface-security-ui/ui-static/;
}
location /doc/ {
alias /opt/findface-security/doc/;
}
location ~ /videos/(?<video_id>[0-9]+) /upload/(.*)$ {
if ($request_method = 'OPTIONS') {
add_header 'Content-Type' 'text/plain; charset=utf-8';
add_header 'Content-Length' O;

return 204;
}
set $auth_request_uri "http://ffsecurity/videos/$video_id/auth-
—upload/";

auth_request /video-upload-auth/;

alias "/var/lib/findface-security/uploads/videos/$video_id.bin";
client_max_body_size 15g;

dav_access user:rw group:rw all:rw;
dav_methods PUT;

create_full_put_path on;
autoindex off;

(continues on next page)
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(npozoIKeHne ¢ IpeblLyIel CTPAHUIBI)

autoindex_exact_size off;
autoindex_localtime on;
charset utf-8;

add_header 'Access-Control-Allow-Origin' '*';
add_header 'Access-Control-Allow-Methods' 'PUT, OPTIONS';
add_header 'Access-Control-Allow-Headers' 'authorization';
X
location = /video-upload-auth/ {
internal;
client_max_body_size 15g;
proxy_set_header Content-Length "";
proxy_set_header Host $http_host;
proxy_set_header X-Forwarded-For $remote_addr;
proxy_set_header X-Forwarded-Proto $scheme;
proxy_pass_request_body off;
proxy_pass $auth_request_uri;

}

location / {
client_max_body_size 300m;
proxy_set_header Host $http_host;
proxy_set_header X-Forwarded-For $remote_addr;
proxy_set_header X-Forwarded-Proto $scheme;
proxy_http_version 1.1;
proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection "upgrade";
proxy_pass $ffsec_upstream;
proxy_read_timeout 5m;

location ~ ~/(cameras|videos)/([0-9]+)/stream/7$ {
proxy_set_header Host $http_host;
proxy_set_header X-Forwarded-For $remote_addr;
proxy_set_header X-Forwarded-Proto $scheme;
proxy_pass http://ffsecurity;

}

location ~ ~/streams/(.*)$ {
internal;
proxy_pass $1;

}

¥
X

. Ilepezamycture nginx.

sudo systemctl restart nginx.service

. Buecure uzmenenus B daitn koudurypamuu /etc/findface-security/config.py. B mapamerpax
EXTERNAL_ADDRESS u ROUTER_URL m3meHHTEe MpUCTaBKY http:// na https://.

sudo vi /etc/findface-security/config.py

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

EXTERNAL_ADDRESS="https://my-example-domain.com"

ROUTER_URL="https://IP_address"

Ilepezamycture findface-security.

sudo systemctl restart findface-security

Eciu ects 3amymenubie nporeccel findface-video-worker, Hy2KHO JInOO IIepecO3IaTh KAMEPHI B BED-
naTepdeiice, OO M3MEHUTH 3HAUECHHE TapaMeTpa router_url B job-3ajgaHusxX, 3aMEHUB MIPUCTABKY
http:// Ha https://. 9TO MOXKHO CJI€JATH C TIOMOMNIHI0 KOMAHJIBI, AaHAJOTUIHON CJIeIyIOIIeit:

curl -s localhost:18810/jobs | jq -r '.[]J["id"]' | xargs -I {} curl -X PATCH -d '{
—"router_url": "https://my-example-domain.com/video-detector/frame"}' http://
—localhost:18810/job/{}

Bkniouenune 3awntbl gocbe

Ecnu 3amura nocke oTkittodena, ¢pororpadun U BIOKEHUT T0Che OYIAYT JTOCTYITHBI IO MPSIMOl CCHLIKE HE3a-
BHCHMO OT IPAB T0JIb30BaTesis. Jjist Toro 4To0bl MOBBICUTH 6e30TacHOCTh nocke, HacTpoiite FindFace Multi
Ha BBINOJHEHNE BCEX Mena-3anpocoB depes npuiokenne DJANGO mrsa monomaurensroit mposepkun ACL.

Baxkno: UcnonwayiiTe 3ammTy 10Che TOJBKO ITPU HEOOXOIUMOCTH, TOCKOJIBKY JTaHHAsT HACTPOIKa OKA3bIBAET
cepbe3Hoe HETATUBHOE BJIUSHUE Ha, MTPOU3BOIUTETHHOCTD CUCTEMBI.

st BKJIIOYUEHUsT 3aIMUTHI TOChE BLITIOHUATE CJIEAYIOIIe AefiCTBUS:

1. Orkpoiite daitr koudurypanun /etc/findface-security/config.py.
sudo vi /etc/findface-security/config.py

2. PackommenTtupyiite mapamerp OVERPROTECT_MEDIA u ycTaHOBHUTE €ro B 3HadeHue True.
'OVERPROTECT_MEDIA': False,

3. Orkpoiite daitsr kondurypanuu nginx /etc/nginx/sites-available/ffsecurity-nginx.conf. Pac-
KOMMEHTHupyiiTe mapamerp internal B pa3zesie location /uploads.
location /uploads/ {

internal; # Uncomment if you intend to enable OVERPROTECT_MEDIA

}

4. Ilepezamycture findface-security u nginx.
sudo systemctl restart findface-security.service
sudo systemctl restart nginx.service
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5. Ilocsie mpuMeHeHMs HOBOI ITOIUTUKY O€30IIACHOCTHU BOIIE/IIINE B CUCTEMY IIOJIb30BATEH JIOJ2KHBI ITPOHi-
THU IIOBTOPHYIO ayTeHTU(UKANNIO. /L7151 TOro 4To0bl OHU CIEIAJH 9TO, TPUHYTUTEIHLHO BBIBEJIUTE UX U3
CUCTeMbl KOMaHJIO:

sudo findface-security logout_all_users

Orknouenne ACL

TTocrosinnbie mpoBepku pa3periennii HOTPeOIIIOT OOIBINONE 00bEeM CHCTEMHBIX pecypcoB. [Ipu neobxomumocTu
ACL FindFace Multi MOXXHO OTKJTIOUHTS.

Beimosiaure ciemyromue geiicTBust:

1. Orkpoiite daitn koudurypanun /etc/findface-security/config.py.

sudo vi /etc/findface-security/config.py

2. ¥Ycranosure ENABLE_ACL = False.

ENABLE_ACL = False

3. Ilepezamycture findface-security.

sudo systemctl restart findface-security.service

>XypHan peiicTBuii nonb3oBaTenei

Kowmmmekcubrit )xypHasa geficTBUil ¢ BOSMOKHOCTHIO TTOUCKA SIBJIAECTCA OTIUIHBIM JOTOJTHATETHHBIM UHCTPY-
MEHTOM JIJIsl YIIPABJIEHUS MTOJIb30BATE/ISIMHI, OOECIIEINBAIONINM TIOJIPOOHBIN ayIUT UX JeHCTBUI U IMOBBIIIAIO-
UM 3aIUTy CUCTeMbI. BbI MOXKETe TOJIYIUTh JIOCTYI K 9TOil (DyHKIMY Ha BKJajke XypHaa deticmeudl.
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>KypHan geicTBuii

CTpannua 1 &

CBpocKTe dubTPLI

Co30aTh oT4eT

Kaxkmast 3anuch XKypHaJja COIEPXKUT CJIe/LyIOINNe TaHHbIE:
® JIOTUH TOJIb30BATEJIs, BBIIIOJTHUBIIETO IeiCTBIE
e IP-ampec, ¢ KOTOPOro MOCTYMHJI 3aIIPOC HA BBITIOJHEHNE JIEHCTBUS
e id ycrpoiicTBa: yHUKaJIbHBIN UIEHTU(PUKATOP KJIUEHTCKOIO YCTPONRCTBA HOJIb30BaTEIsI
® TUIl JeiiCTBUsI, HAIIPUMED, ABTOPU3AIlHs, [TONCK, U3MEHEHNEe O0bEeKTa, Iepe3arpy3Ka u T. 1.
® Tull 00BEKTA, K KOTOPOMY OBLIO IMIPUJIOKEHO JeficTBre, HAIPUMED, J0Che W KaMepa
® UIEHTU(PUKATOP 00HEKTA
® T[0JPOOHOCTY B 3aBUCUMOCTU OT THIIA JeHCTBUS
® BpEMEHHasl METKa

Wcnonwayiite mamenb GuaIbTpoOB cIpaBa, ITOOBI 331aTh YCJIOBHS ITONCKA B YKypHAJIE.

Cnucok ceccuii nonb3oBaTteneii. Brokuposkn

B 3Ttoin rnase:

[ ] Hp@()O(I’I}’LLLG./LC’H’LLG p(LSp(’,ULGH’LL’[Z ons p(L60’NL’bL C CeccuaAmu

° H])O(J(/\/I,O’Nlp ceccull noabaosamenet

e Laokuposka ycmpoiicmea
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FindFace Multi mo3BosisieT yBu1eTh TEKYIIHE MOIb30BATEILCKIE CECCUN U Y3HATDH CBI3aHHbIE C HUMHU JIAHHDIE,
rakue kKak UUID moik/II04eHHOro yCTpOHCTBa, TUII TOJIb30BATEILCKOr0 naTepdeiica (MOOUIbHOE MTPUIOZKe-
uue wiu BeG-unrepdeiic), IP-aapec, BpeMs MOCIEIHEr0 COCAMHEHUS U T. 1.

IIpu meobxommmocTn BBl MoOXKeTe 100ABUTH yCTPOUCTBO B CIIMCOK 3a0JIOKMPOBAHHLIX, IIPU ITOM YyUeTHAs
3aIlKCh [TOJIF30BATEJSI OCTAHETCs] AKTUBHON. BIIOKMPOBKA yCTPOMCTBA MOXKET IPHUTOAUTHCS B PAJIMIHBIX CH-
Tyanusx, HallpUMep, ecyid ObLI YKpaJeH MOOUIILHBIN TesiedOH II0JIb30BATENS ¢ YCTAHOBIEHHBIM MOOMIBHBIM
npuioxkenueM FindFace Multi, wiu Bel xoTuTe, 9T00BI TOJIB30BATEIN PAOOTAIN C CUCTEMOM TOJIHKO CO CBOUX
pabounx mect. laHHble MEPBI IOMOTYT BaM IOAHSTH OE30IIACHOCTh CUCTEMbI HA HOBBII YPOBEHD.

MpepocrasneHue paspelwwennii gns paboTbl ¢ ceccusamm

Hoctyn nob3oBaTesiell K CIIUCKY CECCHIl 3aBUCHUT OT MPEJOCTABICHHBIX Pa3peuetui:
e AJIMMHUCTDATOD: MOXKET MPOCMATPUBATH U 3aKPBIBATH CECCUU BCEX MOJIb30BaTEeH

o [Tosb3oBaress ¢ paspenienusMu all_own_sessions: MOXKET IIPOCMATPUBATE/3aKPbIBATH BCE CECCHU CO
CBOET0 JIOI'HHA.

o TTosb3oBaresns 6e3 paspemenuii all_own_sessions: MOXKeT IPOCMOTPETH/3aKPBITh TOJBKO CBOIO Te-
KYIIYIO CECCUIO0

MpocmoTp ceccuii nonb3oBartenei

s mpocMoTpa CImcKa mosIb30BaTesieit mepeiianre Ha BKIaaky Hacmpotixu -> Ceccuu.

HacTpoitkn

Hasan  Ceccum

Crparuua 1 &

BHewH1A 81y

Kazkias 3a11Ch CecCUu CONEPKUT CIIE/LYIONIUe JIAHHbIE:
e UUID ycrpoiicTsa
® JIOrMH
e urdopMAaIms 00 yCTPOHCTBE
® TUII MOJIb30BATEIBCKOrO uHTepdeiica (MOOHIBHBIN/BeD)
e [P-ampec
e craryc (omaitn, odiaiin, 3a6JI0KUPOBAHO)

® BDEMdA IIOCJIETHETO COeINHEHNA
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Wcnonwayitte mamenb GUIbTPOB CIIpaBa, YTOOBI 33/1aTh YCJIOBUS IMOUCKA B CIIMCKE CECCHI.

JlJ1si 3aKPBITUS] CECCUU BBIOEPUTE €€ B CIIICKE W HAXXMUTE 3aKPulmb.

Hasan  Ceccum

ENoKWpOBaTh 3aKpbITh

Bnokuposka ycTpoiicTea

Crmcok 3ab6I0KMPOBAHHBIX YCTPOHCTE JOCTYIeH Ha BKJIajke Baokuposku (Hacmpotixu).

HacTpoliku i
BNoKMpoBKK ’ KHPOEKH

BHeLHWA BHA

DOBKW

Mpynnel

Bur moxkere 3abs10kupoBaTh yerpoiicTBo Ha BKIaakax Ceccuu u Baokuposku. BiiokupoBka ycrpoiicTBa mipu-

BOJUT K aBTOMATHIECKOMY BBIBOJY HOJIb30BATENS U3 CUCTEMBI.
st 610KupoBKH yeTpoiicTBa Ha BKIagKe Ceccut BBIIOIHUATE CIIEeLyIONie TefCTBHA:
1. Bribepure cOOTBETCTBYIOININE 3AIUCHA CECCHUIA.

2. Haxxmure Baokuposamso.
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Hazap, Ceccumn

Bnokwposate 3aKkpoiTh

3. Ykaxkure OCHOBaHUE Jisi GIOKUPOBKH yCTpoiicTBa (00s3aTeIbHO) U JaTy OKOHYAHUSI CPOKa, JIefHCTBAS
6usiokupoBku (onnuonaabho). Ecyn nara ne ykasana, 6JIOKMPOBKa OyeT MOCTOSHHOM.

4. Haxwmure Coxpanummo.

CozgaHue GNoOKMpOBKK

CTpannyal &

@T fAHHBIX

1. Haxmure +.

2. Bpyunyto Beennre UUID ycerpoiicTsa.

3. YKaxknuTe OCHOBAaHWE U CPOK JIEHCTBUS OJIOKUPOBKHU.
4

. Haxxmure Coxpanumso.
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PaspeweHHble pacwumnpenus daiinos B gocke

Tlo ymomuanmnio BeI MOXKETE TIPUKPEIUTh K docve daiis ¢ JirobbiM pacimupenneM. CyImecTByeT BO3MOXKHOCTH
MMOBBICUTH GE30TIACHOCTH CUCTEMBI, CO3JIaB CIIMCOK PA3PEINeHHBIX pacHmpeHuil (haiyioB. DTo MpesoTBpaTUT
3arpy3Ky I0Jb30BaTe MU (DailjioB HeXKeJaTeIbHbIX (POPMATOB, B TOM YUCJIE TE€X, KOTOPbIE MOI'YT BK/IIOYATH
CKDPBITBII BPEJOHOCHBIN KOJI, HAIIpUMeD, .js, .swf u Jpyrux.

st Toro 9TO6BI CO37ATh CIIMCOK pa3peNIeHHbIX PACIINPEHUil (DAIIOB, BHIIOJHUTE CJIEIYIOIINe TeHCTBHA:

1. Orkpoiite daitn korduryparmuu /etc/findface-security/config.py.

sudo vi /etc/findface-security/config.py

2. B pazmene FFSECURITY wmaiinure mapamerp DOSSIER_ATTACHMENTS_FILENAME_REGEXP. 3asaiiTe BbIpa-
JKeHHe, OIIChIBaoIee pa3pernteHubie (aitnosse pacmupenus. [logoitner oboe meficTBUTENIBHOE DEry-
JiipHOE BhIpaskenne Python.

IIpumepsnr:
e r’ . *\.png’: pa3pemaeT TOJAbKO (Dallbl ¢ PACIIUPEHNUEM .pNg
e r’ . x\(pngljpg) ’: pa3pemraer TOJIHKO PACIINPEHUA .png U . jpg
e r' . x': pazpenraeT BCe PACHIUPECHULA
e None/mapamerp 3aKOMMEHTUPOBAH: PA3PEIIAET BCE PACIIUPEHUSI

o XXXXXX: zarpyska (ailjoB ¢ JIIOOBIM PACITHPEHUEM 3AIIPEIEHa

FFSECURITY = {

'DOSSIER_ATTACHMENTS_FILENAME_REGEXP': r'.*\.txt',

3

3. IlepezamycTture cepuc findface-security.

sudo systemctl restart findface-security.service

3.2.3 VYnpasneHune Bngeokamepamu

s HaCTPOUKM BUIEOMOHUTOPHUHTA 00bEKTOB JMobaBbTe Kamepsb! B FindFace Multi, crpynnuposas ux ¢ yde-
TOM PAaCIOJIOZKEHUSI.

ITpumeuanme: IlpaBa Ha co3manue IpyIIl KaMep U KaMep HACTPAMBAIOTCA B Pa3PEIIEHUIX I10JIb30BaATESI
(eMm. Ynpasaerue noavzosamensmu).
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B atoir rnase:

o (Cosdanue epynnov, xKamep

o J[obasaenue xamepvl

o Monumopune pabomot Kamep

Co3paHue rpynnbi Kamep

Coset: B cucreme moctymaa rpyiima KaMep M0 yMOJTIAHUIO.

ﬂﬂﬂ CO31aHMNA prIIIIbI KaMep BBIIIOJIHUTE CJ'[e,ZLyIOHI‘I/Ie )IeﬁCTBI/IHZ
1. Ilepeitgure Ha BRIanKy Hacmpotxu. Beibepure I'pynnot xamep.

2. Haxxmure +.

Hactponku Ipynnbl kamep

BHblE

BHELLIHWA BY

Mpynnbl kamep

3. Ha Brnanke Hngopmayus, BBeIUTE NUMs IPYIIBL U IIPU HEOOXOIUMOCTH KOMMEHTAPH K Heil.
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Co3pgatb rpynny Kkamep Wndopmaups

1TE NN B

WEHaA

CoxpaHuTh Hasag

4. Ecau BaM HYKHO BBIJIEJIUTH ONpeeaeHHbIit sx3eMiisap findface-video-worker st 0OpabOTKU BU-

J1eO0II0OTOKOB C rQa,HHOI‘/'I I'PYIIIbI KaMep, COSJI&IU/ITQ nJjaim BbI6epI/IT€ U3 y>Ke CO3IaHHbIX OJIHY UJIM HECKOJIBKO
METOK.

IIpumeyvanme: [Ijag Toro 4ToOBI 3aBEPIINTD BLIAEIECHNE, TIEPEINCINTE METKN B (bailae koudurypa-
mn /etc/findface-video-worker-gpu.ini (/etc/findface-video-worker-cpu.ini). IToxpo6uee
cM. Ilpusaska epynno. kKamep ¥ axzemnaspy findface-video-worker.

Eciu cobbitust or Kamep, MpuHAJIEKAIINX OIHOM rpynne, TpedyeTcs IeAyIININPOBATh, T. €. HUCKJIIO-
YUTH OJMHAKOBBIE COOBITHUs, ITOCTaBbTe PJIaxKoK Jledynauyuposams cobvimus 1 3aaiTe B CEKYHIAX
UHTEPBaJI Je/lylInKanuy (MHTepBaJl, ¢ KOTOPBIM COOBITUS IIPOBEPSIOTCS HA YHUKAJBHOCTD).

Ilpenynpexxaenune: cmomp3yiiTe IeayIIMKAIINIO OY€Hb OCTOPOXKHO. Kcam Kamepbl M3 OHOM
IPYIIIBI HAOJIIOAAIOT PA3HBIE CIIEHBI, HEKOTOPbIE OObEKTHI MOI'YT OBITH IIPOITYINeHbl. [1onpobHee cM.
edynaurayus cobvimud.
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6. Ilo ymomganuio Ha BCceX rpyImmax KaMep B CUCTEME UCIOIB3YETCS YHUBEPCANHBIT NOPO2 CPAOGMOIEAHUS.
st Toro 4ToOBI YCTAHOBUTH WHIMBU/YyaJbHBIN MTOPOr Il TPYIIILI KaMep, nmocraBbre (iaxkok Ilopoez
cpabamuiearus U YKAYXKUTE HYKHOE TIOPOrOBOE 3HAYECHIE.

Baxkno: g 607bIInHCTBA CIyYaeB PACIO3HABAHUS JIAI 3HAYEHNE, YCTAHOBJIECHHOE 10 YMOJIIAHIIO
JUIS YHUBEPCAJIBHOI'O II0POra CPA0OATBHIBAHUMA, SIBJIFETCH ONTHMAJIbLHBIM. He pexkomeHjyercss camocTo-
SITeJIBHO MeHSITh ero. Q0si3aTe/IbHO MPOKOHCY/IBTUPYATECh C HAIMMEU TEXHUYECKUMU IKCIIEPTAME 110
aapecy support@ntechlab.com.

7. Iocrasbre dazkok AxmusHas.
8. Haxxmure Coxparums.

9. Ha Bkianke Paspewenus Ha3HaYbTE IpaBa Ha pabOTy C IPYNIONH KaMep, YKa3aB, MOJIb30BaTesIM C
KAKUME POJISIMU PA3PEIIeHO U3MEHHATD/IPOCMATPUBATD €€ HaCTPONKU.

PegakTupoBaTh rpynmny Kamep /HbopMaLs  PaspelueHus

CoXpaHnTb Haszag

10. Haxxmure Coxparnumo.

OobaeneHue kamepbl

s mobaBiieHust KaMephbl B IPYIIILY BBIIOJIHUTE CJIELYIONIUE IeACTBUS:
1. Tlepetinure Ha BKIAAJAKY Kamepot.

2. Haxxmure +.

Kamepbl +

/

CTpanuua 1 &

}& Kamepbl

3. Ha Bknanke Hacmpotixu -> Ochogroe BBeauTE OOIIME JAHHBIE KAMEPBI:
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Hasan  JloB6aBUTL Kamepy

OcHoBHOe [ononHuren
HacTpoiiku

AHanuTy

BupeonoTok | ONVIF Edge-ycTpoiicTso

HaiiTi ycTpoiicTea

CoxpaHWTh M3MEHEeHNA

e YKaXXuTe UMs KaMephl.
e JlobaBbTe KaMepy B IPYIIILY.

e Vkaxure URL kamepnr (Budeonomox). Eciu bl ucniosnbsyere kamepy ONVIF, Bribepure ee u3
CIIUCKa OOHAPYKEHHBIX YCTPOMCTB JIJIsi ABTOMATUIECKON 3arpy3KU JIOCTYITHBIX HACTPOEK U BUJIEO0-
TOTOKOB.

IIpumevanue: Bbl TakKe MOXKETE HCIOJIH30BATH OOBEKT THUIIA KaMmepa JjIs UHTErPAINH ePU-
depuitHoro ycrpoiicta. [lodpobree.

e [Ipu meobxommMocTu H00aBHTE KOMMEHTAPUIA.
e ITocrasbre Qiazkok AxmusHas.

4. Ha Bxnajxe Hacmpotixu -> Jlonosnumenvroe BBITIOJHATE TOHKYIO HACTPONKY KaMepbl:
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Hazan  [loBaBWTb Kamepy

CHOBHOE [ononHuTensHoe
HacTpoiiku

[ 1WNA

AHaNUTWKa

PallleHWe N

TNpae

e IlocraBbre durarkku Jjisi TeX AETEKTOPOB, KOTOPbIE HYKHO aKTHBHPOBATH sl JTAHHOW KaMepPhI:
JINTIA, CUJIYSTHI, aBTOMOOMIIN.

[ ] HpI/I HeO6XOﬂH1ﬂOCTH n3MeHuTe OpueHTalluio BUJIEO.

Baxkno: Bpamenne noroka BbIIOJIHSAETCST Ha CTOPOHE cepBepa findface-security cpemcrBa-
MU TIOCTOOPABOTKH. DTO MOKET HETATUBHO CKA3aThCs HA MPOU3BOIUTEILHOCTH. PeKOMEHIyeM 1o
BO3MO2KHOCTH JIeJIaTh BpallleHue II0TOKa Ha CTOPOHE KaMephl.

e Bpems oorcudarus omeema wa 3anpoc: TaifimayT B MUJLIHCEKYHIAX OTIPABKU HA cepBep OOHApY-
KEHHBIX O0'bEKTOB.

o [loayuamsv epemennvie memru u3 nomoka: IlocTaBbTe PJIaKOK, ITOOBI OTIIPABISITH HA CEPBEP
BpEMEHHBIE METKH, [T0JIyYeHHbIE U3 I0TOKa. CHUMHUTE (DJIasKOK, 9TOOBI OTIIPABJISITH TEKYIINE JATY
U BpeMs.

o [Ipubasasmo x epemenrvim memram: IIpudaBISTh yKa3aHHOE KOJUIECTBO CEKYHI K BPEMEHHBIM
MeTKaM U3 IIOTOKA.

e @opmam FFMPEG: Tlepenars dopmar FFMPEG (mxg, flv, u 1. 1.), eciium on He MOXKeT GBbITH
ABTOMATUYECKHU OIPEIETICH.

e Onyuu FFMPEG: Ommun FFMPEG ngma  Bumeomoroka. 3agaioTcss MACCHBOM — CTPOK
KJIIOY=3HadeHune, HarpuMep, “rtsp transport=tcp ss=00:20:00".

o MuHuMaALHAA UHMEHCUBHOCTL deusicenusn: MUHUMaIbHAas UHTEHCUBHOCTD JIBUYKEHUS, KOTOPAas
Oy/JIeT perucTpUPOBATHCS JIETEKTOPOM JIBUKECHUSI.
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o [Iposepamuv SSL-cepmugpuram: IToctaBbre dirarkok, 4Todb! MpoBepsaTh SSL-cepTudurar cepsepa
[P OTIPaBKe HA Hero o0beKToB Yepes https. CHuMuTE PIIayKOK, €CIi Bl HCIOJIB3yeTe CAMOIIO]-

MMUCAHHBI CePTUDUKAT.

5. (Ounumonanbuo) Ha Briajke [eonosuyus ykaxkure reorpadudeckKue KOOPAUHATHI KAMEDDL.

[obaBuTb Kamepy

6. Ha Briajgke Anasumuka yKaxKuTe HACTPORKHU JETEKTOPA OOBEKTOB KAXKJIOIO THUIIA.
Hazan  [10BaBWUTb Kamepy

Nnua Cur

AHanWTUKa

o Munumanvroe Kawecmaso udobpasicenus obsexma: MuHIMaIbHOE KATECTBO N300parKeHMsI 00bEKTa,
JI7IsT OTIIpaBKU Ha cepBep. He MeHsiiTe 3HATMEHNE TT0 YMOJTIAHUIO 6€3 TpeIBAPUTETHHON KOHCY/Th-
TAlMU ¢ HAIIUME TeXHU4IecKuMu crenuasucramu (support@ntechlab.com).

o Munumanvrouli pasmep obsexma: MuHNMAIBHBII pa3Mep 00bEKTa B IMUKCENISAX JJIsl OTIIPABKU HA
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cepBep.

o Maxcumanrvroiti pasmep obsexma: MakcuMmaabHbBIN pa3Mep 0ObeKTa B IIMKCEJISIX JIJIs OTIIPABKU HA
cepBep.

o Kavecmeo corcamus: KadecTBo C2KaTUS MOJTHOTO KaJIpa [JIsi OTIIPABKU.
o Bydeprniti pesrcum. OTIpaBIATH st 00bEKTA OJUH KaJIP HAMJIYUIIEro KAIeCTBA.

e Bpemennot unmepsas: Bpemennoil uurepsas B MUILIMCEKYHIAX (11106 WK JIECATHIHOE YUCIIO),
B TeYeHHEe KOTOPOI0 B PEXKUME PEaJTbHOTO BPEMEHHU BBIOMPAETCsI JIyUIInil KaJap ¢ OO bEKTOM.

o Omnpasaamsd nepswvli obsexm cpasy: [locraBbre iazkok, 4TOOBI OTHPABJISTH HEPBOE HU300pa-
JKeHne 00beKTa U3 TPeKa Cpasy, KaK TOJIbKO (QHIBTPHI TI0 KAIeCTBY /pasMepy,/pernoHy MHTepeca
[IPOIiJIEHBI, HE JO0XKWJIasiCh OKOHUYAHUs IepBOro Bpemensoro muTepBana. Crocod OTIpaBKU II0-
CTIEIYIONX M300pakeHuil 00beKTa 3aBUCHUT OT YCTAHOBJIEHHOTO 3HaveHWs OTHpaBiaaATh JIy<muil
xaznp. Caunvure B1akok, 9TOOBI OTIPABIISATH IEPBOE N300paKeHne 00bEeKTa U3 TPEKa TOJBKO II0-
cJle OKOHYAHUS [IEPBOTO BpeMerHoro maTepBana.

o Omnpasasmv aywwut xadp: TlocraBbre (Jrarkok, 4To0bI OTIPABJIATE JIYUIIUNA KaJap B KazKIOM
BpeMeHHOM WHTEpBale B PEXKHUME DPeaJbHOro BpemeHu. CHUMHUTE (DIIAYKOK, ITOOBI OTIPABJISTDH
JIy Uil KaJp, TOJIBKO €CJIA €0 KAYeCTBO YJIYUIINIOCH 10 CDABHEHUIO C IIPEIBLIY M OTIIPABJIEH-
HBIM K&JIPOM.

7. Haxxmure Coxparumod udmeHeHus.

8. TIpu HeOGXOMUMOCTH YKAYKUTE PErNOH CJIesKEHUs B 1oJie 3penust kamepbl (Hacmpotixu -> Obaacmo cae-
orcenus) 1 30HbL ferekimn (Obaacmu unmepeca) Jyist Kaxoro tuma oobekros. Haxxmure Coxpanumo
UBMEHEHUS.

PeOakTUpoBaTh Kamepy
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Hazap PenaktupoBaTbh Kamepy

O6nactu MHTepeca

AHHUTh HAMEHEHHWA

ITpumeuanme: Kaxjas Kamepa CBsI3aHa ¢ TaK Ha3bIBaeMbIM job-3ajiaHueM, 3ajadeil Ha 00pabOTKy BUJIEO,
cojiepzKaliieii mapamerpsl KOHMUTYPAIK U JaHHbIe BHJIEOIIOTOKA, KOTOPas Ha3HAYAETCs OIIPEIEIEHHOMY K-
seMiuisipy findface-video-worker. lannas 3amada MOKeT ObITh nepesatyiieda (cM . Monumopune pabomaot
Kamep).

MoHuTtopuxr paboTbl kamep

MonuTopuHr paboThl KaMep BBIIOJIHAETCS Ha BKIaIKe Kamepoi.

Kamepsl

Crpanuual &

Coanare oTyer

Crarycsl Kamep:
e 3eJieHblil: ueT 06paboTKa BUIEONIOTOKA ¢ KAMephI, TPobJIeM He 0OHAPYKEHO.

o JKentorit: kamepa paboraer Menee 30 CeKyHJ WM HMEIOT MECTO OJHA MJIA HECKOJBKO OIIMHMOOK IIpu
OTIIPaBKe 0O0HEKTOB.

e KpacHusrii: kamepa He padboTaer.

e Cepblii: KaMepa OTKJIIOYEHA.
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Coger: Bbl MO)keTe HACTPOUTH OTOOPaAYKEHNE YKEJITOTO U KPACHOI'O CTATyCOB HA OCHOBAHUU JIOJIH IIPOITYIIEeH-
HBIX Ka/[POB U JIOJIU HEYJIAHBIX OTIIPABOK 0OBEKTOB Ha cepsep. Jljist 3T0ro u3MeHuTe CJIeIyIoNie IapaMeTpbl
B daire konduryparmun /etc/findface-security/config.py:

sudo vi /etc/findface-security/config.py
FFSECURITY = {

# max camera frames_dropped percent
'"MAX_CAMERA_DROPPED_FRAMES': {'yellow': 0.1, 'red': 0.3},
# maxr camera objects_failed percent
'"MAX_CAMERA_FATLED_FACES': {'yellow': 0.1, 'red': 0.3},

Kaxkmast kamepa cBsizaHa ¢ Tak Ha3bIBaeMbIM job-3ajianueM, 3ajadeil Ha 00pPabOTKY BHJIEO, COJEprKarieit
rmapaMerpbl KOH(MUIYpaIluu W JaHHbIE BUIEOMOTOKA, KOTOpas HA3HAYAETCS OMPEICJICHHOMY IK3EMILIADY
findface-video-worker. /lammas 3agada MOXKeT OBITH Hepe3aIyIeHa.

st mepesarnycka job-3a/1anns OTKpOiiTe HACTPONKN KaMephl M HasKMUTE Ha KHONKY Ilepesanycmumo. Ilpu
9TOM KOJIMYECTBO OIMMOOK OyjieT 0OHYJIEHO.

TIpu GosibIIoM KOTMYECTBE KaMep B CUCTEME UCIOJIb3YHTe ciieytomue (huibTphl:
o ['pynnoi xamep,
o Axmuenvul,
e Cmamyc.

Jly1s KarK 101 KaMephI IIPEIOCTABIISETCS [TOJIHAS CTATUCTUKA: [IPOIOJI2KUTEIBHOCTD TEKyIell ceccun 00padoT-
KW, KOJIMIECTBO OTIIPABJIECHHBIX 00HEKTOB, KOJUIECTBO O0HEKTOB, 0OPAOOTAHHBIX C OMTMOKAME MTOCJIE TIOCIE -
HETO Iepe3aIrycka job-3a/ianusi, KOJIMIeCTBO MPOILYIIEHHBIX KaJPOB U JApyrue jgaHubie. s mpocMoTpa 3Tux
JIAHHBIX HAXKMUTE Ha KaMepy U nepeiijure Ha BKJIajuky O xamepe.
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PenakTMpoBaTh Kamepy

CwMm.Tak>xke:
o [Ipusaska epynno. kKamep ¥ axzemnaspy findface-video-worker
o Jledyniuxayusn cobvimul

e Budeodemexuyua obsexmos: findface-video-manager u findface-video-worker

3.2.4 HacTtpoiika moHuTopuHra obvekToB. ba3a gaHHbIX aocbe

OTa IyIaBa MOCBsIeHa HACTPOKe MOHUTOPUHIA OOBEKTOB U CO3JaHUI0 0a3bl JAHHBIX JIOCHE.
FindFace Multi obecrieunBaeT BHUIEOMOHUTOPUHT CJIELYIONUX OObEKTOB:

® UEJIOBEUECKOE JIMIIO

® YEJIOBCYCCKUI CUITY3T

® aBTOMOOMJIB

MonuTopuHr 00BEKTOB peajim30BaH MOCPEICTBOM COBOKYIIHOCTU BCTPOEHHBIX U I0JIb30BATEIbCKUX CIIHCKOB
HabJsroieHnst, HanpuMmep, PasbickuBaercs;, VIP u 1. 1., u 6a3bl JaHHBIX J0Cbe. BbI MOXKETE CO37aTh CTOJIHKO
[TOJTb30BATEILCKIX CIUCKOB HAOJIIOIEHNS, CKOJILKO HeoOxoanMo. Kazktoe 10che COIEPKUT OJIHY MIJIH HECKOJIb-
KO doTorpaduit 00bEKTa U OTHOCUTCA K OJHOMY MJIM HECKOJBKUM CIMCKaM HaOofaeHus. Js Toro 9Tobbn!
IIOCTABUTH OOBEKT HA MOHUTOPUHT, HEOOXO/IUMO C/IeJIaTh aKTHBHBIM COOTBETCTBYIONINI CIINCOK HAOJIIOIEHNUS.

Brb1 MmoxkeTe coxpaHSTh CMeIIaHHbBIE JAHHBIE U O0bEKTHI PA3HBIX TUIIOB B OJIHOM JOChE, €CJIU JAHHbBIE OObEKTHI
cBsi3aHbl. Hampumep, 10che MOXKET Co/IepKaTh Jinio u poTorpaduio B MOJHBINA POCT, (HOTOrpaduio aBTOMO-
OIS M HOMEPHOH 3HAK, XapaKTEePU3YIONINe Pa3bICKUBAEMOrO IPECTYIHUKA. B 9TOM cirydae cucrema Oyaer
UCKATh JIOOOW M3 YKA3aHHBIX 0O0BEKTOB B TOJIE 3PEHUsT KAMEDHI.
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Coser: [ly1s1 aBTOMATHYECKOTO CO3/IaHUsT OOJIBITOTO KOJUIECTBA JOChEe HUCIOIb3YyHTe (hyHKkuuotar nakemrot
3a2PY3KU.

B atom paspene:

o Monumopuhe He3ape2ucmpuposaHHuLT 005eKmMos
e (Cozdanue cnucka Habaroderus

e (Cozdanue docve 6pyunyI0

o [laxemnas 3a2pysxa domozpadul

o Duavmpu, docve

o Ovyucmxra 6a3vl dannvx docve

o Omxrmouenue coddanus cobvimutl 0aa onpedeseHnvr 00seKxmos

MoHUTOpUHI HE3aperncTpnpoBaHHbIX 00HLEKTOB

Bazosast koudurypanust FindFace Multi yke comep:kuT mpejryCTaHOBJIEHHBIN CIIMCOK HAOJIIOJIEHNS, TPeTHA~
3HAYEHHBIN )i MOHUTODUHTA HE3aPErnCTPUPOBAHHBIX B CHCTEME OOBEKTOB, T. €. OOBEKTOB, JIJIsi KOTOPBIX
OTCYTCTBYIOT COBIAJICHUS C JT0che. JIaHHbBI CIMCOK HAOIONEHNS HEe MOXKET OBITH yJaJieH u3 cucreMbl. st
PeJIAKTUPOBAHUST HACTPOEK CIINCKa, Hepeiiure Ha BKIAJIKY Hacmpotxu. Beibepure Cnucku nabaodenus n
meskanTe Unmatched B Tabimie.
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PenakTMpoBaTb CMIMCOK HABMIOAGHUA  bopumaus

COoXpaHuTh Hazan

[0BaBUTE CUHXDPOHMS:

Yaanute BCe O

IIpumevanue: [y Toro 9Tobbl 0TOOPA3UTH B CIIUCKE COOBITUM TOJHKO HE3aPETUCTPUPOBAHHBIE OO BEKTHI,
BuIObepuTe 3HaueHne bes cosnadenuti B punbrpe Cosnaderus Ha BiIaake Cobbimui.

Co3spaHune cnucka HabnwgeHus

151 co3maHus MOJIb30BATEILCKOTO CIUCKA HADJIIONEHNS BBIIIOJIHUTE CJIELYIONINe IeACTBUSL:
1. Ilepeitgure Ha BRIanKy Hacmpotxu. Beibepure Cnucku nabaroderus.

2. Haxxmure +.
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HacTtpoliku

Hazap CnMCKH Ha6n|oﬂ,eHHﬂ ¥panute BCe pocke

abnogeHKa

JuyeHana

eHTauMa

eHTauua

3. B manutpe Mem¥ka BbIOEpuTE IBET, KOTOPBI Oy/I€T UCIOJIB30BATHCST B OMMOBEINEHUSAX O COOBITHSAX Pac-
[MO3HABAHUS W3 JAHHOIO CHUCKa. [IpaBUILHO BBIOPAHHBIN I[BET MOBBIMIAET OBICTPOTY pearupOBAHUS
omepaTopa Ha COOBITHE.

CospaTtb cnucok HabnioaeHus I

CoxpaHnTe
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10.
11.

12.

BBG,HI/ITQ Ha3BaHUeE CIIMCKa Ha6JIIO,ZLeHI/I$I. HpI/I HeO6XO,ZLI/II\IOCTI/I ,HO6aBLTe KOI\IMGHT&prI.

Bribepure rpyrmy kamep, KOTopasi Oy/1eT NCIOIb30BATHCS [IJIsi MOHUTOPUHTA CIINCKa HaO/ronenHust. e
IpyIa KaMep He BbIOpaHa, CIUCOK HabJIoAeHns OyJeT OTCAeKUBATHCS BCEMU aKTUBHBIMU KaMepaMu
B CHCTEME.

ITocraebre axkor Tpebosamsv nodmeeporcderue, eciin Jjis JAHHOTO CIIMCKa OIEPATOP JOJIZKEH B 00si-
3aTe/IbHOM TOPSIKE MOATBEPAUTD IPUHATHE COOLITHSI.

HpI/I HeO6XO,HI/IMOCTI/I BKJIIOYNTE 3BYK IIDU ITOABJICHUN COOBITHSI JJId JaHHOI'O CIHCKAa.

Ilo ymosrqaHHIO KO BCEM CHHCKAM HAOJIIONEHUS B CHCTEME IIPUMEHSETCS YHUBEPCAAbHVIT NOopo2 Cpa-
obamwieanus. JIjasg Toro 4ToOBbI 33J1aTh WHAUBHUIYAJLHBIN MTOPOT JIJIs CIIKUCKA HAOJIOIEHUsI, TOCTABLTE
daaxok I[lopoz cpabamvisarus U yKayKuTe HY?KHOE 3HAYEHUE.

Baxkno: g 60oabpmmHCTBA CIy9YaeB PACIO3HABAHUS JIAI, 3HAYEHNE, YCTAHOBJIECHHOE 10 YMOJIIAHIIO
JUIS. YHUBEPCAJIBHOI'O II0POra CPAOATBHIBAHUMA, SIBJISETCS ONTHMAJIbLHBIM. He pekomeHjyeTcss camMocTo-
SITeJIBHO MeHSITh ero. Q0si3aTesIbHO MPOKOHCY/IBTUPYATECh C HAIMMEU TEXHUYECKUMU IKCIEPTAME 110
aapecy support@ntechlab.com.

ITocraBbre ditaxkok AxmueHsii.
Haxyure Coxpanume.

Ha Briagke Paspewenus Ha3zHAYLTE IIPaBa Ha CIIMCOK HAOJIIOJIEHNUsI, YKA3aB POJIU I0JIb30BaTeell, Ko-
TOPBIE CMOT'YT U3MEHSTh/IIPOCMATPUBATH €r0 HACTPONKH.

Pe,ﬂ,aKTMDOBaTb CNUCcoK HabnwoeHns PaspelueHus

CoxpaHuTh

Haxxkmure Coxparnumo.

Co3paHue gocbe BpyYHYHO

LJtst co3manus T0Che BPYYHYIO BBITTOJTHUTE CJIEAYIONINE JICHCTBUS:

1.
2.

B Beb-uaTepdeiice mepeitaure nHa BKIaaKy Jlocve.

Hazxkmure +.
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CTpaniua 1 &

HeT naHHbIX

3. Hobasbre hororpadun mo KpaitHeil Mepe OJHOTO U3 CJIEIYIONNX 00bEKTOB: IO, CUIYIT, ABTOMOOWIIb.
ITonnepxxuBaembie bopmarsr: WEBP, JPG, BMP, PNG.

Baxkno: Jlumno nmu cunyst Ha doTorpadun JTOMKHBI OBITH HAJJIEXKAIIETO KAIeCTBa, T. €. B OJIM3KOM K
dpouTaEHOMY MOJIOKeHNU. Paccrosinne mexay 3padkamu: 60 px. IIpu HecoorBercTBum dororpaduu
TpeboBaHUsIM OY/IET BBIBEIEHO COODINEHNE C OMMCAHUEM OITHOKH.
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ITpukpenure nMeroe OTHOIIEHNE K JI€JTy (DAIbBI.

Beenure nms genoseka. Ilpu HeobxognmocTu no06aBbTe KOMMEHTAPHIA.

IIpu HEOOXOAMMOCTH YKAKUTE HOMEP aBTOMOOMIIS.

NS o e

W3 packpsiBatommerocsi cniucka Cnucku Habar00enus, BbIOEPUTE CHUCOK (MM HECKOJBKO CIIUCKOB, 110
ouepejin), B KOTOPBIi ciiefyer J00aBUTh J0ChE.

8. TMocrasbre daazkok Axmusenoe. Ecin moche HeaKTUBHO, OHO He OyJIeT UCTIOIb30BATHCS /It UAeHTH(DU-
Kaluu 00bEKTOB B PEXKUME PeabHOrO BPEMEHHN.
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9. Haxxmure Cozxparumo. Eciiun moxoxee J0chbe yzKe CYIECTBYeT B 0a3e JaHHBIX, BbI CMOYKeTe BbIOpaTh,
OO'bEeIMHUTD JIX €r0 C HOBBIM JIOChe, OTMEHUTH CO3/aHUE HOBOT'O JIOChE, CO31ATh HOBOE.

MakeTHas 3arpy3ka dotorpadumii

Hutst cozmanust OOBITOTO KOJUYIECTBA, JIOChE HUCIOIB3yiTe (DYHKIIMOHAJ MAKeTHOW 3arpy3ku. Boimoamnte
cJeAyIolye NeficTBUs:

Coset: Eciu kosmmaectBo mocbe npesbimaer 10000, ucobsayitte [laxemnan 3azpyska omoepagputl wepes
KOHCOAD.

Baxkno: Iloggep:xxupaembie dopmarer: WEBP, JPG, BMP, PNG.

Baxxno: Jlumo wiu cumysT Ha oTorpadun J0KHBI OBITH HAJIEXKAIIEro KadecTBa, T. €. B OJU3KOM K
dpoHTaIEHOMY MOJIOKeHNH. Paccrosinue Mex iy 3padkamu: 60 px. [Ipu HecoorBercTBumn dororpacdun tpe-
6oBaHUsIM OyJ1eT BBIBEJIEHO COODIIEHUE C OIMCAHUEM OIMUOKMU.

1. B Beb-untepdeiice mepeiiure Ha BKIAIAKY /ocve.

2. Haxkmure +.

CrpaHnua 1 &

3. Haxxmure Iaxemnasn 3aepysra docve.

Cosparb gocbe

_|_

4. Ykaxure TUl 0ObEKTOB JIJisi OOHApYXKeHusl Ha dpoTorpadusix.
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5. Buibepure dororpadun misa 3arpy3ku modaitioBo Win yKaXKuTe KaTtajaor ¢ gpororpadusamu.

6.

10.

[NakeTHasa 3arpy3ka gocbe

KypHans!

Beibpate dakne BribpaTth AMpeKkTopMio

Cton Hazag

Nwmena daitnos ¢ dpororpadusiMmiu MOXKHO UCIOIB30BATh KAK OCHOBY JIJIS UMEH U/UIM KOMMEHTAPUER
B CO3JIaBaEMBIX J0Che. Bpibepure Hy»KHBII BapuanT(bl). 3aTeM HacTpoiiTe npaBusio HOPMUPOBAHUS
UMEHU ¥,/MI1 KOMMEHTapus, J00aBUB MOJIb30BATEIbCKUN peduke u,/min nocrduke kK umenu daiiia.

CoBer: Bo usbexanme ciusinne 3-X CJIOB B OIHO, UCHOJIB3YNATE CUMBOJI ITOYEPKUBAHUS WU IPOOEST
B npedukce m mocTduKce.

U3 packpsiBatomerocs crmcka Cnucku nabarodenus BbIOepUTe COUCOK (UM HECKOJIBKO CIHMCKOB, II0
ouepejin), B KOTOPBIi ciieyer j100aBUTh CO31aBaEMbIe JIOCHE.

B napametrpe Iapasresvras 3aepyska 3aaaiiTe KOJIMIECTBO TOTOKOB 3arpy3ku dpororpaduii. Hem 60/1b-
Ile TIOTOKOB, TeM ObIcTpee OyJIeT 3aBepIlieHa 3arpy3Ka, OJIHAKO TaKxKe HoTpebyercs u OoJibliiee KOJIU-
YECTBO PECYPCOB.

W3 packpeiBatomierocs: cimcka I pynnosas gomozpadus BeIOEPUTE, KAK JTOKHA IIOCTYIUTH CACTEMA
IpY HAJUIUM HECKOJIBKUX OODBEKTOB Ha (oTorpaduu: OTKIOHUTH (POTOrpaduio, 3arpy3uUTh CAMBIH
OOJIBITION 0OBEKT, 3arPYy3UTH BCE OOBHEKTHI.

ILHSI 3allyCKa ITaKETHOI'O CO3JaHuAd JOChE HaKMUTE Ha KHOIIKY C’mapm
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Baxkuo: [lyist mpocMoTpa Jjiora makeTHON 3arpy3Ku Ha)KMUTe Ha KHOIKY X YpHaavl. 3aTeM IIpu Heob-
XOJIUMOCTHU MOYKHO CKadaTh JIOI B hopMaTe .CSV.

2KypHanbl NakeTHOM 3arpyskm

Crpamuua 1 &

CkavaTtb

Ckauatb

CkavaTb

CTpaHuua 1 &

®PunbTpbl gockbe

Bcee cosmannnie B FindFace Multi mocke orobpaxkatorcs Ha BKaaake Jlocve. it COPTUPOBKH TO0CHE MCIIOTb-
3yiiTe PUILTPHI.

Crpanuua 1 £

NTL team

n Ha

NTL team

i

NTL team Co3paTh OTHET

Per|

Crpanuua 1 £
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Ouncrka 6a3bl gaHHbLIX gocbe

Bor Moxkere ouncTuTh 6a3y JIAHHBIX JOChE B OJIUH KJIUK IejukoM. s atoro nepeiipure Ha BKIajaky Ha-
cmpotixu. Beibepure Cnucku nabarodenus. Haxxvure Ydaaums ece docve.

Cnuckun Ha6ﬂl0,EI,EHMﬂ YOanuTh BCe Nocke

OrtkntoueHue cosganus cobbITUi gNs onpefesieHHbIX 00bekToB

Wuorga npu MOHUTOPHHIE HEOOXOIUMO IIPOITYCKATH OIpeie/leHHbIe 00beKThl. OMH U3 CaMBIX PACIIPOCTPa-
HEHHBIX CJIy9a€B — 3TO 00bEKTHI HA PEKJIAMHBIX HOCUTEJISIX, PACIIOJIOYKEHHbBIE B TIOJIE 3peHUsT KaMephl. Bymyan
ITOCTOSTHHO OOHAPY2KUBAEMBIMIA CHCTEMO, OHI MOTYT C JIETKOCTBIO [IEPEIOJHUTH JIEHTY COOBITUI 1 0a3y JTaH-

HBIX.
ljist Toro 9TO6BI 3TOrO HE IIPOU3OIILIO, BBIIOJHUTE CJIELYIONIUE TeHCTBUS:
1. Cosdatime cnucox nabaodenus I XpaHEeHUsT OOHEKTOB, HE MOIJIEXKAINNX AETEKTUPOBaHUIO. B ero

HacTpoiiKax ycranoBure duaxkok He coszdasamnv cobvimudi.

Co3spatb cnucok HabnogeHus PRETE

CoXpaHnTh
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2. st Kaxkaoro Takoro oobekTa cosdatime docve U 1006aBbTE €ro B CO3IAHHBIN CIIMCOK HAOJIIOIEHUS.

3.2.5 CueTuukn nuy n cunyatoB. PaccTtosiHne mexay ntogabmu

Baxkno: st mozcyuera CHIy9TOB U M3MEPEHUS PACCTOSTHUST MEXK Ty HUMU HYKHO [IPEIBAPUTEIBHO BKIIOINTH
demexmuposanue CuAYIMOs.

FindFace Multi mosBoJisier cunTarh JIMIA U CUIYITHI HA IOJAKIIOYEHHBIX KaMepax U U3MEePSITh PACCTOsTHUE
Mexty curydTaMu. JlaHHbIi DYHKIMOHAJ MOXKET UCIOJIb30BATHCS B PA3JIMIHBIX [EJISX, HAPUMED, JIJIsl ITOJI-
cuera JIIOAel B odepesaX W 30HAX OKUIAHNS, MOHHTOPHUHTA ODIMECTBEHHBIX COOpaHUil, IpeI0TBPaIIeHU
CKOILJIEHUS JIIOJIEN W T. II.

MeTO)J, Imo/icieTa OCHOBaH Ha BPEMEHHbLIX Cpe3aX: CIECTIYNUK CIUTaeT JIMIa U CUJIYIThI Ha CTAaTUIECCKUX CKPUH-
moTaxX, KOTOPbIE JeJal0TCA C 3a/laHHBbIM UHTEPBaJIOM.

Tozacyer Jiui/CHLy9TOB MOXKET BBIIOJHATHCA KAK OTJIEJIBHO 110 KAXKJIOH Kamepe, TakK U B COBOKYIIHOCTH IO
BCEM BBIODAHHBIM KaMepPaM.

B atom paspene:

Cozdanue cuemuuxa

I'pagpur cuemuura

L] M()H’U,’NLO[)’U,HZ p(1,60’ffL’b1, CHEMYUK06

Paboma ¢ sanucamu cuemyurxa

e Hacmpotixa eebryka daa cuemuura

[ ] H(I,CTIL])()”&%‘U, napamempos CoOrparHerHua CHUMKOB IKPaAHa

Co3paHne cuyertymnka

JJtst co3manus CIeTINKa BBIIOJIHUTE CJEIYyIONue AeHCTBUS:
1. Ilepeitmure Ha BKIanky Cuemyuku.

2. Haxxmure +.

CYyeTymkKmn

3. YKaxKure nMs CUETIUKA.
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10.

Bribepure oHy niin HECKOJIBKO I'DYII KaMep JJIs IIO/CYeTa.

Coser: Ilo ymomuanuro mojcuer OyreT MPOBOIUTCS IO BCEM KaMepaM B yKa3aHHBIX rpymnmax. [Ipum
He0OXOIMMOCTH BbI MOXKETE OTKJIIOYATH IOACIET 110 OIMPEIEICHHBIM KaMepPaM.

BaﬂaﬁTe HHTEpBaJI B CEKyHJaX MEXKJ/1y JABYyM: I10C/IeOBATE/IbHBIMU CKPUHIIIOTaMHU, HUCIIOJIb3yEeMbIMN
JIed IIoAcHeTa JIMI U CUJIY9TOB.

Yceranosure daaxkok Onpedenenue Aul, JTst TIOACIETA, JIHII.

Vceranosure diaxkok OnpedeseHue Ccuaysmoe jis MOJACYETa CUIy3TOB. JleTeKTUpOoBaHWE CUJIy3TOB
JOJIZKHO OBITH G6KAI0UEHO.

Y6enurech, 94TO JJIst CIETUNKA, YCTAHOBIEH (DIarKoK AKmueHvid.

Ecmu dmaxok Onpedenerue cuaysmos yCTaHOBIEH U Bbl XOTHTE BKJIOYUTHL M3MEPEHUE PACCTOSHUIA,
ycranoBuTe diiakok Onpedesenue ucmaHyuL.

Hazkmure Coxpanums. Terepb BbI MOXKeTe OTKAJIMOPOBATH CYETUNK JIJIs M3MEPEHUs] PACCTOSTHUN, eCIu
JaHHAasl (DYHKIMS ObLIa BKJIFOYEHA, HA IPEIbIIAYINEM IIare, U IPU HEOOXOIMMOCTH 33JaTh PErHOHBI
OTCJIEXKUBAHUS JIUII/CAJLy3ITOB B 10J1e 3penus Kamep(bl). Boinosmure cieryiomue jgeiicTBust:

Hazag PepakTMpoBEaHne CYeTHYMK

¥oanute kanuiposxy

Ypanute

1. Ha roit xe Britagre Hrngopmayus yCTAHOBUTE MPOIOKATEIBHOCTh KAJIMOPOBKY B JIUAITA30HE OT
15 no 300 cekynza. Haxmure Omrasubposams cuemyuk. OToOpa3UTCs MHCTPYKIMS 110 IPOBEJIE-
Huio KaymbpoBku. [IpounTaiite ee u 3akpoiite, Haxkas OK.
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UHcTpykuus no nposegeHuto kannbposku:

e YesoBek Ha Kamepe JIOKEH OBbITH BUIAEH B MOJTHBIN POCT.

e YesoBeK M0OKEH MPONUTH 10 30HE, (PUKCUPYEMOil KaMepoii, TI0 KOTOPOil B JaIbHEHIeM OyIy T
PACCUUTBIBATHCS PACCTOSTHUSI.

° ILHSI JOCTUZKEHNA HAUJTydIIIETO Ka9eCTBa 9€JIOBEK JTOJI2KEH XOJIUTH 110 pOBHOfI ITIOBEPXHOCTU.

2. PyKoBoiCTBysICh MHCTPYKIUEH, BBIIOIHANTE KAJIUOPOBKY /IO TE€X IIOpP, HIOKA CTATYC CUeTYNKa He
noMeHseTcda Ha Kanubposas.

3. (Ommmonansnuo) Ha Briajgke Obaacmu unmepeca 3aaiiTe peruoH OTCIEKUBAHUS JIUT, U CUITY9TOB
B 1oJIe 3peHust Kamep(bl).

nacTv MHTEpeca
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Fpaduk cueryumka

st Toro uTobbl yBUIAETH TpapUK CIETINKA 32 MOCJIEIHIE YaC, CYTKU WA HEJENI0, NepeiiinTe Ha BKIAIKY
I'pagpux B HACTPOHKAX CUETUUKA.

PenakTupoBaTh CHETUMK - " MpadH

MoHuTopuHr pabotbl cyeTunkos

MonruTOoprHT paboOThl CIETINKOB BBITTOJTHIETCS Ha BKAagKe Cuemuuku.

Hasan  CYyeT4MKK

Crpannua 1 &

Cpocuts duasTRb

Crpanuual &

CTaTychl CYeTUYNKOB:

e 3ejsieHblil: cueTunk paboraer 6e3 OMMUOOK, UK KOJIMIECTBO OMMOOK HE MPEBBIIIAET JOIMYCTHMOIO TOPO-
rOBOT'O 3HAYEHUSI.
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o 7KenThIit: KOJIMIECTBO OMMUOOK MPEBLINIAET TOPOrOBOE 3HAUCHUE.
e KpacHblii: KOJIMYECTBO OIMMUOOK SIBJISIETCST KPUTUIECKUM.

o Cepblii: CIETINK OTKIIOYEH.

Coser: Bpbl MoxkeTe HACTPOUTH YKEJTHI U KPACHBIA CTATYChl HA OCHOBAHUU JIOJU HEYIAYHBIX 3aIUCEH, a
TaKXKe M3MEHHUTH MPOJIOJIZKUTETLHOCTh BPEMEHHOI'O OKHA MEXKJIY JABYMs IOCJIEIOBATEIbHBIMU IIPOBEPKAMU
cocrostHus caeTynka. s 3Toro orpemakTupyiiTe ciemyrome napamerpol B daiiie Koudurypanuu /etc/
findface-security/config.py:

sudo vi /etc/findface-security/config.py
FFSECURITY = {

# Counter health status config:

# max percent of camera records with errors
'"MAX_COUNTER_ERROR_RECORDS': {'yellow': 0.3, 'red': 0.5},
# time window for computing health status (in seconds)
'COUNTER_HEALTH_STATUS_TIME_WINDOW': 30,

PaboTta c 3anucsammn cuyetyuka
CTaTI/I‘{eCKI/Ie CKpI/IHHIOTbI, ceJlaHHbIe CIEeTYNKOM, C yKaSaHI/IeM KOoJim4decTBa JIUIL 1 CI/IJIy3TOB COXpaHHIOTCﬂ
KaK T. H. 3allUCU CHETYUKaA.

Eciu BB BRUIFOUMIM JjTs1 CUETYNKA M3MEPEHUE PACCTOSTHUN, KayKJasl 3aIlUCh TaKKe Oy/1eT COJepKaTh MUHU-
MaJbHOE, CPeJHee U MAKCUMAJIHLHOE OOHAPYKEHHBIE PACCTOSIHUS B METPAX.

Ecau cyerauk paboraer ¢ ommbKaMu, cucteMa Oy/IeT cO3/I[aBaTh MyCThIE 3AIUCU C COODIIeHnEM 00 OIIOKe.

st mpocMoTpa 3amuceil cueTdnka nepeiiaure Ha BKIaJAKY Cuemuuku. B cOOTBETCTBYOIIEH CIETIYNKY CTPOKE
HakKMHUTe Ha J1060it cTosberr, Kpome ID (Be;geT B HaCTPOUKHU cquqI/IKa).
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(e 3anucu cyeTymka

Crparuua 1 &

st paboThI C 3AIIUCSIMU CUETUYMKA UCIOJIB3YHTE CIIeIyIomme (pUIbTPhL:
o Cuerunk
o Kamepnr
e I'pymmsr xkamep
e Bpewms
e KosmrgecTso jur B 3anucu
e KosmrgecTBo cuitysTOB B 3amucu
e Id zanucu

o JTuama3oHbl MUHUMAJIBHBIX /CPEJIHUX / MAKCUMAJILHBIX OOHADYKEHHBIX PACCTOAHUMN, B MeTpax (ecsu 06-
HAPYKEHUE PACCTOAHUI JJI CIeTUNKA BKJIIOUEHO)

Hacrpoiika Bebxyka gns cHet4uka
Jutst TOro 94ToOBhI ABTOMATH3UPOBATH IIPOIECC cO0pa CTATUCTUKU, Hacmpotime 6ebryk Ha cpabaTbIBAHUE IIPH
OTIPEICJIEHHOM KOJIMYECTBE JIUI U CUJIYyITOB B 3AIIMCH CIETIUKA.
CmMm.Tak>xke:
o Pacnosnasarue cuaysmos u ux ampudymos

o Bebxryxu
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Hacrtpoiika napameTpoB coxpaHeHUsi CHAUMKOB 3KpaHa

Bbl MOXKeTe HACTPOUTH IAPAMETPHI COXPAHEHUS CHUMKOB 9KPaHa (IIOJHBIX KaJPOB), 0OTOOPAYKAEMBIX B 3a-
IACAX CYETUYNKOB, M UX MuHHAATIOP. 15t 3TOro orkpoiite daitn koudurypanun /etc/findface-security/
config.py U U3MEHHUTE CJICAYIONINe IIapaMeTPhl:

e COUNTERS_SAVE_FULLFRAME ompe/iesisieT mapaMeTpbl COXPAHEHUs MOJHBIX KaJIpOB Ipu paboTe cueTdn-
KOB: always (Bceryia), detect - COXpaHATh, TOJBKO €CJIM ObLIN OOHADYYKEHBI JIUIA U CULYSThI, Never
(nukorma).

e COUNTERS_FULLFRAME_JPEG_QUALITY: kadyecrBo JPEG mosHbIX KaJIpos,
e COUNTERS_THUMBNAIL_JPEG_QUALITY: kadyecrBo JPEG munuariop.

sudo vi /etc/findface-security/config.py

# counters full frame saving options:

# “always™ - save always
# “detect’ - save only if faces or bodies have been detected
# ‘never® - never save full frames

'COUNTERS_SAVE_FULLFRAME': 'always',
'COUNTERS_FULLFRAME_JPEG_QUALITY': 75,
'COUNTERS_THUMBNAIL_JPEG_QUALITY': 75,

3.2.6 VYnpasneHue obnacrtsamu

Baxxno: /lyist Toro 9Tobbl NCMOIB30BATH (DYHKIIMOHAIHLHOCTD 00acTel, TpeIBAPUTETHHO BKIIOUATE 00H (-
PYIHCEHUE CUAYIMOEB.

FindFace Multi mo3Bossier orciie:kuBaTh TPUCYTCTBHE JIIOJEH HA KaMepaX B OIMPEICJICHHBIX ODJIACTIX IO
3aJIAHHBIM TIPABUJIAM U paciucaHusM. Kak TOJbKO cucreMa OOHAPYZKUBAET, 9TO CUTYallust B OOJACTU COOT-
BETCTBYET IIPABUJIY, OHA CO3/AET TaK HA3BIBAEMYIO AKTHBAIIUIO OOJIACTH.

Ob6sacTi — OTJIMYHBINT MHCTPYMEHT JIJIsl PEIleHUs] TaKUX 3324, KaK [IPeJOTBPaIleHre JINHHBIX odepeieil B
TOPrOBBIX TOYKAX, IIPEIOTBPAIEHNE KPaXK Ha MPEIIPUITAAX B Hepabodee BpeMsi, KOHTPOJIb OIACHBIX 30H,
y9IeT pabovuero BpeMEH! U MHOTHUX JIPYTHX.

B atom paspene:

Cosdarue obaacmu

e Pedaxmuposanue obaacmu

e Paboma c axmusauyuAMU obaacmu

e Hacmpotixa napamempos cOTPaHeHUA CHUMKOS IKDAHG
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Co3paHnune obnacrtun

s cozmanust 06JIaCTH BBIIOJHUTE CJIEAYIONE JeiiCTBUS:
1. Tlepeiiaure Ha BRAaJIKY Obaacmu.

2. Haxkmure +.

Obnactu

3. Ykaxkure Ha3BaHue 00JIACTU.
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kbR PenakTupoeaHue obnactu

4. Bwibepure Kamepy [jisi MOHUTOPUHTA 0DJIACTH.

CoBetr: Bpnr MoxkeTe c031aTh HECKOIBKO obJracTell Ha OIHON M TOM ke Kamepe I MOHHUTOPUHTA
dusnIeckoil 001aCTH 0 PA3HBIM IIPABUJIAM U PACIUCAHUSIM.

5. Ykaxkure 00JIaCTH UHTEPECA B TOJIE€ 3PEHUST KAMEDHI.
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IIpumeuanme: Vcnonb3yiiTe ciaemayronime KHOTKM:

° -: Ha4YePTUThb IPAMOYTOJIbHUK

o
L] -Z Ha4Y€epTUTH MHOI'OYTI'OJIbHUK IIO TOYKaM

L] n: YAaJdUTh CO3JaHHYIO 0bJ1acTh

6. Hacrpoiite ycioBue akTuBanmum 00JIaCTH:

Menee wem: 0baCTh 6y,ILeT aKTHUBUPOBaHa, €CJIN KOJIMIECTBO Y€JIOBEK B T€UYCeHUE OIIpE/IeJICHHOI'O
BpeMeHun 6yﬂ‘eT MEHBIIIE IIOPOroBOIO.

Boasee wem: 0bracTh OyneT aKTUBAPOBAaHA, €CJIM KOJMYECTBO U€JIOBEK B TEUEHUE OIPEJIEIECHHOTO
BpeMeHu OyzeT OOoJIbIlle TOPOrOBOrO.

Koauvecmso uwenosex: IIOPOToBOE€ KOJIMIECTBO YE€JIOBEK.

o JlrumenvHocmy: MUHIMAJIBHBIN TIEPUOJ, BPEMEHU B CEKYHJAX, B Te€UEHUE KOTOPOTO JO?KHO BbI-

TOJIHATBCA yCJIOBUE Cpa6aTI)IBa,HI/I§FI7 9T00BLI 00JIACTD aKTHUBUPOBaJiaCh. B Teuenue sroro nepuoga
KOJIMYECTBO Y€JIOBEK JOJIZKHO OBITD 6OJIBHIe/MeHI>HIe IIOPOTOBOIO 3HAYCHUA.

IIpnmeuanme: Hanpumep, yciosue Bonee uwem 5 llpomonxuTensHocTs 30, IPUMEHEHHOE K Kac-
ce, IPUBOJIUT K aKTWBAIMKU 00JIACTH, ecyim DoJiee UATH MOKymnareseii 6osee 30 CEeKyHI CTOAT B
OYepeIn.

Pacnucanue: co3maiiTe OTHO MJIM HECKOJBKO PACIUCAHWI MOHUTOPUHIA. YKAXKHUTE IHU HEIETH
U BpeMs, B Te€4eHHEe KOTOPOro ob6JacTh OyaeT Ioj HabIoaeHueM. Ecau pacnucanue He 3aaHO,
HabJIIOIeHNe OyIeT OCTOSTHHBIM.

ITpumeuanme: Eciu curyarust B 00JaCTH IPOIOIKAET COOTBETCTBOBATH YCJIOBHUIO AKTUBAIIIH
[I0CJIe IIAHOBOTO TIEPUOJIa MOHUTOPHUHTA, 00JIACTH OyIeT OCTaBAThCsl AKTUBHOM, TIOKA JIAHHAS CHU-
Tyalus He 3aBEPITUTCS.
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7. Haxxmure Coxparumo.

PepaktuposaHnue obnactm

YT00BbI OTKPBITH HACTPOIKH 00JIACTH, HaXKMuUTe Ha cTosoer; ID B crucke obsacreii.

Pabora c akTusaunsamu obnactu
Kak Tompko curyarust B 06/1aCTH HadHET COOTBETCTBOBATH YCJOBUIO CPAOATHIBAHMS, CHCTEMA AKTUBUDPYET
obstacte. [l1st mpocMoTpa crimcka akTuBaImii obsractu nepeiaure Ha BKIAAKy Obaacmu. B coorBercTByromeit

006J1acTH CTPOKE HaxKMuTe Ha Jroboii croaben, kpome ID (Beger B HacTpoiiku obiacTh).

Hasag  AKTWMBaLMKN

Crpanmua 1 2

IIpu HeoGXOAMMOCTH IPUMEHUTE K CIUCKY aKTUBAIU cJeylomue pUuabTphbl:
e Kosmmuectso obnapykeHubix B obyactu jozeit (oT/zmo)
o IIpososKuTeIbHOCTD cpabaTbiBanust (0T/no)

e /lara u BpeMs co3J@aHus akTuBanuu (0T/mo)
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Haxkmure Ha akTUBaImio, 9Tobbl TPOCMOTPETH 3alMCH B HE. 3almcu IpejcTaBiIsAioT cOOON CKPHUHINOTHI

C COOTBETCTBYIOIEl KaMepbl 00JIACTH, KOTOPhIE COXPAHSIIOTCSI BMECTe C JAHHBIMUA O KOJIMYECTBE JIFOJEH U
METKOII BpeMeHU.

Hasaa  3anucu

Crpannua 1 &

ITpumeuanue: 3ammcu coxpausiorcs ¢ 10-CeKyHIHBIM HHTEPBAJIOM Ha MPOTSKEHUN BCEro neprojia cpaba-
THIBAHUS.

O1dunprpyiiTe CIUCOK 3aINCEH, HCIOIb3Ys CJIECLYIONHE KPUTEPHUH:
e KosmuecTso sozeit B 3amucu (oT/no)

e Merka Bpemenu 3amucu (0T/no)

Hactpoiika napameTpoB coxpaHeHUsi CHAMKOB 3KpaHa

Bbl MoxKeTe HACTPOMTHL HapaMeTpbl COXPAHEHHsl CHUMKOB 3KpaHa (IIOJHBIX KaJpoB), OTODpPayKaeMbIX
B 3alMCdAX aKTUBaIuu obsacreil, m mx muHHATIOp. s 3roro orkpoiire daitn xondurypamun /etc/
findface-security/config.py u U3MEHUTE CJIELYIONIUE IIapaMeTPBL:

e AREAS_SAVE_FULLFRAME ompe/ie/ieT COXpaHeHre MOJIHbIX KaJIPOB B 3allUCAX akTuBanuii: always (Bce-
rja), never (HUKOLJA).

e AREAS_THUMBNAIL_JPEG_QUALITY: kauectBo JPEG Munmariop.
e AREAS_FULLFRAME_JPEG_QUALITY: kauectBo JPEG mosHbIX KaapoB.

sudo vi /etc/findface-security/config.py

# areas full frame saving options:
# “always™ - save always

# ‘never® - never save full frames
'"AREAS_SAVE_FULLFRAME': 'always',
'AREAS_THUMBNAIL_JPEG_QUALITY': 75,
'"AREAS_FULLFRAME_JPEG_QUALITY': 75,
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3.2.7 CobbiTus 1 anu3oabl pacno3HaBaHUA 00beKToB

PesynbraT paborsl cucrembr o 4acTu uiaeHTH(MGUKAINA OOBEKTOB HA BUICON300PAKEHUN B PEXKUME Peaslb-
HOIO BpeMeHU 0Tobparkaercs Ha BKyagkax Cobvmus u Inusodu. [Tomumo paboThl ¢ TEKYIIUMU COOBITHSIMU
ueHTUDUKAIIY, JAHHbIE BKJIAJKI TaAKXKe MMPEJIOCTABIISIIOT JOCTYIl K UCTOPUHA COOBITHIA.

Baxkno: B tekymeit Bepcun dyHKIMS DIMU30IBI O/IEPKUBAET TOJIBKO JIUIIA.

Coser: Ilouck o0beKTa B CIMCKe COOBITHI 1 06a3e JAaHHBLIX J0ChE BBIOJIHSCTCA Ha BKIaake Ilouck.

Cosert: s nnearudukanum 00beKTOB B apXUBHBIX BUIE0 CM. Mdenmugdurayus 06sekmos 6 oaatin sudeo.

PaboTta c cobbiTusmun

Hanusrit pasgen nocsamen BKaagare Codvmus.

CoBer: 9nu300v, MO3BOJIAIOT MMOJIHATH 6€30ITACHOCTD HA HOBBIN YPOBEHb.

Baxkno: Bbr moxere sratowums 36yrkosvie yeedomaerus Ijis COOBITHH, CBI3aHHBIX ¢ KOHKPETHBIMH CITHC-
KaMu HaOTIofeHns. B HEKOTOPBIX Opay3epax /i TOro IToObI BOCIIPOU3BOINIICS 3BYK, BKIAIKA ¢ COOBITHIMN
JIOJIZKHA OCTaBaTHbCA B pokyce. UTOOBI BLIIEJUTH BKJIAJIKY, OTKPOUTE ee U IMEeJKHUTE B JIIOOOM MecTe CTpa-
HUIIBI.

B 3toin rnase:

o [Ipocmomp cobvimuti udenmudurayuy 6 Pescume PeasvbHo20 8PEMEN

o Kapmoura cobvimuasa. I[Ipunamue cobvomuasa

e Kapmouxa cobwmuas. Iouck obsexma

MpocmoTp cobbITHin ngeHTUnkaLm B pexxmme peasibHOro BpeMeHu

Kak Tosbko 00bekT Oyser oOHApyzKeH, Bbl YBUIWTE yBEJIOMJIEHWE B OJIHOM W3 CIIMCKOB coObITHil: Jluua,
Cuaysmo, uin A6momobusu, B 3aBUCKMOCTH OT THUIA O0bEKTA.
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CobbiTus C > ABTOMOBMNM

-m + logTeepaure Boe 20 Crpanuua 1 &

Her cc feHN i
Unmatched

MoaTeepHaeHo

Unmatched

MNoaTeepxaeHo

Unmatched

MoaTsepxaeHo

VBemoMIeHrEe COIEPKUAT CETYIONTYI0 HH(MOPMAIIHIO:

e Eciin coBnajienne He HallZIeHO: HOPMAJIN30BAHHOE N300paKeHne 0ObEeKTa, J[aTa U BPeMsl 0OHADYKEHUs
00beKTa, TPYIIa KaMep.

e Eciu coBmazenne HaiigeHO: HOPMAJIN30BAHHOE M300parkeHme obbekTa, (oTorpadus U3 I0Che, UM
[IEPCOHBI, CTEMEHDb CXOXKECTH 00BEKTOB, KOMMEHTApHil U3 JIOChEe, CIIUCOK HADJIIOMEHUS, JaTa M BPeMs
obHapy:KeHUsT O0bEKTa, TPYIIIa KaMep.

ITpumeuanme: Cucrema MOxKeT OBITH HACTPOEHA TAKMM OOPA30M, UTO YBEIOMJIEHUS OYIyT BBIBOJAUTHCS
TOJIBKO JIJIsT OO'bEKTOB C COBIAJIEHUEM C JIOCHE.

Baxkno: [Ij1s1 TOro 9T00BI OCTAHOBUTL BBIBOJ HOBBLIX YBEIOMJICHUIT, HAXKMUATE HA KHOIKY IE' HAaJI, CIICKOM
COOBITHIA.

K cobbrrusim (yBe,HOMJIeHI/IHM) B CIIMCKE MO2KHO IIPDUMEHUTH CJICYIOIIue (bI/I.HBprIZ

IIpumeuanue: Hexoropbre (puabTphl U3 MPUBEIEHHOTO HIUYKE CIIHCKA MOTYT OBITH CKPBITHI, B 3aBUCUMOCTHI
OT aKTUBHPOBAHHOIO (DYHKITMOHAJIA PACIIO3HABAHMUSI.

e Jlocwve: 0ToOpaykaTh TOJBKO COOBITHS 110 OIIPEJICTIEHHOMY JIOCHE.
o Cnucku nabarodenus: 0ToOPaAKATH TOJIHKO CODBITHS IO OIIPEIEIEHHOMY CIUCKY HAOJIOICHU.

o Cosnadenus: oTobpazxkaTh TOJBKO COOBITUSI C COBIIAJIeHNEM 00bEeKTOB/6e3 coBlaieHus 00bEKTOB Ul
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BCE COOBITHUSI.

Todmeeporcdeno: 0TOOParKATh TOJBKO MPUHSTHIEC,/ HEIIPUHATHIE UJIA BCE COOBITU.

Kamepoi: oTobpazkaTh TOJBKO COOBITHSI 110 ONPEIEIEHHON KaMepe.

I'pynnot Kamep: oToOparkaTh TOJHKO COOBITHSA IO ONPEIEIEHHON TPYIIe KaMmep.

Cmapm, Koney: oro6pazkaTh TOJBLKO COOLITHUS, CIyYUBIIUECS B ONPEICJICHHBINA IePUO/ BPEMEHHN.
1D sudeoaprusa: 0TOOPA3UTHL COOBLITHS U3 BUACOAPXUBA C ONpeaegaeHHbIM 1D.

ID cobvimus: orobpasuThb cobbiTHe ¢ onpeaeaeHasM 1D.

CneuvansHbie punbTpbl gas nuy,

Jywwut xadp cobvimus: 0oTOOpaXKaTh BCe COOBITHsI TPEKa, TOJIHKO COOBITHS C KaJpaMHU B PEAJHBHOM
BPEMEHH, TOJILKO OJIHO COOBITHE C JIyYIIMM KaJIPOM IO OKOHYAHUIO TPEKA.

ID snus0da: 0ToOpa3uTh COOBITHS U3 U301 C OupeeseHHbIM [D.
Boapacm: orobpa3uTb COOBITHUSI C JIFOIBMHE OIIPEJIEJIEHHOTO BO3PACTA.
Iloa: oT06pa3uTh COOBITUS C JIIOABMH 3aJaHHOTO ITOJIA.

IMmoyuu: 0TOOPA3UTh COOBITUS C 38 JAHHBIMUA IMOIHIMU.

Ouxu: GUIBTPOBATH COOBITHUS IO HAJMIHUIO OYKOB HA, JIUTIE.

Bopoda: dunbrpoBaTh COOBITHS 10 HAJIMINIO OOPOJIHL.

Liveness: dunbsrpoBaTh cobbiTuS 110 liveness jmuia.

Meduyunckas macka: GUIBTPOBATH COOBITUS 110 HAJUYNIO MEIUIUHCKON MACKU.

CneuvansHbie punbTpbl gAsi CUNY3ITOB

Tun eepza odestcdvi: 0OTOOPaKATH TOJBKO T€ COOBITHS, B KOTOPBIX YEJIOBEK HOCHT OJIEXK]Iy Bepxa 3a-
JIAHHOTO THIIA: KYPTKA, HAJbTO, XKIUJIeT 0e3 PyKaBOB, TOJICTOBKA, (DyTOOKA, PydaIka, IIaThe.

Tono6roti ybop: 0TOOpPAXKATH TOJHKO COOBITHUS C JIIOJbMU B TOJJOBHOM yOOpe 3aJaHHOTO TUIIA: ILIsi-
na,/marnka,/Kenka, KalroIloH, 6e3 roJoBHOro ybopa.

Hus odeostcdv: oTobpazkarh TOJBKO Te COOBITHS, B KOTOPBIX YeJIOBEK HOCUT OIEXKIy HHU3a 33 aHHOTO
TUma: OPIOKH, I00Ka, MOPTHI, HEOOBITHBI.

Bepx 0desicovi: oTobpazkaTh TOJBLKO T€ COOBITHs, B KOTOPLIX YEJI0BEK HOCUT OJEXKIY BEpXa 3aJaHHOMN
00ODIIEHHOM KATEropuu: ¢ JIMHHBIMEA PYKaBaMU, ¢ KOPOTKUMU pyKaBaMi, 6e3 PyKaBOB.

I[sem odesicvi, gepx: 0TOOPAXKATH TOJBKO COOBITHS C JIOIBMU, OJETHIMU B OJEXKIY 3aAHHOTO I[BETA
(Bepx).

Ieem odesicov, Hu3: 0TOOPAXKATH TOIBKO COOBITHA C JIOALMH, OJETHIMHA B OJEXKIY 3aJaHHOTO I[BETA,
(HU3).
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CneuvansHbie punbTpbl gas asTomobuneii

o Tun xysoea: 0TOOPA3UTH COOBITUSI ¢ ABTOMOOMJISIMH 33/IAHHOTO THIIA KY30Ba.
e [[sem agmomobussn: OTOOPA3UTL COOBITHS C ABTOMOOUISIMA 33 JaHHOTO IIBETA.
e Cmpana: 0T06Pa3NTh COOBITHS C ABTOMOOUJISIMU, 3aPErHCTPUPOBAHHBIMU B 33/IAHHO CTpaHe.

o Pezucmpayuonmvili Homep: HARTH aBTOMOOUIb C 33 JaHHBIM HOMEDPOM.

Pezuon: oTobpa3uTh cOOBITHS C aBTOMOOMJISIMU, 3aPETUCTPUPOBAHHBIMA B 33]AHHOM PETrHOHE.

Mapxa: GuIbTPOBATH COOBITHS IO MAapKe aBTOMOOUIIS.

Modeav: GuabTpoBaTh COOBITHS 10 MOJIEJIN aBTOMOOMIIS.

KapTtouka cobbitus. MpuHsatue cobbitns

JLj1st TOro 4TOOBI IIEPETH B KAPTOUKY COOBITHUSI M3 CIIUCKA COOBITHIA, IIIEJIKHUTE B YBEJIOMJIEHUN 110 PE3YIIBTATY
pacnozuaBanug (Hem cosnadenudi min ums u3 10che).

Kaprouka cojep:kut Ty ke HH(MOPMAIIIO, YTO U Y8eIOMACHUE, & TAKIKe TPEIOCTABIAET BO3SMOKHOCTD TPH-
HATH cobbiTHe. Jist TOro 9rodbl 9TO CHenarTh, nocrapbre (uaxkok Ilodmeepotcdernue cobvimus. Haxxkmure Ha
kHONKY Corparumo.

HenpuHATbie

Hasan

CoBet: Ecmn mHa o0Hapy:KeHHBIH OOBEKT 3aBE/IEHO JI0CHE, B HETO MOYKHO MEPEHTH, IMEJKHYB M0 WMEHH
[IEPCOHBI B KAPTOUKE COOBITHSI.

v
Cosert: [lis Toro 9robbI IPUHSATH BCE COOBITHS, HAXKMUTE HA KHOIKY HAJI CIIUCKOM COOBITHIA.

HpnMeanHe: HpI/IHHTI/Ie COOBITUSI MOXKET OBLITh aBTOMaTU3UPOBAHO JIJIA BbI6paHHI>IX CIITICKOB Ha6JIIO‘HeHI/ISI.
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KapTtouka cobbiTus. NMouck obbekTa

FindFace Multi mo3BossieT nckarh 0OHAPYKEHHbIE OOHEKTHI B CIIUCKE COOLITHI 1 B 6a3e JaHHLIX Joche. s
repexojia Ha BKJIJIKY IIOMCKa W3 KapTOYKU coObITHs HaxkmuTe Cobvmus umu JJocve.

CobbiTKA

CmMm.Tak>xke:

o J[louck obsexmos 6 baszax 0aHHbLT.

Anun3oabl cobbiTnin

JlaHHbBIi pasest MOCBSIIEH BKIAAKe INnu300bl.
CMm.Tak>xke:
o Paboma ¢ cobvimuamu

Duu301 — 9T0 HAOOP COOBITHI UACHTUMUKAINY, B KOTOPHIX (DUTYPUPYIOT JIUIA OJHOTO U TOTO K€ IeJIOBEKA,
oOHApYKEHHBIE B TEUYEHUE OIPEIEIEHHOTO mepuoja Bpemenu. [1ockoabKy cobbiTusi Ha BKJajake Cobvimus
0TOOPAKAIOTCS B TMIPOU3BOJILHOM TMOPSIKE, 00PabOTKa OOJIBIIION0 KOJUIECTBA PA3ZHOPOIHBIX COOBITHI MOYKET
OBITH JIEJIOM 3aTPYIHUTEIbHBIM U Hed(deKTuBHbIM. OyHKIINsT DU30/IbI [TO3BOJISIET aBTOMATAIECKU 00'be 1~
HSITh BXOJIsIIFe COOBITHS Ha OCHOBE BPEMEHM OOHApPYKEHUsI U CXOXKECTHU JIUIl. DTO MTO3BOJISIET C JIEFKOCTHIO
00pabaThIBATH PA3HOPOIHBIE COOBITUS J1aKe B DOJIBIIMNX KOJIMIECTBAX.

B 3Ttoin rnase:

06 snuszodax

o [lapamempo snusoda
o Hasnauenue npas 1na smu3odvl
e [Ipocmomp snu3odos

o [Ipunamue cobvimus u 3nu300a

o Duavmpayus cobvimuii no ID snusoda
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006 anu3sopgax

Duu301 — 310 HAGOD COOBITHI MIEHTUMUKAIINN, B KOTOPBLIX (DUTyPUPYIOT JIUIA OJHOTO U TOTO JKEe YeI0BEKA,
OoOHApYKEHHBIE B TEUYEHHE OIPEIEJIEHHOIO IEPUO/IA BPEMEHHN.

9HI/130,HBI OBLIBAIOT JABYX THUIIOB:

LIVE: oTkpbIThIil Ha JAaHHBIA MOMEHT SMU30l, B KOTOPBI MOTYT J100ABJICHBI HOBBIE COOBITHSI.

3aKpBITHI: 3aKPBITHII S1U301, J006aBIeHNe COOBITHI HEBO3MOYKHO.

MapameTtpbl ann3opa

s HacTpoiiku mu3070B BaM mnonagoburca daitn xkonduryparun /etc/findface-security/config.py.
Wamenute cnemyroriue mapaMerpsl B cekiuu FFSECURITY:

EPISODE_SEARCH_INTERVAL: miepuos BpeMeHHU, [IPE/IIIECTBY 0NN COOBITHIO, B TeYeHIe KOTOPOT'O CUCTe-
Ma UIIeT B 0a3e JAHHBIX BEKTOPOB IIPU3HAKOB COOBITHS C TTOXOXKWMU JIUIAMU. FCIn TAKOTO cOOBITUS He
HafZIeHO, CHCTEeMa CO3/IaeT HOBBIN SMU30. B mpoTuBHOM ciIydae OHA BbIOMpaeT Hambosee MOIXOIAIIEe
cobbitue u3 orkpeiroro (LIVE) suusona, orcopruposas 100 mocsieiHUX MOXOXKUX JIAII,

IIpumeuanune: Ilopor cpabaTbiBaHusI B SMM304aX OTJINYAETCS OT TOPOTa IPU BepUPUKAIII
sty B cobbituax. Cm. Ocrosrvie nacmpotixi.

EPISODE_MAX_DURATION: MakcHMaJ/bHAs MPOIOI2KUTETHHOCTD SMU30/1a B ceKyHaax. [lo ncredennn sTo-
I'0 BPEMEHU SIMU30/]] aBTOMATUYECKU 3aKPbIBAETCS.

EPISODE_EVENT_TIMEQUT: MakcMMaJbHOE BpeMsl B CEKYHJIAX C MOMEHTa J00aBJIEHUsI IIOCEIHErO CO-
6InITI/IH B 3IIN30M1. HO HUCTE€YCHUHN 3TOT'O BPEMECHU 3IIU30/] aBTOMATHUYIECKU 3aKPbIBACTCA.

EPISODE_KEEP_ONLY_BEST_EVENT: Ilpu 3akpbiTin 3mn30/a, YIAJISITH B HEM BCe COOBITHS, 38 MCKJIIO-
YeHWeM COOBITHS C JIydImuM JjuioM. Vcmosb3oBaHue JAHHOM OIIMU MTOMOTAeT SKOHOMHUTH JIMCKOBOE
IIPOCTPAHCTBO.

sudo

vi /etc/findface-security/config.py

FFSECURITY = {

'EPISODE_KEEP_ONLY_BEST_EVENT': True,
'EPISODE_SEARCH_INTERVAL': 60,
'EPISODE_MAX_DURATION': 300,
'EPISODE_EVENT_TIMEOUT': 30,
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Ha3HnaueHue npaB Ha 3nu3opgbl

TTonp3oBaTesnp mosyyaeT yBeJIOMJIEHHE O HOBOM 3IU30€e, €CJU Y HEero eCTh MpaBa Ha OTKPBIBAIOIIEE ITOT
33071, coobiTre. [IpOoCcMOTP HOBBIX COOBITHIl B 3MN30/1e TaKKe TPedYeT COOTBETCTBYIOIIUX MIPAB.

IIpaBo Ha cOOBITHE COCTOUT M3 IIPAB HA COOTBETCTBYIOIINE KAMEDPY M CIUCOK HAOJIIO/IEHUSI.

ITpumeuanue: YUToObI yBUIETH HECOIIOCTABJIEHHBIE C JIOCHE COOBITHS, BAM IOHAJI0DSITCS TOJIHKO MIPABa HA
KaMepy.

s ynpaBjieHust IpaBaMy Ha OOBbEKT JIM30Z IepeiiiuTe B Pa3pelleHus i COOTBETCTBYIOIIEH DPOJIU U
HaCTPOIiTe pa3pelreHne eventepisode.

Coser: CwMm. YHpae/LeHue noAbvL306AMENAMU,.
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MpocmoTp anusopos

Crmcok 3Mu30/10B ¢ (PUIBTPAMU U CTATHCTUKON 0TOOPAXKaeTCs Ha BKIaIKe Inu3odv.. CoObITHE 0OHADYKEHUS
samria oo aobasistercsd B cymecTByomuit LIVE-snmu3om, mubo nHUIIMUpyeT co3/aHne HOBOTO 3mn301a. Kax-
JIOMY STHM30/ly NpucBanBaeTcs id, KOTOPBIA BIOCIEACTBUNA MOYKHO HCIIOJIB30BATH JJIsi (DUIILTPAIUN COOBITHI
U SIHU30/0B.

— Anusogpl

CrpaHmua 1 2

J Unmatched

HenpuHatblie

#1846

Unmatched

a Kam

Unmatched

K smmzomam B crimcke MOXKHO IMPUMEHUTD CJIEAYIOIINe (DUIBTPHL:
e Jlocve: 0TOOpaYKATh TOJIBKO SMU30/IBI IO OMPEIETICHHOMY JT0CHE.
o Cnucku nabarodenus: oToOpazkaTh TOJIHKO SMU30/IbI TI0 OIPEJIETIEHHOMY CITUCKY HAOJIIOEHNS.
o (Cosnadenus: 0TOOPAXKATH TOJIBKO SMHU30bI C COBIAIEHUEM JINI/6€3 COBIAIEHUsI JIUIT WU BCE STU30/IBI.
o [lodmeepoicdero: 0TOOPAKATD TOJBKO IPUHSITHIE/ HEIPUHSIATHIE UM BCE SIU30/IbI.
o Kamepoi: 0T0OparzkaTh TOJBKO SMU30IbI 110 OIPEIEJIEHHON KaMepe.
e ['pynnui Kamep: OTOOPAXKATEH TOJBKO MU0/ IO OMPEIEICHHON IPyIITe KaMep.
o Cmapm, Koney: orobpakaTh TOJIBKO 3UA30/IbI, CJIYUUBIINECS B OIIPEJIE/IEHHBIN 1epUOJ] BPEMEHN.
o Koauuecmaeo cobbimudi: 0TOOPA3UTD IMUBOLI € 33 TAHHBIM KOJIUIECTBOM COOLITHIA.
e [D sudeoapruea: 0TOOPA3UTH MU30AbI U3 BUIE0APXUBA C OIpeesieHHbIM 1D.
e ID snusoda: orobpa3uTh MU30/L C Olpe e eHHbIM 1D.

Bl Takke MoxkeTe 0ThUIBTPOBATH MK30/pI 110 Liveness u arpubyTaM Jmia (ecjii 370 IPUMEHUMO K Bariei
cucTeMe).

st mpocMoTpa COOBITHI MEJTKHUTE TI0 HYKHOMY SMH30/Iy B CIIMCKe. BbI OyaeTe mepenpaBieHbl Ha BKIAIKY
Cobvimus ¢ coorBercrBytonmM 1D snuzona B GpusabTpe Inusoo:
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e CobbiTna Nuua Cunyats

+ [MogTeepaMTh BCE

Unmatched

HenpuHaTble

Crpanvua 1 &

Pa6ora ¢ Briajgkoit Cobvimus ommcana B pasuese Paboma ¢ cobvmusamis.

MpunsaTtue cobbiTns n anusopa

st TOro 94T00BI MOATBEPAUTE SMU30, IIEJTUKOM, HaxKMute Henpunamoie B crucke anu300B. B pe3ynbrare
BCe COOBITHUSI B 31IU30/ie OY/IyT aBTOMATHIECKH IT0/ITBEPKJICHDI, BKJIIOYast COOBITH, KOTOPbIE €Ille He 100aB-
JeHbl (B coryuae snuzona LIVE).

Unmatched

HenpuHaTteie

SHI/ISO,H TaK>Ke aBTOMAaTHIECCKHU IIOATBEPZKIACTCA, €CJIN Bbl IPUHAIN BCE COOBITHS 110 OTIOEJIbHOCTH.

®PunbTpaums cobbituii no ID ann3oga

st Toro arobel oTobpasuTh cobbrtust o 1D smu3ona, ucnosb3yiite GUabTp id Ha BKIAJIKEe INu30dv, UK
buwiisrp ID snusoda na Briajgke Cobvimus.

3.2.8 Npentundukaumnsa obvekToB B odnaiiH BUAeo

TTomumo mnenTudukammm o6bLEKTOB Ha BUIeo B peajbHoM Bpemenu, FindFace Multi Tak»ke mo3BoJisieT Bbi-
TOJTHATDH UJACHTUMUKAIIIO 00bEKTOB B odJiaitd Buieo. lanHas QyHKIMOHATILHOCTD MMEET MIUPOKHIA CIIEKTD
BO3MOKHBIX IIPUMEHEHU, CPeI KOTOPHIX HAaMboJ/Iee PACIPOCTPAHEHHBIM CIYIaeM sIBJISeTCs OOHADYKEHUE U
pacrno3HaBaHne 00bEKTOB B APXUBHBIX BHJIEO.
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B atoir rnase:

e Hacmpotixa obpabomru eudeodatinos

o Obpabomra sudeodatina

Hacrpoiika obpabotkn Bugeodaiinos

ITo ymomganuio Bujeodailsibl 00pabaThIBAIOTCA B PEXKUME OY€PEH JIJIs IPEJOTBPAIEHIs IIPOIYCKa COObI-
THIl M3-33 YPE3MEPHOro MOTpedseHns] pecypcoB. Bbl MokeTe M3MEHHTH KOJIHUYIECTBO OJHOBPEMEHHO 0Opa-
GarbiBaeMbIX BuIeodallyioB, 3amMaHHoe Mo yMoadaHnuto. [lns storo orkpoiite daitn kondurypamum /etc/
findface-security/config.py u u3menure napamerp MAX_VIDEO_ARCHIVE_JOBS. IloxasyiicTa, mpejBsa-
PUTEIBHO CBAXKUTECH ¢ HAIMMU dKcrepramu (support@ntechlab.com), urobbr y6eaurbest, 4T0 pecypcoB m1o-
CTATOTHO.

sudo vi /etc/findface-security/config.py

FFSECURITY = {

# mazimum concurrent video manager jobs for video archives processing
'MAX_VIDEO_ARCHIVE_JOBS': 3,

O6paboTtka Bugeodaiina

Baxkno: Ilepen obpaborkoit Bujeodaiiia HEOOXOMUMO BBIMOJHUTH CJIEAYIONNE MOJANOTOBUTEIbHBIE i
CTBUS:

1. HazmaupTe rpymmy Kamep, K KOTOPO# cucrtema Oy/ieT MPUMMCHIBATDH COOBITASA C OODBEKTAMHU U3 JTAHHO-
ro Bujeo. I'pynma xkamep Video archive default wjeasibHO TOJAXOIUT JJTs 9TOH 3aa4u. Bul Takke
MOXKETEe CO3JIaTh HOBYIO I'PYIIILY KaMep ¢ 0a30BbIME HACTPOWKAMIE CIIEIUAJIBHO JJIsI JIAHHOTO BHJIEO.

2. YKaxkuTe JAHHYIO TPYIILY KaMep B HACTPOMKAX TeX CNuckos Habai00enus, 00beKTh B KOTOPBIX HYKHO
HaliT Ha BHIEO.

200 Fnasa 3. PykoBoacteo nonb3osartens



mailto:support@ntechlab.com

FindFace Multi, Boinyck 1.1

PefaKTMpOBaTb CMINCOK HABMIOAGHNS  Lpopuaius

st mnentudukanun 06bekTa B 0DJIaiiH BUIEO BLITOJIHATE CJIEIYIOIINE JTeHCTBUS:

1. Cospaiire Bugeo B FindFace Multi, 3arpysus ero usz daiiia win omnaitu-xpanuauiia,/obaaka. s
9TOrO, HepeiiauTe Ha BKIaIKy Budeo.

2. Haxxmure +.

DbITKA

3. YKaxkuTe Ha3BaHUE BUJIEO.

CospaTtb Bugeo  QcHosHbe

BblBpatk daiin

3arpyaka

4. Ykaxure URL BumeonsobpakeHus B OHJIAWH-XPAHUJIUINE WA BbiOepuTe Buaeodaii.
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5. Haxxmure 3azpyska.

6. Ilo 3aBepureHun 3arpy3Ku BUIe0 mepeiinre Ha BKIaJAKy [lapamempo. 3amaiite napaMerpbl 00pabOTKI
BHUJIEO:

sHoe  [MapameTpbl  [lononHuTensioe — AHanuTuka <eHms c CoxpakiTh

PegaktvpoBaTh BUAEOD

e VkaxkuTe HA3HAUEHHYIO paHee rpymiy Kamep. (OnrmuonanbHo) Beibepure Kamepy B cocrase Ipyn-
1bl, YTOOBI DOJIEe TOYHO MPOMAPKUPOBATH COOBITUSI PACIO3HABAHUSI OOBEKTOB U3 ITOIO BUJIEO.

e (Ounuonanbuo) Hacrpoiite MeTku BpemeHu jijist COOBITHI PACIIO3HABAHKUS OO'bEKTOB.

7. Ha Briaake JlonoanumenvHoe BBITTOTHUTE TOHKYIO HACTPOUKY 00paboTKu Bumeodaiiia:

PenaktnpoBaTb BUAEO

e [locraBbTe IaKKMU JJIsT TEX JETEKTOPOB, KOTOPbIE HYKHO UCIOJIB30BAThH TIPKU 00pabOTKE BUIIEO:
JINTA, CHJTY9ThI, AaBTOMOOHIIN.

[ ] HpI/I HeO6XOﬂI/IMOCTI/I nU3MeHUuTe OpueHTaIluI0 BUJIECO.

e Bpems oorcudanus omeema wa 3anpoc: TaifimayT B MUJLIHCEKYHIAX OTIPABKU HA cepBep OOHAPY-
KEHHBIX 00'bEKTOB.

e Dopmam FFMPEG: Tlepenars dopmar FFMPEG (mxg, flv, u 1. 1.), ecoiu on He MO)KeT ObITh
aBTOMATUIECKH OIPE/IeJICH.
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e Onyuu FFMPEG: Onuun FFMPEG i Bujeonoroka. 3alafoTCs MAaCCUBOM — CTPOK
KJIIOY=3HadeHne, Harnpumep, “rtsp_transport=tcp ss=00:20:00".

L] OZpaHU“LEHUE CKOpoCMU Npouspulearu: Eciu menbire HYyJIsA, TO CKOPOCTH HE€ OIrDaHUYINBaCTCHA, B
OCTAJIBHBIX CJIyYadX IIOTOK YUTaCTCA C play_speed CKOPOCTBIO.

o MuHuMaAbHAA UHMEHCUBHOCTL deuscenusn: MUHUMaIbHAs UHTEHCUBHOCTD JIBUYKEHUS, KOTOPAs
Oy/JIeT PerucTPUPOBATHCS JIETEKTOPOM JIBUKEHWUSI.

o IIposepamuv SSL-cepmuguram: IlocraBbre dirakok, 9rodbs! npoBepsaTh SSL-cepTudurar cepsepa
[IpU OTIIPaBKe Ha HEro 00bekToB depe3d https. CauMuTe durarkok, ecian Bbl HCHOJIB3YETe CAMOIIO-
MICAHHBIN CePTUQDUKAT.

8. Ha Bkiagke Anasumuke yKasKuTe HACTPOHKU J€TEKTOPa 00BEKTOB KaKI0T0 THUIIA.

HC D ONHK AHanuTHKa
PepakTupoBath BUaeo —_—

NMvua

o Munumanvroe Kavecmso uzobpasicenusn obsexma: MuHrnMaaIbHOE KAIeCTBO M300paXKeHUst 00bEKTa
JJIst OTIIPABKHU Ha cepBep. He MmensiiTe 3nHadenne o yMOJIYaHUIO 6€3 IPeIBAPUTEIHHON KOHCYIIb-
TAIMK ¢ HAIAMA TEXHUIECKUMU crerpaauctamu (support@ntechlab.com).

o Munumarvnoili pasmep obsexma: MuHIMATBHBIH pa3Mep 00bEeKTa B MUKCEISX JJI OTIIPABKH HA
cepsep.

o Maxcumarvruiii pasmep obsexma: MakcuMaabHBIH pa3Mep 00beKTa B MMUKCEIAX /I OTIPABKY HA,
cepsep.

e Kauecmeo corcamus: KadecTBo cxkaThst OJIHOTO KaJapa JJisd OTIIpDaBKHU.

o bydeprni pesrcum. OTHpaBALATD [Jisi 00BEKTA OJIMH KAJIP HAUIYYIIEro KaIecTBa.
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e Bpemennot unmepsan: BpeMeHHO MHTEpBaJ B MUJLIHCEKYHIAX ([eJI0e MM JECATHIHOE THCIIO),
B TedeHHe KOTOPOr0 B PEXKUME PeajIbHOTO BPEMEHHU BBIOMPAETCsI JIYUIIUi KaJIp ¢ OObEKTOM.

o Omnpasaamd nepeviti obsexm cpasy: Iloctasbre (hi1azkok, ITOOBI OTIPABIATH HEPBBI 0OBLEKT U3
TpeKa cpasy, Kak TOJbKO (PUJILTPLL [0 KAYECTBY/pasMepy/Peruony UHTepeca IPONeHbI, He 0~
JKUJIAsICh OKOHYaHMUsI ePBOTO Bpemernnoro maTepsana. Crocod OTIPABKU MOCEIYIONMX 1300pa-
JKeHU 00'beKTa 3aBUCUT OT YCTAHOBJIEHHOTO 3HadeHns: 0TupaBuaTs aydmwmit kazp. Cuaumure diia-
JKOK, YTOOBI OTIPABJIATDH IIEPBLIIl 0OBEKT M3 TPEKa TOJBKO ITOCJIe OKOHYIAHNUSI IIEPBOT0 BpeMeHHOT O
WHTepBaa.

o Omnpasaamo aywwud xadp: [locraBbre (irarKoK, 4TOOBI OTIPABJISTH JYUIIUI KaJIp B KayKJIOM
BpeMeHHOM WHTEepBale B peXKUME PeaJbHOrO Bpemenu. CHUMEUTE (DIIAYKOK, ITOOBI OTIPABJISITH
JIyLIIHI/Iﬁ Ka/Ip, TOJIBKO €CJIN €TI0 Ka41eCTBO YJIYYIIINJIOCH II0 CDaBHEHUIO C IIPEAbLAYIIINM OTIIPpaBJICH-
HBIM KaJ[POM.

9. (Onmumonansro) Ha Briagrax Obaacmo caeoicerus u Obaacmu unmepeca YKaXKUTe PETHOH OTCIIEXKHU-
BaHNdA O0BEKTOB B IIOJIe 3pEHM KaMepbl U 30HBI JeTEeKIUH I KaXKIO0ro TUIIa 00BHEKTOB.

10. ITepeiiaure Ha BRiIaaky Ob6pabomxa. Haxxkmure IIpoyece, 9T00bI 3alyCTUTD UIEHTH(MUKAIUIO 00 bEKTOB.

OcHoBHoe

PepaktupogaTb BUGEO

#3159

|
LIVE =
e =

Mpouece

Brr MoxkeTe mpocMoTpeTh COOBITHS HIAEHTUMUKAIME 0OBHEKTOB IPSMO 37€Ch, a TaKXKe Ha BKJIAJKaX
Cobvimus 1 9nuzods,, OTUIBTPOBAB CIIUCOK COOBITHUI 0 IpyIIe Kamep,/ KaMepe, acCOUUPOBAHHON
C BHJIEO.

3.2.9 MNMouck obbekTOB B ba3ax AaHHbIX

FindFace Multi mo3BosisieT uckaTh OOBLEKTHI B CIEAYIOMNX 0a3aX JaHHBIX:

e Basa naHHBIX OGHADYKEHHBIX 00beKTOB (BKIaaka Cobumus).

e Baza manubix jgocwe (Briaaka Jocve). ComepKuT 3TajoHHbIe H300pazkeHus 00bEKTOB.
st moncka o0beKkTa B 6a3e JAHHLIX BBIMTOJIHUTE CJICAYIONNE IeHCTBUS:

1. Ilepeitaure Ha BKIAIKY [louck.
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Y7o UEM?

@ Nuua ANK M HOMEpPa

BuiGepuTte daiin

CBpocuTs GUALTPLI

Co3path oT4er

o B nocee

2. Beibepure THIl HCKOMBIX 00beKTOB: Juya, Aemomobuau u nomepa, Curysmaol.
3. Ykaxwure 6a3y jaHabix s noncka: Cobwmus, Jocve.
4. 3agaiiTe NCKOMBIN O0bEKT OJHUM U3 CJIEIYIONIUX CIIOCOOOB:

e YkazaB ID coObITHS C HICKOMBIM OOBEKTOM.

e Yka3zas ID moche ¢ muckombim ob6bexkToM. Eenm mocke comepkuT Heckombko hoTorpaduit, Bbidepure
Te, KOTOPbIE OY/IyT MCIIOJIB30BAHBI JIJIsI TTOMCKA.

e Barpysus ¢dororpaduto. Pororpacus 6ymer orobparkeHa B OJHOMMEHHOM MoJjie. Eciu Ha doro-
rpaduu IPUCYTCTBYET HECKOJIBKO OOBEKTOB, BHIOEPUTE HYKHBIIA.

5. Ilo ymosmaanuio cucteMa UIrneT 00beKTHI, UCIIOIb3Ysl [IPEIyCTAHOBJIEHHBINH TIOPOT WIEHTU(MUKAIINN, Pa3-
HBII /1711 00bEKTOB pa3Horo Tuma. I[Ipu HeoOXOIMMOCTH YCTAHOBUTE CBOE COOCTBEHHOE 3HAUECHUE B (DUJTH-
tpe Ilopoe.

6. YKaxXuTe MaKCUMAaJILHOE KOJIUYIECTBO COOBITHUII B pe3ysibTaTaX IIOUCKaA.

7. Haxxwmure [ouck. Pesynprarer moucka OyyT oToOpakeHbl HIKe. J[J1st KasK10ro HaliIEHHOTO 00bEKTa
Oy/leT yKa3aHa BEPOSITHOCTH €r0 COBIAJICHUS C 38/ [AHHBIM.
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3.2.10 CpaBHeHue gByx obbekToB

FindFace Multi nozBosisier cpaBHUTH 1Ba 00bEKTa U YOEIUTHCS B UX COBIAJCHUN. BBITOJTHUTE CJIEIYONINe
JefiCTBUS:

1. Ilepeitgure Ha BRIAAKY Hacmpotixu. Haxxymure Cpasterue. Bribepure HYy»KHYIO BKJIAJKY, B 3aBUCUMO-
CTHU OT THIIA 0OBEKTOB, KOTOPBIE Bl COOMPaeTech CpaBHUTD: JIuya, Aemomobunu u nomepa, Cunysmo.

CpaBHeHune

Nuua Cunyatel

BuiGepute dain BuiGepute daiin

CpasHuTh

2. Ykaxure id cobbiTuil, 00bEKTHI U3 KOTOPBIX HY?KHO CPABHUTH, U/wiu 3arpysure dororpaduu ¢ 00b-
€KTaMHU.

Cosetr: ¥Yznarb ID cobbitug MoxkHO Ha BKIagake Cobvimus.

3. Haxxmure Cpasnums. B pesysnbrare 6ymer orobpaskeHa BEpOSITHOCTH COBIAJIEHUsT O0bEKTOB.

Pesynbrar
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3.2.11 Pacno3HaBaHune NepcoH U cBsi3aHHasi C JIOAbMU aHaAINTUKA

FindFace Multi siBisieTcst neaibHbIM HHCTPYMEHTOM IjIst cOOpa CBSI3aHHOI C JIIOIbMU aHAIUTUKY. BKIrounTe
pacro3HaBaHne MePCOH W MCIOJIb3YHTEe ero Jjis W3BJICUEHNs 3HAYNMON MHMOPMAIIN MOCPEICTBOM Habopa
AHAJIUTUIECKUX (DYHKITAIL.

Pacno3HnaBaHune nepcoH

FindFace Multi moxker aBrOMaTHIecKu pacro3HaBaTh nepconbl. CucreMa Ha JIETy PACIIO3HAET JIUIA, TPUHAJI-
JIesKaIlue OHOMY M TOMY 2Ke UeJIOBEKY, U I'PYIIUPYeT UX C CO3/JaHuEM rajepen nepcoH. Pabora c¢ rasepeeit
[IEPCOH IIPOU3BOIUTCS HA BKJaJKe [lepcoro..

Baxkno: Ilo ymomuanmio KJjacTepusalys HEPCOH OTKIIIOUeHA. Braovume u nacmpoime ee depe3d daili
koudurypamun /etc/findface-security/config.py.

B atom paspene:

Memodv. kaacmepusdayuu
e Brarouenue u Hacmpotlika KAaCmepudauul, nepeot,

e Paboma c 2anrepeeti nepcon

o Cmamuueckasn 2anepes nepcon

MeTOJJ,bI Knacrepmniauum

FindFace Multi ucrnonb3yer cieayrolme MeToAbl TPYIIUPOBKU JIUIl, TPUHAJIEIKAIIUX OJHOMY U TOMY 2Ke
YEJIOBEKY:

o Jlmnammyeckasl Kjacrepusanus. [Ipoucxoaur Ha JileTy mociie 3aKpbITUs 3MU30a. Pe3ysbrar JuHaMu-
9eCKOI KJIACTEPU3AINN 0TOOPAYKAETCS B PeaJbHOM BPEMeHH Ha BKake Ilepconoi.

IIpumeuanme: Texuudeckue eTajnm 3aKAOYAOTCA B ciaegyionmeM. He KaXIblit SMU30/1 B-
JIIETCsl  TMOJXOJSAIIMM: YHCJIO COOBITHII B HEM JOJDKHO OBITh paBHO WM OOJIbIlle 3HAYECHUS
napamerpa PERSON_EVENT_MIN_EPISODE_EVENTS (3amaerca uepe3 aitn koudurypanuun /etc/
findface-security/config.py). Eciu snusom coorBercTBYeT JaHHOMY TPeGOBAHUIO, CUCTEMA BBHIOH-
paeT coObITHE HAMJIYUIIEr0 KAYeCTBA U BBIIIOJHSIET CJIELYIONINE OIePAIUu:

— Co3zmaer HOBYIO CYITHOCTh person event B OCHOBHOI 6Oa3e jaHHBIX PostgreSQL. CymHoCTh CO-
JIEpKUT MeTaJIaHHbIe COOBITHUSI, BEKTOD IIPU3HAKOB JIUIA M MUHUATIOPY JINIA, & TAKXKE CCHLIKY Ha
POIUTEJILCKU SIIN30.

— Nimer moxoxkuil meHTpon/I JIUIa B rajepee person_events B 6a3e BeKTOpOB mpu3nakos Tarantool.
IlenTpousy smna - 370 BUPTYaJIbHBII BEKTOP IPU3HAKOB, YCPEIHEHHBIN 110 BCEM JIUI[AM IIEPCOHBI,
0OHAPY?KEHHBIM Ha, JIAHHBIH MOMEHT. Ec/in oT00HBIH EeHTPOUT HaMIeH, CUCTEeMa, OOHOBJISIET €T0,
HCITIOJIB3Ysl BEKTOP IMPU3HAKOB U3 HOBOTO COOBITUsI. B MIPOTUBHOM CIydae CO3/1aeTCsi HOBBIM IEHT-

pou.
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o Kiacrepusamus 1o pacnucanuio. Mbl peKOMEHyeM IJIaHUPOBATH €€ Ha II03/IHME HOYHBIE 4Yachl, TaK
KaK IIPOIeCC 3aHNMAET MHOT'O BDEMEHU U PECYPCOB.

IIpumeuanme: Pacrucanune 3ajaeTcs B dopmare RRULE B rmapamMeTpe
PERSONS_CLUSTERIZATION_SCHEDULE daitna koudwurypamuun /etc/findface-security/config.
py. B ocraspHOM TexHuuecKas peasim3alnys HAIOMUHAET JuHaMUYIecKuil meroxn. OHAKO KavecTBO
IEHTPOUIA JINIA IIPU KJIACTEPU3AIUH 110 PACIUCAHUIO JIyHIIle, MOCKOJbKY B 3TOM CJIydae IEHTPOUIBI
YCPEIHSIIOTCsI TI0 OOJIBIIIEMY MAaCCHBY HAKOILIEHHBIX BEKTOPOB IIPU3HAKOB.

Baxkno: Kiracrtepusalus Mo paciucaHuio MOJTHOCTHIO TEPE3AIICHIBACT COIEPKUMOE Taepen IePCoH,
BKJI04ad id, ecim He BKOYeH napamerp PIN_MATCHED_PERSONS (cM. omucaHue Huoice).

BkntoueHne n HacTpoiika Knactepvsaumnm nepcoH

Tlo ymosrqanuio kjacrepusariys IepCOH OTKJIIOYeHA. dTOOBI BK/IIOYUTH W HACTPOUTDH €€, BBIIOJTHUTE CJIEIy-
[omue aeficTBUS:

1. Orkpoiite daitn koudurypanun /etc/findface-security/config.py.

sudo vi /etc/findface-security/config.py

2. BxirounTe nuHaMudecKyro KaacTepusaruio, yctanopus ENABLE_PERSONS_REALTIME_CLUSTERIZATION:
True .

3. Ilpm HEOOXOIMMOCTH BKJIIOYUTE KJIACTePU3AIAIO 110 PacCInCcaHuIo, YCTaHOBUB
ENABLE_PERSONS_NIGHT_CLUSTERIZATION: True.

Baxkno: Bkiouarns KJIACTEPU3aIUIO IO PACIIMCAHUIO UMEET CMBICJI TOJILKO B TOM CJIy4Yae, €CJIU BKJIIO-
YeHa JUHAMUYeCKasl KJIacTepu3alud. B IPOTUBHOM CJIy4dae CUCTeMa He 6y;LeT CO31aBaTh HOBBIE IIE€PCO-
HbI, [IOCKOJIbKY TOJIBKO AUHAMUYECKasd KjacTepU3ald MOXKET IIPEeJOCTABUTL €l YHUKAJbHbIC person
events.

# -- Persons configuration --
'ENABLE_PERSONS_NIGHT_CLUSTERIZATION': True,
'ENABLE_PERSONS_REALTIME_CLUSTERIZATION': True,

4. Tlpu HEOOXOIUMOCTH HACTPONTE KJIACTEPU3AIIUIO IIEPCOH, MCIIOJIb3Ys CJIeIYIONINe IapaMeTPhL:

e PERSONS_CLUSTERIZATION_SCHEDULE: pexyppenrnoe npaswio (RRULE), zamatomiee pacuucamnue
IJTAHOBOM KJIACTEPHU3AIMA IepcoH. Ecim npaBuio He 3aaH0, KIACTEPH3AIHAS ABTOMATHICCKA Ha-

gunaerca B 00:00 GMT.

Coset: Cwu. kanbkyasTop RRULE.

e PERSONS_CONFIDENCE_THRESHOLD: noporosas CTEII€Hb CXOXKECTH JIjId IPUHATUA PElIeHUud O IPU-
Ha/IJIe?KHOCTH JIAIA IIePCOHE.
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Ilpenynpexxneuune: Ilepen m3ameHeHneM JAHHOTO IapaMeTpa MIPOKOHCYIHTUPYHTECH C Ha-
[MIIMU CIENUAJIUCTAMU 0 ajapecy support@ntechlab.com.

e PERSON_EVENT_MIN_QUALITY: MUHUMaJbHOE Ka4eCTBO JIUIL, UCIOJIb3yeMBbIX B KJIaCTEPU3AINNU IIeP-
COH.

e PERSON_EVENT_MIN_EPISODE_EVENTS: MUHHMAJIbHOE KOJUIECTBO COOBITUI B IMU30aX, YIACTBY-
IONIUX B KJIaCTePU3aIUU [I€PCOH.

e PIN_MATCHED_PERSONS: 1o yMOJIYaHUIO IIJIaHOBasl KJACTepU3alldsl MOJHOCTHIO Iepe3alliChIBaeT
raJiepero epcoH. BkirounTe jTaHHBI TapaMeTp, 9ToObI IIPOIECC IIEPE3AICHA He 3aTPAruBajl TeX
IIEPCOH, Y KOTOPBIX €CTh COBIIQ IEHUS C JIOChe, U CBA3aHHBIE C HUMU person events.

IIpumeuanme: Hosble person events Jjisd IEPCOH C COBIAIEHUSIMU OYIYT MO-IIPEYKHEMY CO3/Ia~
BAThCA B XOJIe JTUHAMUYECKON KJIACTEPU3AIIMH.

# rrule (recurrence rule) for scheduling persons clusterization

# night clusterizer only works when 'ENABLE_PERSONS_REALTIME_CLUSTERIZATION': True
# WARNING: all scheduling works with UTC time and NOT aware of any timezone
'"PERSONS_CLUSTERIZATION_SCHEDULE': 'RRULE:FREQ=DAILY;INTERVAL=1;WKST=MO;BYHOUR=0;
—~BYMINUTE=0",

# face to person matching confidence threshold
'"PERSONS_CONFIDENCE_THRESHOLD': 0.723, # model: [kiwi_320]

# minimum required face quality for person creation
'"PERSON_EVENT_MIN_QUALITY': 0.45, # model: [quality.vl1]

# minimum required number events in episode for person creation
'PERSON_EVENT_MIN_EPISODE_EVENTS': 1,

# coefficient of dependence of the clustering threshold on the person event's,
—quality

'PERSONS_SOFT_CLUSTERIZATION_COEFFICIENT': 0.1,

# pin persons with matched events

'PIN_MATCHED_PERSONS': False,

5. Ilepezamycrure cepBuc findface-security. B pesynbrare B BeO-unrepdeiice FindFace Multi mosiBurcs
BKIaIKa Ilepcoro.

sudo systemctl restart findface-security.service
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Pabora c ranepeeii nepcoH

s mpocMoTpa rajiepen mepcom mepeianTe na BKIAIKY Ilepcono.

[MepcoHbl

Crpanuua 1 &

st paboThI € Tajiepeeii IEPCOH UCIOB3YiiTe cieryomme (hUuIbTPHL:
e Jlocwe
o Cosnajgenns
o Kamepsl
e ['pynmsl Kamep
o Crmcku HaOIIOICHUST
e Ilepuwosn Bpemenn
e Id mepconbl
o Arpubyrsl juna (ec/iu UCIIOIB3YIOTCH)

e Liveness (ecsiu uctosb3yercs)

Cratuyeckas ranepesi nepcoH

Muorma neobxomMo 3aBepInTh KJIACTEPUIAIIIO IEPCOH U 3aTEM OIIEPUPOBATH CTATUYECKON rajiepeeit cop-
MHUPOBaHHBIX JIUII.

st orobpazkenust BKAJIKKU [lepcors, TPpU OTKIIOUEHHON KJIACTEPUIAINHI BBITIOJTHUTE CJICTYIOIINE JIeHCTBUS:

1. Orkpoiite daitn kondurypanun /etc/findface-security/config.py.

sudo vi /etc/findface-security/config.py
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2. B pasnen SERVICES BpyuHyio n06aBbTe CTPOKY "persons": True, Kak II0Ka3aHO B IPUMEPE HUKE:

SERVICES = {
"ffsecurity": {

"persons": True,

3. OTKjoYnTe KJIaCTEPU3AIHIO.

# -- Persons configuration --
'ENABLE_PERSONS_NIGHT_CLUSTERIZATION': False,
'ENABLE_PERSONS_REALTIME_CLUSTERIZATION': False,

4. Ilepezamyctute cepBuc findface-security.

sudo systemctl restart findface-security.service

CwM.Tak>xke:
o Datin xvondueypayuu findface-security
e Beoxyru
o Anaaus couuarvHur 63aumodeticmeud

o Anarumura «3nati ceoezo kauenma» (KYC)
AHann3 counanbHbIX B3aNMOAENCTBUINA
Brr MozkeTe TOCMOTpETDH KPYT JIFOJIEH, C KOTOPBIMU Y€JIOBEK JI0 9TOI'0 KOHTAKTHPOBAJL. JIJIs KazKI0ro J4ejioBeKka

73 IEepBOr0 Kpyra CHCTEMa HITET ellle OJWMH KPYT CBA3aHHBIX C HUM Jofeil u T. x1. B mesom, cormmasibHOe
B3aMMOJIEHCTBIE aHAJIU3UPYETCs JIO TPEX KPYroB B IVIyOuHY.

Baxxkno: Ananns COMaJIbHBIX BSaHMOﬂ‘eﬁCTBHﬁ pa6OTa€T TOJIBKO ITPU BKJJIIOYEHHOM PACNO3HABAHUU NEPCOH.

Anayiu3 conuabHBIX B3aMMOJIEHCTBUN TOCTYeH Ha BKIajke Ceasu.

CoBet: Bl Tak:xke mMoxkeTe 0TOOPa3UTh KPYT CBA3AHHDLIX JIIOJEH HEITOCPEICTBEHHO U3 BKAAIKH [lepcon,
Ha)KaB Ha 3HAYOK PYKOIOMKATHS.

[NepcoHbl
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MepcoHbl
—

Unmatched

Unmatched

| Unmatched

Ha Briagke C6sa3u HaxkmuTe Ha M300parKeHUe IIEPCOHBI, YTOOBI OTOOPA3UTh MEPBBINA KPyT cBsizeil. [Ipomosi-
JKaiTe, II0Ka He pacKpoeTe BCe JIEPeBO COMAJIbHBIX B3aUMOIAECHCTBUI.

CobbiTna

Unmatched Bl Unmatched

4308620516638 4308614406

Unmatched Unmatched
N Y

Unmatched Unmatched

Unmatched Unmatched

QuiabTPbl MOXKHO IIPUMEHATH K KaXKJIOMYy KDPYTYy.
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Coser: HaHpI/II\/Iep, BBbI MOYKeT€e HAllTU BCEX MOXKMIBIX JHO,HGIU/I njan JIIOﬂeﬁ oe3 MaCKH, KTO IIPAMO UJIN KOCBEHHO
B3aI/Il\40,HeIL/'ICTBOBa.H C IIOTEeHIUAJIBHO I/IHCbI/II_II/IpOBaHHBIM YEeJIOBEKOM.

IIpu moucke 1o Kpyry cBsI3ell IPUMEHSIOTCS CJIEYIOIIe HACTPONKM:

e lcnoavszosams nocaednee cobvimue: UCIOJIB30BaTh MIOCJIEIHee COOBITHE U301 JIJIsi aHAJIN3a KOHTAK-
TOB MeXJy JIoJbMu. B sTOM ciiydyae HamboJsiee BEpOSITHO OOHapy2KeHUe JIeHCTBUTEILHO CBSI3aHHBIX
MeXKIy COOOIl JIIofieil, MOCKOIbKY OHM OJHOBPEMEHHO MOKHUIAIOT TI0JI€ 3PEHMs Kamepbl. Fcjm omrus
OTKJTIOUEHA, CUCTEMA, JIjIsI TIONCKA CBsI3eil OyIeT MCIOIB30BATD JIYUIIee COOBITHAE SMNU301A.

e (8A3u nopoe: MaKCUMAJIbHOE BpeMsl B CEKYHJIaX MEXKJIy IMOSBJICHUEM B KaJpe JIIOJeil, ITOObI CINTATh
UX CBA3aHHBIMU.

JHbI Kpyr1

Ananutuka «3Haii csoero knuenta» (KYC)

Anamurnka «3Hait cBoero kimentas (Know Your Customer, KYC) FindFace Multi Brirogaer craTucTuky
[I0 KOJIMIECTBY IIOCETHUTEJIEl, UX IOJIY, CPEIHEMY BO3DACTy, HAHOOJIEe YACTO IOCEMAeMbIM 30HaM (Cyst 110
caMBIM AKTHBHBIM KaMepaM B CHCTeMe) U XapakTepy HOCelleHUH (IepBoe IOCEleHne U BO3BPAILEHUE).
DTO OTVINYHBIA CTAPTOBBII HHCTPYMEHT, [TO3BOJISIONINI BHEIPUTD B OusHec npunnuisl KYC.

,B;I/IaI‘paMMI)I C AHAJIUTUICCKUMU JTAHHBIMU JOCTYITHBI Ha BKJIAJIKE Anasumuxa.

Baxkno: HOCTpOGHI/Ie AHAJIUTUKHU BBIIIOJTHAETCA TOJIBKO IIPU BKJIIOYEHHOM pPACNO3HAGAHUU NEPCOH.
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AHanuTtuka

Mocetutenu

8229

CpenHWia Bo3pacTt a X MoceuweHus

0 100%

Kamepbl

Test camera

CBPOCUTL HUNLTPBI

st paboThl ¢ JAHHBIMU AHAJUTUKN UCIOJIB3YHTE CJIEAYIONIHne (DUIbTPDI:
o Ilepnon BpeMeHn
o [llar mrkaJbt
o Bpems mex iy mocemeHus MU
o KoaudgecTBo mnocenieHuii
o Kamepnr
o Crncku HaOIIOACHUST
e Bospact
e Ilon
CwMm.Tak>xke:

o Pacnosnasanue nepcon

3.2.12 OTyeTnbl

FindFace Multi mo3BoJisieT CTpOUTH OTYETHI IO CJIEIYIOMIINM CUCTEMHBIM O0bHEKTAM:
® COOBITHSI paclo3HaBaHUs OOBEKTOB
® 3MU30/IBI
® COOBITHUS TIOMCKA

® [IepCOHBI
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® KaMepbl
® J0Che
® AHAJUTUYECKHUE ITAHHDLIE

e KypHaJI JeCTBUil I10Jb30BaTeE e

B atoin rnase:

o Hacmpoiika coxparenus usobpasicenuti 8 omuemax

[ HOC’H’L])OC’ILUC om4ema

Hacrtpoiika coxpaHeHus n3obpa>keHnii B oTyeTtax

IIpu cozmanum oT4yeTa MpeI0CTaBIIsIeTCsl BOSMOXKHOCTH BEIOpATH CIIOCOD IIPEICTaB/IEHUs] B HEM U300paskeHuii:
B BUJIE CCBLJIOK, MUHAATIOP UJIU [TOJTHBIX KapOB. BbI MoXKeTe HACTPOUTD IapamMeTpbl n3obpaxkenuit. JLjis sToro
oTkpoiite daitsi Koudurypanun /etc/findface-security/config. py u u3amMeHuUTE 33 JaHHBIE [T0 YMOJIIAHUIO
kadecrBo JPEG u MakcuMaabHYIO BBICOTY MUHHATIOD W TIOJHBIX KaJPOB B 3aBUCHMOCTHA OT CBOOOTHOIO
JIICKOBOTO ITPOCTPAHCTBA.

sudo vi /etc/findface-security/config.py

# reports image saving options
'REPORT_THUMBNAIL_JPEG_QUALITY': 75,
'REPORT_THUMBNAIL_MAX_HEIGHT': 100,
'REPORT _FULLFRAME_JPEG_QUALITY': 75,
'REPORT_FULLFRAME_MAX_HEIGHT': 250,

MocTpoeHne otyera

,D;.HSI TOrO 4TOOBI IIOCTPOUTH OTYECT, BBIIIOJHUTE CJICAYIOIUEC rZLGI'?’ICTBI/ISIZ

1. Tlepeitgure HA BKIIAIKY, COOTBETCTBYIOIIYIO HY2KHOMY CHCTeMHOMY 00bekTy: Cobuimus, Inuzodot, Ilo-
uck, Iepcowo, Kamepo, Jocve, Anarumuxa, 2Kypran deticmeudi.

2. ¥YcraHoBuTe PUIBTPHI JJIA OTYETA.

3. Haxxmure Cozdamv omuem.
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[MepcoHbl

Crpanvual &

LMHEKIe

CBpocuTs GUNLTPL

Cospaarb oT4er

4. Ykaxxnte Ha3BaHHe OT4eTa. BhiOepure, Cieayer M COXPAHATbh M300parKeHnsl OTYeTa B BHUJE CCHLIOK,
MUHHUATIOP UJIM MOJHBIX KaapoB. Haxkmure Cozdamo.

Cospatb oT4eTr

Co3pgaTs

5. Order OyjieT JOCTYIIEH Jjis 3arpy3KHU Ha BKJajke Omuemol.
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OTyeTbl

Crpanunua 1

eT No coBLITUAM

€T No COBLITUAM

CkayaTtb

3.2.13 BupeocTteHa

B FindFace Multi Bcrpoen 6a30Bbiit dyHKIMOHAN Buteonab toeHus. Vcmomp3yiite BUIeoCTeHy i 0TOD-
paXKeHusi BUJIEO C KaMep U BUIe0MAIOB.

B 3Ttoin rnase:

e Hacmpotixa eudeocmenoi

o Omobpasicerue 6udeo

Hacrpoiika BugeocrteHbl

Bo1 MmokeTe HACTPOUTH PYHKITMOHAJ BUICOCTEHBI, OIPEIEISIONIi ClIocod BhIIEIEHNsT 0ObEKTOB HA BUIEO:

L] BKJIIO‘II/ITB/BBIK.HIO‘{I/ITI) OTO6pa}KeHI/Ie PaMOK 1 JaHHBIX 110 anI/I6yTaM JJIsA JINIT, aBTOMOOUJICH 1 CHJIy-
9TOB

IIpumeuanme: Jlamnble Mo aTpuOyTaM OTOOPAXKAIOTCSI, €CJIM BbI BKJIIOYUIN HEHPOHHBIE CETH JIJIsT
pacrosHaBauus arpudbyToB. CMm. Pacnosnasanue ampubdymos auya, Pacnosnasarue asmomobuned u
ux ampubymos, Pacnosnasanue cuiysmos u ux ampubymos.

® BKJIIOYUTH Pa3MBITHE 0ObEKTOB 663 COBIACHMUIT B IEJIAX COOJIIOICHIS 3aKOHOB O 3all[UTe HePCOHATBHBIX
nmaunbeix (GDPR u anasmorm4nbix)

st HaCTPONKU BUICOCTEHBI BBITIOJTHUTE CJIEYIONINE JIeHCTBUS:
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. Orkpoiire daitr kKorduryparun /etc/findface-security/config.py.

sudo vi /etc/findface-security/config.py

Haiinnre cekmuio FFSECURITY_UI_CONFIG -> available_video_wall_features.

VYeranosure "faces", "cars", "bodies" True nim False, 9T00bl BKJIIOUUTH/ BBIKIIOYUTH OTOOPAYKEHNE
PaMOK U JIAHHBIX IO ATPUOYTAM JIJIs JIUI, ABTOMOOWIEH U CHJIyITOB COOTBETCTBEHHO.

FFSECURITY_UI_CONFIG = {

"available_video_wall_features": {
"faces": True,
"cars": False,
"bodies": True,

Ycranosute "gdpr": True, YTOOBI BKJIIOYUTH Pa3MbITHE Ha BHJ/IEOCTEHE BCEX 0OHEKTOB O€3 COBIIAIEHUIT.

Cosert: /ljist TOro 9robbl B IOJJHOM 00'beMe BBIIOJHATEH TPEOOBAHUsI 32aKOHOB O 3alllUTe ITEPCOHATbHBIX
JIAHHBIX, PYKOBOJICTBYHTECH 0aHHOT UHCTPYKUUET.

FFSECURITY_UI_CONFIG = {
"available_video_wall_features": {

"gdpr": True

. Ilepezamycture findface-security.

sudo systemctl restart findface-security.service

CmMm.Tak>xke:

Bxarouenue 3awumsl NEPCOHANDBHBLL darHwLr

OTtobpaxxkeHune Bngeo

Buneocrena mMoxeT paforarh B ABYX pekuMax (110 9eThbIpe PACKJIAJIKU B KAXKIIOM):

® BUIEOTPAHCSIINIS

® BUICOTPAHCIAINUS C JeTEKTUPOBAHNEM OOBHEKTOB U JICHTON MTU30/I0B

st oroOpakeHusi Ha BUIEOCTEHE BUI€OM300parKEHUsI BBIIIOJHUATE CJIEYIOIINe IeCTBUSL:

1.
2.

Ilepeiinure HA BRIaAKy Budeocmena.

Broibepure pexkum paboOThI 1 PACKIAIKY KaMep.
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KoMnoHoeka

BupeocTeHa MONHO3KPEHHBIA PexuM £

Unmatched
Kameper

SunsTpei y : 21:5/ Unmatched

Unmatched

Unmatched

3. HepeTaHLI/ITe Ha BUJIEOCTEHY BI)I6paHHI>Ie KaMephbI.

Bui Mmoxkere paboTarh ¢ JIEHTOH 3MU30I0B HA BUIEOCTEHE N0 GHAA02UU C BKIAIKON INu3odvi, BKIIOYAs CJIe-
JIYIOIIIE OCHOBHBIE (PUIBTPHI:

o Cnucku nabarodenus
o Cosnadenua.

e [lodmeepoicdeno.

3.3 PacwwupeHHblii pyHKLMOHaN

3.3.1 lNpuBaska rpynnbl kKamep kK 3k3emnnsapy findface-video-worker

YacTo B pacrpeiesIeHHONl apXUTEKType 00paboTKy BUICOM300paKeHUsl C TPYIIBI KAMep TPedyeTcs BBIMOJI-
HATH JIOKAJIBHO, HE 00PAIAsiCh K IEHTPAJIHLHOMY CEPBEPY U HE IIEPEPACIIPEEIsIs BUICOMOTOKNA MEXKLy YIa-
JIeHHBbIMU 3K3eMIuigpaMu findface-video-worker.

HpI/IMe‘{aHI/IeZ I‘IaHpI/IMep7 3TO MOXKeT ObIThb AKTyaJIbHBIM JIJI51 cereit TOCTUHUL, Mara3duHOB, IIPU HaJIMINUN
HECKOJIbKUX ITPOXOJHBIX B OJHOM 3JaHUNW WU T. 1.

B stom caywae rpymnmy Kamep —TOPHUBS3BIBAIOT K JOKAJAbHO  YCTAHOBJIEHHOMY  9K3EMILIAPY
findface-video-worker.

Beimosiaure ciemgyromue feiicTBust:
1. Ilepeitgure na BkIanky Hacmpotxu. Beibepure I'pynnoe xamep.
2. OTkpoiiTe HACTPONKHU I'PYIIIBI KaMep.

3. B noste Memxu cosmaiite nin BIOEpUTE U3 y2Ke CO3MAHHBIX OJIHY WU HECKOJBKO METOK JIJIsl IIPUBSI3KHU
IPyHIbl KaMmep K 3K3eMiutsipy findface-video-worker. CoxpaHuTe m3MeHEHHUS.

3.3. PacwwupenHbiii pyHkumnoHan 219



FindFace Multi, Boinyck 1.1

4. Orkpoiite ain  koudurypanun 3sk3emiuisipa /etc/findface-video-worker-cpu.ini (/etc/
findface-video-worker-gpu. ini) U YKa)KUTe B HEM 3aJIlaHHbIe METKU B (hopMaTe UMI_MeTKU=true
(terminal_1 B mpuMepe HUZXKe).

sudo vi /etc/findface-video-worker-cpu.ini
sudo vi /etc/findface-video-worker-gpu.ini

labels = terminal_1=true

5. Ilepezamycrure findface-video-worker.

sudo systemctl restart findface-video-worker-cpu.service

sudo systemctl restart findface-video-worker-gpu.service

ITpnmeuanme: Ecim kamepe mnpmucBoeHa MeTKa, TO BHJEONIOTOK C Hee MOXKeT 00pabaThIBaTh-
cs1 Kak 9K3eMIUsipoM findface-video-worker(-gpu) ¢ aHaJIOrWYHONW METKOH, TaK M SK3EMILISIPOM
findface-video-worker (-gpu) 6e3 MeTOK.

IIpenynpexxaeuune: Ecnm KamMepa ¢ METKOI 00pabaThIiBaeTCst 9K3EMILISTPOM
findface-video-worker (-gpu) 06e3 MeTOK M IOSIBJISIETCS CBODOJHBIN SK3EMILISIP C METKOM, Kame-
pa aBTOMATHIECKH Ha HEro He MEePEKJIIOUNTCA. UTOOBI MEPEKIIOUNTE KaMepy, Iepe3anyCTUTe IK3EMILISAP
findface-video-worker (-gpu) ¢ MeTKOIi.

3.3.2 PacnpegeneHHas ba3a gaHHbIX gocCbe

B pacrpenenentoit apxuTekType 4acTo HEOOXOIUMO, ITOOBI 0a3a JAHHBIX JI0ChE PACIPEIEIIIach 0 HECKOIb-
KM CEpBEpaM.

B rekymeit peamuzanmyu FindFace Multi pacnpenenennast 6a3a JaHHBIX JOChE PeaTU30BaHA CJIEILYOMTIM
obpazom. Baza maHHBIX 0Che JOCTYIHA IJjIs PEJAKTUPOBAHUS TOJIHFKO Ha TJIABHOM CepBepe, T. H. master-
cepBepe. Master-cepsep CHHXPOHU3UPOBAH C HECKOJIBKIMU JOTIOMHATEIbHBIME slave-ak3eminisspamu FindFace
Multi. Ha slave-cepsepax 6a3a JJaHHBIX JOCh€ JOCTYIIHA TOJBKO JJIsI YTE€HUS U MOHUTOPUHTA.

Baxkno: [locke moxkHO ynagmTh Ha slave-cepsepe, eciin master-cepBep HeIOCTYIIEH.

Baxkno: Eciu criucok HabJirojieHust Ha OyayieM slave-cepBepe yKe COIEPKUT JI0Che, CAHXPOHU3AIUs Oy1eT
OTMEHEHa. ¥Y0eInTeCh, 9TO CIIMCOK HAOJIFOIEHUs] IIYCT.

IIpeaynpexkaenue: Ha cepepax master u slave mo/KHA HCIIOJIB30BATHCS OJHA U Ta 2Ke HEHpOHHAs
CeTh.
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B atom pasgene:

e Hacmpotixa cunxporusayuu Master/Slave

o Penauxayus cnucka nabarodenus master -> slave

3adanue GPEMEHU CUHTPOHU3AUUU

Ommena penaukayuu 4 CURTPOHU3AUUU CNUCKA HAOA00EHUSA

Brmouenue ynkuyuonara 6 eeb-unmepetice

Hacrpoiika cunxponusauumn Master/Slave

s macrpoiiku cunxponusanuu master/slave BblosHuTe Cieyionye JIeicTBus:

1. Ha master-cepsepe orkpoiite daitn kondurypanun /etc/findface-security/config.py. Ilpumy-
MaliTe TOKEH CHHXPOHH3AallUU U yKaxkuTe ero B napamMerpe SYNC_TOKEN (HpeﬂBapI/ITeJIbHO packoMm-
MeHTHDYIiTe ero).

sudo vi /etc/findface-security/config.py

# token must be identical on master and slave
# use pwgen -s 64 1
SYNC_TOKEN = 'ABC_123456789'

2. Ha slave-cepsepax packommentupyiite mnapamerp SYNC_TOKEN B daitme xoudwurypanum /etc/
findface-security/config.py u BCTaBbTe B HErO CO3/IAHHBII TOKEH CHHXpPOHU3aIuu. TOKeHbI Ha
master- u slave-cepBepax JIOJZKHBI OBITH MJIEHTUIHBL.

Cunxponusanuga master/slave Terepb HacTpoeHa u OyJeT AKTUBUPOBAHA, KAK TOJBKO Bbl HACTPOUTE PeILIH-
KaIIIo CIMCKa HabJIIoMeHns ¢ master-cepsepa Ha slave.

Pennukauusa cnucka HabnwogeHns master -> slave
st Toro 9TobBI PEITUIINPOBATE CIUCOK HAOJIIOJeHNs OT master-cepBepa Ha slave-sK3eMILISIPhI, OTIIPABbTE
ua slave POST-3ampoc co cienyromumMu napaMeTpaMu B TeJle:

e remote_dossier_list: id mcxomHOrO crmcKa HAOJIIOMEHNsS Ha master-cepsepe

e remote_url: URL master-cepsepa

e slave_dossier_list: id cumcka HaOsojieHus Ha slave-cepBepe, KOTOPBI OyIeT PEIINKONl UCXOIHOTO
CITMCKA HADIIOACHUST

POST /sync/dossier-lists/
{remote_dossier_list: 1,
remote_url: "http://172.17.46.14",
slave_dossier_list: 3}
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3apaHue BpeMeHU CUHXpOHU3aLUN

s Toro 9TobOBI 3371aTh PACIUCAHNE CHHXPOHU3AINN JOChEe, BBIIOJHATE CIEIYIOMNe IefiCTBU:

1. Orkpoiite daitn koudurypanuu /etc/findface-security/config.py Ha master-cepsepe.

sudo vi /etc/findface-security/config.py

2. PackoMmmenTupyiite u 3amaiite ciieIyomnme napaMerphb:

e SYNC_SCHEDULE: pexyppenrtroe npasuio (RRULE), 3anatoiee pacuucanue CHHXPOHU3AIUH.

Coset: Cwu. kasbkyasTop RRULE.

e SYNC_AT_STARTUP: ecaum True, CHHXPOHHU3AIUdA BBIIOJHACTCA IIPA 3allyCKe MU Iepe3arpy3ke
FindFace Multi.

e SYNC_AT_CREATION: ecim True, CHHXPOHM3AIIUs BBIIOJIHSETCS Cpal3y IIOCJE TOro, Kak BBl €€ CO-
371/ JIJTsi CIIMCKA HAOJIIOICHMUS.

# rrule that defines sync schedule

SYNC_SCHEDULE = 'RRULE:FREQ=DAILY;WKST=MO;BYHOUR=11;BYMINUTE=0"'

# 1f True synchronization will occur on FindFace Security startup and restart
SYNC_AT_STARTUP = True

# 1if True synchronization will occur immediately after creating synchronization for,
—~dossier list

SYNC_AT_CREATION = True

3. PackommenTupyiiTe npuBeieHHbBIE BBIIIE TTapaMeTPhI Ha KaxKI0M slave-cepBepe. 3HaUeHUS TApAMETPOB
MOT'YT OBITH JIFOOBIMU.

OTmeHa penniMkauum n CUMHXPOHM3aUMN cnucka HabgeHns

Jlj1st TOro 9ToOhl OTMEHHUTD PEILIMKAIINIO U CHHXPOHUBAINIO CIIMCKA HAOJIIO/IEHUsI, OTIIPaBbTe Ha slave-cepBep
API-3ampoc ¢ {id} coorBercTByIomiero crnucka Ha slave-cepsepe:

DELETE /sync/dossier-lists/{id}/

BkntoueHne dyHkumoHana B Beb-uHTtepeiice

Tlo ymosrgaHuio BBl MOXKeTe BKJIIOYATh U OTKJIIOYATH PEIIMKALMIO CINCKa HabJogeHns ToJIbKO yepes API.
st Toro 9Tobb! JAHHBIN (DYHKIIMOHA OBLT TaK:Ke JIOCTYIIeH depe3 BeO-uHTepdeiic, BHIIOTHUTE CJIETYIOIIIe

JIeiCTBUS:

1. Orkpoiire daitn koudurypanun /etc/findface-security/config.py na master-cepsepe.

sudo vi /etc/findface-security/config.py
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2. Brmounte mnsarmn ffsecurity_sync, packommeHTupoBaB cTpoKy INSTALLED_APPS.append
(‘ffsecurity_sync’) B pa3zjesie IJIATHHOB:

# ========== J)ossierlists SYync ===========
INSTALLED_APPS.append('ffsecurity_sync')

3. BrimosmunTe anajorudHble IeHCTBUS HA KaXKJIOM slave-cepsepe.

4. Ha KaXJIoM cepBepe BBINOJHUTE MTEPEHOC OCHOBHOI apXuTeKTyphl 0a3bl maHubix u3 FindFace Multi
B PostgreSQL. 3aHoBo co3jaiiTe IPyIIBI [10JIb30BaTes el B OCHOBHOI 6a3e janubix. Ilepesamycrure
ceppuc findface-security.

sudo findface-security migrate
sudo findface-security create_groups
sudo systemctl restart findface-security.service

3.3.3 lMonb3oBaTenbckue BkNaAKu, nonst u punbTpbl B 40Cbe

YHacTto HEOOX0MMO, ITOOBI TOChe B BeO-MHTEpdeEce COIepKAI0 JOTOJTHUTEIbHBIE BKAAJIKN U TOJIs, IO KO-
TOPBIM MOKHO OCYIIECTBJISATH IIOUCKOBBIE 3aIIPOCHI.

CMm.Takxke:

15 TOro 9TobsI CO34aTh MOJIB30BATEIbCKIE TI0JIS JOChe B 0a3e JaHHBIX BEKTOPOB Mpu3HakoB Tarantool, cm.
Honvsosamenvcrue memadarnoie auy docve 6 Tarantool.

st mobaBieHrs TOJIb30BATEIbCKIX BKJIJIOK U TOJIEH B JIOCHhE BBITIOJTHUTE CJIEYIONINE JTeHCTBU:
1. IToaroroBbTe CIMCOK MOJIH30BATEILCKUX BKJIAJIOK U IMTOJIEH st JOOABIECHUS B IOCHE.

2. Orxkpoiire daitn kouduryparmun /etc/findface-security/config.py.

sudo vi /etc/findface-security/config.py

3. B paznene FFSECURITY packomMmentupyiite ceknuio CUSTOM_FIELDS 1 u3MeHUTe ee TPUMEPHOE COTIEDP-
ZKUAMOE C yIeTOM CJIeAYIOINX IMPaBUIL:

e 'items': crmcok moJieit B gocbe. Onummre Kaxkoe IoJie CJIeLYIONUMA ITapaMeTPAME:
— 'name': BHYTpPEHHee UMs I0JIs, string.
— 'label': ma3Banue oy B BeO-uHTEpeEiice, string.
— 'display': ¢dopmar orobpazkenus (form miam 1list), string wim array.
)

— 'tab': BKJIaJIKa, Ha KOTOPOIl pacmoJiaraercs mose. Ecim He 3a/1aHa, TT0JIe TOSIBUTCS Ha, TIIABHOMN
crpanuIe jocbe (Toif, uro ¢ dororpadueii).

— 'editable': pemakTUpyeMOCTh 1M0Js, boolean.
— 'type': THI JAHHBIX 1OJs, string. Bo3amoxkuble 3HaYeHM:

% list: TpeOyeT 3aJaHus items, JOMOJHUTEIBHOTO MAPAMETPA JJIsl CIIMCKOB (CM. HUXKE),
oxuzaer o6bekThl {id, name} B cioBapsix;

* valuelist: OKHNaeT 3JIEMEHTDLI IPUMUTUBHBIX THUIIOB.

* objectlist: mO3BOJISIET CO37aBATh MACCUBBI OOBHEKTOB HY2KHOI'O THUIIA.
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* datetime: IPUMUTHBHBIN THUI JAHHBIX, OTOOpakaeMbIil Kak cuucok datetime.
% date: IPUMHUTHUBHBII TUI JAHHBIX, OTOOParKaeMbIil Kak BBIOOD JATHI.
* boolean: IPUMHUTUBHBIN TUI JAHHBIX, OTOOPAXKAEMBIIT KaK (DJIaXKOK.
* string: IPUMHATHUBHBIA TUII JAHHBIX string.
— JIOIIOJIHUTEbHBIE APAMETPHI s CIIUCKOB (type=list, type=valuelist):
* multiple: BOBMOXKHOCTD BbIOOpA HECKOJIbKUX 3JIEMEHTOB B CIIUCKE, boolean.
* iltems: caoBapb, UCHOIb3yeMblil KaK UCTOYHHUK JAHHBIX JJIA CIHCKA.
* allow_create: BO3MOXKHOCTH JI00aBJIEHUsI HOBBIX 3JIEMEHTOB B CIIMCOK, boolean.
* custom_id: mosib30BaTesbekoe modte Jyist id (type=list).
— JIOLOJIHUTEJIbHBIE TIAPAMETPBI JIJIsl CIUCKOB 00beKTOB (type=objectlist).
* object: 0ObeKTHI, HCIIOJIb3yeMble KaK MCTOYHHK JAHHBIX JIJIsI CIINCKa OObEKTOB

* simple: YKa3bIBa€T, 9YTO II0JI€ O2KHJIA€T JaHHbIE€ IIPDUMUTUBHOI'O TUIla BMECTO O6’]36KTOB7
HallpuMep, 02KH/J1a€T CTPOKU C Te.He(bOHHI)IMI/I HOMEpaMU.

e 'filters': ciimcok GUIHTPOB JJIs MMOUCKA IO MOJIH30BATEIbCKAM M0JIstM. [lapameTpsr:
— 'name': BHyTpeHHee nMs (DUIBTPA,
— 'label': naspanue pujiIbTpa B BeO-unTepdeEiice,
— 'field': cBsa3anHOe noJie B popmare [umsa moss].

e 'tabs': cIMCOK BKJIAJIOK B Jochbe. llepBast BKiIajka B CIHUCKE COOTBETCTBYET TJIABHOWM CTPAHMUIIE
Joche.

FFSECURITY = {

# Edit CUSTOM_FIELDS section to customize dossier content.
# Below ©s an example for integration FindFace Security with Sigur.

"CUSTOM_FIELDS': {
'dossier_meta': {

'items': [
{
'name': 'personid',
'default': '',

'label': 'PersonID',

'display': ['list', 'form'],
'description': 'Sigur person ID',
'editable': False

'name': 'firstname',

'default': '',

'label': 'First Name',

'display': ['list', 'form'],
'description': 'Sigur first name',
'editable': False

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

3,
{
'name': 'lastname',
'default': '',
'label': 'Last Name',
'display': ['list', 'form'],
'description': 'Sigur last name',
'editable': False
3,
{
'name': 'version',
'default': '',
'label': 'Versiomn',
'display': ['list', 'form'],
'description': 'Sigur photo version',
'editable': False
}
1,
'filters': [
{
'name': 'personid',
'label': 'Sigur person ID filter',
'field': 'personid'
}
]
1,
4. IlepezamycTture cepsuc findface-security.
sudo systemctl restart findface-security.service

5. Ber yBumure, uTo HOBast hopMa JI0Che MOsIBUJIACH B BeO-uHTEpQeiice.

3.3.4 lMonb3oBaTtenbckne MmetagaHHble nuLl, gocke B Tarantool

YacTo ObIBaeT HEOOXOMMMO 33/1aTh B 6a3e naHubix Tarantool momosHUTE/ILHBIE METAJAHHbBIE JIJIsS JIUIL JTOChE.
CwMm.Tak>xke:

Jyist Toro 9TobBI CO3/1aTh MOJIB30BATEILCKIE BKJIAJKN, 110JIs 1 (PUILTPHI B BeO-unTepdeiice, cMm. [loavsosa-
menverue 6KAGOKU, NOAA U PUAILMPYL 6 JOCHE.

,Z[.HH 3aJJaHUA IIOJIb30BATEJIbCKUX METaJaHHbIX JIAIL BBIIIOJTHUTE CJIEIYIOoINe ,HeﬁCTBHHI

1. TloaroroBbre CIMCOK II0JIB30BATEILCKUX MeTa-II0Jieil, KOTOpble OyJyT IIPUCBOEHBbI JIMIIAM JOChe B
Tarantool.

2. Orkpoitre daitn xouduryparun /etc/findface-security/config.py.

sudo vi /etc/findface-security/config.py

3. B pasnene FFSECURITY packommenTtupyiite cekruio CUSTOM_FIELDS -> face_object m m3MmeHHTE ee
IIPAMEPHOE COIEPKAMOE C YIETOM CJICAYIOIMNX IIPABUAJI:

e field_name: uMd I110J14;
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e type: TUII JaHHBIX;

e default: 3HadeHue 10 ymosdaHuio. Eciu 3HadeHne 1mo ymosrdanuio Gosibine ‘leld — 17, To ero
cJeJlyeT 3allMChIBaTh B BUJIE CTPOKH, T. €. ‘‘123123..°’ BmecTo 123123. ..

FFSECURITY = {

'"CUSTOM_FIELDS': {

'face_object': {

'items': [

{
"field_name": "tag_name_1",
"type": "string",
"default": "change_me"

1},

{
"field_name": "tag_name_2",

"type" . "yint" R
"default": 123

},

{
"field_name": "tag_name_3",
thpell : llboolll ,
"default": True

1,

1,

4. Jlobasvme nosvie mema-noas B CTPYKTypy 6a3bl manubix Tarantool.

5. Bbl MmoxkeTe paboraTh ¢ HOBbIMU MeTa-11ossiMu depe3 H1TTP API, ncnonb3yst meTozsl objects/faces/.

3.3.5 lNakeTHas 3arpy3ka cdotorpadunii 4epe3 KOHCOJIb

TTomumo BeG-unTepdeiica, my1a nakeTHoit 3arpy3ku dororpaduil B 6a3y TaHHBIX T0CHE MOYXKHO HCIIOJIb30BATH
nocrapisiemyio BMecte ¢ FindFace Multi yrusury findface-security-uploader. Hcnomnbs3yiiTe yTuauTy,
Koryia TpeByeTcest 3arpy3uTh 00JIbIoe KoiandecTso dbororpadmuii (Gosee 10000).

Ilpenynpexxknenmne: B rTekyieit Bepcun yrunura findface-security-uploader He HOIJep:KUBAaET
ABTOMOOWJIN U CHJIYITBI, TOJIBKO JIUIIA.

Cosert: [lna Ber3osBa crpasku findface-security-uploader BBIITOJTHUTE KOMAHLY:

findface-security-uploader --help

BroimostauTe Ctemytonne aeiCTBAA:
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1. TToarorosbre CSV- mim TSV-daiir co cuuckom ororpaduil 1 MerajaHHBIMUA.

BakHo: B kauecTBe mcrounmka MeTaJaHHBIX bailyl JTOJKEH UMeThb ciemyiomuii dhopmar: mIyTb K
poTorpadum | mMeramanHbe.

st moproroBku TSV-daiisia MOXKHO HCIOIB30BATh CKPUIIT, AHAJOTHYIHBIA HAaHHOMY WM KOMAH]LY
find.

IIpumeuanne: Kak ckpunt, Tak 1 KOMaHIa B IIpUMepax co37aoT (aiin images.tsv ¢ JaHHBIMA B
dopMmare monHHE OyTh K daiiny ¢ poTorpapmeit | Meramamuse. B KadecTBe MeTa/IaHHBIX OYIET CO-
3/IaHa CTPOKA C MIMeHeM ailia.

Hna 3anycka ckpunrta Ha cosmanue 1SV-daiina co couckom dortorpaduit n3 yKazaHHOIO KaTajaora
(/home/user/25_celeb/ B upumepe) BBIIOJIHATE CJIEILYIONLYI0 KOMAHILY:

python3 tsv_builder.py /home/user/25_celeb/

IIpumep ucronp3oBanust kKomanabl £ind:

find photos/ -type f -iname '*g' | while read x; do y="${xJ,.*}"; printf "/s\t/s\n" "
—$x" "${y##*/1"; done

2. Cozpaiire daitn 3ananus (job-daitin) uz CSV- wim TSV-daiuia, ucnonssys meron add yruiaursl. B
pe3yJbTaTe B TEKYIIEM KaTaJjore OyaeT co3man daitr enroll-job.db.

findface-security-uploader add images.tsv

Omnmun add:
e —format: dopmar daitsa, IO yMOTIAHUIO tSV,

e -delimiter: mCIOIBL3yeMBIN PA3MIEIUTENb, IO yModanuio *°\t*’ mist TSV-daiira, *°,”’ misa dop-
marta CSV.

IIpumeuanme: Daiin job mpesacrasisier coboit sqlite-6a3y, KoTopas MOXKeT ObITH OTKPBLITA B KOHCOJIH
sqlite3.

3. Brmosaunre 3amanne job, UCmoab3ysi METOM rUun Y TUIUTHL.

findface-security-uploader run --dossier-lists 2 --api http://127.0.0.1:80 --user,
—admin --password password

Baxkubie onmuu run:

e -parallel: KOJIMYECTBO IIOTOKOB 3arpy3ku dororpaduii, mo ymordanuo 10. Yem 6osbire noro-
KOB, TeM ObIcTpee Oy/IeT 3aBepileHa 3arpy3Ka, OJHAKO TaKKe MoTpedyeTcst U 60JIbIee KOJIMIeCTBO
pPecypcCoB.

e --all-faces: 3arpy3uThb BcCe JIUIA, ecau Ha GoTorpadun nx HECKOJIBKO.

e -api: URL API xommonenta findface-security, mo ymosaanuto http://127.0.0.1:80/. O6s-
3aTesbHAasT OIIHS.

e -user: uMg mojb3oBaTesa. Obs3aTeTbHAasT OIS,
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e -password: maposb. Obg3aTebHAs OIIHSL.

e -dossier-lists: mepedeHb pa3/ie/IeHHBIX 3amndToll id CIIMCKOB HAOJIIOJEHsI, B KOTOPbIE HYXKHO
nobaButh hororpacdun. Obsi3aTebHAST OIIHS.

e -failed: B cimyuae meymadu npu oOpaboTke job-daitaa ncupaBbTe OMUOKY W TOBTOPHUTE OMBITKY
C JJaHHOU OIIIHeEN.

e --inactive: OTMETUTD JOChEe KaK HEAKTHBHBIE.
e —-noface: BKIIOUYNTHL U300pakeHns 063 JTeTeKTUPOBAHUSA.

3.3.6 Oepynnukauus coObiTnii

B atom pasgene:

e Brarouenue dedyniuranyui

o Anzopumm pabomol dedynaurayuu

PaccmorpuTe BO3MOXKHOCTD BKJIIOUEHUS JI€IYIINKAIINNA, YTOOBI UCKJIIOYNTH JAyOIupOBaHue COOBITHI pacio-
3HaBaHUs O0BEKTOB B Ipeesax OJHON I'PYIIILI KaMep.

BknioueHne pepynnukauun

Jtst Toro 9To0BI AKTUBUPOBATH (DYHKITHAIO JIE/IYTLIMKAIINN, BBITIOJTHUTE CICIYIONINE TeHCTBU:

1. s Kaxk 100 KaMephl B IpyIIe BKIOUYNTE Oy(EepHBIN PEsKUM JIeTEKTUPOBaHUsT 06beKTOB. CM. 1Mojipob-
unee /lobasaenue Kamepol.

2. Iepeiiaure Ha BRIAAKYy Hacmpotxu. Beibepure I'pynnv xamep.
3. OrkpoiiTe HACTPORKHU I'PYIITBI KAMED.

4. Tlocrasbre diaxkok Jledynaiuyuposamsd cobvimus 1 3ajaiiTe B CEKyHIAaX MHTEPBAJ 1€y IJIUKAIUH.

Anroputm paboTbl geaynnankauun

AutropuT™ JenyIIMKanInu paboTaeT cieaylommM obpas3oM. B OydepHOM pexkume cepBep IOJIy4YaeT OIUH
JIydINuit KaJap ¢ 00bEKTOM 38 BCIO CECCHIO OTCJICIKMBAHUSI.

ITpumeuanmne: Ceccust OTCIIEKUBAHUS TPOIOIKACTCS O MOMEHTA NCIE3HOBEHUsT OOBEKTA U3 TIOJIs 3PEHUS
KaMepBhl.

Eciu B mpesesiax rpyImmbsl KaMep IIPOU30IILIO0 HECKOJIBKO CEaHCOB OTCJIEXKMUBAHUS Ha OJHOW MJIM HECKOJIb-
KAX KaMepax B TeYeHHe YKa3aHHOro mHTepBasa neaymukanuu, FindFace Multi obpaboraer mosydeHHbie
n300pakeHusi OObEKTOB CJIELYIONIM 0Dpa30M:

e Fciin B TeueHme mpeiecTBYOMEro Mepruo/ia, PABHOIO MHTEPBAJY JIEIYIUINKAINN, €CTh COBIAJICHHIE C
nocbe, FindFace Multi orbpachiBaeT BHOBB TOJIydeHHOE n300pazkeHne. B mpoTuBHOM ciIydae m300pa-
JKEHHe COXPaHsieTCsl B 0a3e JMaHHBIX.
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o Jl1g 06beKTOB 6e3 coBIaiennii mpu Boimoaunennn fAeaynankanun FindFace Multi yauTsiBaeT Kax cxos-
CTBO MeK]ly 0ObEKTAMU, TaK U KauecTBO Ka/IpoB. B pesysbrare FindFace Multi yiassier Bce m3obpake-
HUsI TIOXOXKUX OOBEKTOB B IIPEJIeIaX HHTEPBAJIA [IeIyILINKAINN, €CJIU OHH DOJIee HU3KOIO KA4ecTBa, 9eM
epBoe B TAHHOM WHTepBaJie. K HoBoe m300parkenne o0beKTa 60Jiee BHICOKOTO KA9eCTBa, OHO COXPa-
HSIETCs. DTO TAPAHTHPYET, YTO CUCTEMA JIEJYILIUIUPYET COOBITUSI, HE TPOIYCKask BLICOKOKAYECTBEHHBIE
n300parKeHust, HeOOXOUMBIE JIJIsi TIOCJIE Iy TOIIEell BHUIe0aHATHTHKH.

3.3.7 Liveness kak aBTOHOMHbIi CEpBUC

CmMm.Tak>xke:
Pacnosnasanue orcusvir auy 6 peanvrom epemenu (Liveness)
Tlomumo urnmezpuposarHoti aHTUCILY(PUHIOBO CHCTEMbI, OTJIMYAIOIIE]l *KUBbIE JIMIA OT UX M300parkKeHuii,

FindFace Multi npesocrasiisier cepBuc onpejienenust kuBbix juil Ha ocHoBe API findface-liveness-api.

Cepsuc findface-liveness-api Oeper oIpejieJIeHHOE KOJIMIECTBO KAJPOB M3 IMPEIOCTABJIEHHOTO BHUIEO-
dparmenTa u BO3Bpamaer n300paXkKeHue JINIE, HAWIYYIIero KadeCTBa BMECTe C JIECATUIHBIM DPE3yJIbTaTOM
liveness mo sTOMy JIHIly, yCPEIHEHHBIM II0 B3ATHIM KajpaM. Ecin 3a7aHbl COOTBETCTBYIOINE HACTPONKH,
CEPBUC TaK>Ke MOXKET BO3BPAINATH IIOJHOKAIPOBbIE M HOPMAaJIN30BaHHbIE M300pDarKeHUsl JIUI[ U COXPAHATH
pesynbTaT faereknun B Kame findface-sf-api, Bosspamaa detection_id.

Cepsuc findface-liveness-api aBTOMATHYECKM YCTAaHABIUBAETCS M aKTUBUpyeTcs, Tak Kak FindFace
Multi ucnosb3yer ero jist ayTeHTUDUKAIIT 7.0 AULY .

Bor MoxkeTe ycTaHOBUTH U MCHOJIB30BaTh cepBuc findface-liveness-api oraensao ot FindFace Multi. O6
9TOM U HWJIET Pedb B HACTOSIIEM pa3Jielie.

B atom paspgene:

o Vemanosxa u wacmpotiika findface-liveness-apt

e Banpocor HI'TP API % cepsucy findface-liveness-apt

YcTaHoska u HacTpoiika findface-liveness-api

Jts Toro uTobs! ycTanoBuTH cepBuc ormaesbao oT FindFace Multi, yeranosure A PT-penosumoputi FindFace
Multi u BuITTOTHUTE CJIEIYIONTE KOMAHTBI:

sudo apt update
sudo apt install findface-liveness-api

Ber  moxkere wacrpouTh napamerpsl findface-liveness-api B daiite koudwuryparun /etc/
findface-liveness-api.ini:

sudo vi /etc/findface-liveness-api.ini

listen: :18301
liveness-threshold: 0.95
fullframe-jpeg-quality: 75
max-decoded-frames: 30
min-selected-frames: 10

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

mf-selector: reject
extraction-api:
request-batch-size: 16
timeouts:
connect: 5s
response_header: 30s
overall: 35s
idle_connection: 10s
extraction-api: http://127.0.0.1:18666
sf-api:
timeouts:
connect: 5s
response_header: 30s
overall: 35s
idle_connection: 10s
sf-api: http://127.0.0.1:18411
limits:
video-size: 10485760
video-length-sec: 60
video-fps: 30
video-width-px: 1920
video-height-px: 1080

MNapameTp Onncaxne

fullframe-jpeg-qualKayecrso JPEG nomausix kaapos B mose photo.

max-decoded-frames 3aBepuIuTh JEKOIUPOBAHNE TIOC/IE TOIYIEHUST YKA3aAHHOTO KOJUIECTBA KAJIPOB.
min-selected-fram¢sMunnMasbHOE KOJUYIECTBO (DUHAJIBHBIX KaJPOB, YCIEIIHO IPOIIEIINX JEKO-
oupoBaHume u u3BjedeHue liveness. JlO/KHO OBITH DPABHBIM WM MEHBIITUM
max-decoded-frames

mf-selector IloBenienne cepBuca IIpy HAJIMYHUH HECKOJIBKUX JIUIL Ha KaJpe BHIEO: reject - oT-
KJIOHATH JaHHBIA KaJp, biggest - nCHoab30BaTh caMoe KPYIHOE JIMIO JJIs OIIpe-
nesiennd liveness.

extraction-api Pasmep nakera ¢ Kajgpamu Jjisi u3BjiedeHust liveness.
->

request-batch-size

limits -> | MakcuMasbHBIN pa3Mep BUIEO, OANTHI.
video-size

limits -> | MakcumanbHas JJIMHA BUIEO, CEKYHIDI.
video-length-sec

limits -> | Makcumaabaoe Kojmmyectso FPS Bumeo.
video-fps

limits -> | MakcumaJsbHasl MUPUHA BUJIEO, ITUKCEIN.
video-width-px

limits -> | MakcumasbHasi BBICOTA BUJIEO, TTHKCEJIH.

video-height-px

g Toro 4Tobs! 3anycTuTh ceppuc findface-liveness-api u 106aBUTH €ro B aBTO3ArPY3KY, BBIIOJHUTE
KOMAaH/IbI:

sudo systemctl start findface-liveness-api.service && sudo systemctl enable findface-
—liveness-api.service

230 Fnasa 3. PykoBoacteo nonb3osartens




FindFace Multi, Boinyck 1.1

3anpocbl HTTP API k cepsucy findface-liveness-api
g B3aumoneiictBus ¢ ceppucom findface-liveness-api ucnosnsyiite 3anpocst HI'TP API. B npumepe
amzke 3anpoc POST ormpasisiercst co CJIeyoNuMI ONIUOHAIBLHBIMUA TTAPAMETDAME:

e return_detection (default=False): coxpaHuTh Jydiee Jumo B Kame findface-sf-api u BepHyTbH
ero detection_id.

e return_normalized (default=False): BepHYTb HOPMAaJIM30BaHHOE H300paKeHHe JHMIA B I0Je
normalized.

e return_photo (default=False): BepHyTh HOJHBIH Kaap B mose photo.

Mpumep

3anpoc

curl -i -X POST \
'http://127.0.0.1:18301/v1/video-1liveness?return_detection=true&return_normalized=true&
—return_photo=true' \
-H 'Content-Type: video/mp4' \
--data-binary 'Q/home/my_video.mp4'

OTBer

HTTP/1.1 100 Continue
HTTP/1.1 200 OK
Content-Type: application/json
X-Request-Id: LA:WSP2NcHc
Date: Mon, 07 Sep 2020 15:30:05 GMT
Transfer-Encoding: chunked
{
"alive'": true,
"average_liveness": 0.9706386,
"best_face": {
"liveness": 0.97768883,
"quality": 0.89638597,
"bbox": {
"left": O,
"top": 578,
"right": 307,
"bottom": 1154
}3
"detection_id": "btb53vbp688sinjt3bv0",
"photo": "/9j/2wCEAAgGBgcGBQgHBwcJ...",
"normalized": "iVBORwOKGgoAAAANSULEU...",
"frame_no": 1,
"frame_ts": 0.033275817

CmMm.Tak>xke:

Jleaxmusayus cepsuca findface-liveness-api, yemanosaenmnozo emecme ¢ FindFace Multi
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3.3.8 Vcnonb3oBaHne HECKONbKUX BUAEOKaApPT
EC.HI/I Ha (bI/I3I/I‘IeCKOM cepBepe yCTaHOBJICEHO HECKOJIBKO BHJICOKAPT, Bbl MO2KETE CO3JaTh JONOJHUTEIbHBLIE

sk3eMIapel findface-extract-api-gpu nin findface-video-worker-gpu u pacupeIeauThb UX 110 OTHOMY
9K3EMILIAPY Ha Kapry.

B atom pasgene:

e Pacnpedenerue sxsemnaapos findface-extraction-api-gpu no sudeokapman

o [Ipusaska findface-video-worker-gpu x donoaHumesvHotl sudeoxapme

Pacnpepenenue ak3emnnsapos findface-extraction-api-gpu no Bugeokaptam

g pacrpenenenns 3x3eMIuisapoB findface-extraction-api-gpu 110 HECKOJIBKUM BHIEOKAPTAM BBIITOIHU-
Te Cceaylomue aeiicrsud:

1. OcranoBure ucxo/ublii ceppuc findface-extraction-api-gpu.

sudo service findface-extraction-api stop

2. Cozpaiite HECKOJIBKO Komuil daitna koudurypamun /etc/findface-extraction-api.ini, B 3aBucu-
MOCTH OT TOTO, KAKOE KOJIMIECTBO BUICOKAPT OYJIET UCIOIb30BATHCS JJIsI U3BJICUEHUsI BEKTOPOB IIPU3HA~
koB. JlobaBbre coorBercTByIomiue HoMepa ycrpoiictB GPU k mMmenam HOBBIX aityioB KoHbUTypaImm,
Kak IOKa3aHo B mpuMepe Hmxke (ycrpoifcrsa GPU NeQ u Ne6).

/etc/findface-extraction-api@0.ini
/etc/findface-extraction-api@6.ini

3. Otkpoiite HOBBIE (bailibl KOHUTypanuu. YKaxure Homepa ycrpoiicte GPU, a Tak:xe HOMepa ciryrina-
IOIIUX TIOPTOB.

sudo vi /etc/findface-extraction-api@0.ini

listen: 127.0.0.1:18666

gpu_device: 0

sudo vi /etc/findface-extraction-api®@6.ini

listen: 127.0.0.1:18667

gpu_device: 6

4. 3amycTuTe HOBBIE CEPBUCHI.

sudo service findface-extraction-api@0 start
sudo service findface-extraction-api@6 start
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Mpussaska findface-video-worker-gpu K [ONONHUTENbHOW BUAEOKapTe

st co3lanust JIONOJIHNTEIbHOr0 3K3eMiutspa findface-video-worker-gpu u ero npuBsa3KH K CBOOOJIHOIM
BHAJEOKaPTE BBINIOJHATE CJEIYIONue IefiCTBIA:

1. Orobpasure craryc ncxogHoro ceppuca findface-video-worker-gpu, BBIITOJHUB KOMAH/IY:

sudo systemctl status findface-video-worker-gpu.service

2. Haiimure OHBIN TyTh K CEPBUCY B CJELYIONIEH CTPOKE:
Loaded: loaded (/usr/lib/systemd/system/findface-video-worker-gpu.service); enabled;
— vendor preset: enabled
B upusenennom npumepe 310 findface-video-worker-gpu.service (uMs MoxkeT 6biTh gpyrum). Co-
3/1afiTe KOIIHMIO CEPBUCA I10JI HOBBIM NMEHEM.
sudo cp /usr/lib/systemd/system/findface-video-worker-gpu.service /usr/lib/systemd/
—system/findface-video-worker-gpu2.service’

3. Takum ke 06pa3oM co3jaiiTe 10T HOBBIM MMEHEM KOIIMIO MCXOTHOro (aitsia KOH(MUIYPAIIH.
sudo cp /etc/findface-video-worker-gpu.ini /etc/findface-video-worker-gpu2.ini

4. OTKpoiiTe TOJBKO YTO CO3JAHHBIN (bailyi KOHPUIypaly U aKTyaJu3upyiiTe HOMED HCIIOJIB3YEMOIO
GPU-ycrpoiicrBa. I3mennTte HOMeD 1OpTa B CEKIINHU Streamer 110 cieyoreit ¢popmyste: 18999 (Homep
mopta gua GPU 0) - moMep GPU-ycTpoiicTma, T. €. it GPU 1, port = 18998, mia GPU 2, port =
18997 u 1. 1.
sudo vi /etc/findface-video-worker-gpu2.ini
## cuda device number
device_number = 1
oo el
[streamer]
oo o o o e
## streamer/shots webserver port, 0=disabled
## type:number env:CFG_STREAMER_PORT longopt:--streamer-port
port = 18999

5. OTKpoiiTe HOBBI CEPBUC U yKAXKHUTE TOJBKO UTO CO3JAHHBIN (ailyi KOHMUTYpaIuu.
sudo vi /usr/lib/systemd/system/findface-video-worker-gpu2.service
ExecStart=/usr/bin/findface-video-worker-gpu --config /etc/findface-video-worker-
—gpu2.ini

6. [lnsa mpnMeHeHMsI U3MEHEHN Iepe3arpy3ure JeMoH systemd.
sudo systemctl daemon-reload

7. Jlob6aBbTe HOBBII CEPBUC B aBTO3aIrPy3KY.
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sudo systemctl enable findface-video-worker-gpu2.service

Created symlink from /etc/systemd/system/multi-user.target.wants/findface-video-
—worker-gpu2.service to /usr/lib/systemd/system/findface-video-worker-gpu2.service

8. Bamycrure HOBBIN CEpBUC.

sudo systemctl start findface-video-worker-gpu2.service

9. IIposepbre craryc obonx cepBucoB findface-video-worker-gpu.

sudo systemctl status findface-video-worker-* | grep -i 'Active:' -B 3

findface-video-worker-gpu2.service - findface-video-worker-gpu daemon

Loaded: loaded (/usr/lib/systemd/system/findface-video-worker-gpu2.service;
—enabled; vendor preset: enabled)

Active: active (running) since Thu 2019-07-18 10:32:02 MSK; 1min 11s ago

findface-video-worker-gpu.service - findface-video-worker-gpu daemon
Loaded: loaded (/usr/lib/systemd/system/findface-video-worker-gpu.service;
—enabled; vendor preset: enabled)
Active: active (running) since Mon 2019-07-15 15:18:33 MSK; 2 days ago

3.3.9 lNpsambie API-3anpocbl kK ba3e gaHHbix Tarantool

Betr mozkere ucnosibzoBars HTTP API mist usBiiedenust gaHHbIX 00bEKTOB (JIMI, CHIIYITOB, aBTOMOOUIIEN )
HapsMyIo 13 6a3bl JaHHBIX Tarantool.

IMpumeuanue: B rexymieit peanuzamuu API Tarantool onepupyer obbekramu Kak juriamu. Hampumep, Jist
nobasiteHnst 00bEKTa HyKHO ornpaBuTh 3amnpoc POST /:ver/faces/add/:name.

B atom pasgene:

o Obuue ceederusn

e Jlobasaenue obsexma

o Viasenue obsexma

o [louck 0bsexmos

e Pedaxmuposarue MeMadGHHOIT U/ UAY 6EKMOPL NPUSHAKOE 00BeKMa
e [loayuenue cnucka 2anepets

o [loayuenue ungopmayuu o 2anepee

o (Cosdanue zanepeu

o Vianrenue canepeuy
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Obwwme ceepgeHus

API-zampocs! k 6a3e gauabx Tarantool Hy>KHO OTIIPABJISTE MO aapecy http://<tarantool_host_ip:port>.

Coser: Ilopr gis API-3ampocoB MOXKHO y3HaTh B pasjesie FindFace.start daiina koudurypammun
Tarantool /etc/tarantool/instances.available/*.lua:

cat /etc/tarantool/instances.available/*.lua

##8101:
FindFace.start("127.0.0.1", 8101)

IIpumeuanue: B ciayuae eciu FindFace Multi pazsepuyT Ha oguHOTHOM (DU3UIECKOM cepBepe, 0a3a JTaH-
Hbix Tarantool mo ymosmuanuio GymeT JOCTYIHA TONBKO JOKaJbHO (127.0.0.1). Ecian Heo6X0auMO OTKPBITH
joctyn K 6ase mamubpix Tarantool ¢ ymasennoro cepsepa, snecume udmenerus B daila KoHGUTYpAIIHA
findface-tarantool-server (/etc/tarantool/instances.available/*.lua).

API-zanpocsr k Tarantool MoryT cojep:kKarh CJIeAyIONUe MapaMeTpPhbl B CEIMEHTaX Iy TH:
e :ver: Bepcusi API (v2 Ha jaHHBIH MOMEHT).
® :name: UMsl TaJIEPEN.
Ilo ymomianuio B 6a3e JaHHBIX Tarantool co3maHbl CEIYIONIAE TaTEPEn:
e ffsec_body_events: BeKTOPBI IPU3HAKOB, U3BJIEUYCHHBIE U3 OOHAPYKEHHBIX HA BUJIEO CUIIYITOB.
e ffsec_body_objects: BEKTOPHI IPU3HAKOB, H3BJIEUYECHHbIE U3 CUJIYITOB B (DOTOrpadusx g0che.
e ffsec_car_events: BeKTODBI IIPU3HAKOB, U3BJIEYEHHDbIE N3 OOHAPYKEHHBIX HA BUIEO ABTOMOOMIIEH.
e ffsec_car_objects: BeKTOPHI IPU3HAKOB, U3BJI€UEHHbIE N3 aBTOMObOMIIEll B (poTorpadusax mocwe.
e ffsec_face_events: BEKTOPHI IPU3HAKOB, U3BJICYEHHBIE U3 OOHAPY KEHHBIX HA BUJIEO JIUII.
e ffsec_face_objects: BEKTOPHI IPU3HAKOB, U3BJIEUCHHBIE U3 JIUIl B (poTOrpadusix mnocwe.

o ffsec_user_face: BEKTOpPBI IPU3HAKOB, U3BJIEUEHHBIE U3 (poTorpaduit moab3osaresneii FindFace Multi,
UCTIOJIb3YeMble JIJIs1 ay TEHTHU(DUKAIMN IO JIHILY.

e ffsec_persons: HEHTPOUBI IEPCOH (BUPTYAJIbHbBIE BEKTOPDI IPU3HAKOB, YCPEIHEHHBIE 110 BCEM JIUIIAM
[EePCOHBI) U METaJaHHBIE.

Coser: [ljis mojyueHus: CIIMCKa UMEH Tajiepeil Ha mapje BBEINTe CJIEIYIONyI0 KOMAHLY B aJpPEeCHOM MOJIe
Oopay3zepa:

http://<tarantool_host_ip:shard_port>/stat/list/1/99

Ta ke camast KOMaH/Ia B KOHCOJIN:

curl <tarantool_host_ip:shard_port>/stat/list/1/99 \| jq

Bo1 Takake MOXKeTe TOJYyIUTh CIIMCOK UMEH TraJjiepeii, oTrpaBuB B Tarantool mpsimoit 3ampoc:

echo 'box.space.galleries:select()' | tarantoolctl connect <tarantool_host_ip:shard_port>
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NmeiiTe B BUIy, 9TO IPH 3HAYUTEIHHOM KOJIMYECTBE IIAPJIOB B CHCTEME IIPOM3BOJIbHO BBIOPAHHBIN IIAP/T
MOXKET He BKJIIOYaTh B cebsl BCe CyIIECTBYIOIIME rajieper. B aToM ciydae 0TOOpasnuTe CIMCOK Tajepeil Ha
HECKOJIBKHX IIIap/Iax.

Oob6asneHue obvekra

POST /:ver/faces/add/:name

Mapamertpbl B Tene:

Maccup o6bekToB B npejcrasiesun JSON co cieayommuMu moIsaMu:
e "id": id obbekTa B rajepee, uint64 t,
e ’facen’’: HeoOpaOOTAHHBII BEKTOP IMPU3HAKOB, base64,

e "meta": MeTajaHHBIE OOBHEKTA, CJIOBAPD.

Bo3sspauwaer:

e HTTP 200 u mycroe Tejio B ciIydae ycrexa.

e HTTP 404 c onucanuem omubOKH, €Cau Tajepes ¢ 3aJaHHbBIM UMEHEM He CYIIECTBYeT.

e HTTP c orsmuaneim ot 200 cTaTycoM M ONHCAHUE OIMUOKN B Tejle B Cllydae HEYIadH.
Mpumep

3anpoc

curl -D - -s 'http://localhost:8101/v2/faces/add/testgal' --data '
L
{
"id": 9223372036854776000,
"facen": "qgI3vZRv/z...NpO9MdHavW1iWuTO=",
"meta": {
"cam_id": "223900",
"person_name": "Mary Ostin",

}
}
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OTBer

HTTP/1.1 200 Ok

Content-length: 1234

Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)
Connection: keep-alive

YpaneHue obbekTa

POST /v2/faces/delete/:name

Mapamertpbl B Tene:

Maccus B npejicrapiennn JSON u3 crucka id 06beKTOB, MOJJIEXKAIINX YIAJIEHUIO

Bosspauwaer:

e HTTP 200 u mycroe Tesio B cirydae ycrexa.

e HTTP 404, ectu 06bekT ¢ 3ajanubIM id He HalijieH B rajepee.

e HTTP c ornmmanasim ot 200 craTycoM u onucaHue onmOKU B TeJie B CIydae Heyladu.
Mpumep

3anpoc

curl -D - -s 'http://localhost:8101/v2/faces/delete/testgal' --data '[1, 4, 922, 3]'

OTBer

HTTP/1.1 200 Ok

Content-length: 111

Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)
Connection: keep-alive

Mouck obbekToB

POST /v2/faces/search/:name
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MapameTtpbl B Tene:

TTouckossrit 3ampoc B npeacrasiaeanu JSON co caemyonuMu moIsiMu:
e limit: MaKCHMAaJIbLHOE KOJIUIECTBO OOBEKTOB B OTBETE.

e sort: BKJIOYAET COPTHPOBKY O CJEIAYIONM mapamerpam: id: 1mo Bospacramuio id, -id no yGeisa-
Huio id, -score: 110 yOBIBAHWMIO CTEIIEHU CXOXKECTH (€CJIM TIOUCK BBIIOJIHSIETCS 110 CXOKUM BEKTOPaM
OPU3HAKOB).

e filter (dusbrpsl):

— facen: onmmuoHAIBLHBIN (DUABTP IO CXOXKECTH BEKTOpa Ipu3Hakos. IlepemaiiTe cioBaph co caeayro-
UMY TTOJIIME: data: BeKTOp PU3HAKOB B (popmare base64; score: auala3oH CXOXKeCTH 00bEKTOB
[oporoBasi cX0xKecTb; 1], HOJIEPKUBAIOTCS TOIBKO 3alPOCHI ¢ IpaBoii rpanuieit 1 (cronporeHt-
HOE COBIIRJICHUE OOLEKTOB).

— id u meta/<meta_key>: DUILTPHI M0 MOJIH30BATEIBCKOMY id OOBEKTOB U CONEPIKUMOMY IIOJIsT
meta. /s 3aganus GuiabTpa UCIOIB3YIOTCS CAEYIONIIE OIepaTOphI:

* range: Jualla3oH 3H34‘{€HI/IIU/I7 TOJIBKO JIJIgd 9YUCJIOBBIX TOJIENA.

* set: HADOp 3HAYEHUH, OIHO U3 KOTOPHIX TOJ2KHO IIPUCYTCTBOBATH B id MM METaJaHHBIX, JJIsT
YHUCJIOBBIX U CTPOKOBBIX II0JIEH.

* subset: HAOOp 3HAYEHUIl, KaXKJI0e U3 KOTOPBIX JIOJKHO IIPUCYTCTBOBATH B id mim MeTaiaH-
HBIX, JIJIs1 YUCJIOBBIX U CTPOKOBBIX IIOJIEH.

x like: amanormuno like B SQL-sampocax: momumep:kupaiorcs Toabko ‘aa%’ mmu ‘aa%’ wm
‘Y%aa%’. Tonbko gyis mouieii string u set[string]l. Ilpu ucnosbzoBanun set[string]
buIBTP BepHET Pe3yNIbTaT, €CJU XOTs Obl OJ[HO W3 3HAYEHUI TPOIILIO TPOBEPKY.

* ilike (TOJIBKO Jts 1osiedt string u set [string] ): aHaJIOrUYHO 1like, HO 6e3 ydyeTa perucrpa.
BosBpauaert:

e B ciyuae ycnexa maccuB JSON ¢ obbekramu. 3Havdenne B 3arojioBke X-search-stat nmokassiBaet, ObLT
JI UCIIOJIb30BAH OBICTPBIN MHJIEKC JIJTst ToncKa: with_index wmim without_index.

ITpumeuanue: B API v2 ObicTpbIil HHIEKC HE HCIOIb3YeTCs.

e HTTP c ormanbiM o 200 craTycoM ¥ ONHCaHUE OIMMOKYU B Tejle B CIydae HeyIadu.

Mpumep

3anpoc

curl -D - -s 'http://localhost:8101/v2/testgal/search' --data '

{
"limit": 2,
"sort": {
"score": -1
},
"filter": {

"facen": {

(continues on next page)
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"data": "qgI3vZRv/z0BQTk9rcirOyZrNpO9MdHavW1WuTO=",
"score": [0.75, 1]

},
nidt: {
"range": [9223372036854000000, 9223372036854999000]
},
"meta": {
"person_id": {
"range": [444, 999]
},
"cam_id": {
"set": ["12767", "8632", "23989"]
}
}
}
}I
OTset

HTTP/1.1 200 Ok

Content-length: 1234

X-search-stat: without_index

Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)
Connection: keep-alive

{

"results": [

{

"facen": " qgI3vZRv/z0BQTk9rcirOyZrNpO09MdHavW1iWuTO0=",
"meta": {
"timestamp": O,
"photo_hash": "",
"person_id": 777,
"cam_id": "8632"
3,
"score": 0.9964,
"id": 9223372036854776000
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PepaktupoBaHme metagaHHbIx n/nav BEKTOpa NpU3HaKoB 00bekTa

POST /v2/faces/update/:name

MapameTtpbl B Tene:

Maccus 06bexToB B npejcrasienuu JSON co caemyoomumu moasMu:
e "id": id obbexTa, uint64 t.

e ’’facen’”: (ONIMOHAJIBHO) HOBBIH BEKTOP NMPU3HAKOB, base64. Ecim mapamerp orcyrerByer miam null,
nojie B 0a3e JAHHBIX He OOHOBJISETCH.

e ’meta’’: cJIOBapb, B KOTOPOM IepealoTcs HOBble MeTalannble. Ecan moJte meta oTcyTcTByeT mam null,
OHO He OOHOBJIAETCA B Da3e JTaHHBIX.

Bosspauwaer:
e HTTP 200 u cioBapb co BceMu mapaMeTpamMu 00beKTa, B TOM YHC/Ie HEM3MEHHBIME, B CJIydae YCIeXa.
e HTTP 404 c onucanmem ommubKH, eciin 00beKkTa ¢ TakuM id He CyIIecTByeT.
o HTTP c ormmunasim or 200 cTaTycoM U ONUCAHNE ONIMOKN B TeJie B CJIydae HEYIadu.

Mpumep

3anpoc

curl -D - -s 'http://localhost:8101/v2/faces/update/sandbox' --data '[{"id":1,"facen
—":null,"meta":{"m:timestamp":1848}}]"

OTser

HTTP/1.1 200 Ok

Content-length: 151

Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)
Connection: keep-alive

{"meta":{"m:timestamp":1848, "normalized_id":"1_b9pkrfOOmjt6hlvmqlkg.png","m:cam_id":
—"a9f7a973-£07e-469d-a3bd-41ddd510b26£" , "feat": "{\"score\":0.123}"}, "id":1, ... }

Monyyenune cnucka ranepeii

POST /v2/galleries/list
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Bosspauiaer:

Maccus ¢ rajepesiMu, JUist KaxK/10if 13 KOTOPOH BO3BpaInaercs uMsi (name) u KojmmdectBo o0bekToB (faces).

Mpumep

3anpoc

curl -D - -s -X POST http://localhost:8101/v2/galleries/list

OTBer

HTTP/1.1 200 Ok

Content-length: 42

Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)
Connection: keep-alive

{
"results": [
{
"name": "testgal",
"faces": 2
}
]
}

Mony4enue nucopmauymm o ranepee

POST /v2/galleries/get/:name

Bo3sspawaer:

e HTTP 200 u cioBapp ¢ mapamerpaMu rajepen B CiIydae ycIexa.

e HTTP 404 ¢ onucanuem ommOKY, €CJIU TaJIEPer C TAKUM MMEHEeM He CYIIECTBYeT.

e HTTP c ornmuunasiMm ot 200 craTycoM ¥ onucaHue onMOKU B TeJie B CIydae HeyIadn.
Mpumep

3anpoc

curl -D - -s -X POST http://localhost:8101/v2/galleries/get/testgal

HTTP/1.1 200 Ok
Content-length: 11
Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)

(continues on next page)
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Connection: keep-alive

{"faces":2}

CospaHue ranepen

POST /v2/galleries/add/:name

Bo3Bpauaer:

e HTTP 200 u mycroe Tesio B cirydae ycrexa.

e HTTP c ommmanbim or 200 craTycoM U OommcaHue OMMUOKU B Tejle B CIydae HeyIadu.
Mpumep

3anpoc

curl -D - -X POST -s 'http://localhost:8101/v2/galleries/add/123"'

OTBer

HTTP/1.1 409 Conflict

Content-length: 57

Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)
Connection: keep-alive

{"error":{"message":"gallery already exists","code":409}}

YpaneHue ranepem

POST /v2/galleries/delete/:name

Bo3sspauwaert:

e HTTP 200 u myctoe Tesio B caydae ycrexa.

e HTTP c ornmmunasiM ot 200 cTaTycoM ¥ onucaHue onmOKU B TeJie B CIydae HeyIadu.
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Mpumep

3anpoc

curl -D - -X POST -s 'http://localhost:8101/v2/galleries/delete/123"

OTBer

HTTP/1.1 204 No content

Content-length: 0O

Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)
Connection: keep-alive

3.3.10 BknroyeHune 3almnTbl NEpCcoOHasibHbIX AAaHHbIX

B FindFace Multi peayin3oBana 1ojiepKka 3aKOHOB, CBSI3aHHBIX ¢ 00pabOTKOI IMepCOHAJIBHBIX JIAHHBIX (-
suveckux jul, (GDPR u ananoruussie).

st Toro 9To0bI TPUMEHUTH K CHCTEME 3AIUTY MEePCOHATBHBIX JAHHBIX, BHITOJHATE CJIEIYIONNE JeCTBUS:

1. Orkpoiite daitr kordurypanun /etc/findface-security/config.py.

sudo vi /etc/findface-security/config.py

2. OrkmrounTe coxpaneHnue coobiTuii 6e3 coBnajennii, ycranosus ' IGNORE_UNMATCHED': True.

FFSECURITY = {

# do not save unmatched events (GDPR support)
'IGNORE_UNMATCHED' : False,

3. st coObITHil ¢ COBIAJEHUSIMU BKJIIOUYNTE PA3MBITHAE B ITOJTHBIX KaJIPaX BCEX OOBEKTOB, JJId KOTOPBIX
coBITaieHnsT He ObLan Halimensl. /s sroro ycranosure 'BLUR_UNMATCHED_OBJECTS: True. Ilpm xe-
JIAHUU BBl MOYKeTe U3MEHUTHh YCTAHOBJIEHHOE TI0 YMOJIIAHUIO JIJIs JJAHHBIX KaJapoB KadecTBo JPEG.

FFSECURITY = {

# blur all unmatched objects on the full frame of the matched event (GDPR,

—support)
'BLUR_UNMATCHED_OBJECTS': False,

# full frame jpeg quality when BLUR_UNMATCHED_OBJECTS® is enabled

(continues on next page)
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'BLURRED_FULLFRAME_JPEG_QUALITY': 85,

4. BriounTe pa3MbpITHE Ha cudeocmene BCeX OODbEKTOB, /Il KOTOPLIX COBIAJIEHUSI He Obl-
gn  Haiinenel. ga storo ycramosuTe "gdpr": True B cexkmum FFSECURITY_UI_CONFIG ->
available_video_wall_features.

FFSECURITY_UI_CONFIG = {
"available_video_wall_features": {

"gdpr": True

5. Ilepezamycrure findface-security.

sudo systemctl restart findface-security.service

CmMm.Tak>xke:

Budeocmena

3.3.11 AyteHTudukaumsa no ceptucpukatam Kpuntollpo

IIo ymomyanuio BXox oJib30BaTe el B CHCTEMY OCYIIECTBJISIETCS 110 JIOTUHY U naposo. [Ipn neobxomnmocTn
MOXKHO BKJIFOUATH ayTeHTuduKaImio 1mo ceprudukaram Kpumrollpo.

B atom paspene:

e Hacmpotiixa aymenwmugpurayuu no cepmugpuramanm Kpunmollpo

o 3(12]71]37{(1 cepmu@mama NOoADB306ANENA

Hacrtpoiika ayrentudmkaummn no ceptudpukaram Kpuntollpo

st macTpoiiku ayrentudukanuu mo ceprudukaram Kpunrollpo BoimomnuTe cieayomme 1eficTBUs:

1. Barpysure Ha ceppep FindFace Multi apxusbt KpunrolIpo CSP 4.0 myist Linux (x64, deb) u Kpunrollpo
OUIT SDK 2.0 Linux x64.

2. Pacnaxyiite 3arpyKeHHbBIE aPXUBHI.

3. U3 nupexkropum /opt/findface-security/lib/python3.6/site-packages/ffsecurity_cproauth
3anycTuTe cKkpunr build. sh.

chmod +x build.sh
sudo ./build.sh

ITo TpeboBanMIO CKpHUIITA YCTAHOBUTE HOMOJTHUTEIbHBIE deb-TTaKeThl U3 pacakOBaHHBIX APXUBOB.
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Please install 1lsb-cprocsp-devel from CryptoPro CSP ( https://www.cryptopro.
—ru/products/csp/downloads )

apt install lsb-cprocsp-devel

4. Orkpoiite aitsr kouduryparuu findface-security.

sudo vi /etc/findface-security/config.py

5. HobaBbre,/packKOMMEHTUDYIITE CJIe/IyIolue HACTPORKM:

UVICORN_SETTINGS = {

'proxy_headers': True

# ======= (ryptoPR0O authentication =======

INSTALLED_APPS.append('ffsecurity_cproauth')

REST_FRAMEWORK [ ' DEFAULT _AUTHENTICATION_CLASSES'] = [
'ffsecurity.auth.TokenAuthentication',
'ffsecurity_cproauth.auth.CryptoProOrTokenAuthentication'

6. Ilepezamycture findface-security.

sudo systemctl restart findface-security.service

Ha stom nacrpoiika ayrenrudukannn o ceprudpukatam Kpumnrollpo 6ymer 3asepimera. MoKHO TPUCTYIIATD
K 3arpy3ke cepTugUKaTOB B CUCTEMY.

3arpy3ska ceptucumkarta nonb3osarens

st Toro 9TOOBI 3arpy3uTh CEPTUMUKAT MOJB30BATE/IS B CUCTEMY, BBIIIOJIHUTE CJIEIYIOMINE IefiCTBUSA:

1. Ilepeitmure Ha BKIaAKy Hacmpotixu. Beibepure [oavzosamenu.
2. OTkpoiiTe KAPTOYKY HOIB30BATEJIS.

3. Haxxwmure Jlobasums cepmugduram.
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[naBa 4

PykoBofcTBO no nHTerpauny

Jannas riaBa mocBsitiena Bo3MoxkHOcTsM uHTerpanuu ¢ FindFace Multi. Jlnsa waTerpanuu cBoeit cucremsr
ncnonb3yiite HTTP API u Be6-xyku. Takxke obparure BHUMaHKME Ha CIIMCOK HAIIMX I'OTOBBIX MHTErpaIuii ¢
[IAPTHEPAMU.

4.1 HTTP API

Tlonpo6uast unrepakrusHas gokymentanus HTTP API FindFace Multi goctynna mociie yCTaHOBKH IO a1-
pecy http://<ffsecurity_ip:port>/api-docs. Uzyuaiire u mpobyiire.

Cosert: JloKyMeHTaIMIO TaK»Ke MOXKHO HaiiTu B BeO-uHTEp(eiice, mepeiijis B MeHIO 110 myHKTaMm Hacmpotiku
-> Jokymenmayus APL

4.2 Bebxyku

Bor moxkere nactponth FindFace Multi myis aBroMaTmdeckoit oTHIpaBKU yBEIOMJIEHUNH 00 OIMpPeIeIeHHbBIX
COOBITHSIX, SMU30/IaX, 3aKUCAX cueTdnKa Ha 3a7anublii URL-anpec. s aToro cosmaiite n HacTpoiiTe BEOXYK.
IIpu HaCTYIUIEHAM HYKHOTO COOBITHs/3nm30/a,/3anucu cuerunka FindFace Multi ornpasur HTTP-3anpoc
na URL-azpec, ykazaHHblil B HACTPOHKAxX BEOXyKa.

Bebxyku MOXKHO MCIOJIB30BATD JIJIsI PEIeHnsT PA3HOOOPA3HDBIX 3324, HAIPUMED, /I YBEIOMJIICHHUS MOJIb30-
Baresisd 00 OIpeIesIEHHOM COOBITHH, BBI30BA OIIPEEIEHHBIX JIEHCTBUIl Ha II€JIEBOM BeO-caiiTe, IPHU PeNIeHun
3a/1a9 OE30TIaCHOCTH, TAKUX KaK Y/JAJIEHHOE aBTOMATHYECKOe yIIPaBJIEHHE JOCTYIIOM U JIp.
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B atom pasgene:

e Hacmpotixa ecbxyxa

e Kax pabomaem eebTyx

e [Todpobnwe darnwe 6 seozyrax (Verbose)

4.2.1 Hactpoiika Bebxyka

Baxxno: [l cozmanus BeOXyka HEOOXOIUMBI IIpaBa aIMIHUCTPATOPA.

ITpumeuanue: st TOro 9T0OBI UCHOIB30BATH BEOXYKM, 003aTEIbHO YKAXKATE [0 KPailHell Mepe OIUH U3
napamerpoB SERVICE_EXTERNAL_ADDRESS /EXTERNAL_ADDRESS B duaiise /etc/findface-security/config.

py.

s co3manus BeOXyKa BBITOJTHUTE CJIEIYIOIINE TEeHCTBYS:
1. Ilepeitmure Ha BIaAKy Hacmpotixu. Boibepure Bebxyxu.

2. Haxxmure +.

Hacrtpoiku Bebxyku

OBHble
BHeLHWiA Bra

Ponu

Bebxykun

3. Bsemure umsa BeOXyKa.
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CozpaTtb Bebxyk

4. YkaxkuTe aJipec, Ha KOTOPBIit OYIYT OTIPABIATHCS OIOBEIIECHUSI.

5. BbI MOKeTe OTIIPABIATH YBEJOMJIEHUS B TAKETHOM PEXKUMeE. Y KayKUTe MaKCUMaJIbHOE KOJTMYECTBO yBe-
gomiteHnit B makere. akTrdeckoe KOJIMIECTBO MOXKET OBITh MEHBIITHM.

6. YKaxXnuTe MaKCHUMAaJIbHOE KOJUIECTBO MOIBITOK OTIIPABUTD yBeJAoMIenne. IHTepBas MexK 1y HOMBITKAMEI
YBEJIMYUBAETCS IKCIOHEHITMAIBHO ¢ MakcumMyMoM 100 cekyHI.

Baxkuo: [l Toro 4robbl moyduTh BCe COODIEHUS] ¢ MOMEHTa, IOTEPU COEIMHEHNs, €CJIM OHO MMeeT
MecTO, ycranoBuTe 3Haderue 0. YcranoBure 1, 4TOOBI IPOIIYCTUTH CTAPHIE COODIIEHNUS.

7. FindFace Multi Oymer aBroMaTnvecKu OTIIPABJISATE OIOBEINEHUs] O COOBITHUSIX, IMU301aX U TOKA3AHUSIX
CUYETUYNKA, YJIOBJETBOPSIOMNX 3aJaHHbIM (uibTpaM. OuibTpoBaTh COOBITHST MOXKHO IO CJIEILYFOIIAM
rmapaMeTrpaM:
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CobbiTusa pacnosHasaHus (nvuo, cunyaT, aBTomMobub):

allowed_bs_types: peoicum omceaescusanus 00sekmos na 6udeo, BO3MOXKHBIE 3HAYEHUS:
overall, realtime.

camera_group_in: id rpynnsl Kamep, IUCIIO.

camera_in: id Kamepsbl, 9uCIIO.

matched_lists_in: id cimcka HAOJIOAEHUS, YUCTIO.
matched_dossier_in: id coBmasIero mocke, HUCIIO.

matched: craryc cobbITus coBnanerue (true uiau false), JOrUIECKUIL.

conf idence_gte: MUHUMaJIbHOE 3HaAYE€HUE YBEPEHHOCTU aJITOPUTMA, YUCJIO.

Anu3oabl:

allowed_types: cTaTyc SMU30/1a, BO3MOXKHBIE 3HAUEHNUS: OTKPBITHE 31302 (episode_open), J10-
GaBJeHre HOBOIO COOBITHsI B 31n307 (episode_event), 3akpbiTue s1u3o0/a (episode_close).

camera_group_in: id rpynmsl Kamep, 9ucIIo.

camera_in: id KaMepbI, 9uUCIIO.

matched_lists_in: id cuncka HaOJIIOIEHMSI, YNCIIO.

matched: craryc coObiTust coBnafenue (true nian false), JOrHIECKU.
events_count_gte: MUHIMAJIbHOE KOJUIECTBO COOBITHI B SMM30/IE, UCIIO.

events_count_lte: MaKCHMAJbHOE KOJMYECTBO COOBITHI B SIMU30/€, UNCJIO.

CueTuuknu:

counter_in: id cueTunKa, IUCIO

camera_group_in: id rpynnsl Kamep, IUCIIO.

camera_in: id KaMepbl, 9UCIO

faces_gte: MUHMMAaJIbHOE KOJUYECTBO JIAI] B 3aIllACU CYCTYIUKA, YUCJIO.

faces_lte: MaKCIMAJJIbHOE KOJUYIECTBO JIUIT B 3aIICU CUETINKA, THCJIO.
silhouettes_gte: MUHMMAJIbHOE KOJIMIECTBO CUJIY9TOB B 3allUCU CUETUINKA, YUCJIO.

silhouettes_lte: MakCcUMaJIbHOE KOJMYCCTBO CUIYITOB B 3allUCUA CYETUUKA, YHUCIIO.

"face_events": {

"allowed_bs_types": [
"overall",
"realtime"

1,

"camera_group_in": [],

"camera_in": [],

"matched_lists_in": [],

"matched_dossier_in": [],

"matched": true,

(continues on next page)
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"confidence_gte": 0.75
}a
"body_events": {
"allowed_bs_types": [
"overall",
"realtime"
]:
"camera_group_in": [],
"camera_in": [],
"matched_lists_in": [],
"matched_dossier_in": [],
"matched": true,
"confidence_gte": 0.75
3,
"car_events": {
"allowed_bs_types": [
"overall",
"realtime"
1,
"camera_group_in": [],
"camera_in": [],
"matched_lists_in": [],
"matched_dossier_in": [],
"matched": true,
"confidence_gte": 0.75
3,
"episodes": {
"allowed_types": [
"episode_open",
"episode_event",
"episode_close"
1,
"camera_group_in": [],
"camera_in": [],
"matched_lists_in": [],
"matched": true,
"events_count_gte": O,
"events_count_lte": 999
}:
"counters": {
"counter_in": [],
"camera_group_in": [],
"camera_in": [],
"faces_gte": 1,
"faces_lte": 100,
"silhouettes_gte": 1,
"silhouettes_1lte": 100

Baxkno: llcnonbs3yiiTe TobKO GUIBTPHI, COOTBETCTBYIOIINE 11€J11 onucKa. iis BbIKTIOUeHns GUIbTpa
yaanure ero u3 pebxyka. He ocrasiasiite dunbrp nycreim ([1), mockonbky B 9T0M ciaydae GuibTp
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BEpHET IIyCTOHU pe3ysibTarT.

IIpumeuanne: [ljis mosyuenns BcexX OMOBEINEHMIT epegaiiTe CKOOKN 06e3 BIIOXKEHHBIX (DUIBTPOB:

{3

Coset: Ilpumep Nel. ITomyuenune ormosemnennit 060 BCeX COOBITUSIX:

{ "events": {} }

IIpumep Ne2. Tlosy4uenue omoserennit 06 OTKPBITUU IMU300B C COBIAICHUSIMA B JTOCHE:

{ "episodes": { "allowed_types": ["episode_open"], "matched": true }}

IIpumeuanme: Bbl MoxkeTe 33/1aTh HECKOJILKO 3HAYEHNN B (DUIBTPAX C KBAJIPATHBIMEU CKOOKaMu. B
9TOM CJIy4dae BeOXyK Oy/1eT aK THBUPOBATHCS IIPY COBIIAJIEHUN OJIHOTO U3 3HadYeHui puabTpa. B npumepe
HIUZKe BbI OyJ1eTe OMOBEMIEHbI O COOBITUH C TPyIIbl Kamep 1 uiau 3, ecau coBnasio jocke ¢ id 12 maum 25.

{
"events": {
"camera_group_in": [1, 3],
"matched_dossier_in": [12, 25],
},
}

8. IocraBbre ditaxkor AxmusHviil.

9. Haxxmure Coxpanums.

4.2.2 Kak paboTtaeT Bebxyk

st TecTupoBanus paboThl BeOXyKa MOXKHO UCIIOJIb30BaTh CJIEIYIONINI IPOoCcTOoit BeO-cepBep Ha Python, obec-
[TeYNBAIONIUI 3aXBAT OTIPABJIEHHBIX BEOXYKOM OITOBEIIEHU O COOBITUSIX:

from pprint import pprint
from aiohttp import web

async def handle(request):

app

pprint(await request.json())
return web.Response(status=200)

web.Application()

# for atohttp v 3.z
# app.add_routes([web.post('/', handle)])

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

# for atohttp v 2.z
app.router.add_post('/', handle)

web.run_app(app, port=8888)

Baxkno: Vcnonb3yembiit BaMu cepBep-JIOBYIIIKA OIOBEIIEHU 10 BEOXYKY TOJI2KEH BO3BpaInarh orserT HTTP
200 mocse mosryuenus BeOxyka or FindFace Multi, mo amasorun ¢ mpuMepoM BBITIIE.

Ecan g Bebxyka He 3aJ1aHO HU OJHOrO (BWILTPA, JAHHBIH BeO-cepBep OyIeT IMOIyYaTh OIOBEIIEHUS O
KaXKJIOM IIPOU3O0IIEIIIEM B CHCTEMe COOBITUH, 3U30/e U 3anucu cuerdnka. OIMOBeIeHns OTIIPABIAIOTC B
cremytomeM hopMaTe:

o CobnTre pacIO3HaBaHWA JHIA

CobnTHe pacIo3HaBaHUA CHIYy3Ta

o CobnTre pacno3HaBaHUA aBTOMOOMIA
o (TKpHTHE 3IM30Ja

e 3axpHTHE 3MU30Ma

® 3amuch CUeTUUKA

s mpocmotpa craryca ornpaBku Bebxyka B FindFace Multi BeimosiHuTe Ciieyontyo KoMaHLy:

sudo journalctl -u findface-security.service | grep 'Webhook'

OTBert B cny4yae ycnexa:

May 30 14:13:43 ffsecurity[12441]: INFO [Webhook(id=6) worker (type=face_events]
—<queue: 0> Sent batch(len-1, type-"face_events"): ['4355024961160384430']

May 30 14:13:43 ffsecurity[12441]: INFO [SC:0QSrsPV9] [Webhooks manager-38bch]
—Processing message(type="face_events:event_created"). Consumer reception delta: O.
—003450

May 30 14:13:43 ffsecurity[12441]: INFO [Webhook(id=6) worker (type=face_events]
—<queue: 0> Sent batch(len-1, type-"face_events"): ['4355024961658847580"]

May 30 14:13:44 ffsecurity[12441]: INFO [SC:JtRz2Vuo] [Webhooks manager-38bch5],
—Processing message(type="face_events:event_created"). Consumer reception delta: O.
—001263

May 30 14:13:44 ffsecurity[12441]: INFO [Webhook (id=6) worker (type=face_events]
—<queue: 0> Sent batch(len-1, type-"face_events"): ['4355024962087522421"']

May 30 14:13:44 ffsecurity[12441]: INFO [SC:9AnzRJwU] [Webhooks manager-38bc5]
—Processing message(type="face_events:event_created"). Consumer reception delta: O.
—001691

May 30 14:13:44 ffsecurity[12441]: INFO [Webhook (id=6) worker (type=face_events]
—<queue: 0> Sent batch(len-1, type-"face_events"): ['4355024962355957878"']
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OTBert, ecnn nonbiTka OblNa HeyaayHOI:

May 30 14:18:49 ffsecurity[12441]: INFO [SC:sp34rVQR] [Webhooks manager-38bch]
—Processing message(type="face_events:event_created"). Consumer reception delta: O.
—001376

May 30 14:18:49 ffsecurity[12441]: WARNING [Webhook(id=6) worker (type=face_events]
—<queue: 0> Error sending webhook: Cannot connect to host 127.0.0.1:8888 ssl:None
— [Connection refused]. Attempt 1 out of 10. Next attempt in 0.270 seconds.

May 30 14:18:50 ffsecurity[12441]: WARNING [Webhook(id=6) worker (type=face_events]
—<queue: 0> Error sending webhook: Cannot connect to host 127.0.0.1:8888 ssl:None
— [Connection refused]. Attempt 2 out of 10. Next attempt in 0.729 seconds.

May 30 14:18:50 ffsecurity[12441]: INFO [SC:zUhLHNxN] [Webhooks manager-38bc5]
—Processing message(type="face_events:event_created"). Consumer reception delta: O.
—001368

May 30 14:18:50 ffsecurity[12441]: INFO [SC:1Q66tcUS] [Webhooks manager-38bc5]
—Processing message(type="face_events:event_created"). Consumer reception delta: O.
—001386

May 30 14:18:50 ffsecurity[12441]: WARNING [Webhook(id=6) worker (type=face_events]
—<queue: 2> Error sending webhook: Cannot connect to host 127.0.0.1:8888 ssl:None
— [Connection refused]. Attempt 3 out of 10. Next attempt in 1.968 seconds.

May 30 14:18:52 ffsecurity[12441]: WARNING [Webhook(id=6) worker (type=face_events]
—<queue: 2> Error sending webhook: Cannot connect to host 127.0.0.1:8888 ssl:None
— [Connection refused]. Attempt 4 out of 10. Next attempt in 5.314 seconds.

May 30 14:18:55 ffsecurity[12441]: INFO [SC:5k16zGrF] [Webhooks manager-38bch],
—Processing message(type="face_events:event_created"). Consumer reception delta: O.
—001542

May 30 14:18:58 ffsecurity[12441]: WARNING [Webhook(id=6) worker (type=face_events]
—<queue: 3> Error sending webhook: Cannot connect to host 127.0.0.1:8888 ssl:None
— [Connection refused]. Attempt 5 out of 10. Next attempt in 14.349 seconds.

4.2.3 MoppobHble paHHble B Bebxykax (Verbose)

Ilo ymoganuio omoBerenns Mo BeOXYKY COJAEPKAT TOJBKO UACHTH(MUKATOPHI TAKUX CYITHOCTEH, KaK JI0Che,
CIUCKU HabJIFOJIEHUsI, KAMePhl U Ipymibl Kamep. [ljist Toro 9robsl mosydarh moapoOHYI0 MHMOPMAIUIO 110
JIAHHBIM CYIIHOCTSIM, BKJIIOUUTE TOAPOOHBIH PEXKUM ONOBeIeHuii 10 BedxykaM (pexkum verbose).

s sroro orkpoiite daitn koudurypanun /etc/findface-security/config.py u ycTaHOBUTE B HEM
'VERBOSE_WEBHOOKS': True:

sudo vi /etc/findface-security/config.py

FFSECURITY = {

# send serialized dossiers, dossier-lists, camera and camera groups in webhooks
'VERBOSE_WEBHQOOKS': True,

B mompobroM pexkumme omoBerteHus Mo BeOXYKY UMEIOT Cjemyromnuit (popmar:

e Cobrrre pacnosHaBauume juna (verbose)
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CobuTue pacnosHaBaHme cunysTa (verbose)

CobriTHe pacmo3HaBaHue aBToMobuinsa (verbose)

OrkpuTue snusoza (verbose)

3akpuTHe snusoza (verbose)

3amuck cueTuuka (verbose)

4.3 WNHTerpauunn c napTHepamm

4.3.1 Genetec Security Center

Wurerpanust FindFace Multi ¢ nporpamvasiv kKoMminiekcom Genetec Security Center mossosisier 106aBJisiTh
(BYHKIMOHAJI PACITO3HABAHUS JIUIL B CUCTEMBbI Oe3onacHocTu Ha Oaze Genetec.

Hacrpoiika nHterpayun

WNurerpanus ¢ Genetec Security Center peasmsyercsi depes mrarna findface-genetec. Ilo ymosrganuio
MJIardH OTKJIIOYEH.

Ilepen macTpoiikoit maTerpanun wa cropore FindFace Multi pazsepuuTe mporpammuoe obecrieaenne Genetec
Web SDK u Media Gateway u cozpmaiire B Genetec Security Center omoserienue Alarm, kotopoe Oyjer
oTobpazkaThbcs mpu Hactymiennu B FindFace Multi cobbiTust pacimo3HaBaHus JIUIA.

Baxxno: /[lnsa Toro urobn murerpanusa Genetec-FindFace paborasa, BaM Takzke IIOHAI00UTCsST Tprobpe-
CTH COOTBETCTBYIOILYIO junen3uio y Genetec (Homep no karasory sunensuii GSC-1SDK-Ntech-FindFace) u
akTuBHpoBaTh ee B Genetec Security Center.

Description Quantity

Yersion 5.8 1

GSC Omnicast Enterprise Package which includes: Archiving and Auxiliary Archiving support, Media Router, Audio, Re mote
Security Desk, Camera Sequences, Camera Blocking, Camera Dewarping, Hardware Matiix Support, Time Zone, Edge
recording and trickling, Keyboard and Joystick Support, Max. 300 cameras per Archiver / 100 cameras on the Directory
machine

Genetec Security Center (G5C) Base Package - Yersion 5.8 which includes: 1 Directory, 5 Security Desk client connections
(incl. Web Client), Plan Manager Basic, Alarm Manage ment, Advanced Reporting, System Partitioning, Zone Monitoring,
10 Modules Support. Email Support, Macros Support (actual macro

GSC-
Base-5.8

CI5E- 1 camera connection
E-1C
GSC-
AMobilel

One (1) Genetec Security Mobile app connection Supported only with GSC Mobile

One (1) Genetec SDK connection for Ntech with FindFace

FindFace
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B atoir rnase:

Hacmpotixa Genetec Web SDK u Media Gateway
o (Cosdanue onosewenus 6 Genetec Security Center

Bxarouernue unmeepayuu Genetec ¢ FindFace Multi

e Hacmpotixa mouex docmyna ¢ FindFace Multi

o mnopm xamep us Genetec Security Center

o (Coszdanue cnuckos nabaodenus u docve 6 FindFace Multi

Hacrtpoiika Genetec Web SDK n Media Gateway

s toro urobsr paseepayTh Web SDK, ucnosbsyiite IIO Genetec Config Tool. derasu macrpoiiku mpu-
BeJieHbl B oUIUAIBHON ciipaBounoil mokymentaruu Security Center Administrator Guide -> Chapter 52:
Role Types -> Web-based SDK configuration tabs.

' System B Video / Alarms
® General settings * Roles EH Schedules @1 Scheduled tasks % Macros Output behaviors I8 < Web-based SDK

hd m =} =

Identity | Properties | Resources

B Health Monitor
Map Manager

p Manag
® Media Gateway Streaming port: | 45

“ Media Router
Base URE | WebSdk
Report Manager
- Webh-bacedSDK | <l
DL L Y Use S5L connection: o

Zone Manager

=4 Addanentity 2 Delete 4% Maintenance ~

st Toro urobnr passepuyTh Media Getaway B Genetec Config Tool, 03HAKOMBTECH € COIEPKAHUEM TJIABBI
Security Center Administrator Guide -> Chapter 24: Video Deployment.
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® System = Video ) Mams /. Network view

® General settings 5 Roles Schedules @R Scheduled tasks $ Macros Output behaviors < . ? Media Gateway

= ] <} L
Identity | Properies | Resources

Start multicast addr

Media Router
B Report Manager
wx Web-based SDK Sample URL:

User authentication: (I

% Admin
%9 ntech

Listening port: | 654

Zone Manager

Use the default web ports of the

Web address:

= Addanentity ) Delete ¥ Mainterance =

Baxkno: VY06emurech, uTo daiipBos HacTpoeH takuMm obpazom, uaro moptel WebSDK u Media Gateway

OCTAIOTCA OTKPBITBIMMU.

Cozpanue onoseuweHns B Genetec Security Center

Cospaiite u macrpoiite HoBoe onoserenne Alarm B Genetec Config Tool, pykoBojcTBysich pasjesnom Security
Center Administrator Guide -> Chapter 48: Alarms -> Creating Alarms.
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# Config Tool . ] = Video

& Alarms

© Aarms "= Monitor groups iy o ntech test alarm

Priority: [1 3; highest (T

Recipients:

Broadcast mode:

Attached entities:

ption:

Content cycling:

= Mlarm  * 2 Delete ¥ Trigger alamm

Recipient
% ntech
% Admin

% Administrators

All at once

+

Playback

Live

Playback

Live and playback
Live and still frames

Still frames

Network view

=] =
Identity | Properies | Advanced

lowest

A Play|s = } sec. before alarm

lopy configuration tool = Audit trails

Coset: Ha Bkianke Properties BeiOepute Ty OmIuio orobparkenusi Bujeo Video display option, koropas B
HanbOJIBIIel CTEeIeHn COOTBETCTBYeT BamuM HyxKmaaMm. ocrymnse ommun Live, Playback, n . m.

Coser: JIjist Toro 4Tobbl aKTUBUPOBATE onepaluu ¢ onoseniearneM Alarm Procedures u aBTonoBopor Bujeo
HEITOCPE/ICTBEHHO BO BCILIBIBAIOIIEM OKHe omoBemteHus, Bkaounte Content cycling.

IIpu HacTpoiike nnrerpamnuu Ha cropore FindFace Multi Bam moTpebyercst BBecTn jiormdeckoe id omoBereHnst,
KOTOpOe 3a/1aeTcsl Ha BKJIajke Identity.
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# Config Tool . [ ™ Video e " Network view
© AMarms "= Monitor groups i © ntech test alarm

(=] =
Identity | Properties

Type: Alarm
kon: & -
Name: | ntech test alarm

Description:

* ntech test alarm
» ¥ Redpients

» A Actions

=k Alarm v ) Delete  ® Triggeralarm ¥/ Forcibly acknowledge all slarms P Copy configurationtool = Audit trails

Bkntouenune unrerpayumn Genetec 8 FindFace Multi

st Toro urobsl akTuBupoBarTh nHTErpanuto Genetec B FindFace Multi, BeirosiHuTe Ciieyronue 1eicTBUS:

1. Bxmounte trarnn findface-genetec. [lima  sroro  orkpoiite daitn  koudwuryparun -/
etc/findface-security/config.py u PacKOMMEHTHUpy#Te CTPOKY INSTALLED_APPS.
append (‘ffsecurity_genetec’). Yoenurech, 9TO IO KpailHeil Mepe OIH U3 CJIELYIONNX IapAMETPOB
3anan: SERVICE_EXTERNAL_ADDRESS mymm EXTERNAL_ADDRESS.

sudo vi /etc/findface-security/config.py

# SERVICE_EXTERNAL_ADDRESS 1is priorittized for FFSecurity webhooks and Genetecy
—plugin.

# EXTERNAL_ADDRESS is used instead tf SERVICE_EXTERNAL_ADDRESS is mot provided.

# You must provide either SERVICE_EXTERNAL_ADDRESS or EXTERNAL_ADDRESS in order

# to be able to work with FFSecurity webhooks and Genetec plugin.
SERVICE_EXTERNAL_ADDRESS = 'http://127.0.0.1'

# EXTERNAL_ADDRESS 1s used to access objects created inside FFSecurity via externaly,
—links.

EXTERNAL_ADDRESS = "'

# FINDFACE SECURITY PLUGINS

# Uncomment lines below to enable plugins. Please consult documentation for
# a plugin specific settings.

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

# =============== (enetec ================
INSTALLED_APPS.append('ffsecurity_genetec')

2. Ilepenecutre cxemy 6a3bl manubix n3 FindFace Multi B PostgreSQL u 3aHOBO cO3/iaiiTe IPYIIIIBI I0JIb-
3oBaTesei ¢ NPedyYcmanoGAeHHbLMY TPABAMHA.

sudo findface-security migrate
sudo findface-security create_groups

3. Ilepezamycrure findface-security.

sudo systemctl restart findface-security.service

Hacrpoiika touek gocryna B FindFace Multi

st Toro urobbl ycraHoBuTh coeaunenue mexk iy FindFace Multi u Genetec Security Center, BoimoJiHuTe
caenyomue neicTBus:

1. Tlepeitaure Ha BRIaAKY Hacmpotixu. Beibepure Genetec.

Hacrtpoiku genetec

Kondurypaums

Cepeep

Media

2. B cekmusax Cepsep u Media, yrkaxure nacmpotku todek moctyna Web SDK u Media Gateway.
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Baxkno: ITlopret WebSDK u Media Gateway mo0/izKHBI OBITH OTKPBITHI.

3. B cekmun guilabel:Ids ykaxkure sozuveckuti id onoBemenusi Alarm, KOTopoe OymeT 0TOOpaxKaTbCsd B
Genetec Security Center npu nacrymiennn cobbitus pacrno3nasanus juia B FindFace Multi.

CoXpaHuTh

4. Haxmure Coxpanums. Ecan coenunenne ¢ Genetec Security Center ycremno ycTaHOBJIEHO, CTaTyC
Oyzmer aBToMaTndecku m3MeneH Ha Ckonduzypuposan.

NmnopTt kamep n3 Genetec Security Center

Kak tosmbko coemuuenme ¢ Genetec Security Center ycraHOBIEHO, MOXKHO WMIIOPTHPOBATH Kamepsbl. st
sroro BeibepuTe Kamepv, Ha BKIajke Genetec u Haxkmure Mmnopm.

Genetec Settings

Cameras

Import Cameras

Import

JanHoe pneiictBue co3mact 2pynny kamep Genetec, BRIIIOYAIONIYIO B cebst Bce Kamepbl u3 Genetec Security
Center.

Camera Groups

Iy Toro 9To0BI TOCMOTPETh CIMCOK Kamep, Ha maxean Hapuranun FindFace Multi mepefiqure Ha BRIAIKY
Kamepwv. it TOro 9100BI UCKIIIOYUTH KAMEPY M3 PACIO3HABAHUS JIUIL, IPOCTO JIE3AKTUBUPYITE €e B 9TOM
CIIUCKE.
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Co3paHnune cnuckos Habnogenns n pgocbe B FindFace Multi

Tlocie macTpoiiky TOUEK JOCTyIIa W UMIIOPTA KaMep 3aBEPINTUTE WHTETPAIUIO, CO3MAB 003y Jannvir Jocve.
ITocste aToro omnoBerrennst 0 COOBITHSAX PACIIO3HAHUS JIAIL OYIyT aBTOMATHYECKH OTHPABJIsSThC B Genetec
Security Center. Cm. Onosewerus ¢ Genetec Security Center.

Onoseuienusn B8 Genetec Security Center

Kazkmoe cobbiTre pacro3HaBaHus Juia ¢ Kamepbl Genetec, Jist KOTOPOIo HaiieHO 10Che, AKTUBUPYET COOT-
BeTcTByOIIEee onoselenne alarm B Genetec Security Center. Kaxxioe onosernienne, ormnpasiiennoe FindFace
Multi, cBsizbIBaeTCs ¢ KaMepO-NCTOYHUKOM COOBITHsI PACIIO3HABAHIUS JIMIIA, II0O9TOMY BbI MOXKETE Cpa3y Ke
IPOCMATPUBATH KUBOE WU apXUBHOE Bueo B 3ajade Alarm Monitoring B Genetec Security Desk. FindFace
Multi Takxke mcnosbsyer onepamuu ¢ onosemenueM Alarm Procedures mjst obecriedenns: mob3oBaTesis 10-
[TOJTHUTEIbHBIMH JAHHBIMU 110 COOBITUIO, TAKUMH KaK:

e oDHapy’KeHHOE Ha BUJEO JIUIIO

® HaliJIEHHOE MTOX0XKee JINIO U3 06a3bl JAHHBIX J0ChE

® IIMs YeJIOBeKa M KOMMEHTApHUil U3 JI0Che

® CTENeHb CXOXKecTH JuI (YBEPEHHOCTDh AJTOPUTMA B COBIIAJIEHVN )
® Ha3BaHUE CITUCKA HAOJIIOICHUS

® IIO/IHBIA KaJap

Current entity:

= 1722321711 - Camera..

O6paboTKa MOJYyUIEHHOTO OIOBEIIEHNs] O PACIIO3HABAHWS JIMIA BBITOJHSIETCsI AaHAJJOTUIHO JIPYTUM OIOBeIIe-
musim B Genetec Security Center.
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4.3.2 Axxon Next

WNurerpanus FindFace Multi ¢ nporpammubiv komiiekcom Axxon Next mozBosisieT 06pabaThbiBATh BHUJIEOITO-
TOKH U3 CUCTEMbI 6€30MacHOCTH Ha 6a3e AXXON M aHAJM3UPOBATH UX HA MPEIMET HAJWYUsl JIUIL U3 JOChE.

Baxxno: Ogun skzemiuisgsp FindFace Multi MoxkeT B3amMomeiicTBOBAThL TOJILKO C OJHUM cepBepoM Axxon

Next.

Unrerpamust ¢ Axxon Next BBIIOJIHSIETCs C HCIIOJIb30BanneM miarnia ffsecurity_axxon.

st Toro urobsr HacTpouTh nHTErpanuio ¢ Axxon Next 8 OC Ubuntu, BeIoJIHUTE Clieyolme JeficTBUsI:

1. AxTuBupyiiTe mJIaruH, packKOMMEHTHpPOBaB B aile kKoudurypammu /etc/findface-security/
config.py crpoky INSTALLED_APPS.append(‘ffsecurity_axxon’).
sudo vi /etc/findface-security/config.py
f =================================S======S==S====S=======S====S=S=====================
# FINDFACE SECURITY PLUGINS
# ==============================================================================
# Uncomment lines below to enable plugins. Please consult documentation for
# a plugin specific settings.

# =============== Jggon =====s===========
INSTALLED_APPS.append('ffsecurity_axxon')

2. B daiinie kouduryparun packommenTupyiite cexiuioo FFSECURITY->AXXON. 3amoJsiHuTEe ee Tak, Kak
MOKAa3aHO B MpHMepe HmXKe. B mapamerpe api ykaxwure agapec cepBepa Axxon Next, mo KoTopomy
FindFace Multi 6ymer obpamarbes Kk APT Axxon u 3a HLS-morokamu apxusa. B mapamerpe rtsp
yKayKuTe OOIuil CErMenT B aJpecax BH/IEOIOTOKOB AXXon. name, user, password: UMs cepsepa Axxon
Next u y4ueTHbIe JaHHBIE JJIsl JJOCTYIIA K HEMY.

FFSECURITY['AXXON'] = [
{
'name': 'server_name',
'api': 'http://example.com/',
'rtsp': 'rtsp://example.com:554/',
'user': 'user',
'password': 'password',
}
]

3. (Onuumonasbuo). Eciu B coObITHIX PACIO3HABAHUS JIULT TPEOyeTCst 0TOOPazKaTh KJIUIbI BUIEO U3 AXXOn
Next, packommenTupyiire ceknnio FFSECURITY_UI_CONFIG[‘dossier’].
FFSECURITY_UI_CONFIG['dossier'] = {

'video': True,
}

4. Coznaiire kamepel B FindFace Multi (cm. Vnpasaenue sudeokamepamu). Ilpu coznannm xkamep Bam
norpebyerca BBectn ux URL B dopmare axxon:<friendlyNameLong>, rue friendlyNameLong - mms
kaMepbl Ha cepBepe Axxon Next. /lanHoe nMsi MOYKHO ITOCMOTpPeTh B mHTepdeiice Axxon, uiau yepe3
API Axxon, BBITIOJTHUB KOMaHJIY:
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curl http://user:password0127.0.0.1/video-origins/
{
"OLOLOE-DEV/DeviceIpint.vhod_1/SourceEndpoint.video:0:0" : {
"friendlyNameLong" : "vhod_1.Vhod_1",
"friendlyNameShort" : "Vhod_1",
"origin" : "OLOLOE—DEV/DeviceIpint.vhod_l/SourceEndpoint.video:O:O",
"state" : "signal_restored"
}
}

Hnsa equncrBenHoit kKamepsl u3 npumepa Boite URL momken ObITh 3a1aH Kak axxon:vhod_1.Vhod_1.

Ha stom mHactpoiika unterpanuu Oy/iet 3aBepiinera. Kciu unrerpanus nactpoena Koppektao, FindFace Multi
OyJeT BBIMIOJIHATH IIPOBEPKY HAJMYNS JIAIL U3 J0Che B Bujieonorokax Axxon Next, a B COOBITHSIX pacIO3Ha-
BaHus Jiull OyayT 0oTobpazkaThCs Kiauibl Bugeo u3 Axxon Next (pu cOOTBETCTBYIOIIUX HACTPOWKAX).

4.3.3 Sigur

WNurerpanus FindFace Multi co CKVY/I Sigur obecrieanBaer 3HEKTUBHBI KOHTPOJIb YIIPABIEHUST JOCTYIIOM
C WCIIOJIb30BAHUEM CUCTEMbI PACIO3HABAHUSI JIHII.

B atom pasgene:

o Ocobennocmu unmezpayuu FindFace Multi u Sigur
e Vemanosra u wacmpotira FindFace Multi
e Vemanoska u wacmpotika 110 Sigur
— Yemanoska 110 Sigur
— Hacmpotika ydanrennozo nodkaovwerus x 6aze danHoir (0nyuonaivro)
— Hacmpotuixa Cepsepa Sigur
— Hacmpotixa Kauenma Sigur

— Jlobasaenue noavsosamenet

L] 1[[)()6(’[)%(1, CUHTPOHU3AUUU CUCTNEM

OcobexHocTtu nurerpauun FindFace Multi n Sigur

o HHTBI‘paLLI/IH HE IIOAIEP2KUBACT IIarnHAIUIO.

Kiment Sigur ormaer FindFace Multi Bce sinmia cpady B ogmom json. st 60b0TI0r0 KOIUYIECTBA JIHI]
910 3aHuMaer MHOro Bpemenu (10x Jiui Gostee 30 cexynn). IIpu HacTpoiike HEOOGXOAMMO yBeJHYEHUE
TafiMayToOB, a TAaK)Ke HCIIOJb30BAHUE BEPCUH CepBepa/KJIMEHTa Sigur ¢ yBEeJMYEHHBIMU TaiiMayTaMu
(>= 1.0.60.23).

e Vurerpamus He moaepKUBaeT 00pabOTKY omuboK (oTorpaduii.
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B caydae ecim ma doto 6osiee ofHOTO JnIa JuOO KAYECTBO JIMIA HUXKE TPeOyeMOro YPOBHsI, JOCHE
Oyrer cozmaBarbes 0e3 doro. [Ipu Hamuuum Ha HOTO HECKOJIBKUX JIUI[ PEKOMEHIyeTCsl UCIIOJIB30BaTh
onuuio biggest st BBIOOpa CaMOTO OOJIBIIOTO JINIA.

YcraHoBka u HacTtpoiika FindFace Multi

Yeranoska FindFace Multi He orsimuaercss or munosot.

Baxkno: Eciu Bbl HacrpamBaere MHTErpanuio ¢ yxe cyiecrsyiomeit cucremoii FindFace Multi, ybemu-
Techb, 9TO B Hell B crnucke Habmmonenns Default watch list ¢ id = 1 OTCYTCTBYIOT JIHI[A, HOCKOJIBKY IIO
YMOJTIAHUIO CHHXPOHU3AIINS JI0Che Sigur UeT ¢ JAHHBIM CIUCKOM HAOJIIOIEHUs U OH JOJI?KEH OBITh ITyCTHIM.

JlJ1si BKJIIOUEHUST MHTErPaIui ¢ Sigur BBIOJIHUTE CJIeIYIONINe JIeiCTBUS:

1.

Orkpoiite daitn kKoudurypanun /etc/findface-security/config.py u packommeHTHpYyiiTe GJIOK
mrarnaa SIGUR n 610k CUSTOM_FIELDS, Kak MOKa3aHO B IIpUMepe HIKeE.

sudo vi /etc/findface-security/config.py

fz=============== Sigup =================
# keep in mind, that SIGUR plugin also uses CUSTOM_FIELDS and THUMBNAIL_MAX_WIDTH,
—settings

INSTALLED_APPS.append('ffsecurity_sigur')

SIGUR = {

'LOGIN': 'admin',

'"PASSWORD': 'admin',

'MF_SELECTOR': 'biggest', # what to do with several faces in sigur persony
—photo; allowed ['biggest', 'reject']

'ONLY_RT_EVENTS': True, # only events with bs_type == realtime,

'EVENT_DELAY': 0.004 # minimum time between two events of same person iny
—seconds.

# If interval between two events with same person is less, than this wvalue,
—~second event will be dropped

}
FFSECURITY = {

# -- Optional parameters --

# Edit CUSTOM_FIELDS section to customize dosstier content.
# Below %s an example for integration FindFace Security with Sigur.

'"CUSTOM_FIELDS': {
'dossier_meta': {

'items': [
{
'name': 'personid',
'default': '',

'label': 'PersonID',
'display': ['list', 'form'],
'description': 'Sigur person ID',

(continues on next page)
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(mpomosKeHre ¢ NpeAbLAyIeil CTPAHHIb)

[

1,

'filters'

{

1,

"items’:

{

FHOF R R R O W W W R OR R R R R W™ W

'face_object': {

[

"field_name": "tag_name_1",
"type": "string",
"default": "change_me"

"field_name": "tag_name_2",
Iltypell'. Ilu,Lnt n
"default": 123

"field_name": "tag_name_3",
Iltypell: Ilboolll
"default": True

'editable': False

'name': 'firstname',

'default': '',

'label': 'First Name',

'display': ['list', 'form'],
'description': 'Sigur first name',
'editable': False

'name': 'lastname',

'default': '',

'label': 'Last Name',

'display': ['list', 'form'],
'description': 'Sigur last name',
'editable': False

'name': 'version',

'default': '',

'label': 'Version',

'display': ['list', 'form'],
'description': 'Sigur photo version',
'editable': False

o [

'name': 'personid',

'label': 'Sigur person ID filter',
'field': 'personid'

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

IIpuymaiire JJOrUH ¥ IAPOJIb, KOTOPBIE OYIYT KUCIOJIb30BaThCs st aBropusanuu FindFace Multi B
ITIO Sigur, u ykaxkute ux B nossx LOGIN u PASSWORD 6soka SIGUR.

B napamerpe MF_SELECTOR Toro ke 0JI0Ka yKaKnuTe, KaK JI0J?)KHA BBIIIOJHATHCsT 00paboTKa HOoTo, ecin
Ha HEeM IIPUCYTCTBYET HECKOJIbKO JIMIL: 06paboraTh camoe Gosbiioe jmno (biggest) mim OTKIOHUTD
dororpaduio (reject).

. Ilepenecure crpykrypy ocHoBHOil 6a3bl manubix 13 FindFace Multi B PostgreSQL. Jljst sroro mocra-

TOYHO BBIIIOJTHUTDH IIPUBEJICHHYIO HUZKE KOMaHIY.

sudo findface-security migrate

B BeG-unTepdeiice FindFace Multi orkpoiiTe HACTPOIKY TOM Ka.mePbL, KOTOPYIO IJIAHUPYETCS KCIIOIB30-
BaTh JJIsl pacrno3nasanus jun B uarerpanuu ¢ [10 Sigur. Ha Britajike Anaiumuka BKIIOIUTE OTIIPABKY
B I1O Sigur Bcex cobpiruii, ycranosus false jyis napamerpa Bydepunit pexum (overall_only).

Ilepesanycrure cepBuc findface-security.

sudo systemctl restart findface-security.service

YcraHoBka n Hactpoiika MO Sigur

Ycranoska MO Sigur

st ycranosku 11O Sigur BBITIOJIHUTE ClIeIyOIINEe AeCTBUS:

1.
2.

Ha caiire Sigur y3uaiire nmena deb-mmakeros jijist caMoif akTya bpHO# Bepcun Sigur.

3arpysure CKpUIIT yCTAaHOBKU sigur_install.sh B IPOM3BOJIBHBIH KATAIOr HA cepBepe (HAIpumep, B
/home/username/). 3aMeHUTE B HEM MMEHA 3aIDY?KAEMbIX I1AKETOB Ha aKTyaJsbHbIE.

Mpumep ckpunta

#!/bin/bash

#0uucmka neped ycmarnogkol

cd 7/

rm -R spnx/

mkdir spnx

cd spnx

#ns akmueayuu sudo

sudo 1s

#Ycmanoska 3asucumocmell

sudo apt update

sudo apt install -y openjdk-8-jre

sudo apt install -y mysql-server

#3a2pyska nakemoe - MSMEHUTE HMEHA HA AKTYAJIbHHE

wget https://sigur.com/dl/spnxclient_1.0.60.1-0_all.deb
wget https://sigur.com/dl/spnxserver_1.0.60.1-0_amd64.deb

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

#Ycmaroska

sudo dpkg -i spnx*
#3anyck

sudo spnxadmin &
spnxclient &

3. W3 karajora co CKpUNTOM cJeaiiTe CKPUIT UCIIOJTHIEMBIM.

chmod +x sigur_install.sh

4. BpImosmHuTEe CKPUIT.

sudo ./sigur_install.sh

Hacrpoiika yaaneHHoro nogkntoyerus Kk 6ase gavHbix (onunoHansbHo)

st HacTpoiiku 6a3bl JAHHBIX BBITIOJHUTE CJASIYIONINE AeHCTBUS:

1. BamaiiTe mapoJb st OJIB30BATENST TOOt.

~/spnx$ sudo mysql

mysql> ALTER USER 'root'@'localhost' IDENTIFIED WITH mysql_native_password BY
< 'YourRootPassword';
Query 0K, O rows affected (0.00 sec)

2. B caydae eciiu Tpebyercs 3allyCKaTh KJAUEHT Sigur Ha MallliHe U3 JIOKAJILHOI ceTu, a He ¢ localhost,
HCIIOJIb30BAHUE MTOJIb30BaTEIsA Yoot OYIeT HEBO3MOXKHBIM, IIOCKOJILKY JIJIsI HETO €CTh TOJBKO JIOKAJIbHBIH
JOCTYII.

J1st yoageHHOro MOAK/IIOYeHUs K 6a3e JaHHBIX CO3JaiTe OTIEHHOTO MOJH30BATES W MPEIOCTABLTE
eMy IIpaBa.

Huzxe npusesien npumMep cosjiaHus 1101b30BaTes skud ¢ mapojieM XxXX.

# mysql

MariaDB [(none)]> GRANT ALL PRIVILEGES ON “TC-DB-MAIN  .* TO 'skud' IDENTIFIED BY
< 'xxx!'
Query 0K, O rows affected (0.00 sec)

MariaDB [(none)]> GRANT ALL PRIVILEGES ON “TC-DB-LOG  .* TO 'skud';
Query 0K, O rows affected (0.00 sec)

MariaDB [(none)]> FLUSH PRIVILEGES;
Query 0K, O rows affected (0.00 sec)
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Hacrpoiika Cepsepa Sigur

s macrpoiiku u 3amycka Cepepa Sigur BBITIOJHUTE CJIEIYIONIAE JTeHCTBUS:

1. Orkpoiire nanesns agmuaucTparopa Cepsepa Sigur.

sudo spnxadmin

2. Cosznaiite 6a3y JaHHBIX:

1. B orkpoiBmemca okue nepeitaure Basa dannwzr -> Ilapamempou. BBeaure JIOTUH U IAPOJIL OT
0a3bl JAHHDBIX.

2. Buoibepure Tunr Cepsepa 6a3nl Janubix Brewnut MySQL.

3. Bomomnure Tecm nodkarouenus. ,ZLOJI)KH& OTO6pa31/ITCSI OIOKa HepmocTaTouno IIpaB Ha OOCTYylI
K 6ase.... DTO 3HAYUT IIOJKJII0OYeHue eCTb, HO 6asa JaHHBIX elle He CO3/1aHa.

4. Haxxmure OK.

5] ¥Nnpapnenne cepeepoM cHETeMEl Sigur = HE
CocToAanue | Ga3za faHHuix [ Hacrpoika ycrponcra

Texyuui cepeep BJj 1

Tun cepse... huemum‘i MySQLI | NapaMertpbl | 2

Bepcun opMaTa fanHBIx

Tem;uj MapaMeTpel NoAKniovenns K ceppepy 6J1 = : =
Hy»n
THN cepBepa: [BHewHmit MySQL [+
Cepend Xocr: 127.0.0.1 |
MopT: 3306 Il
@ Norum: root | |
MNapons: - |

Owwbka 0

He pocratouno npae wa gocryn k base.
HBoamoxuo, He coapana baza.

[,

I Tecr noaxmoqenn .

ﬁ OK | OTMEeHa -—

5. s cosnarust 6a3bl TaHHBIX HaxkmuTe KHONKY C6poc/Cosdarue 6asoL.

3. Ioce cosmanust 6a3bl JaHHBIX 3amycTuTe cepBepHblit Momayab 110 Sigur. [ns sroro mepeitaure Ha
BritaiKy Cocmosnue. Haxkmure kuaonky Cmapm s nyakra Cepgeprviil modyas.
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5| ¥npaeneuwe cepeepoM cucremel Sigur — — - - -
[Cumonﬂ_lg_l baza gaHnbIx | HacTpoiika ycrpoicre |
1 o

Bepcna nporpaMMiore obecnedeqna

CKV]] Sigur, sepcha 1.0.59.39.5

CocToORAHWE KOMNOHEHTOR CepRepa

Cepeep BAI:
CeppepHblil MOAY Nk H‘npl ] [ Cron |

2

I ——

Hacrpoiika Knuenrta Sigur

st macrpoiiku Kimenrta Sigur BeimostHATE Ciieryomue TeHCTBUs:

1. OrkpoiiTe naHe b KJIXEHTa Sigur.

spnxclient

2. Hob6aswre ceppep FindFace Multi B Sigur:

1. B rmasrnom memto mepeiigure Qatin -> Hacmpotiku -> Budeonabaroderue.

o Mporpauma ynpasnenns [Administrator]
@aiint Npaska Cnpaska

WakieHnTh cobBeTieHnbii napank

Hacrpofikn —— c_‘} D
YnpasneHne Mo gy nAMH

Buixom

¥ (1)

2. B orkpsiBIIeMcst okHe BbiOepuTe nocraBimka NtechLab v BBeuTe MPOM3BOIHLHOE UMl CEPBEPA.
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Pep,au‘mponanue HacTpoek
Habnogenne
BupeoHabniogenne - D
E-Mail
nepcnuan
Active Directory
Apxup
bBuomMeTpuKa
BecnpoBogHbIe 3aMKK B
YCTPORCTBA XpaHeHus 3
Mifare u BLE
30Hb! /
MNoBTOpHBIE NPOXOABLI
JONONHUTENLHBIE NApaMETpbl Robasnenne NP“PGJ‘HAEDHGHIUAEHH
Pacno3avasanne nay WMA cepBepa: hest Ld }I
HTTP{WEB} |
WEB-jenerupopanne Tun ceppepa: |NtechLab r
Maponu b
Ve

oK | ‘ Otmena

3. TTocse Toro KaK B CIUCKEe MOSIBUTCSI CePBEP, BBEMTE HACTPONKY JIOCTYIIA, KOTOPBIE BBl YKA3AIU B
daitne kouduryparnun findface-security (sno2un u naposv B 6ioke mwiarnsa Sigur). IlopT s
noctyna Sigur K cepsepy FindFace Multi - 80.

PejaKTnpoBaHne HacTpoeK |

Habnw geHue
BugeoHabniogenne ® 0O
E-Mail
Mepconan est (NtechLab) PepakrtnpoBanne
Active Directory Nmna cepeepa: |'test ‘
Apxue
BHOMeTpHKa
BecnpOBOfHLIE 3aMKH

YCTPORCTBA XpaHEHHA Appec ceppepa: 172.20.77.19

Mifare u BLE Mopt cepeepa (HTTP):
30HbI

ToBTOpHEIC NPOXO0 4L WA none3eparens: [pdmin ]

JONOAHUTENLHbIE NapaMeTpbl Naponk nonb3oparens:  *++*
PacnosHapaHue nuy
HTTP{WEB}
WEB-qenerupopaHue
Maponu
Mugukayns

Tun cepeepa:  |NtechLab [+]

NpuHeHnTs | | OTMEeHNTb

4. Haxxwmute ITpumenums.

3. Ilepetinure Ha BRIAAKy Pacnosnasanue Auy, n TOCTaBbTe (DIAKOK BKANOWUMD PACTIO3HABAHUE AUY,

Baxkuo: 3uavenue B nosie Tournocms pacnosuasarus suya (%) peKOMEHIIyeTCsl yCTaHABIIN-
BATh HIKE UJIM PABHBIM YCTAHOBJIEHHOMY B nacmpotkar FindFace Multi.
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PogaNTApOnIHRE HECTFOEK
Hulines g e wne
g e nea famio g
il
Mepoowan
Activs Dirgctony
Apoas
GHOHETRHES
ESCnponmnann Jaake
Verpaicima xpaws e
Milfare W ELE
L]
TIGEEOEHEG B0 R
J1ONG AHET ML HE S DA ENET EE
Pacnome nanis i

HTTP{wWER}
WEB-LeneTHponanEs
Mipo pem

" BEmSYHTE PATNG B ananne ang

A RCH B AR L W AR B00
MARCHEAAEHIE BECOTA KA QP £00
EiEHHHANAHLE PaB4eD NHLD B Kaape [k ]
BameH MARLHLR pamdep nags e eagpe (S ™3
TOUROCTE AT EKTEMpon SHEE nHs (%) B0
ToMHOCTh PACHOIHIBASNA ARiLa ) I
HYMHD HETATHEHME KEAPOR ROAREA, YT0fa " ROTePRTE N0 )
AeCTaTauns Hagpon BOAPSA, 0 KROTODLE “He BOTeRA0" NHILD, ANE WASHTHELI LN ]

AGCTATEYHS HINRRCERYHA NOAPEL B KOTGRME “HE NOTEREHGT NNEG, AN R eETndecagues 5000

ARTOPHTH o1 KT HEOBaHER Ny |

ARTOPHTH Bkl § o AT P KHN TOMER NHILA |

AmropuTsH P B

1) - OTHOCHTER TOMLEDS B RETRO@HSOMY PAchoaH anasni nil, Skgur.

(%]
5]
(4]
(o]
(5]

L]
1
i

el
el o4

| _'- )

[+ DT

4. TlpuBsikuTe KaMepbl K TOYKAM BXOA:

Baxkno: O6opyoBanue J0/2KHO ObITH JIOCTYITHO B CETH U 3apaHee J00aBJIEHO B Sigur.

1. Iepeiiure B TIIaBHOE OKHO IIPOrpaMMbI, BeibepuTe BKIaAKy Obopydosanue.

2. Beibepure TOUKy BX0Jia, IepeiiuTe Ha BKIaIKy Budeonabaroderue.
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| Mporpadaua ynpasneies lAdmindstrator]) o O
Pain Npassa Copaesa
~ -~
! = T 4 2 H & @ O
¢ | OSopy gonsHne
g Ill‘
' CoToamne: Her conm. |
HaCTpoEEn: i
Cemoasun | BN gEomaBno Lo e
Hamepa "na memoq" Kauepa "wa mog"
Cucrema; [mtech (NtechLab] - -
Hame,,, |entrance ‘R -
P arpeniet s Bopidusagig 8o Ny "
= ERMSHTE HLCHTHfSEague o neny
Tpid @i CFT i T i
AT GHOAH IR 1T ASETYE
HIbCT pOiEE
GET HCTTH Mowmc

3. YcranoBuTe CjeayIONne HACTPONKM:
e Cucmema: NtechLab.
e Kamepa: B COOTBETCTBUU C KAMEPOW Ha JIAHHOW TOYKe BXOJIA.

o daaxkku Paspewums sepuduraruio no auuy u Paspewums udenmuduranyuio no auyy ycra-
HOBJIEHBI.

4. Haxxmute ITpumenums.

OobasneHue nonb3osarenen

,H.TIH ,ZLO6aBJ'IeHI/IH IIOJIb30BaTeJ/IsA BBIITOJTHUTE CJICAYIOIIe JIeHCTBUS:

1. B ryraBHOM OKHe porpaMMbI iepeiinte Ha BKIAAKY [lepconan. HaxkMuTe KHONIKY + U B TOSIBUBIIIEMCST
JIMAJIOTOBOM OKHE BBeJIUTE MMs moJib3oBaress. Haxvure OK.
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[ Mperpassda ynpannewss [Adminisiraior]
waiin Npanka Copankas

E® @ Q [ |

7 [ Ofnexy
o @ Anranapr
L THT N

o

orpen: (fwerT)

LLCER

P ot

Hoasep:

Tipusee canwe:

e —
Mponyex: [Wae |- i 18 | x Cinpain
TP ANIET L (POK RERCTEHA
Tausm gocryma: [Bee Haramor: |03 Downloads »| [@][2] (=] B85

[Cimanieg

/ | Wun akna:  [manjpg

[ —— PL—— Tanki haiinos:  @aimw msobpamenni Lipg. jpeq. .qgif. .png woe  bmpl | =

Fr— TeRymioe Wecrsnonosemme | orpam | premp—

Vowa: (nemmocino]

ncxary soaae ] Ofnowmowo: (remmocao) m

2. Ilpukpernure dpororpacduio K MpoUII0 MOTH30BATEI.

Baxkno: Eciau dororpadun 6butn ciesianbl B MIOPTPETHOM PEXKIMeE, HEOOXOINMO UX MPEIBAPUTETHLHO
[IEPECOXPAHUTD B HYKHON OPHEHTAIINN.

3. Haxxmure IIpumernumo.

MpoBepka cuHxpoHU3auuM cucTem

TTocse Toro kak BbI 3arpy3uin IpoMUId IMOJIb30BaTE el B Sigur, yoeuTech, 9T0 OHM OBbLIM CUHXPOHU3UPO-
Banbl ¢ FindFace Multi. /Ijist 9TOTO BBIOSHUTE CJETyIONTNE AEHCTBUS:

1. B FindFace Multi mepeiiaure B cnimcok Habmogennsa id = 1. B HeM JO/KHBI 0TOOparKaThCsl BCE TOJIb-
3oBaTesm Sigur.

2. OrdunbrpyiiTe J0Che 110 HAJIUYNAIO JUIA. ECIu CMHXpOHU3aIsl ObLIa BBIIIOJIHEHA YCIEIIHO U BCE JIaH-
Hble BepHbBIE, HE JIOJI?KHO OBITH JI0Che 6e3 JIUII.

4.4 TMepundepuiivbie ycTpoiicTBa

CymectByer Bo3MoxkHOCTH nHTerparuu FindFace Multi ¢ mepudepuitabivmu yerpoiicTBaMu, mpeaoCcTaBIsiio-
IIUMUA KaJPhI JJIs PACIIO3HABAHUS 00bEKTOB, HAIIPUMED, C TEPMUHAJIAMI KOHTPOJIS JocTyia. B sTom ciydae
MIpU TIOJTyIeHun Kaapa oT nepudepuiinoro ycrpoitcrsa FindFace Multi 6yzeT aBTroMaTrdeckn HHUIIUUPOBATD
U3BJIEUEHNE BEKTOPA IIPU3HAKOB 00bEKTa U CO3/IaHue COObITUsA. PaboTa ¢ JAHHBIMYA COOBITASIMU BBITIOTHAETCS
10 AHAJIOTUU C COOLUMUAMLY ¢ KAMED BUICOHADJIIONCHNS.

WNurerpanus nepudepuifHbIX yCTpoicTB BoinoJHsercss depes HTTP API. Tlociae nepBUYHON HACTPOWKU
FindFace Multi BeimacT TokeH. YKasbiBaiiTe maHHBIH TOKeH B Kaxjom API-zampoce, ormpasisemom tie-
pudepnitabim yerpoiictsom B FindFace Multi, 1ro6s1 aBTOpu30BaTh yCTPOHCTBO.

st uarerparun nepudepuitnoro ycrpoiicrsa ¢ FindFace Multi BbimosinuTe ciieytoriye aeiicTBus:

274 nasa 4. PykoBogcTBo no uHterpauyum



FindFace Multi, Boinyck 1.1

1. Tlepetinure Ha BKIAIKY Kamepot.

2. Haxxkmure +.

L

/

Kamepbl

CTpanuua 1 &

}& Kamepbl

3. Ha Bknanke Hacmpotixu -> Ochogroe BBeIuTE 00IINME JaHHBIE epuepuitHOro ycTpoiicTaa:

Hasan  [106aBUTL Kamepy

OcHoBHOEe
HacTpoiiku

BupeonoTok ONVIF Edge-ycTpoicTBo

o/ AKTUEHaA

CoXpaHWTb M3MeHEHHA

e Tun coedunenus: Beidepure Fdge-ycmpoticmeo.

e VKaxXuTe nMs rnepudepuitioro ycTpoicTsa.

e Jlobapbre niepudepuitHoe yCTpoicTBO B IPYIILYy KaMep, 9T00bI BIIOCIEACTBAN OBbLIO yI00Hee (huih-
TPOBaTh COOBITUS C JJAHHOTO yCTPOHCTBA.

CoBetr: Bpbl MOXKeTe BBIIEIUTH OTIAEIBHYIO IPYIILY KaMmep CIIeNUajbHO M0 Iepudepuitnbe

YCTPOMCTBA.

e [Ipu meobxommMocTH H00ABHTE KOMMEHTAPUIA.

e ITocrasbre diazkok AxmusHas.

4. Ha Bkiajuke O xamepe ckomupyiite B Oydep mpesocTaBieHHbI TOKEH IepU(EpPUiiHOro yCTPOiCTBA.

4.4. Mepudepnittbie ycTpoiicTBa 275
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Hasan ~ PepakTupoBaTb KaMepy

O kamepe

HacTp

CKronvpoEaTh \

5. YkaswiBaiiTe JaHHBIN TOKeH B KaxkjgoMm API-zanpoce, ornpasiisiemoM nepudepuiiHbIM yCTPOCTBOM B
FindFace Multi mjist co3anus cobbiTusi. B pesysibrare KaJipbl, IlepelaHHbIe B 3aIIpOCax, Oy T CBSI3aHbI
C KaMepoii, COOTBETCTBYIOIIEH nmepudepuitHoMy yCTpPOICTBY, U 00pabOTaHbBI IO AHAJOTUU C KAJIPAMU C
KaMep BUICOHADJIIONEHNUSI.

FindFace Security APl d 0l
@ indFace Security APl doc Create events from provided image

s Search BT 4

REQUEST

REQUEST BODY* multi o
token

fullframe
ChooseFile -

Full f

camera
timestamp

Allowed: biggest | a

fullframe

fullframe

/faces/acknowledge/

POST /events/faces/add/ API Server
Authentication

FILL EXAMPLE CLEAR

IToxpobuast uarepakTupaas gokyMenTarus HTTP API FindFace Multi mocTymHa mmocjie ycTaHOBKH 110
ajpecy http://<ffsecurity_ip:port>/api-docs. U3yuaiite u npobyiire.

CosBet: JlokymeHTaIMIO Tak»Ke MOXKHO HaiiTu B BeO-mHTepdeiice, mepeiinis B MeHIO Mo myHkTaM Ha-
cmpotiku -> Joxymenmayus APL

276 nasa 4. PykoBogcTBo no uHterpauyum



Copepxatune mogynein Python

]C

facerouter.plugin, 93

n

ntech.sfapi_client.client, 96
ntech.sfapi_client.filters, 99
ntech.sfapi_client.gallery, 97

0]

objects, 95
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AndaBuTHbI yKa3aTenb

CrmMBonbl

__init__Q (memod ntech.sfapi_ client.filters. Detection),
101

__init__(Q) (memod ntech.sfapi_client.filters.Face),
102

A

add () (memod ntech.sfapi_ client.gallery. Gallery), 97

B

BBox (kuacc 6 objects), 95

C

Client (xuacc 6 ntech.sfapi_ client.client), 96
create () (memod ntech.sfapi_ client.gallery. Gallery),
98

D

delete() (memod ntech.sfapi_ client.gallery. Gallery),
98

detect () (wmemod ntech.sfapi client.client. Client),
96

Detection (kaacc 6 ntech.sfapi_ client.filters), 101

drop() (memod ntech.sfapi_client.gallery. Gallery),
99

F

Face (xaacc 6 ntech.sfapi_ client.filters), 102
facerouter.plugin

Momyns, 93
Filter (xaacc 6 ntech.sfapi_ client.filters), 99

G

Gallery (xaacc 6 ntech.sfapi_client.gallery), 97

gallery () (memod ntech.sfapi client.client. Client),
96

get () (memod ntech.sfapi_ client.gallery. Gallery), 98

gte() (memod xaacca ntech.sfapi_ client.filters.Id),
100

gte()

(memod KAGCCa

ntech.sfapi_ client.filters. Meta), 101

I1d (xaacc e ntech.sfapi_ client.filters), 100

L

list() (memod ntech.sfapi_client.gallery. Gallery),
97

1te() (memod xaacca ntech.sfapi  client.filters.Id),

100

raacca

1te() (memod

ntech.sfapi_ client.filters. Meta), 100

M

Meta (xaacc 6 ntech.sfapi_ client.filters), 100

N

ntech.sfapi_client.client

Momyms, 96
ntech.sfapi_client.filters
Mozmyms, 99
ntech.sfapi_client.gallery
Momyns, 97
O
objects
Momymb, 95

objects.DetectFace (xaacc 6 objects), 95
objects.DetectResponse (xaacc 6 objects), 95
objects.Face (kaacc 6 objects), 95
objects.Faceld (xaacc 6 objects), 95
objects.ListResponse (k.sacc 8 objects), 95

oneof () (memod KAGCCa
ntech.sfapi_ client.filters.Id), 100
oneof () (memod KAGCCA

ntech.sfapi_ client.filters. Meta), 101

P

Plugin (kuacc e facerouter.plugin), 93
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preprocess(), 91

preprocess () (wmemod facerouter.plugin. Plugin), 93
process(), 92

process() (memod facerouter.plugin. Plugin), 94

S

serialize() (memod
ntech.sfapi_ client.filters. Filter), 99

sfapi_client.SFApiMalformedResponseError
(xaacc 6 ntech.sfapi_ client.filters), 103

sfapi_client.SFApiRemoteError (kaacc 6
ntech.sfapi_ client.filters), 102

shutdown (), 93

shutdown() (memod facerouter.plugin. Plugin), 94

subset () (memod KAGCCA
ntech.sfapi_ client.filters. Meta), 101

U

update () (memod ntech.sfapi_ client.gallery. Gallery),
99

MOZIYIIb
facerouter.plugin, 93
ntech.sfapi_client.client, 96
ntech.sfapi_client.filters, 99
ntech.sfapi_client.gallery, 97
objects, 95
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