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FindFace Security is a video-based biometric identification system that automates Security and Hospitality Operations
Management. Based on FindFace Enterprise Server, a cutting-edge Al facial recognition technology, FindFace Secu-
rity is a turnkey solution that you can harness in such areas as retail, banking, social networking, entertainment, sports,
event management, dating services, video surveillance, public safety, homeland security, and others.

FindFace Security detects and identifies human faces, and notifies responsible officials about their appearance. It can
also recognize such facial attributes as gender, age, emotions, glasses, face mask, beard, and many others, and display
this information in a face recognition event.

The integrated 2D anti-spoofing system ensures that it is a live person in front of a camera and eliminates the possibility
of fraud using images on paper or mobile device screens.

Early recognition of the arrival of unwanted persons and VIP guests allows for solving the following problems:
» Operational losses due to fraudulent activity
* Reputational losses and conflicts
* Better catering to the needs of VIP guests
* Prevention of life-threatening situations

FindFace Security supports the integration of third-party solutions via HTTP API, webhooks, and plugins, so you can
enhance your current system or application with face recognition functionality.

Full list of features:

* Al-based architecture.

* Fast and robust real-time biometric identification against dossier databases.

¢ Increased performance and fault-tolerance in high load systems with numerous cameras and clients.
* Support for both live video and archives.

¢ Quick dossier database creation.

* Possibility of distributing dossier database among several hosts with synchronization and replication.
* Dossier customization.

* Deduplication support for events and dossiers.

* Face verification.

» Al recognition of gender, age, emotions, glasses, beard, face mask, and other face attributes.

Al face liveness detector.

* Al recognition of a person.

* Real-time statistics on in-video faces and silhouettes.

* Video surveillance.

* Database search.

» Extended set of search filters.

* Advanced user management.

» Password- and certificate-based authentication.

* CPU- and GPU-based acceleration for your choice.

* Developer-friendly installer and user-friendly interface.
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* Single- and multi-host deployment.
* Network or on-premise licensing.
* Integration via HTTP API, webhooks, and python plugins.
¢ Integrations with favored vendors.
* Mobile app.
You are going to find this guide most useful if you are an expert of the following kind:
* FindFace Security administrator
* Security manager
* Hospitality manager
* Maintenance engineer

» System integration engineer who is going to integrate face recognition services into their system.
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CHAPTER 1

Administrator’s Guide

1.1 Architecture

Though you mostly interact with FindFace Security through its web interface, be sure to take a minute to learn the
FindFace Security architecture. This knowledge is essential for the FindFace Security deployment, integration, main-

tenance, and troubleshooting.

In this chapter:

* Architectural Elements

— Architecture scheme

— FindFace Core

— FindFace Security Application Module
» Single- and Multi-Host Deployment

e CPU- and GPU-acceleration

1.1.1 Architectural Elements

FindFace Security consists of the following fundamental architectural elements:

* FindFace core, a cutting-edge Al-based face recognition technology that can be used as a separate product
FindFace Enterprise Server.

* FindFace Security, which is a turnkey application module for FindFace Enterprise Server.
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Architecture scheme
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Com- Description Vendor
po-
nent
findface-| Service that uses neural networks to detect a face in an image and extract a face biometric | NtechLab
extraction-sample (feature vector). It also performs recognition of face attributes such as gender, age, | own
api emotions, beard, glasses, face mask, and others, and silhouette recognition (if configured). | deploy-
CPU- or GPU-acceleration. ment
findface-| Service that implements HTTP API for face detection and face recognition.
sf-api
findface-| Service that provides interaction between the findface-sf-api service and the biomet-
tarantoolt ric database (database that stores face biometric samples) powered by Tarantool.
server
findface-| NginX-based web server used as a storage for original images, thumbnails and normalized
upload | face images.
findface-| Service used to define processing directives for detected faces. In FindFace Security, its func-
facerouter tions are performed by findface-security (see FindFace Security Application Mod-
ule). If necessary, you can still deploy and enable this component for integration purposes
(see Plugins).
findface-| Service, part of the video face detection module, that is used for managing the video face
video- | detection functionality, configuring the video face detector settings and specifying the list of
manager| to-be-processed video streams.
findface-| Service, part of the video face detection module, that recognizes a face in the video and posts
video- its normalized image, full frame and metadata (such as the camera ID and detection time) to
worker | the findface-facerouter service for further processing according to given directives.
CPU- or GPU-acceleration.
findface-| License server which interfaces with the NtechLab Global License Server or a USB dongle
ntls to verify the license of your FindFace Security instance.
Taran- | Third-party software which implements the biometric database that stores extracted biomet- | Taran-
tool ric samples (feature vectors) and face identification events. The system data, dossiers, user | tool
accounts, and camera settings are stored in PostgreSQL (part of the FindFace Security appli-
cation module).
etcd Third-party  software that implements a distributed key-value store for | etcd
findface-video—manager. Used as a coordination service in the distributed
system, providing the video face detector with fault tolerance.
NginX | Third-party software which implements the system web interfaces. nginx
mem- Third-party software which implements a distributed memory caching system. Used by | mem-
cached | findface-extraction—-api as atemporary storage for extracted face biometric sam- | cached
ples before they are written to the biometric database powered by Tarantool.
FindFace Security Application Module
The FindFace Security application module includes the following components:
1.1. Architecture 5
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Com}- Description Ven-
po- dor
nent

findfac€omponent that serves as a gateway to the FindFace core. Provides interaction between the Find- | Ntechllab
securit¥face Core and the web interface, the system functioning as a whole, HTTP and web socket, biomet- | own
ric monitoring, event notifications, episodes, webhooks, and counters. Includes the following in- | de-
ternal services: NTLS checker, Webhooks manager, Persons clusterizator, Event episodes manager, | ploy-
and Counter manager. The last four can be disabled via the findface-security configuration | ment
file.

ffsecurMain web interface that is used to interact with FindFace Security. Allows you to work with face
ui identification events, search for faces, manage cameras, users, dossiers, and watch lists, collect real-
time statistics, and many more.

findfacBervice used for face deduplication.

counter

Post-| Third-party software which implements the main system database that stores detailed and catego- | Post-
greSQlized dossiers on particular persons, as well as data for internal use such as user accounts and camera | greSQIL
settings. The face biometric data and face identification events are stored in Tarantool (part of the
FindFace core).

Pg- | Third-party software, a lightweight connection pooler for PostgreSQL. Optional, used to increase | Pg-

bouncethe database performance under high load. Bouncer
Re- | Third-party software which implements a message broker inside findface-security. Re-
dis dis

DjangoThird-party software which implements a web framework for the FindFace Security web interface. | Djangd

See also:

Components in Depth

1.1.2 Single- and Multi-Host Deployment
You can deploy FindFace Security on a single host or in a cluster environment. If you opt for the latter, we offer you
one of the following deployment schemes:

* Deploy FindFace Security standalone and distribute additional findface-video-worker components
across multiple hosts.

* Distribute the FindFace Security components across multiple hosts. If necessary, set up load balancing.

See Guide to Typical Cluster Installation for details.

1.1.3 CPU- and GPU-acceleration

The findface—-extraction—api and findface-video-worker services can be either CPU- or GPU-
based. During installation from the developer-friendly installer, you will have an opportunity to choose the accel-
eration type you need.

If you opt to install FindFace Security from the repository package, deploy the findface-extraction-api
and findface-video-worker-cpu packages on a CPU-based server, and the
findface-extraction-api-gpu and/or findface-video-worker—-gpu packages on a GPU-based
server.

Important: Refer to System Requirements when choosing hardware configuration.

6 Chapter 1. Administrator’s Guide
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Important: If the resolution of a camera(s) in use is more than 1280x720px, it is strongly recommended to use the
GPU-accelerated package findface-video-worker—gpu.

Note: The liveness detector is much slower on CPU than on GPU.

1.2 System Requirements

To calculate the FindFace Security host(s) characteristics, use the requirements provided in this chapter.

Tip: Be sure to learn about the FindFace Security architecture first.

In this chapter:

* Basic Configuration I

1.2.1 Basic Configuration

Important: If the resolution of a camera(s) in use is more than 1280x720px, it is strongly recommended to use the
GPU-accelerated package findface-video-worker—gpu.

Minimum Recommended
CPU Intel Core i5 CPU with 4 physical cores 2.8 GHz | Intel Xeon ESv3 with 6 physical cores, or higher
or similar CPU

The own needs of FindFace Security require 2 cores HT > 2.5 GHz. The characteristics also depend
on the number of cameras in use. A single camera 720p @25FPS requires 2 cores >2.5 GHz. AVX2

support
GPU Nvidia Geforce® GTX 980 4GB Nvidia Geforce® GTX 1080+ with 8+Gb RAM
(op-
tional) Supported series: GeForce (Maxwell, Pascal, Turing, and above), Tesla (Maxwell, Pascal, Volta v100,
Turing, and above)
RAM | 10Gb | 16+ Gb

The own needs of FindFace Security require 8 Gb. The RAM consumption also depends on the number
of cameras in use. A single camera 720p @25FPS requires 2 GB RAM

HDD 16 Gb | 16+ Gb

The own needs of the operating system and FindFace Security require 15 GB. The total volume is
subject to the required depth of the event archive in the database and in the log, at the rate of 1.5 Mb

per 1 event
Oper- Ubuntu 16.04, 18.04, x64 only
ating
system

1.2. System Requirements 7
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Tip: For more accurate hardware selection, contact our support team by support@ntechlab.com.

1.3 Licensing Principles

FindFace Security is licensed by the following criteria:

1. The number of extracted biometric samples. In the course of the FindFace Security functioning, biometric
samples are extracted from faces detected in the video and from dossier photos, as well as when building so-
called centroids during person clusterization.

Overall, the licensing scheme is as follows:
» Events: 1 event of video face detection = 1 face in a license.
* Dossier: 1 photo in a dossier = 1 face in a license.
* Persons: 1 person = 1 face in a license.
2. The number of cameras in use.
3. The number of the findface—extraction—api model instances in use.
4. Face features recognition: gender/age/emotions/glasses/beard/face mask.
5. Face liveness detection.
6. Integration with partners.
You can choose between the online and on-premise (aka offline) licensing:

* The online licensing requires a stable internet connection. Upon being disconnected from the internet, the
system will continue working off-grid for about 1 hour.

* The on-premise (offline) licensing requires a USB port on the physical server with the findface-ntls
component (license server in the FindFace core), that will be used to plug in a provided USB dongle.

For the system to function, one findface—-ntls instance should be enough. If, for some reason, your system
requires more license servers, contact your NtechLab manager beforehand to prevent your system from being blocked.

See also:

Licensing

1.4 Deploy FindFace Security

For your convenience, we offer you several deployment options:
* Deploy from a console installer

* Deploy step-by-step from an APT repository

Important: Starting services findface—-extraction-api-gpu and findface-video-worker—gpu for
the first time after deployment may take up a considerable amount of time, up to 45 minutes, due to the caching
process.

8 Chapter 1. Administrator’s Guide
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1.4.1 Deploy from Console Installer

To deploy FindFace Security, use a developer-friendly console installer.

Tip: Before deployment, be sure to consult the system requirements.

Important: The FindFace Security host must have a static IP address in order to be running successfully. To make
the IP address static, open the et c/network/interfaces file and modify the current primary network interface
entry as shown in the case study below. Be sure to substitute the suggested addresses with the actual ones, subject to
your network specification.

sudo vi /etc/network/interfaces

iface eth0O inet static

address 192.168.112.144

netmask 255.255.255.0

gateway 192.168.112.254
dns—nameservers 192.168.112.254

Restart networking.

sudo service networking restart

Be sure to edit the etc/network/interfaces file with extreme care. Please refer to the Ubuntu guide on
networking before proceeding.

To deploy FindFace Security from the console installer, do the following:
1. Download the installer file findface-security—-and-server—4.2.run.
2. Put the . run file into some directory on the designated host (for example, /home /username).

3. From this directory, make the . run file executable.

chmod +x findface-security-and-server-4.2.run

4. Execute the . run file.

sudo ./findface-security-and-server-4.2.run

The installer will ask you a few questions and perform several automated checks to ensure that the host meets
the system requirements. Fill out the prompts appropriately once requested. The questions are the following:

1. Product to install: FindFace Security.
2. Installation type:
* 1: install FindFace Security standalone.

° 2: install FindFace Security and configure it to interact with additional remote
findface-video-worker instances.

Tip: To install only findface-video-worker on a host, refer to Additional findface-
video-worker deployment on remote hosts.

1.4. Deploy FindFace Security 9
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* 3: install only the apt repository that can be further used for the step-by-step deployment.

Important: This installation type doesn’t provide installation of neural network models essential for
the findface-extraction—api functioning. Be sure to manually install them on the host(s)
with findface-extraction—api.

* 4: fully customized installation.

Important: Be sure to manually install neural network models on the host(s) with
findface-extraction-api.

3. Type of findface-video-worker package: CPU or GPU.
4. Type of findface-extraction-api package: CPU or GPU.

Once all the questions answered, the answers will be saved to a file /tmp/<findface-installer—x>.
json. You can edit this file and use it to install FindFace Security on other hosts without having to answer the
questions again.

Should you choose to install FindFace Security standalone, its components will be automatically installed,
configured and/or started in the following configuration:

Important: In the case of a clean install, the installer will automatically configure
findface-extraction-api to use the ifruit_320 neural network. Otherwise, you will be
able to choose between ifruit_320 and the previous model. It is strictly not recommended to use the
installer to update the system. See Update FindFace Security to 4.2 for the instructions.

10
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(Ubuntu 18.04)

Service Configuration
postgresql-9.5 Installed and started.
(Ubuntu 16.04)

or  postgresql-10

redis-server

Installed and started.

etcd Installed and started.
pgbouncer Installed and started.
memcached Installed and started.
nginx Installed and started.
django Installed and started as a web framework for the FindFace Security web interface.

findface-ntls

Installed and started.

findface-tarantool-
server

Installed and started. The number of instances (shards) is calculated using the for-
mula: N = max (min (mem_mb // 2000, cpu_cores), 1),ie. itisequal
to the RAM size in MB divided by 2000, or the number of CPU physical cores (but
at least 1 shard).

findface-extraction-
api

Installed and started.

findface-sf-api

Installed and started.

findface-upload

Installed.

findface-video-
manager

Installed and started (CPU/GPU-acceleration).

findface-video-
worker-*

Installed and started.

findface-data-*

Neural network models for face and face features recognition (gender, age, emotions,
glasses, beard, and face mask). Installed.

findface- NTechLab gpudetector data. Installed.

gpudetector-data/

python3- NtechLab FindFace Security API python client library. Installed.
ntech.ffsecurity-

client

findface-security

Installed and started.

findface-counter

Installed and started.

q

Installed. Used to pretty-print API responses from FindFace Security.

After the installation is complete, the following output is shown on the console:

Tip: Be sure to save this data: you will need it later.

#

FREFAARAFAA R FAA R FAFEAFAFEAAAFEAAAFEAAAF A AR A AR AR FAA R AR FAARAAAAEA A

Installation is complete #

HERHAAAAFAAAAARAAFARAAAAAAAARARA AR R A AHA AR AR H AR A AR HA R AR A
- upload your license to http://172.20.77.17/#/1icense/

- user interface:
superuser:
password:
documentation:

http://172.20.77.17/
admin

admin
http://172.20.77.17/doc/

5. Upload the FindFace Security license file via the main web interface http://<Host_IP_address>/#/

license. To access the web interface, use the provided admin credentials.

1.4. Deploy FindFace Security
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Note: The host IP address is shown in the links to FindFace web services in the following way: as an external
IP address if the host belongs to a network, or 127.0.0. 1 otherwise.

Important: Do not disclose the superuser (Super Administrator) credentials to others. To administer the
system, create a new user with administrator privileges. Whatever the role, the Super Administrator cannot be
deprived of its rights.

6. To automatically install FindFace Security on another host without answering the installation questions, use the
/tmp/<findface—-installer—*>. json file. Execute:

sudo ./findface-security-and-server-4.2.run -f /tmp/<findface-installer—»*>.Jjson

Tip: You can find an example of the installation file in /nstallation File.

1.4.2 Deploy Step-by-Step from Repository

This section will guide you through the FindFace Security step-by-step deployment process. Follow the instructions
below minding the sequence.

In this section:

e Install APT Repository
* Prerequisites

* Provide Licensing

* Deploy Main Database
* Deploy FindFace Core

* Deploy FindFace Security Application Module and Biometric Database

Install APT Repository

First of all, install the FindFace apt repository as follows:
1. Download the installer file findface-security—-and-server—-4.2.run.
2. Put the . run file into some directory on the designated host (for example, /home /username).

3. From this directory, make the . run file executable.

’ chmod +x findface-security-and-server-4.2.run ‘

4. Execute the . run file.

’ sudo ./findface-security-and-server-4.2.run ‘

12 Chapter 1. Administrator’s Guide
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The installer will ask you a few questions and perform several automated checks to ensure that the host meets
the system requirements. Fill out the prompts appropriately once requested. The questions are the following:

1. Product to install: FindFace Security.

2. Installation type: repo: Don't install anything, just set up the APT
repository.

3. Neural network models to install if necessary. To select a model(s), deselect all those on the list by entering
-« in the command line first, then select the required model by entering its sequence number (keyword):
for example, 1 3. Enter done to save your selection and proceed to another step.

Important: At least one model for face biometry has to be installed.

After that, the FindFace apt repository will be automatically installed.

Prerequisites

FindFace Security requires such third-party software as PostgreSQL, Pgbouncer, Redis, etcd, and memcached. Do the
following:

1. Install the prerequisite packages as such:

On Ubuntu 16.04:

sudo apt update
sudo apt install -y postgresgl-9.5 redis-server etcd memcached pgbouncer

On Ubuntu 18.04:

sudo apt update
sudo apt install -y postgresqgl-10 redis-server etcd memcached pgbouncer

2. Open the memcached configuration file. Set the maximum memory to use for items in megabytes: -m 512.
Set the max item size: —I 16m. If one or both of these parameters are absent, simply add them in the file.

sudo vi /etc/memcached.conf

-m 512
-I 16m

3. Give a strong password to the ntech user (9T3g1lnXy9yx3y8MIGmIfbef3dia8UTc3 in the example
below). Output the credentials to the pgbouncer user list.

echo '""ntech" "9T3glnXy9yx3y8MIGm9Ifbef3dia8UTc3"' | sudo tee —a /etc/pgbouncer/
—userlist.txt

4. Configure pgbouncer. In /etc/pgbouncer/pgbouncer.ini, add the ffsecurity database to the
databases section. Configure other parameters, as shown in the example below.

1.4. Deploy FindFace Security 13
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sudo vi /etc/pgbouncer/pgbouncer.ini

[databases]
ffsecurity = dbname=ffsecurity host=localhost port=5432 user=ntech

auth_type = plain
pool_mode = transaction
max_client_conn = 16384
syslog = 1

listen_port = 5439

5. Enable the prerequisite services autostart and launch the services:

On Ubuntu 16.04:

sudo systemctl enable postgresgl@9.5-main.service redis-server etcd.service
—memcached.service pgbouncer.service
sudo systemctl start postgresql@9.5-main.service redis-server etcd.service
—memcached.service pgbouncer.service

On Ubuntu 18.04:

sudo systemctl enable postgresql@lO-main.service redis-server etcd.service,
—memcached.service pgbouncer.service

sudo systemctl start postgresqgl@lO-main.service redis-server etcd.service
—memcached.service pgbouncer.service

Provide Licensing

See also:

Licensing Principles

You receive a license file from your NTechLab manager. If you opt for the on-premise licensing, we will also send
you a USB dongle.

The FindFace Security licensing is provided as follows:

1. Deploy findface—ntls, license server in the FindFace core.

Important: There must be only one findface-ntls instance in each FindFace Security installation.

Tip: Inthe findface—-ntls configuration file, you can change the license folder and specify your proxy
server IP address if necessary. You can also change the f indface-nt1s web interface remote access settings.
See findface-ntls for details.

sudo apt update

sudo apt install -y findface-ntls

sudo systemctl enable findface-ntls.service && sudo systemctl start findface-ntls.
—service

14
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2. Upload the license file via the findface-nt1ls web interface in one of the following ways:

* Navigate to the findface-ntls web interface http://<NTLS_IP_address>:3185/#/. Up-
load the license file.

Tip: Later on, use the FindFace Security main web interface to consult your license information, and
upgrade or extend your license (Settings -> License).

* Directly put the license file into the license folder (by default, /opt /ntech/license, can be changed
inthe /etc/findface-ntls.cfqg configuration file).

3. For the on-premise licensing, insert the USB dongle into a USB port.

4. If the licensable components are installed on remote hosts, specify the IP address of the findface-ntls
host in their configuration files. See findface-extraction-api, findface-tarantool-server, Video face detection:
findface-video-manager and findface-video-worker for details.

See also:

View and Update License

Deploy Main Database

In FindFace Security, the main system database is based on PostgreSQL. To deploy the main database, do the follow-
ing:

1. Open the pgbouncer list of users /etc/pgbouncer/userlist.txt. Copy the ntech user’s password
(9T3g1lnXy9yx3y8MIGm9fbef3dia8UTc3 in the example below).

sudo cat /etc/pgbouncer/userlist.txt

"ntech" "9T3glnXy9yx3y8MIGmIfbef3dia8UTc3"

2. Using the PostgreSQL console, create a new user ntech with the copied password, and databases
ffsecurity and ffcounter in PostgreSQL.

sudo -u postgres psqgl

postgres=# CREATE ROLE ntech WITH LOGIN PASSWORD '9T3glnXy9yx3y8MIGm9fbef3dia8UTc3

r.
— 'y

postgres=# CREATE DATABASE ffsecurity WITH OWNER ntech ENCODING 'UTF-8' LC_
—COLLATE="en_US.UTF-8' LC_CTYPE='en_ US.UTF-8' TEMPLATE templateO;

postgres=# CREATE DATABASE ffcounter WITH OWNER ntech ENCODING 'UTF-8' LC_COLLATE=
— "C.UTF-8' LC_CTYPE='C.UTF-8' TEMPLATE templateO;

Tip: To quit from the PostgreSQL console, type \ g and press Enter.

3. Allow authentication by UID of a socket client in PostgreSQL. Restart PostgreSQL.

1.4. Deploy FindFace Security 15
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On Ubuntu 16.04:

echo 'local all ntech peer' | sudo tee -a /etc/postgresgl/9.5/main/pg_hba.conf

sudo systemctl restart postgresgl@9.5-main.service

On Ubuntu 18.04:

echo 'local all ntech peer' | sudo tee -a /etc/postgresql/10/main/pg_hba.conf

sudo systemctl restart postgresgl@lO-main.service

Deploy FindFace Core

To deploy the FindFace core, do the following:

Tip: You can find the description of the FindFace core components and their configuration parameters in Architecture
and Components in Depth.

1. Install the FindFace core components:

sudo apt update
sudo apt install -y findface-tarantool-server findface-extraction-api findface-sf-
—api findface-upload findface-video-manager findface-video-worker-cpu

Note: To install the GPU-accelerated findface-extraction—-api component, use
findface-extraction-api-gpu instead of findface-extraction-api in the command.

Note: To install the GPU-accelerated findface-video-worker component, use
findface-video-worker—gpu instead of findface-video-worker—cpu in the command.
If you have several video cards on your server, see Multiple Video Cards Usage.

Important: Be sure to manually install neural network models on the host(s) with
findface-extraction-api.

2. Inthe findface-sf-api configuration file, enable the allow-return-facen parameter.

sudo vi /etc/findface-sf-api.ini

limits:

allow-return-facen: true

3. In the findface—-extraction-api configuration file, enable recognition models for face features such
as gender, age, emotions, glasses, beard, and face mask, subject to your needs. Be sure to choose the right
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acceleration type for each model, matching the acceleration type of findface-extraction-api: CPU
or GPU. Be aware that findface—extraction-api on CPU can work only with CPU-models, while
findface-extraction-api on GPU supports both CPU- and GPU-models. See Fuce Features Recogni-
tion for details.

sudo vi /etc/findface-extraction-api.ini

models:
age: faceattr/age.vl.cpu.fnk
emotions: faceattr/emotions.vl.cpu.fnk
face: face/ifruit_320.cpu.fnk
gender: faceattr/gender.v2.cpu.fnk
beard: faceattr/beard.v0.cpu.fnk
glasses3: faceattr/glasses3.v0.cpu.fnk
medmask3: faceattr/medmask3.v0.cpu.fnk

The following models are available:

Face fea- | Accelera- | Configuration file parameter
ture tion
face (biome- | CPU face: face/ifruit_320.cpu.fnk face: face/
try) ifruit_160.cpu.fnk
GPU face: face/ifruit_320.gpu.fnk face: face/
ifruit_160.gpu.fnk
age CPU age: faceattr/age.vl.cpu.fnk
GPU age: faceattr/age.vl.gpu.fnk
gender CPU gender: faceattr/gender.v2.cpu.fnk
GPU gender: faceattr/gender.v2.gpu.fnk
emotions CPU emotions: faceattr/emotions.vl.cpu.fnk
GPU emotions: faceattr/emotions.vl.gpu.fnk
glasses CPU glasses3: faceattr/glasses3.v0.cpu.fnk
GPU glasses3: faceattr/glasses3.v0.gpu.fnk
beard CPU beard: faceattr/beard.v0.cpu.fnk
GPU beard: faceattr/beard.v0.gpu.fnk
face mask CPU medmask3: faceattr/medmask3.v0.cpu.fnk
GPU medmask3: faceattr/medmask3.v0.gpu.fnk

Tip: To disable a recognition model, simply pass an empty value to a relevant parameter. Do not remove the
parameter itself as in this case the system will be searching for the default model.

models:
gender:
age. mwn
emotions:

4. Open the /etc/findface-video-worker—cpu.ini (/etc/findface-video-worker—gpu.
ini) configuration file. In the mgr-static parameter, specify the findface-video-manager
host IP address, which provides findface-video-worker with settings and the video stream list.
In the capacity parameter, specify the maximum number of video streams to be processed by
findface-video-worker. Inthe streamer section, specify the IP address and port to access the video
wall. The streamer port must be set to 18999.
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sudo vi /etc/findface-video-worker-cpu.ini
sudo vi /etc/findface-video-worker—gpu.ini

mgr-static=127.0.0.1:18811
capacity=10
[streamer]

## streamer/shots webserver port, O=disabled

## type:number env:CFG_STREAMER PORT longopt:-—-streamer-port
port = 18999

## streamer url — how to access this worker on streamer_port
## type:string env:CFG_STREAMER _URL longopt:—-—-streamer-url
url = 127.0.0.1:18999

. Enable the FindFace core services autostart and launch the services.

sudo systemctl enable findface-extraction-api findface-sf-api findface-video-
—manager findface-video-worker-cpu

sudo systemctl start findface-extraction-api findface-sf-api findface-video-
—manager findface-video-worker-cpu

Deploy FindFace Security Application Module and Biometric Database

To deploy the FindFace Security application module, do the following:

1. Install the findface-security, ffsecurity-ui, and findface-counter components. Enable the

findface—-counter autostart and launch the service.

sudo apt update
sudo apt install -y ffsecurity ffsecurity-ui findface-counter
sudo systemctl enable findface-counter && sudo systemctl start findface-counter

. Migrate the database architecture from FindFace Security to PostgreSQL, create user groups with predefined

rights and the first user with administrator rights (a.k.a. Super Administrator).

Important: Super Administrator cannot be deprived of its rights, whatever the role.

sudo findface-security migrate
sudo findface-security create_groups
sudo findface-security create_default_user

. Create a structure of the Tarantool-based biometric database.

sudo findface-security make_tnt_schema | sudo tee /etc/ffsecurity/tnt_schema.lua

. Openthe /etc/tarantool/instances.enabled/FindFace. lua configuration file. Check whether

it contains the dofile command, meta_indexes and meta_scheme definitions, as in the example below.

sudo vi /etc/tarantool/instances.enabled/FindFace.lua

dofile("/etc/ffsecurity/tnt_schema.lua")
—-— host:port to bind, HTTP API

(continues on next page)
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(continued from previous page)

FindFace = require("FindFace")

FindFace.start ("127.0.0.1", 8001, {
license_ntls_server="127.0.0.1:3133",
meta_indexes=meta_indexes,
meta_scheme = meta_scheme

})

5. Enable the findface-tarantool—-server service autostart and launch the service.

sudo systemctl enable tarantool@FindFace.service && sudo systemctl start
—~tarantool@FindFace.service

6. Openthe /etc/ffsecurity/config.py configuration file. Specify the following parameters:

* SERVICE_EXTERNAL_ADDRESS: FindFace Security IP address or URL prioritized for the Genetec
integration and webhooks. Once this parameter not specified, the system uses EXTERNAL_ADDRESS
for these purposes. To use Genetec and webhooks, be sure to specify at least one of those parameters:
SERVICE_EXTERNAIL_ADDRESS, EXTERNAL_ADDRESS.

* EXTERNAL_ADDRESS: (Optional) IP address or URL that can be used to access the FindFace Security
web interface. Once this parameter not specified, the system auto-detects it as the external IP address. To
access FindFace Security, you can use both the auto-detected and specified IP addresses.

* VIDEO_DETECTOR_TOKEN: to authorize the video face detection module, come up with a token and
specify it here.

e VIDEO_MANAGER_ADDRESS: IP address of the findface-video-manager host.

e NTLS_HTTP_URL: IP address of the findface—nt1ls host.

¢ ROUTER_URL: IP address of the findface—-security host that will receive detected faces from the
findface-video-worker instance(s). Specify either external or internal IP address, subject to the
network through which findface-video-worker interacts with findface-security. Change
the default port, subject to the redirect settings from HTTP to HTTPS, or omit it leaving only the IP
address.

e SF_API_ADDRESS: IP address of the findface—-sf-api host.

* DATABASES (section): fill it in as such: '"PORT': 5439, 'USER': 'ntech', 'PASSWORD':
'<password from /etc/pgbouncer/userlist.txt>"' (see Prerequisites).

Tip: If necessary, ensure data security by enabling SSL.

Tip: If necessary, set / IGNORE_UNMATCHED’ : True to disable logging events for faces which have no
match in the dossiers (negative verification result). Enable this option if the system has to process a large number
of faces. The face similarity threshold for verification is defined by the CONF IDENCE_ THRESHOLD parameter.

Tip: It is recommended to change the MINIMUM_DOSSIER_QUALITY default value. This parameter de-
termines the minimum quality of a face in a dossier photo. Photos containing faces of worse quality will be
rejected when uploading to a dossier. Upright faces in frontal position are considered the best quality. They
result in values around 0, mostly negative (such as -0.00067401276, for example). Inverted faces and large face
angles are estimated with negative values some -5 and less. By default, ' MINIMUM_DOSSIER_QUALITY’ :
-2 which is the average quality.
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Important: If you enabled recognition models in the findface-extraction-api configuration file,
add the following line in the FESECURITY section: ‘EVENTS_FEATURES’: [‘gender’, ‘age’, ‘emotions’,
‘beard’, ‘glasses’, ‘medmask’], subject to the list of enabled models. This line must be placed between
SF_API_ADDRESS and LIVENESS_THRESHOLD as shown in the example below. See Face Features Recog-
nition for details.

sudo vi /etc/ffsecurity/config.py

# This config file is written in Python's syntax and interpreted at FindFace,
—Security

# service startup. You have to restart the service in order to apply changes.

#

# If you have any questions or suggestions, please contact us at support@ntechlab.
—com

# enables additional logs
DEBUG = False
# media files directory

MEDIA_ROOT = "/var/lib/ffsecurity/uploads"
# static files directory

STATIC_ROOT = "/var/lib/ffsecurity/static"
# language code

LANGUAGE_CODE = 'en-us'

# time zone

TIME_ZONE = 'UTC'

# Database is used by FindFace Security to store cameras,
# camera groups, watchlists and so on. Only PostgreSQL is supported.
DATABASES = {

'default': {

'ENGINE': 'django.db.backends.postgresqgl’,
'DISABLE_SERVER_SIDE_CURSORS': True,
'NAME': 'ffsecurity',

'"PORT': 5439, 'USER': 'ntech', 'PASSWORD':

—'9T3g1lnXy9yx3y8MIGmIfbef3dial8UTc3"'
}
}
# Signature key for session encryption
# Use pwgen -sncy 50 1/tr "'" ".," to generate your own unique key
SECRET_KEY = 'dlc22e3b368f2f8bedcaa95b3540celc’

# S===========mmoeeemeeee oo oo e e e e e —
# SERVICE_EXTERNAI_ADDRESS is prioritized for FFSecurity webhooks and Genetec,,
—plugin.

# EXTERNAL_ADDRESS 1is used instead if SERVICE_EXTERNAIL ADDRESS is not provided.
# You must provide either SERVICE_EXTERNAI _ADDRESS or EXTERNAIL_ADDRESS in order
# to be able to work with FFSecurity webhooks and Genetec plugin.
SERVICE_EXTERNAL_ADDRESS = 'http://127.0.0.1"

# EXTERNAIL_ADDRESS is used to access objects created inside FFSecurity via,,
—external links.

(continues on next page)
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(continued from previous page)

EXTERNAL_ADDRESS = "'
# — Base FFSecurity settings -

FFSECURITY = {
# findface-video-worker authorization token
'"VIDEO_DETECTOR_TOKEN': 'fdcOfea20cf0a734c5e2del886fc07b4"’,

# base face matching confidence threshold

'CONFIDENCE_THRESHOLD': 0.739,

# episodes specific matching threshold that is used to join faces in an,,
—episode

'EPISODES_THRESHOLD': 0.689,

# minimum face quality sufficient to add it to a dossier

'"MINIMUM_DOSSIER_QUALITY': -2,

# skip all unmatched faces

'IGNORE_UNMATCHED': False,

# matched events older than EVENTS_MAX MATCHED AGE will be automatically

# deleted (every night at 1:17 am by default)

'EVENTS_MAX_MATCHED_AGE': 30,

# same as above but for unmatched events

'"EVENTS_MAX_UNMATCHED_AGE': 30,

# same as EVENTS_MAX MATCHED AGE but for matched full frame images only,,
< (thumbnails won't be deleted)

'"EVENTS_MAX_FULLFRAME_UNMATCHED_AGE': 30,

# same as above but for unmatched full frame images only (thumbnails won't be_,
—deleted)

'"EVENTS_MAX_FULLFRAME_MATCHED_AGE': 30,

# NTLS licence server url

'NTLS_HTTP_URL': 'http://127.0.0.1:3185"',

# findface-video-worker face posting address,

# it must be set to either FFSecurity EXTERNAI_ADDRESS (by default)

# or findface-facerouter url (in some specific cases)

'ROUTER_URL': 'http://127.0.0.1"',
# send serialized dossiers, dossier—-lists, camera and camera groups in_,
—webhooks

'"VERBOSE_WEBHOOKS': False,

'THUMBNAIL_JPEG_QUALITY': 75,

# FFServer services urls

'VIDEO_MANAGER_ADDRESS': 'http://127.0.0.1:18810",
'SF_API_ADDRESS': 'http://127.0.0.1:18411",

'"FFCOUNTER_ADDRESS': 'http://127.0.0.1:17300",

# additional events features.

# make sure that corresponding extractors

# are licensed and enabled at findface-extraction—api config file.
# available features are: gender, age, emotions, beard, glasses, medmask.
'EVENTS_FEATURES': [],

# feature specific confidence thresholds

'LIVENESS_THRESHOLD': 0.75,

'"EMOTIONS_THRESHOLD': 0.25,

'BEARD_THRESHOLD': 0.7,

# —-— Persons configuration —-
# rrule (recurrence rule) for scheduling persons clusterization
'"PERSONS_CLUSTERIZATION_SCHEDULE': 'RRULE:FREQ=DAILY; INTERVAL=1; WKST=MO;

—BYHOUR=0; BYMINUTE=0",
# face to person matching confidence threshold
'PERSONS_CONFIDENCE_THRESHOLD': 0.739,
# minimum face quality for handle face in person service
'PERSON_EVENT_MIN_QUALITY': -2,
# counters full frame saving options:

(continues on next page)
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(continued from previous page)

# “always® - save always

# “detect® - save only if faces or silhouettes have been detected

# ‘never® - never save full frames

'COUNTERS_SAVE_FULLFRAME': 'always',

'COUNTERS_FULLFRAME_JPEG_QUALITY': 75,

'"COUNTERS_THUMBNAIL_JPEG_QUALITY': 75,

# —-— Optional parameters —-

# Edit CUSTOM_FIELDS section to customize dossier content.

# Below is an example for integration FindFace Security with Sigur.

# 'CUSTOM_FIELDS': {

# 'dossier _meta': {

# "items': [

# {

# 'name': 'personid',

# 'default': '',

# "label': 'PersonID',

# 'display': ['list', 'form'],

# 'description': 'Sigur person ID'

# }r

# {

# 'name': 'firstname',

# 'default': "',

# "label': 'First Name',

# 'display': ['list', 'form'],

# 'description': 'Sigur first name'

# }s

# {

# 'name': 'lastname',

# 'default': '',

# '"label': 'Last Name',

# 'display': ['list', 'form'],

# 'description': 'Sigur last name'

# }s

#

# 'name': 'version',

# 'default': '',

# "label': 'Version',

# 'display': ['list', 'form'],

# 'description': 'Sigur photo version'

# }

# 1,

# 'filters': [

# {

# 'name': 'personid',

# '"label': 'Sigur person ID filter',

# 'field': 'personid'

# }

# ]

# }

# }/

# maximum event age in seconds than could be added to an episode.

# 'EPISODE_SEARCH INTERVAL': 60,

# If none of these events matched, new episode is created.

# maximum episode duration (episode is closed after)

# 'EPISODE_MAX_DURATION': 300,

# 1f no new event added to an episode during this timeout, episode will be_
—closed.

(continues on next page)
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(continued from previous page)

'"EPISODE_EVENT _TIMEOUT': 30,

maximum created thumbnail width

"THUMBNAII_MAX WIDTH': 320,

social backend url. Contact support for additional information.
'"SOCIAL BACKEND': None,

"SOCIAIL_ HEADERS': {},

unacknowledged events notification interval
'"UNACKNOWLEDGED NOTIFY INTERVAL': 1,

IR R B R E RS

}
# — FindFace Security user interface configuration dictionary -
FFSECURITY_UI_CONFIG = {

"event": {
"features": {
"f_gender_class": ["male", "female"],
"age": {
"f_age_gte": "",
"f_age_lte": ""
}I
"f_emotions_class": ["angry", "disgust", "fear", "happy", "sad",
—"surprise", "neutral"],
"f _glasses_class": ["none", "eye", "sun"],
"f beard_class": ["none", "beard"],
"f liveness_class": ["real", "fake"],
"f medmask_class": ["none", "correct"],
}
}
}
# —— ASGI-server configuration —-—

# consult support before changing these settings.
# per worker thread pool size.
ASGI_THREADS = 32
UVICORN_SETTINGS = {
# worker processes count, 'auto' sets it to logical cpu count
'workers': 'auto',
'host': 'localhost',
'port': 8002,
# websocket worker processes count,
# 'auto' sets it to logical cpu count, but not more than 8.
'ws-workers': 'auto',
'ws—host': 'localhost',
'ws—port': 8003,
}
# disable unused services to increase
# overall system performance in some cases.
SERVICES = {
"ffsecurity": {
"episodes": True,
"webhooks": True,
"persons": False,

FINDFACE SECURITY PLUGINS

e

Uncomment lines below to enable plugins. Please consult documentation for
a plugin specific settings.
=== AxXxon

¥ R R K

(continues on next page)
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# INSTALLED_APPS.append('ffsecurity_axxon')
# FFSECURITY['AXXON'] = [

# {

# 'name': 'server_name’',

# 'api': 'http://example.com/"',

# 'rtsp': 'rtsp://example.com:554/",
# 'user': 'user',

# 'password': 'password',

# }

# ]

# FFSECURITY UI_CONFIG['dossier'] = {

# 'video': True,

# 7

# =============== (Genetec ================
# INSTALLED_APPS.append('ffsecurity_genetec')
# ================ Sova ================= =

# INSTALLED_APPS.append('ffsecurity_sova')

# ======= CryptoPRO authentication =======

# INSTALLED_APPS.append('ffsecurity cproauth')

# REST_FRAMEWORK [ 'DEFAULT_AUTHENTICATION_CLASSES'] = [
# 'ffsecurity.auth.TokenAuthentication',

# 'ffsecurity_ cproauth.auth.CryptoProOrTokenAuthentication'
# ]

# ========== DossierLists sync ===========

# INSTALLED_APPS.append('ffsecurity_sync')

# token must be identical on master and slave

# use pwgen -s 64 1

# SYNC_TOKEN = 'change _me'

# SYNC_TIME = {

# # 24 hour format

# "hour': 3,

# 'minute’': 0,

# }

7. Generate a signature key for the session encryption (used by Django) by executing: pwgen —-sncy 50 1tr
wrmew o Specify this key as SECRET_KEY.

8. Start the services.

sudo systemctl enable findface-security
sudo systemctl start findface-security

9. Disable the default nginx server and add the findface-security server to the list of enabled servers.
Restart nginx.

sudo rm /etc/nginx/sites-enabled/default

sudo 1ln -s /etc/nginx/sites—available/ffsecurity-nginx.conf /etc/nginx/sites-
—enabled/

sudo nginx -s reload

1.4.3 Additional findface-video-worker deployment on remote hosts

To install only the findface-video-worker service, do the following:
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Tip: Before deployment, be sure to consult the system requirements.

Tip: If you have several video cards on your server, see Multiple Video Cards Usage before deploying
findface-video-worker—gpu.

1. Download the installer file findface-security-and-server-4.2.run.
2. Put the . run file into some directory on the designated host (for example, /home /username).

3. From this directory, make the . run file executable.

’chmod +x findface-security-and-server-4.2.run

4. Execute the . run file.

’sudo ./findface-security-and-server-4.2.run

The installer will ask you a few questions and perform several automated checks to ensure that the host meets
the system requirements. Fill out the prompts appropriately once requested. The questions are the following:

1. Product to install: FindFace Video Worker.
2. Type of findface-video-worker package: CPU or GPU.
3. IP address of the ffsecurity host.

After that, the installation process will automatically begin.

Note: The answers will be saved to a file /tmp/<findface—-installer—x>. json. You can edit this
file and use it to install FindFace Security on other hosts without having to answer the questions again.

Note: If you chose to install findface-ntls and/or findface-video-manager on different hosts than
that with ffsecurity, specify their IP addresses in the findface-video-worker configuration file after the
installation.

sudo vi /etc/findface-video-worker—-cpu.ini
sudo vi /etc/findface-video-worker-gpu.ini

In the nt 1 s-addr parameter, specify the findface-nt1s host IP address.

’ntls—addr:127.0.0.1:3133

In the mgr-static parameter, specify the findface-video-manager host IP address, which provides
findface-video-worker with settings and the video stream list.

’mgrfstatic:127.0.0.1:18811

Tip: To automatically install findface-video—worker on another host without answering the installation
questions, use the /tmp/<findface-installer—=>. json file. Execute:

sudo ./findface-security-and-server-4.2.run —-f /tmp/<findface-installer—+>.json
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You can find an example of the installation file in /nstallation File.

1.4.4 Neural Network Models Installation

To detect and identify faces and face features (gender, age, emotions, beard, glasses, face mask, and others),
findface-extraction-api uses neural networks.

If you have to manually initiate the models installation, use the console installer as follows:

1. Execute the prepared findface-security-and-server-4.2.run file.

sudo ./findface-security-and-server-4.2.run

2. Select the installation type: Fully customized installation.

3. Select a FindFace Security component to install: findface-data. To do so, first deselect all the listed
components by entering — in the command line, then select the required component by entering its sequence
number (keyword): 1. Enter done to save your selection and proceed to another step.

4. In the same manner, select models to install. After that, the installation process will automatically begin.

Note: You can find installed face recognition models at /usr/share/findface-data/models/face/, face
features recognition models at /usr/share/findface-data/models/faceattr/.

1ls /usr/share/findface-data/models/face/
ifruit_160.cpu.fnk ifruit_320.cpu.fnk ifruit_160.gpu.fnk ifruit_320.gpu.fnk

ls /usr/share/findface-data/models/faceattr/

age.vl.cpu.fnk age.vl.gpu.fnk beard.vO.cpu.fnk Dbeard.vO.gpu.fnk emotions.vl.cpu.
—fnk emotions.vl.gpu.fnk gender.v2.cpu.fnk gender.v2.gpu.fnk glasses3.v0.cpu.fnk
— glasses3.v0.gpu.fnk, medmask3.v0.cpu.fnk, medmask3.v0.gpu.fnk, liveness.v3.gpu.fnk

1.4.5 Fully Customized Installation

The FindFace Security developer-friendly installer provides you with quite a few installation options, including the
fully customized installation. This option is mostly used when deploying FindFace Security in a highly distributed
environment.

To initiate the fully customized installation, answer the installer questions as follows:
¢ Product to install: FindFace Security.
* Installation type: Fully customized installation.

 FindFace Security components to install: whenever you have to make a selection, first deselect all the listed
components by entering —+ in the command line, then select required components by entering their se-
quence number (keyword), for example: 1 7 (findface-data, findface—-extraction—api), 13
(findface-tarantool-server), or 9 (findface-upload). Enter done to save your selection and proceed
to another step.

 Related questions such as about the acceleration type: CPU or GPU.
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1.4.6 Guide to Typical Cluster Installation

This section is all about deploying FindFace Security in a cluster environment.

Tip: If after having read this section, you still have questions, do not hesitate to contact our experts by sup-
port@ntechlab.com.

The reasons for deploying FindFace Security in a cluster are the following:
* Necessity to distribute the video processing high load.

* Necessity to process video streams from a group of cameras in the place of their physical location.

Note: The most common use cases where such need comes to the fore are hotel chains, chain stores, several
security checkpoints in the same building, etc.

See also:
Allocate findface-video-worker to Camera Group
* Necessity to distribute the biometric sample extraction high load.
» Large number of faces to search through, that requires implementation of a distributed face database.

Before you start the deployment, outline your system architecture, depending on its load and allotted resources (see
System Requirements). The most common distributed scheme is as follows:

* One principal server with the following components: findface-ntls, findface-security,
findface-sf-api, findface-video-manager, findface-upload,
findface-video-worker, findface-extraction-api, findface-tarantool-server,
and third-parties.

* Several additional video processing servers with installed findface-video-worker.
¢ (If needed) Several additional biometric servers with installed findface-extraction—api.
* (If needed) Additional database servers with multiple Tarantool shards.

This section describes the most common distributed deployment. In high load systems, it may also be necessary to
distribute the API processing (findface-sf-api and findface-video-manager) across several additional
servers. In this case, refer to Fully Customized Installation.

To deploy FindFace Security in a cluster environment, follow the steps below:

* Deploy Principal Server

* Deploy Video Processing Servers

* Deploy Biometric Servers

* Distribute Load across Biometric Servers

e Distribute Database

* Configure Network
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Deploy Principal Server

To deploy the principal server as part of a distributed architecture, do the following:
1. On the designated physical server, install FindFace Security from installer as follows:
¢ Product to install: FindFace Security.

¢ Installation type: Single server, multiple video workers. In this case, FindFace Secu-
rity will be installed and configured to interact with additional remote findface-video-worker
instances.

* Type of the findface-video-worker acceleration (on the principal server): CPU or GPU, subject to
your hardware configuration.

* Typeof the findface—-extraction-api acceleration (on the principal server): CPU or GPU, subject
to your hardware configuration.

After the installation is complete, the following output will be shown on the console:

#HAAHARA A AR RARAAFAAARAAFAAARA A A AHA A A AAARA A AR AR A AA AR A AR AR
# Installation is complete #
HAHAHARAAHAHARARAAAHARAHAAAAAARA A AR A A AR A AR A AR A AR
- upload your license to http://172.20.77.17/#/license/
- user interface: http://172.20.77.17/

superuser: admin

password: admin

documentation: http://172.20.77.17/doc/

2. Upload the FindFace Security license file via the main web interface http://<Host_IP_address>/#/
license. To access the web interface, use the provided admin credentials.

Note: The host IP address is shown in the links to FindFace web services in the following way: as an external
IP address if the host belongs to a network, or 127.0.0 .1 otherwise.

Important: Do not disclose the superuser (Super Administrator) credentials to others. To administer the
system, create a new user with the administrator privileges. Whatever the role, Super Administrator cannot be
deprived of its rights.

3. Allow the licensable services to access the findface—ntls license server from any IP address, To do so,
open the /etc/findface-ntls.cfg configuration file and set listen = 0.0.0.0:3133.

sudo vi /etc/findface-ntls.cfg

# Listen address of NTLS server where services will connect to.
# The format is IP:PORT

# Use 0.0.0.0:PORT to listen on all interfaces

# This parameter is mandatory and may occur multiple times

# 1f you need to listen on several specific interfaces or ports.
listen = 0.0.0.1:3133

Deploy Video Processing Servers

On an additional video processing server, install only a findface-video-worker instance following the step-
by-step instructions. Answer the installer questions as follows:
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* Product to install: FindFace Video Worker.
* Type of the findface-video—worker acceleration: CPU or GPU, subject to your hardware configuration.
* FindFace Security IP address: IP address of the principal server.

After that, the installation process will automatically begin. The answers will be saved to a file /tmp/
<findface-installer—=>. json. Use this file toinstall FindFace Video Worker on other hosts without
having to answer the questions again, by executing:

sudo ./findface-security-and-server-4.2.run —-f /tmp/<findface-installer—«>.
—Jjson

Note: If findface-ntls and/or findface-video-manager are installed on a different host
than that with findface-security, specify their IP addresses in the findface-video-worker
configuration file after the installation.

sudo vi /etc/findface-video-worker—gpu.ini

sudo vi /etc/findface-video-worker-cpu.ini

In the nt 1 s-addr parameter, specify the findface—nt1s host IP address.

’ntlsfaddr:l27.0.0.1:3133 ‘

In the mgr-stat ic parameter, specify the findface-video-manager host IP address, which pro-
vides findface-video-worker with settings and the video stream list.

’mgrfstatic:127.0.0.l:18811 ‘

Deploy Biometric Servers

On an additional biometric server, install only a findface—-extraction-api instance from the console installer.
Answer the installer questions as follows:

¢ Product to install: FindFace Security.

Installation type: Fully customized installation.

FindFace Security components to install: findface-extraction-api and findface-data. To
make a selection, first deselect all the listed components by entering —+ in the command line, then select
findface-extraction-api and findface-data by entering their sequence number (keyword): 1
7. Enter done to save your selection and proceed to another step.

Type of findface-extraction-api acceleration: CPU or GPU.

Modification of the findface-extraction-api configuration file: specify the IP address of the
findface—-ntls server.

Neural network models to install: CPU or GPU model for face biometrics (mandatory), and (optional) CPU/GPU
models for gender, age, emotions, glasses, beard, and face mask recognition. To make a selection, first dese-
lect all the listed models by entering —+ in the command line, then select required models by entering their
sequence number (keyword), for example, 8 2 to select the GPU-models for biometric sample extraction and
age recognition. Enter done to save your selection and proceed to another step. Be sure to choose the right
acceleration type for each model, matching the acceleration type of findface-extraction-api: CPU
or GPU. Be aware that findface-extraction-api on CPU can work only with CPU-models, while
findface-extraction-api on GPU supports both CPU- and GPU-models. See Fuce Features Recogni-
tion for details.
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The following models are available:

Face feature | Accelera- Package
tion
face (biome- CPU findface-data-ifruit-320-cpu_3.0.0_all.deb findface-data-ifruit-160-
try) cpu_3.0.0_all.deb
GPU findface-data-ifruit-320-gpu_3.0.0_all.deb findface-data-ifruit-160-
gpu_3.0.0_all.deb
age CPU findface-data-age.v1-cpu_3.0.0_all.deb
GPU findface-data-age.v1-gpu_3.0.0_all.deb
gender CPU findface-data-gender.v2-cpu_3.0.0_all.deb
GPU findface-data-gender.v2-gpu_3.0.0_all.deb
emotions CPU findface-data-emotions.v1-cpu_3.0.0_all.deb
GPU findface-data-emotions.v1-gpu_3.0.0_all.deb
glasses3 CPU findface-data-glasses3.v0-cpu_3.0.0_all.deb
GPU findface-data-glasses3.v0-gpu_3.0.0_all.deb
beard CPU findface-data-beard.v0-cpu_3.0.0_all.deb
GPU findface-data-beard.v0-gpu_3.0.0_all.deb
face mask CPU findface-data-medmask3.v0-cpu_3.0.0_all.deb
GPU findface-data-medmask3.v0-gpu_3.0.0_all.deb

After that, the installation process will automatically begin. The answers will be saved to a file /tmp/
<findface-installer—-x*>.json. Use this file to install findface—-extraction—api on other hosts
without having to answer the questions again.

sudo ./findface-security-and-server-4.2.run —-f /tmp/<findface-installer—«>.

—Jjson

After all the biometric servers are deployed, distribute load across them by using a load balancer.

Distribute Load across Biometric Servers

To distribute load across several biometric servers, you need to set up load balancing. The following
step-by-step instructions demonstrate how to set up nginx load balancing in a round-robin fashion for 3
findface-extraction-api instances located on different physical hosts: one on the FindFace Security princi-
pal server (172.168.1.9), and 2 on additional remote servers (172.168.1.10,172.168.1.11). Should you
have more biometric servers in your system, load-balance them by analogy.

Tip: You can use any load balancer according to your preference. Please refer to the relevant official documentation
for guidance.

To set up load balancing, do the following:

1. Designate the FindFace Security principal server (recommended) or any other server with nginx as a gateway to
all the biometric servers.

Important: You will have to specify the gateway server IP address when configuring the FindFace Security
network.

Tip: You can install nginx as such:
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sudo apt update
sudo apt install nginx

2. On the gateway server, create a new nginx configuration file.

sudo vi /etc/nginx/sites-available/extapi

3. Insert the following entry into the newly created configuration file. In the upstream directive (upstream
extapibackends), substitute the exemplary IP addresses with the actual IP addresses of the biometric
servers. In the server directive, specify the gateway server listening port as 1isten. You will have to
enter this port when configuring the FindFace Security nerwork.

upstream extapibackends {
server 172.168.1.9:18666; ## "~'findface-extraction-api " on principal_,
—server
server 172.168.1.10:18666; ## 1st additional extraction server
server 127.168.1.11:18666; ## 2nd additional extraction server
}
server {
listen 18667;
server_name extapi;
client_max_body_size 64m;
location / {
proxy_pass http://extapibackends;
proxy_next_upstream error;
}
access_log /var/log/nginx/extapi.access_log;
error_log /var/log/nginx/extapi.error_log;

4. Enable the load balancer in nginx.

sudo 1ln -s /etc/nginx/sites-available/extapi /etc/nginx/sites-enabled/

5. Restart nginx.

sudo service nginx restart

6. On the principal server and each additional biometric server, open the /etc/
findface-extraction-api.ini configuration file. Substitute localhost in the 1isten parameter
with the relevant server address that you have specified in upstream extapibackends (/etc/nginx/
sites-available/extapi) before. In our example, the address of the 1st additional extraction server has
to be substituted as such:

sudo vi /etc/findface-extraction-api.ini

listen: 172.168.1.10:18666

7. Restart the findface-extraction-api on the principal server and each additional biometric server.

sudo systemctl restart findface-extraction—api.service

The load balancing is now successfully set up. Be sure to specify the actual gateway server IP address and listening
port, when configuring the FindFace Security network.
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Distribute Database

The findface-tarantool-server component connects the Tarantool database and the findface-sf-api
component, transferring search results from the database to findface-sf-api for further processing. To increase
search speed, multiple findface-tarantool-server shards can be created on each Tarantool host. Their
running concurrently leads to a remarkable increase in performance. Each shard can handle up to approximately
10,000,000 faces. When deploying findface-tarantool-server from installer, shards are created automati-
cally given the server hardware.

To distribute the face database, install only a findface-tarantool-server instance on each additional
database server. Answer the installer questions as follows:

¢ Product to install: FindFace Security.
* Installation type: Fully customized installation.

* FindFace Security components to install: findface-tarantool-server. To make a selec-
tion, first deselect all the listed components by entering —+ in the command line, then select
findface-tarantool-server by entering its sequence number (keyword): 13. Enter done to save
your selection and proceed to another step.

After that, the installation process will automatically begin. The answers will be saved to a file /tmp/
<findface—-installer—-«>. json. Use this file to install findface-tarantool-server on other hosts
without having to answer the questions again.

sudo ./findface-security-and-server-4.2.run —-f /tmp/<findface-installer—*>.json

As a result of the installation, findface-tarantool-server shards will be automatically installed in the
amount of N = max (min (mem_mb // 2000, cpu_cores), 1),i.e. equal tothe RAM size in MB divided
by 2000, or the number of CPU physical cores (but at least 1 shard).

Be sure to specify the shards IP addresses and ports, when configuring the FindFace Security netrwork. To learn the
port numbers, execute on each database server:

sudo cat /etc/tarantool/instances.enabled/*shardx | grep -E ".start] (listen =)""

You will get the following result:

listen = '127.0.0.1:33001",
FindFace.start ("127.0.0.1", 8101, {

listen = '127.0.0.1:33002",
FindFace.start ("127.0.0.1", 8102, {

You can find the port number of a shard in the FindFace. start section, for example, 8101, 8102, etc.

Configure Network

After all the FindFace Security components are deployed, configure their interaction over the network. Do the follow-
ing:

1. Openthe /etc/findface-sf-api.ini configuration file:

sudo vi /etc/findface-sf-api.ini

Specify the following parameters:
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shards ->master

Parameter Description

extraction—api -> | IP address and listening port of the gateway biometric server with set up load
extraction-api balancing.

storage-api -> | IP address and port of the findface-tarantool-server master shard.

Specify each shard by analogy.

upload_url

WebDAV NginX path to send original images, thumbnails and normalized
face images to the findface—upload service.

webdav:
upload-url: http://127.0.

shards:
master:

slave:

master:

slave:

master:

slave:

master:

slave:

master:

slave:

master:

slave:

extraction-api:
extraction-api:

storage-api:

L]

L]

L]

L]

http://172.168.
http://172.168.
http://172.168.
http://172.168.
http://172.168.

http://172.168.

http://172

0

1

1

.168.1.9:18667

.1:3333/uploads/

.9:8101/v2/

.9:8102/v2/

.12

.12

.13

.13

:8101/v2/

:8102/v2/

:8102/v2/

:8102/v2/

2. Openthe /etc/ffsecurity/config.py configuration file.

sudo vi /etc/ffsecurity/config.py

Specify the following parameters:

Parame-
ter

Description

SERVICE_|

ERMHRNRISekDABERPSaddress or URL prioritized for the Genetec integration and webhooks.
Once this parameter not specified, the system uses EXTERNAL_ADDRESS for these pur-
poses. To use Genetec and webhooks, be sure to specify at least one of those parameters:
SERVICE_EXTERNAL_ADDRESS, EXTERNAL_ADDRESS.

EXTERNATL

_ @ymingly IP address or URL that can be used to access the FindFace Security web interface.
Once this parameter not specified, the system auto-detects it as the external IP address. To
access FindFace Security, you can use both the auto-detected and specified IP addresses.

VIDEO_DE

TEe TthorizzkAd video face detection module, come up with a token and specify it here.

VIDEO_MA

NEGRRIrégsB ORE®S indface-video—manager host.

NTLS_HTT

PIRJRIdress of the findface—nt1s host.

ROUTER_U

RExternal IP address of the findface-security host that will receive detected faces from
the findface-video—-worker instance(s).

SF_API_A

DIR&KIgess of the findface-sf—-api host.

EXTRACTT]

ORP_adrlfess and listening port of the gateway biometric server with set up load balancing.
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sudo vi /etc/ffsecurity/config.py

# SERVICE_EXTERNAL_ ADDRESS prioritized for webhooks and genetec
SERVICE_EXTERNAL_ADDRESS = 'http://localhost'
EXTERNAL_ADDRESS = 'http://127.0.0.1"

FFSECURITY = {
'VIDEO_DETECTOR_TOKEN': '7ce2679adfc4d74edcf508beadd67208",

'"EXTRACTION_API': 'http://172.168.1.9:18667/"',
'VIDEO_MANAGER_ADDRESS': 'http://127.0.0.1:18810",

'"NTLS_HTTP_URL': 'http://127.0.0.1:3185",
'"ROUTER_URL': 'http://172.168.1.9',

"SF_API_ADDRESS': 'http://127.0.0.1:18411",

The FindFace Security components interaction is now set up.

1.5 First Steps after Deployment

Once FindFace Security is successfully deployed, it is time to open the web interface and get started. In this chapter,
you can find a recommended sequence of steps that will help you harness the entire functionality of your system.

In this chapter:

* Organize Cameras

* Organize Watch Lists and Dossiers

* Create Users and Grant them Privileges
 Start Monitoring Faces

* Organize Video Surveillance

* Start Collecting Statistics

* FindFace Security in Action

* Basic Maintenance

e Go Further

1.5.1 Organize Cameras

1. Create a new camera group or use the default one. A camera group is an entity that allows you to group cameras
subject to their physical location. For example, cameras at the same entrance to a building can be combined into
one camera group.
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2. Add cameras to the camera group and check their statuses.

You may also need:

1. Configure your system to process video from the group of cameras at their physical location. It may come in
handy in a distributed architecture. Learn more.

2. Consider enabling event deduplication if observation scenes of cameras within the group overlap. This feature
allows you to exclude coinciding facial recognition events among cameras belonging to the same group. Learn
more.

1.5.2 Organize Watch Lists and Dossiers

1. Create a new watch list or use the default one. A watch list is an entity that allows you to classify people by
arbitrary criteria: blacklist, wanted, VIP, staff, etc.

2. Upload dossiers and add them in the watch list either manually, in bulk via the web interface, or use the console
bulk upload function.

You may also need:

1. Distribute dossier database among several hosts. The dossier database will be available for editing on the
master server and reading and monitoring on the slaves.

2. Customize dossier content. Create additional fields, tabs, and search filters.

1.5.3 Create Users and Grant them Privileges

1. Check out the list of predefined user roles and create new roles if necessary.

2. Add users to the system and grant them privileges.

1.5.4 Start Monitoring Faces
By default, FindFace Security is monitoring only unmatched faces. To enable a custom watch list monitoring, simply

make this list active. You can also turn on sound notifications and request manual acknowledgment for the events
associated with the list.

You may also need:

1. Make events more informative by enabling recognition of gender, age, emotions, beard, face mask, and glasses.
Learn more.

2. Protect your system from spoofing by enabling the Face Liveness Detection functionality. Learn more.

1.5.5 Organize Video Surveillance

Create a camera layout for basic video surveillance.
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1.5.6 Start Collecting Statistics

Set up counters to collect realtime statistics on in-video faces and silhouettes.

1.5.7 FindFace Security in Action

1.

Automatically identify faces in live video and check them against watch lists. Work with the event history by
using various filters.

Harness the episodes. An episode is a set of identification events that feature faces of the same person, detected
within a certain period of time. As events on the Events tab show up in an arbitrary order, a large number of
miscellaneous events can make the work challenging and unproductive. With the Episodes, the system uses
Al to organize incoming events based on the faces similarity and detection time. This allows for the effortless
processing of diverse events, even in large numbers.

. Search for faces in the following databases:

» Database of detected faces. Learn more.
* Dossier database. Learn more.
Search archived videos for faces under monitoring.
Manually compare two faces and verify that they belong to the same person.

Use the mobile app.

You may also need:

Harness the person recognition. The system databases will hold a new entity person event linked to all episodes
that feature a person’s face. You can work with the person gallery similarly as with events and episodes.

1.5.8 Basic Maintenance

1.
2.
3.

Configure automatic cleanup of events, episodes, and full frames.
Manually purge events, episodes, and full frames.

Regularly backup the database.

1.5.9 Go Further

1.

2.
3,
4.

Set up webhooks to automatically send notifications about specific events, episodes, and counter records to a
given URL. In this case, when such an event occurs, FindFace Security will send an HTTP request to the URL
configured for the webhook. You can use webhooks for various purposes, for example, to notify a user about
a particular event, invoke required behavior on a target website, solve security tasks such as automated access
control, etc. Learn more.

Harness the FindFace Security functions through H7TP API.
Check out the list of our partner integrations.

Harness plugins to set your directives that determine how FindFace Security processes detected faces.

See also:

* Camera Management
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* Face Monitoring and Dossier Database
* User Management

e Face Identification in Offline Videos

» Face and Silhouette Statistics

* Advanced Functionality

* Maintenance and Troubleshooting

1.6 Work with FindFace Security

Use the web interface to interact with FindFace Security. To open the web interface, enter its basic address in the
address bar of your browser, and log in.

Note: The basic address is set during deployment.

Important: To log in for the first time, use the admin account created during deployment. To create
more users, refer to User Management.

The web interface has a highly intuitive and handy design and provides the following functionality:
e Camera Management. Group cameras subject to their location. Add and configure a camera.
* Dossier Database. Manage dossier classification lists (watch lists). Create dossiers manually and in bulk.
» User Management. Manage FindFace Security users and their roles.
* Offline Video Processing. Offline video face identification.
* Face and Silhouette Statistics. Collect realtime statistics on in-video faces and silhouettes.

* General Preferences. Configure the confidence threshold for face verification. Set up automatic cleanup of the
event database.

» Compare faces. Verify that 2 given faces belong to the same person.

* Operator’s Guide. Real time face identification in live streams. Organize Events with Episodes. Search for faces
in the event list and dossier database. Video surveillance.

1.6.1 Camera Management

To configure video-based biometric identification, add cameras to FindFace Security, grouping them subject to their
location.

Note: Privileges to create camera groups and cameras are managed in user’s permissions (see User Management).

In this chapter:
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* Create Camera Group

e Add Camera

* Monitor Camera Operation

Create Camera Group

Tip: A default preconfigured camera group is available in the system.

To create a group of cameras, do the following:
1. Navigate to the Preferences tab. Click Camera Groups.
2. Click +.

Preferences Camera Groups

Genetec

I:l Preferences

3. On the Information tab, specify the group name. Add a comment if needed.
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Create Camera Group Information  Perrr

4. If you want to allocate a certain findface-video-worker instance to process video streams from the
group, create or select one or several allocation labels.

Note: To complete the allocation, list the labels in the findface-video-worker configuration file. See
Allocate findface-video-worker to Camera Group for details.

5. If you want to deduplicate events from cameras that belong to the same group, i. e. exclude coinciding events,
check Deduplicate Events and specify the deduplication interval (interval between 2 consecutive checks for
event uniqueness).

Warning: Use deduplication with extreme caution. If cameras within a group observe different scenes,
some faces may be skipped. See Deduplicate Events for details.

1.6. Work with FindFace Security 39



FindFace Security, Release 4.2

6. By default, all camera groups in the system are applied the generic confidence threshold. To set an individual
threshold for the camera group, check Confidence Threshold and specify the threshold value.

Important: The default generic confidence threshold is optimal for the majority of recognition cases. We do not
recommend changing it on your own. Be sure to consult with our technical experts by support@ntechlab.com.

7. Check Active.
8. Click Save.

9. On the Permissions tab, assign privileges on the camera group, specifying which user roles are allowed to
change/view the camera group settings.

Create Camera Group Information Permissions

10. Click Save.

Add Camera

To add a camera, do the following:
1. Navigate to the Cameras tab.

2. Click +.

Cameras

Page1 &

3. Specify the name of a camera and add it to a group. If necessary, add a comment.
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Add Camera

» Active

Parameters

( Reset Parameters |

4. Specify the camera URL or path to the video file, for example, file:///data/some.mp4.

5. By default, all cameras in the system are applied the generic confidence threshold. To set an individual threshold
for the camera, check Confidence Threshold and specify the threshold value.

Important: The default generic confidence threshold is optimal for the majority of recognition cases. We do not
recommend changing it on your own. Be sure to consult with our technical experts by support@ntechlab.com.

6. Check Active.
7. To configure video processing, click Parameters and make adjustments:

* Minimum face snapshot quality (filter_min_quality): Minimum quality of a face snapshot to post.
To be fitted empirically: negatives values around O = high quality faces, -1 = good quality, -2 = satisfactory
quality, -5 = inverted faces and large face angles, face recognition may be inefficient.

* Minimum face size (filter_min_face_size): Minimum face size in pixels to post. If 0, the filter is
off.
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Maximum face size (filter_max_face_size): Maximum face size in pixels in post.
Compression quality (jpeg_quality): Full frame compression quality.

FFMPEG options (ffmpeg_params): FFMPEG options for a video stream in the key-value format
[“rtsp_transpotr=tcp”, “ss=00:20:00""].

Offline mode (overall_only): Offline mode. Enable posting one snapshot of the best quality for each
face.

Time interval (realtime_post_interval): Time interval in seconds (integer or decimal) within
which the face tracker picks up the best snapshot in realtime mode.

Post best snapshot (realtime_post_every_interval): If true, post the best snapshot obtained
within each Time interval (realtime_post_interval) in realtime mode. If false, post the best snapshot only
if its quality has improved comparing to the previously posted snapshot.

Posting timeout (router_timeout_ms): Timeout in milliseconds for posting faces.

Retrieve timestamps from stream (use_stream_timestamp): If true, retrieve and post timestamps
from a video stream. If false, post the actual date and time.

Add to timestamps (start_stream_timestamp): Add the specified number of seconds to timestamps
from a stream.

Play speed limit (play_speed): If less than zero, the speed is not limited. In other cases, the stream is
read with the given play_speed. Not applicable for live streams.

Region of Tracking (ROT): Enable detecting and tracking faces only inside a clipping rectangle. Use this
option to reduce the video face detector load.

Region of Interest (ROI): Enable posting faces detected only inside a region of interest.

Tip: To specify ROT/ROI, use the visual wizard. First, create a camera without ROT/ROI. Then open it
for editing and click Parameters. You will see the visual wizard appear.

If necessary, specify optional parameters for video processing. Click Advanced Parameters.

e Force input format (f fmpeqg_format): Pass FFMPEG format (mxg, flv, etc.) if it cannot be detected

automatically.

e Verify SSL (router_verify_ssl): If true, enable verification of the server SSL certificate when the

face tracker posts faces to the server over https. If false, a self-signed certificate can be accepted.

e Minimum motion intensity (imotion_threshold): Minimum motion intensity to be detected by the

motion detector.

8. Click Save.

Note:

Each created camera is associated with a so-called job, a video processing task that contains configuration

settings and stream data and is assigned to findface-video-worker. This task can be restarted (see Monitor
Camera Operation).

Monitor Camera Operation

To monitor the operation of cameras, navigate to the Cameras tab.
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@ FindFace Security Cameras

Q

Page 1 &

p Cameras

Reset filters

Camera statuses:
* Green: the video stream is being processed without errors.

* Yellow: the video stream is being processed for less than 30 seconds, or one or more errors occurred when
posting a face.

* Red: the video stream cannot be processed.
* Grey: camera disabled.

For each camera, you will be provided with the following statistics: current session duration/ the number of success-
fully posted faces/ the number of faces processed with errors after the last job restart.

Note: Each created camera is associated with a so called job, a video processing task that contains configuration
settings and stream data and is assigned to findface-video-worker. This task can be restarted.

To restart a job, click E in the Action column. In this case, the number of errors will be reset to 0.
With a large number of cameras in the system, use the following filters:

* Camera groups,

e Active,

» Status.
See also:

* Allocate findface-video-worker to Camera Group

* Deduplicate Events

1.6.2 Face Monitoring and Dossier Database

This chapter is all about monitoring detected faces and creating the dossier database. Each dossier has to contain one
or several photos of a person and belong to a certain classification list (watch list), black or white in the simplest case.
You can create several watch lists, subject to a person status or hazard level.

Tip: To create dossiers in bulk, use the batch photo upload functionality.
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In this section:

* Monitoring Unmatched Faces
* Create Watch List

* Create Dossier Manually

* Batch Photo Upload

e Filter Dossiers by Watch List

* Purge Dossier Database

Monitoring Unmatched Faces

FindFace Security features one pre-configured watch list that is used for monitoring only unmatched faces. This watch
list cannot be removed from the system. To edit its settings or deactivate it, navigate to the Preferences tab. Click
Watch Lists and then click Unmatched in the table.
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Preferences Edit Watch List Information  Per

General

Apy

ra Groups

Watch Lists

Note: To view only unmatched faces in the event list, select Unmatched in the Watch lists filter on the Events tab
(refer to Real-time Face Identification Events for details).

Create Watch List

To create a custom watch list, do the following:

Tip: Besides the Unmatched watch list, there is also a default preconfigured watch list to monitor matched faces.
This watch list cannot be removed from the system.

1. Navigate to the Preferences tab. Click Watch Lists.
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Preferences

General

Appearance

era Groups
Watch Lists

Lice

!:I Preferences

3. From the Label palette, select a color which will be shown in notifications for this list. Keep in mind that the
right color makes for quicker response of security and hospitality managers.
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Create Watch List Information

. Specify the watch list name. Add a comment if needed.

. Select a camera group(s) which will be used to monitor the watch list. If no groups specified, the watch list will

be monitored by all active cameras in the system.

. Check Require acknowledgment if it is mandatory that events associated with the list be manually acknowledged.
. Check Enable sound alert to turn on sound notifications for the list if needed.

. By default, all watch lists in the system are applied the generic confidence threshold. To set an individual

threshold for the watch list, check Confidence Threshold and specify the threshold value.

Important: The default generic confidence threshold is optimal for the majority of recognition cases. We do not
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recommend changing it on your own. Be sure to consult with our technical experts by support@ntechlab.com.

9. Check Active.
10. Click Save.

11. On the Permissions tab, assign privileges on the watch list, specifying which user roles are allowed to
change/view the watch list settings.

Create Watch List Information Permissions

12. Click Save.

Create Dossier Manually

To create a dossier manually, do the following:
1. Navigate to the Dossiers tab.

2. Click +.
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Create dossier
Batch D

3. Attach a photo, related documents, and specify the name of a person. If necessary, add a comment.

Important: A face in the photo must be of high quality, i.e. close to a frontal position. Distance between
pupils: 60 px. Supported formats: WEBP, JPG, BMP, PNG. Photos that do not meet the requirements will be
rejected with a detailed error description.
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Create dossier
Batch D er Upload

_|_

4. From the Watch lists drop-down menu, select a classification list (or several lists, one by one) for the dossier.
5. Check Active. If a dossier is inactive, it is excluded from the real time face identification.

6. Click Save. If a similar dossier already exists in the database, you will be able to merge it with the new one,
create the new dossier anyway, or cancel creation.

Batch Photo Upload

To create dossiers in bulk, use the batch photo upload. Do the following:

50 Chapter 1. Administrator’s Guide



FindFace Security, Release 4.2

Tip: If you need to upload a large number of photos (more than 10,000), use Console Bulk Photo Upload.

Important: Faces in photos must be of high quality, i.e. close to a frontal position. Distance between pupils: 60 px.
Supported formats: WEBP, JPG, BMP, PNG. Photos that do not meet the requirements will be rejected with a detailed
error description.

1. Navigate to the Dossiers tab.
2. Click +.

Create dossier
Batch D

3. Click Batch Dossier Upload.
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Create dossier

Batch Dossier Upload

/

4. Select multiple image files, or a folder.

Batch Dossier Upload

Logs

Select Files or Select Folder

Use Filenam
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5. You can use image file names as a basis for names and/or comments in dossiers to be created. Select the
necessary option(s). Then configure the automatic name/comment generation rule by appending a custom prefix
and/or postfix to the file name.

Tip: To avoid merging the 3 words into one, use underscore or another symbol in the prefix and postfix.

6. From the Warch lists drop-down menu, select a classification list for the dossiers.

7. Use the Parallel Upload option to specify the number of photo upload streams. The more streams you use, the
faster it takes to complete the upload, however it requires more resources as well.

8. From the Group Photo drop-down menu, select the system behavior upon detecting several faces in a photo:
reject the photo, or upload the biggest face.

9. Click Start to launch the photo upload.

Important: To view the batch photo upload log, click Logs. You can then download the log in the . csv format
if needed.

Batch Upload Logs

( Download )

Filter Dossiers by Watch List

You can find all dossiers created in FindFace Security on the Dossiers tab. Use the Watch lists filter to filter dossiers
by list.
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Dossiers

Ang

Purge Dossier Database

You can purge the entire dossier database in one click. To do so, navigate to the Preferences tab. Click Watch Lists.
Click Delete All.

Watch Lists + Delete All

1.6.3 User Management

In this chapter:

Predefined Roles

Create Custom Role

Primary and Additional User Privileges
Create User

Deactivate or Delete User
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Predefined Roles

FindFace Security provides the following predefined roles:

¢ Administrator has rights to manage cameras, events, FindFace Security users, the dossier database, and full
access to all other functions.

Important: Whatever the role, the first administrator (Super Administrator) cannot be deprived of its rights.

* Operator can create dossiers manually, receive and acknowledge events, and search for faces on the event list.
The other data is available read-only. The batch dossier creation is unavailable.

e User has a right to receive and acknowledge events, and to search for faces on the event list. The other data is
available read-only.

You can change the predefined roles privileges, as well as create various custom roles.

Create Custom Role

To create a custom role, do the following:
1. Navigate to the Preferences tab. Click Roles.
2. Click +.
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Preferences

General
A
AP

Roles

Genetec

nentation

umentation

* Preferences

3. On the Information tab, specify the role name.

Information
I

Administrator

4. Click Save. You will see additional tabs appear next to the Information tab. You can use these tabs to assign the
role privileges for specific watch lists (the Warch Lists tab) and camera groups (Camera Groups), as well as for

entire system functions and entities (Permissions).
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Note: For example, if you set None for a certain camera group on the Camera Groups tab, users with this role
won’t be able to work with this very group of cameras. Setting None for cameragroup on the Permissions
tab will prevent users from viewing and working with all camera groups.

Note: The right for an event consists of the rights for a corresponding camera and watch list. To see unmatched
events, you only need the rights for a camera.

The full list of the FindFace Security entities is as follows:

L]

dossierlist: watch list

dossier: dossier

dossierface: photo in a dossier
cameragroup: camerda group

camera: camera

listevent: event list

eventepisode: episodes

uploadlist: list of photos in batch upload
upload: item (photo) in batch photo upload
user: user

webhook: webhook

videosource: face identification in offline video
counter: counters picking statistics on faces and silhouettes

person: person gallery

You can also enable and disable rights for the following functionality:

configure_sova: configuration of Sova integration
configure_genetec: configuration of Genetec integration
configure_ntls: configuration of the findface-ntls license server
batchupload_dossier: batch photo upload

view_runtimesetting: viewing the FindFace Security general preferences

change_runtimesetting: changing the FindFace Security general preferences

1.6. Work with FindFace Security

57



FindFace Security, Release 4.2

Information Watch L Came oups Permissions
]

counter

v
v
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Primary and Additional User Privileges

You assign privileges to a user by using roles:
* Primary role: main user role, mandatory for assignment. You can assign only one primary role to a user.

* Role: additional user role, optional for assignment. You can assign several roles to one user. The rights associ-
ated with the additional roles will be added to the primary privileges.

All users belonging to a particular primary role automatically get access to camera groups (and cameras within the
group) and watch lists (and dossiers assigned to the watchlist) created by a user with the same primary role, subject to
the privileges defined by their additional role(s).

See also:
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Create User

Create User

To create a user, do the following:
1. Navigate to the Preferences tab. Click Users.
2. Click +.

FindFace Security Preferences

General

A i e o admin
Appearance

Genetec

Documentation
APl Documentation

Webhc

I:I Preferences

3. Specify such user data as name, login and password. If necessary, add a comment.

4. From the Roles drop-down menu, select one or several user roles. Set one of them as the Primary role.
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Create user

Create

5. Check Active.
6. Click Create.
Deactivate or Delete User

In order to deactivate a user, simply uncheck Active on the user list (Preferences -> Users).

To delete a user from FindFace Security, click on the user login on the list. Click Delete.

1.6.4 Face Ildentification in Offline Videos

Besides real-time face identification, FindFace Security allows for offline video processing. This functionality has a
wide range of possible applications, among which the most common case is face detection and recognition in archived
videos.
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To identify faces in an offline video, do the following:
1. Create a camera group with basic settings.
2. Assign this camera group to all watch lists that you want to monitor when processing the video.

3. Create a video in FindFace Security by uploading it from a file or online storage/cloud. To do so, navigate to the
Videos tab.

4. Click +.

FindFace Security Videos

Search

Events

Video Wall

Videos

5. Specify the video name.
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Create Video

9.flv  Select file

Parameters

Reset Parameters

Specify the video URL in an online storage, or select a video file.
Select the camera group that you have just created.

(Optional) Select a camera to which you want to attribute the face recognition events found in the video.

© ® =2

(Optional) Specify parameters of video processing in the same manner as you do when configuring a camera.

10. Click Save to upload the video.
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Edit Video

Parameters

Reset Parameters

Process Stop

11. Once the video uploaded, click Process to start face identification. To view face identification events, navigate
to the Events tab and filter the list of events by the camera group associated with the video.

1.6.5 Face and Silhouette Statistics

Important: To collect statistics on human silhouettes, you first have to enable silhouette recognition.

FindFace Security allows you to collect real-time statistics on in-video faces and silhouettes. This functionality can
apply to a wide range of situations, such as monitoring public gatherings, ensuring social distancing regulations,
crowding prevention, and more.

The stat counter is based on time slices, which means that it counts faces and silhouettes in static screenshots taken
with a given count interval. The counter shows how the number of faces and silhouettes changes over time. It
does not depict the total accumulated figures.
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In this section:

* Enable and Configure Counters
* Create Counter
e Stat Chart

e Work with Counter Records

o Set Webhook for Counter

Enable and Configure Counters

By default, counters are disabled. To enable counters, open the findface—-security configuration file and modify
the SERVICES section as such:

sudo vi /etc/ffsecurity/config.py

SERVICES = {
"ffsecurity": {

"counters": True,

You will see the Counters tab appear in the FindFace Security web interface.
In the same configuration file, you can modify the following parameters:

* COUNTERS_SAVE_FULLFRAME determines saving options of full frames in counters: always, detect -
only save if faces or silhouettes have been detected, never.

e COUNTERS_FULLFRAME_JPEG_QUALITY: JPEG quality of full frames,

* COUNTERS_THUMBNAIL_ JPEG_QUALITY: JPEG quality of thumbnails,

# counters full frame saving options:

# ‘always®™ - save always

# “detect® - save only 1if faces or silhouettes have been detected
# ‘never” never save full frames

'COUNTERS_SAVE_FULLFRAME': 'always',

'COUNTERS_FULLFRAME_JPEG_QUALITY': 75,
'COUNTERS_THUMBNAIL_JPEG_QUALITY': 75,

Create Counter

To set up a counter, do the following:
1. Navigate to the Counters tab.
2. Click +.
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Counters

3. Specify the counter name.

Create Counter Information

M

Camera

. Select the camera to receive statistics from.

. Specify the interval between two consecutive screenshots used for counting.

4

5

6. Check Detect Faces to receive statistics on faces.

7. Check Detect Silhouettes to receive statistics on silhouettes. Silhouettes recognition has to be enabled.
8

. Make sure that the counter is Active.
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9. Click Save. You will see two new tabs appear.

10. (Optional) Navigate to the Region of Interest tab to specify the face/silhouette tracking region within the camera
field of view.

Edit Counter Information Region of Interest ~ Chart

Stat Chart

To see the stat chart for the last hour, 24 hours, or week, navigate to the Chart tab in the counter settings.
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Edit Counter Information e Chart

| Hour Day  Week

0 ¥
18:00:00 18:15:00 18:30:00 8 54500

Work with Counter Records

Static screenshots taken by a counter, with the number of faces and silhouettes in them, are saved as counter records.
To see the counter records, navigate to the Counters tab and click on the required counter.

@ FindFace Security Counter records
Search

2= Events

Reset filters

Preferences

Charlie Root
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To work with counter records, use the following filters:
e Counter
¢ Cameras
e Camera groups
* Time period
* Number of faces in record
¢ Number of silhouettes in record

e Record id

Set Webhook for Counter

To take it up a notch, configure a webhook for counter records with a specific number of faces and silhouettes.
See also:
e Silhouette Recognition

e Webhooks

1.6.6 General Preferences

To configure the generic confidence threshold for face verification, confidence threshold for episodes, thumbnail JPEG
quality, and automatic events/episodes cleanup, navigate to the Preferences tab. Click General. After you are finished,
click Update.

General Preferences

—_

~ Enabled
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In this section:

* Generic Confidence Threshold
» Confidence Threshold for Episodes
* Thumbnail JPEG Quality

* Automatic Event And Episode Cleanup

Generic Confidence Threshold

FindFace Security verifies that a detected face and some face from the dossiers belong to the same person (i. e. the
faces match), based on the pre-defined similarity threshold. The default threshold is set to 0.739. If necessary, you can
change the generic threshold.

Note: The higher is the threshold, the less are chances that a wrong person will be positively verified, however, some
valid photos may also fail verification.

Tip: You can configure the confidence threshold individually for each camera, camera group, and watch list.

Important: The default generic confidence threshold is optimal for the majority of recognition cases. We do not
recommend changing it on your own. Be sure to consult with our technical experts by support@ntechlab.com.

Confidence Threshold for Episodes
To construct an episode, the system searches the biometric database for recent events with similar faces with a pre-

defined similarity threshold. The default threshold is set to 0.689, which is considered as optimum. If necessary, you
can change this value. Be sure to consult with our technical experts prior (support@ntechlab.com).

Thumbnail JPEG Quality

Subject to JPEG quality, thumbnails may take up a significant amount of disc volume. Use the General tab to configure
the parameter.

Automatic Event And Episode Cleanup
Use the same tab to schedule purging old events and related episodes from the database on a regular basis. You can

purge matched and unmatched events/episodes on different schedules, as well as purge only full frames for matched
and unmatched events/episodes.

1.6.7 Compare Faces

FindFace Security allows you to compare 2 faces. Do the following:
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1. Navigate to the Preferences tab. Click Verify.

select file select file

2. Specify the IDs of events that feature the faces you want to compare, and/or upload photos with the faces.

Tip: You can find event IDs on the Events tab.

3. Click Verify. You will see the probability of the faces belonging to the same person appear.

Result

1.6.8 Switch Language

To switch the interface language, navigate to the Preferences -> Appearance.
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Preferences Appearance

Appearance

R

1.7 Advanced Functionality

1.7.1 Configure Episodes

In this section:

* About Episodes

* Episode Settings

* Grant Rights for Episodes

About Episodes
An episode is a set of identification events that feature faces of the same person, detected within a certain period of
time.
There are two types of episodes:
* LIVE: an episode is currently active, with more events to be possibly added.

* Closed: an episode is closed, no events can be added.

Episode Settings

To configure the episodes, use the findface—-security configuration file. You need to add the following param-
eters into the FFSECURITY section:

* EPISODE_SEARCH_INTERVAL: The period of time preceding an event, within which the system searches the
biometric database for events with similar faces. If no such an event is found, the system creates a new episode.
Otherwise, it picks up the most relevant event from a LIVE episode after sorting out the 100 most recent similar
faces.

Note: The threshold similarity in episodes differs from that for face verification. See General
Preferences.

* EPISODE_MAX_DURATION: The maximum episode duration in seconds. After this time, an episode automat-
ically closes.
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e EPISODE_EVENT_TIMEOUT: The maximum time in seconds since the last event has been added to an

episode. After this time, an episode automatically closes.

sudo vi /etc/ffsecurity/config.py

FEFSECURITY = {

'EPISODE_SEARCH_INTERVAL': 60,
'"EPISODE_MAX_DURATION': 300,
'EPISODE_EVENT_TIMEOUT': 30,

See also:

To see episodes work, navigate to the Episodes tab. See Organize Events with Episodes for details.

Grant Rights for Episodes

A user receives a notification of a new episode if they have rights for the first event. Viewing new events in the episode

also requires proper rights.

The right for an event consists of the rights for a corresponding camera and watch list.

Note: To see unmatched events, you only need the rights for a camera.

To manage rights of a role for the entire Episode entity, open permissions for this role and adjust the

eventepisode permission.

Tip: See User Management.
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1.7.2 Allocate findface-vi