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FindFace Security — 310 cucrema 6MOMETPUYECKON BUICOUIEHTU(MDUKAINH, IPeIHASHAYECHHA JIJIsI AaBTOMAa-
TH3aIUU OCHOBHOM JIeSITeJIbHOCTU COTPYIHUKOB CJIy2K0 be3omacHocTu u rocrenpunmMcrsa. B ocHoee FindFace
Security srexkur FindFace Enterprise Server, mepemoBast TeXHOJIOI ST paCIIO3HABAHUS JIUI] Ha, 6a3€ NCKYCCTBEH-
woro mHTe/TeKkTa. FindFace Security mpescraBisier coboit TOTOBBIM K HCIIOIB30BAHUIO MPOIYKT, KOTOPBIi
MOXKET HCIOJIb30BATHCS B TAKUX 00JIACTSX, KAK TPAHCIOPT, POZHUYHAS TOPIOBJIs, OAHKOBCKOE OOCIIYKIBa-
HUe, UH/IyCTPUS PA3BJIeUYeHNll, CIIOPTUBHbIE MEPOIPUATH, OPTAHI3AINS MEPOIIPUATH, CEPBUCHI 3HAKOMCTB,
BUICOHAOJTIOIEHNE, OOIECTBEHHAS U KOPIOPATHBHAs 6€30TaCHOCTD U JIp.

FindFace Security pacro3naer Jjinia HexkejaTebHBIX IepcoH u VIP-rocreil u omnoseriaer cOTpyIHUKOB CIy K0
6e3omacHoCTH U TocTenpuuMcTBa 00 mx mpuxoze. FindFace Security tak»ke pacmo3naer Takme arpuOyThI
JINIA, KaK II0JI, BO3PACT, SMOIMH, HAJMYME OYKOB U OOPOIBI, W OTOOparkaeT JAHHYI UHMOPMAIMIO JIJIst
KaXKJIOTO OOHAPY?KEHHOT0 Ha, BUIEON300parKeHUN JIUIIA.

Wurerpuposannas B FindFace Security anruciydunrosast cucrema rapaHTUPYeT, 9TO IIepej] KaMepoil HaXo-
JIUTCS KUBOU Y€JIOBEK, U UCKJII0YAET BO3MOXKHOCTH MOIIEHHUYECTBA C MCIOJIb30BaHuEM (DOTOrpaduu JIUia
Ha Oymare mwin SKpaHe MOOMIBHOTO YCTPOMCTBA.

Pamnnee pacnosnaBanue npuxoma HeKemaTeIbHBIX epcoH u VIP-rocreit mo3BossieT peniarh Caeayionme 3a-
JTadH:

® CHIKEHHE OIEPAIMOHHBIX IOTEPh OT MOIIEHHUYECKUX JeHCTBUIA;

® CHIKEHUE PEeyTAIMOHHBIX MOTEPh U MPEIOTBPAIeHNe KOHMIMKTHBIX CUTYAIHIL;

® TIOBLINIEHNE KAYIECTBA OOCTYKUBAHUS KJIUEHTOB, B dacTHOoCTH VIP-rocreit;

® IIpeJIOTBPAIEHIE TOTEHITNAJIBHO OIMACHBIX CUTYAIM, YIPOKAIINX KU3HU U 3/I0POBBIO JIFOJIEH.

FindFace Security mommep:xuBaer nnTerpamuio croponaux pertennit uepe3s HTTP API u sebxyku, TaK 9TO
BBI C JIETKOCTBIO CMOKETE yCOBEPIIEHCTBOBATH CBOIO TEKYIIYI0 CACTEMY HJIU IPUJIOXKEHUE, H00ABUB B HUX
bYHKITHOHAJ PACIIO3HABAHUST JIUII,

JlaHHOE PYKOBOJICTBO OyJIET Jjisi BAC HaMOOJIee MOJIE3HBIM, €CJU BbI:
e aynvuaucTparop FindFace Security,
® COTPYIHWK CJIyKObI 6€30TIaCHOCTH,
® COTPY/HUK CJIy?KObI TOCTEIIPUIMCTBA,
® CIIENUAJIUCT, OOC/IY>KUBAIOIIUIl CUCTEMY U €€ KOMILIEKC TEXHUIECKUX CPEICTB,

® CIIENUAJIUCT [0 CUCTEMHON MHTErpPAINN, KOTOPBI COOMPAeTCsi NHTEIPUPOBATH TEXHOJIOIHIO PACIIO3HA~
BaHUd JIUI] B CBOIO CHUCTEMY.

CopepxxaHue: 1
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2 CopeprxaHue:



[naBa ]_

PykoBofcTBO agMuHUCTpaTopa

1.1 ApxutekTtypa

Xors Bsanmmogeiicteue ¢ FindFace Security mpoucxomur B ocHOBHOM depes Beb-uHTepdeiic, He 3a0yipTe
VIIeJIUTh HEMHOT'O BPEMEHH H3yUYeHWIO apXUTEKTYPhI MIPOTPAMMHOIO KOMILIEKCA. JTH 3HAHWS HEOOXOIUMBI
JJIs. Pa3BePThIBAHNS, HHTErPAINY, OOCTyKUBaHUA U ycTpaHeHus mpodsem npu pabdore FindFace Security.

B 3Ttoin rnase:

o Aprumerxmypruie saemenmaol
— Czema aprumexmypol
— Sdpo FindFace
— Ilpukaadnoti modyav FindFace Security

L] I)CLe')’ﬁ(‘,p’IfL/bLG(LH’(LC HA 0OUHOUHOM CEPBEPE UAU 6 KAGCTEPE

o Annapammnoe ycropernue wa CPU uw GPU

1.1.1 ApxuntekTypHble 3/IeMeHTbl

FindFace Security cocTouT n3 cJeyIonux OCHOBHBIX apXUTEKTYPHBIX JIEMEHTOB:

e dnpo FindFace, mepemoBasi TexHosorusi pacro3HaBaHUs JIAI Ha 0a3e MCKYCCTBEHHOIO WHTEJIJIEKTA,
KOTOpasi MOYKET MCIOIb30BAThCA B KadecTBe OTAeabHOrO nmpoaykra FindFace Enterprise Server.

e FindFace Security, rorosbrit mpukJjaaaoit moayss K FindFace Enterprise Server.



https://docs.findface.pro/projects/ffserver/en/3.1/
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Cxema apxutekTypbl
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Anpo FindFace Bkitouaer B cebsi ciieryromnye KOMIIOHEHTHI:
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Kom- | Onucanue MocTas-
no- LMK
HeHT

findface-Cepsuc, ucnosb3yoomuiicst Jjisi OOHAPYKEeHHs JIMIL, Ha cTaTuveckKux u3obparkeHusix u | CobcrBeHHAast
extractliomssiedenus uz un GHoMeTpUIecKux 06pas3ios (BeKTOPOB npu3Hakos). Pabora na 6a3e | paspa-

api netiponnbix cereit. [lognepxuaercas CPU- win GPU-yckopenne. 6oTKa
findface-Cepsuc, peamusyiomumit HTTP API obmapy»kenust 1 pacrio3HaHUsT JIAI, Ntech
sf- Lab
api

findface-Cepsuc, obecrneunBaroniuii B3anMmo/ieiicrBue Mex/jy cepsucoM findface-sf-api u
tarantodbuomerpuueckoii 6a30it ganubIX (6a300, B KOTOPO#l XpaHaTCs GHOMETPUYIECKHE 00pas3-
server | 1pl) Ha ocaoBe Tarantool.

findface-Beb-cepeep na 6aze NginX, MCIIOIb3yeMblii KaK XPaHUIUILE UCXOIHBIX N300paskeHuii,
upload| MUHHATIOp JINIl 1 HOPMAJIU30BAHHBIX M300PaKeHU JINTI.

findface-CepBuc, KOTOpBIN HCIIOIB3YeTCs JJIsl 3aJlaHusl MPaBU 00pabOTKH ODHAPYKEHHBIX
faceroutera Bugeo Jsimi. B FindFace Security dyuknun findface-facerouter BBIIOIHAIOTCS
findface-security (cm. Ilpukaadnot modyas FindFace Security). OnHako B 1esx
UHTErPALUY Bbl MOYKETE YyCTAHOBUTD U HACTPOUTH JAHHBIH KOMIIOHEHT (cM. [1aazunol).
findface-Cepsuc, sBJISIIOMAICST YACTHIO MOJTYJIsI BUIEOIETEKITIH JIUIT, 9€Pe3 KOTOPBIN OCYIIECTB-
video- | JsisteTcst yripaBeHue IeTeKIell JIUI Ha BUJE0, & UMEHHO 33/IaI0TCsl HACTPOMKH U CIIUCOK
managerBuIe00TOKOB JIJisi 00pabOTKM.

findface-CepBuc, 9acTh MOIyJisi BUIEOJIETEKIIUU JIUI, KOTOPBIA PACIIO3HAET JIUIA HA BUIEO
video- | u oTmpaBiseT WX HOPMAJIU30BAHHBIE N300DAXKEHWS, COOTBETCTBYIOIINE BUJICOKA/I-
worker| pol u Merazanable (Takue Kak ID Kamepbl u BpeMsi OOHAPYKEHUsI JIUIIA) B CEPBUC
findface-facerouter mjisa ganbHeieit 0OpabOTKM B COOTBETCTBUE C 3aJIAHHBIMHU
npasuwiamu. [lognepxkusaercs CPU- u GPU-yckopenue.

findface-JIokaibHBIIT cepBep JUIEH3MIT, KOTOPBII TPOBEPsieT MOINHHOCTE Auueh3uu FindFace
ntls Security, B3anmoeiicTByst ¢ ryiobasbHbIM cepBepoM juriensnit NtechLab. s 3akpbr-
TBIX CHCTEM TIOJJIEPKUBAETCS paboTa C AlMapaTHBLIMU JINIEH3MOHHBIMU KJTFOUAMH.
[Momep:xuBaeTcs JIMIEH3NPOBAHUE YePe3 MPOKCH-CEPBED.

TarantpélToporHee nmporpaMMHaoe obecIiedenne, Ha OCHOBE KOTOPOTo peajin3oBana bmomerpude- | Tarantool
cKas 6a3a JaHHBIX, XPaHAIIasd U3BJIeYeHHble GuoMerpuieckue 06pasipl (BEKTOPBI IIPU-
3HAKOB) 1 cOObITUsI 0OOHAPYKeHust jull. CHCTeMHBIE JIAHHbBIE, JI0Che, [I0Jb30BaTe]bCKUE
AKKayHTBI ¥ HACTPOIKN Kamep xpansrcs B PostgreSQL (yacrb npukiiaHOro Moysist
FindFace Security).

eted CropoHHee TporpaMMHOe ODecIedeHne, peaqusyiolnee pacrpejeiennoe xpanumiuie | eted
Kuoueit st kKomonenta findface-video-manager. Vcnosb3yercs B Ka1ecTBe KOOP-
JIMHAIMOHHON CJIy2KOBI B paCIIpe/Ie/IEHHO cucTeMe, 0becriednBas OTKa30yCTONINBOCTD
BHUEOIETEKTOPA, JIHII.

NginX| Cropomnee mporpaMMHOe 0becIiedenne, KOTOpoe peaansyer BeO-uarepdeiics cucteMbl. | nginx
memcacketbporree nmporpaMmMHOe obeciievueHne, peasin3yIoliee CEPBUC KIMUPOBAHUS JAaHHBIX | memcached
B OIIEPATUBHOI MAMATH Ha OCHOBE XeI-Tabuibl. Vcrmosib3yercs jis BpeMEHHOIO Xpa-
HEHUSI U3BJCUYEHHBIX OMOMETPHYECKUX OOPA3IoB Iepej] X 3allChbio B 0a3y JaHHBIX
Tarantool.

MpuknagHoii mogyns FindFace Security

IIpukianuoit momyas FindFace Security Briitodaer B cebsi Ciieyonne KOMIIOHEHTHI:

1.1. ApxutekTtypa 5
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Kom1 Onucanue Mo-
no- cTaB-
HEHT LMK
findfad&omiionenT, obecreYnBarOMMiIL JIOCTYIl KOHEYHOI'O II0Jib30BaTesist K (yHkiusaMm spapa | CobcrBeHHast
securitfindFace. ObecnieunBaer B3ammoeiicteue Mmex iy siapoMm FindFace u BebG-unTepdeiicom, | pas-
dyuknuonuposanue cucrembl B 1ejiom, HTTP u Beb-coker, 0OHOBIIEHIE OHOMETPUYECKO | pa-
06a3bl JAHHBIX, OTIPABKY YBEIOMJICHHUII O COOBITHSIX, O0beINHEHUE COOBITHI B SMU30IbI, | OOT-
BeOXyKu. Briiouaer B cebs ceayionine BHYTPEHHME CEPBUCHI: OOHOBJIEHNE CIUCKOB JJIsT | Ka
MOHUTOPWHTA, yBEJIOMJICHHE O HEMPHUSTHBIX COOBITHIX, OOHOBJIEHHE BeOXYKOB, mpoBepKa | Ntech
JINIIEH3UU, YIIPABJIEHUE U30/IaMU COOBITHIA. Lab
fisecurldysioBHoit BeO-mHTEPDEiiC, MCHOMB3yONTHMiicst i B3anMmoeiicTBust ¢ FindFace Security.
ui [TosBossier paboTaTh ¢ COOBITUIMU WJIEHTU(MDUKAINA JIUI, UCKATH JIUIA, YIPABJIITH KaMe-
paMu, TOJB30BATENISIME, JOChe U CIIMCKAMU HAOJIOIEHUS.
PostgreS@pbonnee nmporpaMMHOe obeciiedenne, peaju3yollee OCHOBHYIO 6a3y JaHHBIX cucTeMbl. | PostgrdSQL
B manHoit 6a3e xpaHsiTCs JIeTaau3upPOBaHHbIE JIOCHE IIEPCOH € pa30UeHUuEM TI0 KaTEerOpUsiM
(cnmckam HabuIrOJeHNs ), & TAKXKe JaHHble BHYTPEHHEIO XapakTepa, Takue Kak Ipodusn
nosib3oBaresieii FindFace Security, mnacrpoiiku Bugeokamep u p. buomerpudeckue aHabe
Jr 1 cobbITust naeHTHdUKamu Jur xpausrcs B Tarantool (uacts sipa FindFace).
Redis Croponnee mporpammuOoe obecredeHne, KOTOPOe peajmsyeT Opokep coobmmenuit BHyTpu | Redis
findface-security.
Djang&roponnee mnporpamMmMHOe obecriedeHue, peajusymooimiee BeO-dpeiiMBopk it BeO- | Django

nnrepdeiica FindFace Security.

CmMm.Tak>xke:

HO()p()ﬁ?L() 0 KOMNOHEHM AT

1.1.2 Pa3sBepTbiBaHMe Ha OQUHOYHOM CepBepe Uau B Kiacrtepe

Ber moxkere paseepuyTh FindFace Security kak Ha ofuHOYHOM cepBepe, Tak W B KjaacTepHOil cpexe. Ilpu
BBIOOPE TOCJIEIHETO BAPUAHTA JOCTYIIHBI CJIEYIONINE CXeMbl PA3BEPTHIBAHUS:

e I[lenrpasbhsiit cepep FindFace Security, B3ammoieiicTByomnuit ¢ HECKOJIBKUMU JIOTIOJTHUTETBHBIMY CEP-
BepaMu I 00pabOTKI BHUIEO (c OIHHUM YCTaHOBJICHHBIM KOMIIOHEHTOM findf ace—video—worker).

e [lonmnocreio pacmpenenennast apxurektypa FindFace Security. Moxer monamobuThes 6ajgaHCHPOBKA

Harpy3Ku.

Iloapobree cm. paznen Tunuwras Ycmaroska 6 KAGCMEDE.

1.1.3 AnnapatHoe yckopeHue Ha CPU n GPU

CepBucel findface-extraction-api u findface-video-worker moryr mcnosib3oBaTth Kak CPU-, tak u
GPU-yckopenne. Hy>kubiit THII yCKOpEHUST BBIONPAETCST BO BPEMsT YCTAHOBKHU M3 KOHCOJIBHOTO UHCIMAALATIOPA.

Eciu ycranoBka FindFace Security Beimosmsiercss u3 apt-penosumopus, na CPU-cepBepe Hy»KHO pa3Bep-
HyTh nakerbl findface-extraction-api u/uim findface-video-worker, a ma GPU-cepsepe maxern
findface-extraction-api-gpu u/win findface-video-worker-gpu.

Baxkno: [jis BeiOopa koHurypamuu obopypoBanust cM. Cucmemmvie mpedosaHus.

Fnasa 1. PykoBogctBo agmuHucTpatopa
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Baxxno: Ecau pasperenune ucrnosib3yemoit kKamepsbl nipeBbimiaer 1280x720 nukcesieit, HACTOATETHHO PEKO-
MEH/IYeTCs UCIIOJIb30BaTh maker ¢ yckopenueM Ha GPU findface-video-worker-gpu.

Baxkno: @yHKImoHa 6udeocmern, JOCTYIIEH TOJIBKO IIPU KoHpuryparuu Ha 6aze GPU.

Baxxno: Jlemexmop oicu6vnr AUy, MOYXKHO BKJIOYHTH TOJBKO B BHAEOAeTeKTOpe Jmui Ha ocHoBe GPU
findface-video-worker-gpu.

1.2 CucrtemHble TpeboBaHus

g pacaera xapakrepuctuk cepsepos FindFace Security mcmosip3yiiTe mpuBeileHHbIE HUXKE CUCTEMHbBIE TPe-
6oBaHUs.

Coger: CuHauasia 00s13aTeJIbHO 03HAKOMBTECH ¢ aprumermypoti FindFace Security.

B 3Ttoin rnase:

e Basosas xonpuypayus
o Pesyavmamol, mecmuposarus npou3eodumessHocmu,
— Iapamempv, mecmuposarus

— Ilompebaenue pecypcos: findface-extraction-api u findface-extraction-api-gpu

IIpoussodumenvrocmo: findface-extraction-apt u findface-extraction-api-gpu

IIpoussodumenvrocmy: findface-video-worker u findface-video-worker-gpu

o [Ipumepvl xKonguypayuu 060pydosaru
— Cepsep na CPU
— Cepsep na GPU

1.2.1 Ba3soBas koHcurypauus

Baxkno: Ecan paspenrenne ncmosb3yemoit kamepnl npesbimaer 1280x720 mukceseil, HACTOATEILHO PEKO-
MEH/IYeTCsI UCIOJIb30BaTh maker ¢ yckopenneM Ha GPU findface-video-worker-gpu.

Baxkno: Qyuknmonas sudeocmens, TOCTYIEH TOJBKO 1pu Konduryparun Ha baze GPU.

1.2. Cucremuble TpebosaHus 7
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Baxkno:

Jlemexmop otcusuT AUY, MOYXKHO BKJIIOYHUTH TOJBKO B BHjeojerekTope Jull Ha ocHoBe GPU

findface-video-worker-gpu.

MuHumanbHas PekomMeHpyemas

CPU Intel Core i5 CPU c¢ 4-msa dusngeckumu sja- | Intel Xeon E5v3 ¢ 6-10 busnyecknmmu sigpamu,
pamu 2.8 I'T'y JIYIIIHA WM TOXOXKUN TTPOIIECCOD
Ha cobersennnie nyxk bt FindFace Security Tpebyercs 2 sppa HT > 2.5 ['T'n. Xapakrepuctuku
TaK>Ke 3aBUCHUT OT KosimdecTBa Kamep. [lst onHoit kKameps! 720p@25FPS Tpebyercs 2 sgapa >2.5
I'Tu. Iommepxka AVX

GPU Nvidia Geforce@®) GTX 980 4 I'6 Nvidia Geforce® GTX 1080+ ¢ 8+ I'6 RAM

(omrgmo-

HasbHO) | Iommepxkusaembie cepun: GeForce (Maxwell, Pascal, Turing u Boime), Tesla (Maxwell, Pascal,
Volta v100, Turing u BbIme)

RAM 10T6 | 16+ T6
Ha cobersennnie nyxk bl FindFace Security Tpebyercst 8 I'6. Ilorpebienne mamsitu Takzxke
3aBHUCUT OT KoJmdecTBa Kamep. st oot kamepsr 720p@25FPS tpebyercs 2 'B RAM

HDD 16 I'o \ 16+ I'e
Ha cobcrBenHbBIE HYKIBI OllepaliinonHoi cucreMbl u FindFace Security Tpebyercs: 15 I'b. Cym-
MapHbIil 00'beM OIPEIE/ISIETCS B 3aBUCUMOCTH OT TpebyeMoil TiyOuHBI apXxuBa cobbITHil B 6ase
JIAaHHBIX U B Jjiore u3 pacdera 1.5 M6 na 1 cobbrtue

Omnepa- Ubuntu 16.04 Toabko x64

TUBHaA

cucreMa

Coser: [ljist 6ojiee TOUHOroO 1mMOA00pa 000OPYIOBAHUSI O3HAKOMBTECH C PE3YALIMAMAMY MECTNUPOSUHUSA TI0-
TpebJieHust pecypcoB u npousBoaurensHocTu FindFace Security.

1.2.2 Pe3ynbTaTbl TECTUPOBAHUS NPOU3BOAUTESIbHOCTH

3/1ech BBI MOXKETE O3HAKOMHUTBCH C PE3YJbTATAMHI TECTOB NOTPEOJIEHNS PECYPCOB U MIPOU3BOAUTEIHLHOCTH
FindFace Security. Vcnosnb3yiite 3tn JaHHbIE s BEIOOpA ONTUMAJIBHON KOHMUTYPAIH 000DY/I0BAHMS.

HpI/IMe‘{aHI/Ie: HOTpe6JIeHI/Ie IIaMATH U IIPOU3BOAUTEIBHOCTD MOT'YT HE3HAYUTE/JIbHO OT/IMYaThCA OT TeCTa

K TecTy.

IIpenynpexxknenue: HacrositesibHO He peKOMEHIyeTcss UCIOJb30BaTh s  paborel  face/
elderberry_160.

MapameTtpbl TecTupoBaHus

Bepcvm nakeToB:

e findface-extraction-api-cpu 2.6.999.1910+261.gebb8df6

e findface-extraction-api-gpu

Fnasa 1. PykoBogctBo agmuHucTpatopa
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e findface-video-worker 2.6.999.1910+261.gebb8d{6
e findface-video-worker-gpu

e findface-tarantool-server 2.6.999.1910+261.gebb8df6

O6opygoBaHue:

e IIporeccop: Intel Core i5-8400 @ 3.60 I'T'1y (6 sizep)

e Marepunckas miara: ASUS PRIME H370M-PLUS

o ITamarn: 2 x 8192 M6 DDR4-2400 MTI'ng

e I'paduka: Gigabyte NVIDIA GeForce GTX 1060 6 I'6

no:

e OC: Ubuntu 16.04, Kernel: 4.15.0-29-generic (x86_64)
e Pazperenne sxpana: 1920x1200

MoTpebneHne namsaTn paccunTbiBaNOCh CAeayoumm obpasom:

e CPU: htop;

e GPU: nvidia-smi

MpowussogurtensHocts CPU:

sysbench 0.4.12: multi-threaded system evaluation benchmark

Running the test with following options:
Number of threads: 1

Doing CPU performance benchmark

Threads started!
Done.

Maximum prime number checked in CPU test: 10000

Test execution summary:
total time: 9.1128s
total number of events: 10000
total time taken by event execution: 9.1112
per-request statistics:

min: 0.82ms
avg: 0.91ms
max: 1.47ms
approx. 95 percentile: 1.02ms

Threads fairmess:
events (avg/stddev): 10000.0000/0.00
execution time (avg/stddev): 9.1112/0.00

1.2. Cucremtnblie TpeboBaHus
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MpowussogurtensHocts GPU:

Unigine Heaven 4.0:
pts/unigine-heaven-1.6.4 [Resolution: 1920 x 1080 - Mode: Windowed - Renderer: OpenGL]

Test 1 of 2
Estimated Trial Run Count: 3
Estimated Test Run-Time: 15 Minutes

Estimated Time To Completion: 29 Minutes
Started Run 1 @ 17:54:37
Started Run 2 @ 17:59:15
Started Run 3 @ 18:03:52 [Std. Dev: 0.29%]

Test Results:
86.6473
86.1475
86.4553

Average: 86.42 Frames Per Second

Unigine Heaven 4.0:
pts/unigine-heaven-1.6.4 [Resolution: 1920 x 1080 - Mode: Fullscreen - Renderer: OpenGL]
Test 2 of 2
Estimated Trial Run Count: 3
Estimated Time To Completion: 15 Minutes
Started Run 1 @ 18:08:33
Started Run 2 @ 18:13:09
Started Run 3 @ 18:17:45 [Std. Dev: 1.37%]

Test Results:
87.7017
89.5186
90.023

Average: 89.08 Frames Per Second

Motpebnenne pecypcos: findface-extraction-api n findface-extraction-api-gpu
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Wcnonb3osanne RAM: findface-extraction-api

Mogens

Ne sk3emnnsa-
pos

RAM, M6

Ne sk3emnns-
poBs

RAM, M6

Ne sk3emnns-
poB

RAM, M6

face/elderberr
face/elderberr]
face/elderberr]
+ features
(faceattr/age.
faceattr/bear
faceattr/emot
faceattr/gendg
faceattr/glass
face/elderberr]
+  features
(faceattr/age.
faceattr/beard
faceattr/emot
faceattr/gends
faceattr/glass
Tombko at-
pubyTHI JInI]
(faceattr/age.
faceattr /bear
faceattr /emot
faceattr/gendg
faceattr/glass

v1576.cpu
y_160.cpu
y_576.cpu

v1.cpu,
1.v0.cpu,
ions.v1.cpu,
eT.V2.CpU,
£s3.v0.cpu)
v__160.cpu

v1.cpu,
1.v0.cpu,
ions.v1.cpu,
er.v2.cpu,
ps3.v0.cpu)

v1.cpu,
1.v0.cpu,
ions.vl.cpu,
er.v2.cpu,
ps3.v0.cpu)

3730

1590

5568

3473

2270

2

7450 3
2800
10800

6250

3900

11000
4050

9400

5800

Ucnonb3osanne RAM: findface-extraction-api-gpu

IIpumeuanme: findface-extraction-api-gpu momIepKUBAET UCIIOIH30BAHNE TOJHKO 1-T0 9K3eMILIApDaA
MOJIEJIN.
Mogens RAM, M6
face/elderberry 576.gpu 2200 ( mo 4.5 T6
Ha 3Talle NHUIUAJIN3a-
un)

face/elderberry 160.gpu

7850 (1o 1.8 I'6 na sra-

11e I/IHI/ILH/I&JII/IS&LH/II/I)

face/elderberry 576.gpu
faceattr /beard.v0.gpu,
faceattr/glasses3.v0.gpu)

Jr

features
faceattr /emotions.v1l.gpu,

(faceattr/age.v1.gpu,

faceattr/gender.v2.gpu,

73100 (mo 6.3 I'6 ma
JTalle  WHATUATIHA3A-
)

face/elderberry 160.gpu
faceattr/beard.v0.gpu,
faceattr/glasses3.v0.gpu)

+

features
faceattr /emotions.v1l.gpu,

(faceattr/age.v1.gpu,

faceattr/gender.v2.gpu,

~1871 (no 4 I'6 Ha 3Ta-
e MHUIUATU3AINN )

Toabko

aTpudyTHI

(faceattr/age.v1.gpu,
faceattr /emotions.v1l.gpu, faceattr/gender.v2.gpu, faceattr/glasses3.v0.gpu)

faceattr /beard.v0.gpu,

1200

1.2. Cucremtnblie TpeboBaHus
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MpoussogurtenbHocTb: findface-extraction-api n findface-extraction-api-gpu

Ckopoctb: findface-extraction-api

Mogens Bpemsi, mc
(i5-8400)

face/elderberry 576.cpu 620

face/elderberry 160.cpu 350

face/elderberry 576.cpu  +  features (faceattr/age.vl.cpu, faceattr/beard.v0.cpu, | 655

faceattr/emotions.vl.cpu, faceattr/gender.v2.cpu, faceattr/glasses3.v0.cpu)

face/elderberry 160.cpu  +  features (faceattr/age.vl.cpu, faceattr/beard.v0.cpu, | 380

faceattr/emotions.vl.cpu, faceattr/gender.v2.cpu, faceattr/glasses3.v0.cpu)

Tobko arpubyThI JIVIL (faceattr/age.v1.cpu, faceattr /beard.v0.cpu, | 300

faceattr /emotions.vl.cpu, faceattr /gender.v2.cpu, faceattr/glasses3.v0.cpu)

Ckopoctb: findface-extraction-api-gpu

Mogens Bpewmsi, mc
(1060TI)

face/elderberry 576.gpu 240

face/elderberry 160.gpu 225

face/elderberry 576.gpu  +  features (faceattr/age.vl.gpu, faceattr/beard.v0.gpu, | 260

faceattr /emotions.v1l.gpu, faceattr/gender.v2.gpu, faceattr/glasses3.v0.gpu)

face/elderberry 160.gpu +  features (faceattr/age.vl.gpu, faceattr/beard.v0.gpu, | 235

faceattr /emotions.vl.gpu, faceattr/gender.v2.gpu, faceattr/glasses3.v0.gpu)

MpoussogurtenbHoctb: findface-video-worker u findface-video-worker-gpu

Motpebnenne namsatu u ckopocts Ha CPU: findface-video-worker

MoTok RAM, Vicnonb3zosarne CPU,% (i5-8400 | CkopocTs obpabotkn, FPS*
M6 6 sanep) (i5-8400)

1x 720p25FPS 370 230 62

2x 720p25FPS 755 500 56

3x 720p25FPS 1040 580 45

4x 720p25FPS 1437 600 36

5x T720p25FPS 1900 600 24

8x 720p25FPS 2650 600 18

1x 1080p25FPS 502 250 41

2x 1080p25FPS 1023 508 37

3x 1080p25FPS 1529 590 30

4x 1080p25FPS 2031 594 23

1x 720p25FPS + 1x | 890 453 38
1080p25FPS

2x  T20p25FPS + 2x | 1750 590 21
1080p25FPS

12
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Baxkuo: Eciau ckopocTh 00paboTKi BUIe0NM300paskeHNsI MEHBIIIe YaCTOThI KaPOB, 3TO 03HAYAET, YTO CUCTe-
Me He XBaTaeT PEeCYPCOB, B CBSI3U C YeM BUIEOIETEKTOP JIUIL IPOITyCKaeT Kaaphl. V30eraiiTe naHHON cUTyaIun,
TTOCKOJIBKY OHa MOKET IIPUBECTH K MPOITyCKaM JINII, HeCTaOMILHOI paboTe M BO3MOYKHBIM COOSIM.

s mpoBepKu MOTPEOJIEHIST PECYPCOB BBIIOJHUTE KOMAHIY:

sudo journalctl -f -a -u findface-video-worker | grep dropped

Cretytommume CTPOKH B PE3y/IbTaTe YKA3bIBAIOT HA TO, YTO PECYPCOB HE XBATAET:

findface-video-worker[28882]: [2] 2 frames dropped!
findface-video-worker[28882]: [1] 6 frames dropped!

B sTom ClIydae paCCMOTPpUTE BO3MOXKHOCTH U3MEHCHUA HACTPOCK KOMIIOHEHTa WJIN KOH(l)I/Ipra,LLI/II/I O60pyﬂ0-
BaHUA.

Motpebnenne namatn u ckopoctb Ha GPU: findface-video-worker-gpu

MoTok GPU RAM, M6 Ckopoctb  obpaboTtku,  FPS*
(1060T1)

Be3 nmoroxon 600 N

1x 720p25FPS 656 254

2x 720p25FPS 738 126

4x 720p25FPS 858 63

8x 720p25FPS 1117 30

1x 1080p25FPS 735 202

2x 1080p25FPS 935 96

4x 1080p25FPS 1185 48

8x 1080p25FPS 2650 48

1x 720p25FPS + 1x 1080p25FPS | 803 453

2x T20p25FPS + 2x 1080p25FPS | 1100 54

4x 720p25FPS + 4x 1080p25FPS | 1500 26

8x 720p25FPS + 8x 1080p25FPS | 2300 11

Baxkno: Ecim ckopocTs 06paboTKI BHIEO MEHBIIE YaCTOTHI KAIPOB, 3TO 03HAYAET, IYTO CUCTEME HE XBATAET
pPeCcypcoB, B pe3yJibTaTe 9ero KaJpbl CKAIUIMBAIOTCHA B IIAMTH BUIeOKapThl. V30eraiite maHHOi cuTyarmm,
ITIOCKOJIBKY OHA& MOKET IIPUBECTU K HECTAOMJIBHOCTU M BO3MOXKHBIM cOOsiM B pabore.

st Toro 49TOOBI y3HATH TEKYIIYI0 CKOPOCTH OOPAOOTKHU, BBIMOJHUTE CJEIYIONIYI0 KOMAHIY B KOHCOJIHI
findface-video-manager:

curl -s http://127.0.0.1:18810/jobs | jq -r '.[]|("id="+(.id|tostring)+" url="+.stream_url+" FPS=
—"+(.statistic.processing_fps|tostring))"

B orBere BBI Haiimere, ¢ KaKOil CKOPOCTHIO B HACTOAIINI MOMEHT 0OpabaThIBAETCsS KaXKIbIH BHIEOMOTOK.
Hanpumep, ecim pecypcos npu o6paborke 7 BuieonoTokos ¢ xapakrepucrukamu h264 (High) ([27][0][0][0]
/ 0x001B), yuvj420p(pc, bt709), 1920x1080, 25 fps, 25 tbr, 90k tbn, 180k tbc mocrarodno, BbI
YBUJIATE CJIYIOMUil Pe3ysIbTaT:

1.2. Cucremtnblie TpeboBaHus 13
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id=10 url=http://restreamer.int.ntl/hls/openspace.m3u8 FPS=27.189745
id=5 url=http://restreamer.int.ntl/hls/openspace.m3u8 FPS=27.189854
id=6 url=http://restreamer.int.ntl/hls/openspace.m3u8 FPS=27.589714
id=3 url=http://restreamer.int.ntl/hls/openspace.m3u8 FPS=27.189857
id=4 url=http://restreamer.int.ntl/hls/openspace.m3u8 FPS=27.189857
id=7 url=http://restreamer.int.ntl/hls/openspace.m3u8 FPS=27.389784
id=9 url=http://restreamer.int.ntl/hls/openspace.m3u8 FPS=27.189857

Henocrarok pecypcoB npu o6paboTke 8 BHIEOMOTOKOB C aHAJOIHYHBIMU XapPAKTEPUCTUKAMU IMPUBEIET K
TOMY, 9TO 9acToTa 06paboTKK OyHeT MEHbIIe YacTOThl Bugeonzobpazkenus (25 fps):

id=8 url=http://restreamer.int.ntl/hls/openspace.m3u8 FPS=23.772333
id=10 url=http://restreamer.int.ntl/hls/openspace.m3u8 FPS=23.772415
id=5 url=http://restreamer.int.ntl/hls/openspace.m3u8 FPS=23.772339
id=6 url=http://restreamer.int.ntl/hls/openspace.m3u8 FPS=23.372803
id=3 url=http://restreamer.int.ntl/hls/openspace.m3u8 FPS=23.772339
id=4 url=http://restreamer.int.ntl/hls/openspace.m3u8 FPS=23.772339
id=7 url=http://restreamer.int.ntl/hls/openspace.m3u8 FPS=20.775822
id=9 url=http://restreamer.int.ntl/hls/openspace.m3u8 FPS=22.573729

Eine menbnine 3navyennst ckopocTu O6yayT 3aperucTPUPOBaHbI Ipu 00paboTKe 10 BHIEOIIOTOKOB ¢ TAKUMU K€
XapaKTEPUCTUKAMU:

id=7 url=http://restreamer.int.ntl/hls/openspace.m3u8 FPS=20.380642
id=9 url=http://restreamer.int.ntl/hls/openspace.m3u8 FPS=20.380642
id=2 url=http://restreamer.int.ntl/hls/openspace.m3u8 FPS=20.380646
id=8 url=http://restreamer.int.ntl/hls/openspace.m3u8 FPS=20.380642
id=10 url=http://restreamer.int.ntl/hls/openspace.m3u8 FPS=9.984919e-05
id=5 url=http://restreamer.int.ntl/hls/openspace.m3u8 FPS=20.380642
id=6 url=http://restreamer.int.ntl/hls/openspace.m3u8 FPS=20.380642
id=1 url=http://restreamer.int.ntl/hls/openspace.m3u8 FPS=20.380651
id=3 url=http://restreamer.int.ntl/hls/openspace.m3u8 FPS=20.180836
id=4 url=http://restreamer.int.ntl/hls/openspace.m3u8 FPS=19.581406

Baxkno: FEcmu Bunmeomerekrop Jmmm #Ha Oaze GPU obOpabarThiBaeT MOTOKK C OMMHAKOBBIM PAa3pEIICHUEM,
KOJIMYECTBO MTOTOKOB HE CHJIBHO BiinsieT Ha morpebisenne mamsatu GPU, mockosibky Bee oHE 06pabaThIBAIOTCs
omHUM 00pabOTIMKOM. B ITPOTHBOIOIOKHOCTE 3TOMY, MOTpedIeHNe TAMITH 3HAYUTEHHO BO3PACTAET IPU
00paboTKe IIOTOKOB C PA3HBIMU pa3pPeleHusIMU, IIOCKOJIbKY Ha KaykJI0e PaspelleHre BbIJIEeISIeTCsl OTIEIbHbII
06pabOTYNK.

1.2.3 Mpumepbl kKoHurypauyum obopyaosaHus

Baxxno: Kondwuryparun obopy1oBanus B JAHHOM pa3/iesie TPUBeIeHbI TOJIbKO 115 cripaBku. He ncmonn3yii-
Te UX JJisl moA0opa KoHdUrypanuu cBoeil cucreMbl. /st BBIOOpa onTUMaIbHON KOH(MUrypanun obpaTrurech
3a COBETOM K HAIIUM CIIeNUaJIucTaM o ajapecy support@ntechlab.com.

Tlorpebienne pecypcoB MOXKET OTJINYIATHCS B 3aBUCHMOCTH OT CJIELYIONUX (haKTOPOB:

e Yacrora HTTP-3anpocos, ornpasiseMbix B ceppuc findface-extraction-api (3aBucur or Kosmve-
CTBA JIUIL B [0JI€ 3PEHUs] KAMEPDI, YUC/Ia OUCKOBBIX 3AIIPOCOB II0JIb30BATEIEH 1 T. I1.).

o KavecTBo Bujieon3zobpazkenusi (BUIEO ¢ MOMEXaMHU, [ECTPOE BUIEO HOTPESIAIOT GOJIBIIE PECYPCOB).
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e HTEHCUBHOCTD JIBUKEHUS B KaJIpe.

Cremyrotue TpuMephI IPUBEIEHBI I CTAHIAPTHON KOHMUTypaluu KOMIIOHEHTOB.

Baxxno: ll3menenne HEKOTOPBIX MapaMeTPOB KOMIIOHEHTOB MOYKET 3HAUUTEBLHO TTOBIUATH Ha MOTpedIeHne
pecypcos.

Cepsep Ha CPU

Ka- CPU RAM, NsBneuenne
Mepbl 6
1x720pR3kTeSE Core 15 - 6400 (4 supa 2700 MT'n) 8 elderberry 160 + arpuOyTH™
model instances = 1 usim elderberry 576
model instances = 1
2x720pR5BRsManbuas: Intel Core i7 - 6700 (4 aapa | 12 | elderberry 160 + arpuOyTH™
3400 MTI'n); pexomenmyemast: Intel Core i7 - model instances = 2 wim elderberry 576
6850K (6 stmep 3600 MTI'mm) + arpubyrer* model instances = 2
4x720pR3BERSMmanbaas: Intel Core 17 - 8700K (6 simep | 16 | elderberry 576 + arpuOyTH™
3700 MI'r); pekomenmyemas: Intel Core i9 - model instances = 2 wim elderberry 576
9900K (8 stmep 3600 MTI'm) model _instances = 3
1x1080p3nkRsanbaas: Intel Core i7 - 6700 (4 cores | 32 | elderberry 576 + arpuOyTH ™
3400 MI'r); pekomenmyemas: Intel Core i7 - model instances = 1 nsu elderberry 576
6850K (6 stmep 3600 MTI'm) model instances = 2

1.2. Cucremtnblie TpeboBaHus 15
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Cepsep Ha GPU

Ka- | CPU RAM, GPU VYcravos- | M3Bneyenune Bu-
Me- 6 Ka [eo
pbl
1x720g2b# RSre i5 - 6400 (4 s~ | 8 nVidia extraction elderberry 160 + arpuby- | 6a-
pa 2700 MTI'n) GeForce | api  na | THI* model _instances = | 30-
GTX106() CPU 1 i elderberry 576.cpu | Bas
6 I'6 video- model instances = 1 KOH-
worker du-
na GPU ry-
pa-
st
extraction-| 6asoBast KOH(MUTYPAITHS 6a-
api Ha 30-
GPU Basi
video- KOH-
worker du-
na CPU ry-
pa-
st
2x720p26E Rore i5 - 6400 (4 s~ | 12 nVidia extraction elderberry 160 + arpudy- | 6a-
pa 2700 MT'n) GeForce | api  ma | Ter* model instances = 2 | 30-
GTX106() CPU unu  elderberry 576.cpu  + | Bag
6 I'c video- aTpudyTHI model instances | kon-
worker = 1 wm elderberry 576.cpu | bu-
ma GPU | model instances = 2 ry-
pa-
st
extraction- 6Ga3zoBasi KOHMpUTYpaIHst 6a-
api Ha 30-
GPU Bas
video- KOH-
worker du-
na CPU ry-
pa-
st
4x720258 EHre 15 - 8400 (4 st- | 16 nVidia extraction- elderberry 576.cpu + arpudy- | Oa-
pa 2800 MT'm) GeForce | api  ma | Ter* model instances = 2 30-
GTX106() CPU Bas
616 video- KOH-
worker bu-
na GPU ry-
pa-
st
8x720pR6HPLCore i5 - 8400 | 16 nVidia extraction- elderberry 576.cpu + arpuby- | 6a-
(4 sinep 2800MHz) Intel GeForce | api  ma | Ter* model instances = 2 30-
Core i7 - 6700 (4 suep GTX106() CPU Bast
3400MHz) TI6I'6 | video- KOH-
worker bu-
na GPU ry-
pa-
st
16x7R0pRelFPSore 17 - 6700 | 32 | 2x extraction elderberry 576.cpu + arpuby- | Oa-
(4 aapa ‘Mnm\/rH7) Intel nVidia api Ha | it model instances = 4 unu 30-=
16 Core i7 - 8700K (6 sizep GeForce | CPU Fnasa 1. PykoBoacTBo agmMuHuUCTparopa
3700MHz) Intel Core i9 - GTX106( video- KOH-
9900K (8 siep 3600MHz) TI 6 I'6 | worker dbu-
na GPU ry-
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1.3 MpuHywnn nnueHsnpoBaHus

FindFace Security siniieH3upyeTcst o CJIe Iy oInM KPUTEPUSIM:

1. KonmuecTBo U3BJICYEHHLIX OMOMETPHYECCKIAX 00OPa3IoB M OMOMETPUYECKHX O0OPa3I0B B MOHUTODUHIE
(7. e. B ciimckax Habmonenusi). B xoze paborsl FindFace Security 6uomerpudeckue o6pasipl n3BaeKa-
I0TCsI U3 Jiul, OOHAPYYKEHHBIX Ha BUJEO, U u3 dororpaduil, 3arpykaemMbiX B J0Che. B memoMm cxema
JINLIEH3UPOBAHUS BBILISIAT CJIELYIOMM OOpa30oM:

e CobbiTus: 1 cobbITHE pACIO3HABAHUS JIUIA HA BUI€0 = 1 JIMIO B JINIIEH3UN.

e JTocbe: 1 dororpadus B goche = 2 jmia B JUIEH3UN (U3BJICICHEE OUOMETPUIECKOrO 00pasma +
MOHUTODPUHTL JIAIIA).

2. KonmdecTBo KaMep B CUCTEME.
3. KonmuecTBo 3K3eMIIsspoB Mojesteii, ucnosblyembix findface-extraction-api.
4. PacnoznaBanue aTpuOyTOB JILIA: 110JI/BO3PACT/3Monun,/0uku /6opoa.
5. PacnosHaBaHue »KUBBIX JIUI[ B peasbHOM Bpemenn (Liveness).
6. UaTerparnun ¢ napTHEpaMH.
Br1 MoxkeTe BBIOpaATh MKy OHJIANH-IMIIEH3NPOBAHNEM U JIUIIEH3UPOBAHUEM B 3aKPBITON CETH:

L4 ,ZLHH OHJIaIL/'IH—.HI/IH,eH3I/IpOBaHI/IH HeO6XO,HI/HV[O CTabUWILHOE HHTEPpHET-COeJUHECHUEC. Ilocsie orkiroUeHusT OT
nHTEepHETa CucTeMa IIPOJOJIZKUT pa6OTaTI) B aBTOHOMHOM DEXKHME€ B TE€ICHUE 1 gaca.

o Jlng nuneH3MpoBaHus B 3aKPBITON ceTn Heobxoaumo najmane USB-mopra Ha dbusnaeckoMm cepsepe ¢
koMroHeHTOM findface-ntls (cepBep JmneH3MpoOBaHUs B coctase adpa FindFace) nisi MOAKIOUEHAs
npegocrasiasiemoro USB-kiioua anmapaTHO 3aIuThI.

s obecrieveHnst DYHKITMOHUPOBAHNS CUCTEMBI JOCTATOYHO OAHOTO dk3eMiuisipa findface-ntls. Eciau mo
KAaKOM-/In0O0 IPUYINHE BAIlla CUCTEMA HY2KIA€TCHA B OOJIBITIEM KOJUIECTBE CEPBEPOB JIMIEH3NPOBAHUS, 320718~
TOBPEMEHHO coo0IuTe 00 3TOM cBoeMy MeHemKepy Ntech Lab, aTobbr mpegoTBpaTuTh 6,JOKUPOBKY CHCTEMBL.

CmM.Tak>xke:

,/]11,711(37 3upoeaHue

1.4 Pa3ssepTbiBaHune FindFace Security

st Bamero ymoGeTBa MBI IIpejjlaraeéM HeCKOJIbKO BapuaHToB passeproiBanus FindFace Security:
e PasBeprhiBaHUEe U3 KOHCOJIBHOIO MHCTAJLIATOPA
e Ilomarosoe pazsepThiBanne n3 apt-perno3uropus

1.4.1 Pa3Bepr|BaH|/|e N3 KOHCOJIbHOIO MHCTANNIATOPA

s pazsepreiBanus FindFace Security ncnosib3yercss KOHCOTBHBIN HHCTAJIIATOP.

Cosert: Ilepen Tem Kak HNPUCTYIHUTH K Pa3BEPTHIBAHUIO, 00s3aTEILHO O3HAKOMBTECH C CUCTILEMHVLMU TPE-
606aHUAMU.
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Baxkno: s ycnemHoro ¢GpyHKIIMOHNPOBAHUSI CUCTEMbI 1TOCJIe YCTAHOBKY U3 MHCTAJLIATOpa IP-aapec cep-
Bepa JOJKeH ObITh crarmdeckuMm. [ljst Toro arobsr cuenars IP-agpec crarmyeckum, oTkpoiite daitn etc/
network/interfaces u m3MeHHUTE TEKYIIYIO 3AINCH JJIs OCHOBHOT'O CETEBOTO MHTEpdeiica TaK, KaK TOKA3aHO
B nnpumepe Hmke. He 3abyapre 3aMeHNTDH ajpeca B IpUMepe HA aKTYaJbHBIE C YI€TOM HACTPOEK CETH.

sudo vi /etc/network/interfaces

iface ethO inet static

address 192.168.112.144

netmask 255.255.255.0

gateway 192.168.112.254
dns-nameservers 192.168.112.254

Ilepezamycture cereBbie nHTEPGEHCH.

sudo service networking restart

C 0CTOpOXKHOCTBIO pelakTupyiire daitn etc/network/interfaces. [lepes Tem Kak IPUCTYIUTD K PEJIAKTH-
POBaHUIO, O3HAKOMBTECH C WHCTPYKITHEH 110 HacTpoiike cereit Ubuntu.

s pazsepreiBanus FindFace Security w3 mHCTA/LUIATOPA BBITOJTHUTE CJIELYIONINE TEACTBUS:
1. 3arpysure daiin uncramnaropa findface-security-and-server-4.0.0.run.
2. Tlomecture dair .run B 1060} KaTagor Ha ceppepe ycraHOBKE (Hanpumep, /home/username).

3. N3 mannoro karaJora caenaiiTe paila .run MCIOJTHSIEMBIM.

’chmod +x findface-security-and-server-4.0.0.run ‘

4. 3Bamycrure daiin .run.

’sudo ./findface-security-and-server-4.0.0.run ‘

WMucranngarop 3a1acT BaM HECKOJIBKO BOIIPOCOB, MOCJIE YETO MPOBEPUT, COOTBETCTBYET JIU CEPBEP CH-
CTeMHBIM TpeboBaHusaM. Bompocs! ciremyrommme:

1. YcranaBnmuBaembrit mpogykT: FindFace Security.
2. Tun ycraHoBku:
e 1: ycranoButh FindFace Security mHa omuaOYHOM dbusmdeckoM cepsepe.

e 2: ycranoButh FindFace Security B KadecTBe NEHTPAJbHOTO cepBepa W HACTPOUTH €ro Ha
B3aUMOJEUCTBUE C JIOIIOJHUTEIbHBIMU yaJleHHbIMU cepBepamu findface-video-worker.

Coser: /[lyist otnenpHOM ycranoBku findface-video-worker cm. Jlonoanumenvroe
passepmuisanue findface-video-worker na ydarennoix cepsepax.

® 3: yCTAaHOBHUTDH TOJIBKO apt-pernosuTopuii JJjis nouaz068020 pa3eepmui8aHus B OyIyIIeM.

Baxkuo: Ilpu mamHOM THIle yCTAHOBKE MOJEIN HEHPOHHBIX CceTei, HeoOXOIuMbIe Jisd PyHK-
nuonuposanus findface-extraction-api, He ycranasauBatorcs. O6s3aTeIbHO YCTAHOBUTE
nx epywnyro Ha cepsepax ¢ findface-extraction-api.
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® 4: [I0JIHOCTBIO HACTPAaMBaeMasl YCTAHOBKA (yCTAHOBKA HYKHBIX [AKETOB).

BaxkHo: Obs13aTesIbHO — ycmanosume MOJENIA HEWPOHHBIX CceTeil Ha cepBepax ¢
findface-extraction-api.

3. Tun nakera findface-video-worker: CPU mwim GPU.
4. Tun nakera findface-extraction-api: CPU wm GPU.

OrBeTbl HA BOIPOCHI OyAyT coxpaHeHbl B dain /tmp/<findface-installer-*>.json. Bsr Moxkere
OTPEIAaKTUPOBATL €r0 W MCI0JIb30BaTh s ycranoBku FindFace Security ma apyrux cepsepax, He
0TBeYasl IOBTOPHO Ha BOIIPOCHI MHCTAJIISATOPA.

ITocste aroro xommonents! FindFace Security O6ymyT aBroMaTndecKy yCTaHOBJIEHDBI, HACTPOEHBI U 3aIly-
II[EHBI B COOTBETCTBHUU CO CJIEAYIONIel KOHMUryparueii:
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Cepsuc KoHdurypauus

postgresql- YcranaBiuBaeTcs U 3aIryCKaeTCs.

9.5

redis- YcTaHaBIMBaeTCA U 3aIyCKaeTCs.

server

eted YcranaBIMBaeTCA U 3aIyCKaeTCs.

memcachddYcranaBanBaercss u 3amycKaeTcs.

nginx VcraHaBIUBAETCS U 3aITyCKAETCS.

django VcraHaBIMBaeTCsT W 3aIyCKaeTcs Kak BeO-dpeitmBopk 1yis BeO-untepdeiica FindFace
Security.

findface- | YcranaBauBaercs u 3aIyCKaeTCsl.

ntls

findface- | Ycranapnupaercst u 3amyckaercsi. KoJMIecTBO 9K3eMILISIPOB (IIAPJIOB) PACCIUTHIBAETCSI

tarantool-| mo dopmyse: N = max (min (mem_mb // 2000, cpu_cores), 1), T.e. OHO pPaBHO pa3-

server Mepy onepaTtuBHoit mamstu B M6, pazgenennomy Ha 2000, miin KOTUdIecTBy (PU3NIECKUX
siep upoueccopa (HO He Menee 1 miapza).

findface- | YcranaBauBaercs u 3aIyCKaeTCsl.

extraction-

api

findface- | YcranaBaumBaercs u 3aIyCKaeTCsl.

sf-api

findface- | YcranaBauBaercs.

upload

findface- | ¥YcramaBmusaercs u 3anyckaercs (CPU/GPU-yckopenue).

video-

manager

findface- | YcranaBauBaercs u 3aIyCKaeTCsl.

video-

worker (-

gpu)

findface- | Mouesin HEHPOHHBIX cereil /ijig PACIO3HABAHUS JIUIL U UX aTPUOyTOB (I10JI, BO3PACT, IMO-

data-* oy, 0O4KH, 60pOJia, U UP.). YCTAHABJIUBAIOTCH.

findface- | aunsie gpu-gerekropa NTechLab. YcranasiuBaercs.

gpudetector-

data/

python3- | Bubsmoreka kimenra Python, ncnonssyemas: B API FindFace Security. Ycranasiusaer-

ntech.ffseducity-

client

findface- | YcranaBiuBaeTcs U 3aIlyCKAETCsI.

security

ja YceranapimuBaercs. Vcmonb3yercs st crpykrypupoBanus API-orseros or FindFace
Security B dpopmare JSON.

o 3aBeprierny ycTaHOBKY B KOHCOJIb OY/IET BbIBEI€HA NH(MOPMAIIHS, HEOOXOMMMAs I NCIIOJIH30BAHUS
FindFace Security:

Coser: 006s13aTE/ILHO COXPAHUTE 3TH JAHHBIC: OHU BaM ITOHAI00ATCS.

HERBRBRRARBRRBRARRRRARRRBRBRRBRBRRRRBRBRRARBRBARBRBRBRRRABRRRARRBRARRBRA RS

#

Installation is complete #

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

HARRRBHBRRRRRRBRBRARARARA R RARRRRRRRRRRRRRRRRRRRAAAARAARRRRRRRRRRRRRRRRRR RS
- upload your licemnse to http://172.20.77.17/#/license/
- user interface: http://172.20.77.17/

superuser: admin

password: admin

documentation: http://172.20.77.17/doc/

5. Barpysure dailn mureH3nn Yepe3 OCHOBHOI BeO-uaTepdeiic http://<IP_azmpec_cepsepa>/#/license.
st nocryma B BeG-uHTEpdEC NCTOMB3YHTE JIOTHH U TAPOJIb 8 IMIHUCTPATOPA, BHIBEJICHHBIE B KOHCO-
JIN.

IIpumeuanne: IP-ampec cepsepa B cchuikax Ha BeO-maTepdeiics FindFace mmeer Bum 127.0.0.1
nau <IP anpec B ceTm>>, B 3aBHCUMOCTH OT TOI'O, IPUHA/JIEXKUT JIU CEPBEP K CETH.

Baxuo: He nepenasaiite nannbie superuser (Cymnep Aavunucrparopa) TperbuM junaM. st aavu-
HUCTPUPOBAHUS CUCTEMBI CO3/1aiiTe HA3HAYAEMOro aaMuancTparopa. Omimane HA3HATIAEMOTrO aIMAHT-
crparopa ot Cymep AJIMUHHCTPATOPA B TOM, 9TO MOCIETHUI HE MOXKET JIMIIUTHCS PAB 8 IMAHUCTPA~
TOpa JlaxKe IIPU CMEHe POJIH.

6. st Toro uTobbr aBroMaTuuecku ycranoBuTh FindFace Security nHa npyrux cepsepax, He oTBedast Ha BO-
IIPOCHI WHCTAJUIATOPA, UCIIOIb3yiiTe daitn /tmp/<findface-installer-*>.json. 3alyCcTUTe UHCTAJ-
JATOP CJIEAYIOMEeil KOMaHOM’:

sudo ./findface-security-and-server-4.0.0.run -f /tmp/<findface-installer-*>.json

Coser: Ilpumep mannoro daiisia MOXKHO IOCMOTPETH B pasjese Daiin ¢ napamempami, YcmaHo8K.

1.4.2 lNowaroBoe pa3BepTbiBaHue u3 apt-penosurtopus

JlaHHBIN pa3ies COMEPKUT MOAPOOHY0 MHMOPMAIINIO O MOMIAroBOM pa3BeprhiBannu KoMmoneHnToB FindFace
Security. BeimosinuTe npuBeieHHbIE HUXKE WHCTPYKIAU, TIPUIEPKUABASICH 3aJAHHOTO TOPSIIKA.

B atom paspene:

e Vemanoska apl-penozumopus

o Vemanoska neobxodumozo cmopornezo 110
e Obecneuenue NUUEH3UPOCAHUSA

e Paszsepmuisarue ochoHol 0a3v, dAHHbLT

e Paszsepmuwisarue sdpa FindFace

e Passepmuisarue npuksadrozo modyss FindFace Security u 6uomempuveckot 6a3v. daHHvLT
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YcraHoBKka apt-peno3utopus

IIpexne Bcero ycranoButre apt-pernosuropuit FindFace ciaemyromum obpazom:
1. 3arpysure daiin uncrannaropa findface-security-and-server-4.0.0.run.
2. Tlomecrure daiin .run B 1060} KaTagOr Ha cepBepe ycTaHOBKE (Hanpumep, /home/username).

3. N3 mannoro karaJora caenaiiTe (paila .run UCIOJTHIEMBIM.

’chmod +x findface-security-and-server-4.0.0.run

4. 3Bamycrure dait .run.

’sudo ./findface-security-and-server-4.0.0.run

WMucranngarop 3a1acT BaM HECKOJIBKO BOIPOCOB, MOCJIE YETO MPOBEPUT, COOTBETCTBYET JIU CEPBEP CH-
CTeMHBIM TpeboBaHusaM. Bompocs! ciremyrommme:

1. VYcranaBauBaewmsrit nponykr: FindFace Security.
2. Tun ycranosku: repo: Don't install anything, just set up the APT repository.

3. YcranasiauBaeMmble MOJIE/IN HEHPOHHBIX cereil (1ipu HeobxomumocTr ). Jljist Toro 9rofnt BHIGPATH MO-
JIeJii, CHaJaJIa CHIMUTE BBIJEJIEHNEe, BBE/IsI B KOMAHIHONW CTPOKE —*, 3aT€M BBEIUTE Uepe3 Ipobet
TIOPSIIKOBBIE HOMEpPa HY2KHBIX Mojesieii, Hanmpumep: 1 3. Beeaure done 1j1st coxpaHeHusT BIOOPa
U 1epexo/ia K CJIeIyIoeMy Iary.

Baxkno: ,HO.H)KHEL OBLITH YCTaHOBJICHa KaK MUHUMYM OJITHA& MOJEJIb JIJId 6I/IOM€TpI/II/I JIAIA.

Ilocsie sTroro apt-pemosuropuit FindFace 6ymer aBroMaTndIecKu yCTaHOBIIEH.

YcraHoBka Heobxogumoro ctopoHHero MO

s padorsr FindFace Security meobxommmo cropornee mporpammuoe obecreuerne PostgreSQL, Redis, eted
n memcached. Bemosaure ciaemgyromnme aeiicTBust:

1. YcranoBute nakeTwl ¢ yKazaHHbIM cTopoHHuM [1O ciresyrormum obpazom:

sudo apt update
sudo apt install -y postgresql-9.5 redis-server etcd memcached

2. Orxkpoiire daitn korduryparuu memcached. YcTaHOBATE MaKCHUMAJIbHBIN pa3Mep MaMsiTH B Merabaii-
Tax, UCIOJIb3yEeMbIil IJIs XpaHEHUs JIEMEHTOB: -m 512. YcTaHOBUTE MAKCHMAJIBHBIN pa3Mep dJIeMeHTa:
-I 16m. Ecau oaun nam o6a 3THX mapaMeTpa OTCYTCTBYIOT, 1006aBbTe UX B (aili.

sudo vi /etc/memcached.conf

-m 512
-I 16m

3. IMobasbre cepBuck croponrero [10 B aBroszarpysky Ubuntu u 3amycture ux:

sudo systemctl enable postgresql@9.5-main.service redis-server etcd.service memcached.service
sudo systemctl start postgresql@9.5-main.service redis-server etcd.service memcached.service
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ObGecneyeHue nuueH3npoBaHns

CmMm.Tak>xke:
Ipunuyun AuueH3UPoBaHUA.

Ber nostywaere daiur muren3un Bmecre ¢ ycranopounbivu nakeramu FindFace Security. Jls mumen3upoBanmst
B BaKPBITON CeTU BaM TaKKe OYJIET IPEIOCTABJIEH KJIIOY alllapaTHON 3alUThI.

Jluternsuposanme FindFace Security obecnieunBaercst ciiemyrommm obpa3om:

1. PasBepunte findface-ntls, cepsep Jsmaren3uii B cocrase sizpa FindFace.

Baxkno: Cucrema na 6a3ze FindFace Security moxker BkiIOYaTb B cebsl TOJBKO OJIMH 9K3EMILISD
findface-ntls.

Coser: B caiiie koudurypanun findface-ntls Bbl MOXKETE M3MEHHUTH IAIKY I XpaHeHUsT (daiiia
JIMIEH3UU U HACTPOUTD YJAJIEHHBIN J0CTyIl K Beb-mHTepdeiicy findface-ntls, UCIOIB3YyEMOMY JIJIst
yupasjenus jurensueit. [logpobuee cm. findface-nitls.

sudo apt update
sudo apt install -y findface-ntls
sudo systemctl enable findface-ntls.service &&% sudo systemctl start findface-ntls.service

2. Barpysure daiin unensnn yepes Bed-unTepdeiic findface-ntls ogHUM U3 CJIEAYIOMNUX CIIOCODOB:

e Otkpoiire BeG-unTepdeiic findface-ntls: http://<NTLS_IP_address>:3185/#/. 3arpysure
dait TUIeH3un.

Cosert: Brociencrsuu ucrosib3yiite ocHoBHOI BeO-urTepdeiic FindFace Security, uro6br mocMoT-
perb uadOPMAIHIO O JIUIEH3UsIX, 0OHOBUTD WK IPOIUTh jmnensuio (Hacmpotixu - > Jluyensus).

e HenocpescTeenno mosoxkuTe baiiyl JINIEH3UN B IIPETHASHATEHHYIO JIJIS 9TOTO MANKy (M0 yMoIda-
Huto, /ntech/license, MoxkeT ObITh M3MeHeHa B (aiijie kondurypamuu /etc/findface-ntls.

cfg).

3. Ilpu smunen3upoBanun B 3aKpbITOH cucreme BetaBbre USB-kittou anmaparuoit 3amursl B USB-mopt.

4. Ecnu sunen3upyeMble KOMIIOHEHTHI YCTAHOBJIEHDI HA YAIEHHBIX CEPBEPAX, BIOCIEACTBAN yKaxKuTe [P-
ajapec cepepa findface-ntls B ux aitnax korduryparuu. [logpobuee cm. findface-extraction-api,
findface-tarantool-server, Budeodemeruyusn suy: findface-video-manager u findface-video-worker.

CmMm.Tak>xke:

HpOCM()TYL[) U 0bHoBACHUE AUYEH3UU,

Pa3ssepTbiBaHne OCHOBHOW 06a3bl AaHHbIX

Ocnosnas 6a3a ganubix FindFace Security moctpoena ma PostgreSQL. st Toro 9Tobbl pa3BepHYTh OCHOB-
HyI0 0a3y JAHHDBIX, BBIIIOJHUTE CJIELYIONINE NeHCTBUS:

1. B koncomu PostgreSQL cozmaiite monp3oBaresst ntech u 6a3y ganubix ffsecurity.
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sudo -u postgres psql
postgres=# CREATE ROLE ntech WITH LOGIN;

postgres=# CREATE DATABASE ffsecurity WITH OWNER ntech ENCODING 'UTF-8' LC_COLLATE='en_US.UTF-
8" LC_CTYPE="en_US.UTF-8' TEMPLATE template0;

Coset: /lns Boixona u3 koucomu PostgreSQL BBenure \q n Haxkmute Enter.

. Paszpermure aBropuszaruio B PostgreSQL mo UID ksmenTa cokera. Ilepesamycrure PostgreSQL.

echo 'local all ntech peer' | sudo tee -a /etc/postgresql/9.5/main/pg_hba.conf

sudo systemctl restart postgresql@9.5-main.service

PasseptbiBaHue sigpa FindFace

st pazseproeiBanus siapa FindFace BuimosauTe ceayromme aeificTBU:

CoBer: Bbl Moxkere HaiiTn onmcanme KOMIOHeHTOB sjpa FindFace n ux mapamerpoB KoHduUrypaum s
pasnenax Aprumexmypa u Ilodpobro o Komnonenmaz.

1. Ycranoure kommonents! siipa FindFace:

sudo apt update
sudo apt install -y findface-tarantool-server findface-extraction-api findface-sf-apij
—findface-upload findface-video-manager findface-video-worker

ITpumeuanme: ljng Toro 4rtobbl ycTaHOBUTH KoMIioHeHT findface-extraction-api ¢ GPU-
yckopenneM, sBMecTo findface-extraction-api B komane Beegure findface-extraction-api-gpu.

IIpumeuanne: [Ias toro urobbl ycraHoBuThb KoMioHeHT findface-video-worker c¢ GPU-
yckopenneM, BMecto findface-video-worker B komanje BBenure findface-video-worker-gpu. Ec-
Jin Ha (PU3UIECKOM CEpPBEpPE YCTAHOBJIEHO HECKOJBKO BUJIEOKADPT, CM. M cnoav3osanue HeckorvKur 6u-
deokapm.

BaxkHno: Obs3aTenbHo  ycmanosume — MOJENN — HEWPOHHBIX — CceTeifi Ha  cepBepax ¢
findface-extraction-api.

. B aiie koudurypanun findface-extraction-api (ma CPU wim GPU) Bkirounre OHIHIO

quality_estimator s OmeHKN KadecTBa JIAIA IIpu 3arpys3ke dororpadun B goche.

IIpumevanne: Munumarvroe xauecmeo auya Ha dororpadun B JI0CkEe 33JaeTC HapaMeTPOM
MINIMUM_DOSSIER_QUALITY B caiine /etc/ffsecurity/config.py.
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sudo vi /etc/findface-extraction-api.ini

quality_estimator: true

3. B daiine xouduryparun findface-extraction-api BKJIIOYHTE MOJIEJN PACIO3HABAHUS aTPUOYTOB

JIUNQ, TAKUX KAK II0JI, BO3PACT, SMOIMHU, OUYKU /Ul 0OPOJa, B 3aBUCUMOCTH OT BAIIUX HYXKJ. YI0-
CTOBEPHTECH, YTO JIJIsI KaXKJOW MOJIEIN BBl yKazajau npaBuibHblil Tun yckopenuss CPU wmm GPU:
OH JOJIZKEH COBIAJIATh ¢ TUIOM yckopenusi findface-extraction-api. O6parure BHUMAHUE, YTO
findface-extraction-api ma CPU wmoxer paborars Tosbko ¢ CPU-momesnsimu, B TO BpeMsi Kak
findface-extraction-api na GPU momiep:xkuBaer kak CPU-, rak u GPU-mozesu. Ilonpobuee cwm.
Pacnosnasarue ampubymos Aula.

models:
age: faceattr/age.vl.cpu.fnk
emotions: faceattr/emotions.vl.cpu.fnk
face: face/elderberry_576.r2.cpu.fnk
gender: faceattr/gender.v2.cpu.fnk
beard: faceattr/beard.v0.cpu.fnk
glasses3: faceattr/glasses3.v0.cpu.fnk

JloCcTyHbBI CIeIyIONIne MOJIEIIH:

ATpnbyT nuua Vckopenue | lNapameTp B cpaiine koHpurypavum
6uomerpus una | CPU face: face/elderberry_576.r2.cpu.fnk
GPU face: face/elderberry_576.r2.gpu.fnk
BO3pacT CPU age: faceattr/age.vl.cpu.fnk
GPU age: faceattr/age.vl.gpu.fnk
T10J1 CPU gender: faceattr/gender.v2.cpu.fnk
GPU gender: faceattr/gender.v2.gpu.fnk
sMonun CPU emotions: faceattr/emotions.vl.cpu.fnk
GPU emotions: faceattr/emotions.vl.gpu.fnk
OYKH CPU glasses3: faceattr/glasses3.v0.cpu.fnk
GPU glasses3: faceattr/glasses3.v0.gpu.fnk
6opoa CPU beard: faceattr/beard.v0.cpu.fnk
GPU beard: faceattr/beard.v0.gpu.fnk

Coser: /Iyt TOro 4To0bl OTKIIOYUTH MOE/Ib PACIIO3HABAHNSA, [I€PEJaliTe B COOTBETCTBYIOIINIA I1apa-
MeTp Iycroe 3Hadenue. He ynansiiTe cam mapameTp, IOCKOJIBKY B 9TOM ciydae OyJIeT BBITOTHSATHCS
IIOUCK MOJIEJIN 10 yMOJIYaHUIO.

models:
gender: ""
age . nn
emotions:

Orkpoiite daitn KOH(UTYparn /etc/findface-video-worker.ini (/etc/
findface-video-worker-gpu.ini). B mnapamerpe mgr-static ykaxkure IP-ampec cepsepa
findface-video-manager, koTopbiii Oymer obecreunBars findface-video-worker wmacTpoiika-
MH W CIIMCKOM BHJIEONIOTOKOB /[JIsT 0OpaboTku. B mapamerpe capacity ykaskKuTe MaKCHUMAaJbHOE
KOJTUIECTBO BHUJIEOTIOTOKOB, KOTOpOE MOXKeT ObITh oOpaboTano findface-video-worker.

1.4.
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sudo vi /etc/findface-video-worker.ini
sudo vi /etc/findface-video-worker-gpu.ini

mgr-static=127.0.0.1:18811

capacity=10

5. Jlobasbre cepBuchl saapa FindFace B aBrozarpysky Ubuntu u 3amycture ux.

sudo systemctl enable findface-extraction-api findface-sf-api findface-video-manager findface-
—video-worker
sudo systemctl start findface-extraction-api findface-sf-api findface-video-manager findface-
—video-worker

PasBeptbiBaHue npuknagHoro mogyns FindFace Security u buomerpuyeckoin 6asbl gaHHbIX

s pazBepThiBaHus npukiIagaoro momyis FindFace Security, BeimosiauTe caemgyromme qeiicTBUs:

1. ¥Ycranosure xkomonenTs! findface-security u ffsecurity-ui.

sudo apt update
sudo apt install -y ffsecurity ffsecurity-ui

2. Ilepenecure cxemy 6a3wl qannbix u3 FindFace Security B PostgreSQL, cozmaiiTe IpyIIbl I0JIb30BaTEIEH
¢ NPedycmarosAeHH LMY TPABAME K [IEPBOTO IIOJIb30BaTels ¢ IpaBaMu agMuaucTpaTopa (1. H. Cynep
A pvunECTPaTOpA).

Baxkno: Cynep AgMuHECTPATOD HE MOXKET JINIIUTHCS TIPAB aJIMAHACTPATOPA JIaXKe [IPU CMEHE POJIH.

sudo findface-security migrate
sudo findface-security create_groups
sudo findface-security create_default_user

3. Cosnaiite cTpyKTypy OHMOMETpHIecKoil 6a3bl JaHHBIX Ha ocHoBe Tarantool.

sudo findface-security make_tnt_schema | sudo tee /etc/ffsecurity/tnt_schema.lua

4. Umnoprupyiite nepemennyio meta_scheme u3 daiisa tnt_schema.lua. OTkpoiire dait koHduUrypa-
nuu /etc/tarantool/instances.enabled/FindFace.lua. Ilepes ceknueit FindFace. start nqobaBsbre
ctpoky dofile("/etc/ffsecurity/tnt_schema.lua"). B mapamerpax FindFace.start onpejenure
meta_scheme=meta_scheme.

sudo vi /etc/tarantool/instances.enabled/FindFace.lua
dofile("/etc/ffsecurity/tnt_schema.lua")

FindFace.start("127.0.0.1", 8101, {
license_ntls_server="127.0.0.1:3133",
facen_size=576,
meta_scheme = meta_scheme

B

5. Hobaswre cepBuc findface-tarantool-server B aBro3arpysky Ubuntu u 3amycrure ero.
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sudo systemctl enable tarantool@FindFace.service && sudo systemctl start tarantool@FindFace.
—service

6. Orkpoiite aiin kouduryparuu /etc/ffsecurity/config.py. Sazaiite ciemyromnye mapaMeTps:

e EXTERNAL_ADDRESS: Buemnwuii IP-agpec win URL, koTopsiit 6yeT UCIOIb30BaTHCA IS TOCTYIIA
Kk BeO-unTepdeiicy FindFace Security.

e VIDEO_DETECTOR_TOKEN: mpuymaiiTe TOKEH U yKa)XKUT€ €ro B JAHHOM IapaMeTpe, 9TOObI aBTO-
pHU30BaTh MOJLYJIb BUJICONECTEKIIUNA JINII.

e VIDEO_MANAGER_ADDRESS: IP-anpec cepsepa findface-video-manager.
e NTLS_HTTP_URL: IP-aapec cepepa findface-ntls.

e ROUTER_URL: IP-anpec cepsepa findface-security, KOTOpPBI Oy/ieT HOIydaTh OOHAPYKEHHBIE
HAa BUJEO JiUNa OT 9K3eMiuisipoB findface-video-worker. Ajpec yKa3blBaeTCsi BHYTDPEHHUI
WM BHEIIHUN, B 3aBUCHUMOCTH OT ceTH, B KOTopoil findface-video-worker B3ammojieiicTByeT
c findface-security.

e SF_API_ADDRESS: IP-ajpec cepsepa findface-sf-api.

Coset: Eciu meobxoanmo obecrednTh 6€30macHOCTh JAHHBIX, BKaoInTe SSL-wudposarue.

Coger: I[lpu HeobxomumocTu ycranosure > IGNORE_UNMATCHED’ : True, YTOOBI OTKJIFOUUTH 3AIMCH CO-
ObiTHs B 6a3y JAHHBIX, €CJIU OOHAPYKEHHOE JIMIO OTCYTCTBYET B CIHMCKAxX Habojgenus (Bepudukaus
Jlajia, OTPUIATEIbHBIH pe3ysbrar). JJaHHyio HACTPOIKY PEKOMEHJLyeTCsl UCIOJIb30BATh HPU OOJIBIIOM
KoJsimdecTBe nocerureseil. [loporosast crenenp cxoxkecTu IPU BepUMUKAIIH JIUI] OIPEIEIIETCs Iapa-
meTpoM CONFIDENCE_THRESHOLD.

CosBet: Pexkomenmyercst orpeakTupoBaTh 3Hadenne mapamerpa MINIMUM_DOSSIER_QUALITY. /lamubrii
apaMeTrp OIIPeJieJisieT MUHUMAJIbHOEe KadecTBO Jinna Ha dororpadun B jocke. Ecim kadecTso Jsnna
Xy2K€ MUHUMAJIBHOTO, TOJIb30BaTEIb HE CMOXKET 3arpy3uTh Takyio dotorpaduio B jocbe. [Ipsambie
n300pakeHus JUIl aHdac CINTAIOTCsT Hanbojiee Ka4eCTBeHHBIMU. VIM COOTBETCTBYIOT 3HAUEHUST BOJITU3HU
0, kak npasuio, orpunarejababe (Takue Kak -0.00067401276, nanpumep). [lepesepHyThie Juia u Juia,
[TOBEPHYTHIE IO, OOJIBIIIMME YIJIAME, XapPAKTEPU3YIOTCS OTPUNATEIbHBIM 3HAYEHUASIM OT -5 U MEHBIIIE.
Ilo ymomauanuio >MINIMUM_DOSSIER_QUALITY’: -2, 9TO COOTBETCTBYET CPEIHEMY KAdeCTBY.

Baxkno: Eciim BBl  BrRUmOUMIM ~ MOmesqu  pacrmo3HaBaHusi B dailje  KoHUrypaun
findface-extraction-api, n0baBbTE CJIEAYIOILY IO CTPOKY B CEKIAIO FFSECURITY:
’EVENTS_FEATURES': ['gender', 'age', 'emotions', 'beard', 'glasses’], B 3aBUCHMOCTHU
OT TOTO, KaKhe MOJeJu ObLIN BKIOUeHbl. JlaHHAsg CTpOKa JIOMKHA OBITH PACIIOJIOXKEHA MEXK Ty
crpokamu SF_API_ADDRESS m LIVENESS_THRESHOLD, Kak moKa3aHo B mpumepe Hike. Ilogpobmee cM.
Pacnosnasarue ampubymos auua.

sudo vi /etc/ffsecurity/config.py

MEDIA_ROOT = "/var/lib/ffsecurity/uploads"
STATIC_ROQOT = "/var/lib/ffsecurity/static"

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

EXTERNAL_ADDRESS = "http://172.20.77.58"
DEBUG = False

LANGUAGE_CODE = 'en-us'

TIME_ZONE = 'UTC'

DATABASES = {
'default': {
'ENGINE': 'django.db.backends.postgresql',
'NAME': 'ffsecurity',

# use pwgen -sncy 50 1[/tr "'" "." to generate your own unique key
SECRET_KEY = 'c8b533847bbf7142102de1349d33al1f6"'

FFSECURITY = {
'VIDEO_DETECTOR_TOKEN': '381b0f4220495227d04185ab02f5085f"',
'CONFIDENCE_THRESHOLD': 0.75,
'MINIMUM_DOSSIER_QUALITY': -2,
'IGNORE_UNMATCHED': False,
'"EXTRACTION_API': 'http://127.0.0.1:18666/"',
'VIDEO_MANAGER_ADDRESS': 'http://127.0.0.1:18810',
'EVENTS_MAX_AGE': 30,
'NTLS_HTTP_URL': 'http://127.0.0.1:3185"',
'"ROUTER_URL': 'http://172.20.77.58"',
'MONITORING_UPDATE_INTERVAL': 60,
'"SF_API_ADDRESS': 'http://127.0.0.1:18411"',
'"EVENTS_FEATURES': ['gender', 'age', 'emotions', 'beard', 'glasses'],
'LIVENESS_THRESHOLD': 0.945,
'BEARD_THRESHOLD': 0.7,

ASGI_THREADS = 16

UVICORN_SETTINGS = {
'workers': 4,
'host': 'localhost',
'port': 8002,

}

FFSECURITY_UI_CONFIG = {
"event": {
"features": {
"f_gender_class": ["male", "female"],

||agen: {
Ilf_age_gtell: nn ,
Ilf age 1te n : nn
}’
"f_emotions_class": ["angry", "disgust", "fear", "happy", "sad", "surprise"],
"f_glasses_class": ["none", "eye", "sun"],
"f_beard_class": ["none", "beard"],

"f_liveness_class": ["real", "fake"],

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

# integration plugins
INSTALLED_APPS.append('ffsecurity_genetec') # remove or comment out this line to disable,
—genetec integration

Wcnons3ys komauay pwgen -sncy 50 1[tr 2’ ‘“.”’) creHepupyiiTe KJIIOY IOAUCH s M POBAHUS
ceccuu (ucnosb3yercs B Django) u 3azaiite ero B napamerpe SECRET_KEY.

3alycTuTe CepBHCHI.

sudo systemctl enable findface-security
sudo systemctl start findface-security

OrkrounTe cepBep nginx, akTUBHBIA 110 YMOJTYaHUIO, U 700aBbTe cepBep findface-security B cimcok
BKJIIOYEHHBIX cepBepoB. Ilepesamycrure nginx.

sudo rm /etc/nginx/sites-enabled/default
sudo 1n -s /etc/nginx/sites-available/ffsecurity-nginx.conf /etc/nginx/sites-enabled/

sudo nginx -s reload

1.4.3 dononHutenbHoe pa3BepTbiBaHue findface-video-worker Ha yaasieHHbIX cep-

Bepax

st otnenbHON ycTanoBku cepBuca findface-video-worker BBINOTHUATE CEAYIONUE AefCTBUS:

Cosert: Ilepen Tem Kak IPUCTYIHUTH K Pa3BEPTHIBAHUIO, 00A3aTEIBHO O3HAKOMBTECH C CUCITIEMHOLMU TPe-

006a4HUAMU.

Coser: Ecam Ha cepBepe HECKOJIBKO BUJICOKAPT, Iiepesi pasBeprhbiBanneM findface-video-worker-gpu
uzyqure paznea Mcnoavsosarue neckosvkur sudeokapm.

1. Barpysure daitr nacraisitopa findface-security-and-server-4.0.0.run.

2. Tlomecture daiin .run B 06O KaTaaor Ha cepBepe yeTaHOBKM (Hampumep, /home/username).

3. U3 mannoro xaraJora caenaiite paifa . run MCHOJTHSIEMbBIM.

’chmod +x findface-security-and-server-4.0.0.run

4. 3Bamycrure daitn .run.

’ sudo ./findface-security-and-server-4.0.0.run

Wucrammarop 3amacT BaM HECKOJIBKO BOIIPOCOB, MOCJE YUErO IMPOBEPUT, COOTBETCTBYET JIM CEPBED CH-
cTeMHBIM TpeboBaHusaM. Bompocs! ciremyrorme:

1. VYcranasnusaewmsrit nponykT: FindFace Video Worker.

2. Tun nakera findface-video-worker: CPU nnu GPU.

1.4.

PaseeprtbiBaHue FindFace Security 29




FindFace Security, Boinyck 4.0

3. IP-aupec nenrpasibHoro cepepepa FindFace Security.

ITocse sToro mporecc ycTaHOBKHU OyIeT aBTOMATHIECKH 3aIlyIIeH.

ITpumeuanme: OTBeThI HA BONPOCHI OyIyT coXpaHneHbl B haiii /tmp/<findface-installer-*>. json.
OrpemakTupyiiTe €ero u UCHoJb3yiiTe st ycraHoBku findface-video-worker Ha Jpyrux ceppepax,
He OTBedasl IOBTOPHO Ha BOIPOCHI MHCTAJJISTOPA.

IIpumeuanue: Eciu findface-ntls u/wiau findface-video-manager OyiuyT yCTaHOBJIGHBI Ha CepBe-
pax, oTiIm4YHBIX OT cepBepa findface-security, ykaxure ux IP-agpeca B daitne kondurypanun /etc/
findface-video-worker.ini mocie yCTaHOBKUA KOMIIOHEHTA.

’sudo vi /etc/findface-video-worker.ini

B napamerpe ntls-addr ykaxkute IP-azipec cepepa findface-ntls.

’ ntls-addr=127.0.0.1:3133

B napamerpe mgr-static ykaxkure IP-agpec cepsepa findface-video-manager, KoTopblil OyjeT obecredn-
Barh findface-video-worker HacCTPOKaMU U CIIUCKOM BUJIEOTIOTOKOB JIjisi 06pabOTKH.

’mgr—static=127.0.0.1:18811

Coset: [list Toro 9Tobbl aBTOMaTndecKn ycTaHoBuUThH findface-video-worker Ha JApyrux cepBepax, He
oTBeYasl Ha BOIPOCHI HHCTAJIATOPA, UCIONIb3yiiTe daitin /tmp/<findface-installer-*>. json. 3amycrure
MHCTAJIISTOD CJIEYIONei KOMaH/IOM:

sudo ./findface-security-and-server-4.0.0.run -f /tmp/<findface-installer-*>.json

IIpumep daitna /tmp/<findface-installer-*>. json MOKHO HOCMOTPETDH B pazjeie Palin ¢ napamempamu
YCMAHOBKU .

1.4.4 YcraHoBKa Mogenen HelipoHHbIX ceTel

Hnst obHapysKeHns: 1 uaeHTOUKATNE JUI 1 uX aTpubyTos (110J, BO3pACT, SMOIuH, 6OpOIa, OYKHU U T. JI.)
findface-extraction-api ucnonab3yer HePOHHLIE CETH.

Ecin neobxoaumM pydHOI 3aIlyCK yCTAHOBKHU MOJI€JIeil, BBIIOJHUTE CJIeIYIOIIe TeHCTBUS:

1. 3amycrure nogroroBiieHHbl (aiisn findface-security-and-server-4.0.0.run.

sudo ./findface-security-and-server-4.0.0.run

2. Twun ycramoBku: Fully customized installation.

3. Bribepure ycranapiausaembiii KomoneHT FindFace Security: findface-data. st Toro cuavasa cHu-
MHTE BBIJIEJIEHUE CO BCEX KOMIIOHEHTOB, BBeJls B KOMAHJIHOM CTPOKE -*, 3aTeM BBEJUTE MOPSIKOBBII
HOMep KomIoHeHTa: 1. BBenure done jjist coxpaneHus BhIOOpa M IEPEX0/ia K CJAEAYIOMEMY IIary.

4. Beibepure momenau mis ycranosku. [locse sToro mporecc ycTaHOBKHU OyJIeT aBTOMATHIECKN 3aIlyIIeH.
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ITpumeuanme: Bbl MoOXeTe HAWTH YCTAHOBJIEHHBIE MOJEJIU JJIs PACIIO3HABAHUS JIUI[ U ATPUOYTOB JIUI| B
Karasorax /usr/share/findface-data/models/face/ u /usr/share/findface-data/models/faceattr/
COOTBETCTBEHHO.

1ls /usr/share/findface-data/models/face/
elderberry_160.cpu.fnk elderberry_160.gpu.fnk elderberry_576.r2.cpu.fnk elderberry_576.r2.gpu.
—fnk

1ls /usr/share/findface-data/models/faceattr/

age.vl.cpu.fnk age.vl.gpu.fnk beard.v0.cpu.fnk beard.v0O.gpu.fnk emotions.vl.cpu.fnk emotions.
—Vvl.gpu.fnk gender.v2.cpu.fnk gender.v2.gpu.fnk glasses3.v0.cpu.fnk glasses3.v0.gpu.fnk
—liveness.vl.gpu.fnk

1.4.5 lNMonHocTblO HacTpaMBaemas yCTaHOBKA

Koncoubnsiit nacrasuiarop FindFace Security mpegocrasiisier HECKOJIBKO BADUAHTOB YCTAHOBKU, B TOM YKC-
JIe TIOJIHOCTBIO HACTPAMBAEMbBIA BapuaHT (YCTAHOBKY OTJE/IHHO BLIOPAHHBIX NMakeToB). JlaHHBIA Bapuant B
OCHOBHOM WCIIOJIb3yeTcCsi Ipu pasBeprhiBanuu FindFace Security B cuibHO paciipeiesieHHON cpejie.

s 3aIrycKa MOJHOCTHIO HACTPAMBAEMOM YCTAHOBKM HY?KHO OTBETUTH HA BOIPOCHI MHCTAJISTOPA CIIEILYTIO-
M 006Pa30oM:

e YcranaBiuBaeMblil TpoayKT: FindFace Security.
e Tum ycranoBku: Fully customized installation.

e YcranasiuBaembie KomrnouenTsl FindFace Security: mist Toro 9Tobbl BEIOpaTh HYZKHBIE, CHAYAA CHU-
MHATE BBIZEJEHNE CO BCEX KOMIIOHEHTOB, BBEJS B KOMAHHOH CTPOKE -*, 3aTeM BBEJHUTE IIODPSIKO-
BbIE HOMEpA HYKHBIX KOMIIOHEHTOB 4Uepe3 mpobes, Hanpumep: 1 7 (st Boibopa findface-data u
findface-extraction-api), 13 (findface-tarantool-server) wau 9 (findface-upload). Beemure
done /Jij1s1 COXpaHEHUsI BHIOOPA U IIEPEX0/Ia K CJIEAYIONIEMY IIary.

e CBs3aHHbIe BOIPOCHI, Takue Kak kak Tun yckopeausi: CPU uaun GPU.

1.4.6 TunuyHasa ycTaHOBKa B KfiacTepe

Janubiii pazmen mocssiiieH paspeprbiBanuio FindFace Security B KitacrepHoii cpese.

CoBetr: FEcnu nocse npourenusi TaHHOrO pas3jesia y BAC OCTAJIUCH BOIPOCHI, HE CTECHSHTECH 33/aTh HX
HaIIMM dKCIlepTaM 10 ajpecy support@ntechlab.com.

PassepreiBanue FindFace Security B kitactepe MoxKeT OBITH HEOOXOIUMO IO CJICAYIOMIUM TPUINHAM:
e Hy:xmo pacupesenTh BBICOKYIO HATPY3KY IIpu 00pabOTKe BHUIEO.

e Tpebyercss ob6paboTKa BUIECOMOTOKOB OT T'PYIIILI KAMED B MecTe MX (DU3UTECKOTO PACIIOIOKEHUSI.

ITpumeuanme: AKTyaJbHO JJIs ceTell TOCTUHUI], MATA3UHOB, IPU HAJIMYUN HECKOJBKUX MIPOXOIHBIX B
OJTHOM 3JIaHUU U JIP.

CmM.TakxKe:

Ipusaska epynno. kKamep x sxzemnaapy findface-video-worker
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e Hy>xHO pacrpeiesuTh BBICOKYIO HATPY3KY IIPU U3BJIEYEHUN OMOMETPHUYECKHX O00PA3IOB.

e B noucke 3a/1eiicTBOBAHO HOJIBINOE KOJMYECTBO JINIL, 9TO TPeOyeT peasin3aiuy pPacipeie/ieHHON 6a3b
JAHHBIX.

Ilepen Tem Kak TpUCTYIUTH K Pa3BEPTHIBAHUIO, IOCTPOITE aAPXUTEKTYPHYIO CXEMY C y4eToM OymyIneil Ha-
IPY3KH CHCTEMbI U BBIJEJIEHHBIX 0/ Hee allapaTHeIX pecypcoB (cMm. Cucmemmnvie mpebosanus). Hanboee
PaCIIPOCTPAHEHHOI CXEMOM SIBJISIETCS CJIETYIOIIAs:

o llenTpanbHBINl cepBep € yCTaHOBJIEHHBIMU KoMIoHeHTaMn findface-ntls, findface-security,

findface-sf-api, findface-video-manager, findface-upload, findface-video-worker,
findface-extraction-api, findface-tarantool-server, a TakzKe CTOPOHHUM IIPOIDAMMHBIM
obecrieyeHneM.

e HecKOJIbKO JIONIOJIHUTE/IbHBIX CEPBEPOB [jisi OOPADOTKH BUJEO C YCTAHOBJIEHHBIM KOMIIOHEHTOM
findface-video-worker.

e (IIpu meobxomumocTn) HecKoMbKO MONOIHUTENBHBIX CePBEPOB JJisl U3BJIEYEHUsT OMOMETPUIECKUX 00-
pas3IoB C yCTaHOBJICHHBIM KOMIIOHeHTOM findface-extraction-api.

o (ITpu meobxomumocTu) JonoHUTEIbHBIE CepBEPhI 6a3bl JAHHBIX ¢ HECKOJbKUME Hiapgamu Tarantool
Ha KaXKJIOM.

MHcrpyKkiuy B HACTOSINEM pasjiesie IIPUBEJIEHBl JIJIsi OIMCAHHON BbIle HauOOJIee WacTO BCTPevaloniedi-
Ccs CXeMBbI Pa3BePThIBAHUS B KJjacTepe. B BBICOKOHAIDYKEHHBIX CHCTEMAaX TaKXKe MOYKET ITOTPebOBAThH-
cs1 pacupeneautb obpaborky API-3ampocos, T. e. opraHmzoBaTh HECKOJIHKO cepBepoB findface-sf-api u
findface-video-manager. B 3ToM ciydae pyKOBOJACTBYHTeCh MHCTPYKIMAME B pazzesne [loanocmuvio wa-
CMPau6aemas YcmaHo6Ka.

PaszseproiBanne FindFace B kiracTepHoii cpesie COCTOUT U3 CIIEAYIOMINX ITAIOB:

o Passepmuieanue yeHmpaioHo2o cepeepa

e Pazsepmuisarue cepeepos obpabomku 6udeo

o Pazsepmuisarue OBUOMEMPUUECKUT CEPBEPOS

o Pacnpedesenue 1azpysru mesncdy 6UOMEMPUNECKUMU CEPEEPAMU

e Opzanusayus pacnpedeserinoti 6adv, daHHLT

[ ] ][(LC'NL])()/[Z%‘LL cemes020 63aUMo0eticmeus,

Pa3BepTbiBaHWE LLEHTpPasibHOrO cepBepa

st pa3BepThiBaHus eHTpaibHOro cepsepa FindFace Security BbimosiHMTE Clteytoriue JeiicTBus:

1. Ha Beiuenmennom dusudeckom cepBepe ycmanosume FindFace Security n3 macTansasgTopa ciemyommm
obpazom:

e YcranasiubaeMblil nponyKT: FindFace Security.

e Tun ycranoskn: Single server, multiple video workers. B srom ciyuae FindFace Security
Oy/ieT yCTAaHOBJIEH B Ka4eCTBe IEHTPAJILHOIO CepBepa U HACTPOEH HA B3AUMO/IEHCTBHUE C JOIOJIHU-
TEJBbHBIMI YyIaJICHHBIMU dK3eMmiapaMu findface-video-worker.

e Tun yckopenus findface-video-worker (ua nenrpaasaoMm cepsepe): CPU wiu GPU, B 3aBucn-
MOCTHU OT KOH(Urypamnuu 000pyI0BaHUs.
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e Tun yckopenns findface-extraction-api (Ha menTpassaoM cepsepe): CPU wimu GPU, B 3aBu-
CUMOCTH OT KOH(UTYpAIu 000pyI0BaHUS.

ITo 3aBepiieHnn yCTAaHOBKU B KOHCOJIb OyJIET BhIBEIeHA WH(MDOPMAIIUsT, HEOOXOIUMAS JIJIsT UCIIOJIH30BAHUS
FindFace Security:

HERBRBRRARBRRRRARRRRARRRE R B BB BRRRRIRBRRARRRRARRRBRBRRRABRRRARRRRA R BB RS
# Installation is complete #
RERBRBRRARBRRRRARRRRARBRRRRRRRARRRRABRRRRARBRRARBRBRRRRRARRRRARRBRARRBRA RS
- upload your licemse to http://172.20.77.17/#/license/
- user interface: http://172.20.77.17/

superuser: admin

password: admin

documentation: http://172.20.77.17/doc/

. Sarpysure  daitr  Junen3un  depe3  BeO-mHTepdeiic  [EHTPaJbHOTO  cepBepa  http://
<IP_agmpec_cepBepa>/#/license. [lyis goctyma B BeO-unHTepdeiic MCHOMB3YHTE JIOTUH U IAPOJIb
aJIMAHHACTPATOPA, BbIBEJEHHBIE B KOHCOJIN.

IIpumeuanme: IP-agpec cepsepa B ccbiikax na BeO-unTepdeiics FindFace mmeer Bum 127.0.0.1
nin <IP _anpec_ B ceTm>>, B 3aBHCUMOCTH OT TOTO, IPUHAJJICXKUT JIU CEPBEP K CETH.

Baxkno: He unepenasaiite nannsie superuser (Cyuep Ajamunucrparopa) rperbuM JjunaM. s aavu-
HUCTPUPOBAHUSI CUCTEMBI CO3/iaiiTe Ha3HAaYaeMoro ajmuaucrparopa. OTindne Ha3HATAEMOTO aJIMAHU-
crparopa or Cynep AJMUHHCTPATOPA B TOM, UTO IOCJIETHUI HE MOXKET JIUIIUTHCS [IPaB aJIMIHUCTPA-
TOpa JlaXkKe IpU CMEHE POJIN.

. Pagpermmure nurensupyeMbiM cepBrCaM 0OpaIaThCcsa K cepBepy aurensnpobanns findface-ntls c sro-
6oro IP-anpeca. s aroro, orkpoiite daitsn kondurypanuu /etc/findface-ntls.cfg u ycranosure
listen = 0.0.0.0:3133.

sudo vi /etc/findface-ntls.cfg

# Listen address of NTLS server where services will connect to.
# The format is IP:PORT

# Use 0.0.0.0:PORT to listen on all interfaces

# This parameter is mandatory and may occur multiple times

# 1f you need to listen on several specific interfaces or ports.
listen = 0.0.0.1:3133

PasBseprbiBaHue cepBepoB obpaboTkn Buaeo

Ha nomosmmurenbHOM cepBepe st 00pabOTKU BUIEO ycTaHoBuUTe dk3eMIiap findface-video-worker, py-
KOBOJICTBYSICH N0ULG20GbMU UHCMPpYyKyuimt. OTBEThTe HA BOIPOCHI MHCTAJISITOPA CJIELYIONIM 00pa30oM:

e YcranasiuBaeMblil poayKT: FindFace Video Worker.

e Tun yckopenust findface-video-worker: CPU win GPU, B 3aBucumocTtu ot KoHdUrypamuu obopy-
JIOBAHUSI.

e FindFace Security IP address: IP-ajpec nenTpajbsHOro cepsepa.

TTocse sToro mporiece ycranoBku OyaeT apromarndecku 3amyines. OTBeThl Ha BOIIPOCH HHCTAJLISTOPA OYIyT
coxpanenbl B daiti /tmp/<findface-installer-*>.json. Ucmons3yiiTe manubiii ¢aiia, 9T0O0B yCTAHOBATH
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FindFace Video Worker Ha Apyrux cepBepax, He OTBedas Ha BOIPOCHI MHCTAJLIATOPA MOBTOPHO. [Ij1s1 3TOTO
3aIlyCTUTE MHCTAJIATODP KOMaH/IOMN:

sudo ./findface-security-and-server-4.0.0.run -f /tmp/<findface-installer-*>.json

IIpumeuanue: Ecim findface-ntls u/win findface-video-manager yCcTaHOBJIEHBI HA JIPYIUX
cepBepax, deMm findface-security, ykaxxure ux [P-agpeca mocite ycranoBku B (aitie koHbU-
rypanuu /etc/findface-video-worker (-gpu) .ini.

sudo vi /etc/findface-video-worker.ini
sudo vi /etc/findface-video-worker-gpu.ini

B napamerpe ntls-addr ykaxkute IP-azpec cepepa findface-ntls.

’ntls—addr=127.0.0.1:3133 ‘

B napamerpe mgr-static ykaxwnre IP-agpec cepsepa findface-video-manager, KOTOpPBIii Oy/ieT
obecrieunBath findface-video-worker HACTPOHKAME M CHUCKOM BHJIEOINOTOKOB JJisi OOPabOTKY.

’mgr-static=127.0.0.1:18811 ‘

Pa3BepTbiBaHne buomeTpmnyecknx cepsepos

Ha

JIOLIOJIHUTEIFHOM CepBEpe JJIsd U3BJIEYeHUs OMOMETPUYECKHX OOpA3I0B YCTAHOBUTE 3SK3EMILISAD

findface-extraction-api u3 KOHCOJIBHOTO MHCTALISITOPA. OTBETHTE HA BOMPOCHI WHCTAJLISITOPA CJIEIY-
FOIUM 00Pa3oM:

VcranaBiauBaeMblit mpoaykT: FindFace Security.
Tun ycranosku: Fully customized installation.

YcranaBiauBaemble KoMioneHThI FindFace Security: findface-extraction-api um findface-data.
st Toro 1To0BI UX BBHIOPATH, CHAYAJIA CHUMUTE BBIJIEJEHIE CO BCEX KOMIIOHEHTOB, BBE/Is B KOMAaHHOM
CTPOKEe -*, 3aTeM BBeguTe IOpAnkoBble HOMepa findface-extraction-api m findface-data 4depes
npober: 1 7. Beeaure done s coxpameHnsi BRIOOpa 1 MEpPexoa K CIeIYIONEeMY Iary.

Tun yckopenns: findface-extraction-api: CPU mwim GPU.

HeobxomumocTs B mamenenun (aiiia kKoudurypanun findface-extraction-api: ykaxwure [P-ampec
cepBepa findface-ntls.

Ycranasiausaemble Mogesn Hefiponubix cereil: CPU/GPU-momensb i u3Biedenus GHOMeTpUYECKUX
JMaHHBIX Jnna (obs3aresnbHa s yeranosku) u (ommumonaasio) CPU/GPU monenu jyist pacmosHaBa-
HUSI TI0J1a, BO3PACTa, SMOIMIA, OUKOB U /ujn 60pospl. Jljist Toro 4robbl BHIOPATH HYKHBIE MOJIEJIH, CHA-
Jajia CHUMHTE YCTAHOBJIEHHOE IO YMOJYAHUIO BBIJIEJIEHHE BCEX MOJIeJIel, BBeId B KOMAHIHOW CTPOKE
-*, 3aTeM BBEJUTE IMOPSIKOBbIE HOMEpA HYKHBIX MOJeseil depe3 mpobesi, HAIpuMmep: 8 2 s BbI-
6opa coorBercrBerHo GPU-momenn njist ussiedenus: bmomerpudeckux JaHabix u GPU-momenn njis
pacrno3HaBaHus BO3pacTa. Beenure done 1yt cOXpaHeHHs BbIOODA U II€PEXO/a K CJIEIYIOIMIEMY Ia-
ry. YJIOCTOBEPBbTECH, UTO I KaXKJI0i Mojesn BbiOpaH npauibHbiil Tun yckopenus CPU wm GPU:
OH JIOJI?KEH COBIIAJIaTh ¢ TUIIOM ycKopenusi findface-extraction-api. Obparure BHUMaHWE, YTO
findface-extraction-api ma CPU wmoxker paborars Tonpko ¢ CPU-momesnsimu, B TO BpeMsi Kak
findface-extraction-api na GPU mommepxkusaer kak CPU-, tak u GPU-monemu. Ilogpobuee cu.
Pacnosnasarue ampubymos auua.

JloCTyHBI CIeTyIONINe MOJIEIIH:
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ATpubyT Vcko- Maker
nvua peHune
ouomerpus | CPU findface-data-elderberry-160-cpu_ 3.0.0 amd64.deb, findface-data-
JIAIIA elderberry-576.r2-cpu_ 3.0.0 _amd64.deb
GPU findface-data-elderberry-160-gpu_3.0.0 _amd64.deb, findface-data-
elderberry-576.r2-gpu_3.0.0 _amd64.deb
BO3PaCT CPU findface-data-age.vl-cpu_3.0.0 amd64.deb
GPU findface-data-age.vl-gpu 3.0.0 amd64.deb
T10JT CPU findface-data-gender.v2-cpu_3.0.0 amd64.deb
GPU findface-data-gender.v2-gpu_3.0.0 _amd64.deb
IMOIUN CPU findface-data-emotions.vl-cpu_3.0.0 _amd64.deb
GPU findface-data-emotions.vl-gpu 3.0.0 amd64.deb
OUKH CPU findface-data-glasses3.v0-cpu_3.0.0 _amd64.deb
GPU findface-data-glasses3.v0-gpu 3.0.0 _amd64.deb
6opota CPU findface-data-beard.v0-cpu_3.0.0 amd64.deb
GPU findface-data-beard.v0-gpu 3.0.0 amd64.deb

TTocste aroro mporiece ycranoBku 6yeT aproMarndecku 3amyined. OTBEThI Ha BOIMPOCHI HHCTAJLISITOPaA Oy Iy T
coxpanensl B daits /tmp/<findface-installer-*>.json. Vcnosns3yiiTe nanusiii ¢aiia, 9To0bI yCTAHOBATH
findface-extraction-api Ha JApyrux cepsBepax, He OTBedas Ha BOIPOCHI MHCTAIATOPA IIOBTOPHO.

sudo ./findface-security-and-server-4.0.0.run -f /tmp/<findface-installer-*>.json

ITocue pPa3BepTbIBaHUA 6I/IOI\/IeTpI/I‘IeCKI/IX cepBepoB ])(l(,"n])(f()(f,ﬂuﬂb(f MeXK/1ly HUMU Harpy3KY.

Pacnpepenenue Harpyskmn mexay bvomerpuyeckumun cepsepamm

Pacupenesenne Harpyskn Mexxay HECKOJIBKAMU OMOMETPUYECKUMHU CEPBEPAMU BBIIOJIHIAETCS depe3 Oasan-
CHUPOBIIUK Harpy3ku. [IpuBenennas Huzke oMIaroBas HHCTPYKIWS JEMOHCTPUPYET OaJIAHCUPOBKY HAIrPy3KU
¢ TIOMOIIBIO nginx B pexkuMe round-robin s 3-x sx3emiuisipoB findface-extraction-api, pacrosoxkKen-
HBIX HA PA3JINYHBIX (pusndeckux cepBepax. OQuH 3K3eMILIsIP YyCTAHOBJIEH Ha MeHTpaJibHoM cepBepe FindFace
Security (172.168.1.9), 2 Apyrux Ha JIONOJHATEJILHBIX yIAJeHHBIX cepBepax (172.168.1.10, 172.168.1.
11). Ecsiu B cucreme npucyrcrByeT 60Jiblee KOJIMIeCTBO OMOMETPUIECKUX CePBEPOB, 6aaHCUPOBKA HATDY3KU
BBIIIOJIHAETCS 110 AHAJIOTUN.

CoBet: Bbr moxkeTe ucnosib30BaTh 0001 y100HBI BaM OaJIaAHCMPOBIINK HAIPY3KWA. PyKOBOICTBO 1O €ro
HCIIOJIb30BAHMIO MIMUTE B COOTBETCTBYIONIEH CIIPABOTHON JOKYMEHTAITA.

s 6alaHCUPOBKY HArpy3Kd Mexky 3K3eMiuigpamu findface-extraction-api BBINOJIHUATE CJIEyIOIINE
JeCTBUS:

1. Hazmaubre T. H. cepBep NLIO3a [JIsi OAJIAHCHPYEMOIl TPYIIIBl OMOMETPUIECKNX cepBepoB. VM MmoxkeT
craTh neHTpasbHblil cepeep FindFace Security (pekomenyercs) uium Jro6oii JIpyroii cepBep ¢ yCTaHOB-
JIEHHBIM Nginx.

Baxkno: Bawm mykHO Oyner ykazars [P-anpec muto3a npu macrpotike pacnpedeaennoti cemu FindFace
Security.

CoBeT: Bbl MOXKeTe yCTaHOBUTH NGINX CJIEAYIONIM 00pa30M:
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sudo apt update
sudo apt install nginx

2. Ha cepsepe mumo3a co3maiiTe HOBbIN daitn KoHduryparmn Nginx.

sudo vi /etc/nginx/sites-available/extapi

3. BcraBbre coreyionuii TeKCT B CO3IaHHbI (dailn kouduryparmuu. B aupexruse upstream (upstream
extapibackends) 3amenure npumMepsbie [P-anpeca Ha akryanbable IP-anpeca 6momerpudeckux cepse-
poB. B jmpekTuBe server B napaMerpe listen ykaKUTe HOMEp CJIYINAIONIETO [TOPTa CepBepa III03a.
Bawm morpebyercst ykazaTh maHHBIM TOPT IPU HACTPOIiKe pacnpedesennot cemu FindFace Security.

upstream extapibackends {
server 172.168.1.9:18666; ## " findface-extraction-api "~ on principal server
server 172.168.1.10:18666; ## 1st additional extraction server
server 127.168.1.11:18666; ## 2nd additional ezxztraction server
}
server {
listen 18667;
server_name extapi;
client_max_body_size 64m;
location / {
proxy_pass http://extapibackends;
proxy_next_upstream error;
}
access_log /var/log/nginx/extapi.access_log;
error_log /var/log/nginx/extapi.error_log;

4. BxrounTe 0aJIaHCUPOBIUK HATPY3KHU B NEiNX.

’sudo 1n -s /etc/nginx/sites-available/extapi /etc/nginx/sites-enabled/

5. IlepesamycTuTe nginx.

’sudo service nginx restart

6. Ha menTpasbHOM cepBepe n KaxK/IOM U3 JOTIOJHUTEIbHBIX OMOMETPUIECKUX CEPBEPOB OTKpOiiTe daiiia
koudurypanuu /etc/findface-extraction-api.ini. 3amenure ajpec localhost B mapamerpe listen
Ha aJipec, KOTOPBII BbI yKa3aJu JI0 3TOr0 B UPEKTHUBe upstream extapibackends daiira KoHpUrypa-
nun Nginx /etc/nginx/sites-available/extapi. B nHamem npumepe ajpec 1-ro JOIOJHUTEIBEHOTO
OHOMETPHUIECKOTO CepBepa JOJIZKEH ObITh 3aMEHEH Ha CJIe Iy FOIuii:

sudo vi /etc/findface-extraction-api.ini

listen: 172.168.1.10:18666

7. Ilepezamycrure findface-extraction-api Ha IEHTPAJIBHOM CEPBEPE U KAXKJOM JIOIIOJIHUTEJIHLHOM O610-
MeTPHUYIECKOM cepBepe.

sudo systemctl restart findface-extraction-api.service

BamancupoBka Harpysku ycremHo HacrpoeHa. He 3abympre ykazarh akTyaabHbIN [P-ajpec u cirymaronuit
IOPT CepBepa ILI03a IIpu HACTpoiike pacnpedenennoti cemu FindFace Security.
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Opranusauyusa pacnpegeneHHoin 6a3bl gaHHbIX

Kommonenr findface-tarantool-server coeguHsier 0a3y JaHHBIX larantool w  KOMIIOHEHT
findface-sf-api, mepemaBas pe3ysbTaThl MMOUCKA OT 0a3bl JaHHBIX B findface-sf-api misa manbreiimeit
obpaborku. [Ijas yBenndeHUs CKOPOCTH TMOMCKA Ha KaXKJIOM cepBepe ¢ 0asoit jgamubix Tarantool moryT
OBITH CO3/IAHBI MHOIOYHC/EHHBIE cerMeHTHl (mapapl) findface-tarantool-server. lIx mnapasuresnbHOe
(BYHKIMOHUPOBAHUE ITPUBOIUT K 3HAYUTETBHOMY YBEJIUIEHUIO TPOM3BOAUTEIbHOCTH. KaXK Iplii 1ap1 MozKeT
obpabareiBaTh mpubau3uTesbHo 10 10 000 000 swur. [Ipm passepreiBanum findface-tarantool-server
73 MHCTAJUISITOPA IMaPIbl CO3AI0TCS aBTOMATUYECKH C YIETOM AalapaTHOil KOoHMuUrypamun (puanaecKoro
cepsepa.

s Toro 4ToOBI pacupeeuTh OMOMETPHYECKYIo 0a3y maHHBIX, yctaHoBuTe findface-tarantool-server
Ha KaXKJI0M cepBepe 6a3bl janHblX. OTBEThTE HAa BOIPOCHI HHCTAJLISITOPA CIASIYIONIIM 00pa30M:
e YcranaBimBaeMbIil TpoayKT: FindFace Security.

e Tun ycranosku: Fully customized installation.

e YcranaBinuBaeMble koMmioneHTbl FindFace Security: findface-tarantool-server. /st TOro 4ro0bI
ero BeIOpaTh, CHaYajla CHUMWTE BBIJIEJIEHHE CO BCEX KOMIIOHEHTOB, BBEJsi B KOMAHJIHON CTPOKe -*,
3aTeM BBeJIUTE MOPsi/IKOBBIi HOMep findface-tarantool-server: 13. Beequre done it coxpaHeHUst
BBIOOpA U Iepexojia K CJIEAYIONEMy Imary.

TTocste aroro mporiece ycranoBku OyieT apromarndecku 3amyiined. OTBEThI Ha BOIMPOCHI HHCTAJLISITOPaA Oy 1y T
coxpaneHsbl B daitn /tmp/<findface-installer-*>.json. Vcnosns3yiiTe nanuselii ¢aiiia, 4ToObl yCTAHOBUTH
findface-tarantool-server na JApyrux cepsepax, He OTBe4Yasd Ha BOIPOCHI HHCTAJLIATOPA IIOBTOPHO.

sudo ./findface-security-and-server-4.0.0.run -f /tmp/<findface-installer-*>.json

B pesynbrare ycranoBku mapgbl findface-tarantool-server OyiyT aBTOMATHYECKH YCTAHOBJIEHBI B KO-
smaectBe N = max (min (mem_mb // 2000, cpu_cores), 1), T. e. pABHOM pa3Mepy OIEPATUBHON MAMSITH
B M6, pasmenennomy ua 2000, niau KoaudecTBy Gpu3nIecKux siep mnpoieccopa (HO He MeHee 1 mapia).

Ob6si3aTenbHO yKaxkuTe [P-aapeca u mopThl MapoB pu HacTpoiike pacnpedesernoti cemu FindFace Security.
Jljist TOro 4ToOb! y3HATH HOMEPA IIOPTOB, Ha, KAXKJIOM cepBepe 6a3bl JIAHHBIX BBIIOJHUATE CJIEIYIONLY0 KOMaH-

Ay:

sudo cat /etc/tarantool/instances.enabled/*shard* | grep -E ".start|(listen =)""

Byner Bo3sparien ciemyronuit pe3yabTar:

listen = '127.0.0.1:33001",
FindFace.start("127.0.0.1", 8101, {

listen = '127.0.0.1:33002"',
FindFace.start("127.0.0.1", 8102, {

Howmepa mopros mapaos ykaszansl B cekiuu FindFace.start: 8101, 8102 u T. 1.

Hacrpoiika ceTteBoro B3anmopgeincraunst

ITocse pasBepreiBanust KomronenToB FindFace Security HacTpoiite ux B3anMoseiicrsue 1o ceru. BoirmoHuTe
caenyomue neicTeus:

1. Orkpoiite daitn kouduryparuu /etc/findface-sf-api.ini:

sudo vi /etc/findface-sf-api.ini
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SamaiiTe ciemyomnye mapaMeTphr:

extraction-api

Mapametp Onucanue
extraction-api | IP-ajgpec u caymaromnuit mopT cepsepa, sIBIAIONIETOCT ULAI030M NIt OIOMETPU-
-> YECKUX CEPBEPOB C HACTPOEHHOU 6aIAHCUPOBKON HAI'PY3KU.

storage-api
-> shards ->
master

IP-ajgpec u mopr macrepa mapja findface-tarantool-server. OcranbHble
mIap/ibl IPOIUCHIBAIOTCA 110 aHAJIOIUH.

upload_url

[Tyt B WebDAV nginx, mo koropomy B kommoneHT findface-upload OymyT
OTTIPABJISITHCS UCXOJIHBIE N300PAXKEHIS, MUHHATIOPHI U HOPMAaJIM30BAHHBIE 300~
PaXKeHusl JIHII,

extraction-api:

webdav:

storage-api:
éﬂérds:
slave: ''
slave: ''
slave: ''
slave: ''

slave: ''

slave: ''

upload-url: http://127.0.

- master: http://172.168.
- master: http://172.168.
- master: http://172.168.
- master: http://172.168.
- master: http://172.168.

- master: http://172.168.

extraction-api: http://172.168.1.9:18667

0.1:3333/uploads/

1.9:8101/v2/
1.9:8102/v2/
1.12:8101/v2/
1.12:8102/v2/
1.13:8102/v2/

1.13:8102/v2/

2. Orkpoitre daitn kouduryparun /etc/ffsecurity/config.py.

sudo vi /etc/ffsecurity/config.py

SajaiiTe cieayromme IapaMeTphl:
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Mapametp

Onucaxne

EXTERNAL _ADDR,

E$®remuunit [P-anpec nin URL, koTopsrit 6yaeT ncnosib30BaThbCs A1 JOCTYIA K BeO-
unrepdeiicy FindFace Security.

VIDEO_DETECTO

RITPKENMaiiTe TOKEH M yKa)XuUTe €ro B JaHHOM HapaMeTpe, ITOObl aBTOPU30BATH
MOZYJIb BUJICONETEKIINN JINILI.

VIDEO_MANAGER,|

| APBRESBC ceprepa findface-video-manager.

NTLS_HTTP_URL

IP-azpec cepsepa findface-ntls.

ROUTER_URL

Buemnnit IP-agpec cepsepa findface-security, KoTopslit OyaeT mosydaTs oOHa-
py2KeHHBbIe Jinia oT 9K3eMiuisipa(os) findface-video-worker.

SF_API_ADDRES

S IP-anpec cepsepa findface-sf-api.

EXTRACTION_AP

[ IP-anpec u ciymaromuii TopT cepBepa, SBJISIIOIIErocst ULAI030M JJIsi OnoMeTpude-
CKUX CEPBEPOB C HACTPOEHHOI OATAHCUPOBKON HATDY3KH.

FFSECURITY = {

sudo vi /etc/ffsecurity/config.py

EXTERNAL_ADDRESS="http://172.168.1.9"

'VIDEO_DETECTOR_TOKEN': '7ce2679adfc4d74edcf508beadd67208"',

'"EXTRACTION_

API': 'http://172.168.1.9:18667/',

'VIDEO_MANAGER_ADDRESS': 'http://127.0.0.1:18810',

'"NTLS_HTTP_URL': 'http://127.0.0.1:3185',

'"ROUTER_URL'

: 'http://172.168.1.9",

'SF_API_ADDRESS': 'http://127.0.0.1:18411"',

Ha srom ycranoska FindFace Security B kitacrepHoit cpejie 6ymer 3aBepimneHa.

1.5 lepBble waru nocne ycraHoBKuU

Tlocne ycnemnoro paseepreiBanus FindFace Security npumnuio Bpemsi OTKPBITH 6eb-uHmepgpetic U HAYATH
paboty. B aT0it ritaBe BbI HailleTe PEKOMEHYEMYIO TIOCIEI0BATEIbHOCTD MATOB, CJIELYs KOTOPOIl BBl CMOXKETE
3a/IeiCTBOBATH BECh CIEKTP (DYHKIMOHAJIBHBIX Bo3MmoxkHOCTell FindFace Security.

B 3Toin rnase:

/lobasaenue xamep

Cocmasaenue cnuckos Haba0denus u 3a2py3Ka docwe

Cosdarue noavaosameneti u TL[)C()()C’NL(I,G/LCHUC’ um npae

Mownumopumne su

Opearusayus 6udeoHabAI00eHUA
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e Paboma FindFace Security

e basosoe O6C=/LZI/()I(,”U,6(I,7LUC CUCIMmMemdsL

o Boavwe 603MmootcHocmeld

1.5.1 [JobasneHue kamep

1. Cosdatime epynny xamep. I'pynna kKaMep — 3TO CUCTEMHBIH 0O'bEKT, KOTOPBIil I03BOJISIET IPYIIINPOBATE
KaMepbl ¢ yIeToM uX (QU3MIECKOro paclojiokeHus. K mpumepy, KaMepbl, PACIIOIOKEHHBIE Ha BXOJE B
37aHMe, MOXKHO OOBEIMHUTD B OJIHY TPYIILY U pabOTaTh C HUMHU KaK C €IMHBIM IIEJIBIM.

2. Jlobasvme kamepv, B CO3MAHHYIO TPYIITY U NPOGEPHLIME UL PabOMY.

OononHurensHo:
1. Hacrpoiite cucremy Ha 00pabOTKy BHIEOMOTOKOB C I'PYIIIBI KAMED B MECTe UX (PU3UIECKOTO PACIIOJIO-
JKEHUs. DTO MOXKET ObITh aKTyaJbHO B pacIpeiesieHHON apxurekType. [lodpobree.

2. PaccMoTpuTe BO3MOXKHOCTH BKJIIOUEHUS JICAYIIUKAIMA COOLITUI, €CIH CIeHbl HAOJIIONEHUsT KaMep B
rpyiie nepekpbiBatoTcs. Jlanuast GyHKIMsT TO3BOJISIET UCKTIOYUTH PETUCTPAIIIIO OMHAKOBBIX COOBITHI
B IIpeJIeJIax OJHOU Ipymibl Kamep. [lodpobnee.

1.5.2 CocraBneHne cnuckos HabntoaeHUst n 3arpyska AocCbe

1. Coszdaiime cnucox nabarodenus. Cuucok HabIIOIEHUST — 9TO CUCTEMHBII 00BEKT, ¢ IIOMOIIBIO KOTOPOI'O
BBITIOJTHSIETCS KJIACCU(PUKAIINS TIePCOH TI0 MTPOU3BOIBLHBIM KPUTEPHUIM: YEPHBIN CIMCOK, PO3bicK, VIP,
[IepCOHA U T. .

2. Barpysure gocke u 1006aBbTE WX B CO3JAHHBIN CIHCOK HADJIOJEHUS GPYUHYI0, NAKEMHO “epe3 6eb-
unmepgperic WU UCIOMb3Ys (DYHKIUIO Nakemmol 3a2py3Ki 4epes KoHCOAb.

1.5.3 CospgaHue nonb3oBaTenen n npegocraBieHMe UM npas

1. O3HAKOMBTECH CO CIIMCKOM NPEIyCMaHOGACHHBIL NOAL30GAMENLCKUL POACT W TTPU HEOOXOIUMOCTH CO-
3datime Hoswvie.

2. ﬂ06(],6’b7n6 noavaosamenet, B CUCTEMY U IPEJTOCTaBbTE UM IMOJTHOMOYUSA.

1.5.4 MoHuTopuHr nuy,

ITo ymomaanmuio FindFace Security orcie:kuBaer TOJBKO HE3apErnCTPUPOBAHHBIE B CHCTEME JIUIA, T. €. JIH-
1, JUIst KOTOPBIX omcymcemeyiom cosnaderus ¢ docve. st Toro 9rodbl BKIIOYATL OTCJIEKUBAHUE JIHIL U3
[TOJI30BATEJBCKOTO CIUCKA HAOJIONEHNUS, CEIalTe 9TO CIHMCOK aKMuGHb.M. BBl TaKXkKe MOKeTe BKIIOUUTH
3BYKOBOE OIIOBEINEHNE U CAe/IaTh 00sI3aTe/IbHBIM IPUHATHE BPYYHYIO CBSI3aHHBIX CO CIIUCKOM COOBITHIA.

OononHurensHo:

1. JlobaBbre nHpOpMAI B COOBITUS, BKJIIOYUB PACIIO3HABAHNE 110J1a, BO3PACTa, SMOIHi, DOPOJIbI 1 OUYKOB.
Ilodpobree.
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2

1.5

. BamuTuTe cucreMy oT ey pUHTa, BKIHOUYUB DYHKIMO pacrnosHasanus Kubbix juil (Liveness). [Todpoo-

.5 Opranunsauyus snageoHabnoaeHuns

Baxkno: Hemocrynuo na cepsepax ¢ CPU-kondurypariuei.

Hacmpotime packaadky xamep s 6a30BOro BUIEOHAOIIOIEHUS.
1.5.6 Paborta FindFace Security

1. Uodenmuduyupyime obrapyoicennvie 1a 6UICOU300PaiCEnUL AULG, TIPOBEPsIs UX B PEAJHLHOM BpeMe-
HU Ha COBIAQJEHUE C JUIAMU W3 CIUCKOB HabJomeHus. PaboTaiiTe ¢ mcropmeit COOBITHI, MCIIOTB3YST
pazauvnble PUILTPHI.

2. Paboraiire ¢ snuszodamu. Iuu3ox — 910 HAOOP COOBITHII MIEHTU(MOUKAIUN, B KOTOPHIX (DUTYPUPYIOT
JINTIA OJTHOTO U TOTO K€ YejI0OBeKa, OOHADYKEHHBbIE B TEUEHUE ONpPEEeIeHHOro repuonaa Bpemenu. [lo-
CKOJIbKY MHQOPMAIHA O COOBITHSX OTOOparkaercs Ha BKjaiake Cobvimus B IMPOU3BOJBHOM IIOPSJIKE,
00paboOTKa OOJIBITIOTO KOJUTIECTBA PA3HOPOIHBIX COOBITHI MOXKET OBITh JIeJIOM 3aTPYIHUTETLHBIM M
neadderTuBabM. C DYHKIMEH DUU30/IbI, CUCTEMA UCIIOJIB3YeT UCKYCCTBEHHBIN HHTEJUIEKT JIJIs IPYII-
MMUPOBKU BXOJSIIMX COOBITUI HA OCHOBE BPEMEHU OOHAPYKEHUs] U CXOYKECTH JIMIl. IJTO MO3BOJISIET C
JIEFTKOCTBIO 00pabaThIBATH PA3HOPOIHBIE COOBITHUS JIaXKe B OOJIBIINX KOJIMIECTBAX.

3. Bponasiite npenrudukanmio (IOUCK) JIUIL 10 CJIELYIOMUM 6a3aM JaHHBIX:

e Bbaza mannubix obnapykeHHBbIX JUIl. [lodpodHee.
e bBasa mannbix mocwe. [lodpobnee.

4. BpIogHsiTe nouck 6 aprushvir 6udeo JIUI, U3 CIUCKOB HADJIIOIEHUS.

5. Cpasnusaiime Auya BPy9IHYIO, 9TOOBI IIPOBEPUTH MX HA IPUHAJJIEXKHOCTH OJIHOMY YEJIOBEKY.

6. Ucnonwayiite MoOUABHOE NPUAOIHCENUE.

1.5.7 Bba3soBoe obcay>xuBaHne cucTteml

1. Hacmpotime aBTOMaTUIeCKOE YIAJEHUE CTAPBIX COOBITHIT 13 0a3bl JAHHBIX.

2. IIpu HeobxommmocTu ydarume cTapble COOBITHS U3 0a3bl JAHBIX BPYUIHYIO.

3. Peryssapno cozmaBaiite pezepshyio konuio 6a3bl JAHHBIX.

1.5.8 Bonbwe BO3MOXKHOCTEN

1. Hacrpoiite 6ebzyku Ijisi aBTOMATHIECKON OTIIPABKYU yBEIOMJIEHNI 00 OIpeIe/IEHHBIX COOBITUSX HA 3a-
mauubiit URL-agpec. [Ipn nacrymienun nyzxuoro cobosrrus FindFace Security ornpasur HT'TP-3ampoc
na URL-aznpec, ykazannbiii B HACTpOiikax BeOXyka. BeOXyKH MOXKHO HCIIOJIb30BATD JJIs PEIEHUs Pa3-
HOOOPA3HBIX 33/, HAIPUMED, JIJIsI YBEJIOMJIICHHST [TOJIH30BATE I 00 OIMPEIeJIEHHOM COOBITHHU, BBI30BA
OIIpeJIeJIEHHBIX JIeACTBUII Ha IleJIeBOM Beb-caiiTe, IIpy pellleHnr 3ajad 0e30IaCHOCTH, TAKUX KaK yia-
JIEHHOE aBTOMATHYECKOEe YIIPaBJIeHuEe H0CTyIoM u Jp. [lodpobhee.

2. Bageticryiite dyuknun FindFace Security wepes HTTP API.

1.5. MMepBble warn nocne yctaHoBKU 41



FindFace Security, Boinyck 4.0

3. O3HaKOMBTECH CO CIIUCKOM HAIUX NAPIMHEPCKUT UHMELPAUUTL.

4. 3agmeiicTByiiTe nAG2UHYL, ITO 33/aTh COOCTBEHHbBIE IIPaBUIa 00pabOTKN OOHAPYKEHHBIX Ha, BUIEO JIUII.

CmMm.Tak>xke:

1.6

Vnpasaenue sudeoxamepamu

Monumopune auty. Ynpasaernue 6a301 darnvir docve
Vnpasaenue nosvaosamenamu

Pacwupermnii pyrrxyuonan

O6C./Lyi)fCU6(IHU€ U ycmparerHue H@’ltCﬂp(lGHOC’ﬂLc’a

PaboTta c FindFace Security

Pabora ¢ FindFace Security swmmosnasiercss depe3 BeO-uaTepdeiic. st Toro 9robbl 0oT0Opa3uTh BEH-
naTEepdeiic, B aIpecHoll CTpoke Opaysepa BBeauTe 0A30BBIA aapec BeO-mHTepdeiica W MpoRaInTe aBTOPH-
3AIIUIO.

IIpumeuanune: Bazoswiil ajgpec 3amaercs: mpu yemarnoske FindFace Security.

Baxkno: [lyst mepBoro Bxoma B cucremy nocie paspeprbiBanus FindFace Security ncnosn3yiire
YUETHYIO 3alUCh aJMUHICTPATOPA, CO3JAHHYIO IIPU ycmanoske. s co3/lannst APYTUX MOJIb30-
BaTesel CM. pa3iiesl Ynpasaenue noav306amMenimu.

Beb-unrepdeiic nmeer yaoOHBIN M HHTYUTUBHDBIN AU3AH 1 00ECTIEINBAET JOCTYII K CJICAYIOMMUM (DYHKIIHIM:

O0benuHeHne KaMep B IPYIIbI B 3aBUCUMOCTH OT UX (PU3UUIECKOI'O paclojioxkeHus. JlobapjeHue u
HacTpoiika kamepbl. CM. Vnpasaenue kamepami.

Vupasienne crmckamu wabuogenus. Co3ganme nocbe Bpyunyo u naketHo. Cwm. Mowumopune auy.
Vnpasaenue 6a30i darnvix docve.

Vnpasaenue noav3o6amesamu u possMU.
Hoenmugurayus auy, 6 sudeopatine.

Ocnosrvie nacmpotixu. VI3mMenerne mopora cpabaTblBaHus CUCTEMbI ([IOPOra HOJIOKUTEIHHON Bepudu-
KAIlUK JIMI[) U HACTPOHKA aBTOMATUYECKOIl OYMCTKH 6a3bl JAHHBIX OT CTAPBIX COOLITHIA.

Cpasrenue 2-x auiy. IIpoBepka 2-X JIUI] Ha WJIIEHTUIHOCTD.

Wnenrudukanys jun 1o 6a3e COOBITHI B pesrcume Peaivrozo pement KaK Ha JKUBOM (BUJIEOIOTOK ),
TaK U HA apxuBHOM (Bujeodailn) Bumeo. Inusodv cobvimui. Unearudukanus gut no base cobvimul
u docve. Budeonabaodenue.

1.6.1 VYnpasneHue Bugeokamepamm

st HacTpoiiku Bujeo-uieHTUGUKanMu Jul jgobapbre Kamepbl B FindFace Security, crpymnmmpoBaB ux c
YUIETOM PaCIOJIOKEHUS.
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IIpumeuanne: IIpasa Ha co3maHme TPynn KaMep UM KaMep HACTPAMBAIOTCSA B Pa3pENIEHUSX MOJIb30BATEIsI
(eM. Ynpasaenue nosvdosamenramu).

B 3toin rnase:

o Cosdanue epynnuv, xamep

e Jlobasaenue xamepol

o Monumopune pabomo Kamep

CozgaHue rpynnbi Kamep

Jtst co3manus TPyNIbl KAMEP BBIIOJTHUTE CJIEIYIONINE JICHCTBUS:
1. Ilepeitgure na BRIanKy Hacmpotxu. Beitbepure I'pynnoe xamep.

2. Haxxmure +.

HacTtpoiku [pynnbl kamep
OCHOoBHble
=l

Mpynnbl Kamep

NIOAEHNA

HTaLMA

HTauma API

l:l HacTtpoiikn

3. Ha Bknanke Hngpopmayus, BBeIUTE UMs TPYIIBL U IIPU HEOOXOIUMOCTH KOMMEHTAPH K Hell.
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Cospgatb rpynny kamep NHbopmaLms

terminal_2 &

CoXpaHWThb Hasag

. Ecau BaM HY»KHO BBIIE/UTDH ONpeaeeHHbIit sx3eMmsap findface-video-worker /st 0OpabOTKU BU-

JIEOTIOTOKOB C JIAHHOW I'PYIIIBI KaMep, CO3/aiiTe UJIN BEIOEPUTE U3 y2Ke CO3JAHHBIX OJHY HJIM HECKOJIHBKO
METOK.

IIpumeuanne: [ljs Toro 9To0BI 3aBEPIIUTDH BBIJAEJICHNE, IEPEYNCINTE METKU B daiijge KoHpurypa-
uun findface-video-worker. IToupobuee cM. [Ipussaska epynno. kKamep k akzemnispy findface-video-
worker.

Ecnu cobbiTust or Kamep, MpUHAJIEKAIINX OJHOM rpymnne, TpedyeTcs IeAyIININPOBaTh, T. €. UCKJIIO-
YUTH OJMHAKOBBIE COOBITHSA, IMOCTaBbTe PJIAKOK Jledynaiuyuposams cobvimus u 3amaiiTe B CEKyHIAX
UHTEPBaJ JeJyluKauuy (MHTepBaJl, ¢ KOTOPBIM COOBITUS IIPOBEPSIOTCS HA YHUKAJBHOCTD).

Ilpeaynpexaenne: cmomp3yiiTe IeayINKAIIAI0O OY€Hb OCTOPOXKHO. Kciam Kamepbl M3 OHOM
TCPYIIBl HAOJIOMAIOT pPa3HbIe CIEHDbI, HEKOTOPbLIE JIUIA MOTYT OBIThH MpoIryiieHbl. [logpobmee cM.
Hedynaurayusn cobvimud.

IMocrasbre dhaazkok Axmuenas.

. Haxxmure Coxpanumso.

Ha BKJIQJIKE Paspewenu;i Ha3Ha4vbTe IIpaBa Ha pa60Ty C I‘pyHHOfI KaMep, yKa3aB, IIOJIb30BaTeJIdM C
KaKHMU POJIAMHA Pa3PEUICHO I/I3MeH${TI)/HpOCManI/IBaTB ee HaCTpOfIKI/I.
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CDS,EI,aTb rpynny kamep MHdbopmaums PaspeLieHuns

CoXpaHuTh

9. Haxxmure Coxparums.

JobasneHue kamepbl

st mobaBiieHrst KaMepbl B TPYIITY BBIIOJHUATE CJIEIYIOITUE AefiCTBUS:
1. IlepeitmuTe Ha BKIAIKY Kamepol.

2. Haxxmure +.

Kamepsbl

CTpaHuua1 &

3. Bseaure HazBaHue Kamepsl u J00aBbTe ee B 0JIHY U3 rpyiil. [Ipun HeobxoauMocT BBeUTE KOMMEHTAPUT
K Kamepe.

1.6. Pa6ora c FindFace Security 45



FindFace Security, Boinyck 4.0

[NobaBuTb KamMepy

» AKTHEHaA

lNapameTpbl

4. 3amaitte URL xamepsr mwim ajgpec Bumeodaiiia st 0opaboTku, Hanpumep, file:///data/some . mp4.
5. TlocraBbre dutazkok AxmusHas.

6. Eciin Busieo obpabarsiBaercss Ha CPU, Haxkmure Ha KHONKY [lapamempu, W Iiepeiiiure Ha BKJIAJIKY
CPU.

o Munumansvroe xawecnso suya (min_score): MunumaibHOE KadecTBO M300pAXKEHUsI JIULA IIPU
BBIOOPE Jryuriero. OnpesesisieTcss SMIMPUIECKU: OTPUIATeIbHbIe 3HadeHns BOm3u 0 = HaunboJiee
KadeCTBEHHbIE IIPsIMble N300pazkeHust Jiiit andac, -1 = xopoiiee KauecTBo, -2 = yI0BIETBOPUTEb-
HO€e Ka4eCcTBO, OTPUIIATEIbHbIE 3HAUEHUS -O U MEHbIIIE — IIEPEBEPHYTHIE JIUIA U JIUIA, IOBEPHYThHIE
1101, OOJIBIIUMUY YTJIAMU, PACIO3HABAHUE MOYKET ObITh HEeI(P(EKTUBHBIM.

o Maxcumanrvroe omxionerue auye (min_d_score): MakcuMa bHOE OTKJIOHEHHE JIAIA OT [TOJIOKE-
Hus andac npu Beibope sytmero. OnpeesiseTcst SMINPUIECKH: -3.5 = CJIUIIKOM OOJIbIIIIE yTJIbI
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[IOBOPOTA, PACIO3HABAHME JIUI[ MOYKET OBITh HEIMP(MEKTUBHBIM, -2.5 = YIOBJIECTBOPUTEILHOE OT-
kyonenne, -0.05 = 6im3Ko K nosoxkennio andac, 0 = andac.

Murumanrvhw pasmep auyae (min_face_size): MuHUMAa/IbHBIA pazMep JIUIA B IIUKCEJSIX [PU
BBIOOpE JIydUrnero. dem MeHbIle 3Ha9eHne, TEM OJIbIIE OCYIIECTBISIETCS OOHAPY KEHNE U OTCJIEXKI-
Banue Jjimi,. OnruMalibHoe 3HadeHne HaxoauTced B auanasone 80-120. Eciiu 0, GuiabTp BBIKJIIOYEH.

Maxcumanonodi pasmep auvya (max_face_size): MakcuMasbHBIN pasMep JIAIA B MUKCEIAX [IPH
BoIOOpe Jryutero. Eciim 0, puiibTp BBIKJIIOYEH.

Pesicum peanvrozo epemenu (realtime): Pexxum peanbroro Bpemenu. Beibupars Jiydimii Kajp ¢
JINIIOM B KaKJI0M mHTepBaje Bpemenu realtime dly. Ecsm realtime post perm: true, ormpaska
JIyIIero KaJipa MPOUCXOIUT 10 3aBEPIIEHUI0 Kaxk1oro naTepBaja realtime dly; econ false, sya-
U Kap OTIPABJISIETCS, TOJBKO €CJIM €r0 KA4eCTBO YJIYUIIUJIOCH 110 CPABHEHUIO C IIPeIbIILY UM
OTIIPABJIEHHBIM KaJIPOM.

Bpemennoti unmepsan (realtime_dly): BpemenHoii unrepBaj B MUJUIMCEKYHJIAX, B TEYCHUE KO-
TOPOTO B PEXKUME PEAIHHOIO0 BPEMEHU BBIOMPAETCS JIy Uil KAJIP C JIAIIOM.

Omnpasasmo aywwut kadp (realtime_post_perm): Eciu true, oTnpasisiTs aydmmuii Kajp B Kaxk-
JioM mnHTepBasie Bpemenu realtime dly B pexxume peasibroro spemenu. Ecin false, ormpasisats
JIyUIINH KaJIp, TOJIBKO €CJIU €0 Ka4eCTBO Y/IyUIINIOCh 110 CPABHEHUIO C IIPEIbIIYIIAM OTIPAaBJIeH-
HBIM KaJIPOM.

Bydgeproiti pestcum (overall): Bydepnsiii peskum. OTIPABIATS IS JIANA OJWH K&IP HAUITY IIIEero
Ka4yecTBa.

Pezuon caesicenus (ROT): Briniodaer JeTeKTUPOBAHUE U OTCJIEXKUBAHUE JIUAI, TOJIBKO BHYTDHU 3a-
JAHHOM TPAMOYTOIbHON obsiacTu. Vcmosb3yiiTe JaHHYIO OMITUIO, 9TO0BI YMEHBIITUTD HATPY3KY Ha
cepBep.

Pezuon saxsama auya (ROI): Britogaer oTIIpaBKy Ha cepBep JIHIl, O0HAPYKEHHBIX TOJIBKO BHYTPU
HHTepecyomeil obacTu.

Coser: [lna zananus ROT/ROI yno6uo ucnonb3oBarh Busyasbhblii Mactep. CHadasa co3naiire
kamepy 6e3 ROT/ROI, sarem orkpoiite ee [yisi pelaKTUPOBAHUS U HaXKMHUTe Ha KHOUKY [lapa-
Mmempoi. Bl yBUINTE BU3YAJbHBIN MacTep.

IIpu HeobxomuMocTH 3a1aiiTe OnIuoHaabHbIE TapaMeTpbl 0bpadorku Bumeo na CPU. s sro HaxkMuTe
HA KHOIKY [0N0AHUMEAbHbIE NAPAMEMPbL.

Onyuu FFMPEG (ffmpeg_params): Onuuu fimpeg 11t Buseonoroka. 3a1a0TCst MACCABOM CTPOK
KJIIOU=3HadeHne, Hanpumep, “rtsp_transport=tcp ss=00:20:00".

Pasmep xadpa (£d_frame_height): Pasmep kazpa jyia gerekropa Jjmi B ukceasx. OTpuiareis-
Hble 3HAYEHUsI COOTBETCTBYIOT UCXOMHOMY pa3mepy. OnrTuMajibHble 3HAYEHUS JJIs yMEHbIICHUS
Harpysku: 640-720.

MaxcumarvbHoe KOAUYECTNBO AUY, (npersons): MaxkcumajibHOE KOJIMYeCTBO JIUIL, OJHOBPEMEHHO
OTCJIEZKUBACMbIX JTETEKTOPOM JIUII. Biusier na IIPOU3BO/IUTEJIBHOCTD.

Koauvwecmeo mpedos omenesicusarus (tracker_threads): KosmaecTBo TpeoB OTCIIEKMBAHMS
JUUIST leTeKTopa Juil. JIo/KHO ObITh MeHbIe MJIM PABHO 3HAUEHMIO IHapamerpa npersons. Omru-
MaJIbHO, KOTJIa OHH PaBHBI. Eciin KOJIMYeCTBO TPEJOB OTCJICXKUBAHUS MEHBIIIE, YeM MaKCHMaJIbHOe
KOJIMYECTBO OTCJIE2KMBAEMbIX JIUI, ITOTPeOJIeHNEe PECYypPCOB YMEHBIIAETCs, OJHAKO TaKXKe yMEHb-
IaeTCA ¥ CKOPOCTh OTCJIC?KUBAHNUS.

Kauecmso corcamus (jpeg_quality): KadecrBo cxkarus HOJIHOrO Kajpa JJid OTIIPABKH.

Pucosamw caed (draw_track): Pucosarb B bbox cies or nBuKeHust Juia.
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Bpema osrcudarus (api_timeout): Bpemst oxxumanust B MunceKyHiax orsera Ha API-3anpoc.

Murumansvnas urwmencusrocms dsudicenua (md_threshold): MunumaibHass HHTEHCHBHOCTD IBH-
JKEHUsI, KOTOpas OyJIeT PErUCTPUPOBATHCHA JETEKTOPOM JBUKeHus. OnpenesisieTcs IMINPUIeCKU:
0 = merexTop BoIKIIOUEH, 0.002 = 3Havenne 110 yModannio, (.05 = MUHAIMAIbHAS HHTEHCUBHOCTD
CJIUIIIKOM BBICOKA, ITOOBI 3aPErMCTPUPOBATH IBUYKEHHE.

Koagppuyuenm macumabuposarus kadpe (md_scale): Pasmep Kajpa JUisl J€TEKTOPA JIBUKEHUsI
OTHOCHUTEILHO UCXOmHOro pasmepa or 0 g0 1. Kaap jmo/mkeH ObITh yMEHBINEH IPU OOJIBIINX Pa3-
pEIeHNsAX KaMepbl, OTOOPAaXKEHUU JIUI[ KPYIHBIM IIAHOM, & TaKKe IIPU IPEe3MEPHOH 3arpys3ke
poreccopa — JJIs CHUKEHHUST TTOTPEOJIEHISI CUCTEMHBIX PECYPCOB.

7. Ecnu Bumeo obpabarbiBaercsts Ha GPU, Haxkmure Ha KHONKY Ilapamempv, U nepeiiure Ha BKJIAIKY

GPU.

Munumanvhoe xauecmeo usobpasicenus auya (filter_min_quality): MunumasbHOe KadecTBO
n300paKeHus JINIA JJisd OTIpaBKu Ha cepBep. Ompeiesisiercs SMINPUIECKN: OTPUIIATEIbHBIE 3HA~
gennsi BOm3u 0 = mambojiee KadecTBEHHbIE HpsMble m300pakenusi jui andac, -1 = xoporiee
KAadeCTBO, -2 = YJOBJIETBOPUTEILHOE KAYeCTBO, OTPHUIATEIbHbIE 3HAYCHHs -D U MEHbIIEe = Iepe-
BEPHYTBIE JIUIA U JIUIA, TOBEPHYTHIE 1101 OOJIBITUMEI YIJIAMU, PACIIO3HABAHIE MOXKET ObITh HEd(]-
(EeKTUBHBIM.

Murumanrvhoid pasmep auya (£ilter_min_face_size): MunuMaabHbBI pa3Mep JHIA B IUKCEIAX
st oTupaBKu Ha cepBep. Eciu 0, GuibTp BBIKIIOYEH.

Maxcumarorod pasmep avua (filter_max_face_size): MakcuMaubHbINH pasMep JIUI@A B IHKCE-
JISIX JIJIsT OTIIPABKM Ha, CEPBEP.

Kauecmso corcamus (jpeg_quality): KauecrBo czkarus HOJIHOrO Kajpa JJisd OTIIPABKH.

Onyuu FFMPEG (ffmpeg_params): Ounuu ffmpeg syis Buzsieonoroka. 3a1ai0Tcst MACCHBOM CTPOK
KJIIOY—3HadeHue, HarpumMep, “rtsp _transport=tcp ss=00:20:00".

Omnpasasmo aywwui kadp (realtime_post_every_interval): Eciu true, orupasisTs jrydmmit
KaJIp B KaKJOM BPeMeHHOM HHTepBaJje realtime post interval B pexxnme peasibHOro BpeMeHH.
Ecnu false, oripaBiaars jydmmii KaIp, TOJIBKO €CJIU ero Ka4eCTBO YJIYUIIUIOCh TI0 CPABHEHUIO C
IPEeABbLIYIIAM OTIIPABJICHHBIM KaJPOM.

Bpema ootcudarus omeema wa 3anpoc (router_timeout_ms): Bpems 0xKUIAHWSI B MUJLINCEKYH-
JaxX OTBeTa Ha OTIIPABJIEHHBIN 3aIIpOC C JIUTIOM.

Hoaywamo epemenivie memru u3 nomoka (use_stream_timestamp): Eciu true, ornpasisars za
cepBep BpeMeHHbIE METKH IOy YeHHbIe 13 TTOTOKa. Eciu false, oripaBisgTs TeKyIue JaTy 1 BpeMsl.

IIpubasasams % epementvim memram (start_stream_timestamp): Ilpubapisarh yKazsaHHOE KOJIU-
9eCTBO CEKyHJ| K BPEMEHHBIM METKaM U3 [OTOKA.

Ozparuuenue ckopocmu npouepuisanus (play_speed): Eciau Menbie Hysis, TO CKOPOCTb HE Orpa-
HAYUBAETCH. B OCTAJIBLHBIX CIydasik IMOTOK YUTAETCs CO CKOpocThio play_speed. He npumennmo
J1JIsI TIOTOKOB C KaMep BUIEOHAOIIIOEHUS.

Pezuon caeorcerusn (ROT): BritouaeT jeTeKTHpPOBaHUE W OTCJIEXKUBAHUE JIMI[ TOJIBKO BHYTDH 3a-
JIAHHOH IPSAMOYTOJIbHOM obsractu. Vcnonp3yiiTe JaHHYIO OIIUIO, YTOOBI YMEHBIIUTH HATPY3KY Ha
cepBep.

Pezuon saxsama auya (ROI): Briroyaer orupaBKy Ha cepBep Jiul, OOHAPYKEHHBIX TOJbKO BHYTPH
WHTEpeCcyIoIiei 06JIacTh.

Coser: [lna 3ananus ROT/ROI yno6uo ucnosnb3osarh Busyasbhblii Macrep. Coadasa coznaiire
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kamepy 6e3 ROT/ROI, sarem oTkpoiiTe ee Jjisi peaKTUPOBaHWsI U HaXXMHUTe Ha KHONKY [lapa-
Mmempoi. Bl yBUInTEe BU3ya IbHBIN MacTep.

IIpu neobxommMocTH 3aaiiTe ONIUoOHAIbHbIE TapaMerpsl 00padorku Bugeo Ha GPU. g sro naxxvure
HA KHOIKY /[0NoAHUMEAbHDbIE NAPAMEMPDL.

e @opmam FFMPEG (ffmpeg_format): Ilepenars dopmar FFMPEG (mxg, flv, u r. x1.), ecam on
HEe MOXKET OBbITh aBTOMATHIECKH OIPE/IeJICH.

e [Iposepamv SSL-cepmugpuram (router_verify_ssl): Ecuu true, nposepsars SSL-ceprudukar
cepBepa IIpu OTIpaBKe Ha Hero Jull yepe3 https. Eciu false, MoxkeT ObITH NIPUHAT CAMOIIOIIINCAH-
HBIM cepTudUKaT.

o Munumasvnan unwmencuerocmo deusicenus (imotion_threshold): MuHHMAa/JbHAS HHTCHCHB-
HOCTb JIBHKEHH, KOTOPas Oy/IeT PETNCTPUPOBATHCA JETEKTOPOM JIBUKEHNS.

8. Haxxmure Coxpanumos.

ITpumeuanne: Kaxjas Kamepa CBsI3aHa ¢ TaK Ha3bIBaeMbIM job-3ajiaHueM, 3ajadeii Ha 00pabOTKy BUJIEO,
cojiepzKaliieit mapamMeTpsl KOHGMUTYPAIUH U JaHHbIE BUJIEOIIOTOKA, KOTOPas HA3HATAETCS OIPEIEIEHHOMY K-
semiuisipy findface-video-worker. Jannas 3amada MOXKeT ObITh nepesaityiieda (cM . Monumopune pabomaol
Kamep).

MonuTtopurr paboTbl kamep

MounuTopuHT paboTHl KaMep BBIOJIHAETCS Ha BKIaIKe Kamepoi.

Kamepbl

AKTUBHbIE: 2, HeakTHBHble: fep:

CTtpaHuua 1 &

C6pocuT drnsTpsI

Crarycsl Kamep:
e 3estenblit: uaeT o6pabOTKa BUAEOIOTOKA C KAMEPDI, TIPOOJIeM He OOHADYKEHO.

o 7Kenrerit: kamepa paboraer meHee 30 CEeKYHJ WM MMEIOT MECTO OJIHA MJIM HECKOJHKO OIMMOOK IIpu
OTIIPABKE JIUII.

e KpacHupriit: kamepa He paboTaer.
e Cepblii: KaMepa OTKJIIOYEHA.

Jtst KaxKIoi KaMepbl MPUBOJSTCS CJIEIYIONINEe CTATUCTUYECKNAE JAHHBIE IO 00pabOTKE BUIEOTIOTOKA: JIJTU-
TEJBHOCTL 00PAbOTKY /KOJMYECTBO YCIEIIHO OTIPABICHHBIX JIMI[/KOJUIECTBO JIUIL, 06PabOTAHHBIX C OIIMO-
KaMU IIOCJIe TIOCIETHETO TIepe3alrycKa job-3alanms.

Ilpumeuanue: Kaxgas kamepa CBs3aHa ¢ TaK HA3bIBAEMBIM job-3ajanueM, 3aadeii Ha 0OpabOTKy BHU/IEO,
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coJiepaKaliieil mapamMeTpbl KOH(MUIYPAINH U JJAHHBIE BUJEOIIOTOKA, KOTOPas Ha3HAYAETCS OIIPEIEIEHHOMY K-
zemiLisipy findface-video-worker. JlanHas 3a/iada MOXKeT OBITH [I€pE3aIlyIeHa.

s mepesattycka job-3ajannsi OTKpOiiTe HACTPONKN KaMephl U HAaXKMUTe Ha KHOUKY [lepesanycmums. Ilpn
9TOM KOJUYIECTBO OIMTHOOK OyIeT OOHY/IeHO.

IIpu 6GoJIbIIIOM KOJIMYECTBE KAMEP B CUCTEME UCIIOJIb3YiiTe CjIeyoue (DUIbTPhI:
o ['pynnui xamep,
o Axmustwi,
e Cmamyc.
Cwm.Tak>xke:
o [Ipussaska epynno. kKamep ¥ axzemnaspy findface-video-worker

o Jledynauxauyus cobvimuii

1.6.2 MoHuTtopuir nuy,. YnpasseHue 0a30ii AaHHbIX A0Cbe

JlaHHas rj1aBa IOCBSAIIEHA MOHUTOPUHTY OOHAPYKEHHBIX JINI 1 pabore ¢ 6a30ii TaHHbIX Jochbe. Kaxkmoe qocbe
COJIEPXKUT OIHY WJIM HECKOJBKO (poTorpaduil mepcoHbl U KJIACCU(PUIMPYETCS O TPUHAIEKHOCTH K TOMY
WM UHOMY CHUCKY HAOJIIOIEHNs, HAIIPUMED, K YePHOMY HJIU OeJIOMYy B CAMOM IIPOCTOM cCiiydae. Bbr MoxkeTe
CO3/1aTh HECKOJILKO CIIMCKOB HAOJIIOIEHNs], HAIIPUMED, B 3aBUCHMOCTH OT yPOBHSI OIMACHOCTH WJIM, HA00OPOT,
cTaTyca IEepPCOHBI.

Cosert: /[ljis1 aBTOMaTHYIECKOTO CO3JaHUs OOJIBIITOTO KOJMYECTBA JOChE UCIOJIb3YITE (PyHKUUOHAL NAKETHOT
3a2PY3KU.

B atom pasgene:

A/”]OHU’NLO[)’U,HZ HE3ape2ucmpupo6aHHblT AUY

Cosdanue cnucka nabarodernus

Cosdanue docve epyuryio

o [laxemmnas 3azpysxa domozpadudi

o Duavmpayusa docve no cnuckam HabA0OEHUA

MoOHUTOPUHI HE3aperucTpupoBaHHbIX UL,

Bazosas koudurypanust FindFace Security y»ke comepKuT mpeyCcTaHOBIIEHHBIN CIIUCOK HAOJIIONEHNUS, TIPEI-
Ha3HAYEHHbIA J1jIs1 MOHUTOPUHIA HE3aPErUCTPUPOBAHHBIX B CUCTEME JIUII, T. €. JIUIL, JIJIT KOTOPBIX OTCYTCTBY-
IOT COBIAJEHUs C Hochbe. JIaHHBIN CIMCOK HAOJIOMEHNs HEe MOXKET OBITh yIAaJeH u3 cucreMbl. JIad pemax-
TUPOBaHUsI HACTPOEK WJIM JIE3aKTUBAIIMU CIUCKa, Iepeiiinre Ha BKJaIky Hacmpoixu. Beibepure Cnucku
HaOAN00eHUA M OTKPOIiTe HACTPOMKY cIiucKa, 1meJkayB Unmatched B Tabiurie.
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HacTtponku PepakTtnpoBaTb cNMCOK HabntogeHus WHdopmaums

P
Monb

Mpynnb
Buoeo

Cnucku HabnogeHna

EHTalUuA

eHTauwmsa APl

CoxXpaHuTh

Ilpumevuanue: [Insg Toro 49Tobbl OTOOPA3WTh B CIUCKE COOBITHI TOJIBKO HE3aPErMCTPUPOBAHHbBIE JIUIIA,
BeIOepuTe 3HaueHne Unmatched B dunbrpe Cnucku nabardenus Ha Briaake Cobvmus (10apobHEe CM.
Hoenmudurayus Aut, 6 pescume peasbrozo 6Pemen).

Co3paHune cnucka HabnogeHus

st co3maHust MOIb30BATEILCKOTO CIUCKa HADJIIONEHUs BBIIIOJIHUTE CJIEJLYIONue JIeACTBIS:
1. Ilepeitgure Ha BRIanKy Hacmpotxu. Beitbepure Cnucku nabaroderus.

2. Haxxmure +.
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HacTtponkn Cnuckn HabnwgeHus

europlan

Tauua

eHTauusa API

I
.
I
____
I
I
I
L
[ |
.
[
.
.
]
|

3. B nasmrpe Memxka BeiOepuTe 11BET, KOTOPBIii OYJIET UCIIOJIB30BATHCsI B COOBITHUSX PACIIO3HABAHUSI TIEPCOH
13 JJAHHOTO crucka. [IpaBmyibHO BBIODAHHBIN IIBET MOBBINMIAET OBICTPOTY PEATMPOBAHUS ONEPaTOpa Ha
coobITHE.
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CospaTtb cnucok HabnoaeHus UHbopmaumsa

‘

COoXpaHuTb Hasag

4. Bremure Ha3BaHue crucka HabmoneHus. 1Ipn HeobxomummocTn 100aBbTe KOMMEHTAPWH.

5. Beibepute rpytiry kKamep, KoTopas OyIeT UCIIOIb30BAThHCS JJIsi MOHUTOPHUHTA CIIUCKa HaO o eHnst. Keym
rpyIna KaMep He BBIOpaHa, CIIMCOK HaOJIIOAeHUs OYIET OTCIeKMBATHCA BCEMU aKTHUBHBIMHU KaMepPaMHI
B CHCTEMeE.

6. ITocrasbre daaxkok Tpebosamv nodmeeporcderue, eCiu Jijis JAHHOTO CIIMCKA OIEPATOP JIOJIXKEH B 00si-
3aTeJIbHOM IOPSIJIKE IIOATBEPIUTh IPUHATHE COOBITHUSI.

7. Tlpu HEOOXOIUMOCTH BKJIIOYUTE 3BYK MPHU MMOSIBJIEHUE COOBITUSI JIJIsl JIAHHOTO CIUCKA.
8. TMocrasbre duraxkok Axmuenuiil.
9. Haxxmure Coxparumo.

10. Ha Bruajike Paspewenus Ha3HAUbTE IIPaBa Ha CIIMCOK HAOJIIOJEHUs, YKA3aB POJIU [I0JIH30BaTEEH, KO-
TOPBIE CMOT'YT U3MEHSITh/IIPOCMATPUBATH €r0 HACTPONKH.
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CospaTb cMCoOK HabnogeHus Mudbopmauus  Paspelenus

CoxpaHuTb

11. Haxwmmure Coxparumo.

Co3paHune gocbe BpyYHYHO

st co3manus 10Che BPYYHYIO BBIOJHUTE CJIEYIONIUE eACTBUS:
1. B Beb-unTepdeiice nepeiiaure Ha BKIAIKY ocve.

2. Haxxmure +.

Nocbe

AKTHUEHbIE:

Trump

BuneocTeHa

Hocbe

Bugeo
5 gTa}: cOTpYoHUKK

3. Hobasbre oHy mim HECKOIBKO (hoTorpaduit u BBeauTe MMs deoBeka. [Ipu HeobxomumocTu 1006aBbTe
KOMMEHTaPHUIii.
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Backno: Jlumno na dpororpaduu qoKHO OBITH HAIJIEKAIIEr0 Ka4ecTBa, T. €. B OJIU3KOM K aHdac moJIo-
xkenuu. Paccrosaune mexay spaakamu: 60 px. [Tommepxkusaembie hopmarsr: WEBP, JPG, BMP, PNG.
IIpu mecoorBercTBUM (hoTOTrpadun TpeOOBAHUSIM OYIET BHIBEICHO COOOIINEHNE C OTUCAHMEM OITHOKM.

Cos3patb gocbe

KpacHblit cnucok @

CoXpaHUTh

4. N3 packpsiBatorerocst crucka Cnucku Habatodenus BbIOEpUTE CIHHUCOK (MM HECKOJBKO CIIUCKOB, II0
ouepejin), B KOTOPBIi ciieyer J00aBUTh J0ChE.

5. TlocraBbre dmaxkok Axmustoe. Eciu qoche HeaKTUBHO, OHO He Oy/IeT UCIOIb30BATHCS JIJIsT UAeHTH(U-
KAIUU JINIA B PEKUME PEATHHOTO BPEMEHH.

6. Haxxmure Coxparums.
MakeTHas 3arpy3ka dotorpadumii

st cozmanust OOBITOTO KOJUYECTBA, JIOChE UCIOIB3yiTe (DYHKIIMOHAJ MAKeTHON 3arpy3ku. Boimosamnte
cJeAyIoue NeicTBUsL:
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Coser: Eciu kommuectBo gocke npesbimaer 10000, ucronsayiire [akemuas 3azpyska gomozpadut wepes
KOHCOAD.

Baxxno: Jluma ma dororpadusx JOKHO ObITh HAJJIEXKAIEro KadecTna, T. €. B OJU3KOM K aHdac ImoJjo-
xennu. Paccrosane mex iy 3paukamu: 60 px. [lognepxusaembre opmarer: WEBP, JPG, BMP, PNG. Ilpu
HecooTBeTcTBUM (hoTorpadun TpeboBaHusIM Oy1eT BBIBEJIEHO COODIEHNE C OIMMCAHUEM OINUOKMU.

1. B Beb-untepdeiice mepeiiaure Ha BKIAIAKY /ocve.

2. Haxkmure +.

Trump

5 aTax: COTPYAHMKM

3. Haxmure Iaxemmnas 3aepysxa docve.

Co3patb oocbe

_|_

4. Bwibepure doTorpadun mjas 3arpy3ku modaiaoBo min yKayKuTe Tanky ¢ ¢pororpadusMi.
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NELGIGEE 3darpy3ka gocbe

JKypHansl

BuiGpaTh Gaiins WK BhiGpaTh MMPEKTOPUIO

5. Nmena daitnos ¢ dpororpadusiMi MOXKHO UCIOIB30BATh KAK OCHOBY JIJIsi UMEH U /UM KOMMEHTAPUER
B CO3/IaBAEMBIX JI0Che. Boibepure Hy:KHBIH BapuanT(bl). 3areM HACTPONUTE MPABUJIO (DOPMUPOBAHUS
UMEHU ¥,/MI1 KOMMEHTapus, Z00aBUB [OJIb30BATeIbCKUN peduke u,/min nocrduke Kk umenu daiiia.

CoBer: Bo usbexanme ciusnne 3-X CJIOB B OIHO, UCHOJIB3YUATE CUMBOJI [IOYEPKUBAHUS WU IPOOES
B ipedpurce um moctTdurce.

6. U3 packpsiBatoierocs cimcka Cnucku nabarodenus BbibepuTe CHUCOK (UM HECKOJIBKO CIHMCKOB, II0
ouepejin), B KOTOPBIi ciieiyer j100aBUTh CO3aBaeMble J[0Che.

7. B napamerpe Ilapaaseavras 3azpysra 3a1aiiTe KOJUIECTBO IIOTOKOB 3arpy3ku ¢pororpaduit. Hem 60516~
Ile TIOTOKOB, TeM ObIcTpee OyJIeT 3aBepIieHa 3arpy3Ka, OJIHAKO TaKxKe HoTpebyercs u OoJibliiee KOJIU-
YECTBO PECYPCOB.
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8. U3 packpeiBatorerocst cimcka I'pynnosas gomoepadun BbIOEpUTE, KAK JIOJIZKHA HOCTYIHUTH CUCTEMA
[IpY HAJIMYUU HECKOJIBKUX JIUI Ha (poTorpaduu: OTKJIOHUTE (pOTOrpaduio Wiin 3arpy3uTh caMoe 60JIb-
11oe JIAIO.

9. [z 3ammycKa MakeTHOro CO3JaHust J0Che HaXkMuTe Ha KHOUKYy Cmapm.

Baxkno: st mpocMoTpa Jjiora makeTHON 3arpy3Ku Ha)KMUTe Ha KHONKY X YypHaavl. 3aTeM IIpu Heob-
XOJIUMOCTHU MOYKHO CKadaTh JIOI B hopMaTe .CSV.

>KypHanbl NakeTHOM 3arpy3ku

CTpanmua 1 &

CkavaTb

Ckad4aTb

CkavaTb

CTpaHuua 1 &

dPunbTpaums gocbe NO cnuckam HabnwogeHus

Bce cozmannbie B FindFace Security mocke orobparkarorcs Ha Braaiake /locve. Vcnonbsyiite dunbsrp Cnucku
nabarodenus, 9T00bI OTHUIBTPOBATH OCHE TI0 CITUCKAM.

Hocbe Ynanutb

AKTUEHbIE: 3, B

CTpaHuual &

KpacHsli cincok \

CBPOCUTL GUNETPbI

KpacHbIid cnMcok
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1.6.3 VYnpaBneHue nonb3oBaTensimu

B 3Ttoin rnase:

Hp(?d’g(ﬁﬂld?—tOﬁ/LBHHbL(ﬁ poau

Cosdanue mosot poau
o [nasHas u dONOAHUMENDHAS POAL NOAB30BAMEN,

o (Cozdanue noavaosamens

o Jleaxmusauus Uil YoareHUE NOAL3OBATNENS,

MpepycraHoBneHHblEe ponu

s paborst ¢ FindFace Security npeycMoTpensl cieyoniye mpe/lyCTaHOBIEHHBIE POJIN:

e Anmunucrparop. O6/1a/1aeT MOJHBIMY [IPABAMU Ha, YNPaSAEHUE 6UICOKaMEPaMU, 603017 darHbir docve,
cobbITH, osb3oBaTesiaMu FindFace Security, a Takyke MOJIHBIM JOCTYIIOM KO BCEM OCTAJIBHBIM (DYHK-
IIASIM.

Baxkno: Cynep AgMuHECTPATOD HE MOXKET JIMIIUTHCS TIPAB aJIMAHACTPATOPA JIaXKe [IPU CMEHE POJIH.

e Omneparop. Obamaer npaBamu Ha cosdanue Jocve 8pYwHYI0, TTOATBEPKICHNE COOBITUI U ITOUCK JIUIL B
6azax coberTuit u mocke. OcrampHas nHbOpPMAINS TOCTYIIHA B pexknuMe dreHus. [laxemnoe co3maHue
JIOChe HEBO3MOYKHO.

e [lonpzoBaress. O6sa/aeT IpaBaM TOJBKO HA MMOITBEPK/ICHIE COOBITHI U ITOUCK JIAI B Oa3e cOObITH
u nocbe. OcrajgbHas HHGOPMAIHS JOCTYIIHA B PEXKUME UTEHUS.

Bror moxere n3amennTn NIPUBUJIETUN IIPEAYCTAHOBJICHHBIX ponef/i, a TaKzKe CO3JaThb HOBBIEC DOJIA.

Co3pgaHue HoBoW ponu

st co3manust HOBOH POJIM BBITIOJTHUTE CJIEIYIONINAE JTEHCTBU:
1. Ilepeitmure Ha BRIaAKY Hacmpotixu. Beibepure Poau.

2. Haxxmure +.
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Hactpoinkn

HOBHbIE
Hook-user

Ponu

[pymnnbl k
HabnwoeHua

JTueH3na
Demo u

europlan
External admin

Maxima

eHTaumnA

eHTaumsa API

I:t HacTpoiiku

3. Ha Braajsike Ungopmayus 3amaiitre UMs pOJIH.

NHdopmauma

CoXpaHUTh

4. Haxwmure Cozparumo. Psmom ¢ BKiaaxoit Arpopmayus OABATCS TOTOJHATEIbHBIE BKIaaku. Ha man-
HBIX BKJIQJIKAX MOKHO 33JIaTh IPABa HA ONPEEIeHHbIe CIMCKH Habmonenns (BKaajgka Crnucky 1abaio-
denus) n rpymnbsl Kamep (I'pynnos Kamep), a Takzke NPUBAJIETUN Ha PabOTy € CUCTEMHBIMEA (DYHKIMSMI
u obwvekramu (Paspewenus).
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IIpumeuanmne: Hamnpumep, eciu Bl ycTaHaBIuBaeTe HeT J71s1 ONIpeie/IEHHON IPYIIIBI KAMED Ha BKJIA]I-
ke I'pynnoet kamep, IOJB30BATEIN C JIAHHON POJIBIO HEe CMOTYT paboTaTh ¢ 9TOM rpyImioil kamep. Ycra-
HoBKa HeT 1 cameragroup Ha BKJajgke Paspewenus He MO3BOJUT MOJIH30BATEISIM IPOCMATPUBATD 1
paboTarh CO BCEMH I'DYIIIAMHI KaMep.

IIpumeuanune: IIpaBo Ha cOOBITHE CKIIAJBIBAETCS M3 IIPAB HA COOTBETCTBYIONLYIO KAMEPY W CIIMCOK
nabsonenns. s mpocMoTpa cOOBITHIR, /I KOTOPBIX HE HaiiJeHbl COBHAJEHUS C JI0ChE, TPEOyIOTCS
TOJIBKO MpaBa Ha KaMepy.

[omusrit cincok 06bekToB FindFace Security:

dossierlist: cnucku nabarodenus;

dossier: docwe;

dossierface: ¢omo 6 docwe;

cameragroup: 2pynna Kamep;

camera: Kamepa;

listevent: cnucox cobvmuil;

eventepisode: anusodu

uploadlist: ciimcok dororpaduii B naxemnol 3a2pyske;
upload: ssemenT (HOTO) B NAKETHOIl 3arpy3Ke;
user: NoAb306aAMeEND;

group: NoAb306AMENDCKAA POAY;

hook: sebyK;

videosource: udernmugpurayus auy 6 udeodalingr.

Bri Tak:ke MozkeTe BKJIIOYATH U OTKJ/IIOYATD IIpaBa Ha CJIe,HyIOH_[I/Iﬁ beHKU,I/IOHaJIZ

configure_genetec: Koudurypanus unmezpauyuy ¢ Genetec;
configure_ntls: koudurypamus cepsepa auyensuti findface-ntls.
batchupload_dossier: nakemroe cozdanue docove;
view_runtimesetting: npocMmoTp ocrosnoir nacmpoek FindFace Security;

change_runtimesetting: u3menenne ocHOBHBIX HacTpoek FindFace Security

1.6. Pab6ora c FindFace Security
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FnasHasa un AO0NOJIHNTENIbHasa posb NONb30BaTens

Bl MozkeTe Ha3HAYUTD II0JIB30BATEIIO IIPpUBUJICTUN, UCIIOJIB3Y< CJIEAYIOIUEe POJIN:

o [rasnan POAb: OCHOBHasA POJIb IIOJIB30BaTEJIA, obs13aTeTbHAA JJId Ha3HaYCHUA. ITosm3oBaTes o MOXKHO
Ha3HAYUTH TOJIBKO OJHY IVIaBHYIO POJIb.

e Poav: JOIIOJIHUTEJIbHAA POJIb ITOJIb30BaTEJIA, HeoOsI3aTe/IbHAS JJ1d Ha3HAYEeHUA. O,ZLHOMy IIOJIB30BaTEJIIO
MOZ2KHO Ha3Ha4YUTH HECKOJILKO poneﬁ. CBsizaHHbIC ¢ HUMUA IIpaBa 6y,7_IyT ﬂO6aBJIeHbI K IIpaBaM, IIpeJ0-
CTaBJAAE€MbIM TJIaBHO POJIBIO.

Paznuame mexkmy riaBHOI U JOMOTHUTEIBHBIMA POJISIMU 3aKJIIOYAETCH B CJIEIYIONMEM. KCau m0Ib30BaTENO
Ha3HAYEHA OlPeJIeIeHHAS TVIABHA POJIb, JTAHHONI PO OYIyT AaBTOMATUYECKH [IPEJOCTABJIEHBI IPABA HA 13-
MeHeHUe BceX 00beKTOB, BIIOCJIEACTBIAN CO3JAHHBIX JAHHBIM II0JIb30BaTeaeM (T. €. Ha N3MEHEHHe CO3JaHHbIX
UM KaMep, CIIICKOB HABJIIOIEHNUS, OChE U T. JI.). DTOr0 He IPOU30HIET, €CJIM Bbl HA3HAUNTE €My JIOIOJIHUTE b
HyI0 poJib. HampnMep, ecim mosrb30BaTesIo Ha3HAaYEHa IJIaBHAs POJIb MeHeaxep, BCe IOJIB30BATEN C POJIBIO
MeHemxep CMOI'YT U3MEHSATH OOBEKTHI, BIOCIEICTBUN CO3/IaHHBIE STUM I0JIb30BaTeeM. HampoTus, eciu Bb
Ha3HAYUTE POJIb MeHemxep KakK JONOJHUTEIHHYIO, JIPYTUM IIOJb30BATEISM C POJIbI0 MeHemkep MOHAI00ATCS
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OTJe/IbHbIE pa3pelleHus] Ha U3MeHEeHNe 00beKTOB, CO3JaHHbBIX ITUM II0JIb30BATEIEM.
CmMm.Tak>xke:

Cozdanue norvzosamens

Co3paHune nonb3oBarens

JJtsl co3manust HOBOTO TIOJIb30BATEIST BBIIIOJIHUTE CJICYIONINEe NeHCTBUS:
1. Ilepeitgure na BrRIanKy Hacmpotixu. Beitbepure IToavzosamenu.

2. Haxxmure +.

Hactponku [NMonb3oBaTenu

OcHOBHble

Monb3ogaTenm
Mpynnel ep

HabnwoeHus

eHTaLms

eHTaumns API

3. BagaiiTe uMs 10JIL30BaTE/Isl, JJOIUH U 1apoJib. [Ipu HeobxomuMocTn 106aBbTE KOMMEHTAPHIA.

4. U3 packpsoiBalorierocst MeHIo Roles BbibepuTe OHY MM HECKOJIBKO MOJIH30BaTEIbCKIX posieit. Haznaun-
T€ OHM U3 HUX OCHOBHOI.
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Cospatb nonb3oBaTens

narkyw-huccab-hi Strong Password

narkyw-huccab-hi Strong Password

Onepart

Co3naTh

5. IocraBbre diiaxkok AxmueHbiil.
6. Haxxmure Cosdamo.
deakTuBauus wnn yganeHne nonb3osBatens

[yt Toro 9To0Bl JeaKTHBEPOBATH MOJIb30BaTe s, CHUMUTE (BIIakoK AKmuenvill B CIUCKe MOoJIb30BaTeseil
(Hacmpotixu -> Ioavsosamenu).

s yrnanenus noas3oBarens u3 FindFace Security menkauTe mo ero joruny B crimcke. Haxkmure Ydaaumso.

1.6.4 Npentudunkauna nuy B ocpcnainH snaeo

TTomumo wmaenTnduKamu Juia B pe:kuMe peajibHOro epemenu, FindFace Security Tak»ke 1o3BoJisieT Bbl-
MIOJTHSATh WAeHTUpUKAIuio Jjuil B oddJiaita Bugeo. Januas yHKIMOHAJIBHOCTh UMEET IMUPOKUI CIEKTD
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BO3MOZKHBIX IIPUMEHEHU, Cpe/I KOTOPHIX HanboJiee pacpPOCTPAHEHHBIM CJIyYaeM sBJIseTCs OOHAPYKEHUe U
pacrio3HaBaHUe JIUI, B ADXUBHBIX BUJIEO.

Ltst

1.

naeHTHUKAIUT JUIa B 0 dIIaiiH BUIEO BBIIOJHATE CJAEIYIONINE IeHCTBUSL:
Cozpaiite epynny kamep ¢ 6a30BLIMU HACTPOHKaMHU.

VKaxKuTe JIaHHYIO IPYIIy KaMep B HACTPOMKaX TeX Cnuckos HaOA0eHus s, JIUIA B KOTOPBIX HYXKHO
HaliTu Ha BHUJIEO0.

Cozpaiire Buneo B FindFace Security, 3arpy3us ero u3z daitia nin omaiia-xpaauiuaiia/obaaka. s
9TOrO, IepeiianTe Ha BKIaIKy Budeo.

Hazxmure +.

[+ Bupeo

5. YKaxKuTe Ha3BaHUE BUJIEO.

1.6.
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Co3paTtb BMOEO

VID-20°

Buibpatk ¢ain

MapameTpbl

CBpocKTE NapaMeTpsbl CoxpaHWTh

BribepuTe TOIBKO YTO CO3/IAHHYIO I'PYIILY KaMep.

© o N oo

JEO0II0OTOKa C KaMEPDL.

10. Haxxmure Coxparumo Jijist 3arpy3KH BUJIEO Ha CEPBEP.

Vkaxnre URL Bumeonzobpakenusi B OHJIANH-XPAHMIAIIE WM BbIOepUTE BUACOMAMI.

(Ommonanbao) Beibepure kamepy, ¢ KOTOPOii OyLyT acCOUMUPOBATLCH JIUINA, HARJICHHBIE HA BUJIEO.

(OmmmonanbHo) YKazKuTe napamerpbl 06paboTKHU BUJIEO 110 AHAJIOTUH C IIapaMeTpaMu 00paboTKU BH-
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[MapaMeTpbl

CBpoCcHTE NapamMeT Pkl OBHOBMWTL

Mpouece

11. TTocsie Toro Kak BHjIeO 3arpy3urcsi, Haxkxmure O6pabomamsb Jijist 3aIlyCKa MPOIELyPbl HIeHTU(DUKAIAN
smart. JIjist mpocMmoTrpa HaiieHHBIX Juil mepeiiaure Ha BRIaAKy Cobvimus U OTMUIBTPYITE CIIMCOK
COOBITHUIT TIO CBSI3AHHOI TPYTIIE KaMep.

1.6.5 OcHoBHble HacTpoiikn
st m3MenenHns mopora cpafaTbiBanust (TI0JOXKUTETbHOH BeprudUKAIUT) 1 HACTPORKN aBTOMATHIECKOTO Y1~

JIeHWsI cTapbIxX Jul (cOObITHi 1 3MU30710B) U3 6a3bl JAHHBIX, epeiuTe HA BKIaIKy Hacmpoixu. Beibepure
Ocnosnuie. Ilocite BHeceHUsT m3MeneHuit HazxkmuTe O0HOBUMD.
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HacTtpoiiku OCHOBHbIE HACTPONKMK

OcHoBHble

s cTaplle | —

OB6HOBWUTL

¢ HacTpokkm

Mopor cpabatbiBaHus

FindFace Security npuHMMaeT perienne o COBIaeHNN OOHAPYZKEHHOIO JIUTIA C JIUIIOM U3 J10Che (T. €. 0 T0JI0-
JKUTEJbHOMN BepI/ICbI/IKaL[I/II/I) Ha OCHOBaHUN HpeﬂyCTaHOBHeHHOfI HOpOI‘OBOfI CTEIIE€HHU CXOXKeCTH. HO YMOJI9aHUIO
YCTAHOBJIEHO ONTHMAJIbHOE OporoBoe 3HadeHue, pasuoe 0.75. [Ipu HEOOXOAUMOCTH BBI MOYXKETE W3MEHUTH
JAHHOEe 3HAYEHNE.

IIpumevanue: Yem BBIIIEe TOPOTOBast CTEIEHDb CXOXKECTH, TEM MEHBIIIE TIIAHCOB Ha TOJIOXKUTETHHYIO JIOXKHY IO
BepU(UKAIUIO YeJIOBEKA, OJJHAKO HEKOTOPBIE MOAXOsIue (poTorpaduu MOTYT TaKXKe He MPOiTH BepuduKa-
UTO.

ABTOMaTM4eCKOe yaaneHune cTapbix cobbITUii U3 6a3bl gaHHbIX

WcnonbayiiTe 91y 2Ke BKIAJIKY, YTOOBI 33/1aTh PACIIUCAHNE aBTOMATUYIECKOIO VIAJIEHUS CTAPBIX COOBITUI U
SMMU3070B U3 0a3bl JAHHBIX.

1.6.6 CpaBHeHune nuy,

FindFace Security 1mo3BoJisier BBIIOJHATH CPaBHEHME 2-X JINIL. BBINOJIHUTE CJIEAYIONIUE JIeHCTBUS:

1. Tlepeiipure Ha BRIagaky Hacmpotixu. Beibepure CpasHerue.
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CpaBHeHue

Hcrounuk 2

Beibpats daitn Boifipats daitn

ion:bkr

CpaBHHTL

2. Ykaxure id cobbITHil, JUIa U3 KOTOPBIX HY?KHO CPABHUTD, U/UiK 3arpy3ute (poTorpadun ¢ JIUIaMH.

Coset: ¥Yznarb ID cobbiTug MoxxHO Ha BKIajake Cobvimus.

3. Haxxmure Cpasnumo. B pesymnbrare Oymer oToOpaskeHa BEPOSITHOCTD MPUHAJJIEZKHOCTH JIUII OITHOMY
4eJI0BEeKY.

PesynbTar

1.7 PacwwupeHHbiii (pyHKLMOHAN

1.7.1 HacTtpoiika annsoaos
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B atom pasgene:

o 06 snusodax

[ Hapamempm anusoda

e Hasnauenue npas ma anuzodwi

06 snu3ogax
Duu301 — 3T0 HAOOP COOBITHI UAEHTU(DUKAIMK, B KOTOPBIX (PUI'YPUPYIOT JIUIA OJHOIO M TOT'O K€ YeJIOBEKa,
OOHApYKEHHbIE B T€UEHUE OIPEJEJIEHHOIO Ieproa BPEMEHHN.
Duu3016I OBIBAIOT JBYX THUIIOB:
e LIVE: oTKpBITHI HA JAHHBIA MOMEHT SMHU30[I, B KOTOPBII MOI'YT 100aBJIEHBI HOBBIE COOBITHSA.

e 3akpBITHIi: 3aKPBITHIA MU30/1, J00aBJIEHNE COOBITHII HEBO3MOMXKHO.

MapameTtpbl ann3opa

st HACTPOMKM 31IU30/10B BaM HOHa00uTcs daitin kouduryparun findface-security. Jobasbre ciemyio-
e mapaMeTpsl B ceknuio FFSECURITY:

e EPISODE_SEARCH_INTERVAL: mepwoji BpEMEHH, HMPEIIIeCTBYIONIN COOBITHIO, B T€UYEHHE KOTOPOTO CH-
cTeMa UIeT B OMOMeTpUIecKoil Oa3e JAHHBIX COOBITHS C TOXOKUMHU JIUTIAMK. FKCIU TAKOTO COOBITHST He
HailJIeHO, CHCTeMa, CO3/IaeT HOBBIN 31n30/1. B MpoTuBHOM ciiytae oHa BhIOMpaeT HAUOOJIEe OIXOISIIee
cobprrue u3 orkpoiroro (LIVE) suusona, orcopruposas 100 moc/ieiHuX MOXOXKUX JIUIL,

IIpumeuanue: Ilopor cpabaTbiBaHusa B 9MM300aX TAKON Ke, KAK W IIPW BePUMUKAIIAN JIHTI
B cobniTuax. CMm. Ocrosrbie nacmpotiri.

e EPISODE_MAX_DURATION: MakcUMaJbHAs MPOJOKUTEIHHOCTD U302 B ceKyHaax. [lo ncredennn sto-
'O BPEMEHH 3MIU307] aBTOMATUYECKN 3aKPbIBACTCH.

e EPISODE_EVENT_TIMEQUT: MakCUMaJIbHOE BpeMsl B CEKYHIAaX C MOMEHTa JOOABJIEHUS IMTOCTEIHErO CO-
ObITUs B 311307, 110 mcTeueHnn 3TOro BpeMeHu SMU30/] aBTOMATUYIECKN 3aKPhIBACTCS.

sudo vi /etc/ffsecurity/config.py

FFSECURITY = {

'EPISODE_SEARCH_INTERVAL': 60,
'EPISODE_MAX_DURATION': 300,
'EPISODE_EVENT_TIMEOUT': 30,
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CMm.Tak>xke:

Jisi Toro 9To0BI MOCMOTPETh, KaK PabOTAIOT MU30JbI, Iepeiiaure Ha BKIAIAKY Jnusodsv.. [logpobuee cm.
Inuszodv. cobvimui.

HasHauyeHune npas Ha 3anu3opbl

ITosb30Barenn IIoJiydaeT yBeJOMJIEHHE O HOBOM 3IIU30/€, €CJIM Yy HETO €CThb IIpaBa Ha OTKPbIBaloIlee 3TOT
SIIU30/1, CcOOBITHE. HpOCMOTp HOBBIX COOLITUI B SIN30/I€ TaKXKe Tpe6yeT COOTBETCTBYIOMIUX TIPAB.

IIpaBo Ha coObITHE COCTOUT M3 IIPAB HA COOTBETCTBYIOIINE KAMEDPY M CIUCOK HAOJIIOIEHUS.

ITpumeuanme: YToOBI yBHIETH HECOIIOCTABJIEHHBIE C JIOCHE COOBITHS, BAM IIOHAI00ATCS TOJIBKO IIPpaBa Ha
KaMepy.

s yupaBienust npaBaMu Ha OOBEKT JIW30Z IepeiiinTe B Pa3peIleHns NI COOTBETCTBYIOIIEH DOJIN U
HacTpoliTe pa3pelreHue eventepisode.

Coser: Cwm. ,ana(z_/l,em/,e nonv30684MENAMU.
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MHbopmauma

1.7.2 lNpuBaska rpynnbl kamep k 3k3emnnapy findface-video-worker

YacTo B pacmpeesleHHOll apXuTeKType 00paboTKy BHACON300paKEHNsT ¢ TPYIIIbI KaMep TPeOYyeTCsT BBITIOJI-
HATDH JIOKAJIBHO, HE 0OpAIasich K IEHTPAJIBHOMY CepBEpY U He Iepepacipeiessis BUICOMOTOKH MEXKIY y/ia-

JIeHHBbIMU 3Kk3eMiigpaMu findface-video-worker.

ITpumeuanme: Hamnpumep, 970 MOXKeT OBITH AKTYAJIBHBIM JJIsI CET€il TOCTUHUII, MAra3WHOB, [IPUA HAJMIHNN

HECKOJIBKHUX IIPOXOJHBIX B OJTHOM 3/1aHUU U T. .

B  stom caywae rpynmy KamMep OPHUBS3BIBAIOT K JIOKAJBHO
findface-video-worker.

BrimosiHuTe ciiepyronue 1eiCcTBUs:
1. Ilepetinure Ha BKIaAKy Hacmpotixu. Beibepure I'pynno. xamep.

2. OTkpoiiTe HACTPONKHU TPYIIIBI KaMep.

YCTaHOBJICHHOMY  9K3eMILISAPY
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3. B mosre Memxu co3maiite nin BbIOEPUTE U3 yKe CO3IAHHBIX OJHY WU HECKOJIHKO METOK JIJIsT ITPUBAZKH
IPyIIbl KaMep K 3K3eMiuisipy findface-video-worker. CoxpaHuTe M3MeHEHHUSI.

4. Ecim BBI ucnosb3yitte Bepcuio ¢ yckopennem Ha CPU, orkpoiite daitn koHbUrypanmm 3K3eMILspa
findface-video-worker u yKaxkKure B HEM 3aJaHHbIe MeTKU B (popmare uMs_MeTku=true (terminal_1
B IIpHMeEPE HUXKeE).

sudo vi /etc/findface-video-worker(-gpu).ini

labels = terminal_l=true

5. Ilepezamnycrure findface-video-worker (-gpu).

sudo systemctl restart findface-video-worker(-gpu).service

IIpumevuanue: Ecmm xamepe mnpmcBoeHa MeTKa, TO BHJIEONOTOK C Hee MOXKeT 00pabaTbiBATh-
ca Kak 3K3eMmiuripoM findface-video-worker(-gpu) ¢ aHAJOTWYHON METKOW, TaK M 3IK3EMILISIPOM
findface-video-worker (-gpu) 6e3 MeTOK.

IIpeaynpexkaeunue: Ecmm Kamepa c METKOI 06pabaTHIBACTCS IK3EMILTISIPOM
findface-video-worker(-gpu) 6e3 MeTOK M NOSIBJIsSIETCsl CBOOOJHBIM SK3E€MILISAP C METKOI, Kame-
pPa aBTOMATHYECKU HA HEro He IIePEeKJIOYNTCH. ITOOBI IEPEKIIOYUTh KaMepy, Iepe3allyCTUTe SK3EMILIAD
findface-video-worker (-gpu) ¢ MeTKOIl.

1.7.3 lMakeTtHas 3arpy3ka doTorpacuii 4epes KOHCOJb

TTomumo BeO-mHTEpDETiCa, A7TsT TAKEeTHON 3arpy3Kku (poTorpaduii B 6a3y JAHHBIX J0CHE MOXKHO MCIIOIH30BATh
nocrasssieMmyto Bmecre ¢ FindFace Security yrusmry findface-security-uploader. cnonb3yiire yruumry,
Koryia TpebyeTcst 3arpy3uTh 0OJIbIIoe KoandecTso dbororpadmuii (Gosee 10000).

Cosert: [lnsa Ber3oBa crpaBku findface-security-uploader BBITOJTHUTE KOMAHILY:

findface-security-uploader --help

BroimostauTe ctemytonme aeiCcTBAA:

1. Hoxrorossre CSV- man TSV-daiin co ciimckom dororpaduit 1 MeTaIaHHBIMA.

Baxkno: B kauecTBe mcrouHmKa MeTaJaHHBIX (Al JOKEH WMETh CIeAYyIomuii (popMar: OyTh K
poTorpadpum | mMeramanHbe.

st moproroBku TSV-daiiia MOXKHO HCHOIB30BATh CKPUIIT, AHAJOTUYIHBIA HAHHOMY WM KOMAH]LY
find.

IIpumeuanne: Kak ckpunt, Tak 1 KOMaHa B IIpUMepax co37ai0T daiiin images.tsv ¢ JaHHBIMA B
dopMmare monHHE OyTh K daiiny ¢ poTorpapmeit | Meramamuse. B KadecTBe MeTaJIaHHBIX OYIET CO-
3/]aHa CTPOKA C MMeHeM dailia.
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st 3amycka ckpunra Ha cosjganue TSV-daiina co cuuckom dororpaduii u3 yKasaHHOIO Karajora
(/home/user/25_celeb/ B pumepe) BBIIOJHATE CJICLYIONLYI0 KOMAHJLY:

’pythonS tsv_builder.py /home/user/25_celeb/

IIpumep ucnosb3oBanust KomMau b1 find:

find photos/ -type f -iname '#g' | while read x; do y="${x.*}"; printf "/s\t/s\n" "$x" "${y#
—#*/}"; done

2. Cozpaiire daiin 3ananus (job-daitn) uz CSV- wim TSV-daiuia, ucnonansys meron add yruiaursl. B
pe3yJbraTe B TEKYIIEM KaTaJjore OyaeT co3man ¢daitr enroll-job.db.

findface-security-uploader add images.tsv

Omnmun add:
e —format: dopmar daitsa, 0 yMOTIAHUIO tSV,

e -delimiter: WCIIOIBL3yEMBIN PA3/IEIUTENb, IO yModanuio *°\t*’ mist TSV-daiira, *°,”’ misa dop-
mara CSV.

IIpumeuanme: Daiin job mpesacrasisier coboit sqlite-6a3y, KoTopast MOXKeT ObITH OTKPBITA B KOHCOJIH
sqlite3.

3. Brmosaure 3amanne job, nCmoab3ysi METOM rUun Y TUIUTHI.

findface-security-uploader run --dossier-lists 2 --api http://127.0.0.1:80 --user admin --
—password password

Onunuu run:

e -parallel: KOJMYIECTBO MOTOKOB 3arpy3ku ororpaduit, mo ymosdanuto 10. Hem Gosibire moro-
KOB, TeM ObICTpee OyJIeT 3aBepIlleHa 3arpy3Ka, OJHAKO TaKKe MoTpedbyeTcs u DOJIbIliee KOJIUIECTBO

pecypcoB.
e -api: URL API xommonenTta findface-security, mo ymosaanuio http://127.0.0.1:80/.

® -user: UMs II0JIb30BATEJIA.
e -password: IapoJb.

e -dossier-lists: mepedeHb pas3/ie/IEHHBIX 3amaToil id CIUCKOB HaOIIOAEHUs, B KOTOPbIE HY>KHO
106aBuThH pororpacdun.

e -failed: B ciayuae HeyJa4du npu o6paborke job-daiiia ucrpasBbTe OMUOKY U IHOBTOPUTE HOIBITKY
C JAHHOU OIIHNeEN.

1.7.4 Jepynnukauyns cobbiTuin

B atom pasgene:

o Anzopumm pabomui dedynaurayui

o Bratouenue d@(}:yTLJLU’N(LuU’U,
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B ciyuae eciu crienbl Hab/IONEHUs KaMep, IPUHA/JIEXKAIIIE OIHON TpyIie, TPUOJN3UTEHHO COBIIAIAIOT,
MOXKHO WCIIOJIb30BaTh (DYHKIWMIO jeaynukanuu. JlanHast yHKIUsT O3BOJISIET WUCKJIIOUATH PEruCTPAIIUo
OJIMHAKOBBIX COOBITHII B IIpeJiesiax IPYIIIbI KaMep.

IIpenynpexaenune: OyHKIUIO JEYIUIMKAIUNA CJIEyET UCIOIb30BATh C KpaifHell OCTOPOKHOCTBIO, TO-
CKOJIBKY €CJII KaMepBhl OJIHOM I'PYHIIIBI CMOTPAT B pa3Hble CTOPOHBI, BO3MOXKHBI IIPOITYCKH JIHII.

Anroputm paboTbl geaynnavkauun
WNudorpaduka ajropurma J1eIyIIUKaAIUN TIOKA3aHa Ha CXeMe HUWKe:

B pexume peanbHOro BpeMeHw
6e3 pgepynavkauum

B 6ydepHOM pexume
6e3 gepynavkauum 75769

Kamepa 1
Te7es B nwobom pexume
C aepynnvkauvemn
Kamepa 1 e Y
Id Detected 75768
\75758 Kamepa 1
78788 —
Kamepa 2
75767
Kamepa 2
75766
Kamepa 2
75765
Kamepa 1

1. B 6ydepnoM pexkume pabOTHI BUIEOJETEKTOPA 0€3 JeIyIINKAIIUN Ha CEPBEP MOCTYIAET IO OHOMY
JIydrieMy n300parKeHUIO JINIA OT KarXKJ0W KaMmepbl Ipynibl. J[aHHBI PeKUM PEKOMEHIYETCs UCIIOJIb-
30BaTh, €CJIM KaMepbI B T'PYIIIIe CMOTPSAT B PA3HbIE CTOPOHDI.

2. B pexume peasbHOro BpeMenn 6e3 Ie/IyIINKAIINN OT KaXK/10i KaMepbl IIOCTYIIAeT HECKOJIBKO n300pazke-
Huit una. JTaHHbBII DEXKIM SBJISETCA CAMBIM PECYPCOEMKUM C TOYKU 3PEHUS UCIIOIH30BAHUS JUCKOBOTO
IpocTpaHcTBa. Takke BO3MOXKHA Upe3MepHasi HArpy3Ka Ha COTPYIHUKOB CJIY2KObI OE30ITaCHOCTHU IIPHU
GOJIBIIIOM KOJIMYIECTBE [TOCETUTEIEH.

3. B roboMm pexkmme ¢ eIy inKanueil 0T TPYIbL KaMeP COBOKYITHO MIOCTYITAET TOJBKO OTHO N300pakeHne
JuIa, Jydiee B TeKyineMm Tpekunre. CrieayeT UCIoIb30BaTh, €CJIA CIIEHbl HADJIIOICHIsT KAMep B IPYIIIe
COBIIAJIAIOT.
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BknioueHue gepgynnuvkauum

st Toro 9TOOBI AKTUBUPOBATEH (DYHKITUIO JEeAYILUINKAIINN, BBIMIOJTHUTE CJIELYIONINE NeHCTBUS:
1. Ilepeitaure Ha BIaAKy Hacmpotixu. Beibepure I'pynno. xamep.
2. OTkpoiiTe HACTPONKY I'PYIIIBI KAMep.

3. Tocrasbre drazkok Jedyniuyuposams coboimus U 331aiiTe B CEKYHIAX UHTEPBAJ eIy IIUKAIMN (MH-
TepBaJI, ¢ KOTOPBIM COOBITUS IIPOBEPSIIOTCS HA YHUKAJIBHOCTD ).

1.7.5 PacnosHaBaHue xuBbIX nuL, B peanbHom Bpemenn (Liveness)

Baxm#no: Liveness-jileTeKTOp MOYXKHO BKJIIOYUTH TOJIBKO B BHjeojeTeKTope Jmi Ha ocHoBe GPU
findface-video-worker-gpu.

st obHapyKennsa GpaabIIMBLIX JIUI] U IPEIOTBPAIEHNsT (DOTO-aTaK UCIOIbL3YHTe MHTEIPUPOBAHHYIO aHTUC-
y(OUHTOBYIO CHCTEMY, OTJINYAIONLYIO KUBBIE JIUIA OT UX M300parkeHuil. AJropuTM aHAJU3UPYET HECKOJIb-
KO TIOCJIEJIOBATE/IBHBIX KaJIPOB, PErUCTPUPYsS U3MEHEHHsI B MUMUKE U TEKCTYpe KOXKH, U 0Jarojapsi 3ToMy
OIIPeJIEJISIeT, sIBJISIETCs JIU JIMIIO TIepeJl KAMEPOl YKUBBIM WM (DAJIbIIUBBIM. JTO UCK/IIOYAET BO3MOYKHOCTH
MOITIEHHUYECTBA C UCIIOJIH30BAHNEM M300parKeHns JINIa Ha OyMare Wid 9KpaHe MOOMILHOTO yCTPOUCTBA.

Liveness-iereKTop OIleHMBAET KUBOCTD JIUIA C OIIPE/IETEHHBIM YyPOBHEM JOCTOBEPHOCTH U BO3BPAIIAET OIIEH-
Ky JIOCTOBEPHOCTH BMeCTe ¢ OMHAPHBIM pe3ysibTaToM XuBoil denoBek/m3obpaxeHue, B 3aBUCUMOCTH OT IIPEJI-
YCTaHOBJIEHHOTI'O TIOPOT'a JJOCTOBEPHOCTH.

B atom paspene:

e DBrarouenue L’L"UCTLC’SS-()S’HLC%"UL(}])(I,

e Hacmpotixa nopoea Liveness

o Unopmayus o socusom auue 6 seb-unmepgetice

Bkniouenue Liveness-getektopa

st Brmiovenus Liveness-eTeKTopa BBITIOJTHATE CIEIYIONTIAE JeHCTBU:

1. Orkpoiite daitn koudurypanun /etc/findface-video-worker-gpu.ini. B napamerpe liveness —>
fnk ykaxkwuTe myTh K MOjesn liveness-/1eTeKTopa, Kak MOKAa3aHO HIUXKE.

sudo vi /etc/findface-video-worker-gpu.ini
[liveness]

## path to liveness fnk
fnk = /usr/share/findface-data/models/faceattr/liveness.vl.gpu.fnk

2. Ilepezamycrure findface-video-worker-gpu.

sudo systemctl restart findface-video-worker-gpu
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Hacrtpotiika nopora Liveness

IIpu HEoOXOIMMOCTH BBI MOXKET€ HACTPOWTBH IIOPOTOBOe 3HadeHme Liveness B daitte koHdurypamuu /etc/
ffsecurity/config.py. Liveness-/eTeKkTop orieHnBaeT “2KUBOCTD JIMIA C OIIPEJIETIEHHO JOCTOBEPHOCTHIO. B
3aBHCUMOCTH OT IIOPOI'OBOI'O 3HAYEHUsI JIOCTOBEPHOCTH, OH BO3BPAIIaeT OMHADHBIHN pe3yibraT XuBoil YeloBek
nnu Usobpaxerue.

ITpumeuanue: 3HaveHUE IO YMOJYAHUIO SBJISIETCS ONTUMAJIbHBIM. llepesr m3MeHeHHMEM TOpPOTA IMPOKOH-
CYJIBTUPYHATECH ¥ HAIMUX CIEIUAJINCTOB 10 ajapecy support@ntechlab.com.

sudo vi /etc/ffsecurity/config.py

‘LIVENESS_THRESHOLD’: 0.945,

Nudopmauusa o xusom nnue B Beb-uHtepdeiice

Tlocsie mactpoiiku Liveness-geTekTopa Jijist KaxK 010 cOObITHS Oy/1eT oToOparkaThcst oreHka liveness obHapy-
JKEHHOTO JIUIIA.

nakches

(Camera not...)

IIpumeuanue: Liveness MoxKeT NPpUHUMATH 3HaYEHUE null, eCJU JETEKTOP YKUBBIX JIUI OTKJIIOYEH WM HA
[IPEIOCTABJIEHHOM M300DaXKeHNN HEBO3MOXKHO JIOCTOBEPHO OIEHUTH Liveness.

Ucnonwayitre dbunbtp Liveness st IPOCMOTPa COOBITUN TOJHKO C *KUBBIME JIFOABME WU TOJIBKO C U300pa-
JKEHUSIMU, €CJIA UMEJIU MECTO CILy(DUHI'OBBIE aTaKMU.
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CHBpocHTh PHUNLTRBLI

1.7.6 PacnosxaBaHune aTtpnbytoB nuua
FindFace Security mosBoJisier pacro3HaBaTh B peajbHOM BPEMEHU TaKue aTpUOyThI JIUIA, KAK II0JI, BO3PACT,

amonuu, ouku u/uiu 6opoga. Jaunwiii pyakuuonas gocrynen kak na GPU-, rak u na CPU-Bugeonerekrope
JINTI,

B atom paspene:

o Brarouernue Pacno3rHasaHua ampuﬁymoe AUYA

o Omobpasicerue pe3yavbmamos pacno3nasarus ampubymos 6 coOOvIMUAT

e Ampubymol auvy, 8 coOLIMUAT

BkntoueHne pacnosHaBaHnsi aTpubyToB nmuya

Baxkno: Ha jgannom miare BKJIIOYaeTcsl pacrio3HaBanue arpubyTtos juia na yposue HTTP API.

Jtst Toro 9ToOBI BKJIIOYUTH aBTOMATUIECKOE paCIioO3HaBaHMe aTpuOyTOB JINIa, OTKpoiiTe daiin KoHdurypa-
nuu /etc/findface-extraction-api.ini u BKJIIOYNTE COOTBETCTBYIOIINE MOJIEJIN: II0JI, BO3PACT, SMOIUH,
ouKkM u/unm 60poa. YIOCTOBEPLTEChH, UTO JJIsl KAXKJIOW MOJEIN Bbl YKA3aJU IIPABUJIBHBIA TUI yCKOPEHUsI
CPU wiu GPU: on pomken coBnagarh ¢ TunoMm yckoperus findface-extraction-api. Ob6parure BHUMA-
uue, ato findface-extraction-api na CPU moxker paborars Toibko ¢ CPU-mozensiMu, B TO Bpemst Kak
findface-extraction-api na GPU momuep:xkuBaer kak GPU-, tak u CPU-momenn.

sudo vi /etc/findface-extraction-api

models:
age: faceattr/age.vl.cpu.fnk
emotions: faceattr/emotions.vl.cpu.fnk
face: face/elderberry_576.r2.cpu.fnk
gender: faceattr/gender.v2.cpu.fnk
beard: faceattr/beard.v0.cpu.fnk
glasses3: faceattr/glasses3.v0.cpu.fnk

JloCcTyHBI ClIemyIONne MOIEIIH:

IIpumevanue: Bwr MoxkeTe HafiTw Mojesn /it paclio3HaBaHUs aTpUOYTOB JIUIA B KaTajore /usr/share/
findface-data/models/faceattr/.
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1ls /usr/share/findface-data/models/faceattr/

age.vl.cpu.fnk age.vl.gpu.fnk beard.vO.cpu.fnk beard.vO.gpu.fnk emotions.vl.cpu.fnk emotions.
—vl.gpu.fnk gender.v2.cpu.fnk gender.v2.gpu.fnk glasses3.v0.cpu.fnk glasses3.v0.gpu.fnk ,
—liveness.vl.gpu.fnk

ATpubyT nuua Vckoperue | MapameTp B dhaiine koHdurypaymun
6uomerpus una | CPU face: face/elderberry_576.r2.cpu.fnk
GPU face: face/elderberry_576.r2.gpu.fnk
BO3PaCT CPU age: faceattr/age.vl.cpu.fnk
GPU age: faceattr/age.vl.gpu.fnk
0TI CPU gender: faceattr/gender.v2.cpu.fnk
GPU gender: faceattr/gender.v2.gpu.fnk
SMOIIU CPU emotions: faceattr/emotions.vl.cpu.fnk
GPU emotions: faceattr/emotions.vl.gpu.fnk
OYKH CPU glasses3: faceattr/glasses3.v0.cpu.fnk
GPU glasses3: faceattr/glasses3.v0.gpu.fnk
6oposta CPU beard: faceattr/beard.v0.cpu.fnk
GPU beard: faceattr/beard.v0.gpu.fnk

Coset: /[yt TOro 9robbl OTKIIOYUTH MOJIEJb PACIIO3HABAHUS, II€PEJAiiTe B COOTBETCTBYIOIINI apaMeTp
mycroe 3uagdenne. He ynamsiite cam mapaMerp, MOCKOJIBKY B 9TOM CJIydae Oy/IeT BBIIOJIHATHCS IOUCK MOJIETN
110 YMOJIYaHUIO.

models:
gender: "'
age: nn
emotions: "'

Ilepesamycture findface-extraction-api.

sudo systemctl restart findface-extraction-api

Tlocnie BrITOUEHMST MOEIEll 00SI3aTEIBHO HACMPOUme OTOOparKenrne aTpuOyTOB B BeO-uHTEpdeiice.

OTvobpa>keHne pe3ynbTaToB pacno3HaBaHUs aTpudYTOB B COObLITUSIX

Jlis orobpazkeHust pe3yJIbTATOB PACIIO3HABAHUS ATPUOYTOB JIAIA B CIUCKE COOBITUI, H00aBbTE CJIELYIOILYIO
cTpoKy B cekimio FFSECURITY:* ‘EVENTS FEATURES’: [‘gender’, ‘age’, ‘emotions’; ‘beard’, ‘glasses’]*, B
3aBUCAMOCTH OT TOTO, KAKHE MOJCTH OBbLIM BKJIIOYCHBI.

Ilpenynpexxaeume: [lanHasi cTpoka MO/KHA OBITH PACIOJIOXNKEHA MexKy crpokamu SF_API_ADDRESS
u LIVENESS_THRESHOLD, KaK HOKa3aHO B IIpAMepe HUZKE.

sudo vi /etc/ffsecurity/config.py

FFSECURITY = {

(continues on next page)
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'SF_API_ADDRESS': 'http://127.0.0.1:18411"',

'"EVENTS_FEATURES': ['gender', 'age', 'emotions', 'beard', 'glasses'],
'LIVENESS_THRESHOLD': 0.945,

'BEARD_THRESHOLD': 0.7,

}

ATpubyTbl nny, B cobbiTUAX

Tlocne macTpoiiku pacno3naBanus aTPUOYTOB JIUIL PE3YILTAT PACIIO3HABAHIS OYJIET BHIBOIUTCS JJIs KAXKIOTO
0OHAPY?KEHHOTO JINIA B CjeayiomeM (gpopmare:

Atpunbyt | ®opmat pesynstata Mpumep

nua

Bos- ATpubyT: BO3pacT: KOJIMIECTBO JIET BO3pacT: 33

pact

Tlon Pesynbrar: Myxckoit/xenckuit (arpubyT: HOM): yBEPEHHOCTb aJIlOPUTMA B pe- | KEHCKuii
3yJIbTATE (mour): 0.95

Owmonuu | Pesynbrar: 3nocts/oTBpamernue/cTpax/ciacToe/rpycTh/yousnenue (arpu- | cyacrbe (3Mo-
OyT: ®MOLUU): YBEPEHHOCTDb AJIFOPUTMA B PE3YJILTATe uwn): 0.99

Oukn Pesyabrar: Memununckue/ conHeunsie/HeT (ATpubyT: OYKM): YBEPEHHOCTD aj- | HeT  (OUKH):
TOPUTMAa B pe3yjIbTaTe 0.87

Bopozna | Pesynbrar: 6opoma/mer (arpubyT: 60poza): YBEPEHHOCTH ajropurMa B pe- | Her (6opoja):
3yJpTaTe 0.91

CobbiTua

+ ToATBEPAMTE BCE 0~ CTpan1ua 1 2

CoTpyOHWKN @

Grouj

Crpaniua 1 &

IIpu meobxomumMocTn BhIOJHUTE (DUIHTPAIIMIO COOBITAN IO aTPUOyTaM JIUIIA.

1.7.7 Vlcnonb3oBaHue HECKONIbKUX BUAeOKapT

Ecin ma dusnyueckoM cepBepe yCTAHOBJIEHO HECKOJIBKO BUJIEOKAPT, Bbl MOXKETE CO3/aTh JIOIOJHUTEIbHBIE
sk3eMIIApEl findface-extract-api-gpu wim findface-video-worker-gpu u pacupenejnTsb X 10 OJJHOMY
9K3EMILIAPY Ha KapTy.
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B atom pasgene:

e Pacnpedenerue sxsemnaapos findface-extraction-api-gpu no sudeokapmanm

o [Ipusaska findface-video-worker-gpu x donoaHumesvrotl sudeoxapme

Pacnpepenenune ak3emnnsapos findface-extraction-api-gpu no Bugeokaptam

st pactipesiesienust sx3eMiusipos findface-extraction-api-gpu 110 HECKOJIBKUM BUIEOKAPTAM BBIIIOJHU-
Te cleaylomue neiicrsud:

1. OcranoBure ucxo/ublii cepsuc findface-extraction-api-gpu.

sudo service findface-extraction-api stop

2. Cozpaiite HEeCKOIBbKO Kommii daiina koudurypamuu findface-extract-api-gpu, B 3aBUCHMOCTH OT
TOr0, KAKO€ KOJIMIECTBO BUIEOKAPT OY/IET UCIIOJIb30BATHCS [IJIsl M3BJIEYEHN ONOMETPUIECKIX 0OPA3IOB.
Iobasbre coorBercTBytonue HoMepa ycrpoiictB GPU k umenam HOBbIX (paiijioB KOH(MUI'YpAIUH, KaK
nokasaHo B npumepe Hike (ycrpoiicrea GPU NeQ u Neg).

/etc/findface-extraction-api@0.ini
/etc/findface-extraction-api@06.ini

3. Otkpoiite HOBBIE (baitibl KOHUTyparuu. YKaxure HoMepa ycrpoiicte GPU, a Tak:xe Homepa ciryrina-
OIIUX TIOPTOB.

sudo vi /etc/findface-extraction-api@0.ini
listen: 127.0.0.1:18666

extractors:
gpu_device: 0O

sudo vi /etc/findface-extraction-api@6.ini
listen: 127.0.0.1:18667

extractors:
gpu_device: 6

4. BamycTuTe HOBBIE CEPBUCHI.

sudo service findface-extraction-api@0 start
sudo service findface-extraction-api@6 start

Mpusaska findface-video-worker-gpu K [ONONHUTENbHOW BUAEOKapTe

Jiis co3manus HOMOJTHUTETLHOTO dK3eMiigpa findface-video-worker-gpu u ero mpuBs3KA K CBODOIHOM
BH/JI€OKapTe BBIIOJHUTE CJIe/IyIolNue JefiCTBUA:

1. Orobpasure craryc ncxojaHoro ceppuca findface-video-worker-gpu, BBIIIOJHUB KOMAH/IY:
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sudo systemctl status findface-video-worker-gpu.service

2. Haitmure 1moJiHBIE IyTb K cepBUCy B cIpoke Loaded: loaded (/lib/systemd/system/
findface-video-worker-gpu.service; enabled; vendor preset: enabled. B  mpuBeneHHOM
upumepe 310 findface-video-worker-gpu.service (ums moxer ObiTh spyrum). Coszpaiite Komuro

CepBHCa 110 HOBBIM NUMEHEM.

sudo cp /lib/systemd/system/findface-video-worker-gpu.service /lib/systemd/system/findface-
—video-worker-gpu2.service”

3. Takum xe 06pa30M cos,uaﬁTe 110/l HOBBIM HMMEHEM KOIINIO MCXOJHOI'O (j)aﬁna KOHCI)I/IpraI_II/II/I.

sudo cp /etc/findface-video-worker-gpu.ini /etc/findface-video-worker-gpu2.ini

4. OTKpoiiTe TOJBKO YTO CO3JAHHBIN (hailyi KOHUIYpAIMY U aKTyaJu3upyiiTe HOMED HCIIOJIB3YEMOTO

GPU-ycrpoiicTsa.

sudo vim /etc/findface-video-worker-gpu2.ini

## cuda device number
device_number = 1

5. OTKpoiiTe HOBBII CEPBUC U YKAYXKUTE TOJIBKO UTO CO3JAHHBIN (hailyl KOH(MUTYpATIAH.

sudo vim /lib/systemd/system/findface-video-worker-gpu2.service

ExecStart=/usr/bin/findface-video-worker-gpu --config /etc/findface-video-worker-gpu2.ini

6. [lnsa mpuMeHeHMs U3MEHEHNUI Ilepe3arpy3ure JeMoH systemd.

sudo systemctl daemon-reload

7. Jlob6aBbTe HOBBII CEPBUC B aBTO3aIrPy3KY.

sudo systemctl enable findface-video-worker-gpu2.service

Created symlink from /etc/systemd/system/multi-user.target.wants/findface-video-worker-gpu2.
—service to /lib/systemd/system/findface-video-worker-gpu2.service

8. Bamycrure HOBBIN CEepBUC.

sudo systemctl start findface-video-worker-gpu2.service

9. Ilposepsbre craTyc oboux cepBucoB findface-video-worker-gpu.

sudo systemctl status findface-video-worker-* | grep -i 'Active:' -B 3

findface-video-worker-gpu2.service - findface-video-worker-gpu daemon

Loaded: loaded (/1ib/systemd/system/findface-video-worker-gpu2.service; enabled; vendor
—preset: enabled)

Active: active (running) since Thu 2019-07-18 10:32:02 MSK; 1min 11s ago

findface-video-worker-gpu.service - findface-video-worker-gpu daemon

(continues on next page)
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Loaded: loaded (/lib/systemd/system/findface-video-worker-gpu.service; enabled; vendor,
< preset: enabled)
Active: active (running) since Mon 2019-07-15 15:18:33 MSK; 2 days ago

1.7.8 Mpambie API-3anpockl k 6a3e gaHHbix Tarantool

Bur moxkere ucnonbszosars HT'TP API njs ussiieuenus: HaupssMyo JaHHBIX U3 0a3bl JaHHBIX Tarantool.

B atom paspene:

o Obuwue ceederusn

e Jlobasaenue auua

o Viarenue auua

e [louck auua

e Pedaxmuposanue MemadaHHuT U/ Uit 6€KMOPa NPUSHAKOE
e [loayuenue cnucka 2anepets

o [loayuenue ungopmayuu o 2anepee

o (Cosdanue zanepeu

o Vidanrenue canepeuy

O6wue cBepeHus

API-3ampocst k 6a3e ganubix Tarantool Hy»KHO OTIIPaBJISATE 110 aJipecy http://<tarantool_host_ip:port>.

Coser: Ilopr mis API-3ampocoB moxkno ysnarh B pazjene FindFace.start daitna xoudurypamun
Tarantool:

cat /etc/tarantool/instances.enabled/FindFace.lua

##8001:
FindFace.start("127.0.0.1", 8001)

ITpumeuanue: B ciayuae ecsim FindFace Security passepuyT Ha ommHOYHOM (U3UYECKOM cepBepe, O6a3a
nauabix Tarantool 1o ymosaganuio 6ymeT JOCTYIHA TOJIBKO JIOKaJIbHO (127.0.0.1). Eciu Heo6xomumo o1-
KPBITB JIocTyI K 6a3e jannbix Tarantool ¢ ypasennoro cepsepa, recume usmenerus B (aityl Kondurypamnn
findface-tarantool-server.

API-zanpocs k Tarantool MoryT comep:karh CJIeAyIONINE MapaMeTpPhbl B CErMEHTaxX Iy TH:

e :ver: Bepcusa API (v2 na nanubiii MOMeHT).
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® name: UM rajiepeu.

Coser: /[yis1 mostyueHuns crimcka UMeEH rajiepeil Ha IMapie BBEIUTE CJEIYIONIyI0 KOMAHIY B aJIPECHOM
ojie Opaysepa:

’ http://<tarantool_host_ip:shard_port>/stat/list/1/99

Ta ke camas KOMaHJa B KOHCOJIN:

’ curl <tarantool_host_ip:shard_port>/stat/list/1/99 \| jq

Bo1 Takke MoXKeTe TOJyIUTH CIIMCOK UMEH Tajiepeii, orupaBuB B Tarantool mpsimoit 3ampoc:

’echo 'box.space.galleries:select()' | tarantoolctl connect <tarantool_host_ip:shard_port>

NwmeiiTe B Buy, 9TO pU 3HAYUTEIHHOM KOJIMYECTBE MAP/IOB B CUCTEME IIPOU3BOJILHO BRIOPAHHBIN IITAP/]
MOXKET He BKJIIOYATHb B cebsi BCe CYIIECTBYIONUE rajiepen. B aroM ciaydae orodpasnure CIUCOK rajepeit
Ha HECKOJIbKHX IIap/lax.

Oob6asnenue nuuya

POST /:ver/faces/add/:name

Mapamertpbl B Tene:

Maccus Jjur B mupegcrasienun JSON co ciieayromuMu OoJIsIMu:
e "id": id numa B rajepee, uint64 t,
e ’facen’’: HeOOPAOOTAHHBIN BEKTOp MPU3HAKOB, base64,

e "meta': MeTaJaHHBIE JIUIA, CJIIOBAPb.

Bo3sspawaert:

e HTTP 200 u mycroe Tesio B caydae ycrexa.

e HTTP 404 ¢ onucanuwem ommbKM, €Cju rajepes C 3aJ[aHHbIM UMEHEM He CyIIeCTBYeT.

e HTTP c ormmanaemv ot 200 cTaTycoM U OnucaHue OMUOKA B TEJIE B CJIydae HEYIAdN.
Mpumep

3anpoc

curl -D - -s 'http://localhost:8001/v2/faces/add/testgal' --data '
[
{
"id": 9223372036854776000,
"facen": "qgI3vZRv/z...NpO9MdHavWiWuTO=",
"meta": {
"cam_id": "223900",

(continues on next page)
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"person_name": "Mary Ostin",

}
}

OTBer

HTTP/1.1 200 Ok

Content-length: 1234

Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)
Connection: keep-alive

YpaneHue nuua

POST /v2/faces/delete/:name

Mapamertpbl B Tene:

Maccus B npeacrapiennn JSON u3 crucka id Jinir, moieskKaimx y1ajaeHuo.

Bo3sspauwaer:

e HTTP 200 u mycroe Tesio B cirydae ycrexa.

e HTTP 404, ecru muro ¢ 3amanubiM id He HafijieHO B rajepee.

e HTTP c ornmuunasiM ot 200 craTycoM u onucaHue onuMOKU B TeJie B CIydae HeyIadu.
Mpumep

3anpoc

curl -D - -s 'http://localhost:8001/v2/faces/delete/testgal' --data '[1, 4, 922, 3]'

OTBer

HTTP/1.1 200 Ok

Content-length: 111

Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)
Connection: keep-alive

Mowuck nuuya

POST /v2/faces/search/:name
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MapameTtpbl B Tene:

TTouckossrit 3ampoc B npeacrasiaeanu JSON co caemyonuMu moIsiMu:
e limit: MakcMMaJIbHOE KOJIMYECTBO JIUIl B OTBETE.

e sort: BKJIOYAET COPTHPOBKY O CJEIAYIONM mapamerpam: id: 1mo Bospacramuio id, -id no yGeisa-
Huio id, -score: 110 yOBIBAHWMIO CTEIIEHU CXOXKECTH (€CJIM TIOUCK BBIIOJIHSIETCS 110 CXOKUM BEKTOPaM
OPU3HAKOB).

e filter (buabrpbl):

— facen: onmuoHaIbLHBIN (GUILTP MO CXOXKECTH BEKTOpa Impu3Hakos. Ilepenaiite cioBaphb co ciesy-
ouMe 1osisiMu: data: BeKTOp Ipu3HakoB B dopmare base64; score: nauama3oH KadecTBa JIAIA,
[OJJIEPKUBAIOTCS TOJBKO 3AIIPOCKHI ¢ TIPaBoil rpanureil 1 (MakcumMaabHOE Ka4ecTBO).

— id u meta/<meta_key>: GUIBTPHI IO MOJIH30BATEIBCKOMY id JIUI[ U COAEPKUMOMY IIOJIsS meta.
g 3aganust GuabTpa UCIOIb3YIOTCS CJIEIYIOIIIE OePaATOPbI:

* range: Aualla3oH 3Ha‘l€HHI7I, TOJIBKO JIJId YUCJIOBBIX OJIENA.

* Set: HADOp 3HAYEHWUH, OHO U3 KOTOPBIX JIOJI2KHO IIPUCYTCTBOBATH B id MM MEeTaJaHHBIX, JJIsi
YHCJIOBBIX ¥ CTPOKOBBIX IIOJIEH.

* subset: HADOp 3HAYEHUl, KAXKJI0e M3 KOTOPBIX JTOJKHO MPUCYTCTBOBATH B id mim MeTaian-
HBIX, JJIs YUCJIOBBIX U CTPOKOBBIX IIOJIEH.

x like: amanormuno like B SQL-zsampocax: nomuep:kupaiorcss TOabKO ‘aa%’ mmu ‘aa%’ wam
‘Y%aa%’. Tombko Jyuisi moneil string u set[string]. IIpm umcnosbzoBanuu set[string]
buIIbTP BepHET PE3yNIbTAT, €CJU XOTsl OBl OJ[HO U3 3HAYEHUI IIPOILIO IPOBEPKY.

* ilike (TousbKO siyist mosielt string u set [string]): anamornuno like, HO Ge3 yuera perucrpa.

Bo3Bpauaer:

e B ciyuae ycrexa maccu JSON ¢ siunamu. 3uadenue B 3arojioBke X-search-stat mokaseiBaer, ObLT Jin
MCIIONIH30BAH OBICTPBIN WHIEKC JTsT TToncKa: with_index wmiam without_index.

ITpumeuanue: B API v2 ObicTpblil HHIEKC HE HCIOJIb3YeTCsl.

e HTTP c ormmaaev ot 200 cTaTycoM U onucaHue OMIHMOKA B TeJE B CJIydae HEYIAdu.

Mpumep

3anpoc

curl -D - -s 'http://localhost:8001/v2/testgal/search' --data '

{
"limit": 2,
"sort": {
"score": -1
},
"filter": {

"facen": {
"data": "qgI3vZRv/zOBQTk9rcirOyZrNp09MdHavWiwuTO=",
"score": [0.75, 1]

(continues on next page)
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},
id: {
"range": [9223372036854000000, 9223372036854999000]
},
"meta": {
"person_id": {
"range": [444, 999]
},
"cam_id": {
"set": ["12767", "8632", "23989"]
}
}
}
}I
OTser

HTTP/1.1 200 Ok

Content-length: 1234

X-search-stat: without_index

Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)
Connection: keep-alive

{
"results": [
{

"facen": " qgI3vZRv/z0BQTk9rcir0yZrNpO9MdHavWiWuTO=",

"meta": {
"timestamp": O,
"photo_hash": "",
"person_id": 777,
"cam_id": "8632"

1,

"score": 0.9964,

"id": 9223372036854776000

Pe,ﬂ.aKTMpOBaHVIe MeTaaaHHbIX I/I/MJ'IM BEKTOpa NPU3HaKoB

POST /v2/faces/update/:name

MapameTpsbl B Tene:

Maccus jur B rupegcrasienun JSON co ciieayrommuMu MOIsIME:

e "id": id nmma, uint64 t,

e “’facen’”: (ONIMOHAJBLHO) HOBBIl BEKTOD NPHU3HAKOB, base64. Eciu napamerp orcyrersyer mym null,

mojie B 6a3e JAHHBIX HEe OOHOBJISIETC.

1.7. PacwwpenHbii pyHKUMoHan

87




FindFace Security, Boinyck 4.0

e ’meta’’: cJIOBapb, B KOTOPOM II€PEIAIOTCs HOBBIE MeTaiaHuble. Kcu mmojte meta oTcyTecTByeT mim null,
OHO He OOHOBJIsIeTCs B 6a3e JAHHBIX.

Bo3sspauwaer:

e HTTP 200 u cioBapb co BceMu apaMeTpaMu JIMIIA, B TOM YUCJ€ HEM3MEHHBIMU, B CIyYae yCIeXa.
e HTTP 404 ¢ onucanuem ommbKu, €CjIu JIMIA ¢ TAaKUM id He CyIiecTByer.

e HTTP c orymuanbim ot 200 cTaTycoM M ONKCAHNE OIMUOKN B TeJjle B Cllydae HEyIadH.

Mpumep

3anpoc

curl -D - -s 'http://localhost:8001/v2/faces/update/sandbox' --data '[{"id":1,"facen":null,"meta":{
—"m:timestamp":1848}}]"

OTBer

HTTP/1.1 200 Ok

Content-length: 151

Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)
Connection: keep-alive

{"meta":{"m:timestamp":1848, "normalized_id":"1_b9pkrf0Omjt6hlvmqikg.png","m:cam_id":"a9f7a973-£07e-
—469d-a3bd-41ddd510b26£f" ,"feat":"{\"score\":0.123}"}, "id":1, ... }

MonyyeHue cnucka ranepeii

POST /v2/galleries/list

Bosspauwaer:

Maccus ¢ rajepesiMu, JIJIst KasKJI0i U3 KOTOpOil Bo3Bpalaercs nMsi (name) u uncio jur (faces).

Mpumep

3anpoc

curl -D - -s -X POST http://localhost:8001/v2/galleries/list

OTBer
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HTTP/1.1 200 0Ok

Content-length: 42

Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)
Connection: keep-alive

{
"results": [
{
"name": "testgal",
"faces": 2
}
]
}

Mony4enue nupopmayun o ranepee

POST /v2/galleries/get/:name

Bo3sspawaert:

e HTTP 200 u cioBaps ¢ mapamerpaMu rajepeu B Ciydae ycuexa.

e HTTP 404 ¢ onucanuem ommbOKY, €CJIU TAJIEPEN C TAKUM MMEHEM He CYIIECTBYeT.

e HTTP c ornmuunasim ot 200 craTycoM 1 onncaHue onmOKN B TeJie B CIydae HeyIadn.
Mpumep

3anpoc

curl -D - -s -X POST http://localhost:8001/v2/galleries/get/testgal

HTTP/1.1 200 Ok

Content-length: 11

Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)
Connection: keep-alive

{"faces":2}

CozpgaHue ranepen

POST /v2/galleries/add/:name

Bosspauwaer:

e HTTP 200 u mycroe TeJio B caydae ycrnexa.

e HTTP c ommmansim or 200 craTycom u ommcaHue OMMOKU B Tejle B CIydae HEeyIadu.
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Mpumep

3anpoc

curl -D - -X POST -s 'http://localhost:8001/v2/galleries/add/123"

OTBer

HTTP/1.1 409 Conflict

Content-length: 57

Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)
Connection: keep-alive

{"error":{"message":"gallery already exists","code":409}}

YpaneHue ranepem

POST /v2/galleries/delete/:name

Bo3sspauwaert:

e HTTP 200 u mycroe Tesio B caydae ycrexa.

e HTTP c orymuaneim ot 200 cTaTycoOM M ONHCAHUE OIMUOKU B TeJjle B Cllydae HEyIadH.
Mpumep

3anpoc

curl -D - -X POST -s 'http://localhost:8001/v2/galleries/delete/123"'

OTBer

HTTP/1.1 204 No content

Content-length: O

Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)
Connection: keep-alive

1.8 O6Gcny>xuBaHmne n ycTtpaHeHne HeucnpaBHOCTEWN

1.8.1 O6HosneHue FindFace Security go 4.x

B atom paspene:
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o Obnosaenue ¢ 1.x do 4.x

3

e Obnosaenue ¢ 2.x do 4.x

O6Hosnenwne c 1.x oo 4.x

s obroBtenus FindFace Security ¢ Bepcun 1.X 10 4.X BBIIOJIHUTE CJIEAYIONINE NEHCTBUS:

1. OcranoBure CepBUCHL:

sudo systemctl stop findface-extractionx*
sudo systemctl stop findface-security=*
sudo systemctl stop findface-videomanagerx*

2. YcTaHoBUTE HOBYIO BEPCHUIO B COOTBETCTBHUU CO CBOEH CXEMOU apXUTEKTYPhI, CJIE/Iysl MHCTPYKIUAM B
pasnenie Pazsepmusanue FindFace Security.

3. Bemosaure Murparuio manabix n3 PostgreSQL B Tarantool.

Baxkno: Ilepes Tem Kak TPOJIONIZKUATD, YOETUTECH, ITO pa3Mep CBOOOJHOIO JIMCKOBOTO ITPOCTPAHCTBA
PaBeH WJIN TPEBBINITAET pa3Mep 3aHITOTO.

sudo findface-security tnt_migrate

ITpumeuanme: g ouncrku PostgreSQL nocse 3aBepiiennsi MUTPAIIAT, BBIIIOJTHATE KOMAHJLY C OIl-
nueit --purge-sql. dro npuseger Kk [IOTEPU Bcex crapbix JaHHBIX.

sudo findface-security tnt_migrate --purge-sql

IIpumeuanme: Be3omacHOCTh JaHHBIX HE IMOCTPAJIAET, €CJIU BBl IPEPBETE MPOIECC MUTPAIINA U BO3-
OOHOBUTE €r0 I03ZKe.

O6Hosnexwne c 2.x go 4.x

s obrosirenus FindFace Security ¢ Bepcun 2.x 10 4.X BBIIOJHUTE CJIEAYIONINE NEHCTBUS:

1. Orkpotite daitn kouduryparmun findface-security. Coxpanure [Jisl MOCTEIYIONIEr0 HCIOJIb30BA~
HUd 3HadeHud cienyromux IapaMmerpos: EXTERNAL_ADDRESS, SECRET_KEY, VIDEO_DETECTOR_TOKEN,
ROUTER_URL.

sudo vi /etc/ffsecurity/config.py

EXTERNAL_ADDRESS = "http://172.20.77.58"

# use pwgen -smcy 50 1[/tr "'" "." to generate your own unique key
SECRET_KEY = 'c8b533847bbf7142102de1349d33a1f6"'

(continues on next page)
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2.

7.

10.

(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

FFSECURITY = {
'VIDEO_DETECTOR_TOKEN': '381b0f4a20495227d04185ab02f5085f ',

'ROUTER_URL': 'http://172.20.77.58',

Ocranosute cepBuc findface-security.

sudo systemctl stop findface-security*

CosaiiTe pe3epBHYIO KOO OUOMETPUYIECKO 6a3bl JJaHHbIX Ha ocHOBe Tarantool B 1100601t BEIOpaHHOI
JUpeKTOpuu, HarpumMep, /tmp/dump.

Cosert: Ilompobuee cM. Pesepsroe KOnuposaHue U 80CCTNAHOBAEHUE TPAHUAUL, OGHHDIT .

mkdir -p /tmp/dump
cd /tmp/dump
sudo findface-storage-api-dump -config /etc/findface-sf-api.ini

. Ycranosutre apt-penosuropuii ¢ HoBoil Bepcueii FindFace Security, ucrosib3ysi KOHCOJIbHBIN MHCTAJLISI-

TOP COTJIACHO MHCTPYKIIUU B I7.0M p(],&’d@,/l/(i.

VcTraHOBHUTE CEPBUCHI U3 PEIIO3UTOPUsI B COOTBETCTBUU C TEKYIIEH apXUTEKTYPHOI CXeMOii.

sudo apt update
sudo apt install ffsecurity ffsecurity-ui findface-extraction-api findface-ntls findface-sf-
—api findface-tarantool-server findface-upload findface-video-manager findface-video-worker

Orkpoiite daitn kondurypanun findface-security u BcTaBbTe B HEI'O COXPAaHEHHbIE 3HAYMEHUS I1apa-
merpoB EXTERNAL_ADDRESS, SECRET_KEY, VIDEO_DETECTOR_TOKEN u ROUTER_URL.

’sudo vi /etc/ffsecurity/config.py

Wsamennte crpykrypy 0a3br ganabix Tarantool ¢ momombio daiia tnt_schema.lua u3 HOBOI Bepcuu.

’sudo findface-security make_tnt_schema | sudo tee /etc/ffsecurity/tnt_schema.lua

Yaamure 6a3y panabix Tarantool (6a3y 1m0 yMOTYAHUIO MJIM MIAPJBI).

sudo rm -f /opt/ntech/var/lib/tarantool/default/{index,snapshots,xlogs}/*
sudo rm -f /opt/ntech/var/lib/tarantool/shard-001/{index,snapshots,xlogs}/*

sudo rm -f /opt/ntech/var/lib/tarantool/shard-00N/{index,snapshots,xlogs}/*

Boccranosure 6a3y mamubix Tarantool u3 pe3epBHOI KOIHUH.

cd /tmp/dump

for x in *.json; do curl -X POST "http://127.0.0.1:18411/v2/galleries/${x// .json}"; done

for x in *.json; do sudo findface-storage-api-restore -config /etc/findface-sf-api.ini < "$x";
— done

ITepenecure cxemy 6a3bl jannbix u3 FindFace Security B PostgreSQL, 3aHOBO co3/1aiiTe TPYIIIBI TOTb-
3oBaTesIell ¢ npedycmaHo8ACHHbLMY TIPABAMEI U IIEPBOIO I0JIb30BATEISI C IIPABAMHU aIMUHUCTPATOPA.
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sudo findface-security migrate
sudo findface-security create_groups
sudo findface-security create_default_user

11. ITepezamycrure cepsuc findface-security.

sudo systemctl restart findface-security.service

1.8.2 Pe3epBHOe konvpoBaHWe U BOCCTAaHOB/IEHUE XPAHUANLYL AAHHbIX
DTOT pa3ies MOCBIIEH Pe3ePBHOMY KOIIMPOBAHUIO ¥ BOCCTAHOB/IEHUIO XpaHuauil jadHbix FindFace Security.
Cucrema HUCIIOJIB3YET CJIEAYIOIUE XPaHUJJIUIIA:

e Buomerpudeckas 6a3a JaHHBIX Ha ocHOBe Tarantool, B KOTOpoil XpaHATCS OMOMeTpHUIecKre 00pasIibl
(BEKTODBI IPU3HAKOB) U COOBITUSI UICHTU(MUKAIN JIULL.

e OcHoBHas 6a3a JIaHHBIX cHCTeMbl Ha ocHOBe PostgreSQL, B KOTOpOit XpaHsTCs BHYTPEHHUE JTAHHBIE
CUCTEMBI, J0Che, yIeTHBIE 3AINCH I0JIb30BaTe/ell 1 HACTPONKHU KaMep.

e Karajor /var/lib/ffsecurity/uploads, B KOTOPOM XPaHSITCS 3arpy2KeHHbIE B J10Che oTorpaduu,
BUAe0dAIIBI, & TAKXKe Takue apTedaKThl COOBITHN, KaK MOJIHbIE KAIPhl, MUHAATIOPDI JIUI[ X HOPMAJIH-
30BaHHbIE N300PAYKEHUST JIUII,

e Karasior /var/lib/ffupload/, B KOTOPOM XPAHSTCS TOJBKO TaKue apredaKThl COObITHI, KAK MUHHUA~
TIOPBLL JIUIL.

B atom paspene:

e Peseperoe Konuposanue U 60CCManosacHue buomempuueckoti 6asv. daHHHLT
— Ymuaumwi
— Pesepsroe konuposarue 6azvl 0aHHDLL
— Bocemanosaenue 6asvl 0armvlx

L] PesepeHoe ronupoearue 0CHOBHOU 06a3vl QAHHHLT

e Pesepsnoe konuposanue apmedharmos

Pe3sepsHoe konupoBaHue 1 BOCCTAHOBJIEHME OBuomeTpuyeckoii 6asbl JaHHbIX

B 6uomerpudeckoii 6a3e mannbix Ha ocHoBe Tarantool ects 3 rajepen:
e ffsec_dossier_face: Gmomerpudeckue oo6pa3iibl, u3BjaedeHHbIe U3 hoTorpaduit B 10Che.
e ffsec_events: Omomerpudeckne oOPA3Ilbl, N3BJIEUYEHHBIE U3 JIUI, OOHAPYKEHHBIX Ha BHUJEO.
e ffsec_monitoring: Guomerpudeckue o6pasibl U3 BCEX JOCbE B MOHUTOPHUHIE (aKTUBHBIX).

QyHKIMOHAJ PE3ePBHOIO KOIMPOBAHUS U BOCCTAHOBJIEHUsI 0a3bl JAHHBIX ITO3BOJIAET IIPU HEOOXOIMMOCTH
BOCCTQHABJIMBATDH COJEPKUMOE JTAHHBIX raJjepeil.

s mpeoTBpAaIeHns TOTEPH JAHHBIX CO3JaHNE PE3EPBHOM KON OMOMETPUIECKO Oa3bl JAHHBIX PEKOMEH-
JyeTcs BBIIOJHATD 110 KpaitHeil Mepe 1 pa3 B Hemesio.
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Pezepsryio konuio 6a3bl JAHHBIX TAK2Ke HY2KHO CO3JATh LEPeN Mu2payueli CHCTEMBI Ha APYTYI0 ODnoMeTpu-
9eCKYI0 MOJEJb.

YTunnunrol

Jlj1si pe3epBHOIO KOIIMPOBAHUsI 1 BOCCTAHOBJIEHUsI OroMeTpuieckoil 6a3bl Janubix FindFace Security meotxo-
JIVIMBI CJIEJTYFOIIAE Y TUIATHL:

1. pesepBHOe KonmpoBanue: findface-storage-api-dump,
2. BoccranoBsieHne: findface-storage-api-restore.

ﬂaHHbIe YTUJINUTBI aBTOMATUYIE€CKU yCTaHaBJ/JIMBAKOTCA BMECTE C KOMIIOHCHTOM findface-sf- apl .

Pe3sepsHoe konupoBaHue 06a3bl JaHHbIX

st PE3e€pBHOTO KOIINPOBAaHUA OMOMEeTPHYECKOH 06a3bl  JAHHBIX HACIOJb3YHTEe  yTUIHATY
findface-storage-api-dump cieyronum oOpa3om:

Baxxno: Cepsuce! findface-tarantool-server u findface-sf-api [O/IKHBI OBITH AKTHBHBL.

ITpumeuanme: PesepBHOe KOMMpPOBAaHWE MOXKHO TaKKe MPUMEHUTH K PACIPEIEJEHHONH Oa3e TaHHBIX. B
3TOM ciy4dae yruanTa findface-storage-api-dump co3/1acT pe3epBHBIE KOIIMI BCEX MIAPA0B, YKA3aHHBIX B
/etc/findface-sf-api.ini.

1. Ha cepsepe c ycranoBiennbiM findface-sf-api co3maiiTe KaTajor Jjisi XpaHEHUS PE3€PBHBIX KOIIMIA.

2. U3 mammoro karajora 3amycrure yruanty findface-storage-api-dump cieayromieit KOMaHIOM:

sudo findface-storage-api-dump -config /etc/findface-sf-api.ini

Vruanra co31acT pe3epBHBbIE KOIMKA BCEX Tajepeil W 3aluimeT WX B yKA3aHHBIH KAaTajJor B BU-
ne daitioB ¢ coorBercrBylonmmMmu umenamu ffsec_dossier_face.json, ffsec_events.json u
ffsec_monitoring. json. Dtu ailyibl cOIEPKAT BCe JaHHBIE, HEOOXOIUMBIE JIJIs TOJHOIO BOCCTAHOB-
JleHud raJjepeii.

BoccraHoBneHue 6asbl gaHHbIX

Jlj1si BOCCTAHOBJIEHUsT OMOMETPUIECKOI Oa3bl JIAHHBIX BBITOJIHUTE CJIELYIONIUE TeHCTBUS:

1. Ucnosibzyss HTTP API, cozmaiite ramepen B Oase janubix: ffsec_dossier_face, ffsec_events,
ffsec_monitoring.

Coser: CMm. HTTP API.

curl -D - -X POST -s 'http://localhost:8101/v2/galleries/add/ffsec_dossier_face'
curl -D - -X POST -s 'http://localhost:8101/v2/galleries/add/ffsec_events'
curl -D - -X POST -s 'http://localhost:8101/v2/galleries/add/ffsec_monitoring'
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2. Ilo ormesnbHOCTH J71 Kakjo#l rasepen 3amycrure findface-storage-api-restore u3 karajora c
daitmaMu pe3epBHBIX KOITHIA:

sudo findface-storage-api-restore -config /etc/findface-sf-api.ini < ffsec_dossier_face.json
sudo findface-storage-api-restore -config /etc/findface-sf-api.ini < ffsec_events. json
sudo findface-storage-api-restore -config /etc/findface-sf-api.ini < ffsec_monitoring.json

IIpomecc BoccTaHOBIECHUS MOXKHO IIPH HEOOXOAWMOCTH IPEpBaTh € COXPaHEHHEM BBIIIOJHEHHOH pa-
60oTbl. l1si TOro dUTOOBI NIPOJOJKUTH NPOIECC IIOCIe IPEPBIBAHUSA, CHOBA 3AIlyCTHTE YTUJIUTY
findface-storage-api-restore.

Cwm.Takxke:
o Onuuu peseperozo KonuposaHua 6a3vl OaHHHLT

o OHU)U/’U/ 60CCMAN0GAEHUA 6a3DL OAHHBLT

PesepBHoe konupoBaHue 0CHOBHOW 0a3bl AaHHbIX

st pesepBHOTO KOommpoBanus 6a3bl JaHHBIX PostgreSQL BoimosanTe KOMAaHTY:

sudo -u postgres pg_dump ffsecurity > ffsecurity_postgres_backup.sql

Pe3sepsHoe konuposaHue aptedakTos

Apredarter FindFace Security, Takue kak 3arpyzkensbie (pororpacuu, Bugeodaitibl 1 apredakThl COObI-
Tuil (HOJIHBIE KAIPbl, MUHUATIOPDI JIUI[ 1 HOPMAJIU30BAHHBIE U300PaKEHUsl JIUIL) XPAHATCA B CJIEIYIONIUX
KaTaJorax:

e /var/lib/ffsecurity/uploads
e /var/lib/ffupload/

s pe3epBHOTO KOMMPOBaHUs apTedaKTOB BBIIOJHATE KOMAHITY:

tar -cvzf var_lib_ffsecurity_uploads.tar.gz /var/lib/ffsecurity/uploads
tar -cvzf var_lib_ffupload.tar.gz /var/lib/ffupload/

1.8.3 Murpauus Ha gpyryto mogenb buomeTpuyeckoro obpasua

CoBer: He crecHsifitech oOpamarbcsd K HAIIUM CIEIUAJIKCTAM [0 BOIPOCAM MUTPAIMH IO aJIPECy
support@ntechlab.com.

Baxkno: Ilepen murparmeit obsi3aTeTbHO cO37aTe pe3epsHyio konuto 6a3bl TaHHBIX.

WMuorma Bam MoxkeT nmoTpeboBaThbest Murpanus sk3eminispa FindFace Security Ha npyryto mojieib HeipOHHON
ceru. Kak npasmiio, mamHast mporeaypa HeoOXoauMa Ipu OOHOBJIEHUN JI0 TIOCJIEIHEH BEPCUU TTPOIYKTA.

st Toro 9T06B MUTPUPOBATH CHCTEMY Ha JAPYTYIO MOJEIbL OMOMETPUIECKOTO 00pa3iia, WCIOIb3yHTe yTHU-
sury findface-sf-api-migrate. /s Toro 4Tobnl nepesaTh HACTPOMKHM MUTDAIMH, 3AILyCTUTE €€ C OIIneit
-config u ykaxkure ¢aiiysi KoHDUrypanu, MoKa3aHHbIil B IpUMEpPe HIZKE.
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findface-sf-api-migrate -config <migration.ini>

TIpumep daiiia korbuUryparmn:

extraction-api:
timeouts:
connect: 5s
response_header: 30s
overall: 35s
idle_connection: Os
extraction-api: http://127.0.0.1:18666
storage-api-from: # current location of the gallery
timeouts:
connect: 5s
response_header: 30s
overall: 35s
idle_connection: 10s
max-idle-conns-per-host: 20
shards:
- master: http://127.0.0.1:8001/v2/
slave: ""
storage-api-to:
timeouts:
connect: 5s
response_header: 30s
overall: 35s
idle_connection: 10s
max-idle-conns-per-host: 20
shards:
- master: http://127.0.0.1:8002/v2/
slave: ""
workers_num: 100
faces_limit: 1000
extraction_batch_size: 8
normalized_storage:
type: webdav
enabled: True
webdav:
upload-url: http://127.0.0.1:3333/uploads/
s3:
endpoint: 172.20.77.75:9000
bucket-name: sf-api-normalized
access-key: WOG6EQT6MC3BZC8136DW
secret-access-key: XnottrdxRFp70wfEGdkvKgkzKZ3mEa2Y9bYmob4I
secure: False
region: ""
operation-timeout: 10
public-url: 123

MapameTtp Onucanue

extraction-api -> | Anpec findface-extraction-api ¢ HOBOIl MOMEIBIO GHOMETPUTIECKOTO 00-
extraction-api pasma B (aite Koupuryparmm.

storage-api-from IIpexkHee XpaHUIAIIE OGUOMETPUIECKIX 0OPA3IoB (JI0 MUTrpaIum)
storage-api-to Hosoe xpanuiuiie 6nomMerpudeckux o6pasuos (110cjie MUrparyn)
normalized_storage -> | XpaHuauIe HOPMaJIN30BAHHBIX H300paKeHU JIHI]

upload-url
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1.8.4 N3meHeHune cTpyKTypbl OuomeTpuyeckoin 6asbl gaHHbIX

B HekoTOpBIX citydyasix BaM MOXKET TOTPEOOBATHCS IPUMEHUTH HOBYIO CTPYKTYPHYIO CXeMY K OMOMETPUIECKOM
6aze mamabix Tarantool, Hampumep, mpu OOHOBJIEHUN M0 TTOCJIEIHENH BEPCUH MTPOILYKTA WU €CJIU HEOOXOIIMO
YCOBEPIIIEHCTBOBATh CTPYKTYPY 0a3bl JJAHHBIX, JJOOABUB B Hee JOMOJHUTEIbHbBIE TapaMeTPhl, PACIIMPEHHBIE
MeTaJIaHHbIE JIUIL U T. JI.

,D;.HSI U3MeEHCHUsA CTPYKTYPbI 0as3nl JAHHBIX BBIIIOJTHUTE CJICAYIOIUe rILGI'?‘ICTBI/ISII

1. OcranoBure cepsuc findface-security.

sudo systemctl stop findface-security.service

2. CozpaiiTe pe3epBHYIO KOIIAIO OMOMETPUIECKOI Oa3bl JAHHBIX B JIIOOOH BHIOPAHHON AUPEKTOPUN, HAIIPH-
Mep, /tmp/dump.
Cosert: lloupobuee cM. Pesepsroe KONuposaHue U 80CCTNAHOBAEHUE TPAHUAUL OGHHDIT .
mkdir -p /tmp/dump
cd /tmp/dump
sudo findface-storage-api-dump -config /etc/findface-sf-api.ini
3. Ioaroroswre daitn tnt_schema.lua ¢ HOBOI CTPYKTYpOii 6a3bl JIAHHDIX.
4. Uamenure cTpyKTypy 0a3bl JAHHBIX C IOMOIIBIO MOATOTOBIEHHOTO (aitjia tnt_schema.lua.
sudo findface-security make_tnt_schema | sudo tee /etc/ffsecurity/tnt_schema.lua
5. Orxkpoiire daitr koudurypanun Tarantool. Yoemurech, aro nepes ceknueit FindFace. start mobasie-
mna crpoka dofile("/etc/ffsecurity/tnt_schema.lua"), a mepemennas meta_scheme=meta_scheme
onpezesnena B rmapaMerpax FindFace.start.
sudo vi /etc/tarantool/instances.enabled/<shard_OON>.lua
dofile("/etc/ffsecurity/tnt_schema.lua")
FindFace.start("127.0.0.1", 8101, {
license_ntls_server="127.0.0.1:3133",
facen_size=576,
meta_scheme = meta_scheme
b
6. Yaamure 6a3y manabix Tarantool (6a3y 10 yMOTYAHUIO MJIU TIAPJIB).
sudo rm -f /opt/ntech/var/lib/tarantool/default/{index,snapshots,xlogs}/*
sudo rm -f /opt/ntech/var/lib/tarantool/shard-001/{index,snapshots,xlogs}/*
sudo rm -f /opt/ntech/var/lib/tarantool/shard-00N/{index,snapshots,xlogs}/*
7. Boccranosute 6a3y mauubix Tarantool u3 pe3epBHOI KOIHUM.
Baxkuo: Eciu HekoTopbie mpexKHME MMOJIs OTCYTCTBYIOT B HOBOHM CTPYKType 0a3bl JAHHBIX, CHAYAJIA
moTpebyeTcs BPYUIHYIO YAAJUTH COOTBETCTBYIOIINE JAHHBIE U3 PE3EPBHON KOIUU.
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cd /tmp/dump

for x in *.json; do curl -X POST "http://127.0.0.1:18411/v2/galleries/${x// .json}"; done

for x in *.json; do sudo findface-storage-api-restore -config /etc/findface-sf-api.ini < "$x";
— done

8. IlepezamycTture cepuc findface-security.

sudo systemctl stop findface-security.service

1.8.5 VYpaneHue ak3emnnsipa npoaykra

Bor moxkere aBromarmueckn yranuTh FindFace Security Bmecte ¢ 0a30if JAHHBIX C IIOMOIIBIO CKPHUIITA
ffsec_uninstall.sh. Ilepen ymamenuem OyayT co3maHbl pe3epBHBIE Kommu (aityioB KoHdburypamun u 6a-
3bI TAHHBIX.

Brimonnute ciepyroriue eicTBuS:

1. Barpysure ckpunt ffsec_uninstall.sh B 060l KaTaJor Ha cepBepe ycTaHOBKH (Harpumep, B /home/
username/).

2. U3 mamboro katajora cjesaiiTe CKPUIT UCITOTHIEMbBIM.

chmod +x ffsec_uninstall.sh ‘

3. Bamycrure CKpWUIIT.

sudo ./ffsec_uninstall.sh ‘

4. Orsernre all Ha BOpOC MHTEPAKTUBHOIO MACTEpa yJIAJEHHs, YTOOBI MOJHOCTHIO ynasnTh FindFace
Security Bmecre ¢ 6a30ii JaHHBIX.

1.8.6 lNpoBepka cTaTyca KOMNOHEHTOB

IIpoBepbTe cTaTyCc KOMIIOHEHTOB, €CJIU BBl CTOJKHYJIACH C MPODJIEMOIT B cuCTEME.

KomnoHeHT KomaHga gna npocmoTpa cTaTyca cepsuca
findface-extraction-api sudo systemctl status findface-extraction-api.service
findface-sf-api sudo systemctl status findface-sf-api.service
findface-tarantool-server | sudo systemctl status tarantool@FindFace.service
findface-video-manager sudo systemctl status findface-video-manager.service
findface-video-worker sudo systemectl status findface-video-worker*.service
findface-ntls sudo systemctl status findface-ntls
findface-security sudo systemctl status findface-security™

etcd sudo systemctl status etcd.service

NginX sudo systemctl status nginx.service

memcached sudo systemctl status memcached.service
postgresql sudo systemctl status postgresql*

redis sudo systemctl status redis.service
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1.8.7 Jlor-cpaiinbl

IIpu pazbope HemTaTHBIX CHUTYyaInil UCHIOJB3YUTE JIOTH, COAEPXKAIINE MOAPOOHYIO TETAJIMPOBKY BCEX COOBI-
THU, TPOUBONIIEIINX B CUCTEME.

KomnoHeHT KomaHpa pns npocmoTpa nora
findface-extraction-api sudo tail -f /var/log/syslog | grep extraction-api
findface-sf-api sudo tail -f /var/log/syslog | grep sf-api
findface-tarantool-server | sudo tail -f /var/log/tarantool/FindFace.log
findface-video-manager sudo tail -f /var/log/syslog | grep video-manager
findface-video-worker sudo tail -f /var/log/syslog | grep video-worker
findface-security sudo tail -f /var/log/syslog | grep findface-security
findface-ntls sudo tail -f /var/log/syslog | grep ntls
findface-security sudo tail -f /var/log/syslog | grep security

etcd sudo tail -f /var/log/syslog | grep etcd

Ber Takake mMoxkeTe MOCMOTPETH AYAUT-JIOTU IS KAXKJIOTO KOMIOHEHTA. Jljis 9TOro mcmonb3yiiTe KOMaHIy
journalctl -u <component>, Halpumep:

journalctl -u findface-extraction-api

Baxkno: st Toro 94ro0bl BKJIIOYUTH XpaHeHue ayauT-jioros Ha kecrkoM jucke B OC Ubuntu, B daiine
/etc/systemd/journald.conf pacKOMMEHTHUPYHTE U U3MEHHTE HapaMeTp Storage CJeAyIONM 00pa30oM:

sudo vi /etc/systemd/journald.conf

[Journal]
Storage=persistent

IIpu HeoOXOmMMOCTH TaKXKe PACKOMMEHTHDYIiTe U M3MEHHUTe 3HatdeHrne napamerpa SystemMaxUse. Jlanubrit
apaMerTp OUpPee/seT B MPOIEHTaX MAKCUMAJIbHBIN 00beM JIOroB Ha KecTKoM jucke (o ymosrdanuio 10%).

’ SystemMaxUse=15

s Toro arobsr mpocmorpers ayauT-jgoru B OC Ubuntu, BBITOIHATE CJIEIYIONYI0 KOMAHTY:

’journalctl -o verbose SYSLOG_IDENTIFIER=ffsecurity

IIpu pacmudpoBke ayauT-I0roB B IEpBYIO 04Yepenb obpaiiaiTe BHUMaHIE Ha CJIEAYIOINe TapaMeTPhI:
e REQUEST_USER: 11osib30BaTe/Ib, KOTOPBIH BBIIOJHUJ U3MEHCHULI;
e REQUEST_PATH: URL 3zampoca;
e REQUEST_DATA: naHHBIE 3a1IpOCa.

Huzke mpuBenen nmpumep Jora co3ganus goche ¢ 1d=1879 moab3oBaresnem admin:

Fr 2017-12-22 17:53:32.436258 MSK [s=0b5566699751426983e13241301205e9;1i=e26015;
—b=907c34cc1£de4398af63bb575587d9%ba ;m=246£620c449;t=560eefaf59bch;x=ed60al136c8fc6362]
PRIORITY=6
_UID=123
_GID=130
_CAP_EFFECTIVE=0

(continues on next page)
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_BOOT_ID=907c34cc1fde4398af63bb575587d9ba

_MACHINE_ID=a3eea61c03e041ef8e64d5c72f5fce40

_HOSTNAME=ntechadmin

SYSLOG_IDENTIFIER=ffsecurity

THREAD_NAME=MainThread

_TRANSPORT=journal

_PID=6579

_COMM=findface-securi

_EXE=/opt/ffsecurity/bin/python3

_CMDLINE=/opt/ffsecurity/bin/python /opt/ffsecurity/bin/findface-security runworker

_SYSTEMD_CGROUP=/system.slice/system-findface\x2dsecurity\x2dworker.slice/findface-security-
—worker@4.service

_SYSTEMD_UNIT=findface-security-worker@4.service

_SYSTEMD_SLICE=system-findface\x2dsecurity\x2dworker.slice

CODE_FILE=/opt/ffsecurity/lib/python3.5/site-packages/ffsecurity/mixins.py

CODE_LINE=94

CODE_FUNC=finalize_response

REQUEST_USER=admin

LOGGER=ffsecurity.audit

MESSAGE=N8Be05il POST /dossier-faces/ 201 by admin

REQUEST_DATA={"dossier": "'1879'", "source_photo": "<InMemoryUploadedFile: 14927016033292449.
—Jjpeg (image/jpeg)>"}

REQUEST_PATH=/dossier-faces/

REQUEST_ID=N8Be05il

_SOURCE_REALTIME_TIMESTAMP=1513954412436258

B caenyromem npumepe s gocbe ¢ id=1879 3ampammBaeTcs CIIMCOK JIUTL:

Fr 2017-12-22 17:53:32.475467 MSK [s=0b5566699751426983e13241301205e9;1i=e26016;
—b=907c34cc1fded398af63bb575587d9ba ;m=246f6215d82;t=560eefaf634fe;x=b1374a144a46b5cd]

PRIORITY=6

_UID=123

_GID=130

_CAP_EFFECTIVE=0

_BOOT_ID=907c34cc1fde4398af63bb575587d9ba

_MACHINE_ID=a3eea61c03e041ef8e64d5c72f5fce40

_HOSTNAME=ntechadmin

SYSLOG_IDENTIFIER=ffsecurity

THREAD_NAME=MainThread

_TRANSPORT=journal

_COMM=findface-securi

_EXE=/opt/ffsecurity/bin/python3

_CMDLINE=/opt/ffsecurity/bin/python /opt/ffsecurity/bin/findface-security runworker

_SYSTEMD_SLICE=system-findface\x2dsecurity\x2dworker.slice

_PID=6588

_SYSTEMD_CGROUP=/system.slice/system-findface\x2dsecurity\x2dworker.slice/findface-security-
—worker@2.service

_SYSTEMD_UNIT=findface-security-worker@2.service

CODE_FILE=/opt/ffsecurity/lib/python3.5/site-packages/ffsecurity/mixins.py

CODE_LINE=94

CODE_FUNC=finalize_response

REQUEST_USER=admin

REQUEST_DATA={}

LOGGER=ffsecurity.audit

MESSAGE=Dee7Qvy4 GET /dossier-faces/7dossier=1879%1imit=1000 200 by admin

REQUEST_ID=Dee7Qvy4

(continues on next page)
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REQUEST_PATH=/dossier-faces/?dossier=1879&1imit=1000
_SOURCE_REALTIME_TIMESTAMP=1513954412475467

1.8.8 JlnueHnsupoBaHue
MpocmoTtp n obHOBNEHUE NULEH3UN

st mpocMoTpa TekyIeil nHGOPMAIUK 110 JIUIEH3NN Wik ee 0OHOBJIeHUs, epeiiqure B Hacmpotxu -> Jlu-
UEHBUA.

HacTtpoiku NnueH3ns

Obee OrpaHuyeHns

DeiicTeyowan .

3nuzopp!
Y Tun online

Id nueHzum 61063ce

Nnuensmns h/ /import_| d ddf 0ae962fbed8645e196d1.lic
3arpy3uTb HOBbIA Gain NULIEH3NUN
HepuF
AHee

ob6HOBNEHUE

nexo 14:

( KyMUTb MM 0GHOBMTb MLIEH3MID

’:I HacTpoiikn

YcTpaHeHue Henonagok ¢ nuueH3upoBaHnem u findface-ntls

IIpu ycrpasenun HenosaJok c Jjmnensueir u cepsepom findface-ntls (cm. [lpunyun /LuueHsupoeaH’zm)
[IEPBBIM IIArOM SIBJISIETCS ITOJIydYeHre MHQOPMAIMKA O JIMIEH3UU U CTaTyce CepBepa. JTO MOXKHO CJejaTh,
ornpasuB API-3anpoc B findface-ntls. JlelicTBus 0 yCTPaHEHUIO HEMOIAJOK TIPEIITPUHUMAIOTCS B yIETOM
coumepxkanus API-orsera.

Coser: Ilo BompocaM ycTpaHeHHsI HEIOJAJO0K obpalmafiTech K HAIIUM CIEIHAJIACTAM 110  aJpecy
support@ntechlab.com.

st momydaenust nadopmanun o auyensuu FindFace Security u craryce findface-ntls, BBIIOJHATE B KOH-
cosu cepsepa findface-ntls ciaeayoniyro KOMaH/Ly:

curl http://localhost:3185/1license.json -s | jq

Ortser Oyzer BosBpaiieHn B popmare JSON. OpauM n3 Hanbojiee 3HAYUMBIX [IAPAMETPOB B OTBETE SIBJISIETCSI
last_updated. On nmoka3blBaeT B CEKYH/IaX, KaK JIABHO B IIOCJETHUN Pa3 IPOBEPIIACH JIOKAJIbHAST JINIEH3NS.

Wurepuperupyiite 3Hadenne napamerpa last_updated ciemyromum 0O0pasom:
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[0, 5] — BCe paGoraer OTIUIHO.

(5, 30] — BO3MOXKHO MMEIOT MeCTO OBITh KaKHe-TO HPOBJIEMBI CO CBS3bIO, JIUOO € JOKAJIBHBIM HAKOIIH-
TeJeM, TJe XpaHaTcst (ailabl JUIeH3niA.

(30; 120] — moUTH HABEPHSKA CIIyIHUIIOCH ITO-TO HEXOPOIIIEE.

(120, OO) — He yJaeTCd IIOJIYIUTh OTBET OT MCTOYHHKa JIMIEH3UPOBaHUA B T€Y€HUE IJIUTEJIbHOI'O Bpe-
MEHHU. HeO6XO,Z[I/IMO BMeIIaTeJIbCTBO.

e "valid": false: cB#A3b C HCTOYHUKOM JIMIIEH3UPOBAHUS TaK W HE ObLIA yCTAHOBJICHA.

curl http://localhost:3185/license.json -s | jq

{

"name": "NTLS",
"time": 1565186356,
"type": "online",
"license_id": "61063ce4b86945e1b70c3bdbedeadb3b",
"generated": 1514467939,
"last_updated": 5,
"valid": {
"value": true,
"description": ""
},

"source": "/opt/ntech/license/import_

—b68d7b7ec9a7310d18832035318cf£0c9ddf11e3a9ab0ae962fbed8645e¢196d1.1ic",

"limits": [

{
"type": "time",
"name": "end",
"value": 1609161621

},

{
"type": "number",
"name": "faces",
"value": 9007199254740991,
"current": O

},

{
"type": "number",
"name": "cameras",
"value": 4294967295,
"current": O

},

{
"type": "number",
"name": "extraction_api",
"value": 256,
"current": O

},

{
"type": "boolean",
"name": "gender",
"value": true

},

{

"type": "boolean",
llna—rne "n. llagell

. 3
"value'": true

(continues on next page)
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},
{
"type": "boolean",
"name": "emotions",
"value": true
}’
{
"type": "boolean",
"name": "fast-index",
"value": true
},
{
"type": "boolean",
"name": "sec-genetec",
"value": false
},
{
"type": "boolean",
"name": "countries",
"value": false
},
{
"type": "boolean",
"name": "beard",
"value": false
},
{
"type": "boolean",
"name": "race",
"value": false
},
{
"type": "boolean",
"name": "glasses",
"value": false
},
{
"type": "boolean",
"name": "liveness",
"value": false
}
1,
"services": [
{
"name": "video-worker",
"ip": "127.0.0.1:53276"
},
{
"name": "FindFace-tarantool",
"ip": "127.0.0.1:53284"
},
{
"name": "FindFace-tarantool",
"ip": "127.0.0.1:53288"
}
]
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1.8.9 AsBTOomaTuyeckoe BoccTaHoBMeHue Tarantool

Ecmm apxurekrypa Bameit cucremsr He obecrieanBaer OecrepeboiiHy 0 T0CTyTHOCTh cepBepoB Tarantool, pe-
KOMEH/IYeTCsI BKJIIOUATH ABTOMATUIECKOE BOCCTAHOBJIEHUE 0a3bl JAHHLIX. B 9TOM ciryuae KarKIplil pa3 mpu
BO3HUKHOBEHUH OIIMOKHU BO BpeMs uTenus daiiia .snap uian .xlog, Tarantool monbitaercs mpoYuTaTh Kak
MOXKHO 0o0JibIlte HHPOPMAIUKA U BOCCTAHOBUTH (ailsl, UTHOPUPYs ONThIE 3aIIUCH.

,ZLHSI BKJIIOUEHHS aBTOMATAYECKOTIO BOCCTAHOBJICHUS Oa3bI JIaHHBIX BBIIIOJTHUTE CJICJIYIOIINEe AeﬁCTBI/IHZ

1. Orkpoiite daitn koudurypamun Tarantool.

sudo vi /etc/tarantool/instances.enabled/FindFace.lua

2. Packommentupyiite force_recovery = true.

box.cfg{

force_recovery = true,

1.8.10 Py4Has ouucTka Da3bl gaHHbIX OT CTapbiX COObLITUA U 3NM30408

Cosert: [ljis1 HACTPOIKY aBTOMATUYECKOTO yaJIeHIsT COOBITUI U 3MMU30/10B CM. Asmomamuueckoe yoanerue
cmapur cobbimutl u3 6asv, daHHbLL .

s pydHOrO ynajeHus CTapbIX COOBITHH n 3mm3010B m3 6a3bl ganabix FindFace Security wmcmosibsyiite
YTHJINATY cleanup_events.

CupaBka 1o ytuiaure cleanup_events BbI3BIBAECTCS CIEAYIONIEH KOMAH/IOM:

sudo findface-security cleanup_events --help

usage: findface-security cleanup_events [-h] [--version] [-v {0,1,2,3}]
[--settings SETTINGS]
[--pythonpath PYTHONPATH]
[--traceback] [--no-color]

--age AGE
Delete old events
optional arguments:
-h, --help show this help message and exit
--version show program's version number and exit

-v {0,1,2,3}, --verbosity {0,1,2,3}
Verbosity level; O=minimal output, 1l=normal output,
2=verbose output, 3=very verbose output

--settings SETTINGS The Python path to a settings module, e.g.
"myproject.settings.main". If this isn't provided, the
DJANGO_SETTINGS_MODULE environment variable will be
used.

--pythonpath PYTHONPATH
A directory to add to the Python path, e.g.
"/home/djangoprojects/myproject".

--traceback Raise on CommandError exceptions
--no-color Don't colorize the command output.
--age AGE Minimum age in days of events to clean up

104 Fnasa 1. PykoBoacTtBo agmuHucTpatopa



FindFace Security, Boinyck 4.0

g ynanmeHust coOOBITUN M SMN30/I0B CTapIIle OIIPEJIEIEHHOIO KOJIMYECTBa JHEH MCIOJIb3YHTe ONIIUI0 -age.
Hanpumep, st yianenust coObITUi cTapiie 5 JIHel BBIOJHUTE KOMAHILY:

sudo findface-security cleanup_events --age 5

1.9 TMpunoxxeHuns

1.9.1 HacTpoiika wucpoBaHUa gaHHbIX

s obecniedennst 6e30macHOCTH JAHHBIX BKJOUnTe SSL-mudposanune. Boeimonnure caemyromue neiicTBust:

1. B jgwmpekropun ¢ xoudwurypaimeit nginx cosgaiite Kartajor st xpanenust uHbopmamum o SSL-
muPOBAHUN:

sudo mkdir /etc/nginx/ssl

2. Cozpaiite kitod u ceprucurar SSL:

sudo openssl req -x509 -nodes -days 365 -newkey rsa:2048 -keyout /etc/nginx/ssl/my-example-
—domain.com.key -out /etc/nginx/ssl/my-example-domain.com.crt

st 3arioiHeHus 10J1eil ceprrduKara BaM OyIeT MPeJIOXKEeHO HECKOJIBKO BOIpocoB. OTBeThbTe Ha HUX,
yieauB ocoboe BHUMaHUe cTpoke Common Name. B Heit Hy»KHO BBecTnm mms wim mybaumgnbiil [P-anpec
JIOMeHa, CBs3aHHOTO ¢ cepBepoM. Cozmannbie daityibl Kiaoda my-example-domain.com.key u cepru-
dukara my-example-domain.com.crt OyayT coxpaHeHbl B KaTajore /etc/nginx/ssl.

3. Hacrpoiire nginx jjist ucnonb3opanust SSL. Orkpoiire daitn koudurypanun nginx. Ckonupyiite B Hero
KOJ[ U3 NIPUMEPa, HUKE.

sudo vi /etc/nginx/nginx.conf

upstream ffsecurity {
server 127.0.0.1:8002;

3
# redirect from http to https version of the site
server {

listen 80;

server_name domain.ru www.domain.ru;
rewrite ~(.*) https://domain.ru$l permanent;
access_log off;

server {
listen 443 ssl;

ssl_certificate /etc/nginx/ssl/domain.pem;
ssl_certificate_key /etc/nginx/ssl/domain.key;

root /var/lib/ffsecurity;
autoindex off;

server_name domain.ru;

(continues on next page)
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location @ffsec {
proxy_set_header Host $http_host;
proxy_set_header X-Forwarded-For $remote_addr;
proxy_set_header X-Forwarded-Proto $scheme;
proxy_http_version 1.1;
proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection "upgrade";
proxy_pass http://ffsecurity;

location /static/ {
}
location /uploads/ {
add_header 'Access-Control-Allow-Origin' 'x*';
add_header 'Access-Control-Allow-Methods' 'GET';
add_header 'Access-Control-Allow-Headers' 'DNT,User-Agent,X-Requested-With,If-
—Modified-Since,Cache-Control,Content-Type,Range,Authorization’;
add_header 'Access-Control-Expose-Headers' 'Content-Length,Content-Range';
add_header 'Access-Control-Max-Age' 2592000;
}
location /ui-static/ {
alias /usr/share/ffsecurity-ui/ui-static/;
}
location /doc/ {
alias /opt/ffsecurity/doc/;
}
location / {
try_files $uri $uri/ @ffsec;
client_max_body_size 100m;
alias /usr/share/ffsecurity-ui/;

4. Tlepezamycture nginx.

sudo service nginx restart

5. Buecure nsmenenuns B ¢aitn kouduryparun findface-security. B mapamerpe EXTERNAL_ADDRESS
“3MEHNTe IPUCTaBKy http:// Ha https://.

sudo vi /etc/ffsecurity/config.py

EXTERNAL_ADDRESS="https://my-example-domain.com"

6. Eciiz ects 3amymiennnie mporeccer findface-video-worker, HyKHO JuDO IT€PECO3TATH KAMEPHI B BeO-
nnrepdeiice, OO0 U3MEHUTH 3HAUYEHHE ITapaMeTpa router_url B job-3aJaHusX, 3aMEHHUB [IPUCTABKY
http:// Ha https://. TO MOXKHO CJI€JATH C IIOMOMNIHIO0 KOMAH/IbI, AHAJOTUIHON CJIe/IyIOIIeit:

curl -s localhost:18810/jobs | jq -r '.[J["id"]"' | xargs -I {} curl -X PATCH -d '{"router_url
—": "https://domain.ru/video-detector/frame"}' http://localhost:18810/job/{}

1.9.2 MoppobHO 0 KOMMNOHEeHTax
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findface-extraction-api

KowmmonenT findface-extraction-api ¢ IOMOIIBIO HEHPOHHBIX ceTell OOHAPYXKUBAET JIMIO HA M300parke-
HOW, U3BJIEKAET U3 JINIA OMOMETPHYECKHil 00pa3el], a TaKKe PACIIO3HAET I0JI, BO3PACT, SMOIUHA U JAPYTHe
aTpudyTHI JIUTIA.

KommonenT B3anmozeiicrsyer ¢ cepsucoM findface-sf-api ciemyrommum obpasom:
e [losyuaer or Hero dororpaduio ¢ JUIMOM WK HOPMAJIU30BAHHOE N300PaKEeHNEe JIUIA.

e BosBpamaer KOOPAWHATHI PAMKH C JIAIIOM, & TaKXKe BEKTOD MPU3HAKOB, [TaHHBIE O IOJIE, BO3PACTe,
SMOLUAX U APyrux arpubyrax Jjmna (ecsiu onu 6buin 3amponrens! findface-sf-api).

Ilomubiit crincok dyHKIHMI:

e Jerekius (OOHAPYZKEHUE) JIUIA HA UCXOJHOM M300PAXKEHUN C BO3ZBPANIEHUEM KOODJIUHAT PAMKH C JIU-
1I0M,

® IIOJIyYeHNe U3 MCXOTHOIO M300parkeHnsl HOPMAaJIN30BAHHOIO N300paXKeHus JINIIA,

e U3BJIEUEHUE U3 HOPMAJN30BAHHOIO M300PasKeHNUsI JINIA BEKTOPA IIPU3HAKOB (6MOMETPHIECKOro 06pas-
na),
® paCIO3HABaHNEe aTpubyTOB JIMNA (II0JI, BO3PACT, IMOIMH, 60POA, OYKH U JP.).
Cepsuc findface-extraction-api moxer paborarb ¢ yckopenunem na CPU (ycranasiuBaercst u3 make-
ra findface-extraction-api) wim GPU (ycranasiusaercst u3 nakera findface-extraction-api-gpu).

Kak mgusg CPU-, tak u gz GPU-cepBuca, nHacTpoiika BbInOJHsIeTCs depe3 daiin korduryparuu /etc/
findface-extraction-api.ini, omaako comepxkumoe ganuoro ¢daiia va CPU u GPU ormmmaaercs.

®daiin koHpurypauun cepsuca Ha CPU:

allow_cors: false
detector_instances: 0
dlib:
model: /usr/share/findface-data/normalizer.dat
options:
adjust_threshold: 0O
upsample_times: 1
extractors:
instances: 1
max_batch_size: 16
models:
age:
beard: ""
emotions:
face: face/elderberry_576.r2.cpu.fnk

gender:
glasses3: ""
liveness: ""
models_root: /usr/share/findface-data/models
fetch:
enabled: true
size_limit: 10485760
license_ntls_server: 127.0.0.1:3133
listen: 127.0.0.1:18666
max_dimension: 6000
nnd:
model: /usr/share/nnd/nnd.dat

(continues on next page)
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options:
max_face_size: .inf
min_face_size: 30
o_net_thresh: 0.9
p_net_max_results: O
p_net_thresh: 0.5
r_net_thresh: 0.5
scale_factor: 0.79

quality_estimator: true

quality_estimator_model: /usr/share/nnd/quality_estimator_v2.dat

ticker_interval: 5000

®daiin koHpurypauun cepsuca Ha GPU:

listen: 127.0.0.1:18666
dlib:
model: /usr/share/findface-data/normalizer.dat
options:
adjust_threshold: 0O
upsample_times: 1
nnd:
model: /usr/share/nnd/nnd.dat
quality_estimator: true
quality_estimator_model: /usr/share/nnd/quality_estimator_v2.dat
options:
min_face_size: 30
max_face_size: .inf
scale_factor: 0.7900000214576721
p_net_thresh: 0.5
r_net_thresh: 0.5
o_net_thresh: 0.8999999761581421
p_net_max_results: O
detector_instances: 0O
extractors:
models_root: /usr/share/findface-data/models
max_batch_size: 3
instances: 2
models:
age: ""
beard: ""
emotions: "'
face: face/elderberry_576.r2.gpu.fnk
gender: ""
glasses3: ""
liveness: ""
cache_dir:
gpu_device: 0O
license_ntls_server: 172.17.46.26:3133
fetch:
enabled: true
size_limit: 10485760
max_dimension: 6000
allow_cors: false
ticker_interval: 5000
prometheus:

(continues on next page)
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timing_buckets:

resolution_buckets:
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- 900
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TMonp3oBaTenbekas HacTpoiika findface-extraction-api (kak CPU, tak u GPU) BbIIOIHSAETCS € HCIOJB-
30BAHUEM CJIEIYIONINX APaMETPOB:

Ma- Onucaxne

pa-

MeTp

nnd Bruouaer /oTKII09aeT OLICHKY KavyecTBa JIATA. B 3TOM ciaydae KOMIIOHEHT
-> findface-extraction-api OyzeT BO3BpaliaTh I[OKa3aTejlb KadecTBa JIAIA B IapaMeTpe

qualityetsimiatmrscore. [loka3zaresb KavecTBa MOXKHO AaHAIU3UPOBATH. lIpsiMble M300parkeHus JIUIL
andac cuamTaoTcs Hambojee KadecTBeHHbIMU. J[yisi HEX BO3BpamaroTcs 3HadveHus BOgu3m 0,
KaK [paBmio, orpunarenbhbie (Takue Kak -0.00067401276, nanpumep). Ilepesepuyrbie una u
JINTIA, TIOBEPHYTHIE 01, OOJTBITUMHI yTJIAME, ONEHUBAIOTCS OTPUNATETLHBIMU 3HAYEHUSIMU OT -5 U

MeEHBIIIE.
nnd MunuMaIbHBIN pa3Mep JInia, KoTopoe OyJieT rapaHTHpOBaHHO Haiigeno. OnpeiessieTcss pasMepoM
-> pamku ¢ junom (bbox). Yem Goubllie 3HAUEHME, TEM MEHEE PECYPCOEMOK IIPOIECC OBHADYKEHMUSI
min_faceisize

nnd MakcuMaJIbHBINH pa3Mep JIAIa, KOTopoe OyJIeT rapaHTUpOBaHHO Halieno. Oupeesnsiercs pasMepoM
-> pamku ¢ jnoM (bbox).

max_face_size
licensdhblipesarviepr cepBepa Jmnen3upoBanns findface-ntls.
gpu_devilweinko aya GPU) Homep GPU-ycerpoiicTsa, ucnonnsyemoro findface-extraction-api-gpu.

B zaBucumocTu or HyzK/I Balllero Om3Heca, BaM TaKKe MOXKET IIOTPeOOBATLCs BKJIIOYATH MOJIEJA PACIIO3HA-
BaHUsI aTPUOYTOB JIAINA, TAKAX KAK I10JI, BO3PACT, SMOIMH, OYKA 1/Uin 60pojia. YI0CTOBEPhTECh, UTO s
KazKJI0i Mojiesin Bbl yKazasu npaBuibblil Tun yckopenus CPU ninun GPU: on josken coBnaiaTh ¢ TUIOM
yckopenus findface-extraction-api. O6parure Bunmanue, uro findface-extraction-api na CPU mo-
ket paborarh ToabK0 ¢ CPU-Momensivu, B To Bpemst kak findface-extraction-api wa GPU nmommepxkusaer
kak GPU-, rak u CPU-mozenu.

models:
age: faceattr/age.vl.cpu.fnk
emotions: faceattr/emotions.vl.cpu.fnk
face: face/elderberry_576.r2.cpu.fnk
gender: faceattr/gender.v2.cpu.fnk
beard: faceattr/beard.v0.cpu.fnk
glasses3: faceattr/glasses3.v0.cpu.fnk

JocTynHbl ClIeayIonue MOIEIH:
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ATpunbyT nuua Vckopenue | [MapameTp B chaiine koHurypaumm
6uomerpust auna | CPU face: face/elderberry_576.r2.cpu.fnk
GPU face: face/elderberry_576.r2.gpu.fnk
BO3pacCT CPU age: faceattr/age.vl.cpu.fnk
GPU age: faceattr/age.vl.gpu.fnk
TI0JI CPU gender: faceattr/gender.v2.cpu.fnk
GPU gender: faceattr/gender.v2.gpu.fnk
SMOITIN CPU emotions: faceattr/emotions.vl.cpu.fnk
GPU emotions: faceattr/emotions.vl.gpu.fnk
OYKH CPU glasses3: faceattr/glasses3.v0.cpu.fnk
GPU glasses3: faceattr/glasses3.v0.gpu.fnk
6opojia CPU beard: faceattr/beard.vO0.cpu.fnk
GPU beard: faceattr/beard.vO0.gpu.fnk

Coset: /Iyt TOro 94ro0bl OTKIIOYUTH MOJIEJIb PACIIO3HABAHUS, II€peJaiiTe B COOTBETCTBYIOIIMIT apaMeTp
mycroe 3uadenne. He ymassiite cam mapaMerp, OCKOJIBKY B 9TOM CJIydae Oy/IeT BBIIOJIHATHCS IOUCK MOJIEIN
0 YMOJTIAHUIO.

models:
gender: ""
age: nn

emotions: ""

findface-sf-api

Kommnonenr findface-sf-api npesmcrasisier coboit cepsuc, peanusyiommit HTTP API ocuosHOro dhysxk-
muonasia siipa FindFace (obnapyzkenue um pacno3HABaHUE JIMI, IIPU ITOM CAMH ONEPAIUU OOHADYKEHUsI
U DACIO3HABAHMS JIUII BBIIOJHAIOTCH KoMioneHToM findface-extracton-api). Baaumogeiicrsyer ¢ 6a3oit
buomeTpudeckux mannbix Tarantool wepes xkommonenT findface-tarantool-server, a Tak»Ke ¢ KOMIIOHEH-
ramu findface-extraction-api (oGHapyzkeHme u pacnosHasanue jui) u findface-upload (xpaHusiumie
UCXOJHBIX n300pazkenuii u apredarros paborsl giapa FindFace).

g obuapyzkenus Jjuna wa dororpadun B kommoneHT findface-sf-api momxken 6biTh ornpasiaen API-
3ampoc, nepemaonuii gannyio dororpaduo B Buzge daitia wim URL. Jannsiii 3ampoc 3areM mepeHamnpas-
aserca B KomnoneHT findface-extraction-api.

Ipu wHamumuuu B cucreme Bujeojgerekropa Jui  (unpucyrcrsyer B FindFace Security) kommnoneHT
findface-sf-api nosiyuaer maHHble 00 OOHAPYKEHHBIX JIIIAX BMECTE C IIPABWJIAMU UX 00PAbOTKH OT KOM-
nonenTa findface-facerouter u 3aTeM BBIIOJIHSET IIOJIyY€HHbIE JIUPEKTUBBI (HAIPUMED, COXPAHSET JIAIA
B OIIPEJIEJIEHHYIO Tajiepelo 6a3bl JaHHbBIX).

Ilpumeuanue: B FindFace Security, &ynkmun findface-facerouter BBINOJIHSIET CEPBUC
findface-security.

Tlommbrit ciimcoxk yHKITHIN:

e peaymmzaiuss HTTP API nmo uwactu oOHapyKeHUs M DPACIO3HABAHUS JIUI (ONEPAIUH BBINOJHSIIOTCS
findface-extraction-api).

e coxpaneHue JjiuI B 6a3y Guomerpuueckux JaHHbIX (uepe3 cepsuc findface-tarantool-server),
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® CcOoxXpaHeHue HCXOMHBIX M300parkeHuil, MUHUATIOP U HOPMAJU30BAHHBIX M300parkeHUil /i Ha BeO-
cepBepe nginx (qepes cepBuUC findface—upload).

e obecmeueHune B3aI/IMO,ZLeI7'ICTBI/I$I BCeX KOMIIOHEHTOB CHCTEMBI.

Hacrpoiika kommonenta findface-sf-api Bommosmsiercs depe3  daiin  komdurypamum /etc/
findface-sf-api.ini.

listen: 127.0.0.1:18411
extraction-api:
timeouts:
connect: 5s
response_header: 30s
overall: 35s
idle_connection: 10s
extraction-api: http://127.0.0.1:18666
storage-api:
timeouts:
connect: 5s
response_header: 30s
overall: 35s
idle_connection: 10s
max-idle-conns-per-host: 20
shards:
- master: http://127.0.0.1:8101/v2/
slave: ''
- master: http://127.0.0.1:8102/v2/
slave: ''
- master: http://127.0.0.1:8103/v2/
slave: ''
- master: http://127.0.0.1:8104/v2/
slave: ''
- master: http://127.0.0.1:8105/v2/
slave: ''
- master: http://127.0.0.1:8106/v2/
slave: ''
- master: http://127.0.0.1:8107/v2/
slave: ''
- master: http://127.0.0.1:8108/v2/
slave: ''
limits:
url-length: 4096
deny-networks: 127.0.0.0/8,192.168.0.0/16,10.0.0.0/8,::1/128,fe00::/8
body-image-length: 33554432
allow-return-facen: false
cache:
type: memcache
inmemory:
size: 16384
memcache:
nodes:
- 127.0.0.1:11211
timeout: 100ms
redis:
network: tcp
addr: localhost:6379
password: ''
db: O

(continues on next page)
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timeout: 5s
normalized-storage:
type: webdav
enabled: true
webdav:
upload-url: http://127.0.0.1:3333/uploads/
timeouts:
connect: 5s
response_header: 30s
overall: 35s
idle_connection: 10s
s3:
endpoint:
bucket-name: "'
access-key: ''
secret-access-key:
secure: true

region: ''
public-url:

operation-timeout: 30

ITosmm3oBarenbekast HaCTpOﬁKa findface-sf- ap1 BBITIOJIHACTCA C UCHIOJIb30OBAHUEM CJICJIYIONINX ITapaMeTpPOB:

MNapameTp Onucanne

extraction-api -> extraction-api IP-azpec u IIOpT cepBepa
findface-extraction-api.

storage-api -> shards -> master IP-anpec dusmyeckoro cepsepa ¢ MacTepoM Iapa
findface-tarantool-server.

storage-api -> shards -> slave IP-anpec dusmyeckoro cepsepa ¢ peIIUKON Imapia
findface-tarantool-server.

limits -> body-image-length MaxkcumasbHBIIT pasmep B OaiiTax M300parKeHus,
nepegasaemoro depes API-zampoc.

normalized-storage -> webdav -> upload_url Iyrs B, WebDAV nginx, 1o xoropomy B xommo-
neaT findface-upload OyayT OTHPABJIATHCS WC-
XOJIHBIE M300PaKEHNUsI, MUHUATIOPHl M HOPMAJIA30-
BaHHbIE N300PAKEHUS JIAII.

findface-tarantool-server

Cepsuc findface-tarantool-server obecriednBaeT B3anMojieiicTBrue Mexkty ceppucom findface-sf-api u
buomeTpuiecKoit 6a30it manubix Tarantool ciemyrorum obpa3om:

Cosert: Ilompobnee cm. odurnmanbayo goxkyMenTammio Tarantool.

e findface-tarantool-server mosy4daer or findface-sf-api jaHHbBlE [UId 3anUCH B 0a3y MaHHBIX
(Hampumep, 06 OOHADPYKEHHBIX Jmuax).

e [lo zampocy or findface-sf-api findface-tarantool-server BBIIOJIHSET TOUCK 1O 6a3e JAHHBIX U
BO3BpAIIAET €ro pPe3yJabTarT.

Jtst yBeTmdIeHnst CKOPOCTH TTOMCKA Ha KarKJI0M cepBepe ¢ 6a30it manubix Tarantool MoryT ObITH CO3/IaHBI MHO-
TOYUCJICHHBIC CeIMEHTBI (<<Inap;:u>1>>) findface-tarantool-server. x mapasenbHoe DyHKIIMOHUPOBAHUE
[IPUBOJUT K 3HAYUTEILHOMY YBEJIMUEHUIO npounsBouresibHocta (B 70-100 pas).
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Tlonmbrit cimcoxk yHKITMIN:
e coxpaHeHwue JiuIl B 6a3y OMOMETPUIECKUX JAHHBIX,
® BLINIOJIHEHUE TIOUCKA TI0 0a3e OMOMETPUIECKUX JTAHHBIX,

e peasym3alys IPAMBIX 3alpocoB B 6a3y manubix Tarantool (cm. IIpamwie API-sanpocw x 6aze darnvix
Tarantool).

Hacrpoiika kommonenTa findface-tarantool-server BbinoJiHsIeTCsT Yepe3 dailyi kKouduryparuu /etc/
tarantool/instances.enabled/<shard-*>.1lua. B kiacrepHoii cpese daitsn KoHMUryparun HacTPANBAECTCST
OTIEJIBHO JJIA KazKJIOrO IIapa.

-- Please, read the tarantool cfg doc:
-- https://tarantool.org/doc/reference/configuration/index.html#box-cfg-params

box.cfg{
--port to listen, direct tarantool access
--Only need for admin operations
--THIS IS NOT PORT YOU NEED FOR facenapi/sf-api
listen = '127.0.0.1:33001',

--Directory to store data

vinyl_dir = '/opt/ntech/var/lib/tarantool/shard-001"',

work_dir = '/opt/ntech/var/lib/tarantool/shard-001',

memtx_dir = '/opt/ntech/var/lib/tarantool/shard-001/snapshots’,
wal_dir = '/opt/ntech/var/lib/tarantool/shard-001/xlogs’,

--Maximum mem usage in bytes
memtx_memory = 200 * 1024 * 1024,

checkpoint_interval = 3600%4,
checkpoint_count = 3,

--uncomment only if you know what you are doing!!! and don't forget box.snapshot ()
-- wal_mode = 'none',

--if true, tarantool tries to continue if there is an error while reading a snapshot/xlog
—~files: skips invalid records, reads as much data as possible and re-builds the file
-- force_recovery = true,

pcall(function() box.schema.user.grant('guest', 'execute,read,write', 'universe') end)
dofile("/etc/ffsecurity/tnt_schema.lua")

-- host,port to bind for http server
-- this is what you need for facenapi
FindFace = require("FindFace")
FindFace.start("127.0.0.1", 8101, {
license_ntls_server="127.0.0.1:3133",
facen_size=576,
meta_scheme = meta_scheme

b

TTopzoBaTennckast nactpoiika findface-tarantool-server BBINOJHAECTCA C MCIOJIH30BAHUEM CJIEIYIONIAX
napaMeTpoOB:
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MNa- Onucatxue
pa-
MeTp
memtx_MdareyMaIbHBII pa3Mep OIIEPATUBHOI aMATH B 0aiiTax, KOTOPBI MOXKET OBITH NCIIOJIH30BaH IIap-
oM Tarantool. Ilepesr m3MeHenneM TaHHOTO TapaMeTpa 00pPaTUTECh K HAIMM SKCIEPTaM 33 KOH-
cysbrarmei mo ajgpecy support@ntechlab.com.

force| RicomwenyT/oTK/II0YaET ABTOMATHYECKOe BoccTaHoBieHne 6a3bl panubix Tarantool. Eciau aBroma-
TUYECKOe BOCCTAHOBJIEHUE NAHHBIX BKJIIOYEHO (true), KasKaplii pa3 IpU BO3HUKHOBEHUM ONINOKU
BO BpeMsi uTeHusi ¢aiiia .snap uian .xlog, Tarantool monbrraercss mpoYnTaTh KaK MOXKHO OOJIbIIE
nHGOPMAIUU 1 BOCCTAHOBUTDH (Dailyl, UTHOPUPYS OUTHIE 3AITUACH.

licenséPriipeceruept cepsepa suren3upoBanus findface-ntls.

facen| $marep BeKTOpa NPU3HAKOB Ha BBIXOJE M3 HEHPOHHON ceTH Jisi pacrno3HaBaHus jull. He pemax-
TUPY#TE NaHHOE 3HAYEHNE, HE TOCOBETOBABIINCEH C HAIIMME CIEIHAJICTAMH.

meta_s€hgmekTypa 6a3bl JAHHBIX I XPaHEHUs] OMOMETPUYIECKUX apaMeTpoB. IIpescrasisier coboit Ha-
6op moJteit, J1JIs KazKJI0ro U3 KOTOPBIX YKa3bIBAIOTCS Cjle ryolnue napamerpsr: id: id mosist, name: na-
3BaHUE II0JIA, JOJIKHO COBIIQJATh C HA3BAHUEM COOTBETCTBYIOIIEro napaMerpa Jjmna, field_type:
THN JaHHbIX, default: 3HaYeHUe 110 yMOTYanuio. Eciin 3HavMeHne 110 yMOTIAHUIO JIJT TI0JIs OOJIbIIe
‘lel4 — 1’, To ero ciemyer 3aIUCHIBATEL B BUIE CTPOKH, T. €. “123123” Bmecto 123123.

Crpykrypa 06a3bl JaHHBIX Tepefaercs wu3 daitia /etc/ffsecurity/tnt_schema.lua B mapamerp
meta_scheme.

findface-upload

Kommonent findface-upload npescrasisier coboii Beb-cepsep Ha 6a3e WebDAV nginx, KoTopblii HCTIOIB3Y-
€TCsl JIJIsl XPAHEHHsI MCXOIHBIX M300parkKeHuil, MUHUATIOP ¥ HOPMAJIM30BAHHBIX M300parkeHuil sy (11osydaer
ux or KomnoHeHTa findface-sf-api).

ITo ymomganuio uCxo/iHbIe N300ParKEeHNsI, MUHAATIOPHI U HOPMAJIM30BaHHbIE N300DAXKEHUs JIUI XPAHATCS B
karaJsiore /var/lib/ffupload/uploads/.

Kowmmonent findface-upload aBromaruyecku HacTpanBaeTcs IIpU yCTaHOBKe. HacTpoiika He IperycMOTpeHa.

Bupeoperekuus nuuy: findface-video-manager n findface-video-worker

ITpumeuanme: Kommonenr findface-video-worker mocraBisiercss B makerax ¢ yckopeamem na CPU
(findface-video-worker) n GPU (findface-video-worker-gpu).

B atom pasgene:

o Dynxuyuu findface-video-manager

Dyrruyuy findface-video-worker

L] H(ICWL[)()”&%?CI, (ﬁ'll()(;’()d(i’f}’L(;’%”léUU AUY

o Job-zadarusn
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®DyHkuun findface-video-manager

Cepsuc findface-video-manager siBJISIETCS YACTHIO MOJLYJIsI BUJICOJAETEKIINH JIUIL U UCIOJIB3YETCS JIJIs HEIo-
CPEJICTBEHHOI'O yIIPaBJIEHUS JleTeKIINell JINI, Ha BUIEO.

Cepsuc findface-video-manager B3aumojeiicrByer ¢ findface-video-worker ciemyromum o6pa3oMm:

e OobecrreunBaer findface-video-worker HACTPOWKAME U CIIMCKOM BHJIEOTIOTOKOB it 0O0paborku. s
sToro oH BbimaeT findface-video-worker Tak HazbIBaeMoe job-3adarue, 3amady HA 0OPabOTKY BHUIEO,
KOTOpasl COJEPKUT TTapaMeTpbl KOH(MDUTYPAIIMN U CBEJEHUs O BHUJIEOMOTOKE.

e B pacmpesienenHoit cucreMe pacipeesisieT BUIeOTIOTOKN (job—sa,aaHI/IH) 110 CBOOOJTHBIM 9K3EMILISIPAM
findface-video-worker.

Ilpumeuanue: [Tapamerpnl KoHdurypamm, mepeaaBaeMbe depe3 job-3a1aHust, UMEIOT OOJIBIIIT TPUOPH-
TeT, YeM aHaJIOTWYHbIE TapaMeTphl B daiisie KoHdurypanuu findface-video-manager.

Hnst paborsr findface-video-mananger tpebyercst ycranosienubiii cepuc ETCD. ETCD unpencras-
Jisier coboil CTOpPOHHEE MPOrPaMMHOE ODeCIIevueHne, PeAU3yIoIee PACIpeIeIeHHOe XPAHUIIAIIE KJIIOIeit
findface-video-mananger. llcnonb3yercs B KadecTBe KOODJIUHAIIMOHHON CJIY2KOBI B PaCIIPeJIeJIEHHOM Cu-
creMe, obecrieanBasi OTKa30yCTONINBOCTD PABOTHI BUJIEOAETEKTOPA, JIAIL.

ITosmsnit cnimcox dynknuit findface-video-manager:
e KOH(bUIrypHpoBaHHEe IapaMeTPOB BHIEOAETEKTOPA JIAI,
e yIpaBJieHUE CIIMCKOM BUJICOMTOTOKOB JIjIs 0OPabOTKH,

e yIIpaBJIEHUE BUJIEOJIETEKINEN JIHII.

®DyHkuun findface-video-worker

Kowmmnonent findface-video-worker (mim findface-video-worker-gpu) sIBisieTCsl 9aCTBIO MOJYJIsSI BU-
JIEOTETEKIINN JIUIL U CIIy?KUT JJIsl OOHADYXKEHUsl JIAI «Ha JeTy» B BHIEONOTOKe miu Buueodaiine. OH moz-
JIEep>KUBaET OOJIBIIUHCTBO BRIeODOPMATOB U KOIEKOB, KOTOPbIE MOI'YT OBITH Aekonuposanbsl FEmpeg.

CepBuc findface-video-worker B3amMmojeiictByer ¢ cepBucamu findface-video-manager wu
findface-facerouter cieayomuM 06pa3oM:

e [lo zampocy findface-video-worker nosyuaer ot findface-video-manager job-3ajanue ¢ HACTPOU-
KaMHU U CIIUCKOM BHJIEOTIOTOKOB JJIsT 0OpabOTKH.

e Cepsuc findface-video-worker oTmpaBJisieT MOJyYeHHbIE HOPMATM30BAHHBIE N300PAYKEHUST JIUI] BMe-
CTe C IMOJHBIMHU KaJ[paMHU U MeTaJaHHBIMU, TAKUMU KaK PaMKa BOKPYT Juia, ID kamepsl u Bpems
nerekiun, B ceppuc findface-facerouter s JaJibHeiIeil 00pabOTKH.

ITpumeuanme: B FindFace Security dyakmuun findface-facerouter BBIOTHSIOTCS CEPBUCOM
findface-security.

Tlomuerit cimcok dyuknuit findface-video-manager:
e oOHApy KEHHe JIUI] Ha BUIEO,
e U3BJICUCHNE HOPMAJM30BAHHBIX N300pAKEHUHN JIUIL,
® TIOWCK HAWJIYUIIEro N300paKeHus JINa,

o JIe/lyJINKALIUS KAJPOB C JIUIOM (TOJBKO OJIUH KaJIp Ha KaxKJ0e COObITHE PACIO3HABAHUS JIAIA).
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IIpu obpaborku Buseo findface-video-worker 1moc/ie0BaTEILHO UCIOIB3YET CJAEIYIONINE AJITOPUTMBIL:

e JleTexTop mBuXeHUA. J[aHHBIN aJrOpUTM IMO3BOJISIET CHU3UTH IOTPEOJIEHNE PECYPCOB, IOCKOJIBKY Je-
TEKTOP JIUT] BKJIIOYAETCS TOJIBLKO 10 JBUKEHUIO B KaJIpe.

e JleTexTop nuu. AJIrOpUTM JIETEKTUPYET, OTCICKUBACT U 3aXBATHIBAET JINIa Ha BUeo. Moxker paborarh
OJIHOBPEMEHHO C HECKOJIbKUMHU JIUIaMu B Kajpe. C IIOMOIIBI0 BCTPOEHHON HEPOHHON CETH BBIIIOJIHSIET
TIOMCK KaJIpa € JIYIIUM U300pazkenuneMm Jnra. Kak Tosibko Jiydiinee n3obpazkeHne HaiiJIeHO, OTIIPABIISET
ero B KoMnoneHT findface-facerouter.

Tlonbop syrmero n3o0pazkeHus JINIA MOYXKET OBITH BBIIIOJHEH B OJIHOM W3 CJIEAYIONIAX PEXKUMOB:
e Pexxum peasbHOTO BpeMeHH

o Bydepunrit pexxkum

Pexxum peanbHoro Bpemexn

B pexwume peampbnoro Bpemenu findface-video-worker HadYMHAET OTNPABIAATHL B KOMIIOHEHT
findface-facerouter wu300pakeHusl JMIA Cpaldy IIOCJE TOSBJECHUS JHUIA B II0JI€ 3PEHUs BUICOKaAMe-

pHIL.

e Eciu mapamerp rt-perm=True, [eTEKTOD JIUI] BLIONPAET JIyUIIUil KaJp B TeUEHNE KAaXKJIOTO U3 TOCTIe-
JOBaTEJbHBIX IPOMEXKYTKOB BPDEMEHHU, PaBHBIX rt-delay, u ornpasideT ero B findface-facerouter.

e Eciu rt-perm=False, JIeTeKTOp JINII BEIOMPAET JIydlllee H300parkeHne JIUIa JUHAMUIECKU:

1. Crauajia OlleHMBAETCsI KAYeCTBO M300parkeHusl Jiniia. FCiu OHO IIPEBBIIIAeT HEKOEe IIPEeJIyCTaHOB-
JIEHHOE TIOPOT'0BOE 3HaYeHue, TO JUIo oTnpasiadercd B findface-facerouter.

2. Ilopor moBsImaeTcs mMocyie Kaxk a0t OTupaBKu n300parkenns Jyimna B findface-facerouter. Kax-
JIBIl pa3, KOrja JeTeKTOp JINIL [MOJIy9IaeT M300paskeHrne TOro Ke JIAIA JIydIIero KadecTBa, OHO
OTIIPABJISIETCS.

3. HpI/I HUCYE3HOBEHUU JINIa U3 TOJId 3PEHUd BUJACOKAMEPhbl CHOBa yCTaHaABJINBAECTCA IIOPOroBOE 3HA-
YCHHUE II0 YMOJI9aHHUIO.

Io ymourganuio pexxkum peasibHOrO BpeMeHH OTKJItoueH (napamerp realtime=false B dailie Koudurypamun
/etc/findface-video-manager. conf).

BydepHbiii pexxum

Bydepmbrit pexkum TpedyeT MeHbITHI 00bEM TICKOBOTO IIPOCTPAHCTBA IO CPABHEHHIO C PE2KUMOM PEAJTHHOTO
BPEMEHH, IIOCKOJIbKY JJId KaKJoro Jmna KoMmioHeHT findface-video-worker oTmpasigeT TOJIBKO OJIHO
n300paykeHne n3 Tpeka, HO HAUBBICIIETO KavdeCTBA.

Bydepubiii pexkum BKJIOUEH 110 yMoJjdanuio (mapamerp overall=true B daiise koudurypanuu /etc/
findface-video-manager.conf).

Hacrpoiika Bugeogerekuuu nuy,

Hacrpoiika BumeomeTekTOpa JUI BBITIOJHIETCS 9e€pe3 Cieytonue hailabl KOHMDUryparu:

1. ®aiin xoudurypanun kommonenTa findface-video-manager /etc/findface-video-manager.conf:
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etcd:

dial_timeout: 3s

endpoints: 127.0.0.1:2379
exp_backoff:

enabled: false

factor: 2

flush_interval: 2mOs

max_delay: 1mOs

min_delay: 1s
job_scheduler_script: ''
kafka:

enabled: false

endpoints: 127.0.0.1:9092
listen: 0.0.0.0:18810
master:

lease_ttl: 10

self _url: 0.0.0.0:18811

self _url_http: 0.0.0.0:18811
ntls:

enabled: false

update_interval: 1mOs

url: http://127.0.0.1:3185/
prometheus:

jobs_processed_duration_buckets:

-1

- 30

- 60

- 500

- 1800

- 3600

- 21600

- .inf
router_url: http://127.0.0.1:18820/v0/frame
rpc:

heart_beat_timeout: 4s

listen: 0.0.0.0:18811
stream_settings:

additional_body: []

additional_headers: []

api_ssl_verify: true

api_timeout: 15000

det_period: 8

disable_drops: false

draw_track: false

fd_frame_height: -1

ffmpeg_format: ''

ffmpeg_params: []

image_arg: photo

jpeg_quality: 95

max_candidates: O

max_face_size: 0O

md_scale: 0.3

md_threshold: 0.002

min_d_score: -1000

min_face_size: O

min_score: -2

npersons: 4

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

only_norm: false
overall: true
parse_sei: false
post_uniq: true
realtime: false
realtime_dly: 500
realtime_post_perm: false
roi: ''
rot: ''
send_track: 0O
tracker_threads: 4
uc_max_avg_shift: 10
uc_max_dup: 3
uc_max_time_diff: 30
stream_settings_gpu:
disable_drops: true
ffmpeg_format: ''
ffmpeg_params: []
filter_max_face_size: 8192
filter_min_face_size: 1
filter_min_quality: -2
imotion_threshold: 0
jpeg_quality: 95
normalized_only: false
overall_omnly: false
play_speed: -1
realtime_post_every_interval: false
realtime_post_interval: 1
roi: ''
rot: ''
router_body: []
router_headers: []
router_timeout_ms: 15000
router_verify_ssl: true
start_stream_timestamp: O
use_stream_timestamp: false

ITonbzoBaTeabckast Hacrpoiika findface-video-manager BBIIOIHSIETCs C UCIIOJIb30BAHUEM CJIe-

JYIOMUX HapaMeTPOB:

Onuus Onucanue

router_url IP-anpec u mopt cepeepa findface-facerouter, KOTOpBIi moydaeT obHa-
pyzkennbie juia u3 findface-video-worker. B FindFace Security dyukiun
findface-facerouter BomoJyHsgeT KoMIoHeHT findface-security. 3uade-
HUe 110 yMOJIYaHuio: http://127.0.0.1:18820/v0/frame

/127.0.0.1:3185/

etcd -> | IP-axapec u nopt cepsuca etcd. 3HadeHue 110 ymodanuo: 127.0.0.1:2379.

endpoints

ntls -> | Ecin true, komnonent findface-video-manager ornpasnisieT B KOMIIOHEHT

enabled findface-video-worker 3a/aHus TOJHKO Ha OOPAOOTKY TOTO KOJUIECTBA
BHJIeOKaMep, KOTOPOe yKa3aHOo B JIUIEH3UU. 3HaUeHue o ymMmodanuio: false.

ntls -> url IP-agpec u mopt cepeepa findface-ntls. 3uadenue mo ymoadanuio: http:/

Brel Tak:ke MoxKeTe UCIIOJIB30BATD cieaymmuyue ImapaMeTpbl:

1.9. MpunoxeHns

119




FindFace Security, Boinyck 4.0

IIpumeuanne:

B paznene daira stream_settings (-gpu) BbI HalijeTe HACTPOIKH, 00IINE

JJIsT BCEX BUJIEOITOTOKOB. HacTpoiiku ompeie/leHHOrO TOTOKA, TIepelaHHble B job-3aJaHuN, IMEIOT
UPUOPHUTET HAJ[ HACTPOoWKaMu B (aiiie koudurypamun (cm. Job-zadanus).

Onuus Onuus Onucanne

CPU GPU

additional swdyer_bodyMaccus gonosHuTenbHbIx moJieii B POST-3ampoce ¢ nzobpazkerneMm
quna B dopmare [‘Kirou=3nadenue”|. [lo yMOIIaHUIO JTOIOJHATE b
HBIE TI0JIS HE TIePEIaloTCs.

additional rmadarseaddnscus onosHUTENBHBIX 3ar00BKOB B POST-3ampoce ¢ nzobpake-
HueM Jmna B dopmare [‘kimou=snauenne’|. Ilo ymomuasuio Jomos-
HUTE/IbHBIE 3ar0JIOBKY HE TIEPEIA0TCs.

api_ssl_veridister _veriBwaesiher/oTkiaouaer nposepky mommucu SSL-ceprudukara mpu

B3anmMojeiicTBun 1Mo https findface-video-worker ¢ KOMIOHEHTOM
findface-facerouter (findface-security B cTaHZapTHON KOHMU-
ryparuu FindFace Security). 3uadenue no ymoadanuto: true. Ecm
false, MoKeT OBITH IPUHAT CAMOIOIINCAHHBINA CEPTUPUKAT.

api_timeo

Ltrouter_tirs

nddpevms OKUJAHWS B < MWIIINCEKYHJAX OTBETa OT KOMIIOHEH-
ra findface-facerouter (findface-security B crangapTHON
koudurypanuun FindFace Security) ma API-3anpoc kommonenTa
findface-video-worker. Ecim Bpems oXujaHus MCTEKJIO, PErH-
crpupyercst omubka. 3Hadenne mo ymoadanuio: 15000.

disable_d

rapissable_d

rdpriIIOUAET /OTKII09aeT OTHPaBKY B KOMIIOHEHT
findface-facerouter BceX TOAXOIAININX JIKI[ 0€3 MPOITYCKOB.
Ilo ymomuanmio, ecnmu findface-video-worker me o6Ja1aeT JI0-
CTaTOYHBIMHU pecypcaMu Jjisg 0OpabOTKU BCEX KAJPOB C JIUIAMHU,
OH 0TOpacChIBA€T HEKOTOpPbIe M3 HUX. KC/N JaHHAsl ONIUsI AKTUBHA,
findface-video-worker mnomemaer JWIIHAE KaJpbl B O4Yepelb,
ar00bI  00paboTaTh WX BIOCJIEJICTBUN. 3HAYEHHWE TI0 YMOJYAHUIO:

false.

draw_trac

k H/u

Bkuouaer pucoBanne B bbox ciaema oT ABUXKEHHS JUIA. SHAUCHUE
o ymosrdanuio: false.

fd_frame_

hddght

Pazmep kanpa jursa nerexkropa suil B ukcesnsx. Kagap j1omxeH 661Th
YMEHBIIIEH [IPHU OOJIBINMNX Pa3PEIIEHUsIX KaMepbl, OTOOPaXKeHUN JIAI]
KPYIHBIM IIJIAHOM, & TaKXKe IPH IPe3MEPHOIl 3arpy3Ke IIPOIeccopa
— I CHV2KEHUsI TTOTPEDJIEHNs] CHCTEMHBIX DECypcoB. ¥YO0ennTech,
YTO pa3Mep JIMIL II0CJIe yMEeHbIIIEHNSI IIPEBBIIIAeT 3HaUeHNe IIapaMeT-
pa min-face-size. 3uHauenne 10 ymosmuaHuto: -1 (oTpunaTesHHbIE
3HAYEHUs] COOTBETCTBYIOT UCXOAHOMY pasmepy). OurumasbHbie 3Ha-
qeHus AJI yMeHbIneHus Harpy3ku: 640-720.

ffmpeg_fo

rofaftmpeg_fo

rifdepenaer dopmar FFMPEG (mxg, flv u 7. 1.), eciim oH HE MOXKeT
OLITH ABTOMATUYECKN OIIpeIeIeH.

ffmpeg_pa

raifmpeg_pa:

rdisucok fimpeg-napaMeTpoB BUIEONOTOKA CO 3HAYEHUSIMU B BUJIE
MaccuBa KIOI—3HaveHne: [‘Ttsp transpotr=tep”, .., “ss=00:20:00"].
Tlonmbiit cimcok mapamerpos Ha caiite FFMPEG. 3uadenue 1o
YMOJTYAHUIO: TapaMeTPhl He YKa3aHbI.

image_arg

H/u

OrmpeiesisieT UMsl apryMeHTa ¢ H300PaXKEeHUEM JIUIIA, OTIPABJISIEMbIM
B API-3anpoce. 3navyenne mo ymosadanuio: photo.

jpeg-qual

itjpeg_qual

i thlgatecTBO cxxkaTus ucxonaHoro kajpa B JPEG. 3uadenue o ymomnda-
muio: 95 % or mexomHOTO pasMepa.
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Tabauua 1 — npogosixeHue C NpeabiayLieli CTpaHMLb

Onuus
CPU

Onuus
GPU

Onucaxue

max_face_sifzd ter_ma

x @Epeeigzer MAKCUMAJIBHBIA pazMep JINIA B MUKCeIsX. JIuma 60516
Iero pasMepa He OTIPAaBJSOTCs. J3HadeHWe 10 ymoJrdanuio: 0
(bunbrp BBIKIIOYEH).

md_scale

H/u

Pasmep kajipa jyist meTeKTopa JBUYKEHUS] OTHOCUTEHHO UCXOTHOTO
pa3mepa ot 0 g0 1. Kagp mommkeHn ObITH yMEHBITIEH TPU OOJIBITTHX
pa3spelieHusix KaMepbl, OTOOParXKeHUN JIUI KPYITHBIM ILJIAHOM, & TaK-
’Ke TIPU IPe3MEepHOit 3arpy3Ke MpoIeccopa — JIJisk CHUYKEHUs TOTped-
JIEHUSI CUCTEMHBIX DECYpCOB. ¥YOeIuTech, 9TO pa3Mep Kajpa MocJe
MacITabupoBaHust 6oJIbIe 3HadeHnst min-face-size. 3Hadenue 1o
ymosraaanio: 1 (1exomubiii pasmep).

md_threshoplidnotion_tl

hidsirohdibHAS THTEHCUBHOCTD JBU2KEHUsI, KOTOPasi OyIeT PEerucTpu-
pOBaTHCS IETEKTOPOM JIBUKeHUsI. [loporoBoe 3HaveHne OmpeaessieT-
cst smnmpudecku. Pernepusie Touku: 0 = gerexkTop BoIK/IoYeH, (.002
= 3HadeHue 1o ymosganuio, 0.05 = MUHHUMAaJIbHAs WHTEHCUBHOCTH
CJIMIIIKOM BBICOKA, YTOOBI 3apErNCTPUPOBATH JIBUXKEHUE.

min_score

filter_mii

n Muaditapioe 3HaYEHHE KAdeCcTBa H300paKeHWs JIUIA, OTIPAB-
ageMoro KommnoHneHTOM findface-video-worker B KOMIIOHEHT
findface_facerouter (findface-security B cTaHZAPTHON KOHMU-
ryparuu FindFace Security). 3uauenue onpeiessiercst SMINPUIECKH:
OTpHUIlATEJIbHbIE paloHabHble uncya jio 0. Penepabie Toukm: 0 =
HanboJjiee KAYeCTBEHHBIE JIMIA, -1 = XOpOIlee KaIecTBO, -2 = yIO0-
BJIETBOPHUTEIBHOE KAIECTBO, -5 = IOCJEIYIOIIee PACIO3HABAHNE JIHI]
MOXKET ObITh He3(HEKTUBHBIM. 3HAYEHUE 110 YMOJIYAHUIO: -2.

min_face_gifzd ter_mil

h (JEpeseiger MUHUMAJBHBI pa3Mep JIMIA B HKCEJsIX. JINIa MeHb-
[Iero pasMepa He OTNPABISIOTCH. JHaUYeHHe [Oo yMosdanuio: 0
(busabrp BBIKIIOYEH).

min_d_scordd/n

MakcumabHOE OTKJIOHEHHE OTIIPAB/ISIEMOTO JIUIA OT TTOJIOYKEHUST AH-
dac (oupezensercsa smuupudecku: orpunareasabie dnciaa jio 0). Pe-
[epHbBIE TOYKU: -3.5 = CJUINKOM OOJIBINNE YTJIbl TOBOPOTA, PACITO3HA-
BaHMe JIUI, MOXKET ObITh HEI(PHEKTUBHBIM, -2.5 = YIOBJIETBOPUTETb-
Hoe oTkJIoHeHue, -0.05 = 6ausko K noJsoxkenuio andac, 0 = andac.
Suadenue 1o ymordanuio: -1000.

npersons | H/n MakcumaibHOe KOJTUIECTBO JIUIL, OJHOBPEMEHHO OTCJIE?KUBAEMBIX Jle-
TEKTOPOM JIuIl. Biinsier Ha IPOU3BOAUTEILHOCTD. SHAYEHHUE 110 Y MOJI-
qaHUo: 4.

only_norm| normalized Briypuaer/oTK/II09aeT OTIPABKY TOJBKO HOPMAJIU30BAHHBIX JIHI| 063
MCXOJIHBIX Ka/POB. 3HaYeHMe 10 yMoJdaHuio: false.

overall overall_onlyydepnbrit pexkxum. OTIPaBIATE JIst JUIA OJUH KAJP HAWJLYYIIEro
KavyecTBa. JHAYEHUE 110 yMOJTIAHUIO: true.

H/u play_speed Eciim MeHnbIle HyJIsSI, TO CKOPOCTh HE OI'DaAHMYMBAaETCA. B ocTaIbHBIX

CIIy9asx MOTOK YATAEeTCs CO CKOPOCThIO play_speed. He mpumennmo
JIJIsE TIOTOKOB C KaMep BUICOHAOJIOCHUS.

Mpoponxaerca Ha cnepytoLeil cTpaHuue
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Tabauua 1 — npogosixeHue C NpeabiayLieli CTpaHMLb

Onuus Onuus Onucatue
CPU GPU
post_uniq| H/u Bxiowaer GyHKIWIO AEAYIINKAIINNA JIWI, T. €. OTIIPABKY TOJBKO

HECKOJIbKUX JIWI, IPUHAJJIeKaluX OJHOMY YeJIOBEKY, U3 MHOXKe-
CTBa 3aXBa4YeHHBIX B TeYEHUE OIIPEEJIeHHOIO IIPOMEXKYyTKa BpeMe-
mu. B atom ciyuae, ecin findface-video-worker oTmpasiseT Jin-
IO W 3aTeM 3axXBaTbIBACT eIle ONHO B TeYeHHe IIeproJila BPEeMEHU
uc-max-time-diff, u ecau paccrognue MexKIy JIMIAMH HE IIPEBbI-
1maeT 3HadeHue uc-max-avg-shift, findface-video-worker orme-
HUBaeT UX CXOXKeCThb. Ecin sura cxoxku u o0I1ee KOJIMYeCTBO CXOKIAX
JIUI B TeYeHUe IIepHuojia BpeMeHU uc-max-time-diff He mpesbima-
eT gncyao uc-max-dup, findface-video-worker ornpasiaseTr BTOpoe
suto. UHade, Bropoe JIAIo He OTHPaBJIsieTcsl. 3HAYEHNE 110 yMOJIIa-

HHIO: true.
realtime | H/un BrurouaeT /OTKIII09aeT PesKUM PeaIbHOrO BPEMEHH JEeTEKTOPA JIUIL.
Suagenne mo ymoJsraaHuio: false.
realtime_dealtime_poEdEmndervaiis pexKuMa peaabHOro BPEMEHN. Ecmnm

realtime_post_perm=True, nlepuo], BpEMEHH B MUJIJIUCEKYH-
Jax, B TeYeHWE KOTOPOrO JETEKTODP JINI BBIOMPAET JIydIIHil KaJp
n ornpasasger ero B kKommonenT findface-facerouter. Ecmm
realtime_post_perm=False, MakCHMaJbHBI II€pHOJ BpPEMEHU B
MUJIJINCEKYH/IAX MeXKJ1y JIBYMsl IIOCJI€/IOBATEJIbHBIMHU OTIpaBKaMU
OJIHOTO M TOIO K€ JIWI[A, HO B YJIyUYIIEHHOM KadecTBe. SHAUYEHHE I10
yMmomrganuio: 500.

realtime_pasalpeime poEdere nyiaipeermed peaJIbHOIO BpeMeHn. BKillodaeT OTIpaBKy JIyd-
ero KaJjpa B TedeHue nepuosa Bpemenn realtime_dly. Ecin false,
JIyYIIUiA KaJIp UIeTCd JMHaMU4YecKd U realtime_dly npejcraBiser
c000if MAKCHMAJIBHBIM TIEPUOJ BPEMEHU MEXKJY ABYMS IOCJIEI0BA-
TEJBHBIMI OTHPaBKaMM OJHOTO M TOIO K€ JIUIA, HO B YJIy4IIeHHOM
KaJyecTBe. SHAUYEHME 10 yMOJIYaHUIO: false.

roi roi Bkutrouaer ornipasky wa CepBep Jiuil, 0OHapyKEHHBIX TOJBKO BHYTPU
nnrepecyiomieit obimactu WxH-+X+Y. Ilo ymonyanuio obracts mHe
3a/1aHa.

rot rot Bkirouaer  merekTupoBaHME W OTCIAEXKWBAHWE JIUI[  TOJIBKO

BHYTpPH 3aJaHHOil mnpsmoyrosbHoit obmactu WxH-+X+Y. Ue-
OoJIb3y#iTe HAHHYIO OIIMIO, 9YTOOBI YMEHLINIUTH HArPpYy3Ky Ha
findface-video-worker. Ilo ymosganuio 06/1acTh He 3a/1aHA.
send_track H/n Bxmouaer ornpasky B komnonenT findface-facerouter Bmecre ¢
bbox ciena or ABUMKeHWS JIANA B BUIE MACCHBA KOOPIUMHAT TOYEK
nenTpa bbox. Suauenue 1o ymosauanuio: 0 (MAcCHB KOODIMHAT He
ornpasisercs). IlapaMerp IpUHEMAET TIEJI0€ TTOJIOKUTENbHOE TUCII0
— KOJIMYECTBO TOYEK B CJIE/IE.

H/u start_stredipuimestampyka3annoe KOJUIECTBO CEKYHI K BPEMEHHBIM METKAM
13 IOTOKA.
tracker_thriddds KonudgectBo TpesoB oTciiexXuBaHUsi st JgeTekTopa Jjuil. /lanHoe

3Ha4YeHHuEe JOJIZKHO OBITH MEHBIIE WU PaBHO 3HAYEHHIO IIapaMeTpa
npersons. OHTI/IMa.HI)HO, KOrJla OHH paBHBI. Ecan xonngecrso Tpe-
JI0B OTCJIe2KUBaHUA MEHbIIIE, YeM MaKCHUMaJIbHOE KOJIMIECTBO OTCJIe-
2KUBa€MbIX JINIIL, HOTpe6JIeHI/I€ pPeCcypCcoB YMEHBIIAECTCsA, OTHAKO TaK2Ke
YMeHbHIaeTCA U CKOPOCTDb OTCJICZKUBAHUSA. Suagenue 110 YMOJITIaHUTO:

1.

Mpononxaetcs Ha cneaytoLleil cTpaHuue
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Tabauua 1 — npogosixeHue C NpeabiayLieli CTpaHMLb

Onuus Onuus Onucatue
CPU GPU
uc_max_timdddaff TosbKo ecsiu post-uniq: true (Bk/oYeHA DYHKIWS A€y ILIUKAIIH

sui). MakcuMaJsIbHBIA [1epruoji BpeMEHH B CEeKYHJIaX, B TeUeHUE KO-
TOPOT'O CXOXKHe€ JIUIa PACCMATPUBAIOTCS KaK JIUIA OJHOTO YeJIOBEKA.
Suagenne o ymosraanuio: 30.

uc_max_dup H/u Tonbko ecim post-uniq: true (BkiroueHa (YHKIHS JelyIIITHKa-
muu i), MakcuMaibHOe KOJIMYECTBO JIUI, B TEUEHHe IIEPUOJA
BpeMeHI uc-max-time-diff, KoTopoe OTHpaBJseTCs B KOMIIOHEHT
findface-facerouter misi OMHOrO Ye/IOBEKA. 3HAYEHUE 10 yMOJIIa-
HUIO: 3.

uc_max_avg HHnft TosibKo ecsin post-uniq: true (BKOUeHA (DYHKIHUS JIE/LY ITIMKAIIN
san). Onpezienger MaKCUMAJIbHOE PACCTOSIHUE B IIMKCEJISIX, HA, KOTO-
POM CXO2KHe€ JIUIA eIlle PACCMATPUBAIOTCS KaK JIUIA OTHOTO I€JIOBEKA.
Suadenue no ymosrgaanmio 10.0.

H/u use_stream Hdme$tampoTIpaBaaTh HA CEPBEP BPEMEHHBIE METKHI IOy Y€HHBIE U3
noroka. FEenm false, orripasiisite Tekymme gaty u BpeMs.

. Eciiz BoI BBIOpasn naker findface-video-worker ¢ yckopenunem Ha CPU, ucnosnb3yiire daiis kordu-

ryparuu /etc/findface-video-worker.ini:

## read streams from file, do not use VideoManager
input =

## exit on first finished job, only when --input specified
exit_on_first_finished = false

## batch size

batch_size = 4

## http server port for metrics, 0O=do not start server
metrics_port = 0

## resize scale, 1=do mot resize

resize_scale = 1.000000

## maxzimum number of streams

capacity = 30

## command to obtain videomanager's grpc ip:port
mgr_cmd =

## videomanager grpc ip:port

mgr_static = 127.0.0.1:18811

## ntls server ip:port

ntls_addr = 127.0.0.1:3133

## debug: save faces to dair

save_dir =

## minimum face size

min_face_size = 60

## preinit detector for spectified resolutions: "640x4{80;1920x1080"
resolutions =

## worker labels: "k=v;group=enter”

labels =

## use timestamps from SEI packet

use_time_from_sei = false

## streamer server port, 0O=disabled
port = 0
## streamer url - how to access this worker on streamer_port

(continues on next page)

1.9.

Mpunoxexus 123




FindFace Security, Boinyck 4.0

(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

url = ws://127.0.0.1:9999/stream/

## path to liveness fnk

fnk =

## liveness threshold

threshold = 0.945000

## liveness internal algo param
interval = 1.000000

## liveness internal algo param
stdev_cnt = 1

## posting faces threads

threads = 8

## posting faces maximum queue size
queue_limit = 256

## maxz face miss duration, sec
miss_interval = 1.000000

## overlap threshold
overlap_threshold = 0.250000

## path to detector fnk

detector = /usr/share/findface-data/models/facedet/mtcnn.cpu.fnk

## path to quality fnk

quality = /usr/share/findface-data/models/faceattr/quality.v0.cpu.fnk

## path to morm for quality fnk

norm_quality = /usr/share/findface-data/models/facenorm/ant.cpu.fnk

## path to morm200 fnk, for face send

norm_200 = /usr/share/findface-data/models/facenorm/ant.cpu.fnk

## path to norm_crop2z fnk, for face send

norm_crop2x = /usr/share/findface-data/models/facenorm/crop2x_maxsize400.cpu.fnk

Eciu Bol Boibpasin niaker findface-video-worker-gpu c¢ yckoperunem Ha GPU, ucrosb3syiite daiin
xoudurypamuu /etc/findface-video-worker-gpu.ini.

## cuda device number

device_number = 0O

## old gpu detector models directory

models_dir = /usr/share/findface-gpudetector/models

## read streams from file, do mnot use VideoManager
input =

## exit on first finished job, only when --input specified
exit_on_first_finished = false

## batch size

batch_size = 1

## hitp server port for metrics, 0=do not start server
metrics_port = 0

## resize scale, 1=do not restize

(continues on next page)
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resize_scale = 1.000000

## maxzimum number of streams

capacity = 30

## command to obtain videomanager's grpc ip:port
mgr_cmd =

## videomanager grpc ip:port

mgr_static = 172.17.46.180:18811

## ntls server ip:port

ntls_addr = 172.17.46.180:3133

## debug: save faces to dir

save_dir =

## minimum face size

min_face_size = 60

## preinit detector for specified resolutions: "640x{80;1920x1080"
resolutions =

## worker labels: "k=v;group=enter”

labels =

## use timestamps from SEI packet
use_time_from_sei = false

## streamer server port, O=disabled

port = 0

## streamer url - how to access this worker on streamer_port
url = ws://127.0.0.1:9999/stream/

## path to liveness fnk

fnk =

## liveness threshold

threshold = 0.945000

## liveness internal algo param
interval = 1.000000

## liveness internal algo param
stdev_cnt = 1

## posting faces threads

threads = 8

## posting faces mazimum queue size
queue_limit = 256

## maxz face miss duration, sec
miss_interval = 1.000000

## overlap threshold
overlap_threshold = 0.250000

## path to detector fnk
detector =

(continues on next page)

1.9.

Mpunoxexus 125




FindFace Security, Boinyck 4.0

(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

## path to quality fnk

quality =

## path to morm for quality fnk

norm_quality =

## path to norm200 fnk, for face send

norm_200 = /usr/share/findface-data/models/facenorm/ant.gpu.fnk

## path to morm_crop2z fnk, for face send

norm_crop2x = /usr/share/findface-data/models/facenorm/crop2x_maxsize400.gpu.fnk
## path to cache directory

cache_dir =

## decode video on cpu
cpu = false

IMTonb3oBarenbckas HacTpoiika findface-video-worker na CPU/GPU BbInosHsIETCS € HCIOIB30BA-
HEEM CJIeIYOIINX apaMeTPOB:

CPU [ GPU Onucatue

ntls-addr IP-axpec u mopt cepsBepa findface-ntls.

mgr-static IP-anpec  cepsepa  findface-video-manager, KOTOpBIIT  obecrieamBaer
findface-video-worker HaCTpoOKaAMM ¥ CIHCKOM BHJIEOIIOTOKOB IJIsI 00-
paboTKM.

capacity MaxkcnmanabHOe KOJITYECTBO BUJIE€OIIOTOKOB, 0bpabaThIBAEMBIX
findface-video-worker.

mgr-exec Bo3MOKHOCTD TOJIKJIIOYNATH CKPHIIT, ONUCHIBAIOIIANA JUHAMUYECKOE H3MEHEHUe
anpeca koMmioHenTa findface-videomanager-api (BmecTo mgr-static).

labels Merku, ucronb3yemble [y nNpuBs3ku dk3emivigpa findface-video-worker k

ompejiesientoit rpymnne kamep. Cm. [lpusaska epynnot kamep ® 9IK3EMNAADY
findface-video-worker.

H/n | fnk ITyTe K jerexropy orcusvixr i (Liveness).

input ObpabaTsiBaTh BHIECONOTOKN U3 (hailjia, UTHOPUPYS JAHHBIE TOTOKOB, ITOCTYIIa-
romue or findface-video-manager.

exit_on_first_fifliehed eciu ykaszan input) Beiiitu nocie 3aBepiienus nepsoro job-3aianusi.

resize_scale MacmrrabupoBarh BAIEOKAIPHI € 33 JaHHBIM KO3((DMUITMEHTOM.

save_dir (dua ornanku) CoxpasaTh oOHADYKEHHbBIE JIAIA B 33/[AHHDIA KATAJIOL.
min_face_size | MuHMMAaJbHBIN O0OHAPYKUBAEMBI pa3Mep JIAIIA.

resolutions IIpenBapurenbro nanmuau3upyiite findface-video-worker /it KOHKPETHBIX

pasperrenuit, IToObI YCKOPUTDH €ro paboTy.

H/u device_nihimerp ucrnogs3yemoro GPU-ycrpoiicTsa.

H / i} models_{d{Fraperit karasor ¢ moueasimu GPU-znerekropa. B nporuBHOM ciiydae uCIob3yii-
Te JaHHble U3 cekimu [models].

H/u cpu IIpu HeobxomuMocTu mekoaupoBarTh Bujeo Ha CPU.

Job-3apganus

Cepsuc findface-video-manager Bbiaer findface-video-worker Tak HasblBaeMoe job-3ajiaHue, 3a/aqy
Ha 00pabOTKyY BUJEO, KOTOPasl COJAEPKUT IapaMeTphbl KOH(MDUI'YPAIUN U CBEJIECHUS O BHJIEOIIOTOKE.

CopepKIUMOe THITAIHOTO job-3a/aHus TOKA3aHO B IIPUMEpE HUKE.
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curl http://127.0.0.1:18810/job/1 | jq

% Total % Received ) Xferd Average Speed Time Time
Dload Upload Total Spent
100 1771 100 1771 0 0 447k 0 —-t--21-- —-1--
{
"id": "1",
"enabled": true,
"stream_url": "rtmp://restreamer.int.ntl/cams/openspace",
"labels": {3},

"router_url": "http://172.17.46.13/video-detector/frame",
"single_pass": false,
"stream_settings": {

"ffmpeg_params": [],

"md_threshold": 0.002,

"md_scale": 0.3,
"fd_frame_height": -1,
"uc_max_time_diff": 30,
"uc_max_dup": 3,
"uc_max_avg_shift": 10,

"det_period": 8,
"realtime": false,
"npersons": 4,
"disable_drops": false,
"tracker_threads": 4,
"parse_sei": false,
"image_arg": "photo",
"additional_headers": [
"Authorization=Token b612396adc3a6dd71b82b5fe333a0a30"
1,
"additional_body": [],
"api_timeout": 15000,
"api_ssl_verify": true,
"post_uniq": true,
"min_score": -2,
"min_d_score": -1000,
"realtime_dly": 500,
"realtime_post_perm": false,

"rot": "M s

n s

roi "

"draw_track": false,

"send_track": O,

"min_face_size": O,
"max_face_size": O,
"overall": true,

"only_norm": false,
"max_candidates": O,
"jpeg_quality": 95,
"ffmpeg_format": ""

})

"stream_settings_gpu": {
"play_speed": -1,
"filter_min_quality": -2,

1,

"filter_max_face_size": 8192,

"normalized_only": false,

"jpeg_quality": 95,

"overall_only": false,

"filter_min_face_size":

Time
Left Speed

Current

576k

(continues on next page)
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"use_stream_timestamp": false,

"ffmpeg_params": [],

"router_timeout_ms": 15000,

"router_verify_ssl": true,

"router_headers": [
"Authorization=Token b612396adc3a6dd71b82b5fe333a0a30"

1,

"router_body": [I1,

"start_stream_timestamp": O,

"imotion_threshold": O,

"rot": "",

"roi": "",

"realtime_post_interval": 1,

"realtime_post_every_interval": false,

"ffmpeg_format": "",

"disable_drops": true

1,

"status": "INPROGRESS",

"status_msg": ""

"statistic": {
"processed_duration": 14879,
"faces_posted": 777,
"faces_failed": 3,
"faces_not_posted": 1206,
"processing_fps": 18.816668,
"frames_dropped": O,
"frames_processed": O,
"frames_imotion_skipped": O,
"decoding_soft_errors": O,
"job_starts": 56

1,

"restream_url": "",

"worker_id": "ffsec40_213ab8cOed5d954e",

"version": "blO68taaa7tcafrfsmq0"

Kaxmoe job-zamanune nmeer cieayroriye mapaMeTphL:
e id: id job-zamanms.
e enabled: cTaTyC akKTUBHOCTH.
e stream_url: URL /agpec Bumeonoroka uin daiita s o6paboTKu.

e labels: MeTKH, 110 KOTOPBIM Oy/I€T OCYMIECTBIATHCS 00pabOTKa OOHADPYKEHHBIX JIAI B KOMIIOHEHTE
findface-facerouter (findface-security B cranmapruoii kouduryparmuu FindFace Security).

e single_pass: ecim true (mo ymosuanuio false), To He mepesamyckarb 06pabOTKy IIOTOKa B CJydae
OImnOKU.

e router_url: IP-aapec u nmopr komnonenra findface-facerouter (findface-security B cranmapt-
Hoit koudurypauu FindFace Security), B koropsiit komnonent findface-video-worker orupasiser
obHapy KeHHbIE JIUIA /I TOCaeyIoneil 00paboTKM.

e stream_settings, stream_settings_gpu: mapaMeTpbl BHJEONOTOKA, JyOJIUPYIOIIHE napamempo. B
daiine koudurypanun findface-video-manager (06sa/ast IpU ITOM IPUOPUTETOM).

e status: craryc job-3amanus.

e status_msg: IONOJHUATEIbHAA HHPOPMAIUA O cTaryce job-3a1anus.
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e statistic: cTaTucTuka BBIIOJHEHUS job-3a1aHus (IPOJOIIKATENHLHOCTD IIPOTEcca 00paboTKM, KOIHIe-
CTBO OTIIPABJIEHHBIX U HEOTIIPABJIEHHBIX JIUI, K& IPOBasl 4aCTOTa 00PabOTKM, KOJIMIECTBO 0OpabOTaHHBIX
U IPOILYIIEHHBIX KAJPOB, BpeMs Hadaja 00paboTKu U T. 1.).

e worker_id: id skzemmuisapa findface-video-worker, BLIMOJIHAIONETO job-3amaHue.

findface-ntls

JlokasibHbI cepBep aunersupoBanus findface-ntls — 3T0 cepBUC, KOTOPBI yCTAHABINBAETCS HA BHIODAH-
HOM (DUBUIECKOM CepBepe U CIyKuT 1 Bepudukarnuu jurensun FindFace. nsa Bepudukanum ucmoib3y-
IOTCS CJIEIYIONTHE UCTOUHUKMA:

e [nobGasbublii cepBep smtensnii NtechLab. Coryzkut 1151 TUNeH3UPOBaHUSI B CETSIX C JOCTYIIOM B HHTEP-
HET, B TOM YHCJIE C JIOCTYIIOM Yepe3 IIPOKCU-CEPBED.

o Kimrou aHHapaTHOﬁ 3alIUTHI. CJIy)KI/IT JJId TUIMEH3UPOBaHUA B 3aKPBITBIX CETAX.

s yopassienus findface-ntls ucnonn3yitre ocHoBHO# BeG-unTepdeiic FindFace Security. Jocrymubr cire-
JIYIOIIIE BO3MOYKHOCTH:

® IIPOCMOTP CITMCKA TPUOOPETEHHBIX (DYHKIIHIA,

® IIPOCMOTP CITMCKA TEKYIUX OTPaHUYECHU,

e 3arpyska (aiina JIUIeH3nH,

® IIPOCMOTD CIIMCKA ITOJIKJIFOYEHHBIX B JAHHBIA MOMEHT KOMIIOHEHTOB.
JIuIeH3npyoTcst ciieLyomnme KOMIIOHEHTHI:

e findface-tarantool-server,

e findface-extraction-api,

findface-video-manager,

findface-video-worker.

Baxkno: Ilocie paspbiBa coequHeHnsT MEXK/Ty cepBepoM Jntien3npoBannsd findface-ntls u TUIEH3UPYEMBIM
KOMITOHEHTOM WJIN MEKJIy cepBepoM Jjulten3npoBanns findface-ntls u rimobaabHBIM CEPBEPOM JIMIIEH3UPO-
BaHUsl, BpeMsi pabOThl KOMIIOHEHTa COCTaBJIsieT 6 JacoB.

Hactpoitka kommomenTa findface-ntls BoImosHseTCsS Uepe3 daitn koudurypanun /etc/findface-ntls.
cfg.

# Listen address of NTLS server where services will connect to.
# The format is IP:PORT

# Use 0.0.0.0:PORT to listen on all interfaces

# This parameter s mandatory and may occur multiple times

# 1f you need to listen on several specific interfaces or ports.
listen = 127.0.0.1:3133

Directory with license files.

NTLS use most recently generated one.

Note: "receniness" of a license file 71s detected not by
mtime/ctime but from its internal structure.

This parameter is mandatory and must occur ezactly once.

(continues on next page)
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license-dir = /opt/ntech/license

# You can specify prozy which NTLS will use to access

# global license server. The syntaxz is the same that ts used by curl.
# Proxzy 1is optional

#procy = http://192.168.1.1:12345

# This is bind address for NTLS web-interface.

# Note: there're no authorization or access restriction mechanisms
# wn NTLS UI. If you need ome, constider using nginx as procy
# with .htaccess / ip-based ACLs.

# This parameter may be specified multiple times.

ui = 127.0.0.1:3185

TlonbzoBaTenbckast HacTpoiika findface-ntls BBIMOIHAETCS € UCIOIB30BAHUEM CJIEIYIONINX TTAPAMETPOB:

Mapa- | Onucanue
MeTp
listen| [P-aapec cepBepa, ¢ KOTOPOIO OCYIIECTBJISIETCS ODpaIlleHre JINIEH3UPYEMbIX KOMIIOHEHTOB B
findface-ntls. Jljs Toro urobbl pa3pemuTrs obparienue ¢ joboro IP-amgpeca, ycranoBure 3Ha-
yenue 0.0.0.0:3133.

license Karasor misa xpanenus: gaitia JTUIEH3UN.

proxy | IP-anapec u nopr npokcu-cepsepa (OMIMOHAIBHO).

ui IP-anpec cepBepa, ¢ kotoporo 6yzeT noctyren Beo-unTepdeiic findface-ntls. s Toro 9Tobnr
pa3pemmTh JOCTYII CO BCeX aJIpecoB, U3MeHHUTe 3HadeHue Ha ‘0.0.0.07.

findface-security

Komnonenr findface-security obecnedmBaeT JOCTYII KOHEYHOTO IIOJIB30BaTeNst K (YHKIUSM sIpa
FindFace. OtBeuaer 3a B3aumoeiicteue mexay siapom FindFace Core u Beb-unTepdeiicom, a Takzke dyHKIH-
OHUPOBaHUE CHUCTEMbI Kak eJuHoro 1esoro, peajusyer HTTP- u Be6-cokerst (BMecte ¢ Django), obHoBsenne
0a3bl JAHHBIX U 6COTYKU.

KowmmonenT findface-security tak:ke BbimosHsier dyHKIunM KommoHeHTa findface-facerouter (wacrts
anpa FindFace), sagaBas npasuia o6paboTKu 06HAPYKEHHBIX Juil. OH IOJy4aeT paMKy € JIMIOM U HOP-
MaJIM30BAHHOE U300pAKEHUE JIUIA BMECTE € MCXOAHBIM KaJIPOM U JAPYTUMU JAHHBIME (HAIIPUMED, JATONH U
BpeMeHeM JieTekIiuu) oT ceppuca findface-video-worker u nepeHanpasJisieT ux Jyisl JaJjbHeineii o6pabor-
Kk B cepBuc findface-sf-api.

Hacrpoiika komnonenTa findface-security BeimosHsieTcs Yepe3 daitn kondurypanun /etc/ffsecurity/
config.py.

sudo vi /etc/ffsecurity/config.py

MEDIA_RQOOT = "/var/lib/ffsecurity/uploads"
STATIC_ROOT = "/var/lib/ffsecurity/static"

EXTERNAL_ADDRESS = "http://172.20.77.58"
DEBUG = False
LANGUAGE_CODE = 'en-us'

TIME_ZONE = 'UTC'

(continues on next page)
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DATABASES = {
'default': {
'ENGINE': 'django.db.backends.postgresql',
'NAME': 'ffsecurity',

# use pwgen -sncy 50 1/tr "'" "." to generate your own unique key
SECRET_KEY = 'c8b533847bbf7142102de1349d33al1f6"'

FFSECURITY = {
'VIDEO_DETECTOR_TOKEN': '381b0£4a20495227d04185ab02f5085f",
'CONFIDENCE_THRESHOLD': 0.75,
'MINIMUM_DOSSIER_QUALITY': -2,
'IGNORE_UNMATCHED': False,
'"EXTRACTION_API': 'http://127.0.0.1:18666/"',
'VIDEO_MANAGER_ADDRESS': 'http://127.0.0.1:18810',
'"EVENTS_MAX_AGE': 30,
'"NTLS_HTTP_URL': 'http://127.0.0.1:3185"',
'ROUTER_URL': 'http://172.20.77.58"',
'MONITORING_UPDATE_INTERVAL': 60,
'SF_API_ADDRESS': 'http://127.0.0.1:18411',
'"EVENTS_FEATURES': ['gender', 'age', 'emotions', 'beard', 'glasses'],
'LIVENESS_THRESHOLD': 0.945,
'BEARD_THRESHOLD': 0.7,

ASGI_THREADS = 16

UVICORN_SETTINGS = {
'workers': 4,

'host': 'localhost',
'port': 8002,
}
FFSECURITY_UI_CONFIG = {
"event": {
"features": {
"f_gender_class": ["male", "female"],
"age": {
"f_age_gte": "",
"f_age_lte": ""
},
"f_emotions_class": ["angry", "disgust", "fear", "happy", "sad", "surprise"],
"f_glasses_class": ["none", "eye", "sun"],
"f_beard_class": ["none", "beard"],
"f_liveness_class": ["real", "fake"],
}
}

# integration plugins
INSTALLED_APPS.append('ffsecurity_genetec') # remove or comment out this line toy
—disable genetec integration

ITonb30BaTebCKAST HaCTpOfIKa :Eindface-security BBITIOJITHACTCA C UCIIOJIb30BaHUEM CJICAYIOIUX ITapaMeT-
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poB:

Ma-

pa-
MeTp

Onucanne

EXTERNBuaDBRESEP-apec wim URL, koTopblit Oymer MCHOIB30BaH st JOCTyIa K BeG-mHTepdeiicy

FindFace Security.

VIDEO

| DETEGTORATOKENeH 1 yKaKUTe ero B JAHHOM MapaMeTpe, YToObl aBTOPU30BaTh MOJLY/Ib BUIEOIE-
TeKIAU JINII.

VIDEO

| NENAGEBc #BDRESS findface-video-manager.

NTLS_

HTPPaliBec cepBepa findface-ntls.

ROUTE

RIBRApec cepsepa findface-security, KOTODPBIi OyIeT MOIy4aTh OOHAPYKEHHBIE HA BUJIEO JIUIA
oT 3K3eMILIsipoB findface-video-worker. Ajpec yKasbiBaeTcsl BHYTPEHHUI WJIM BHEIIHUN, B 3a-
BUCUMOCTH OT ceTH, B KoTopoil findface-video-worker B3zaumosneiicrByer ¢ findface-security.

SF_AP

T IRDARBESS cepBepa findface-sf-api.

IGNORE (UNMABCHED 3amnch cobbiTus B 0a3y JIAHHBIX, ecJin OOHAPYXKEHHOE JIMIO OTCYTCTBYET B CIHCKAX

nabsonenus (Bepudukalys Jaja OTPULATEIbHbBI pe3yabrar). JJannyio HaCTPOHKY pEeKOMEH/Iy-
€TCs WCIIOJIb30BATh IPHU OOJIBIIIOM KOJamdecTBe mocerureseii. [loporoBasi cremeHb CXOKeCTH MpH
BepudUKAINK JIUI Onpeaeasercsa mapamerpom CONFIDENCE_THRESHOLD.

CONFI

DENGEOXHRESHDEDEeHb CXOXKeCTH ITpu BepuUKAIIN

MINIMUN DBSSEER.fIPAKAT¥cTBO Jna Ha doTorpadun B Joche. KCanm KadecTBO JUIA XyKe MHUHUMAJIb-

HOT'O, TI0JIb30BATEIb HE CMOXKET 3arpy3uTh Takyio ¢ororpaduio B gocbe. [Ipsambie nzobparkeHust
JinIL, aHdac CYUTAOTCs HamboJiee KadecTBeHHBIME. VM coorBeTcTBYIOT 3HaueHus BOgu3u 0, Kak
npaBuiio, orpunaresnbibie (Takue kaxk -0.00067401276, nanpumep). IlepesepuyTble una u Juna,
TOBEPHYTHIE O, OOJIBITIME YTJIAMH, XaPAKTEPU3YIOTCS OTPUIATEIHHBIM 3HAYEHUAM OT -5 U MEHb-
mre. ITo ymomgannio *MINIMUM_DOSSIER_QUALITY’: -2, 9YTO COOTBETCTBYET CPEIHEMY KatIeCTBY.

EVENT

S IFEAFURERTe 3/1€CH MOJIE/IN JIJIsi PACIIO3HABAHUSI ATPUOYTOB JINIA, KOTOPhIE BbI IIPOITUCAJN B (aii-
ste kondwuryparuu findface-extraction-api.

LIVEN

ESFeRHRESHOKBBLIX JIUIT OIEHUBAET KUBOCTH JIUIA C OMPEIEIEHHON JTOCTOBEPHOCTHIO. B 3aBuch-
MOCTH OT IIOPOTOBOTO 3HAYEHWsI JIOCTOBEPHOCTH, OH BO3BpalllaeT OWHAPHBIN pe3yiabraT Xusoit
JeJjioBeK Uu M3obpaxeHue.

BEARD

| THRESHOIM e Ha Juie 60POIbI OIEHUBACTCS C OIPEIEIEHHON JOCTOBEPHOCTHIO. B 3aBucuMocTn ot
[IOPOTOBOI0 3HAYEHUS JOCTOBEPHOCTH, CUCTEMa BO3BPAIAeT OMHADHBIH Pe3yJIbTaT HeT niu 60poza.

EPISO

DE/REARCHe INFERMATO 1yist sum3om0B) [lepuos Bpemenu, mpeinecTByrOmuil COOBITHIO, B T€IEHHE
KOTOPOT'O CHCTEMa HIMEeT B OMOMETPHUIECKOil 6a3e MaHHBIX COOBITHS C MOXOKUMU Junamu. Ecmam
TAKOT0 COOBITHS He HaMJIEHO, CUCTEMa CO3/IaeT HOBBI 311301, B IpOTUBHOM ciIydae OHA BBIOMpAET
Hanbosee nojxossimee cobbitre n3 orkpeiroro (LIVE) snuszona, orcopruposas 100 mocsemHux
moxoxkux Jimit. Cm. Hacmpotixa snuszodos.

EPISO

DE MO0 DURAREPNHY 0 it 51u300B) MakcuMaibHas IPOIOJIKUTEIBHOCTD SIHU30/1a B CEKYHIaX.
ITo ucreyennn 5TOr0 BpEMEHU 3IHU30]] ABTOMATHIECKN 3aKPbIBAETCH.

EPISO

DEJEWENEIT BfROBUTY 10 /1 911130710B) MakcuMaibHOe BpeMs B CEKYHIaX ¢ MOMEHTa JI0DABJICHUS 110~
CJIeJIHero coObITHs B 1301, 110 ncTedeHnn 3Toro BpeMeHu SMU30/T aBTOMATUIECKN 3aKPhIBAETCS.

3aHHO

IIpeaynpexaenune: Cekuus FFSECURITY jo/nkHa 3akaHUYMBATHLCA napamerpamu EVENTS_FEATURES/
LIVENESS_THRESHOLD,/ BEARD_THRESHOLD, KOTOpbIE JIOJ2KHBI ObITH PACIIOJIOKEHBI APYT 34 JAPYIOM B yKa-

M IIOPAIKE.

'SF_API_ADDRESS': 'http://127.0.0.1:18411"',

'"EVENTS_FEATURES': ['gender', 'age', 'emotions', 'beard', 'glasses'],
'LIVENESS_THRESHOLD': 0.945,

'BEARD_THRESHOLD': 0.7,
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findface-facerouter

Baxkno: Kowmmoment findface-facerouter He BXOAUT B cocTaB crammapTHON KoHduryparmun FindFace
Security. IIpu HeobxomuMmocTn ucmosb3yiite ero myist warerpanun. Cum. Iliazunor.

Kommonenr findface-facerouter mpesacrabisier coboii cepBHC, Yepe3 KOTOPBI 3aai0Tcsl MpaBuja obpa-
6OTKI/I O6H&py>KeHH])IX Ha BHUJEO JIAII. HpaBI/IJIa, 3aJaI0TCAd B BUIOE ITOJIB30BATEJIbCKUX IIJIAr'MHOB.

Kowmmonent findface-facerouter mpmHMMAaeT HOPMAJTU30BAHHBIE W300PayKE€HUs JIMI[ BMECTE C WCXOJ-
HBIM KaJpoM u Jpyrofi umHbopMarnmeil (HampuMmep, JaTOH M BPEMEHEM JETEeKIMH) OT KOMIIOHEHTa
findface-video-worker. B obmmem ciydae 11o3BosisieT 06pabaThiBATh JIUIA IIPOU3BOJIBHBIM CIIOCODOM, B TOM
qucjie OTIPABIATH UX HAIPSIMYIO B MAPTHEPCKOE NpUJIOXKeHne. B 6a30BOil peayin3anyuy MepeHanpaBIsieT ux
B KommoHeHT findface-sf-api aysa masapHeiineit 00pabOTKU B COOTBETCTBUU C 33JAHHBIMU [TPABUJIAMHU.

TlommbIit cimcoxk yHKITHIH:
® 3ajlaHue TpaBmUil 06pabOTKN OOHAPYKEHHBIX JIUIL HA BUJIEO,

e IiepeHalpaBjieHe OOHAPYKEHHBIX JnuIl B KOoMIoHeHT findface-sf-api wiam Jpyroit cepBuc (B TOM
qHCjIe CTOPOHHEe IIPUJIOKEHUE) il NOocenyormieii 06paboTKu.

Hactpoitka xommonenta findface-facerouter BoimosHgeTCa depe3 aitn  koudwurypamun /etc/
findface-facerouter.py.

# main.py options:

False

# debug

## debug - debug mode
# detector ="

## detector - Detector to use if client fails to provide normalized face

## (nnd).Use "nnd" if you need to detect faces in such requests. Empty value
## rejects requests without face0.

# host = !

## host - host to listen

# port = 18820

## port - port to listen

# sfapi_url = 'http://localhost:18411"'
## sfapi_url - SF-API URL

# version = False

## version - print version
# plugin_dir.py options:

# plugin_dir = !
## plugin_dir - Plugin directory for plugin_source='dir'

# abstract_define.py options:

# plugin_source = 'dir'
## plugin_source - Plugin source (dir)

# log.py options:

# log_file_maz_size = 100000000
## log_file_maz_size - maz size of log files before rollover
# log_file_num_backups =10

## log_file_num_backups - number of log files to keep

(continues on next page)
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# log_file_prefic = Nome

## log_file_prefiz - Path prefiz for log files. Note that <f you are running
## multiple tornado processes, log_file_prefix must be different for each of
## them (e.g. include the port number)

# log_rotate_interval =1

## log_rotate_interval - The interval wvalue of timed rotating

# log_rotate_mode = 'size'
## log_rotate_mode - The mode of rotating files(time or size)
# log_rotate_when = 'midnight’

## log_rotate_when - spectify the type of TimedRotatingFileHandler interval other
## options:('S', 'M', 'H', 'D', 'WO'-'W6')

# log_to_stderr = None

## log_to_stderr - Send log output to stderr (colorized if possible). By default
## use stderr if --log_file_prefiz is not set and no other logging 1is

## configured.

# logging = 'info’

## logging - Set the Python log level. If 'none', tornado won't touch the

## logging configuration.

TTosnbzoBaTenbckast macTpoitka findface-facerouter BBIMIOJIHAETCS C UCIOJb30BAHUEM CJIEIYIOIMINX IIapa-
METPOB:

Mapametp | Onucanue

sfapi_url | IP-anpec u mopt cepsepa findface-sf-api.

plugin_dir| Cumcok KaTaJoroB ¢ INIATMHAMU, OIPEIEIISIONINMU IIPABUIa 00PabOTKU OOHADYKEHHBIX Ha
BH/JIEO JIUII.

1.9.3 ®aiin c napameTpamMu yCTaHOBKU

IIpu ycranoeke FindFace Security s mHCTa/LIsiTOpa IapaMeTpbl YCTAHOBKU aBTOMATUYECKU COXPAHSIOTCS B
daitn /tmp/<findface-installer-*>.json. Bel MoxkeTe oTpesakTHpOBaTh JAHHBIH (hailyl 1 UCIIOIH30BATH
ero ipu ycranoBke FindFace Security wa apyrux cepBepax, He oTBeYasi Ha BOIMPOCHI HHCTAJISITOPA TOBTOPHO.

Cosger: [lonpobuast nadopmarms 06 HHCTAIIISITOPE IPUBEJEHA B paseiie Pa36epmuleanue us3 KoHcoibH020
UHCTNAAAAMOPG.

Baxkno: Ob6s3aresnbHo yiamTe moms * . config, exp_ip u int_ip nepes ycranoskoit FindFace Security na
cepsepe ¢ apyrum [P-aznpecom.

IIpumep daiiia ¢ mapamerpaMu yCTAHOBKH:

{

"findface-security.config": {
"EXTERNAL_ADDRESS": "http://172.20.77.17"

}’

"product": "security",

"ext_ip.bind": "0.0.0.0",

"findface-ntls.config": {
"NTLS_LISTEN": "127.0.0.1:3133",
"NTLS_LISTEN_UI": "127.0.0.1:3185",

(continues on next page)
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"NTLS_LICENSE_DIR": "/opt/ntech/license"

},

"components": [
"findface-data",
"memcached",
"etcd",

"redis",

"postgresql",
"findface-ntls",
"findface-extraction-api",
"findface-sf-api",
"findface-upload",
"findface-video-manager",
"findface-video-worker",
"findface-security",
"findface-tarantool-server"

1,

"memcached.config": {
"max_memory": 1024,
"listen_host": "127.0.0.1",
"item_size": 16

1,

"findface-video-manager.config": {
"listen": "127.0.0.1:18810",
"master": {

"self_url_http": "127.0.0.1:18811",
"self_url": "127.0.0.1:18811"

1},
"rpc": {
"listen": "127.0.0.1:18811"
1},
"ntls": {
"url": "http://127.0.0.1:3185/",
"enabled": false
}
}a
"findface-video-worker.variant": "cpu",
"findface-extraction-api.variant": "cpu",

"ignore_lowmem": true,

"findface-video-worker.config": {
"FKVD_WRK_CAP": "10",
"FKVD_MGR_ADDR": "127.0.0.1:18811",
"FKVD_NTLS_ADDR": "127.0.0.1:3133"

},

"findface-extraction-api.config": {
"listen": "127.0.0.1:18666",
"extractors": {

"instances": 1,
"models": {
"gender": "",
"face": "face/elderberry_576.cpu.fnk",
"age": "",
"emotions": ""
}
},
"nnd": {

(continues on next page)
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"quality_estimator": true
},
"license_ntls_server": "127.0.0.1:3133"
},
"ext_ip.advertised": "172.20.77.17",
"findface-tarantool-server.config": {
"shard-002": {
"TNT_META_SCHEME": "meta_scheme",
"TNT_LISTEN": "127.0.0.1:33002",
"TNT_FF_LISTEN_IP": "127.0.0.1",

"TNT_EXTRA_LUA": "\ndofile(\"/etc/ffsecurity/tnt_schema.lua\")\n",

"TNT_FF_NTLS": "127.0.0.1:3133",
"TNT_DATA_DIR": "/opt/ntech/var/lib/tarantool/shard-002",
"TNT_FF_LISTEN_PORT": "8102"
}’
"shard-001": {
"TNT_META_SCHEME": "meta_scheme",
"TNT_LISTEN": "127.0.0.1:33001",
"TNT_FF_LISTEN_IP": "127.0.0.1",

"TNT_EXTRA_LUA": "\ndofile(\"/etc/ffsecurity/tnt_schema.lua\")\n",

"TNT_FF_NTLS": "127.0.0.1:3133",
"TNT_DATA_DIR": "/opt/ntech/var/lib/tarantool/shard-001",
"TNT_FF_LISTEN_PORT": "8101"
}
},
"tnt_instances": 2,
"inter_ip.bind": "127.0.0.1",
"type": "stand-alone",
"findface-sf-api.config": {
"listen": "127.0.0.1:18411",
"extraction-api": {
"extraction-api": "http://127.0.0.1:18666"

1,
"storage-api": {
"shards": [
{
"master": "http://127.0.0.1:8101/v2/",
"slave": ""
1},
{
"master": "http://127.0.0.1:8102/v2/",
"slave": ""
}
]
}
1,
"findface-facerouter.config": {
"plugin_source": "dir",
"port": "18820",
"plugin_dir": "/etc/findface-facerouter-plugins",

"sfapi_url": "http://127.0.0.1:18411",
"host": "127.0.0.1"

})

"inter_ip.advertised": "127.0.0.1"
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1.9.4 Mopaenun HelipOHHbIX ceTei

B srom paszmene BbI Haiizere cBOmHYO HMHMOPMAIINIO IO MOJEISIM HEAPOHHBIX CETEH, CO3JTaHHBIM B HAIIEH
sraboparopun u ucnosbdyeMbiM B FindFace Security:

IIpumeuanune: Kouduryparus s recra npouspoguresiboctu Ha CPU u GPU:
e CPU - Intel® Core™ i7-5930K CPU @ 3.50GHz x 12
e GPU - GeForce GTX 1080

ITpenynpexxnenue: HacrositesibHO  HE peKOMeHJlyeTCsl HCIONIb30BaTh i paborer  face/
elderberry_160.

Mopens CPU, FPS | GPU, FPS | Twn HeiipoHHoi ceTn
face/elderberry 160 14.99 204.98 Buomerpus muma
face/elderberry 576.r2 | 2.07 71.14

faceattr/age.v1 14.99 529.35 PacniosnaBanue Bo3pacta
faceattr/beard.v0 15.03 532.05 Pacnosnasanne 60ponr
faceattr /emotions.vl 10.99 235.59 Pacnosnasanne smormit
faceattr/gender.v2 15.01 523.22 PacnosznaBanme mosia
faceattr/glasses3.v0 15.01 529.64 PacrnioznaBanme 01koB

1.9.5 Xpanunnuwa paxubix FindFace Security

B atom paspgene:

o Cnucox rparuauuy

o /i anepeuy 6’11,()./\/1,6’IT)/])/U/‘L(;’()%?()”& 6a3v. daHHbLT

Cnuncok xpaHunuuy,

FindFace Security ucrosb3yer cieiyroiipre XpaHUIUIa JaHHBIX:

e Buomerpudeckas 6a3a JaHHBIX Ha ocHOBe Tarantool, B KOTOpoil XpaHATCS OMOMeTpHUIeCcKre 0OpasIibl
(BEKTODPBI IPU3HAKOB) U COOBITUSI UICHTU(MUKAIMH JIUILL.

e OcHoBHas 6a3a JJaHHBIX cECTeMbl Ha ocHOBe PostgreSQL, B KOTOpOi XpaHsTCs BHYTPEHHUE JTAHHBIE
CHCTEMBI, JIOChe, YUYETHBIE 3AIUCH T10JIb30BaTENEN U HACTPONKH KaMep.

e Karasior /var/lib/ffsecurity/uploads, B KOTOPOM XpaHSTCsd 3arpyKeHHbIE B Jloche (oTorpadumn,
Buzicodaitinl u apredarTbl cOObITHI (IIOIHbIE KAIPbl, MUHUATIOPDI JIUI, ¥ HOPMAJIU30BAHHbIE U300pa-
JKEHHUsI JINIL).

e Karasor /var/lib/ffupload/, B KOTOPOM XPaHATCH TOJIBKO TakKhe apTedaKThl COObITUI, KAK MUHUA~
TIOPBI JIAII.
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Fanepen buomerpuyeckoii 6asbl AaHHbIX

B 6uomerpuueckoit 6a3e mamubix Ha ocHOBe Tarantool ects 3 rasepeun:
e ffsec_dossier_face: bmomeTpudeckKue 00Opa3Iibl, n3BJIeUeHHbIE U3 (hoTorpaduit B 10CHE.
e ffsec_events: OmoMmerpuyeckue o0pasIibl, U3BJIEUEHHbBIE U3 JIUI, OOHAPYKEHHBIX Ha BHUJIEO.

e ffsec_monitoring: GumoMerpuveckue oGpasIpl U3 BCEX J0ChE B MOHHUTOPUHIE (AKTHBHBIX).

1.9.6 Onuun pesepBHOro KonupoBaHusa 0a3bl gaHHbIX

it pe3epBHOrO  KONMUPOBAaHUsT OMOMETPUYIECKOW 0a3bl JaHHBIX BaM  MOHAIOOUTHCS — YTUJIATA
findface-storage-api-dump. Jannas yTuanTa MOKET ObITH 3aIIyIEHA CO CJIEILYIONIUMU OIIIASIMU:

IIpumeuanue: Beor MOYKeTe HANTH TO/IPOOHY IO MHOOPMAIIIO o HUCIOJIb30BAHUIO
findface-storage-api-dump B pa3szene Pesepsroe Konuposanue U G0CCMAHOBAECHUE TPAHUAUUL OdH-
HOLT .

findface-storage-api-dump --help

Usage of findface-storage-api-dump:

-cache string

Cache type: inmemory, redis or memcache (default "memcache")
-cache-inmemory-size int

Maximum number of items in ARC cache (default 16384)
-cache-memcache-nodes value

Comma-separated list of memcache shards (default 127.0.0.1:11211)
-cache-memcache-timeout duration

Specifies read/write timeout (default 100ms)
-cache-redis-addr string

Host:Port address (default "localhost:6379")
-cache-redis-db int

Database to be selected after connecting to the server.
-cache-redis-network string

Network type, either tcp or unix (default "tcp")
-cache-redis-password string

Optional password. Must match the password specified in the requirepass server

—configuration option.

-cache-redis-timeout duration

Specifies dial/read/write timeout (default 5s)
-config string

Path to config file
-config-template

Output config template and exit
-extraction-api-extraction-api string

Extraction API address (default "http://127.0.0.1:18666")
-extraction-api-timeouts-connect duration

extraction-api-timeouts-connect (default 5s)
-extraction-api-timeouts-idle-connection duration

extraction-api-timeouts-idle-connection (default 10s)
-extraction-api-timeouts-overall duration

extraction-api-timeouts-overall (default 35s)
-extraction-api-timeouts-response-header duration

extraction-api-timeouts-response-header (default 30s)

(continues on next page)
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-limits-allow-return-facen

Allow returning raw feature vectors to detect responses if ?return_facen=true
-limits-body-image-length int

Maximum length of image supplied in request body (default 33554432)
-limits-deny-networks string

Comma-separated list of subnets that are not allowed to fetch from (default "127.0.0.0/8,

—192.168.0.0/16,10.0.0.0/8,::1/128,£e00::/8")

-limits-url-length int

Maximum supported url length in bytes (default 4096)
-listen string

IP:port to listen on (default ":18411")
-normalized-storage-enabled

Enables normalize saving (default true)
-normalized-storage-s3-access-key string

Access key for the object storage
-normalized-storage-s3-bucket-name string

S3 storage bucket name
-normalized-storage-s3-endpoint string

S3 compatible object storage endpoint
-normalized-storage-s3-operation-timeout int

Storage operations (Get,Put,Delete) timeout in seconds (default 30)
-normalized-storage-s3-public-url string

Storage public url
-normalized-storage-s3-region string

Storage region
-normalized-storage-s3-secret-access-key string

Secret key for the object storage
-normalized-storage-s3-secure

If 'true' API requests will be secure (HTTPS), and insecure (HTTP) otherwise (default true)
-normalized-storage-webdav-timeouts-connect duration

normalized-storage-webdav-timeouts-connect (default 5s)
-normalized-storage-webdav-timeouts-idle-connection duration

normalized-storage-webdav-timeouts-idle-connection (default 10s)
-normalized-storage-webdav-timeouts-overall duration

normalized-storage-webdav-timeouts-overall (default 35s)
-normalized-storage-webdav-timeouts-response-header duration

normalized-storage-webdav-timeouts-response-header (default 30s)
-normalized-storage-webdav-upload-url string

webdav storage for normalized, disable normalized if empty string (default "http://127.0.0.

—1:3333/uploads/")

-normalized_storage string

Normalized storage type: webdav, s3 (default "webdav")
-storage-api-max-idle-conns-per-host int

storage-api-max-idle-conns-per-host (default 20)
-storage-api-timeouts-connect duration

storage-api-timeouts-connect (default 5s)
-storage-api-timeouts-idle-connection duration

storage-api-timeouts-idle-connection (default 10s)
-storage-api-timeouts-overall duration

storage-api-timeouts-overall (default 35s)
-storage-api-timeouts-response-header duration

storage-api-timeouts-response-header (default 30s)
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1.9.7 Onuuun BoccTaHoBNeHUs Ba3bl AaHHbIX

Il BoccTaHOBJIEHUST OMOMETPUYECKON 0a3bl MAaHHBIX W3 PE3EPBHON KOIMHU BaM IOHAJOOUTCS YTHUINTA
findface-storage-api-restore. Janmas yruanta MOXKET ObITh 3aIIYIIEHA CO CJIEAYIONUMHA OIIIIASMUA:

IIpumeuanue: Beor MOXKeTe HafTH IO IPOOHY IO UHPOPMAITAIO (0} HCITOJIb30BAHUIO
findface-storage-api-restore B pazdmene Pesepsroe Konuposarue U G0CCMAMOBAEHUE TPAHUAUUL,
daHHbBLT .

findface-storage-api-restore --help
Usage of findface-storage-api-restore:
-cache string
Cache type: inmemory, redis or memcache (default "memcache")
-cache-inmemory-size int
Maximum number of items in ARC cache (default 16384)
-cache-memcache-nodes value
Comma-separated list of memcache shards (default 127.0.0.1:11211)
-cache-memcache-timeout duration
Specifies read/write timeout (default 100ms)
-cache-redis-addr string
Host:Port address (default "localhost:6379")
-cache-redis-db int
Database to be selected after connecting to the server.
-cache-redis-network string
Network type, either tcp or unix (default "tcp")
-cache-redis-password string
Optional password. Must match the password specified in the requirepass server,
—configuration option.
-cache-redis-timeout duration
Specifies dial/read/write timeout (default 5s)
-config string
Path to config file
-config-template
Output config template and exit
-extraction-api-extraction-api string
Extraction API address (default "http://127.0.0.1:18666")
-extraction-api-timeouts-connect duration
extraction-api-timeouts-connect (default 5s)
-extraction-api-timeouts-idle-connection duration
extraction-api-timeouts-idle-connection (default 10s)
-extraction-api-timeouts-overall duration
extraction-api-timeouts-overall (default 35s)
-extraction-api-timeouts-response-header duration
extraction-api-timeouts-response-header (default 30s)
-limits-allow-return-facen
Allow returning raw feature vectors to detect responses if ?return_facen=true
-limits-body-image-length int
Maximum length of image supplied in request body (default 33554432)
-limits-deny-networks string
Comma-separated list of subnets that are not allowed to fetch from (default "127.0.0.0/8,
~192.168.0.0/16,10.0.0.0/8,::1/128,fe00::/8")
-limits-url-length int
Maximum supported url length in bytes (default 4096)
-listen string
IP:port to listen on (default ":18411")
-normalized-storage-enabled

(continues on next page)
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Enables normalize saving (default true)
-normalized-storage-s3-access-key string

Access key for the object storage
-normalized-storage-s3-bucket-name string

S3 storage bucket name
-normalized-storage-s3-endpoint string

S3 compatible object storage endpoint
-normalized-storage-s3-operation-timeout int

Storage operations (Get,Put,Delete) timeout in seconds (default 30)
-normalized-storage-s3-public-url string

Storage public url
-normalized-storage-s3-region string

Storage region
-normalized-storage-s3-secret-access-key string

Secret key for the object storage
-normalized-storage-s3-secure

If 'true' API requests will be secure (HTTPS), and insecure (HTTP) otherwise (default true)
-normalized-storage-webdav-timeouts-connect duration

normalized-storage-webdav-timeouts-connect (default 5s)
-normalized-storage-webdav-timeouts-idle-connection duration

normalized-storage-webdav-timeouts-idle-connection (default 10s)
-normalized-storage-webdav-timeouts-overall duration

normalized-storage-webdav-timeouts-overall (default 35s)
-normalized-storage-webdav-timeouts-response-header duration

normalized-storage-webdav-timeouts-response-header (default 30s)
-normalized-storage-webdav-upload-url string

webdav storage for normalized, disable normalized if empty string (default "http://127.0.0.

—1:3333/uploads/")

-normalized_storage string

Normalized storage type: webdav, s3 (default "webdav")
-storage-api-max-idle-conns-per-host int

storage-api-max-idle-conns-per-host (default 20)
-storage-api-timeouts-connect duration

storage-api-timeouts-connect (default 5s)
-storage-api-timeouts-idle-connection duration

storage-api-timeouts-idle-connection (default 10s)
-storage-api-timeouts-overall duration

storage-api-timeouts-overall (default 35s)
-storage-api-timeouts-response-header duration

storage-api-timeouts-response-header (default 30s)
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[naBa 2

PykoBofcTeo onepaTtopa

2.1 Beb-unTtepdeiic

Pabora ¢ FindFace Security swimosasiercss depe3 BeO-uaTepdeiic. st Toro 4robbl oTobOpasuTh BeEH-
nHTEepdeEiic, BBEIUTE €ro ajpec B aJIPECHO CTpOKe Opay3epa U MpoiInTe aBTOPU3AIHIO.

ITpumeuanme: Jlorun u naposb It AaBTOPU3AIUN BBIIAIOTCH & IMIHICTPATOPOM.

Beb-unrepdeiic nmeer ymoOHBIN 1 MHTYUTUBHBIN Tu3aiiH 1 00ECIIEYNBAET JOCTYII K CJIEIYIONUM (DyHKITUSIM:
e ldenmugurauyus no 6a3am daHHbIT .
o lodenmudurayusi Jul 8 PEHCUME PEGNLHOZ0 BPEMEHU.
e Paboma ¢ docve (TOIBKO JUIsI IOJB30BATEJEN ¢ TIpABaMU OIlIEPaTOPA).

o Budeocmena.

2.2 Npentndpunkaums no 6asam gaHHbIX

FindFace Security 1o3BoJisier BbIIOJIHATD HaeHTUMDUKAIMIO ([IOUCK) JIUIL 110 CIELYIOmUM 6a3aM JaHHBIX:
e Basa maHHBIX 0OHADY>KEHHBIX Ha BUeo Jull (BKIaaka Cobvimus).
e Basa mansbix jocke (BRaajka Jocve). ComepKUT 3TATOHHBIE N300PAYKEHHs! JIHIL.

[Touck Jmit BeIONTHsIETCS Ha BKJIaIKe [louck.

B 3Ttoin rnase:
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o Hdenmugurayus auya no 6ase JGHHLLT 0OHAPYAHCEHHBLT AUY,

e lldenmugurayus suna no 6aze dannwvir docve

2.2.1 Npentndmkauymns nuua no base gaHHbIX OOHapPY>XeHHbIX Nu,

FindFace Security 1mo3BoJisier BBINOJIHSITD UIEHTH(MUKAIUIO JIUIA 110 H6a3e JaHHBIX OOHAPYKEHHBIX Ha BUJEO
JINIL.

IIpumeuanue: B unrepdeiice 6a3a MaHHBIX IIPEICTABIEHA CIUCKOM cOObITHil (BKIaaka Cobbimus).

ﬂﬂﬂ I/IJZ[‘eHTI/I(i)I/IKaLII/II/I JINa 110 basze JAHHBIX BBIIIOJTHUTE CJIEIYIOIue )leﬁCTBI/IHZ

1. Ilepeitmure Ha BKIAIAKY [louck.

MNownck Cobbita  [ocbe Co

Bbifpath daiin

COpocHTs GUNLTPLI

2. Ykaxkure mecto noucka: Cobvmua.

3. Barpysure dpororpaduto. Dororpadust Oymer oTobpakeHa B OJHOUMEHHOM ToJjie. Kcsu Ha dhororpadun
IIPUCYTCTBYET HECKOJILKO JIUII, BLIOEPUTE HyKHOE.

IIpumeuanme: Bwmecto dhortorpadbun MoxkHO yKaszarh ID cobbiTus, U0 U3 KOTOPOro HY2KHO HaNTH
B 6a3e JaHHLIX.

4. Tlo ymosrqanuio B pe3y/IbraTax MOUCKa OTOOPAXKAIOTCS JINIIA, CTEIEHb CXOXKECTU KOTOPBIX C MCKOMBIM
paBua uan npessbimaer 0.75. Ilpu HeoOxXoquMOCTH N3MEHNTE JAHHOE 3HAYEHUE.
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IIpy HEOOXOAMMOCTH YKayKHTE TPYIINy KaMep U MEePHOJ BPEMEHH, B TE€YeHHE KOTOPOI'O IIPOU3OIILIO
coObITHE.

VkaxKure MaKCUMAJILHOE KOJIUIECTBO COOLITHI B pe3yabTraTax IMOUuCKa.

Haxxmure Ilouck. PesyabraTs: moncka OyayT oTobpaskeHbl Huzke. J[1s KazK10ro HaiieHnoro auma 0ymer
yKa3aHa BEPOSITHOCTD €ro COBIAJEHUsI C JIMIIOM Ha (poTorpadun.

2.2.2 Npentudmkayma nuua no base gaHHbIX gOCbe

FindFace Security mo3Bosisier BBITOJHSATH WIEHTU(MUKAIMIO JIUIA 110 0a3e JAHHBIX, COJEpKaIleil J0Che C
STATOHHBIMU M300parkKeHUsIMU JINII,

st mamenTudukanum Jauia mo 6ase JAHHBIX BBITOJHUTE CJIEAYIONNe TeHCTBUS:

1. Tlepetinure Ha BKIaIAKYy Ilouck.
MNouck CobbiTus Hocbe CoumanbHble ceTi
—
BuiBpaTb dann
COpocKUTE GUALTPBI
2. YkaxkuTe MecTo mnoucka: /focve.
3. Barpysure dpororpaduto. Dororpadust Oyrer oTobpakeHa B OJHOUMEHHOM ToJjie. Kcju Ha dhororpaduun
[IPUCYTCTBYET HECKOJIBKO JIUIl, BEIOEPUTE HYKHOE.
IIpumeuanme: Bwmecto dhoTorpadunm MoxkHO yKaszarh ID cobbiTus, U0 U3 KOTOPOTO HYKHO HANTH
B 6a3e JaHHDIX.
4. Tlo ymosrganuio B pe3yabTraTaX MOMCKa OTOOPArKaIOTCS JIUIA, CTEIIeHb CXOXKECTH KOTOPBIX C MCKOMBIM
pasua mian upesbimaer 0.75. Ilpu HeobxomumMmocTn n3MeHnTE JaHHOE 3HAYEHUE.
5. YKaxKuTe MaKCUMaJIbHOE KOJUIECTBO COOBITHII B PE3Y/IbTaTaxX [TOMCKA.
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6. Haxxmute Ilouck. Pesynbrars! moucka OyayT oTobpaskenb! Huzke. J1s Kaxkoro Haiiiennoro jauma 0yaer
yKa3aHa BEPOSTHOCTH €r0 COBIIAJIEHUsI C JIUIIOM Ha (poTorpadumn.

2.3 NpenTndpmnkauns nuy, B pe>xxmme peanbHOro BpemMeHun

Pezynbrar paboThl crmcTeMbl MO 9acTH WUAEHTUMOUKAINN JINI, HA BUIEON300PAKEHUU B PEKUME DPEAHHO-
ro BpeMmeHHu orobpazkaercs Ha BkIankax Cobvimus u Onuszods.. [lomumo paboThl ¢ TEKYIIUMU COOBITHSIMU
ueHTUhUKAIIY, TaHHbIE BKJIAJIKH TAKXKe MPEJIOCTABIISIOT JOCTYII K uctopun cobbituit. JJaHubrit pasmen
IMOJIHOCTBIO TOCBSIIEH paboTe ¢ BKIaAKoi Cobvimus.

CoBet: Inu30dv. cobvimutll TO3BOIAIOT MOTHATH OE30MIACHOCTh HA HOBBIN YPOBEHbD.

Coser: Ilouck JInIla B CIIMCKE cobnITHl U Dase JaHHBIX JOChe C 3TaJJOHHBIMU I/I306pa}KeHI/IH1VII/I JINII BBIIIOJI-
HAEeTCd Ha BKJIaJIKE Touck.

Cosert: s upeHTH(UKAIMN JIUI] B apXUBHBIX B0 CM. Hdenmugpurayus auvy 6 ofdaatin sudeo.

B 3Ttoin rnase:

o [Ipocmomp cobvimuti udenmudurayut 6 PeEscume PeaivbHo20 8PEMEN
e Pacnosnasarue sHcusvT AUY U AMPUOYMOS AUUA

[ Ka,pmo“ma cobvimuA. Hpuu.ﬂ,mue cobvLmus

e Kapmouxa cobvimusa. I[louck auua

2.3.1 lNpocmoTp cobbITUi naeHTUdUKaALUN B peXXUMe peasibHOro BpemMeHu

IIpu obHapyKEHUN JTUIA B CIIHCKE COOBITHI BHIBOJIUTCS yBEIOMJICHHE.
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CobbiTus

n + [lloaTeepawTs BCe v Crpannua 1 &

VBenoMIIeHnE COIEPIKUT CIIEAYIONLYI0 HHMOPMAIIUIO:

e FEciin Ha JUI0 OTCYTCTBYET JIOChE: HOPMAJIM30BAHHOE N300parKeHNe JINIA, JaTa U BpeMsl OOHADYKEHUs
JIIA, TPyIIa KaMmep.

e Eciu ma smo 3aBeseHO 10Che: HOpMAJIM30BaHHOE M300pakeHWe Juia, gororpadus U3 JI0Chbe, UM
[IEPCOHBI, CTEIEHb CXOXKECTH JIUI, KOMMEHTAPUN U3 JOChe, CIIUCOK JIOChEe, JaTa U BpeMsi OOHADYKEHUS
JIUIQ, TPYIIa KaMep.

ITpumeuanme: Cucrema MOXKeT OBITH HACTPOEHA TAKMM OOPA30M, YTO YBEIOMJICHUS OYIyT BBIBOJUTHCS
TOJILKO JIJTsI JIUI] C JIOCDE.

Baxxno: [lj1s1 TOro 9T00BI OCTAHOBUTH BBIBOJ, HOBBIX YBEIOMJICHUN, HAXKMHUTE HA KHOIKY @ HaJ1, CIIUCKOM
COOBITHIA.

K cobbrtusiv (yBeIOMICHUSIM) B CIIUCKE MOYKHO IIPUMEHHUTD CJICLYIOUe (DUILTPHI:
e Jlocve: 0TOOPAYKATH TOJBKO COOBITHS TIO OIPEIEIEHHOMY JOChE.

o Cnucku Habamodenus: 0ToOpaykaTh TOJBKO COOBITHSI TI0 OIIPEJICJIEHHOMY CIUCKY HaOJIIOICHNUS.

IIpumeuanune: Jlns npocMoTrpa TOJIBKO JUI Oe3 COBIAJEHNI B CIIMCKE COOBITUMN, YCTAHOBUTE B (DUJIb-
Tpe Bes cosnadenuii.

o Cosnadenus: 0T06pazKaTh TOJIBKO COOBITHS C COBIAJIEHUEM JINI]/6e3 COBIAJICHNS JIUI] UK BCE COOBITHSL.
o [Todmeeporcdeno: 0TOOPaXKATH TOJBKO MPUHSTHIE/ HEIIPUHATHIE UJIA BCE COOBITU.
o Kamepoi: 0T06parkaTh TOJLKO COOLITHUS II0 OIPEIeIeHHON KaMmepe.

o ['pynnu. xamep: oTOOparKaTh TOJBHKO COOBITHS TI0 ONPEICICHHON TPYIITe KaMmep.
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e Cmapm, Koney: oTo0pazKaTh TOJBKO COOBITHS, CJIyUUBIINECH B OIPEIEICHHBIA MEePHO BPEMEHH.
e id: oTOOpa3suThL COOBITHE C OmpeaeeHHbIM 1D.

e FEpisode: oToOpa3suTh COOBITHS M3 MMU30Ma C OnpeaeeHHbM 1D.

2.3.2 Pacno3HaBaHue >XMBbIX A1y, U aTpubyTOoB Nnua
B zaBucumocTn oT HaCTPOEK CUCTEMBI, BbI MOXKETE BUJIETDH OIEHKY Liveness jura, a Tak:Ke pe3yJbTaT pac-
IIOSHaBaHUL anI/I6yTOB JINI[a, TaKUX KaK I10JI, BO3PacCT, SMOIIUU, HaJIUNINE OYKOB U 60pOﬂI>I.

Jerekrop kuBbix Jjur (Liveness) B aBTOMATUYECKOM PEXKUME OTINYAeT HACTOLINEE JIUIO OT Juia Ha (HOTO-
WA BUIEOM300PaXKEHNN, TPEIOTBPAINAT MOIIEHHUIECTBO.

IIpumevuanue: Pesyabrar Liveness moxker 661Th null. Tax mTpoMCXONT, KOT/IA JETEKTOP YKUBBIX JIUIT OT-
KJIIOYeH UK He MOXKET JIOCTOBEPHO OIEeHUTH Liveness Ha IIpeocTaBJIeHHOM M300paskKeHUH.

Pesymbrar pacnosnaBanust aTpubyTOB JINITa BO3BPAINAETCS B CAEAYIONEM (hopMaTe:

ATpubyTt | ®opmat pesynsTaTta Mpumep

nmua

Bos- ATpubyT: BO3pacT: 4UCIO JIeT BO3pacT: 33

pacr

ITon Pesysbrar: Myxckoit/xenckuit (arpubyT: HOJ): yBEPEHHOCTb aJIlOPUTMA B pe- | KEHCKuii
3yJsibTaTe (mo): 0.95

Omonuu | Pesyabrar: 3mocTs/oTBpamenue/cTpax/cyacTbe/rpycTh/yausienue (aTpu- | cdactbe (3MO-
OyT: ®MOIUM): YBEPEHHOCTb AJIFOPUTMA B PE3YJILTATE uwn): 0.99

Oukn Pesyabrar: Megununckue/ conHedntie/HeT (aTpubyT: OYKM): YBEPEHHOCTD al- | HET  (OUKH):
rOpUTMa B Pe3yJIbTaTe 0.87

Bopozna | Pesynbrar: 6opoma/mer (arpubyT: 60poZa): YBEPEHHOCTH ajropurMa B pe- | Her (6opoja):
3yJIbTaTe 0.91

CobbiTua

« [loOTBEpaAMuTh BCE CTpaHuua 1 &

COTRYOHWUKK @

Groug

CrpaHuiua 1 &

IIpu HE0OXOIMMOCTH BBIIOJHATE (DUIBTPAIMIO COOBITUH 110 aTpUOyTaM JIUI], OTOOPA3UTE TOJIHKO YKUBBIE JIM-
12/ HONBITKY CILyuHra.
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COonHe4YHble

CBpocuTh GMUNLTPLI

2.3.3 Kaprtouka cobbiTusa. MNMpuHaTue cobbitus

15t Toro 9T06B! IEpEHTH B KAPTOUKY COOBITHS U3 CIIUCKA COOBITHIA, IIEJIKHATE B YBEJOMJICHHUN [0 PE3YJIBTATY
pacnozuaBanus (Hem cosnadenud win ums U3 10cbhe).

Kaprouka comep:kuT Ty ke MHGOPMAIUIO, YTO U Y6eJOMACHUE, & TAKIKe IPEIOCTABIACT BO3SMOKHOCTD IIPH-
HATH cobbITHE. J[JIsT TOro 4ToOBI 3TO CAeNaTh, MocTaBbTe (haxkok Ilodmeepotcdenue cobvimus. Haxxkmure Ha
kuotky Coxparumao.
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HenpuHATLIE

Hazapg

Cosert: Ecim na o6HApYyKEHHOE JIUIIO 3aBE/ICHO I0CHE, B HETO MOYKHO ITEPENTH, MEIKHYB II0 UMEHH IIEPCOHBI
B KapTOYKE COOBITHS.

v

Coset: Jls1 TOro 9ToOBI MPUHATH BCE COOBITHS, HAKMHUTE HA KHOIKY HaJl CITUCKOM COOBITHIA.

ITpumeuanme: [Ipunsarume coOBITUS MOXKET OBITH ABTOMATH3UPOBAHO JJIsi BBIODAHHBIX CIIMCKOB HAOJIIOIEHUS.

2.3.4 KapTtouka cobbiTus. Nouck nuuya

FindFace Security mosBosisier uckarh OOHapy»KeHHbIE JiMIla B 0a3e JaHHBIX OOHAPYXKEHHBIX JIWI[ U B Oa3e
JIAHHBIX JIOChE C ITAJIOHHBIMEU n300paxkeHusiMu Jutl. J[Jisi iepexojia Ha BKJIAJIKY ITOMCKa U3 KAPTOYKU COOBITHS
naxxmure Cobwmus u ocve.
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CobbiTus

07

CmM.Tak>xke:

o lldenmugurayus no 6azam daHHbLT .

2.4 Snu3oabl coObITUIA

PesympraTr paboThl cucTeMbl MO YACTU WACHTHMDUKAIUN JIUIT HA BUICON300PaKEHUU B PEKUME PEATHHO-
ro BpeMmeHu orobpazkaercs Ha BkJIankax Cobvomusa u Inuszode.. Ilomumo paboThl ¢ TEKYIIUMU COOBITHSIMU
UJIEHTU(DUKAIINY, JTaHHbIE BKJIAJKUA TaKXKe IMPEIOCTABJIAIOT JOCTYII K McTOpuu coObiTuit. JlaHHBIN pasmen
MMOJTHOCTBIO TOCBSIIEH padboTe ¢ BKIAAIKON Inusodul.

CmMm.Tak>xke:
o ldenmugurayus sul, 8 PEXHCUME PEGNLHOZ0 BPEMEHU
e Hacmpotixa snusodos

Duu3o1 — 9T0 HAOOP COOBITHI UACHTUMUKAINY, B KOTOPHIX (DUTYPUPYIOT JIUIA OJHOTO M TOTO K€ IeJIOBEKa,
OoOHApYKEHHBIE B TEUYEHUE OIPEEJEHHOTO Meproja BpeMmeHnu. [1ockoabKy cobbiTusi Ha BKJajke Cobvimus
0TOOPAKAIOTCS B TMIPOU3BOJIHLHOM TOPSIKE, 00PabOTKa OOJIBIIION0 KOJUIECTBA PA3ZHOPOIHBIX COOBITHI MOYKET
OBITH JIEJIOM 3ATPYIHUTEIbHBIM U He(deKTuBHBIM. OyHKIINsT DU30/IbI ITO3BOJISIET aBTOMATAYECKU 00'be 1~
HSITh BXOJIsIIFe COOBITHS Ha OCHOBE BPEMEHH OOHApPYKEHUsI U CXOXKECTHU JIUIl. DTO ITO3BOJISIET C JIEFKOCTHIO
06pabaThIBATL PA3HOPOIHBIE COOBITHS JTaKe B OOJIBINNX KOJTHIECCTBAX.

Coset: Ilouck iuma B crucke coObITHit U 6a3e JaHHBIX JOChe C ITATOHHBIMUA N300PAKEHUSIMY JIUIT BHITTOJI-
HsileTcs Ha BKJajke [louck.

Coset: g naenTuduKaInym JINI B ApXUBHBIX BUIEO cM. Mdenmudurauusa suy 6 opdraiin eudeo.
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B atoir rnase:

e [Ipocmomp smu3odos

[ prmmue cobvimus u anu30da

o Duavmpayus cobvimuti no ID snusoda

2.4.1 lNpocmoTp ann3oaos

D306l OBIBAIOT JIBYX THUIIOB:
e LIVE: OTKpBITHII HA JAHHBIM MOMEHT 3MU30[I, B KOTOPBI MOT'YT J100aBJIEHBI HOBBIE COOBITHS.
e 3aKpBITHI: 3aKPBITHIN MMU30/1, 100ABIEHUE COOBITUN HEBO3ZMOXKHO.

Crucok 31u30/10B ¢ (pUJIbTpaMy U CTATUCTUKON 0TOOparkaeTcst Ha BKIaJIKe Inu3odv. CobbITHE OOHADYKEHUS
Jiatia ubo pobasiisiercs B cymectByromumii LIVE-snuzom, mubo nHUIMupyer co3manune HOBOro snu3oja. Kax-
JIOMY STHM30/ly pUCBauBaeTcs id, KOTOPBIA BIOCIEICTBUNA MOYKHO HCIIOJIB30BATH JIJIsl (DUIIHTPAIUN COOBITHIA
7 3IA30/0B.

Crpahuua 1 &
3nu3onbl
Ka

BupeocteHa

HacTpoliku

lie Root
K SIIN301aM B CIIMCKE MOXKHO ITPUMEHHUTDH CJICAYIOIINe (bl/I.HI)TpI)II

e Jlocve: 0oTOOpazKaTh TOJBKO SMHU30/IbI TI0 OTPEICTIEHHOMY JT0Che.

o Cnucku nabardenus: 0TOOPaXKATh TOJIHKO IMI30/IbI IO ONPEIEIEHHOMY CITUCKY HAOJIIO/IEHUS.

IIpumeuvanme: [l mpocMoTpa TOTBKO Jinil 6€3 COBIAIEHNH B CIUCKE SMU30/I0B, YCTAHOBUTE B (DUJTH-
Tpe Be3 cosnadenudl.

o Cosnadenus: 0TOGPAZKATH TOJBKO IMU3O0BI C COBIAJIEHUEM JInI/6e3 COBIAICHUS JIUI WU BCE IU30/IBL.
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ITodmeeporcderio: 0TOBPazKAaTh TOJBKO IIPUHSTHIE /HEIPUHATHIE U BCE STU30/IbL.

o Kamepoi: 0TOOpazkaTh TOJBKO SMU30/bI [0 OIIPEIEIEHHOI KaMepe.

e ['pynnuv, xKamep: oTOOparKaTh TOJHKO SMU30IBI IO ONPEICIEHHON TPYIITe KaMep.

o Cmapm, Korey: orobparkaTh TOJIBKO SIU30bI, CJIyYUBIINECT B ONPEIEIEHHBIN I€PUOJl BPEMEHHN.
e id: oToOpa3uUTh MU0 ¢ onpeaeseHHbIM [D.

Bl Takke MoxKeTe 0ThUIBTPOBATH S1U30/bI 110 Liveness u arpubyTraM Jmia (ecjii 370 IPUMEHUMO K Bariei
cucTeMe).

st mpocMoTpa coBBITHIA IIeJIKHUTE [0 HY?KHOMY IHM30/y B clucke. Bol Gyjiere meperpaBjieHbl Ha BKIIAJIKY
Cobvimus ¢ coorBercrBytomuM 1D snuzona B duibrpe Snusod:

+ ToATeepauTh Bee CrpaHuual &

Her coenaneHui

Unmatched

BupeocteHa

H AV

Her aneHnH

Unmatched

e HIP

Pabora ¢ Brnagkoit Cobwmus onmcana B pazuese Hdenmudurayus AUl 6 PESCUME DEANDHO20 BPEMEHU.

2.4.2 TpuHAaTue cobbITNA 1 3aNu3oaa

st TOro 94TOOBI MOATBEPAUTE SMU30, IIEJTUKOM, HaxkMuTe Henpunamoie B ciucke 3mu3070B. B pe3ynbrare
BCE COOBITHS B 3MU30/i€ OYIYyT aBTOMATUIECKHU MTOATBEPKIEHDI, BK/IIOUAs COOBITHs, KOTOPBIE eIle He J100aB-
nensl (B ciaydae suusona LIVE).
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3Jnu3oabl

CrpaHmua 1 &

#3168

14114 - [EIVE

HenpuHATbIE

SHI/ISO,H TaK2Ke aBTOMaTHUYIECKHU ITOJATBEP2KIaeTCd, €CJIN BbI IIPDUHAJIN BCE COOBITHS 110 OTJCJIbHOCTH.

2.4.3 ®unbrpayusn cobbiTuin no ID anusoaa

s Toro urobsr 0T06pasuTh cobbiTus mo 1D smm3oma, ucnosb3yiite GuiabTp id Ha BKIAIKE INu3odsv, Win
buisrp ID snusoda na BrIagke Cobvimus.

2.5 Pabora c gocbe

FindFace Security mospoJisier co3zaBarh JI0Che Ha WHTEPECYIOIIUX JIUIl, COJEpIKallee OJIHY UJIA HECKOJIBKO
dororpadmuit. locke Kaaccudunupyercs Mo MPUHAJJIEXKHOCTH K TOMY WJIM WHOMY CIHACKY HaOJIIOJIEHUS.

B atom paspene:

o (osdanue docve

e [Ipocmomp docve u3 cnucka Haba0deHUs

2.5.1 Co3pgaHune gocbe

Jis co3maHus 0Che BBITIOJHATE CJIEIYIONMNe AeCTBUS:
1. B Beb-unrepdeiice mepeiiaure Ha BKIAIAKY /ocve.

2. Haxxmure +.
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Nocbe

AKTMBHbIE:

5 aTax: COTPYLHUKK

3. Hobasbre oHy mim HeCKOIBKO (oTorpaduit u BBeauTe MMs deoBeka. [Ipu HeobxomumocTu m006aBbTe
KOMMEHTAPHUIi.

Baxkno: Jluno na dororpadun J0KHO OBITH HAJIEXKAIIEN0 KadecTBa, T. €. B OJIM3KOM K aHdac

nojioxkennu. 1Ipu HecoorBeTcTBUM hboTOrpadun JaHHOMY TPEOOBAHUIO OYIET BBIBEIEHO COOOIIEHUE C
OIIMCAHUEM OITHOKH.
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Co3spaTb oocbe
MNakeTHyto 3ary

THHIK OTeL

KpacHui cnucok &

w| AKTHEH

CoxpaHWTh

4. 13 packpsiBatorerocst cruucka Cnucku Habatodenus BbIOEpUTE CIHHUCOK (MM HECKOJBKO CIIUCKOB, II0
ouepejin), B KOTOPBIi ciieyer jg00aBUTh J0ChE.
IIpumeuanue: Ecan oy oauH CIHUCOK HAOIIOAEHUST HE MOIXOMUT, c030aUme HOBBI WU MOIMPOCUTE
aJMUHUCTPATOPA CIeJIaTh 3TO.

5. Y6enurech, 9yTo nocrasiieH gpiaxkok Axmuenoe. Eciu 1oche HeaKTUBHO, OHO He OyIeT MCIIOIb30BAThHCS
I udenHmudukauul Auya B pesKIMe PeaibHOIO BPEMEHHU.

6. Haxxmure Coxparumo.
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2.5.2 lMNMpocmoTp aocbe u3 cnucka HabnoaeHus

Bce cozmannbie B FindFace Security mocke orobparkarorcs Ha Braanke /focve. cnonbsyiite bunbsrp Cnucku
HaOA00eHUA, ITOOBI OT(UIBTPOBATE JIOChE IO CITUCKAM.

2.6 BupgeocteHa

B FindFace Security BcTpoen 6a30Bblii (yHKIIMOHAJ BUICOHAOJIIOEHNUST: BUIEOCTEHA.

Baxkno: ®yHKImoHas BUAEOCTEHBI JOCTyIeH TOJbKO Ha G P U-cepsepe.

st oTobparkeHust Ha BUIEOCTEHE BUICON300PAXKEHUST BBITIOJTHUTE CJIEYIONINE JTeHCTBU:
1. Ilepeiiaure Ha BKIaJIKy Budeocmena.

2. Beibepure onay u3 4-X TOTOBBIX PACKJIAIOK KaMep.

KewmnoHoeka

| EE =

BupeocTteHa TMoNHG3KPaHHbIN PeXUM &3

Kamepsi

|®, Kamepb!

W2 BuneocrteHa

£2] nocee

* HacTpoikn

3. Ileperamure Ha BUIEOCTEHY BHIOPAHHBIE KAMEDDI.

2.7 MobunbHbiii Beb-nutepdeinc

st pabotsl ¢ FindFace Security Tak:ke MOXKHO HCIIOIB30BATH YIIPONIEHHYIO MOOMJIBHYIO BEPCUIO CUCTEMBIL.
Mobuibaoe npuioxkenue FindFace Security nocrasisiercs o 3amnpocy st Android.

B nputoxkenun BBemuTe cBoit torun u maposs FindFace Security, a Takxke anpec cepsepa FindFace Security
U IIPOHIATE aBTOPUAIUIO.
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16:43 @ + ¥

FindFace Security

Login

admin

Password

Url
http://172.20.77.58

LOGIN

Mobunbubrit BeG-uHTEpdEiic nMeeT yI0OHBI U MHTYUTUBHBIN IU3aitH 1 00eCIeanBaeT JOCTYII K CJIELYIOITIM
GyHKIIAAM:

o Ilouck Jsui B 6a3ax JaHHBIX.
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32 QO ail = (= 65%

Search in:

Source:
X

SOCIAL NETWORKS

Event Id:

Threshold: @ 52%

Limit;

10 50 m 200

CLEAR SEARCH

o U nentudbukarust jutl 1o 6a3aM JAHHBIX B PEXKUME PEAJLHOTO BPEMEHH

Baxknao: Jlns Toro uTobbl B MOOMILHON Bepcuu MOaydaTh coObITHS B (popMaTe push-omoserennii,
JIJIsT COOTBETCTBYIOIIETO CIIUCKA HAOJIIOJEHUs HYKHO MOCTaBUTh dutaxkku Tpebosams nodmeeporcienue
cobvimusa u Brarowums 3eykosoe onosewenue (depes noanodopMaTHbiil BeG-unTepdeiic).
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16:35 @ + ¥

= Events ¥/°°

e PaboTa c j10che Ha IIepCOHYy.

22O il = (=B 65%

Y

7 Minutes
16:28:13
2018-10-05

caml
(cams)

8 Minutes
16:27:07
2018-10-05

testssstsss0000
(cams)
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16:33 0 + < 322 © il = (W 65%

<« Edit Dossier Y 4

Photos +

Name: Sample

Comment: Comment

Watch lists:
allow v
Active: o

UPDATE

Pabora ¢ mamabiME DYHKIMAME aHAJOTUYHA TOJTHOMDOPMATHON BEPCUU.

Baxkno: lna moctyna B Hacmpotixu, Bam orpebyercst BBectu PIN-kom, mo ymosdanuio 1234.
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PykoBofcTBO no nHTerpauny

Jannas riaBa mocBsiiena Bo3MoxkuocTsaM naTerpanun ¢ FindFace Security. s waTerpanuu cBoeit cucremsr
ncnonbsyiite HT'TP API, Beb-xyku u marunbl. Tak:ke oOparuTe BHUMAHHAE HA CIIMCOK HAINUX I'OTOBBIX
UHTerpaluii ¢ napTHepaMu.

3.1 HTTP API

TTonpobuast unrepakrupnas jgokymentarus HTTP API FindFace Security jpocrynua mocje yCTaHOBKH 1O
anpecy http://<ffsecurity_ip:port>/api-docs. Uzyuaiire u mpobyiire.

Cosert: JloKyMeHTaIMIO TaK»Ke MOXKHO HaiiTu B BeO-uHTEp(eiice, mepeiijis B MeHIO 110 myHKTaMm Hacmpotiku
-> Jlokymenmavyus.
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& FindFace Security API doc

Internal APl documentation

[ Base URL: 172.17.46.22/ ]

Iswagger,json

Authentication

All APl methods require a simple token-based HTTP Autt 1. In order to aL you should put word "Token" and a key into the Authorization HTTP header, separated by a whitespace:
"Authorization: Token be94403fb59¢3( 7eal1f20e018bef3: 10e0 1a3"

All requests that fail to provide a valid authentication token will result in a HTTP 401 Unauthorized response.

Parameters Format
There are two ways to pass parameters to the APl methods:

. licationfjson: are by a JSON contained in the body.
« multipart/form-data: parameters are encoded into separate parts. This way supports uploading a photo image file in the same request.

Additional Information
Standard extraction limits:

« Image formats: JPEG, PNG, WEBP
« Maximum photo file size: 10 MB
« Maximum photo resolution: 6000 pixels on the biggest side
+ Minimal size of a face: 50x50 pixels
Check /ete/linaface-extraction-api.ini for custom definition

Contact the developer

Schemes
System Preferences
auth >

3.2 Bebxykn

Bui mozkere Hacrpouts FindFace Security st aBromMaTuyeckoil OTIIpaBKK YBeIOMJIEHUI 00 OIpejeleHHbIX
cobbiTuax Ha 3aganublit URL-agpec. st atoro coszjaiite n HacTpoiite BeOXyK. IIpn HacTyIIeHUN HYKHOTO
cobnitust FindFace Security ornpasur HTTP-3anpoc na URL-azpec, yka3anHblil B HACTPOKax BeOXyKa.

Bebxykn MOXKHO HMCIOJIB30BATD JIJTsI PEIeHnsi PA3HOOOPA3HBIX 3324, HAIIPUMED, /I YBEIOMJIICHHUS MOJIb30-
BaTesisd 00 ONpeiesIEHHOM COOBITHH, BBI30BA OIIPEIEJIEHHBIX JEHCTBHUIl Ha II€JIEBOM BeO-caiiTe, IPHU PeNIeHnn
3a/1a9 OE30I1aCHOCTH, TAKUX KaK Y/AJIEHHOE aBTOMATHYECKOe yIIPABJIEHUE JOCTYIIOM U JIp.

B atom pasgene:

e Hacmpotixa sebxyka

e Kax pabomaem eebxyx

3.2.1 Hactpoiika Bebxyka

Baxkno: /[ljis coznanns BeOXyka HEOOXOAMMBI IIPAaBa aJIMIHIUCTPATOPA.

st co3manust BeOXyKa BBIIIOJIHUTE CJIELYIOIIe JeACTBI:
1. Tlepetinure Ha BKIaIAKY Hacmpotixu. Beibepure Bebxyku.

2. Haxxmure +.
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HacTpoiikn Bebxykun

N

ObITHA

HTaLua
eHTauus AP|

Bebxyku

* HacTpoiikn

3. BBemure umsa BeOXyKa.
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Co3pgatb BebDXyK

wf AKTUBHLIN

CoXpaHWTh Hazap

4. Ykaxunre ajjpec, Ha KOTOPBIl OYIyT OTIPABJISATHCHA OIIOBEIIEHUA.

5. FindFace Security 6ymer aBTOMaTndecKu OTIIPABJISITH OIOBEIIEHUsI O COOBITHSAX, YIOBJIETBOPSIIOIIIX
3aJIaHHBIM (pubTpaM. OUIbTPOBATH COOBITHSI MOYXKHO II0 CJIEIYIONIAM MapaMeTpaM:

e camera_group_in: id rpynnsl kamep, TUCIIO.
e matched_dossier_in: id coBmaBmiero mochbe, 9uco.
e matched: craryc cOOBITUSI COBIaZeHNE (true W false)7 JIOTUTYIECKHIA.

e camera_in: id KaMepbl, YUCJIO.

Baxkno: HcmombayiiTe TONBKO GUABTPHI, COOTBETCTBYIOIINE TIeIn TTOncKa. s BRIKTIoUeHns PUabTpa
ynamure ero u3 Bebxyka. He ocrasmsiire dunbrp myctsim ([1), mockonbky B 3TOM ciyuae briibTp
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BEpHET IIyCTOHU pe3ysibTarT.

IIpumeuanne: [l nomydenus omoBerennit 000 BCEX COBIAICHUAX C JIOChe IepeaiiTe CKOOKu Oe3
BJIOXKEHHBIX (DUIIBTPOB:

{3

IIpumeuanue: 3a uckiodenneM matched, mjs Kazkaoro puIbTpa MOXKHO 3a8JaTh HECKOJIBKO 3HaUE-
Huii. B aToM ciydae BeOXyK OylieT aKTMBHPOBATHCS IIPU COBIIAJIEHUN OJHOTO U3 3HavdeHuit puabrpa. B
IpuMepe HUXKe BbI Oy/IeTe OMOBEIeHbI O COOBITUN ¢ TPYIIBI KaMep 1 mian 3, ecan COBITaao moche ¢ id
12 nam 25.

"camera_group_in": [1, 3],
"matched_dossier_in": [12,25]
}

6. ITocrasbre duraxkok Axmuenoii.

7. Haxxmure Coxparumo.

3.2.2 Kak paboTaeTt Bebxyk

s rectupoBanus paboThl BeOXyKa MOXKHO HCIIOJIB30BATH CJIELYIONINi TpoCcToil Beb-cepBep Ha Python, obec-
MIEYMBAIOIIII 3aXBAT OTIPABJICHHBIX BEOXYKOM OITOBENIEHUIA O COOBITUSIX:

from pprint import pprint
from aiohttp import web

async def handle(request):
pprint (await request.json())
return web.Response(status=200)

app = web.Application()
# for aiohttp v 3.z
# app.add_routes([web.post('/', handle)])

# for aiohttp v 2.z
app.router.add_post('/', handle)

web.run_app(app, port=8888)

Ecmu nna BeOxyka He 3a7aHO HE OIHOTO (PUJIBTPA, JAHHBIN BeO-cepBep OyleT MOJIYyYATh OMOBEIIEHUS O
KaXKJIOM IIPOU3OIIEIeM B cucreMe coobiTuu. OMOBENeHns OTIIPABIISIIOTCS B CJIeIyIoneM dhopmMare:

======== Running on http://0.0.0.0:8888 ========
(Press CTRL+C to quit)
[{'acknowledged': True,

'acknowledged_by': None,

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

'acknowledged_date': '2019-04-09T12:29:23Z"',
'acknowledged_reaction': None,
'camera': 2,
'confidence': 0.9098,
'created_date': '2019-04-09T12:29:23Z',
'face': 'http://172.20.77.17/uploads/2019/04/09/event/1229556_face_aT3ZZh.jpg',
'features': {'age': None,
'beard': None,
'emotions': None,
'gender': None,
'glasses': None,
'liveness': None},
'frame': 'http://172.20.77.17/uploads/2019/04/09/event/122955_image_3msdHH. jpg',
'frame_coords_bottom': 981,
'frame_coords_left': 1630,
'frame_coords_right': 1911,
'frame_coords_top': 701,
'id': '4173669353687265180"',
'looks_like_confidence': None,
'matched': True,
'matched_dossier': 1,
'matched_face': '4173665826982243136"',
'matched_lists': [1],
'normalized_photo': 'http://172.20.77.17/uploads/2019/04/09/event/122955_face0_E638aW.png',
'quality': -0.000158,
'scores': {'direction_score': -2.62964,
'frame_no': 800,
'score': -0.000158435,
'tracking_duration': 34000}}]

s mpocmotpa craryca ormpaBku Bebxyka B FindFace Security, BbIIOJIHUTE CIIEIYIOIIYI0 KOMAHILY:

sudo journalctl -u findface-security.service | grep webhook

OTBert B cny4yae ycnexa:

“Apr 09 16:02:28 ubuntu ffsecurity[1524]: INFO [-] hook 1 was pulled on http://172.20.77.
—70:8888"

OrtBert, ecnu nonbiTka ObiNa Heyaa4vHo’:

“Apr 09 15:59:02 ubuntu ffsecurity[1524]: INFO [-] While working on hook 1 Exception occured:
—.Cannot connect to host 172.20.77.70:8888 ssl:False [Connection refused]"

3.3 WNHTerpauyumn c naptHepamn

3.3.1 Genetec Security Center

Wurerpanust FindFace Security ¢ mporpammubim koMiuiekcom Genetec Security Center mosBosisier 106aBJIsiTh
(BYHKIMOHAJI PACIIO3HABAHUS JIAIL B CUCTEMBI Oe3onacHocTu Ha Oaze Genetec.
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Hacrtpoiika nHuterpauuu

WNurerpanusa ¢ Genetec Security Center peasmsyercs uepes mrarnn findface-genetec. Ilo ymosrganunio
IUIAIMH aKTUBEH U Ha mnaHean Hapuranumy FindFace Security ects Britagka Genetec.

ITpumeuanue: Eciu sro He tak B FindFace Security, orkpoiire daiin kordurypanun findface-security
U IIPOBEPHTE, €CTh JIM B HEM akTuBHas cTpoka INSTALLED_APPS.append(‘ffsecurity_genetec?).

sudo vi /etc/ffsecurity/config.py

FFSECURITY_UI_CONFIG = {
"event": {
"features": {

"f_gender_class": ["male", "female"],
"age": {
"f_age_gte": "",
"f_age_lte": ""
1,
"f_emotions_class": ["angry", "disgust", "fear", "happy", "sad", "surprise"],
"f_glasses_class": ["none", "eye", "sun"],
"f_beard_class": ["none", "beard"],
"f_liveness_class": ["real", "fake"],

# integration plugins
INSTALLED_APPS.append('ffsecurity_genetec') # remove or comment out this line to disable

Ilepen mactpoiikoit maTerpamuu uHa cropoHe FindFace Security passepuuTe mnporpavmuoe obecredenue
Genetec Web SDK u Media Gateway u cosmaiite B Genetec Security Center omoserienne Alarm, KoTopoe
Oyzaer orobpaxkarbcsi Ipu HacTyiieann B FindFace Security cobbiTust paciio3HaBaHus JIUIA.

B atoii rnase:

o Hacmpotixa Genetec Web SDK u Media Gateway

Cosdanue onosewenus ¢ Genetec Security Center
e Hacmpotixa movex docmyna 6 FindFace Security

o Hmnopm xamep us Genetec Security Center

o (Cosdanue cnuckos nabarodernus u docve 6 FindFace Security

Hacrtpoiika Genetec Web SDK n Media Gateway

s toro urobsr paseepayTh Web SDK, ucnosbsyiite IIO Genetec Config Tool. deramau macrpoiiku mpu-
BeJleHbl B oUIUaAIbHON ciipaBodnoii mokymentaruu Security Center Administrator Guide -> Chapter 52:
Role Types -> Web-based SDK configuration tabs.
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# Config Tool ® System = Video .,‘- Alarms

® Generalsettings " Roles EEl Schedules @ Scheduledtasks ® Macros Output behaviors Bl o« Web-based SDK

Y = L
Identity | Properties  Resources

& Archiver
B Health Monitor
Map Manager
® Media Gateway
“+ Media Router
Report Manager

- Webh-basedSDK |

Zone Manager

=k Addanentity 2 Delete 4% Maintenance ~

st roro arobsr passepuyTh Media Getaway B Genetec Config Tool, o3HaKOMBTECH € COJIEPKAHUEM TJIABBI
Security Center Administrator Guide -> Chapter 24: Video Deployment.

# Config Tool * System ™ Video / Alarms Network view

® Macros Output behaviors | € B ™ Media Gateway

m L]
Identity | Properties | Resources

* General settings ! Roles BEl Schedules @ Scheduled tasks

B Health Monitor

Map Manager
Start multicast addre 116 . 117 1

Media Router
B Report Manager Listening port: 654 % |
{ox Web-based SDK
Zone Manager
User authentication: (@RI
¥ Admin
% ntech

Sample URL:

Use the default web ports of the sen,

Web addr

=4 Addanentity J Delete 4% Maintenance +

Baxkno: VYb6emurech, uro daitpBoa HacTpoeH TakuMm obpazom, uro moprbl WebSDK u Media Gateway
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OCTaIOTCA OTKPbLITBIMMU.

Cozpganue onoseuweHns B Genetec Security Center

Cospaiite u Hactpoiite HoBOe onosernenue Alarm B Genetec Config Tool, pyKoBoacTBysich pas3zesiom Security
Center Administrator Guide -> Chapter 48: Alarms -> Creating Alarms.

# Config Tool . / ™ Video

5 Marms

& Alarms %z Monitor groups iy ® ntech test alarm

Recipients:

Broadcast mode:

Attached en

Video display option:

Content cycling:

& Alarm 2 Delete 2 Trigger alarm

[1 %] highest (D

Recipient
9 ntech
17 Admin

1% Administrators

+

Playback
Live

Playback

Live and playback
Live and still frames

Still frames

Network view

= | =
Identity | Properties | Advanced

lowest

+ | sec. before alarm

lopy configuration tool ™ Audit trails

Coser: Ha Brutasike Properties BbIOepuTe Ty OHIHIO OTOOpaXKkeHust Bujieo Video display option, koropas B
HamnbOJIBIIel CTeIeHN COOTBETCTBYeT BamuM HyxKaaMm. ocrymasie onmun Live, Playback, u . n.

Coser: ljist Toro 4Tobbl aKTUBHPOBATE oreparuu ¢ onopeniearneM Alarm Procedures u aBTomoBopor Bujeo
HEIIOCPEICTBEHHO BO BCILIBIBAIOIIEM OKHE OLIOBelleHud, BKiounte Content cycling.

IIpu macrpoiike marerpanun Ha cropone FindFace Security Bam morpebyercs BBecTu jiormdeckoe id ormose-
IeHns, KOTOpoe 3a/1aeTcst Ha BKaagKe Identity.

3.3. WnTerpauun c naptHepamm
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# Config Tool . [ = Video & Alarms " Network view

© AMarms "= Monitor groups i © ntech test alarm

Identity | Properties  Advanced

Type: Alarm

ech test alarm

Relationsh % ntech test alarm

» 1 Redpients

» 4} Actions

= Alarm v ) Delete  ® Triggeralarm ¥/ Forcibly acknowledge all slarms P Copy configurationtool = Audit trails

Hacrpoiika touek gocryna B FindFace Security

Ijist Toro uTobbl ycraHoBuTh coenunenue Mexk iy FindFace Security u Genetec Security Center, BoimosiHuTe
caenyomye neicTBus:

1. Tlepeitgure Ha BRIaAKY Hacmpotixu. Beibepure Genetec.
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HacTponku genetec

KoHburypauus

Cepeep

Media

2. B cekmusax Cepsep u Media, yrkaxure nacmpotku Todek moctyna Web SDK u Media Gateway.

Baxkno: IToprer WebSDK u Media Gateway J0JIKHBI OBITH OTKPBITHI.

3. B cekmun guilabel:Ids ykaxure sozuveckuti id onopemenusi Alarm, KoTopoe OyIeT 0ToOpaxKaTbCsi B
Genetec Security Center npu mHactymiennn cobbiTusi pacrnosnaBanus Juia B FindFace Security.
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CoXpaHUTh

4. Haxmure Coxparnums. Ecan coenmnenune ¢ Genetec Security Center ycremno ycTaHOBJIEHO, CTaTyC
Oyzmer aBTOMaTHIecKu m3MeHeH Ha Ckonduzypuposan.

Mmnopt kamep n3 Genetec Security Center

Kak tonmbko coemumuenme ¢ Genetec Security Center ycTaHOBIEHO, MOXKHO WMIIOPTUPOBATH Kamephbl. Jljist
sroro Boibepure Kamepw Ha BiIaake Genetec nu Haxkvure Hmnopm.

Genetec Settings

EINEIES

Import Cameras

Import

JanHoe neiictBue cozmact 2pynny kamep Genetec, BKIIOUYAIONLYIO B cebst Bce Kamepbl u3 Genetec Security
Center.

Camera Groups

JLj1st TOoro 9TOOBI TOCMOTPETH CIIMCOK KaMep, Ha naHen Hapuraimn FindFace Security nepeiiure Ha BKJIQIKY

Kamepoi. st TOro 91001 UCKIIFOUUTD KAMEPY M3 PACIO3HABAHUSI JIUIL, IIPOCTO JIE3aKTUBUPYITE €€ B 3TOM
CTITICKE.

Co3paHune cnuckos HabnwgeHns n gocoe B FindFace Security

Tlocne macTpoiiku TOYEK TOCTYNa M UMIIOPTA KaMEp 3aBEPIIMUTE WHTETPAIUIO, CO3MaB 003y JaHHuL Jocve.
TTocste aToro omnoBerennsi 0 COOBITHSAX PACIIO3HAHUS JIUIL OYyT aBTOMATHYECKH OTHPaBJsThesa B Genetec
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Security Center. Cm. Onosewenusn ¢ Genetec Security Center.

Onoseuwenusn B8 Genetec Security Center

Kaxknoe cobbiTie pacroznasanus Juia ¢ kKamepbl Genetec, /st KOTOPOro HaliIeHO J0Che, AKTUBUPYET COOT-
BercrByomiee onoserienne alarm B Genetec Security Center. Kaxkioe onoserrienne, ornpasiennoe FindFace
Security, cBA3bIBAETCS ¢ KAMEPOW-UCTOTHUKOM COOBITHSI PACIIO3HABAHUS JIUIA, TIO9TOMY BbI MOXKETE CPa3y XKe
[IPOCMATPHUBATH KUBOE UJIU apXUBHOE Bueo B 3ajade Alarm Monitoring B Genetec Security Desk. FindFace
Security Takke ucnosb3yer omnepanuu ¢ omnosernenuem Alarm Procedures jist obecriedenust moJyib30BaTe st
JIOTIOJTHUTEJIbHBIMU JIAHHBIMUA IO COOBITUIO, TAKUMU KaK:

e oOHapy’KEeHHOE Ha BUJIEO JIUIIO

e HaliJleHHOE TIOXO0XKee JINIO U3 H6A3bl JAHHBIX JI0CHE

® UMsi YeJIOBEKA M KOMMEHTAPU U3 T0CHE

® CTEeleHb CXOXKECTH JHI (yBEPEHHOCTH AJrOPUTMA B COBIAJICHNN )
® Ha3BaHUE CHUCKA HADJIIOJICHUST

® IIOJIHBLIA KaJp

%, Alarm monit.

Current entity:

= 172232171 - Camera... |

O6paboTKa MMOJIyIEHHOTO OIOBEIIEHUs O PACIIO3HABAHUSI JINIA BBITOJHIETCS AHAJOTUIHO JPYTUM OIMOBEIIe-
uusim B Genetec Security Center.

3.3.2 Axxon Next

WNurerpanus FindFace Security ¢ mporpammubim komiutekcom Axxon Next moszsosisier oOpabarbiBaTh BU-
JIEOTIOTOKN M3 CHCTEMbI 6e30macHOCTH Ha 6a3e AXXon W aHAJM3WPOBATHL WX HA IMpEJAMeT HAJWYUS JIUI U3
JIOChe.

Baxkno: Opun skzemiuisip FindFace Security moxkeT B3anMomeiicTBOBATh TOJBKO ¢ OHUM cepBepoM Axxon
Next.

MHTeraHI/IH ¢ Axxon Next BBIIIOJIHSIETCS ¢ UCIIOJIb30BAHUEM ILJIArMHA, ffsecurity_axxon.
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st Toro urobsl HacTpouTh uHTerpanuio ¢ Axxon Next 8 OC Ubuntu, BeIlOJIHUTE ClIeyoIIne AefiCTBUs:

1. AxruBupyiitre mwiarus, g06aBuB B daitn Koudurypamuu /etc/ffsecurity/config.py cTpoky
INSTALLED_APPS.append(‘ffsecurity_axxon’).

sudo vi /etc/ffsecurity/config.py

# integration plugins
INSTALLED_APPS.append('ffsecurity_axxon') # remove or comment out this line to disable

2. B daiin xouduryparuu nobasbre ceximio FFSECURITY->AXXON. SanoJsiHuTe ee Tak, KaK MTOKa3aHO B
npumepe HIKe. B mapamerpe api ykaxkure ajpec cepsepa Axxon Next, o koropomy FindFace Security
oyner oopamarbes K API Axxon u 3a HLS-niorokamu apxusa. B mapamerpe rtsp ykaxkure oomuii ajpec
BHJIEOTTOTOKOB Ha cepBepe Axxon Next.

FFSECURITY = {
"AXXON': {
'api': 'http://user:password@example.com/',
'rtsp': 'rtsp://user:password@example.com:554/',
}
}

3. (Onuumonasbuo). Eciu B coObITHIX PACIO3HABAHUS JIULT TPEOyeTCst 0TOOPazKaTh KJIUIbI BUIEO U3 AXX0n
Next, orpemaktupyiite ceknuio FFSECURITY_UI_CONFIG Tak, KaK IMOKa3aHO B MPUMeEpe HIKE.

FFSECURITY_UI_CONFIG = {
'dossier': {
'video': True,
}
}

4. Cosnaiire kamepsl B FindFace Security (em. Vnpasaenue sudeokamepamu). Tlpu co3nanum kaMep BaM
norpebyercst BBectu ux URL B hopmate axxon:<friendlyNameLong>, rie friendlyNameLong - ums
kaMmepbl Ha cepBepe Axxon Next. /annoe uMsi MOKHO IMOCMOTPeTh B uHTepdeiice Axxon, uiau yepes
API Axxon, BBINOJTHUB KOMAHLY:

curl http://user:password@127.0.0.1/video-origins/
{
"OLOLOE-DEV/DeviceIpint.vhod_1/SourceEndpoint.video:0:0" : {
"friendlyNameLong" : "vhod_1.Vhod_1",
"friendlyNameShort" : "Vhod_1",
"origin" : "OLOLOE-DEV/DeviceIpint.vhod_1/SourceEndpoint.video:0:0",
"state" : "signal_restored"
}
}

g equncrBenHoit kKamepsl n3 npumepa Boite URL momken ObiTh 3a1an Kak axxon:vhod_1.Vhod_1.

Ha stom nactpoiika mHTerparmu OyaeT 3aBepiiena. Ecmum wHTerparust HacTpoeHa KoppekTHo, FindFace
Security Oyjier BBIIOJIHSITH IPOBEPKY HAJUYHUsL JIWI[ U3 JIOChe B Bujeonorokax Axxon Next, a B coOBITHsIX
pacnozHaBaHug Jiuil OyJayT 0ToOpazKaThed Kiauibl Bugeo u3 Axxon Next (mpu cOOTBETCTBYIONMX HACTPOIi-
Kax).
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3.4 MnarnuHbl

B xo0/1e HACTpO#KU CHCTEMBI BbI MOYKETE YCTAHOBUTH COOCTBEHHBIE MPABUIa 00pabOTKY JINI, OOHAPYKEHHBIX
Ha Bujieo. st aToro momaobuTcs HamucaTh miarud Ha Python.

ILnaruusr nogkr0UatoTcst Yepes daitn korduryparuu komionenta findface-facerouter. Ucnonas3oBanue
IJIATMHOB IIO3BOJIAET UHANBALYAJILHO U OYE€Hb TOYHO BBIIIOJIHUTL HACTPOMKY BUAEOLETEKIIUN JIUIL B TOM, YTO
KACaeTCs OIePAINil ¢ OOHAPYKEHHBIMU JIUIAMH.

3.4.1 PasBeptbiBaHue findface-facerouter B FindFace Security

st pa3BeprhiBanus komrnonenta findface-facerouter BhIOJTHUTE CEAYIONTHE AEHCTBUS:

1.

Veranosure findface-facerouter nmbo U3 K0HCOALHO20 UHCTMAAAAMOPA, TAOO U3 apt-pPEmO3UTOPUST
CJIEYFOTIM 00pPa30M:

sudo apt update
sudo apt install -y findface-facerouter

Orkpoiite daitr koruduryparun /etc/findface-facerouter.py.

sudo vi /etc/findface-facerouter.py

3. Eciin xommonentsl findface-facerouter u findface-sf-api ycraHOBJIEHBI Ha PA3HBIX QuU3NUIe-

CKUX CepBepax, pacKoMMeHTHpyiite mapamerp sfapi_url m ykaxkute B HeMm IP-aapec cepsepa
findface-sf-api.

sfapi_url = 'http://localhost:18411"

Orkpoiite daitn kondurypanuu /etc/ffsecurity/config.py. B mapamerpe ROUTER_URL akTya/m3u-
pyitte IP-azpec u nopr findface-facerouter (o ymosuanuio nopr 18820). IP-aapec ykasbiBaercs
BHEIIHUI WJIM BHYTPEHHUI B 3aBUCUMOCTHU OT CeTH, 110 KoTopoit findface-video-worker B3ammoneii-
crByeT ¢ findface-facerouter.

sudo vi /etc/ffsecurity/config.py

FFSECURITY = {
'"ROUTER_URL': 'http://172.20.77.58:18820/v0/frame?',

Orkpoiite daitn xkoudurypamun /etc/findface-video-manager.conf. B mapamerpe router_url
ykaxkure IP-anpec m mopr cepBepa findface-facerouter jisi TOJyYeHWs JIAI, OOHAPYKEHHBIX
findface-video-worker.

sudo vi /etc/findface-video-manager.conf

router_url: http://127.0.0.1:18820/v0/frame

Hobasbre cepsuc findface-facerouter B aBro3arpy3ky Ubuntu u 3amycrure cepBuc.

sudo systemctl enable findface-facerouter.service && sudo systemctl start findface-facerouter.
—service

Ilepesanycrure cepBuc findface-security.
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sudo systemctl restart findface-security.service

3.4.2 HacTtpoiika findface-facerouter Ha ncnonb3oBaHue NJjaarvHoOB

Baxkno: O06s3aTebHO IPEIBAPUTENBHO U3MEHUME CTPYKTYPY Omomerpudeckoit 6a3br Tarantool B coor-
BETCTBHE C IIPABWJIAME 00PabOTKY, 3aJAaHHBIME B IIJIAMTHAX.

Baxkno: Kowmmonent findface-facerouter JMo/KeH OBITH YCIMAHOBAECH U HACTPOEN.

st mactpoiiku kommonenTa findface-facerouter Ha WCIOIb30BAHUE ILJIATUHOB BLITTOJHUATE CJIEIYIOIIHE
JIefiCTBUS:

1. IlomecTuTe IIAruH B KaTAJIOL IO Baliemy BbI60py. ,H.HSI XpaHeHNsd HECKOJIbKUX IIJIarMHOB MOXKHO HC-
IIOJIb30BAaTh pa3HbIE€ KaTaJIOT'!.

2. Orkpoitre daitn kouduryparum findface-facerouter.

sudo vi /etc/findface-facerouter.py

ITpenynpexaenne: Couepxkumoe findface-facerouter.py J0JKHO IIPEJCTABIATL COOOI CHUH-
TaKCUIeCKU KOPPeKTHBIN Ko Python.

3. PackommenTupyiite napamerp plugins_dirs u depe3 3amsiTyi0 YKayKUTE CIUCOK KATAJOIOB C IJIAIU-
HaMMU.

plugins_dirs = '/etc/findface/plugins/video, /etc/findface/plugins/html'

4. Coxpanure daiia KoHdurypamun.

3.4.3 MpuHunnbl HanucaHus naaruHa

B atom paspene:

o Apzumexmypa naczuna

Memoo preprocess

o Memod shutdown

Memod process

ApxutekTypa nnaruvHa

Ilocsie Toro xkak kommonenT findface-video-worker oOHAPYKUBaeT JIMIO, OH OTIPABJISAET €r0 B KOMIIO-
nenT findface-facerouter B Buae HTTP API zanpoca. st 06paboTkn 3ampoca KayK bl IJIarut J0JIXKeH
9KCIIOPTUPOBaTh yHKIWMIO activate(app, ctx, plugin_name, plugin_source).
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ITapameTpsl pyuknum activate:
® app: CymHOCTb tornado.web.Application komnonenTta findface-facerouter.
® CtX: KOHTEKCT, IIepeJlaBacMblil INIArNHY PN aKTUBAIIAN.
e plugin_name: UM aKTUBUPYEMOI'O IIJIArnHA.
e plugin_source: 0ObEKT UCTOYHUKA, U3 KOTOPOI'O 3arPyKaeTcs IJIaruH.
IIpu axkTrBamuu nIaruHy nepeaeTcs CJeIyIONii KOHTEKCT:

1. request.ctx.sfapi: nacTpoennsiit 9k3emiuiap ntech.sfapi_client.Client, K KOTOPOMY MOXKHO 00-
paIaTbCsd HAPAMYIO Jyist 06paboTKK pe3yJibTaTa BUIEOJeTeKMU (CO3aHne HOBOM rajepen, pobasie-
HUE JINIA B TAJIEPero U T. J1.).

2. plugins: OrderedDict co Bcemu miarunamu (key: uMms IiaruHa, value: pe3yJibTaT, BO3BPAIIECHHBIN
dyukuueii activate).

3. idgen: rereparop id, KOTOPBIIl MOXKET BBI3BIBATHCA Kak ctx.idgen().

Qynknus activate(app, ctx, plugin_name, plugin_source) J0/2KHA BEPHYTHb OOBEKT CO CJIELYIONIIMHI
MEeTOaMU:

1. preprocess,
2. process,

3. shutdown (ONIUOHAJLHO).

MeTtop preprocess

B nmamnOM MeTO/le ILUTATMH PEIIaeT, MHTEPECYET JIM €0 IOJIYy9IeHHOe JIUIO, U €CJIU J1a, BO3BPAIIAET KOPTEXK
I CIUCOK, COJEPKAINil OJIHY MJIM HECKOJIBKO CTPOK: ‘facen’, ‘gender’, ‘age’, ‘emotions’, 4TO COOTBET-
CTBEHHO O3HAYAET, YTO HYKHO M3BJI€Yb BEKTOD IPU3HAKOB, PACIIO3HATH I0JI, BO3pacT u/miu smouuu. Ecin
BO3BpAIllEHHBIE KOPTEXK MJIA CIUCOK HeIycThl, KoMInoHeHT findface-facerouter mepenamnpasiisier OOHAPY-
JKeHHoe Jinto B KommoneHT findface-sf-api B 3ampoce /detect POST ¢ COOTBETCTBYIONIMME ApaMeTPaMU
B query string (facen=on, gender=on, age=on, emotions=on).

Cunrakcuc 6a30BOro METO/Ia Preprocess, OT KOTOPOro CJIeyeT HAacaeq0BaThes (CM. Kiaace Plugin):

preprocess(self, request: FrHTTPRequest, labels: typing. Mapping[str, str]) —
typing.Tuple[str]

ITapameTrpst

e FrHTTPRequest (tornado.httpserver. H-TTPRequest ) — HTTP API zanpoc,
KOTODBIN BKJIIOYAeT B ceOsi JOMOJHUTEIbHBIN apryMeHT params

e labels (dictionary) — HOJIB30BATENLCKUI HAGOP METOK KaJpa, KOTOPLIi
3aJlaeTcd B TapaMeTpax 3aJlaHud Jjisd KoMnoHeHTa findface-video-worker
U 3aTeM IIPUCBaUBAETCHd KaJIpy

Apryment params FrHTTPRequest comepxkur cieyrorue moJist:
ITapameTrpsl
e photo (bytes) — kajp ¢ Jjunom B popmare JPEG

e face0 (bytes) — HOpMAIU30BaHHOE M306paYKEHUE JIUIIA
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e bbox (list of integers [[x1,y1,x2,y2]|, where x1: x coordinate of the top-left
corner, y1: y coordinate of the top-left corner, x2: x coordinate of the bottom-
right corner, y2: y coordinate of the bottom-right corner) — xoopmuaaTs
PAMKU C JIMIOM B KaJIpe

e cam_id (string) — id BumeoKaMepsl
e timestamp (datetime. da,tetime) — BpeMeHHagd MeTKa KaJpa

e detectorParams (dictionary) — CJIOBapb CO CIAYKEOHO-OTIAOIHON HHOOD-
Maleit OT JIETEKTOpa

e bs_type (string) — peXuUM MOHMCKA JIydinero Kazapa. JlocrynHble omuu:
overall (GydepHBIil pexkuM: Ha CepBep OTIPABISETCS KaJp, KOTOPBIA ObLI
JIYYIIUM 32 BECh II€PHOJ] HAXOXKJEHUS JIUIA B I10JI€ 3PEHUS BUICOKAMEDDI),
realtime (pexkuM peasibHOIO BPEMEHU: HA CEPBED OTHPABJISIIOTCHA KaJIPbl, CUU-
TAIOIIMECs JIYIIUMU B II0CJIE[0BATE/IbHBIX HHTEPBAJIAX).

e labels (dictionary) — (aybaupyer params.labels) mosb3oBarenbckuii Ha-
60p METOK KaJipa, KOTOPBIi 3a/1aeTCsd B TapaMeTpax 3aJlaHus Jijisi KOMIIOHEH-
Ta findface-video-worker u 3aremM HpucBauBacTCs Kaapy

Pemmenne 06 o6paborke Juia NpruHUMAETCS HAa OCHOBAHUU JAHHBIX M3 request.params, B TOM YHUCJE IIOJIb-
30BaTEHLCKOTNO HADOpa METOK, & TaKKe M3 JIIOOLIX APYTUX COOOparKeHwuil.

Mertop process

JlaHHbBI! METO/I BLI3BIBAETCH, €CJIM METO/] Preprocess BepHyJI HelrycToil Koprexk mwiu cnucok ('facen’; ‘gender’,
‘age’, ‘emotions’). ITocie Toro, kaxk kommonenT findface-sf-api BepHYJI OTBET € PE3YJILTATOM JETEKIUH (CM.
zanpoc /detect POST) co BceMu 3alpOIIEHHBIMU IIapaMerpaMu Jimna, komnonent findface-facerouter
BBI3BIBAET METOJI ~Process IJIATWHA JIJI BBIIIOJHEHUS COOCTBEHHO OOPA0OTKH JINIIA.

st BoIOSTHeHUsT 0OpabOTKH JIMIIA IIJIAMMH UCIOJIB3YeT request . ctx.sfapi.
Cunrakcuc 6a30BOro MeTo/la process, 0T KOTOPOro CJeJyeT HacjaeaoBarbes (cM. Kiacc Plugin):

process (self, request: FrHTTPRequest, photo: bytes, bbox: typing.List[int], event id: int,
detection: DetectFace)

MeTtog shutdown

JlaHHBIIT METO/T BHI3BLIBAETCS TOJBHKO IepeT 3aBepiinenuneM paboTsl kommnonenTa findface-facerouter.
Cunrakcuc 6a3oBoro Merozga shutdown, OT KOTOPOTO CJIJyeT HAC/IEI0BATHCS (CM. KJIacc Plugin):

shutdown (self)

3.4.4 Knaccbl u metoabl

B atom paspene:

o Lasoswie xaaccol

o Kaaccewl 0bsexmos

e Obnapyorcenue UL U Ppaboma ¢ 2aAePEAMU
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o Duavmpoi, 044 NOuCka no baze JaHHHLT

e Omobpasicenue coobuienut 06 owubKrar

Basosble knaccol

class facerouter.plugin.Plugin
JlaHHBIH KIacc IpeJocTaBIAeT 0a30Bble METOBI JIJIS HAIIMCAHUS IIJIAaIMHA, OIIICAHHBIE B pasaeite [Ipu-
yunov, nanucanus naceura. Ilonb3oBaTesIbCKUil KI1acc, BBITOJIHAIOMMUNE POJIb 0OOJIOYKH Jjld IJIATHA,
JOJIZKeH HaCJeI0BaTh OT KJacca Plugin.

preprocess (self, request: FrHTTPRequest, labels: typing. Mapping[str, str]) — typing.Tuple[str]
BozsparaeT KopTek, BKJIIOYAIONMI B ceOs OJIHY MJIM HECKOJIBKO CTpoK: ‘facen’, ‘gender’,
‘age’, ‘emotions’, YTO COOTBETCTBEHHO O3Ha4aeT, YTO KoMIOHeHT findface-facerouter mos-
JKEH 3alpocuTh y KoMnoHeHTa findface-sf-api u3BiledeHme BeKTOpa IPU3HAKOB, PACIO3HATH
II0J1, BO3PACT U/WJIU SMOIIUH.

ITapameTrpsl

e FrHTTPRequest (tornado.httpserver.HTTPRequest) — HTTP API zaupoc, xo-
TOPBIN BKJIIOYAaeT B ceOsl JIOMOJHUTEIbHBII apryMeHT params

e labels (dictionary) — HOJIB30BATENLCKIE METKH U3 request .params
Pesynbrar onna nim Heckosabko cTpok 'facen', 'gender', 'age', 'emotions'’
Twun pesyabrara tuple

Apryment params FrHTTPRequest comepxkur cieyrorue moJist:
ITapameTrpst
e photo (bytes) — kazp c sunom B dhopmare JPEG
e facel (bytes) — HOPMATM30BAHHOE N300parKEHHE JIHIA

e bbox (list of integers [[x1,y1,x2,y2|], where x1: x coordinate of the top-left corner,
y1: y coordinate of the top-left corner, x2: x coordinate of the bottom-right corner,
y2: y coordinate of the bottom-right corner) — Koop/UHATBI paMKH € JUIOM B KaJipe

e cam_id (string) — id Kamepsl
e timestamp (datetime.datetime) — BpeMeHHAs METKA KaJpa

e detectorParams (dictionary) — cjaoBaphb €O CIyKeOHO-OTIIAIOUHON nHbOPMAIH-
el OT JleTeKTopa

e bs_type (string) — pexuMm noucka Jydmero kKajapa. Jocrynmbie onmuun: overall
(GybepHbLil pexkuM: Ha CepPBEP OTIPABJILETCS KAJAP, KOTOPbIii ObLI JIy 9IIUM 38 BECh
[IePHUOJI HAXOXKJICHUS JINIA B [IOJIe 3PEHUsl BUIeOKaMephl), realtime (pexxum peasib-
HOI'O BpeMEHU: Ha cepBep OTIIPABJIAIOTCA KaJPbl, CYUTAIONINAECd JIyYIIUMU B IIOCTIe-
JIOBATEJbHBIX UHTEPBAJIAX ).

e labels (dictionary) — (myGmupyer params.labels) nosbzoBarenbckuilt HaGOp
METOK KaJpa, KOTODBI 3ajJaeTcd B IapaMeTpax 3aJaHusd JJid KOMIIOHEHTa
findface-video-worker u 3aTeM IpUCBaMBaECTCA KaJpPy

process (self, request: FrHTTPRequest, photo: bytes, bbox: typing.Listfint], event id: int,

detection: DetectFace)
[Ipunumaer aTpubyThl OOHAPYKEHHOTO JIATIA.

ITapameTpsl
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e request (tornado.httpserver.HTTPRequest) — HTTP APIl-sampoc or
findface-video-worker

e photo (bytes) — kajp ¢ yunom B popmare JPEG u3 request . params

e bbox (list of integers [[x1,y1,x2,y2|], where x1: x coordinate of the top-left corner,
y1: y coordinate of the top-left corner, x2: x coordinate of the bottom-right corner,
y2: y coordinate of the bottom-right corner) — KoopuHATHI paMKH € JUIOM B KaJipe
u3 request.params

e event_id (uint64) — id oOHapy:KEHHOrO Ha BHJEO JIUIA (ABTOMATIYE-
ckua 3ajaercda KomnoHeHToM findface-facerouter mnpu noJiydeHWd JIALA OT
findface-video-worker). MoxeT HCIOJIB30BATHCA B KAYECTBE [I0JIH30BATEIHCKO-
ro uaeHTHdUKATOpa IHIa B 6a3e JaHHBIX.

e detection (objects.DetectFace) — pe3ysbTar JIETEKIUU, IOJyUYEHHBIH OT KOM-
morenTa findface-sf-api, BKIIIOYAIONINIT B ce0si 3aIIPOIIEHHbBIE TAPAMETPHI JIUIIA,
TaKrle KaK BEKTODP IIPU3HAKOB, IOJ, BO3PACT, SMOIINN.

Pesynbrar H/I
Tun pesyabraTa n/a

shutdown (self)
JlaHHBIT ~ MeTOT  BBI3BIBAETCA  TOJBKO  IEpea  3aBepiieHneM  paboThl  KOMIIOHEHTA
findface-facerouter.

ITapamerps H/I

Pesyabrar H/I

Knaccbl 06bexToB
class objects.BBox
IIpencrasisger coboil KOOPAWHATEI PAMKY C JIUIIOM.

class objects.DetectFace
IIpencrasiisier coboit pe3ysbpTaT JETEKIINU CO CJIELYIOIIUMU TIOJISIMHU:

ITapameTrpsl
e id (string) — id pesynbrara mereknuu B memcached
e bbox (objects.Bbox) — KOODAUHATHI PAMKU C JIULIOM

e features (dictionary) — undopmarus o nose (gender), Bospacre (age) U IMOIUIX
(emotions) (onmmoHAIBHO)

class objects.DetectResponse
IIpencrasisier coboit comcok 00beKTOB objects.DetectionFace ¢ [IONOJHATENBHBIM —IIOJIEM
orientation, comepxkamum nadopMmaruio 06 opuerTaruu EXIF mura.

ITapamerpsl orientation (EXIF orientation) — opueHTaIuUs OOHAPYKEHHOIO JIHIA

class objects.FaceId(namedtuple(’Faceld’, (’gallery’, face’)))
IIpencrasisier coboit 0OBEKT MOJIB30BATEIBCKOTO UIEHTU(MUKATOPA JIUIA B rajepee.

ITapameTrpsl
e gallery (string) — uMsl rajepen

e face (integer) — 1mOJB30BATE/ILCKUI UIACHTH(MUKATOD JIANA B rajepee
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class objects.Face
IIpencrasisier coboil pe3y/IbTaT IMOUCKA JIUIA B 0a3e JAHHBIX II0 OHOMETPHYECKOMY 0OpAa3ILy

ITapamerpsnt
e id (objects.Faceld) — obbexkr Faceid
e features (dictionary) — undopmalys o MoJe, BOSPACTE U IMOIUSIX
e meta (dictionary) — MeTaJaHHBIE JINIA

e confidence (float) — CTEIEHb CXOXKECTH JIUNA C 33 aHHBIM OMOMETPHIECCKUM 06-
pasnoM

class objects.ListResponse
Ipescrapisier coboii crmcok 06bLeKToB objects.Face (T. e. CIIMCOK PE3yJIbTATOB MIOMCKA [0 OUOMETPHU-
YecKoMy 00pasIly) C JIONOJHUTE/LHBIM II0JIeM Next_page, CoJepKaIuM UHMOPMAIUIO O CJIeLyomei
CTPaHUIE C Pe3yJIbTATAMHA.

ITapamerpsl next_page (string) — Kypcop CJeiyomieil CTPAHUIbI ¢ PE3yYJIbTaTaMK [OMCKA

O6HapyxeHue nuua n pabora c ranepesmu

class ntech.sfapi_client.client.Client
IIpemocTaBiser 6a30BbIe METOABI jIsI OOHAPYZKEHUS JINI, Ha, U300PAXKEHNH 1 PabOTHI C TaIePesiMHU.

detect (self, *, url=None, image=None, facen=False, gender=False, age=False, emotions=False,
return_ facen=False, autorotate=Fualse, detector: str = None, timeout=None) —

DetectResponse
O6Hapy»KuBaeT JuIia Ha N300payKeHNH U BO3BPAIaeT OOHADPYKEHHBIE JIUIA.

ITapameTpst

e url (URL) — URL uso6paskeHnus1, ecyiu BbI lepeiaeTe 00IIe0CTYITHOE N300parkeHme
U3 WHTEPHETA

e image (bytes) — daitn PNG/JPG/WEBP, eciu Bbl nepenaere u3o0pazkeHune B
Buze daitaa

e facen (boolean) — u3BJEYb BEKTOD IPU3HAKOB U3 OOHAPYKEHHOrO JIia. s co-
XpaHeHns pe3ysbTara Jereknnu B memcached nepemaiite facen=True.

e gender (boolean) — U3BJeYb U BEPHYTHh MHMOPMAIHMIO O TOJIE

e age (boolean) — u3BJjeYb U BEpHYTb MHMOPMAILIUIO O BO3pacTe

e emotions (boolean) — u3Biedyb U BepHYTH UHGMOPMAIMIO 00 IMOIHIX

e return_facen (boolean) — BEPHYTb BEKTOD IIPU3HAKOB B Pe3ysbraTe paboThl Me-
TOJA

e autorotate (boolean) — aBTOMATUYIECKN TOBEPHYTh n300parkeHne B 4-X pPa3HBIX
OPHEHTAINX JJIs OOHAPYKEeHU JINIL B KaxK10#1 nx Hux. llepecekaromuecs nampas-
gerust ¢ IOU > 0.5 OyayT 00beuHeHbI

e detector (boolean) — MoxkeT npuHMMaTh 3Hadenue nnd uiu normalized. Jlerek-
Top normalized wucmosb3yercs Iyl 00pabOTKM HOPMAaIU30BaHHBIX M300parKeHUI,
HaIIpUMep, IIOCTYIAIOMUX OT BUIECOLETEKTOPa JIUL]

e timeout (number) — MakcHMaJbHOE BpeMs OXKHJaHus orBera or siapa FindFace B
CeKyH/Iax (ecsm none, UCIOJb3yeTCsI BPEMsl O3KUJIAHAS OTBETA, 3a/IaHHOE 110 yMOJI-
YAHMIO)
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Pesyabratr Pesynabrar merexiun
Tun pesynsrara O6bekT DetectorResponse

gallery (self, name)
Bosspamaer o6bekr sfapi_client.Gallery g nocseaytomeil ¢ HUM paboThbl (HALPUMED, I10-
JIy9€HHUs] CIIMCKA, JINIT).

ITapamerps! name (string) — UMsi rajgepen
Pesynabrar 00bekT THHA «Tanepess
Twun pesynbsrara sfapi client.Gallery

list_galleries(self, timeout=None):
Bosppamaer crnmncok rajepeii.

ITapamerps! timeout (number) — MakCUMaJIbHOE BPEMs OXKHJAHHs OTBETA OT sIJIpa
i B CeKyH/aX (eCcjm none, MCIOJIb3YeTCsl BPEMsT OXKUJIAHUST OTBET HH
FindFace B ce ax (ec one, MCIIOJIb3YETC eMsI O a OTBETa, 3aJaHHOE
1O YMOJIYAHUIO)

PesynbraTr crumcok rajepeii co csoiicreamu name (MMsl rajepen, CTpoka) u number (Ko-
JITYECTBO JII B IaJlepen, THUCIIO)

Tun pesynbrara list of GalleryListItem

class ntech.sfapi_client.gallery.Gallery
IIpenocraBisier MeTOABI I PAOOTHI C TaJiepesiMU U JIMIIAMU B HUX.

list(self, * filters: typing.Iterable[filters.Filter] = None, limit: int = 1000, sort: str = 7,
page=None, ignore_ errors=False, timeout=None) — ListResponse
Bossparmaer 00beKT THIIA CIUCOK C JIMIIAMU U3 Tajiepeu, YIOBJIETBOPSIONIMMI 33/ IaHHBIM (DUJTb-

TpaM. Bo3BpamiaeMblii 00bEKT THIIA CIINCOK COAEPXKUT JIOMOJTHUTEIBHOE CBOMCTBO next_page, Ko-
TOpOEe MOXKET HCIIOJIb30BaThCs KaK 3HaUeHUe llapaMeTpa page B IIOCJIeAYIONIUX 3aIIpocax.

ITapameTrpst
e filters (sfapi_client.filters.Filter) — cumucok puIbTPOB
e limit (4nteger) — MaKCUMAJIBLHOE KOJMYECTBO JIUI] B OTBETE

e sort (string) — MeTOJ COPTHPOBKHU Jinil. Bo3MoxKHble 3HaueHns: id (1o Bospac-
ranuio id), -id (no yoeiBanuio id), -confidence (110 yOBIBAHUMIO CTENEHU CXOXKECTH
smtt). CopTupoBKa 110 id BO3MOXKHA TOJIBKO IIPH OTKJIIOYEHHOM (dbuasTpe facen, Ko-
TOPBLIH 3a16T BEKTOP IPU3HAKOB JJIA IOKCKa B 6a3e NAHHBIX (T.H. HIeHTHUKAIUS
muna). HaoGopor, copruposka 1o crenenn cxoxkecru Jml (confidence) BoO3MOKHA
TOJIBKO IIpH BKJIIOYeHHOM (duibrpe facen. [Io yMOTUaHUIO METOJ HCIOJIB3YeT COP-
TUPOBKY 10 Bo3pacTanuio id (BeKTOp IPU3HAKOB HE 33/1aH) U 110 YOBIBAHMIO CTETICHH
cxoKecTH Jinll, (BeKTOp [IPU3HAKOB 3aaH).

® page — BePHYTHb Pe3yJIbTaThl, HAYNHAS C yKa3aHHO cTpanuisl. Homep ciemyromnieit
CTPaHUIIBI C pe3yJIbTaTaMH BO3BpAIllaeTCd B OTBETe cepBepa B BUJE next_page.

e ignore_errors (boolean) — Urnopuposarh omubKy obpainenus K 6a3e JaHHBIX,
€CJIN TIOWCK IO TaJjiepee BBIMOJIHSETCHA, KOI/a HEKOTOPhIe cepBepa 0a3bl JTAHHBIX
HeJI0CTYIHBL. B 3TOM cirydae nmouck Oy/ieT BBIITOIHEH C UCIOJIb30BAHIEM JIOCTYITHBIX
CepBepOB.

e timeout (number) — MakcuMaJbHOE BpeMsl OKuJaHus orera oT siapa FindFace B
CeKyH/laX (ecjy none, MCIOJIb3yeTCsS BpEMsl OKUJAHUS OTBETA, 3a/IaHHOE 110 yMOJI-
YAHUIO)

PesynbraTr cruncok c simnamm u3 rajepen, yJI0BJIeTBOPSIONIMME 33/ aHHBIM (DUIBTPaM.
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Twun pesynabrara ListResponse object

add(self, new_id: typing.Unionfint, typing.Callable], source: typing. Union[DetectFace,
Face, str], *, meta: typing. Dict[str, typing.Unionfint, str, typing.List[str[[] = None,
regenerate_ attempts=None, timeout=None) — Face
Cosmaer JAIo B rajiepee.

ITapameTpst

e new_id (integer or callable)— moab30BATENLCKUIN NIEHTUMOUKATOD JIHIA B Oa-
3e nanHbIX. Moxker GbiTh (async) callable, koropsiit Bosepainaer id. st renepanun
id mozker ucnonab3oBarbed GyHKNUA ctx.idgen() U3 KOHTEKCTA.

e source (sfapi_client.DetectFace, sfapi_client.Face, sfapi_client.
FaceId, or string) — HCTOYHHUK, U3 KOTOPOIO JIMIO JjobaBisiercsd B 6asy
JIAHHBIX, MOXKeT IIPEJICTABJIATH CO0DOil JUI0 B 0a3e JAHHBIX WM DPE3YJIbTaT
JEeTeKINHU.

e meta (dictionary) — Merazanuble Juna. Kirouun MoryT ObITh CTpOKAMM, a 3HA-
9eHUsI — IEeJIbIMU IUCJAMU, CTPOKAME WJIN CIucKaMu cTpok. llepenm mobassienunem
MeTaJaHHBIX B 0a3e MaHHBIX J0JKHA OBITH CO3/1aHA COOTBETCTBYIONIAS CTPYKTYPA.

e regenerate_attempts — KOJIMYECTBO IOMBITOK MeHEPAINN YHUKAJIBLHOTO id QyHK-
nueit ctx.idgen(), ecau new id callable.

e timeout (number) — MakcuMaJbHOE BpeMst OkuJanus orsera oT giapa FindFace B
CeKyH/lax (ecjy none, UCIOJIB3YETCS BPEMs OKUJAHUS OTBETA, 3a/IAHHOE 110 yMOJI-
YAHUIO)

PesynbraT npejcraBierue co3maHHOrO JIUIA
Twun pesyabraTta Face object

delete(self, face: typing. Union[Face, int], timeout=None) — None
Viaisger JuIo u3 rajiepen.

ITapameTrpbi

e face (sfapi_client.Face, sfapi_client.Faceld or id in integer) — ju-
110, KOTOPO€e HYZKHO YJIaJUTh U3 06a3bl JTaHHBIX

e timeout (number) — MakcuMaJbHOE BpeMsl OKujaHus oreta oT sapa FindFace B
CeKyH/IaX (€cJI none, UCIOJb3YeTCs BPeMsl OXKHIAHUST OTBETA, 3aaHHOE M0 YMOJI-
YAHMIO)

Pesyabrat None

get (self, face: typing. Union[Face, int], timeout=None) — Face
Bossparmaer sinio u3 rajepen.

ITapameTpsnt

e face (sfapi_client.Face, sfapi_client.Faceld or id in integer) — ju-
110, KOTOPO€e HY>KHO U3BJleYb U3 0a3bl JaHHBIX

e timeout (number) — MakcuMaJbHOE BpeMsl OKuJaHus oreta oT siiapa FindFace B
CeKyH/lax (ecju none, MCIOJb3yeTCsI BPEMsl OKUJAHUS OTBETA, 3a/IaHHOE 110 yMOJI-
YAHMIO)

PesynbraTr npesncrasienue juna

Twun pesyabraTta Face object
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create (self, timeout=None) — None
Cosnaer ranepeto B findface-sf-api B Buge o0Obexra sfapi_client.Gallery. OObekT
sfapi_client.Gallery npejcrasiser co0Oil IPOMEXKYTOUHBIN 0OBLEKT, U JJIsi pabOThI C HUM HE
TpeOyeTcst HAJIMYINN Tajepen Ha CcepBepe.

ITapamerps! timeout (number) — MakCUMaJIbHOE BPEMsI OXKHJAHHs OTBETA OT sLIpa
FindFace B cexynjax (ecsiu none, MCHOIb3yeTCs BPEMSsI OXKHJIAHNUS OTBETA, 3aaHHOE
[0 YMOJTYAHUIO)

Pesyabrar None

drop (self, timeout=None) — None:
Vnanser ranepero u3 findface-sf-api.

ITapamerps! timeout (number) — MaKCHMAaJbHOE BPeMsi OXKWJAHUS OTBETA OT sijIpa
FindFace B cexyngax (ec/iu none, UCHOJIb3YeTCd BPEMs OXKUJIAHUS OTBETA, 3aJaHHOE
10 YMOJTIaHHIO )

PesyabraTr None

update (self, face: typing.Union[Face, str], * meta: typing. Dict[str, typing.Unionfint, str,
typing. List[str]]] = None, timeout=None) — Face
PenakTupyeT MeTalaHHbBIE JIAIA B rajepee.

ITapameTpst

e face (sfapi_client.Face, sfapi_client.Faceld or id in integer) — ju-
110, METaJaHHbIe KOTOPOTO HY2KHO 3aMEHHUTDH B 0a3e JIAHHBIX

e meta (dictionary) — MeTaJaHHBIE JUIIA, KOTOPbIE HY?KHO 3aMeHUTD. Kiiouu MoryT
OBITH CTPOKAMM, a 3HAYUEHUS — MEJIBIMI YUCIAMHU, CTPOKAMUI WJIN CIUCKAMHI CTPOK.
Ecan mong meta me nmepegarorcs wau null, onn He nu3MensaoTcs B 6a3e TAHHBIX.

e timeout (number) — MakcuMaJbHOE BpeMsl OkuiaHus orsera oT siapa FindFace B
CeKyH/laX (ecjm none, MCIOJb3yeTCs BPEMsl OKUJIAHUS OTBETa, 3a/IaHHOE 110 yMOJI-
YAHMIO)

PesyanaT npeacTaB/JIEHNEe U3MEHEHHOI'O JIUITa

Twun pesyabraTta Face object

®PunbTpbl ANA Nnoucka no base gaHHbIX

class ntech.sfapi_client.filters.Filter
O6mwmit knacc. [Ipencrasisier coboil CBOAHBI CIUCOK (DUIBTPOB (CO 3HAUEHUSIMHU), KOTOPBIE JIOJ2KHBI
OBITH IIPUMEHEHBI K COJAEPXKUMOMY TaJIEPEN.

serialize(self)
Meton ny1s nepeadn crucka (hUIBTPOB CO 3HAUYeHUsIMA B KOMIOHEeHT findface-sf-api.

PesyabTaTr mMmena u 3nadeHus 33IaHHBIX (DUIHTPOB
Tun pesynbrara tuple (filtername®, [«valuel», «value2»|)

class ntech.sfapi_client.filters.Id
IIpenocraBasier meTomst s puibTpanun comepkumoro rajgepen 1o id. s ucrionp3oBanus buabrpa
HY>KHO HAIIPAMYIO BBI3BATh COOTBETCTBYIOMM classmethod, He co3maBast 9K3eMILIAp KJIacca.

classmethod 1te(cls, value: int) — Filter
Ounbrp LTE. Beibpars Bce Jjana ¢ id, MEHBITUM WU PABHBIM yKa3aHHOMY.

ITapamerpsr value (integer) — 3uadenue id
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Pesynbsrar nms duisrpa (LTE) u ero snauenue.
Tun pesynbrara 00bekT Kiacca Filter.
IIpumep: Id.1te(1234) BoiOupaer Jmma ¢ id, MEHBIIMM W PaBHBIM 1234.

classmethod gte(cls, value: int) — Filter
Ouibrp GTE. Boibpars Bce jiuna ¢ id, OOJIBIIMM WJIM PABHBIM YKA3aHHOMY.

ITapamerps! value (integer) — 3Hadenue id
Pesyabrar nma buwisrpa (GTE) u ero suavenue.
Twun pesyabraTta 00beKT Kiaacca Filter.
IIpumep: Id.gte (1234) BoiOupaet jmna ¢ id, 6OJbIIUM WK PABHBIM 1234.

classmethod oneof (cls, *value: typing. Unionfint]) — Filter
Ounwsrp IN. Beibpars uma ¢ id u3 3aganHOit T0OC/Ie10BaTEILHOCTH.

ITapamerpsr value (list of integers) — cuucok 3uadenuii id
Pesynbrar nma duisrpa (IN) u ero smagenue.
Tun pesysnbrata o0bekT Kiaacca Filter.

[Tpumep: Id.oneof (1234, 5678) Boibupaer Juio ¢ id 1234 u/uiu 5678.

class ntech.sfapi_client.filters.Meta
[IpemocTaBiisieT MeTOIBI JJ1st (PUIBTPAIINN COJIEPXKUMOTO Taepeu 110 METaIaHHbIM. J1J1s1 HCIIoIb30BaHMS
buIbTpa Hy?KHO HAIPSMYIO BbI3BATh COOTBETCTBYIOIINI METO/], HE CO3/[aBasl S9K3EMILISIP KJIACCA.

classmethod lte(self, value: typing. Unionfstr, int]) — Filter
Ounrstp LTE. Beibpats Bce uria, y KOTOPBIX OIpEIeTeHHast CTPOKA B METAIAHHBIX MEHbIIE WIN
paBHA YKa3aHHOMY 3HAYEHUIO.

ITapamerpsl value (string or integer) — 3HaYeHHE CTPOKU C METaJIAHHBIMU
Pesyabrar nma duisrpa (LTE) u ero 3uauenue.
Twun pesyabraTta 00beKT Kiaacca Filter.

IIpumep: Meta(‘foo’).1lte(1234) BhiOupaer JMia C METa-CTPOKOil foo, MMEIOINell 3HaYeHUe
MeHbIIlee NN paBHOe 1234.

classmethod gte(self, value: typing. Unionfstr, int]) — Filter
Ouprp GTE. BeibpaTs Bce Juia, y KOTOPBIX OIPE/IETIEHHAS CTPOKA B METAIAHHBIX OOJIBINE WJIH
paBHA YKa3aHHOMY 3HAYEHUIO.

ITapamerpsl value (string or integer) — 3HaYeHHE CTPOKU C METaJIAHHBIMU
Pesyabrar nma buwisrpa (GTE) u ero suadenue.
Twun pesyabraTta 00beKT Kiaacca Filter.

IIpumep: Meta(¢foo?) .gte(1234) BBIOUpPaAET JIHUIA C META-CTPOKOIl f o0, MMeloITel 3HaueHne 60IIb-
mmee Wi paBHoe 1234.

classmethod oneof (self, *value: typing. Union[str, int]) — Filter
Ounprp IN. Boibpars Bce nma, y KOTOPHIX OIpEIeeHHAsT CTPOKA B METAIAHHLIX COBIAIAET C
OJHUM U3 3HaYEeHUil 13 3aJaHHOU IOCJIeJ0BaTEIbHOCTH.

ITapamerpsl value (list of strings or integers) — CIUCOK CTPOK C MeTaJaHHbBI-
MU

Pesyabrar nma duisrpa (IN) u ero snagenue.
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Twun pesynbraTta 00beKT Kiaacca Filter.

IIpumep: Meta.oneof (1234, 5678) BbIOMpaeT JHUIA C MeTa-CTPOKOW, MMeroIleil 3Hadenne 1234
u/uu 5678.

classmethod subset (self, *value: str) — Filter
Ouibrp SUBSET. Boeibpars Bce Juia, y KOTOPBIX OIIPEJIe/IEHHAS CTPOKA COJEPKUT BCE 3HAYEHUS
13 yKa3aHHOHN [10CJIe0BATEILHOCTH.

ITapamerps! value (list of strings or integers) — CIUCOK CTPOK C METaJaHHbBI-
MU

Pesyabrar nmsa duinsrpa (SUBSET) u ero suavenue.
Tun pesynbrata o0bekT Kiacca Filter.

IIpumep: Meta(¢foo’) .subset (‘“male’’, ‘‘angry’’) BBIOMpAaET JIMIA C MeTa-CTPOKOit foo, comep-

JKalleil Bce 3HAUEHMsl U3 1ocjeoBaTesbHocTr [‘male”; “angry”].

class ntech.sfapi_client.filters.Detection(Filter)
Ipenocrapasier MeTon uist uieHTndUKanuK (OUCKa TTOXOXKUX JIAI B 6a3e JaHHBIX) 0OHADYKEHHOTO
JIUIA.

__init__(self, id: typing. Union/str, objects. DetectFace], threshold: float)
ITapameTrpst

e id (objects.DetectFace or temporary face id in memcached returned by
sfapi_ client.Client.detect(), string) — smuro (pe3ysnbrar JeTeKIyn), KOTOpoe Hy>KHO
HajiTi B O6a3e JAHHDBIX

e threshold (float) — MUHUMaJIbHAS CTENEHb cxoxkecTn Jmr oT 0 1o 1

IIpumep: Detection(detl, 0.77) BbIOuMpaeT JHUIA, TMOXOXKWE HA PE3yJbTAT JeTeKiuu detl co
CTEIEeHbIO CXOXKeCTHU, HoJIbIeil nim paBHoi 0.77.

class ntech.sfapi_client.filters.Face(Filter)
IIpenocrasisier MeTos, JIJIst IOUCKa JIAIL B Oa3e JAHHBIX, IIOXOXKHUX Ha JINIO U3 Tajepeu.

__init__(self, id: typing. Union/[str, objects.Face], threshold: float)
ITapameTrpsl

e id (objects.Face, objects.Faceld or custom face id in the gallery, string) — sumo
u3 6as3bl JAHHBIX, KOTOPOE Hy?KHO HAUTH

e threshold (float) — MUHMMaJbHAS CTelleHb cxoxecTu Jiui oT 0 10 1

IIpumep: Detection(FaceId(‘‘gall’’, 1234), 0.77) BbIOMpAET JIAIA, [IOXOXKHE HA JIUIIO C [1OJIb-
30BaTeIbCKUM ujeHTuduKaTopoM face 1234 u3 rasepen gall co CTENEHBIO CXOXKECTH, OOJIbIIei
uia paBHOI 0.77.

Mpumep ncnonb3oBaHus Heckonbkux unbTpoB

filters=[filters.Id.gte(123456), filters.Meta('age') .gte(45), filters.Meta('camera') .oneof('abc',
—'def')]
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OTtob6paxkeHue coobuieHnii 06 owmnbkax

class sfapi_client.SFApiRemoteError
Hannoe coobrrerre 06 OmMUOKe MOSABIISIETCS, €CJIH OIMUOKA MPOM30IILJIA 10 IPUINHE, OTJIIMIHON OT cere-
BOro cbos.

Coobrrierre 06 onmubKe COAEPKUT KaK MUHUMYM JIBA IIOJIS:

e code — 310 Kox ommbku B Buje CAPS_AND_UNDERSCORES, KOTOpBI MOXKET OBbITh HCIIOJIb30BAH JIJIs
ABTOMATUIECKOTO TPe0OPA30BAHUS.

® reason — 3TO OIIMCaHMHe OIHI/I6KI/I, npeaHasHaveHHoe JIJId IIPOYTEHUA I€JIOBEKOM.

MonHbIA cnucok ownbok

Kog owunbkn | Onucatnue

UNKNOWN_ERRQROImu6Ka HEM3BECTHOTO IIPOUCXOXKIEHUSI.

BAD_PARAM 3ampoc MoKeT ObITH TPOIUTAH, OJHAKO HEKOTOPBIE TTapaMeTPhl METO/IA HEJIeHCTBUTEIHHBIL.
JlaHHBIIT THI OTBETA COJEPXKUT JONOJHUTEIbHbIE aTPUOYTHI param i value /I ONUCAHUS
OIIUOOIHDBIX TTAPaAMETPOB.

CONFLICT Koudmuxkr.

EXTRACTION_ERROROKA MpuW M3BJICUYEHUM U3 JINIIA BEKTOPA IPU3HAKOB.

LICENSE_ERRORKondwuryparus CucTeMbl He COOTBETCTBYET JIUICH3INM.

MALFORMED_REQB&ES{oc HenpaBuibHO C(DOPMUPOBAH M HE MOYKET OBbITH [IPOYNTAH.
OVER_CAPACITYIIpeBsimren pa3zmep odepezeit B kommnonenTe findface-extraction-api.
SOURCE_NOT_FOBNbapamerpe from 3aJaHO HECYIIIECTBYIOIIEE JIATIO.

SOURCE_GALLERB_ti@)Tak6TN® from 3a7aHa HECYIIECTBYIONMAs Taaepest.

STORAGE_ERR(QRBuomMerpudeckas: 6a3a JaHHBIX HEJIOCTYITHA.

CACHE_ERROR| Xpammmmiie memcached HemocTyIrHo.

NOT_FQOUND Ilonxonsimue juia He HAIEHBI.

NOT_IMPLEMENT@Y HKIOHA HE Pean30BaH.

GALLERY_NOT | FOGNRo1s111TMEe TaJIepen He HailJIeHbI.

class sfapi_client.SFApiMalformedResponseError
910 coobimenne 06 omubKe MOABSIETCs, €CJIM OIMTNOKA, MPOU30IILIa U3-3a cO0s B ceTH, nin ecau KimeHT
ue cmor npountath API-orBer or findface-sf-api.

3.4.5 lMpumep

Crregyromuii mpuMep WIIIOCTPUPYET OCHOBBI HAIIMCAHUS IIJIAMMHA U UCIOIb30BAHIE KJIACCOB 1 MeTOIOB. Jlan-
HBI IIJIArMH 3anpanuBaeT arpuOyThl uia y findface-sf-api, a 3arem ornpasiser 3anpoc B <FFSEC_URL>/
video-detector/process Jijisl CO3/IaHUsl COOBITHS C JAHHBIMH, HOJydeHHbIME 3 findface-sf-api.

Brr Moxkere maiitn jamHbli naru# B karasore /opt/ffsecurity/fr_plugin/ffsec_fr_plugin.py. Ha-
cmpotime CACTEMY Ha €ro MCIIOJb30BAHUE U MOIpobyiiTe.

Baxxno: VYb6emurech, uro B nepemennoit FFSEC_URL ykazanbl akTyaJibHBbIN [P-anpec m mopr cepsepa
findface-security.
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import datetime
import logging
import aiohttp
from dateutil.tz import tzutc
from facerouter.plugin import Plugin
from ntech import sfapi_client
from ntech.asyncio_utils import wrap_future
from ntech.asyncio_utils.noop_cookie import NoopCookieJar
from ntech.tornado_utils import asyncio_to_tornado
# change this if your ffsecurity is located on another host or listens on a non-default port
FFSEC_URL = 'http://127.0.0.1:8002"
logger = logging.getLogger(__name__)
class FFSecurityPlugin(Plugin):
def __init__(self, ctx, ffsec_url):
super () .__init__(ctx)
self .ffsec_url = ffsec_url.rstrip('/"')
self.session = aiohttp.ClientSession(cookie_jar=NoopCookieJar())
self.future_wrapper = asyncio_to_tornado
def deactivate(self, *args):
self .session.close()
def request_headers(self, request):
return {
"Authorization": request.headers['Authorization'],
'X-Request-ID': request.request_id,
}
Owrap_futures
async def preprocess(self, request, labels):
# somewhat hacky way to pass data between preprocess and process:
request.ffsec_reception_timestamp = datetime.datetime.now(tzutc())
headers = self.request_headers(request)
async with self.session.post(self.ffsec_url + '/video-detector/preprocess',
—headers=headers) as resp:
resp.raise_for_status()
resp_json = await resp.json()
logger.debug("request_id=/r preprocess: ffsecurity response: /r", request.request_id,,
—resp_json)
plugin_wants = resp_json['plugin_wants']
request.ffsec_plugin_wants = plugin_wants
logger.info("request_id=/r preprocess: ffsecurity requested features: /7", request.
—request_id, plugin_wants)
return plugin_wants
Qwrap_futures
async def process(self, request, photo, bbox, event_id, detection: sfapi_client.DetectFace):
headers = self.request_headers(request)
with aiohttp.MultipartWriter('form-data') as mpwriter:
part = aiohttp.payload.BytesPayload(request.params.photo)
part.set_content_disposition('form-data', name='photo', filename='photo.jpg')
mpwriter.append(part)
part = aiohttp.payload.BytesPayload(b'')
part.set_content_disposition('form-data', name='face0O', filename='norm.png')
mpwriter.append(part)
part = aiohttp.payload.JsonPayload(request.params.detectorParams)
part.set_content_disposition(‘form—data‘, name="'detectorParams')
mpwriter.append(part)
part = aiohttp.payload.JsonPayload([list(bbox)])
part.set_content_disposition(‘form—data‘, name="'bbox ")
mpwriter.append(part)

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

part = aiohttp.payload.StringPayload(request.params.cam_id)
part.set_content_disposition('form-data', name='cam_id')
mpwriter.append (part)
part = aiohttp.payload.StringPayload(request.params.timestamp.isoformat())
part.set_content_disposition('form-data', name='timestamp')
mpwriter.append (part)
part = aiohttp.payload.StringPayload(request.ffsec_reception_timestamp.isoformat())
part.set_content_disposition('form-data', name='reception_timestamp')
mpwriter.append (part)
part = aiohttp.payload.JsonPayload(request.ffsec_plugin_wants)
part.set_content_disposition('form-data', name='plugin_wants')
mpwriter.append (part)
if request.params.bs_type is not None:
part = aiohttp.payload.StringPayload(request.params.bs_type)
part.set_content_disposition('form-data', name='bs_type')
mpwriter.append(part)
part = aiohttp.payload.JsonPayload({
'id': getattr(detection, 'id', None),
'features': detection.features,
'bbox': detection.bbox._asdict(),
'facen': getattr(detection, 'facen', None),
'attributes': detection.attributes,
B
part.set_content_disposition(‘form—data‘, name="'detection')
mpwriter.append(part)
async with self.session.post(
self.ffsec_url + '/video-detector/process',
data=mpwriter,
headers=headers
) as resp:
await resp.read()
resp.raise_for_status()
logger.info("request_id= process: ffsecurity accepted event", request.request_id)
async def activate(app, ctx, plugin_name, plugin_source):
plugin = FFSecurityPlugin(ctx=ctx, ffsec_url=FFSEC_URL)
return plugin
import datetime
import logging
import aiohttp
from dateutil.tz import tzutc
from facerouter.plugin import Plugin
from ntech import sfapi_client
from ntech.asyncio_utils import wrap_futures
from ntech.asyncio_utils.noop_cookie import NoopCookieJar
from ntech.tornado_utils import asyncio_to_tornado
# change this if your ffsecurity is located on another host or listens on a non-default port
FFSEC_URL = 'http://127.0.0.1:8002"
logger = logging.getLogger(__name__)
class FFSecurityPlugin(Plugin):
def __init__(self, ctx, ffsec_url):
super () .__init__(ctx)
self .ffsec_url = ffsec_url.rstrip('/')
self .session = aiohttp.ClientSession(cookie_jar=NoopCookieJar())
self.future_wrapper = asyncio_to_tornado
def deactivate(self, *args):
self.session.close()
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def request_headers(self, request):
return {
"Authorization": request.headers['Authorization‘],
'X-Request-ID': request.request_id,
}
Qwrap_futures
async def preprocess(self, request, labels):
# somewhat hacky way to pass data between preprocess and process:
request.ffsec_reception_timestamp = datetime.datetime.now(tzutc())
headers = self.request_headers(request)
async with self.session.post(self.ffsec_url + '/video-detector/preprocess',,
—headers=headers) as resp:
resp.raise_for_status()
resp_json = await resp.json()
logger.debug("request_id= preprocess: ffsecurity response: ", request.request_id,,
—resp_json)
plugin_wants = resp_json['plugin_wants']
request.ffsec_plugin_wants = plugin_wants
logger.info("request_id= preprocess: ffsecurity requested features:
—request_id, plugin_wants)
return plugin_wants
Qwrap_futures
async def process(self, request, photo, bbox, event_id, detection: sfapi_client.DetectFace):
headers = self.request_headers(request)
with aiohttp.MultipartWriter('form-data') as mpwriter:
part = aiohttp.payload.BytesPayload(request.params.photo)
part.set_content_disposition('form-data', name='photo', filename='photo.jpg')

, request.

mpwriter.append(part)
part = aiohttp.payload.BytesPayload(b'')
part.set_content_disposition('form-data', name='face0', filename='norm.png')
mpwriter.append(part)
part = aiohttp.payload.JsonPayload(request.params.detectorParams)
part.set_content_disposition(‘form—data‘, name="'detectorParams')
mpwriter.append(part)
part = aiohttp.payload.JsonPayload([list(bbox)])
part.set_content_disposition(‘form—data‘, name="'bbox ")
mpwriter.append(part)
part = aiohttp.payload.StringPayload(request.params.cam_id)
part.set_content_disposition(‘form—data‘, name="'cam_id')
mpwriter.append(part)
part = aiohttp.payload.StringPayload(request.params.timestamp.isoformat())
part.set_content_disposition('form-data', name='timestamp')
mpwriter.append(part)
part = aiohttp.payload.StringPayload(request.ffsec_reception_timestamp.isoformat())
part.set_content_disposition('form-data', name='reception_timestamp')
mpwriter.append(part)
part = aiohttp.payload.JsonPayload(request.ffsec_plugin_wants)
part.set_content_disposition('form-data', name='plugin_wants')
mpwriter.append(part)
if request.params.bs_type is not None:
part = aiohttp.payload.StringPayload(request.params.bs_type)
part.set_content_disposition('form-data', name='bs_type')
mpwriter.append (part)
part = aiohttp.payload.JsonPayload({
'id': getattr(detection, 'id', Nomne),
'features': detection.features,
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'bbox': detection.bbox._asdict(),
'facen': getattr(detection, 'facen', Nomne),
'attributes': detection.attributes,
b
part.set_content_disposition('form-data', name='detection')
mpwriter.append (part)
async with self.session.post(
self .ffsec_url + '/video-detector/process',
data=mpwriter,
headers=headers
) as resp:
await resp.read()
resp.raise_for_status()
logger.info("request_id= process: ffsecurity accepted event", request.request_id)
async def activate(app, ctx, plugin_name, plugin_source):
plugin = FFSecurityPlugin(ctx=ctx, ffsec_url=FFSEC_URL)

return plugin
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