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FindFace Security — 310 cucrema 6MOMETPUYECKON BUICOUIEHTU(MDUKAINH, IPeIHASHAYECHHA JIJIsI AaBTOMAa-
TH3aIUU OCHOBHOM JIeSITeJIbHOCTU COTPYIHUKOB CJIy2K0 be3omacHocTu u rocrenpunmMcrsa. B ocHoee FindFace
Security srexkur FindFace Enterprise Server, mepemoBast TeXHOJIOI ST paCIIO3HABAHUS JIUI] Ha, 6a3€ NCKYCCTBEH-
woro mHTe/TeKkTa. FindFace Security mpescraBisier coboit TOTOBBIM K HCIIOIB30BAHUIO MPOIYKT, KOTOPBIi
MOXKET HCIOJIb30BATHCS B TAKUX 00JIACTSX, KAK TPAHCIOPT, POZHUYHAS TOPIOBJIs, OAHKOBCKOE OOCIIYKIBa-
HUe, UH/IyCTPUS PA3BJIeUYeHNll, CIIOPTUBHbIE MEPOIPUATH, OPTAHI3AINS MEPOIIPUATH, CEPBUCHI 3HAKOMCTB,
BUICOHAOJTIOIEHNE, OOIECTBEHHAS U KOPIOPATHBHAs 6€30TaCHOCTD U JIp.

FindFace Security pacro3naer Jjinia HexkejaTebHBIX IepcoH u VIP-rocreil u omnoseriaer cOTpyIHUKOB CIy K0
6e3omacHoCTH U TocTenpuuMcTBa 00 mx mpuxoze. FindFace Security tak»ke pacmo3naer Takme arpuOyThI
JINIA, KaK II0JI, BO3PACT, SMOIMH, HAJMYME OYKOB U OOPOIBI, W OTOOparkaeT JAHHYI UHMOPMAIMIO JIJIst
KaXKJIOTO OOHAPY?KEHHOT0 Ha, BUIEON300parKeHUN JIUIIA.

Wurerpuposannas B FindFace Security anruciydunrosast cucrema rapaHTUPYeT, 9TO IIepej] KaMepoil HaXo-
JIUTCS KUBOU Y€JIOBEK, U UCKJII0YAET BO3MOXKHOCTH MOIIEHHUYECTBA C MCIOJIb30BaHuEM (DOTOrpaduu JIUia
Ha Oymare mwin SKpaHe MOOMIBHOTO YCTPOMCTBA.

Pamnnee pacnosnaBanue npuxoma HeKemaTeIbHBIX epcoH u VIP-rocreit mo3BossieT peniarh Caeayionme 3a-
JTadH:

® CHIKEHHE OIEPAIMOHHBIX IOTEPh OT MOIIEHHUYECKUX JeHCTBUIA;

® CHIKEHUE PEeyTAIMOHHBIX MOTEPh U MPEIOTBPAIeHNe KOHMIMKTHBIX CUTYAIHIL;

® TIOBLINIEHNE KAYIECTBA OOCTYKUBAHUS KJIUEHTOB, B dacTHOoCTH VIP-rocreit;

® IIpeJIOTBPAIEHIE TOTEHITNAJIBHO OIMACHBIX CUTYAIM, YIPOKAIINX KU3HU U 3/I0POBBIO JIFOJIEH.

FindFace Security mommep>xkuBaer naTerpanuio cTropoHaux perennii yepes HTTP API, seoryru u naazumot,
TaK 9TO BBI C JIETKOCTHIO CMOYKETE YCOBEPIIEHCTBOBATH CBOIO TEKYIIYIO CUCTEMY WJIN IIPUJIOXKEHUE, T00ABUB
B HUX (DYHKIIMOHAJ PACIIO3HABAHUS JIHII.

lMonHbIA CNNCOK BO3MOXXHOCTEIA:

e ApxurekTypa Ha ocHose Al
e BricTpas u Haste:kHast OnOMeTpuYIecKkas nAeHTH(UKAINS B PEAJTHLHOM BPEMEHH 110 6a3aM JAHHBIX JTOCHE.

e IloBbimennas IIPOU3BO/IUTEJIBHOCTL 1 OTK&SOyCTOﬁ‘{I/IBOCTb B BBICOKOHAI'DY2KE€HHBIX CHCTEMaX C 00J1b-
UM KOJIMIECTBOM IOJAKJ/IIOYECHHBIX KaMep U KJIMEHTOB.

e ITogmepkka Kak BHIEOTOTOKOB C KaMep, TaK W apXUBHBIX (PaiiioB.
e BricTpoe cozmanme 6a3bl JaHHBIX TOCHE.

e Pacmpesnesnienne 6a3bl JAHHBIX JOChe MEXKJY HECKOJHKUME CEPBEPAME C CHUHXPOHU3AIMEN U perinKa-
Uen.

e Hacrpoiika comepKuMoro aocne.

o IlomuepKKa Jie Iy ITNKAIIHN.

e Bepudurarus Juir.

e Al-pacmnosnaBanue 1moJia, BO3pacra, SMOIU, OUKOB, BOPOJBI U JPYTUX ATPUOYTOB JIUIIA.
o Al-nerekrop )kusbix Jnt, (Liveness).

e Buieonabionenne.

e [louck no 6azamM JaHHBIX.

e Pacrmpennsiit HAOOpP MOUCKOBBIX (PUIIBTPOB.
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e Pacmmpennoe yrpaBjieHUe OJIb30BATESIMA.
e AyrenTudukaims 1Mo HapoJIio Wik cepTudUKary.
e CPU- u GPU-yckopenue Ha Bar BeIOOD.
e YI00HBII KOHCOIBHBIN MHCTAISATOD U APY2KECTBEHHBIH nHTEepdeiic.
e PasBeprbiBaHMEe Ha OJHOM WJIM HECKOJIBKUX CEPBEPAX.
e B03MOXHOCTH JIMIIEH3UPOBAHNS B OTKPBITHIX U 3aKPBITHIX CHCTEMAX.
e UMurerpanus gepes HTTP API, BeOxyku u miaruasl Ha python.
e [lapTHEpCKNE WHTErPAIUH C MOILYJISIPHBIMEI CHCTEMaMHU.
e MobuibHOE IPUJIOKEHNE.
JlanHOE PYKOBOJCTBO OyIET Jjis BAC HANOOJIEE MTOJIE3HBIM, €CJIU BbI:
e ayvmancTpaTop FindFace Security,
® COTDY/HUK CJIy?KOBbI 6E30MaCHOCTH,
® COTPYJHUK CJIy>KOBbI TOCTETPUUMCTBA,
® CIEIUAJIICT, OOCITYKUBAIOIIII CHCTEMY ¥ €€ KOMILJIEKC TEXHUIECKUX CPEJICTB,

® CIIENUAJIUCT 10 CUCTEMHON MHTErpaluy, KOTOPbIi COOMPAeTCss MHTErPUPOBATH TEXHOJIOIHIO PACIIO3HA~
BaHUs JIUI] B CBOIO CUCTEMY.

2 CopepxxaHue



[naBa ]_

PykoBofcTBO agMuHUCTpaTopa

1.1 ApxutekTtypa

Xors Bsanmmogeiicteue ¢ FindFace Security mpoucxomur B ocHOBHOM depes Beb-uHTepdeiic, He 3a0yipTe
VIIeJIUTh HEMHOT'O BPEMEHH H3yUYeHWIO apXUTEKTYPhI MIPOTPAMMHOIO KOMILIEKCA. JTH 3HAHWS HEOOXOIUMBI
JJIs. Pa3BePThIBAHNS, HHTErPAINY, OOCTyKUBaHUA U ycTpaHeHus mpodsem npu pabdore FindFace Security.

B 3Ttoin rnase:

o Aprumerxmypruie saemenmaol
— Czema aprumexmypol
— Sdpo FindFace
— Ilpukaadnoti modyav FindFace Security

L] I)CLe')’ﬁ(‘,p’IfL/bLG(LH’(LC HA 0OUHOUHOM CEPBEPE UAU 6 KAGCTEPE

o Annapammnoe ycropernue wa CPU uw GPU

1.1.1 ApxuntekTypHble 3/IeMeHTbl

FindFace Security cocTouT n3 cJeyIonux OCHOBHBIX apXUTEKTYPHBIX JIEMEHTOB:

e dnpo FindFace, mepemoBasi TexHosorusi pacro3HaBaHUs JIAI Ha 0a3e MCKYCCTBEHHOIO WHTEJIJIEKTA,
KOTOpasi MOYKET MCIOIb30BAThCA B KadecTBe OTAeabHOrO nmpoaykra FindFace Enterprise Server.

e FindFace Security, rorosbrit mpukJjaaaoit moayss K FindFace Enterprise Server.



https://docs.findface.pro/projects/ffserver/en/3.1/
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Cxema apxutekTypbl

TnoGanbHbIA
cepBep NPOBepKH
nuueHsni Ntech
Lab

Anpo FindFace
S s onosamu e
v v USB-knio4 annapaTHOR 3a1WT kI
findfa [
apiservice -ntls.service
O-API — SRl [TULTTEYT T R
Bupeogerexumn nuy (findface-
video-manager.service)
nuya 6MOMeTpHYECKHi 0Bpasey API-O)
i ETCD
findface-
findface-sf-api.service facerouterservice
C-API L [ Jjob-3adaHus/cmamucmuka
memcached T;;%Hnb; |
BupgeoaeTexyma nuy
GromeTpuyeckmii o6pazew ﬂ::’,:::;ﬂ::'
MeTanaHHbie nuua (jpg/png) xadpel (Jpg/png) . )
findface-tarantool- BuaeonoTok

findface-upload

Nginx

server

arantool DB

O APl H——

MpuknanHoh Moaynk FindFace Security

findface-security.service fisecurity-ui

Redis
PostgreSQL
Django

O—API

-

Aapo FindFace

Anpo FindFace Bkitouaer B cebsi ciieryromnye KOMIIOHEHTHI:

4 Fnasa 1. PykoBoacTtBo agmuHuctpatopa



FindFace Security, Bbinyck 4.1.2

Kom- | Onucanue MocTas-
no- LMK
HeHT

findface-Cepsuc, ucnosb3yoomuiicst Jjisi OOHAPYKEeHHs JIMIL, Ha cTaTuveckKux u3obparkeHusix u | CobcrBeHHAast
extractliomssiedenus uz un GHoMeTpUIecKux 06pas3ios (BeKTOPOB npu3Hakos). Pabora na 6a3e | paspa-

api netiponnbix cereit. [lognepxuaercas CPU- win GPU-yckopenne. 6oTKa
findface-Cepsuc, peamusyiomumit HTTP API obmapy»kenust 1 pacrio3HaHUsT JIAI, Ntech
sf- Lab
api

findface-Cepsuc, obecrneunBaroniuii B3anMmo/ieiicrBue Mex/jy cepsucoM findface-sf-api u
tarantodbuomerpuueckoii 6a30it ganubIX (6a300, B KOTOPO#l XpaHaTCs GHOMETPUYIECKHE 00pas3-
server | 1pl) Ha ocaoBe Tarantool.

findface-Beb-cepeep na 6aze NginX, MCIIOIb3yeMblii KaK XPaHUIUILE UCXOIHBIX N300paskeHuii,
upload| MUHHATIOp JINIl 1 HOPMAJIU30BAHHBIX M300PaKeHU JINTI.

findface-CepBuc, KOTOpBIN HCIIOIB3YeTCs JJIsl 3aJlaHusl MPaBU 00pabOTKH ODHAPYKEHHBIX
faceroutera Bugeo Jsimi. B FindFace Security dyuknun findface-facerouter BBIIOIHAIOTCS
findface-security (cm. Ilpukaadnot modyas FindFace Security). OnHako B 1esx
UHTErPALUY Bbl MOYKETE YyCTAHOBUTD U HACTPOUTH JAHHBIH KOMIIOHEHT (cM. [1aazunol).
findface-Cepsuc, sBJISIIOMAICST YACTHIO MOJTYJIsI BUIEOIETEKITIH JIUIT, 9€Pe3 KOTOPBIN OCYIIECTB-
video- | JsisteTcst yripaBeHue IeTeKIell JIUI Ha BUJE0, & UMEHHO 33/IaI0TCsl HACTPOMKH U CIIUCOK
managerBuIe00TOKOB JIJisi 00pabOTKM.

findface-CepBuc, 9acTh MOIyJisi BUIEOJIETEKIIUU JIUI, KOTOPBIA PACIIO3HAET JIUIA HA BUIEO
video- | u oTmpaBiseT WX HOPMAJIU30BAHHBIE N300DAXKEHWS, COOTBETCTBYIOIINE BUJICOKA/I-
worker| pol u Merazanable (Takue Kak ID Kamepbl u BpeMsi OOHAPYKEHUsI JIUIIA) B CEPBUC
findface-facerouter mjisa ganbHeieit 0OpabOTKM B COOTBETCTBUE C 3aJIAHHBIMHU
npasuwiamu. [lognepxkusaercs CPU- u GPU-yckopenue.

findface-JIokaibHBIIT cepBep JUIEH3MIT, KOTOPBII TPOBEPsieT MOINHHOCTE Auueh3uu FindFace
ntls Security, B3anmoeiicTByst ¢ ryiobasbHbIM cepBepoM juriensnit NtechLab. s 3akpbr-
TBIX CHCTEM TIOJJIEPKUBAETCS paboTa C AlMapaTHBLIMU JINIEH3MOHHBIMU KJTFOUAMH.
[Momep:xuBaeTcs JIMIEH3NPOBAHUE YePe3 MPOKCH-CEPBED.

TarantpélToporHee nmporpaMMHaoe obecIiedenne, Ha OCHOBE KOTOPOTo peajin3oBana bmomerpude- | Tarantool
cKas 6a3a JaHHBIX, XPaHAIIasd U3BJIeYeHHble GuoMerpuieckue 06pasipl (BEKTOPBI IIPU-
3HAKOB) 1 cOObITUsI 0OOHAPYKeHust jull. CHCTeMHBIE JIAHHbBIE, JI0Che, [I0Jb30BaTe]bCKUE
AKKayHTBI ¥ HACTPOIKN Kamep xpansrcs B PostgreSQL (yacrb npukiiaHOro Moysist
FindFace Security).

eted CropoHHee TporpaMMHOe ODecIedeHne, peaqusyiolnee pacrpejeiennoe xpanumiuie | eted
Kuoueit st kKomonenta findface-video-manager. Vcnosb3yercs B Ka1ecTBe KOOP-
JIMHAIMOHHON CJIy2KOBI B paCIIpe/Ie/IEHHO cucTeMe, 0becriednBas OTKa30yCTONINBOCTD
BHUEOIETEKTOPA, JIHII.

NginX| Cropomnee mporpaMMHOe 0becIiedenne, KOTOpoe peaansyer BeO-uarepdeiics cucteMbl. | nginx
memcacketbporree nmporpaMmMHOe obeciievueHne, peasin3yIoliee CEPBUC KIMUPOBAHUS JAaHHBIX | memcached
B OIIEPATUBHOI MAMATH Ha OCHOBE XeI-Tabuibl. Vcrmosib3yercs jis BpeMEHHOIO Xpa-
HEHUSI U3BJCUYEHHBIX OMOMETPHYECKUX OOPA3IoB Iepej] X 3allChbio B 0a3y JaHHBIX
Tarantool.

MpuknagHoii mogyns FindFace Security

IIpukianuoit momyas FindFace Security Briitodaer B cebsi Ciieyonne KOMIIOHEHTHI:

1.1. ApxutekTtypa 5
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Kom1 Onucanue Mo-
no- cTaB-
HEHT LMK
findfad&omiionenT, obecreYnBarOMMiIL JIOCTYIl KOHEYHOI'O II0Jib30BaTesist K (yHkiusaMm spapa | CobcrBeHHast
securitfindFace. ObecnieunBaer B3ammoeiicteue Mmex iy siapoMm FindFace u BebG-unTepdeiicom, | pas-
dyuknuonuposanue cucrembl B 1ejiom, HTTP u Beb-coker, 0OHOBIIEHIE OHOMETPUYECKO | pa-
06a3bl JAHHBIX, OTIPABKY YBEIOMJICHHUII O COOBITHSIX, O0beINHEHUE COOBITHI B SMU30IbI, | OOT-
BeOXyKu. Briiouaer B cebs ceayionine BHYTPEHHME CEPBUCHI: OOHOBJIEHNE CIUCKOB JJIsT | Ka
MOHUTOPWHTA, yBEJIOMJICHHE O HEMPHUSTHBIX COOBITHIX, OOHOBJIEHHE BeOXYKOB, mpoBepKa | Ntech
JINIIEH3UU, YIIPABJIEHUE U30/IaMU COOBITHIA. Lab
fisecurldysioBHoit BeO-mHTEPDEiiC, MCHOMB3yONTHMiicst i B3anMmoeiicTBust ¢ FindFace Security.
ui [TosBossier paboTaTh ¢ COOBITUIMU WJIEHTU(MDUKAINA JIUI, UCKATH JIUIA, YIPABJIITH KaMe-
paMu, TOJB30BATENISIME, JOChe U CIIMCKAMU HAOJIOIEHUS.
PostgreS@pbonnee nmporpaMMHOe obeciiedenne, peaju3yollee OCHOBHYIO 6a3y JaHHBIX cucTeMbl. | PostgrdSQL
B manHoit 6a3e xpaHsiTCs JIeTaau3upPOBaHHbIE JIOCHE IIEPCOH € pa30UeHUuEM TI0 KaTEerOpUsiM
(cnmckam HabuIrOJeHNs ), & TAKXKe JaHHble BHYTPEHHEIO XapakTepa, Takue Kak Ipodusn
nosib3oBaresieii FindFace Security, mnacrpoiiku Bugeokamep u p. buomerpudeckue aHabe
Jr 1 cobbITust naeHTHdUKamu Jur xpausrcs B Tarantool (uacts sipa FindFace).
Redis Croponnee mporpammuOoe obecredeHne, KOTOPOe peajmsyeT Opokep coobmmenuit BHyTpu | Redis
findface-security.
Djang&roponnee mnporpamMmMHOe obecriedeHue, peajusymooimiee BeO-dpeiiMBopk it BeO- | Django

nnrepdeiica FindFace Security.

CmMm.Tak>xke:

HO()p()ﬁ?L() 0 KOMNOHEHM AT

1.1.2 Pa3sBepTbiBaHMe Ha OQUHOYHOM CepBepe Uau B Kiacrtepe

Ber moxkere paseepuyTh FindFace Security kak Ha ofuHOYHOM cepBepe, Tak W B KjaacTepHOil cpexe. Ilpu
BBIOOPE TOCJIEIHETO BAPUAHTA JOCTYIIHBI CJIEYIONINE CXeMbl PA3BEPTHIBAHUS:

e I[lenrpasbhsiit cepep FindFace Security, B3ammoieiicTByomnuit ¢ HECKOJIBKUMU JIOTIOJTHUTETBHBIMY CEP-
BepaMu I 00pabOTKI BHUIEO (c OIHHUM YCTaHOBJICHHBIM KOMIIOHEHTOM findf ace—video—worker).

e [lonmnocreio pacmpenenennast apxurektypa FindFace Security. Moxer monamobuThes 6ajgaHCHPOBKA

Harpy3Ku.

Iloapobree cm. paznen Tunuwras Ycmaroska 6 KAGCMEDE.

1.1.3 AnnapatHoe yckopeHue Ha CPU n GPU

CepBucel findface-extraction-api u findface-video-worker moryr mcnosib3oBaTth Kak CPU-, tak u
GPU-yckopenne. Hy>kubiit THII yCKOpEHUST BBIONPAETCST BO BPEMsT YCTAHOBKHU M3 KOHCOJIBHOTO UHCIMAALATIOPA.

Ecmn ycramoska FindFace Security Beimmosmsiercss us apt-penosumopus, Ha CPU-cepBepe HyKHO pa3Bep-
HyTh nakersl findface-extraction-api u/unm findface-video-worker-cpu, a na GPU-cepBepe makernst
findface-extraction-api-gpu u/win findface-video-worker-gpu.

Baxkno: [jis BeiOopa koHurypamuu obopypoBanust cM. Cucmemmvie mpedosaHus.

Fnasa 1. PykoBogctBo agmuHucTpatopa
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Baxxno: Ecau pasperenune ucrnosib3yemoit kKamepsbl nipeBbimiaer 1280x720 nukcesieit, HACTOATETHHO PEKO-
MEH/IYeTCs UCIIOJIb30BaTh maker ¢ yckopenueM Ha GPU findface-video-worker-gpu.

ITIpumeuanme: Liveness-demexmop na CPU paboraer ropasmo meennee, yem Ha GPU.

1.2 CucremHble TpeboBaHus

s pacaera xapakrepuctuk cepBepos FindFace Security mcmosp3yiiTe mpuBeieHHbIE HIXKE CUCTEMHbBIE TPe-
GoBaHUs.

Coset: CHauaja 00si3aTeIbHO O3HaKOMbTECH ¢ aprumekxmypot FindFace Security.

B 3Ttoin rnase:

e Basosas kondueypayus

1.2.1 BbasoBas koHcurypauus

Baxkno: Eciu paspemrenue ucmosb3yemoit kamepbl npeBbimaer 1280x720 nukceseil, HACTOATEILHO PEKO-
MEH/IYeTCsT UCIOJIb30BaTh maker ¢ yckopenneM Ha GPU findface-video-worker-gpu.

MunnmanbHas Pekomenpyemasi
CPU Intel Core i5 CPU ¢ 4-ms dusnueckumu siji- | Intel Xeon E5v3 ¢ 6-10 busnaecknmu siipavu,
pamu 2.8 I'T'ig JIYIIIUH WU TIOXOXKUH TTPOIECCOP

Ha cobereennnie myzk b1 FindFace Security pebyercs 2 ssqpa HT > 2.5 ['T'r. Xapakrepuctuku
TaKKe 3aBUCUT OT KoJm4decTBa Kamep. st oiHo# Kamepsbr 720p@25FPS Tpebyercs 2 siapa >2.5
I'Tu. Iognep:xka AVX2
GPU Nvidia Geforce@®) GTX 980 4 I'6 Nvidia Geforce® GTX 1080+ ¢ 8+ I'6 RAM
(ommo-
nasibuo) | Ilomuepxusaembie cepun: GeForce (Maxwell, Pascal, Turing u oime), Tesla (Maxwell, Pascal,
Volta v100, Turing u Bble)

RAM 10 TG | 16+ T6

Ha cobcreennnie myx) 61 FindFace Security tpedyercs 8 1'6. Ilorpebienne namsaTu Takxke
3aBUCUT OT KoJmdecTBa Kamep. Jlis ool kamepnl 720p@25FPS tpedyercst 2 I'b RAM
HDD 16 I'6 | 16+ I'G

Ha cobcrennbre my k1l oniepanuonnoii cucremel u FindFace Security Tpedyercst 15 I'b. Cywm-
MapHBI 00bEM OIPEE/IseTCs B 3aBUCAMOCTH OT TPeOyeMoil TyiyOuHbI apxuBa cOObITH B Oa3e
JMAHHBIX U B jore u3 pacdera 1.5 M6 na 1 cobbrtue

Omnepa- Ubuntu 16.04, Tonbko x64

[IMOHHAST
cucrema

1.2. Cucremtnblie TpeboBaHus 7
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Cosert: Jljis Gojiee TOYHOIO OAOOPA KOH(PUIYPAIUH CBSI?KUTECH C HAIIUMU TEXHUYECKUME IKCIIEPTAMU 10
azpecy support@ntechlab.com.

1.3 MpuHywnn nuueHsnpoBaHus

FindFace Security JiniieH3upyercst 0 CJIEIYIONUM KPUTEPUSIM:

1. KoyimaecTBO M3BJIEUEHHBIX OMOMETPUYECKUX O0OPA3IOB M OMOMETPUYECKHX ODPA3I0B B MOHUTOPUHIE
(1. e. B cimckax Habmonenus). B xone paborsl FindFace Security 6uomerputeckue o6pasibl U3BJIEKa-
I0TCsI M3 JIUI, ODHAPY?KEHHBIX Ha BHUIEO, n u3 dororpaduil, 3arpykaeMblx B J10cke. B mesiom cxema
JINTIEH3NPOBAHUS BBITJISITUT CJIEIYIONIM 00pa3oM:

o CobbiTust: 1 cobbITHE paclo3HaBaHUs JIAIA HA BUACO — 1 JIAIO B JIMICH3UU.

e JToche: 1 dororpadus B goche = 2 jmna B Juien3un (U3BjIedeHre GHOMETPUIECKOro obpasna +
MOHUTOPHUHT JIHIIA).

2. KosmgecTBo kamep B cucreme.
3. KonmyecTBo 3x3eMisgpoB Mojesteii, ucnosb3lyembix findface-extraction-api.
4. PacnozuaBanue arpubyTOB JILIA: 110JI/BO3PACT/3Monun,/ouku /6oposia.
5. PacnosnaBanme »KUBBIX JiuIf B peasbHOM BpeMenu (Liveness).
6. Murerpanuu ¢ mapTHepaMu.
Bor MozkeTe BBIOpATh MEXK/Ty OHJIANH-TUIEH3UPOBAHUEM W JIMIIEH3UPOBAHUEM B 3aKPBITOi ceTu:

e JIa OHJIAMH-TUIIEH3WPOBAHMS HEOOXOINMO CTaOMIbHOE MHTEPHET-coeanHenue. [locae OTKI0IeHns OT
WHTEPHETa CHCTEeMa TMPOIOIKAT PabOTATh B ABTOHOMHOM peXKHMMe B TedeHne 1 Jaca.

e Jljisi JIMIIEH3UPOBAaHUs B 3aKPBITO# ceTn Heobxoaumo Hajuune USB-mopra Ha dusumdeckoMm ceppepe ¢
koMIioHeHTOM findface-ntls (cepBep JIMIEH3UPOBaHus B cocrase Adpa F mdF(Lce) JIJIST TOAKJIIOYECHU S
npenocrasasgemoro USB-kiioua ammapaTHO 3aIuThI.

s obecrrevennst HOyHKITMOHAPOBAHUSA CUCTEMBI JOCTATOYHO OAHOrO dk3eMiuisipa findface-ntls. Eciau mo
KAaKO#-JIn00 IPUYINHE BAIlla CUCTEMA HY2KJIA€TCsA B OOJIbIIEM KOJUYECTBE CEPBEPOB JIMIEH3NPOBAHUS, 320718~
TOBPEMEHHO coo0IuTe 00 3TOM cBoeMy Menekepy Ntech Lab, aTobbl ipeoTBpaTuTh 6JJOKUPOBKY CUCTEMBI.

CmMm.Tak>xke:

,/Yuuev t3upoeaHrue

1.4 PasBeptbiBaHne FindFace Security

st Batero ya00cTBa MbI IIpejjiaraeM HECKOJIbKO BapraHTOB pa3BeprhiBanust FindFace Security:
e PasBeprhiBaHME U3 KOHCOJBHOIO MHCTAJLIATOPA

o [lomaroBoe pa3BepTbiBaHue U3 apt-PEnoO3UTOPUS
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1.4.1 Pa3BepTbiBaHME U3 KOHCOJIbHOIO MHCTANNATOPA

s paszsepreiBanus FindFace Security mcmosb3yercst KOHCObHBIN HHCTAJLISTOD.

Cosert: Ilepen TeM Kak HNPUCTYIHUTh K Pa3BEPTHIBAHUIO, 00A3aTEILHO O3HAKOMBTECH C CUCITILEMHVLMU TDE-
606aHUAMU.

Baxxno: lia ycuenmHoro pyHKITHOHIPOBAHUS CHCTEMBI ITOCTE YCTAHOBKY U3 WHCTaJLIITOpa IP-ampec cep-
Bepa JO/KeH OBbITh craTmdecKuM. [l Toro utodwl ciaenath [P-ajpec craruteckum, oTkpoiite daitr etc/
network/interfaces u u3MeHHTE TEKYIILYIO 3aIKCh JIJIsi OCHOBHOT'O CETEBOr0 HHTEp(eiica TaK, KaK MOKa3aHO
B nnpumepe Huxke. He 3a0ympTe 3aMeHUTDH ajpeca B IIpUMepe Ha aKTYaJbHbIE C YIeTOM HACTPOEK CETH.

sudo vi /etc/network/interfaces

iface ethO inet static

address 192.168.112.144
netmask 255.255.255.0

gateway 192.168.112.254
dns-nameservers 192.168.112.254

Ilepezamycrure cereBbie mHTEPQEHCHI.

sudo service networking restart

C oCcTOpOKHOCTBIO peakTupyiiTe daitn etc/network/interfaces. Ilepes Tem Kak IpuCTynuTh K PEIAKTH-
POBaHMIO, O3HAKOMBTECH C MHCTPYKIeil 1o nactpoiike cereit Ubuntu.

s pazseproiBanus FindFace Security m3 mHCTA/LISTOPA BBITOJHUTE CJIELYIONIUE TEACTBUS:
1. 3arpysure daitn nncrannaropa findface-security-and-server-4.1.2.run.
2. Tlomecture daiin .run B 060l KaTajaor Ha cepBepe ycraHoBKH (HaipuMmep, /home/username).

3. U3 mannoro xaraJora cjienaiite paifa . run UCIOTHIEMbBIM.

chmod +x findface-security-and-server-4.1.2.run

4. Bamnycrure daiiy . run.

sudo ./findface-security-and-server-4.1.2.run

MNucranngarop 3a1acT BaM HECKOJIBKO BOIIPOCOB, IIOCJIE YEro IIPOBEPUT, COOTBETCTBYET JIM CEPBEP CU-
CTeMHBIM TpeboBaHUsIM. BOIpockl ciieyroriue:

1. YcranaBmuBaewmsrit mpoaykT: FindFace Security.
2. Tun ycranosku:
e 1: ycranoeutb FindFace Security Ha omuHOYHOM (DU3MYECKOM CEpBEPE.

e 2: ycranoBuTh FindFace Security B kKadecTBe NEHTPaJIbHOIO cepBepa W HACTPOUTH €ro Ha
B3alMOJENCTBHE C JOIOJHATEIbHBIMA YIaJeHHbIMU cepBepaMu findface-video-worker.

Coser: /[lyist oryiesibHOM ycraHoBku findface-video-worker cm. Jlonoanumenvroe
passepmaoisanue findface-video-worker na yoarennoix cepsepax.

1.4. PaseeprtbiBaHue FindFace Security 9
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® 3: yCTAaHOBHUTDH TOJIBKO apt-perno3suTopuii JJjis nouaz068020 pas3eepmui8aHs B OyIyIIeM.

Baxkno: Ilpu mamHOM THIle yCTAHOBKE MOJE/IN HEHPOHHBIX ceTeil, HeoOXOIUMbIe Jist PyHK-
nuonuposanus findface-extraction-api, He ycranasauBaiorcs. O6g3aTeIbHO YCTAHOBUTE
nx epywnyro Ha cepsepax ¢ findface-extraction-api.

® 4: [TOJIHOCTBIO HaCTpanBaeMad yCTaHOBKa (yCTaHOBKa HY2>KHbBIX HaKeTOB).

Baxkno: O6st3aTeIbHO  Yemanosume MOAETN HEHPOHHBIX ceTeil Ha cepBepax ¢
findface-extraction-api.

3. Tun nakera findface-video-worker: CPU nnu GPU.
4. Tun nakera findface-extraction-api: CPU wm GPU.

OrBeTnl HA BOIPOCHI OyIyT coxpaHeHbl B dair /tmp/<findface-installer-*>.json. Ber Mmoxkere
OTPEJAKTHUPOBAaTh €ro W HUCIO0JIb30BaTh Jjisi ycraHoBku FindFace Security ma apyrux cepsepax, He
OTBeYas MMOBTOPHO HA BOIPOCHI MHCTAJIISITOPA.

IIpu BeIOOpE ycTranoBku ommnounoro cepBepa FindFace Security, ero kommonerTs! OyyT aBTOMaTHIe-
CKU yCTAHOBJICHBI, HACTPOEHBI U 3AIyIIEHbI B COOTBETCTBUHU CO CJIEIYTONIEH KOHMUTYpaIiueit:

Baxkno: B caygae  dymcToif  yCTAHOBKM — MHCTAJLUIATOD  ABTOMATHUYECKH  HACTPOHT
findface-extraction-api Ha mcmonb3oBaHWe HelpoHHOU cetm ifruit_320. B mpormBHOM ciaydae
BaM OyJIeT IIPEJIOKEHO CIIeJATh BHIOOD Mexk Ty ifruit_320 u mpenpiayireit moaenboo. Kareropuaecku
He PEKOMEHIYETCs UCIIOJIb30BATH MHCTAJIISTOD st OOHOBIEHHA cucTeMbl. CM. HHCTPYKIINU B pasjeiie
Ob6nosaerue FindFace Security do 4.1.x.

10
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Cepsuc KoHdurypauus

postgresql- YcranaBiuBaeTcs U 3aIryCKaeTCs.

9.5

redis- YcTaHaBIMBaeTCA U 3aIyCKaeTCs.

server

eted YcranaBIMBaeTCA U 3aIyCKaeTCs.

memcachddYcranaBanBaercss u 3amycKaeTcs.

nginx VcraHaBIUBAETCS U 3aITyCKAETCS.

django VcraHaBIMBaeTCsT W 3aIyCKaeTcs Kak BeO-dpeitmBopk 1yis BeO-untepdeiica FindFace
Security.

findface- | YcranaBauBaercs u 3aIyCKaeTCsl.

ntls

findface- | Ycranapnupaercst u 3amyckaercsi. KoJMIecTBO 9K3eMILISIPOB (IIAPJIOB) PACCIUTHIBAETCSI

tarantool-| mo dopmyse: N = max (min (mem_mb // 2000, cpu_cores), 1), T.e. OHO pPaBHO pa3-

server Mepy onepaTtuBHoit mamstu B M6, pazgenennomy Ha 2000, miin KOTUdIecTBy (PU3NIECKUX
siep upoueccopa (HO He Menee 1 miapza).

findface- | YcranaBauBaercs u 3aIyCKaeTCsl.

extraction-

api

findface- | YcranaBaumBaercs u 3aIyCKaeTCsl.

sf-api

findface- | YcranaBauBaercs.

upload

findface- | ¥YcramaBmusaercs u 3anyckaercs (CPU/GPU-yckopenue).

video-

manager

findface- | YcranaBauBaercs u 3aIyCKaeTCsl.

video-

worker-*

findface- | Momesiu HEHPOHHBIX ceTell j1jig PACIO3ZHABAHUS JIUIL U UX aTPUOyTOB (I10JI, BO3PACT, IMO-

data-* uuu, 04KH, 60poJia, U Up.). YCTaHABIUBAIOTCH.

findface- | Haunsie gpu-gerekropa NTechLab. YcranasiuBaercs.

gpudetector-

data/

python3- | Bubsmoreka kimenra Python, ncnonssyemas: B API FindFace Security. Ycranasiusaer-

ntech.ffseducity-

client

findface- | YcranaBauBaercst U 3aIyCKaeTCs.

security

ja Yceranapmusaercs. Vcmosb3yercss st crpykrypupoBanus API-orseros or FindFace
Security B dpopmare JSON.

ITo 3aBepIeHNN YCTAaHOBKU B KOHCOJIb OyJIET BhIBEIeHA MH(MOPMAIIUs, HEOOXOIUMAS JIJIs UCIIOJIb30BAHUS
FindFace Security:

CoBer: O0s3aTe/IbHO COXPAHUTE STU JAHHBIE: OHU BaM ITOHAI00STCH.

#

RERBRRRRARARRARARRRRARRRRRRRRRARRRRAARRRRARBRRARBRRARRRRARRRRARRBRARRRRARRHRS

Installation s complete #

HARBRBHBRRRRRRBRBRARARARRRRRRRRRRRRRRRRRRRRRRRRRAARARRARARRRRRRRRRRRRRRRRR RS
- upload your licemse to http://172.20.77.17/#/license/

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

- user interface: http://172.20.77.17/
superuser: admin
password: admin
documentation: http://172.20.77.17/doc/

5. 3arpysure ails1 ureH3nn Yepe3 OCHOBHOI BeG-unTepdeiic http://<IP_aznpec_cepsepa>/#/license.
st octyia B BeO-uHTEPdEIiC NCIo/IB3yiiTe JIOTUH U [IaPOJIb aJIMUHUCTPATOPA, BBIBEIEHHBIE B KOHCO-
JIN.

IIpumeuanme: IP-agpec cepsepa B ccbiikax ma BeO-uaTepdeiics FindFace mmeer Bum 127.0.0.1
win <IP _anpec B ceru>, B 3aBUCUMOCTH OT TOT'O, IIPUHA/JIEXKUT JIX CEPBEP K CETH.

Baxkuo: He unepenasaiite nannbie superuser (Cyunep Aamunucrparopa) rperbus JnaMm. st aavu-
HUCTPUPOBAHUSI CUCTEMBI CO3/aiiTe Ha3HAYaeMoro aaMuaucrparopa. OTindne Ha3HATAEMOTO aJIMAHU-
crparopa or Cymep AJMUHHCTPATOPA B TOM, 9TO IIOCJIETHUI HE MOXKET JIMIUTHCS [IPAB aIMAHUCTPA~
TOpa JIaXkKe IPU CMEHe POJIN.

6. st Toro urobbl aBToMaTndeckn ycranosuth FindFace Security na npyrux cepsepax, He oTBedast Ha BO-
IIPOCHI MHCTAJISITOPA, UCHOIB3YiiTe daitr /tmp/<findface-installer-*>.json. 3amycTure WHCTAI-
JIATOP CJIeyIoIeil KOMaH OM:

sudo ./findface-security-and-server-4.1.2.run -f /tmp/<findface-installer-*>.json

Coser: Ilpumep mannoro daitia MOXKXHO TTOCMOTPETH B pasgese Datin ¢ napamempam Yemano8k.

1.4.2 lNowaroBoe pa3BepTbiBaHue u3 apt-peno3uTtopus

JlaHHBIN pa3es COMEPKUT MOAPOOHY0 MHMOPMAIINIO O IOMIAaroBoM pa3BeprhiBannn KoMioneHTo FindFace
Security. BeimosiHuTe npuBeieHHbIE HUZKE WHCTPYKIMY, TPUIEPKUBASICH 33/ IAHHOTO MTOPSIIIKA.

B atom paspene:

o Vemanoska apt-penosumopus

e Vemanoska neobxrodumozo cmoponnezo 110
o Obecnevenue AUUEH3UPOBAHUSA

o Paszsepmuisanue ocnosholi 6a3v, aHHbLL

e Pazsepmuearue adpa FindFace

e Passepmuisanue npursadnozo modyss FindFace Security u duomempuueckot 6a3v, danmoLr

YcraHoBKa apt-peno3utopus

IIpexne Bcero ycranoButre apt-pernosuropuit FindFace ciaemyromum obpazom:
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1. Barpysure daitr nucraisitopa findface-security-and-server-4.1.2.run.
2. Tlomecture daiin .run B /00O KaTaaor Ha cepBepe yeTaHOBKM (Hampumep, /home/username).

3. W3 mannoro xaraJora caenaiiTe paif . run MCIOTHIEMbBIM.

’chmod +x findface-security-and-server-4.1.2.run

4. 3Bamycrure daitn .run.

’sudo ./findface-security-and-server-4.1.2.run

Wucrammarop 3amacT BaM HECKOJIBKO BOIIPOCOB, IOCJIE YErO IMPOBEPHUT, COOTBETCTBYET JIM CEPBED CU-
cTeMHBIM TpeboBaHusaM. Bompocs! ciremyromme:

1. VYcranaBnusaewmsrit nponykT: FindFace Security.
2. Tun ycranosknu: repo: Don't install anything, just set up the APT repository.

3. YcranasiauBaeMble MOJIEJIU HEHPOHHBIX cereil (1ipu HeobxoaumocTh ). [ljist Toro 4ro6bl BHIGPATH MO-
JIeJId, CHaJaJia CHIMUTE BBIJeJIeHre, BBE/IsI B KOMAHHONW CTPOKE —*, 3aTeM BBEIUTE Uepe3 Ipobet
TIOPSIZIKOBBIE HOMEPA HY2KHBIX Mojiesieii, Hanmpumep: 1 3. Breaute done jijist coxpaHeHusi BbIOOpa
7 TIepexoJia K CJIEYIONeMy IIary.

Baxkno: [lomkHa OBITH yCTAHOB/IEHA KAK MAHAMYM OJIHA MOJEJb JJisi OMOMETPUN JIUIIA.

ITocse sroro apt-penosuropuit FindFace 6ymer aBroMarndecku yCTaHOBJIEH.

YcraHoBka Heobxogumoro crtopoHHero MO

s paborer FindFace Security neobxomumo cropornee mporpammuoe obecrietderne PostgreSQL, Redis, eted
u memcached. Boeimosinure ciemytorue aeficTBust:

1. YcranoBure IIaKeThl C YKa3aHHBIM CTOPOHHUM 110 CJIE 1Y IOIIUM 06pa30M:

sudo apt update
sudo apt install -y postgresql-9.5 redis-server etcd memcached

2. Orkpoitre daiisr koadurypamnun memcached. YcTaHOBUTE MaKCUMAJIBHBIA pa3Mep MaMsaTH B Merabaii-
Tax, UCIOJIb3yeMbIil 1JIsT XPaHEHHs JIEMEHTOB: -m 512. YcTaHOBUTE MAKCUMAJIBHBIN pa3Mep dJIeMeHTa:
-I 16m. Ecau ogun nim 06a 3TUX apaMeTpa OTCYTCTBYIOT, /106aBbTe UX B (aili.

sudo vi /etc/memcached.conf

-m 512
-1 16m

3. Hobasbre cepBuckl ctoponnero [10 B aBroszarpysky Ubuntu u 3amycture ux:

sudo systemctl enable postgresql@9.5-main.service redis-server etcd.service memcached.service
sudo systemctl start postgresql@9.5-main.service redis-server etcd.service memcached.service

ObecneyeHue nuueH3npoBaHus

CmMm.Tak>xke:
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Ipunuyun auyensuposarus

Bei monygaere caiin iunen3un Bmecte ¢ ycranopounbiMu naketamu FindFace Security. [ljist inniensupoBanust
B 3aKPBITON CETU BaM TaKKe OyJ/IeT MPEeIOCTABIEH KJII0Y allapaTHON 3aIUTHI.

Jlunensuposanne FindFace Security obecrieanBaercs ciemyiomum odpa3om:

1. PasBepuure findface-ntls, cepBep Jurens3uii B coctase siipa FindFace.

Bakno: Cucrema na 6aze FindFace Security moker BkioYaThb B cebsi TOJIBKO OJIUH IK3EMILISID
findface-ntls.

Coser: B daiie koudurypanuu findface-ntls Bbl MOXKETE U3MEHUTH TAIKY I XpaHeHUs daitia
JINTIEH3UU W HACTPOUTH YAAJEHHBIH JocTyn K Beb-uHTepdeiicy findface-ntls, MCIOJB3yeMOMY st
yupasienus Jjurensueit. [logpobuee cm. findface-nitls.

sudo apt update
sudo apt install -y findface-ntls
sudo systemctl enable findface-ntls.service && sudo systemctl start findface-ntls.service

2. 3arpysure daitn smneH3un depe3 Bed-unTepdeiic findface-ntls oJHUM U3 CJIEIYIOMUX CIOCOOOB:

e Otkpoitire BeO-unTepdeiic findface-ntls: http://<NTLS_IP_address>:3185/#/. 3arpysure
daiiy TUIeH3uN.

Cosert: Brociescrsun ucnosib3yiite ocnoBHoit BeG-unrepdeiic FindFace Security, arobsr mocmor-
peThb HHMOPMAIIIIO O JIUIEH3UIX, 0OHOBUTD WJIK IPOIINTE unensuto (Hacmpotixu - > JTuyensus).

e Henocpezacrsenno nosoxkure hailsl JIUNEH3UU B IPEAHAZHAYCHHYIO JJIsl 9TOr0 Hanky (110 yMosda-
nuio, /ntech/license, Mmoxker ObITh m3Menena B daite koudwuryparun /etc/findface-ntls.

cfg).

3. Ilpu nunensupoBaHuu B 3aKpbITOH cucreme Berasbre USB-kimou annaparnoit 3amurel B USB-mopr.

4. Ecin munieH3upyeMbie KOMIIOHEHTHI YCTAHOBJIEHBI Ha YIAJEHHBIX CepBEpax, BIIOCJIEICTBIN yKaxKuTe [P-
aapec cepsepa findface-ntls B ux daitnax kouduryparuu. [logpobuee cm. findface-extraction-apt,
findface-tarantool-server, Budeodemexuusa auy: findface-video-manager u findface-video-worker.

CmMm.Tak>xke:

HpOC.M,O’I’IY/p U obrosaenue AUUEH3UY,

Pa3BepTbiBaHne O0CHOBHOM 0a3bl gaHHbIX

OcnoBras 6a3a jgannbix FindFace Security mocrpoena na PostgreSQL. st Toro 9ro6sl pa3BepHyTh OCHOB-
Hy10 0a3y JaHHBIX, BBITOJHUATE CJELYIONUE JeficTBIS:

1. B xoncosnu PostgreSQL cozaiite nonp3oBaTess ntech un 6aly jganubix ffsecurity.

sudo -u postgres psql
postgres=# CREATE ROLE ntech WITH LOGIN;

postgres=# CREATE DATABASE ffsecurs '"UTF-8' LC_COLLATE='en_US.UTF-
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(continues on next page)
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(npozoIKeHne ¢ IpeAblyIel CTPaHUIbI)

Coset: /lns Beixoma u3 koucoau PostgreSQL Beenure \q n Haxkmure Enter.

2. Pazpemure aBropuzanuio B PostgreSQL mo UID kimmenTa cokera. Ilepesamycrure PostgreSQL.

echo 'local all ntech peer' | sudo tee -a /etc/postgresql/9.5/main/pg_hba.conf

sudo systemctl restart postgresql@9.5-main.service

PassepTbiBaHune sigpa FindFace

s paszseproiBanus sapa FindFace BeimosiauTe ciiemyromniue neiicTBus:

CoBet: Bpr moxkere maliTu omnmcanme KoMmmoHeHTOB sjpa FindFace m mx mapamerpoB kKoHdurypamum B
paznenax Aprumexmypa u ITodpobro o Komnonenmax.

1. YcramoBure KoMmmouenTs! simpa FindFace:

sudo apt update
sudo apt install -y findface-tarantool-server findface-extraction-api findface-sf-api_
—findface-upload findface-video-manager findface-video-worker-cpu

ITpumeuanme: na Toro 4rTobbl ycraHoBuThH KoMmioneHT findface-extraction-api ¢ GPU-
yckopenneM, BMecTo findface-extraction-api B komanae Beegure findface-extraction-api-gpu.

IIpumeuanune: Jlasg Toro urobel ycraHoBuTh KoMIoOHeHT findface-video-worker c¢ GPU-
yckopenneM, BMecTo findface-video-worker-cpu B komanae seegute findface-video-worker-gpu.
Ecin na dusmdeckoM cepBepe yCTAHOBJIEHO HECKOJIBKO BHJIEOKAPT, CM. Vcnoav3068anue HeckoNbKUT
sudeoxapm.

BaxkHo: Obs13arenbHO  ycmanosume — MOJEIN — HEHPOHHBIX — ceTeil  Ha  cepBepax €
findface-extraction-api.

2. B daitte koudurypamun findface-extraction-api (ma CPU wmum GPU) srurounre Ommio
quality_estimator jijis OIEHKHU KatecTBa JIMIA 1IpU 3arpyske dororpadun B J10Che.

IIpumeuanmne: Munumarvroe xawecmseo auna Ha ¢ororpadum B I0ChE 331aeTCS MapaMeTPOM
MINIMUM_DOSSIER_QUALITY B daitie /etc/ffsecurity/config.py.

sudo vi /etc/findface-extraction-api.ini

quality_estimator: true
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3. B daiine xouduryparun findface-extraction-api BKJIIOYHTE MOJEIN PACIO3HABAHUS aTPUOYTOB

JIUIQ, TAKUX KAK II0JI, BO3PACT, SMOIUHU, OUYKU /Ul 0OpOJa, B 3aBUCUMOCTH OT BAIIUX HYXKJ. YI0-
CTOBEPBTECH, UTO Il KaXKJOW MOJIEJN BbI yKazaju mpaBuibHbIl Tun yckopenuss CPU wm GPU:
OH JIOJIKEH COBIAIATh ¢ TUOM yckopenms findface-extraction-api. Obparure BHEUMaHWE, ITO
findface-extraction-api ma CPU wmoxer paGorars Tosbko ¢ CPU-mopesnsimu, B TO BpeMsi Kak
findface-extraction-api na GPU momiep:xkuBaer kak CPU-, rak 1 GPU-mozesn. Ilogpobuee cwm.
Pacnosnasarue ampubymos auua.

models:
age: faceattr/age.vl.cpu.fnk
emotions: faceattr/emotions.vl.cpu.fnk
face: face/ifruit_320.cpu.fnk
gender: faceattr/gender.v2.cpu.fnk
beard: faceattr/beard.vO.cpu.fnk
glasses3: faceattr/glasses3.v0.cpu.fnk

JloCTyIHBI CIeIyIONNe MOJIEIIH:

ATtpubyT nunua VYckope- MapameTp B daiine kKoHurypaymm
Hue
6uomerpust - | CPU face: face/ifruit_320.cpu.fnk face: face/ifruit_160.cpu.
ma fnk
GPU face: face/ifruit_320.gpu.fnk face: face/ifruit_160.gpu.
fnk
BO3paCT CPU age: faceattr/age.vl.cpu.fnk
GPU age: faceattr/age.vl.gpu.fnk
T0JI CPU gender: faceattr/gender.v2.cpu.fnk
GPU gender: faceattr/gender.v2.gpu.fnk
SMOITIHI CPU emotions: faceattr/emotions.vl.cpu.fnk
GPU emotions: faceattr/emotions.vl.gpu.fnk
O9KH CPU glasses3: faceattr/glasses3.v0.cpu.fnk
GPU glasses3: faceattr/glasses3.v0.gpu.fnk
6opojia CPU beard: faceattr/beard.vO.cpu.fnk
GPU beard: faceattr/beard.vO.gpu.fnk

Coser: /[ljist TOro 94To0bl OTK/IIOYUTH MOJE/h PACIIO3HABAHNS, [T€peJaiiTe B COOTBETCTBYIOIINIA Tapa-
MeTp mycroe 3Hadenue. He ymansiiTe cam mapameTp, MOCKOJIBKY B 9TOM CiIydae Oy/IeT BBITOJTHATHCS
IIOUCK MOJIEJIU 110 yMOJIYaHHIO.

models:
gender: ""
age: nn

emotions: ""

. Orkpoiite daitn KOH(bUTyparun /etc/findface-video-worker-cpu.ini (/etc/

findface-video-worker—gpu.ini). B mnapamerpe mgr-static ykaxure IP-agpec cepsepa
findface-video-manager, KoTopmlii Oyrer obecueunBarh findface-video-worker HacTpoiika-
MH ¥ CIHCKOM BHJIEOTIOTOKOB [jisi 00paborTku. B mapamerpe capacity ykaxkKhTe MaKCHMAaJbHOE
KOJIUIECTBO BUIEOTIOTOKOB, KOTOPOE MOXKeT OBITh oOpaboTano findface-video-worker.

sudo vi /etc/findface-video-worker-cpu.ini
sudo vi /etc/findface-video-worker-gpu.ini

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

mgr-static=127.0.0.1:18811

capacity=10

Hobasbre cepsuco sapa FindFace B aBrozarpysky Ubuntu u 3amycrurte ux.

sudo systemctl enable findface-extraction-api findface-sf-api findface-video-manager findface-
—Vvideo-worker-cpu
sudo systemctl start findface-extraction-api findface-sf-api findface-video-manager findface-
—Vvideo-worker-cpu

PasBeptbiBaHue npuknagHoro moayns FindFace Security u buomerpuyeckoin 6asbl gaHHbIX

s pazBepThiBaHus npukiIagHoro Mmomyis FindFace Security, BeimosiHuTe Clemgyoomme qeiicTBUsL:

1. ¥Ycranosure xkomnonenTs! findface-security u ffsecurity-ui.

sudo apt update
sudo apt install -y ffsecurity ffsecurity-ui

2. Ilepenecure cxemy 6a3wl jannbix u3 FindFace Security B PostgreSQL, cozmaiiTe rpyIIibl 10JIb30BaTE e

¢ npedycmanosaebLMY TIPABAMY M TIEPBOTO TI0JIb30BaTE s ¢ npasaMu ajmuancrparopa (1. H. Cynep
A pvunBCTPaTOpA).

Baxkno: Cynep AgMuHECTPATOD HE MOXKET JINIMIUTHCS MIPAB aJIMAHACTPATOPA JIaYKe [IPU CMEHE POJIH.

sudo findface-security migrate
sudo findface-security create_groups
sudo findface-security create_default_user

3. Cosmaiite cTpyKTypy OHmOMeTpHYecKoil 6a3bl JaHHBIX Ha ocHoBe Tarantool.

sudo findface-security make_tnt_schema | sudo tee /etc/ffsecurity/tnt_schema.lua

4. Umnoprupyiite nepemennyio meta_scheme u3 daiiia tnt_schema.lua. OTkpoiire daits koHbuUrypa-

nuu /etc/tarantool/instances.enabled/FindFace.lua. Ilepes ceknueit FindFace. start nqobasbre
ctpoky dofile("/etc/ffsecurity/tnt_schema.lua"). B mapamerpax FindFace.start onpejenure
meta_scheme=meta_scheme.

sudo vi /etc/tarantool/instances.enabled/FindFace.lua
dofile("/etc/ffsecurity/tnt_schema.lua")

FindFace.start("127.0.0.1", 8101, {
license_ntls_server="127.0.0.1:3133",
facen_size=320,
meta_scheme = meta_scheme

B
5. Hobaspre cepBuc findface-tarantool-server B aBro3arpy3ky Ubuntu u 3amycrure ero.
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sudo systemctl enable tarantool@FindFace.service && sudo systemctl start tarantool@FindFace.
—service

6. Orkpoiite aiin kouduryparuu /etc/ffsecurity/config.py. Sazaiite ciemyromnye mapaMeTps:

e SERVICE_EXTERNAL_ADDRESS: IP-ajipec mim URL FindFace Security, siisiiomummcst mpuopurer-
veiM st Genetec m BeOxykoB. Ecsim mapamerp He 3ajaH, CHCTeMa WCIOJIb3yeT st pabo-
Thl ¢ JaHHbIM yHKimonajgom EXTERNAL_ADDRESS. [Ijs wucnoss3oBanusi Genetec u BeOXYKOB
00s13aTeIbHO YKaXKUTe 10 Kpaiineit mepe oqun u3 napamerpos SERVICE_EXTERNAL_ADDRESS/
EXTERNAL_ADDRESS.

e EXTERNAL_ADDRESS: (Omnmmonansao) IP-anpec nnmn URL, KOTODBIH HCONB3yeTcst [Tt TOCTYTIA K
BeO-unTepdeiicy FindFace Security. Eciu mapamerp He 3a7iaH, cucreMa aBTOMATHIECKU OIIPejIe-
aset ero Kak BHemHuil [P-agpec. g mocryna B FindFace Security Bl MoxKeTe ncrosnp3oBaTh
oba [P-anpeca: kak aBTOOIpeeIeHHBIN, TaK 1 yKa3aHHbiii B EXTERNAL_ADDRESS.

e VIDEO_DETECTOR_TOKEN: mpuayMaiiTe TOKEH W yKayKHT€ €ro B JAHHOM THapaMeTpe, 9TOObI aBTO-
PU30BaTh MO/YJIb BU/ICOJ€TEKIIUN JINII.

e VIDEO_MANAGER_ADDRESS: IP-anpec cepsepa findface-video-manager.
e NTLS_HTTP_URL: IP-azpec cepsepa findface-ntls.

e ROUTER_URL: IP-anpec cepepa findface-security, Koropsblil Oymer mosydaTh OOHADYKEHHBIE
Ha BHJEO JiMIa OT 3K3eMiuisspoB findface-video-worker. Ajipec yKa3blBaeTcsi BHYTDPEHHU
WX BHEIIHUN, B 3aBUCUMOCTH OT ceTd, B Koropoil findface-video-worker BzaumMoaeicTByer C
findface-security. IamMeHuTe mOPT 1O YMOJTIAHHIO C yIeTOM Hacmpoek nepeadpecayun ¢ HTTP
wa HTTPS wunn Boobimie He ykasbiBaiite ero, ocraBus TobK0 [P-anpec.

e SF_API_ADDRESS: IP-anpec cepsepa findface-sf-api.

Coser: Eciu HeoOxomumo obecrieunTh 0€30IaCHOCTD JAHHBIX, BKJIOUnTe SSL-wugdposarue.

Coser: I[lpu HeobxomumocTu ycranosure > IGNORE_UNMATCHED’ : True, 4TOOBI OTKJIIOUNTH 3AIMCH CO-
ObiTust B 6a3y JQHHBIX, €CJ OOHAPY?KEHHOE JIUI0 OTCYTCTBYET B CIUCKaX HabJoaeHust (Bepudukanus
JlaJia, OTPUNATEIbHBIH pe3ysabTar). JJaHHy0 HACTPONKY PEKOMEHJIyeTCsl UCIOJIb30BATH HPU OOJIBIIOM
KoJimaecTBe moceruresieil. [loporoBas crernenp cxoxkecTu TpU BePUMUKAIIH JIUI OIIPEIEISETCS Mapa-
merpoM CONFIDENCE_THRESHOLD.

CoBert: Pekomenyercst oTpegakTupoBaTh 3Hadenne napamerpa MINIMUM_DOSSIER_QUALITY. /lanusbrit
mapaMerp OIIPeJe/sieT MUHAMAJIbHOEe KadecTBO Jinia Ha dororpadun B j1ocke. Kenm kadecTBo Jmma
XyKe MHUHAMAJIBHOTO, IMOJIb30BATE]b HE CMOXKET 3arpy3uTh Takyio dororpaduio B mocke. [Ipsamvbre
n300pazkeHnst JUIL aHdac CINTAIOTCS Hanboiee KaIeCTBeHHBIME. VIM COOTBETCTBYIOT 3HAYEHUS BOJIM3HT
0, kak papuJo, orpunarebHbe (Takne kax -0.00067401276, nanpumep). IlepesepHyThie Jua U JIUIA,
TOBEPHYTHIE TI0] OOJIBIIMME YIJIAME, XapaKTePU3YIOTCs OTPULATETbHBIM 3HAYEHUIM OT -5 U MEHBIIIE.
ITo ymomgannro >MINIMUM_DOSSIER_QUALITY’: -2, 9TO COOTBETCTBYET CPEJHEMY KadeCTBY.

Baxkno: Eciim BB  BKIIOYWJIM  MOJEIW  paclo3HaBaHust B dailie  KoHUrypanuu
findface-extraction-api, J100aBbTE CJIeTYIOIILY IO CTPOKY B CEKIIUIO FFSECURITY:
’EVENTS_FEATURES': ['gender', 'age', 'emotions', 'beard', 'glasses’], B 3aBUCHUMOCTHU
OT TOro, KakKHe MOJIeJI ObLIN BKJIIOUEHBI. JlaHHAs CTpOKa JIOJIZKHA OBITH PACIOJIOXKEHA MEXKLy
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crpokamu SF_API_ADDRESS m LIVENESS_THRESHOLD, Kak moka3aHo B npumepe Hmke. [logpobmee cM.
Pacnosnasarue ampubymos auya.

sudo vi /etc/ffsecurity/config.py

MEDIA_RQOOT = "/var/lib/ffsecurity/uploads"
STATIC_ROOT = "/var/lib/ffsecurity/static"

# SERVICE_EXTERNAL_ADDRESS prioritized for webhooks and genetec
SERVICE_EXTERNAL_ADDRESS = 'http://localhost’
EXTERNAL_ADDRESS = "http://172.20.77.58"

DEBUG = False
LANGUAGE_CODE = 'en-us'
TIME_ZONE = 'UTC'

DATABASES = {
'default': {
'ENGINE': 'django.db.backends.postgresql',
'NAME': 'ffsecurity',

# use pwgen -sncy 50 1[/tr "'" "." to generate your own unique key
SECRET_KEY = 'c8b533847bbf7142102de1349d33al1f6"'

FFSECURITY = {
'VIDEO_DETECTOR_TOKEN': '381b0f4a20495227d04185ab02f5085f"',
'CONFIDENCE_THRESHOLD': 0.739,
'EPISODES_THRESHOLD': 0.689,
'MINIMUM_DOSSIER_QUALITY': -2,
'IGNORE_UNMATCHED': False,
'"EXTRACTION_API': 'http://127.0.0.1:18666/"',
'VIDEO_MANAGER_ADDRESS': 'http://127.0.0.1:18810',
'EVENTS_MAX_AGE': 30,
'NTLS_HTTP_URL': 'http://127.0.0.1:3185"',
'ROUTER_URL': 'http://172.20.77.58"',
'"MONITORING_UPDATE_INTERVAL': 60,
'"SF_API_ADDRESS': 'http://127.0.0.1:18411',
'"EVENTS_FEATURES': ['gender', 'age', 'emotions', 'beard', 'glasses'],
'LIVENESS_THRESHOLD': 0.75,
'BEARD_THRESHOLD': 0.7,

ASGI_THREADS = 16

UVICORN_SETTINGS = {
'workers': 'auto',
'host': 'localhost',
'port': 8002,
'ws-workers': 'auto',
'ws-host': 'localhost',
'ws-port': 8003,

(continues on next page)

1.4.

Pa3BeprtbiBavue FindFace Security 19




FindFace Security, Bbinyck 4.1.2

(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

FFSECURITY_UI_CONFIG = {
"event": {
"features": {

"f_gender_class": ["male", "female"],
"age": {
"f_age_gte": "",
"f_age_lte": ""
},
"f_emotions_class": ["angry", "disgust", "fear", "happy", "sad", "surprise"],
"f_glasses_class": ["none", "eye", "sun"],
"f_beard_class": ["none", "beard"],
"f_liveness_class": ["real", "fake"],

# integration plugins
INSTALLED_APPS.append('ffsecurity_genetec') # remove or comment out this line to disabley
—genetec integration

7. Ucnonb3ys komanny pwgen -sncy 50 1|tr €2’ ¢¢.”’  crenepupyiiTe K04 HOIINCH /IS TN POBAHUSA
ceccun (ucnonbsyercst B Django) u 3azaiite ero B nmapamerpe SECRET_KEY.

8. Bamycrure CepBUCHI.

sudo systemctl enable findface-security
sudo systemctl start findface-security

9. OrkJtrounTe cepBep Nginx, aKTUBHBIH 10 yMOJYAHUIO, 1 J00aBbTe cepBep findface-security B cimcok
BKJIIOYEHHBIX cepBepoB. IlepesamycTure nginx.

sudo rm /etc/nginx/sites-enabled/default
sudo 1n -s /etc/nginx/sites-available/ffsecurity-nginx.conf /etc/nginx/sites-enabled/

sudo nginx -s reload

1.4.3 dononHutenbHoe pa3BepTbiBaHue findface-video-worker Ha yaaneHHbIX cep-
Bepax

st otnenbHON ycTaHoBKE cepBuca findface-video-worker BBINOHATE CIEAYIONTUE AEHCTBUS:

Cosert: Ilepen TeM Kak HNPUCTYIHUTh K Pa3BEPTHIBAHUIO, 00A3aTEJILHO O3HAKOMBTECH C CUCITILEMHVLMU TPE-
606aHUAMU.

CoBetr: Eciu na cepBepe HECKOJIBKO BHJIEOKAPT, mepell pa3BeproiBanueM findface-video-worker-gpu
uzyqure pazzen Mcnoavsosarue neckosvkuxr sudeoxapm.

1. 3arpysure daitn nncrannaropa findface-security-and-server-4.1.2.run.
2. Tlomecture daiin .run B J060i KaTanor Ha cepBepe ycraHoBKH (HaipuMmep, /home/username).

3. U3 mannoro xaraJora cjaenaiite paifa . run UCIOTHIEMbIM.
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’chmod +x findface-security-and-server-4.1.2.run

4. Bamycrure daii .run.

sudo ./findface-security-and-server-4.1.2.run

WNucrannarop 3amacT BaM HECKOJIBKO BOIIPOCOB, IIOCJIE YErO IIPOBEPUT, COOTBETCTBYET JI CEPBED CU-
cTeMHBIM TpeboBaHusaM. Bompocs! ciiemyrorniue:

1. ¥YcranasiuBaembrit npoaykT: FindFace Video Worker.
2. Twun nmakera findface-video-worker: CPU mwimu GPU.
3. IP-aupec nenrpasbHoro ceppepa FindFace Security.

ITocse sToro mporecc ycTaHOBKU OyJIeT aBTOMATHIECKN 3aITyIIeH.

ITpumeuanme: OTBeThI HA BOPOCHI OyIyT coXpaHeHsbl B haiii /tmp/<findface-installer-*>. json.
Orpenaktupyiite ero u ucnoJb3yiire s ycranoBku findface-video-worker Ha JIpyrux cepBepax,
He OTBevYas IIOBTOPHO Ha BOIIPOCHI HHCTAJLISTOPA.

IIpumeuanue: Ecin findface-ntls u/mwim findface-video-manager OyiyT yCTAHOBJIEHBI Ha Cep-
Bepax, OWIMYHBIX OT cepBepa findface-security, ykaxwure ux IP-anpeca B daiste kouduryparun
findface-video-worker 1mociae yCTaHOBKHA KOMIIOHEHTA.

sudo vi /etc/findface-video-worker-cpu.ini
sudo vi /etc/findface-video-worker-gpu.ini

B napamerpe ntls-addr ykaxkute IP-azpec cepepa findface-ntls.

’ntls—addr=127.0.0.1:3133

B mapamerpe mgr-static ykaxure [P-agpec cepsepa findface-video-manager, KOTOpbIit OyzeT obecredn-
BaTh findface-video-worker HACTPONKAMM U CIIMCKOM BUJIEOMIOTOKOB /I OOPAOOTKM.

’ mgr-static=127.0.0.1:18811

Coset: [lism Toro 9Tobbl aBTOMaTUYecKu ycTaHOBUTH findface-video-worker Ha JApyrux cepBepax, He
oTBeYasl Ha BOIPOCHI HHCTAJIATOPA, UCIONb3yiiTe daitin /tmp/<findface-installer-*>. json. 3amycTure
MHCTAJIISTOD CJIEYIONe KOMAaH/IOM:

sudo ./findface-security-and-server-4.1.2.run -f /tmp/<findface-installer-*>.json

[Ipumep daiira /tmp/<findface-installer-*>.json MOXKHO ITOCMOTPETH B pasueie Datin ¢ napamempamu
YCMAHOBKU,.

1.4.4 YcraHOBKa mMopaeneii HelipOHHbIX ceTeil

Hast obHapysKeHns: 1 uaeHTHUKAIIE JUIL 1 uX aTpubyTos (110JI, BO3pACT, 3MOIuM, 60poIa, OYKH U T. JI.)
findface-extraction-api ucnoab3yeT HePOHHLIE CETH.

Ecim meobxomum pydHOil 3aycK YCTAHOBKH MOJIEJIEH, BBITIOJHUATE CJEIYONINEe AeCTBHUS:
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1. Bamycrure noarorosiennsiit daiin findface-security-and-server-4.1.2.run.

sudo ./findface-security-and-server-4.1.2.run

2. Tun ycranosku: Fully customized installation.

3. Bribepure ycranaBimBaembriit KommoneHT FindFace Security: findface-data. st aToro cuagasa cHu-
MUTE BBIJIEJIEHIE CO BCEX KOMIIOHEHTOB, BBEJId B KOMAHJIHON CTPOKE -*, 3aTe€M BBEJIUTE MOPSTKOBBIHI
nomep KommoneHTa: 1. BBenure done mist coxpamenus BbIOOpa UM IEPEX0/ia K CJAEAYIONIEMY IIary.

4. Bpibepurte Momenn 1yt yecraHoBKU. [locsie 9TOro mporece yCTaHOBKY OYIeT aBTOMATHIECKU 3AITYIIEH.

ITpumeuanue: Bbr MoxkeTe HAWTH yCTAHOBJIEHHBIE MOJIEJIU JJIs PACIIO3HABAHUS JIAIl U ATPUOYTOB JIUI] B
Karajorax /usr/share/findface-data/models/face/ u /usr/share/findface-data/models/faceattr/
COOTBETCTBEHHO.

1ls /usr/share/findface-data/models/face/
ifruit_160.cpu.fnk ifruit_320.cpu.fnk ifruit_160.gpu.fnk ifruit_320.gpu.fnk

1ls /usr/share/findface-data/models/faceattr/

age.vl.cpu.fnk age.vl.gpu.fnk beard.vO.cpu.fnk beard.vO.gpu.fnk emotions.vl.cpu.fnk emotions.
—vl.gpu.fnk gender.v2.cpu.fnk gender.v2.gpu.fnk glasses3.v0.cpu.fnk glasses3.v0.gpu.fnk
—1liveness.v3.gpu.fnk

1.4.5 lNonHocTblo HacTpaMBaemas ycTaHOBKA

Koncoubnsriit nacrasuiarop FindFace Security mpegocrasiisier HECKOJIBKO BADUAHTOB YCTAHOBKU, B TOM HKC-
JIe TIOJIHOCTBIO HACTPAMBAEMbBIH BapuaHT (YCTAHOBKY OTJEIHHO BLIOPAHHBIX MakeToB). JlaHHBIN Bapuant B
OCHOBHOM WCIIOJIb3yeTcsi Ipu pasBeproiBanuu FindFace Security B cuibHO paciipeiesieHHON cpejie.

st 3aImycka MOJIHOCTHIO HACTPAUBAEMOl YCTAHOBKH HYZKHO OTBETUTH HA BOIIPOCHI HWHCTAJIIATOPA CJIELYIO-
M 00Pa30M:

e YcraHaBimBaeMblil TpoayKT: FindFace Security.
e Tum ycranoBgm: Fully customized installation.

e YcranaBiauBaeMble kommoneHThl FindFace Security: jist Toro 4tobsl BEIOpATh HyKHBbIE, CHAYAJIA CHU-
MHTE BBIJIEJIEHAE CO BCEX KOMIIOHEHTOB, BBEJlsl B KOMAHJIHON CTPOKE -*, 3aTEM BBEJIUTE IIOP:JIKO-
Bble HOMEpa HyKHBIX KOMIIOHEHTOB 4epe3 npobes, Hanpumep: 1 7 (g Boibopa findface-data u
findface-extraction-api), 13 (findface-tarantool-server) uau 9 (findface-upload). Beemure
done st COXpaHEHUs BHIOOPA U MEPEXOA K CJEAYIONEMY IIary.

e CpszaHHBIE BOIIPOCH, Takne Kak Kak Tuil yckopernusi: CPU wm GPU.

1.4.6 TunuyHasa ycTaHOBKa B KhacTepe

JlaHHBIN pasien mocssiiieH paspeprbiBarnio FindFace Security B KitacTepHoii cpese.

Coser: FEciu nocse mpodrenusi JaHHOTO pasjesia y Bac OCTAJNCH BOIPOCHI, HE CTECHSHTECh 3aJiaTh UX
HAIIIM dKCIepTaM 1o ajpecy support@ntechlab.com.

PassepreiBanue FindFace Security B Kytactepe MoxKeT OBITH HEOOXOIUMO IO CJIEAYIOIIMM TPUYUHAM:
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e Hy:xmo pacupesennTsb BbICOKYIO HATPY3KY IIpu 00pabOTKe BHUIEO.

e Tpebyercst 06paboOTKa BUIEOIIOTOKOB OT I'PYIIIIbI KAMED B MECTe MX (PU3UIECKOI'O PACIIOJIOXKEHUSI.

ITpumeuanme: AKTyaJIbHO It ceTell TOCTUHUI], MATA3UHOB, IPU HAJIMYUU HECKOJBKUX MPOXOIHBIX B
OJIHOM 3JIaHUU U JIp.

CwMm.TakxKe:
IIpusasxa epynnol Kamep x axdemnrapy findface-video-worker
e Hy>xHO pacupe/iesuTh BBICOKYIO HATPY3KY P U3BJIEYEHUN OMOMETPHIECKUX 0OPA3IoB.

e B noucke 3a/1eiicTBOBAHO HOJIBINIOE KOJMYECTBO JIUIL, 9TO TPeOyeT peasin3alii Pacipele/ieHHON 6a3bl
JAHHBIX.

Ilepen Tem Kak TpPUCTYIUTH K PA3BEPTHIBAHUIO, IOCTPOITE APXUTEKTYPHYIO CXEMY C y9eTOM OymyIneil Ha-
IPY3KH CHCTEMbI U BBIJEJEHHBIX 10/ Hee allaparTHeix pecypcoB (cm. Cucmemmvie mpebosanus). Hanbonee
PaCIPOCTPAHEHHOII CXeMOil SBJISIeTCs CIeLYyIOasd:

o llenTpanbHBINl cepBep C YCTaHOBJIEHHBIMU KoMIoHeHTaMn findface-ntls, findface-security,

findface-sf-api, findface-video-manager, findface-upload, findface-video-worker,
findface-extraction-api, findface-tarantool-server, a TakzXKe CTOPOHHUM IIPOIPDAMMHBIM
obecriedeHneM.

e HecKOJIbKO JIONIOJIHUTEIbHBIX CEPBEPOB [jisi OOPAaDOTKH BUIEO C YCTAHOBJIEHHBIM KOMIIOHEHTOM
findface-video-worker.

e (IIpu meobxomumocTn) HeCcKOMBKO MONOIHUTEBHBIX CEPBEPOB JJisl U3BJIEYEHUsT OMOMETPUIECKUX 00-
Pa3IoB ¢ yCTaHOBJICHHBIM KOMIIOHeHTOM findface-extraction-api.

e (IIpu HeoGxomumocTH) JIOMOMHATENBHBIE CepBEPBI Ha3bl JAHHBIX € HECKOJIBKUMHU mapiaMu Tarantool
Ha KaXKJIOM.

WMucTpyKimn B HACTOAIIEM pa3fesie MPUBEIEHBI JJIs OIMCAHHON BbIle HAMOOJEe FaCTO BCTPEUAIOIIEii-
Ccs CXEMBbI Pa3BePTHIBAHUS B KJjacTepe. B BBICOKOHAIDYKEHHBIX CHCTEMAaX TAaKXKe MOXKET ITOTPebOBATH-
cs1 pacupeneautb obpaborky API-3ampocos, T. e. opraHm3oBaTh HECKOJIHKO cepBepoB findface-sf-api u
findface-video-manager. B 3ToM ciydae pyKOBOJACTBYHTeCh MHCTPYKIMAME B pazzesne [loanocmuvio wa-
CMPaUBaeMas YCmarno6Ka,.

PassepreiBanne FindFace B kiracTepHoii cpesie COCTOUT U3 CIIEIYIOMINX ITAIOB:

o Paszsepmuisanue UeHmpaisbrho20 CEPEEPa

e Passepmuisanue cepeepos 0bpabomxy 6udeo

e Passepmuisarue bBUOMEMPUUECKUL CEPBEPOB

e Pacnpedenerue Hazpy3ku menHcdy OBUOMEMPUNECKUMU CEPEEPAMU

e Opzanusayus pacnpedeserinoti 6adv, daHHLT

[ ] H(L(JYIL])()T?N(L cemes020 63auUModeticmeus

Pa3BepTbiBaHWE LLEHTpPasibHOro cepeepa

st pa3BepThiBaHus 1eHTpaibHOro cepsepa FindFace Security BbimosiHMTE Clteytorue JeiicTBus:
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1. Ha Bbruenensom ¢pusnydeckoM cepsepe yemarnosume FindFace Security u3 nHCTAIIITOpA CJIELYIOITIM

obpazom:
e YcranaBnmBaeMblil TpoayKT: FindFace Security.

e Tun ycranoBku: Single server, multiple video workers. B arom ciyuae FindFace Security
Oy/leT yCTAaHOBJIEH B KadeCTBe IIEHTPAJILHOI'O CepBepa U HACTPOEH Ha B3aMMO/IEHCTBYUE C JOIOJHHI-
TEJILHBIMU yAaJIeHHBIMU dK3eMItapaMu findface-video-worker.

e Tun yckopenus findface-video-worker (ma nenrpanbiom cepsepe): CPU wiu GPU, B 3aBucu-
MOCTH OT KOHPUTYpAInu 000PYIOBAHUSI.

e Tun yckopenus: findface-extraction-api (Ha nenrpasnbuom cepsepe): CPU win GPU, B 3aBu-
CHMOCTH OT KOHMUTYypaIuu 000pyI0BaHUS.

o 3aBepiierny yCTaHOBKY B KOHCOJIb OY/IET BBIBEI€HA NH(MDOPMAIIHST, HEOOXOIUMAsT JJIs UCIIOJIB30BaHUS
FindFace Security:

HERBRBRRARBRRRRARRRRARBRBRBRRBRBRRRRIRBRRARBRBARBRBRBRRRRBRRRARRBRARRBRA RS
# Installation is complete #
HERBRRBRARARRARARRRRARRRRRRRRRARRRRAARRRRARBRRARBRRARRRRARRRRARRBRARRRRARRHRRS
- upload your licemse to http://172.20.77.17/#/license/
- user interface: http://172.20.77.17/

superuser: admin

password: admin

documentation: http://172.20.77.17/doc/

. Sarpysure  dair  gunen3un  depe3  BeO-mHTepdeiic  EHTPAJBHOrO  cepBepa  http://

<IP_ampec_cepBepa>/#/license. [lnsa mocryma B BeO-mHTepdeiic HCIONB3YHTE JIOTUH H I1apOJib
aJIMIHUCTPATOPA, BHIBEJIEHHBIE B KOHCOJIU.

IIpumeuanme: IP-agpec cepsepa B ccbiikax ma BeO-urTepdeiicsl FindFace mveer Bum 127.0.0.1
win <IP _anpec B ceru>, B 3aBUCUMOCTH OT TOT'O, IIPUHAJJIEXKUT JIU CEPBEP K CETH.

Baxkuo: He nepenasaiite nannbie superuser (Cyunep Aamunucrparopa) rperbuM JanaMm. st aavu-
HUCTPUPOBAHUST CUCTEMBI CO3/aiiTe Ha3HAaYaeMoro aaMuarcTpaTopa. Ormindne Ha3HATAEMOTO aJIMAHU-
crparopa ot Cyrep AJMUHHCTPATOPA B TOM, 9TO IOCJIETHUI HE MOXKET JIMIUTHCS [PAB 8 IMAHUCTPA~
TOpa JIaXKe IPU CMEHe POJIN.

. Paspermure siunien3upyeMbiM cepBrcaM obpamaTrbes K cepBepy JuiieH3upobanus findface-ntls c jo-

6oro IP-anpeca. s aroro, orkpoiite daitsn koudurypamnun /etc/findface-ntls.cfg u ycranosure
listen = 0.0.0.0:3133.

sudo vi /etc/findface-ntls.cfg

# Listen address of NTLS server where services will connect to.
# The format is IP:PORT

# Use 0.0.0.0:PORT to listen on all interfaces

# This parameter is mandatory and may occur multiple times

# 1f you need to listen on several specific interfaces or ports.
listen = 0.0.0.1:3133
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PassepTbiBaHue cepsepoB obpaboTkn Bugeo
Ha monosaurensHOM cepBepe st 06paboTku Buieo ycranoButTe dk3emiuiap findface-video-worker, py-
KOBOJICTBYSICh N0ULG206bIMU UHCMPYKUuamt. OTBEThTe HA BOMPOCHI HHCTAJLISITOPA CJIELYIONIM 00pa30M:

e YcramasiuBaembiit mpoaykT: FindFace Video Worker.

e Tun yckopenust findface-video-worker: CPU wiu GPU, B 3aBucumoctu oT KOHpUIYpaImn 06opy-
JIOBaHUS.

e FindFace Security IP address: IP-agpec nenTpasbHoro cepsepa.

ITocute aroro mporiece ycranoBku OyieT aproMarndeckn 3amyiined. OTBETHI Ha BOIMPOCHI HHCTAJLISITOPA Oy Iy T
coxpaneHnbl B (aiis /tmp/<findface-installer-*>. json. Ucnoneayiite maHubiii daiiia, IT00b yCTAHOBUTH
FindFace Video Worker Ha Apyrux cepBepax, He OTBedas Ha BOIMPOCHI HHCTAJIATOPA TOBTOPHO. Iy 3TOTO
3aIlyCTUTE UHCTAJIATOD KOMaHION:

sudo ./findface-security-and-server-4.1.2.run -f /tmp/<findface-installer-*>.json

ITpumeyanue: Eciu findface-ntls u/wiu findface-video-manager yCTaHOBJIEHBI HA JIPYTUX
cepBepax, yeMm findface-security, ykaxure ux IP-aapeca mociie ycranoBku B daitie KoHbU-
rypanuu findface-video-worker.

sudo vi /etc/findface-video-worker-cpu.ini
sudo vi /etc/findface-video-worker-gpu.ini

B napamerpe ntls-addr ykaxkure [P-azpec cepBepa findface-ntls.

’ntls—addr=127.0.0.1:3133 ‘

B mapamerpe mgr-static ykaxwure [P-agpec cepsepa findface-video-manager, KOTOpbIit OyeT
obecrreunBaTh findface-video-worker HACTPOWKAMHI M CIIMCKOM BUIEOTIOTOKOB IS OOpabOTKM.

’mgr—static=127.0.0.1:18811 ‘

Pa3BepTbiBaHne bmomeTpmuyecknx cepsepos

Ha pmonosiHuTensHOM cepBepe Jjiss W3BJIEUEHUs] OMOMETPUYECKHX OOpA3IOB YCTAHOBUTE 3JK3EMILISID
findface-extraction-api u3 KOHCOJBHOrO mHCTALIATOpPa. OTBETBTE HA BOIPOCHI WHCTAJIATOPA CJIELY-
TOIIITM 00Pa30M:

e YcranaBiuBaeMblil IponyKT: FindFace Security.
e Tun ycramosku: Fully customized installation.

e VYcranaBinuBaeMble KoMmroHeHTsl FindFace Security: findface-extraction-api u findface-data.
st TOro 4To0Bl UX BHIOPATH, CHaYAJIa CHUMUTE BbIJIe/IEHIE CO BCEX KOMIIOHEHTOB, BBE/Isl B KOMaH/HO
CTPOKEe -*, 3aTeM BBeIUTEe NOpAnKOoBble HOMepa findface-extraction-api u findface-data ugepes
npoben: 1 7. Beeaure done jursd coxpaHeHHsI BBIOOpa U IEPEX0/ia K CJIELYIONIEMY Iary.

e Tun yckopenust findface-extraction-api: CPU wm GPU.

e HeobxomumocTs B n3menennu daiina kouduryparun findface-extraction-api: ykaxkure [P-ampec
cepBepa findface-ntls.
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e VYcraHasimBaeMble Mojesn HelponHbix cereii: CPU/GPU-momens Jyist U3BI€UEHNsT OHOMETPUIECKIX
J@HHBIX Jinna (obs3aresnbHa muist ycranosku) u (ommmonaasHo) CPU/GPU Monenn Jyist paciosHaBa-
HUSI TI0J1a, BO3PACTa, SMOIHIi, OIKOB U/Win 60posbl. st Toro 9Tobbl BEIOPATH HYZKHBIE MOJIEJIH, CHA-
Jajia CHUMHUTE YCTAHOBJIEHHOE IT0 YMOJYIAHUIO BBIIEJIEHNE BCEX MOJEJEH, BBeAsd B KOMAHIHONW CTPOKE
-*, 3aTeM BBEIUTE TOPSIKOBbIE HOMEpa HYXKHBIX MOjeseil depe3 mpobes, Hampumep: 8 2 i BbI-
6opa coorBercreerHo GPU-momenn nyst usBjedenus: buomerpudyeckux JaHHbix u GPU-momenu st
pacro3HaBaHusi Bo3pacTa. Beemure done i cOXpaHeHHs BbIOOpa U I€peXoja K CJIEAYIOIMIEMY IIa-
ry. ¥YJI0CTOBEPhTECH, UTO JJIsi KaXKI0i Mojesn BbiOpaH npausbHblil Tun yckopernus CPU wmm GPU:
OH JIOJIKEH COBIAJATh ¢ TuUloM yckopenums findface-extraction-api. Obparure BHUMaHWE, YTO
findface-extraction-api ma CPU wmoxker paGorars Tosbko ¢ CPU-momesnsimu, B TO BpeMsi Kak
findface-extraction-api na GPU momiep:xkusaer kak CPU-, rak u GPU-mozesnu. Ilonpobuee cwm.
Pacnosnasarue ampubymos Aula.

JloCTymHBI CJIeTyIONTne MOJIEIH:

AtpubyTt nn- | Vckope- | Maker

ua Hue
GroMeTpusd CPU findface-data-ifruit-320-cpu_ 3.0.0 amd64.deb findface-data-ifruit-160-
JINTIR, cpu_3.0.0 amd64.deb

GPU findface-data-ifruit-320-gpu_ 3.0.0 amd64.deb findface-data-ifruit-160-
gpu_3.0.0 _amd64.deb

BO3PacT CPU findface-data-age.vl-cpu_3.0.0 amd64.deb
GPU findface-data-age.vl-gpu 3.0.0 amd64.deb
oI CPU findface-data-gender.v2-cpu_3.0.0 _amd64.deb
GPU findface-data-gender.v2-gpu_3.0.0 _amd64.deb
SMOIUN CPU findface-data-emotions.vl-cpu_3.0.0 amd64.deb
GPU findface-data-emotions.vl-gpu_3.0.0 amd64.deb
OYKH CPU findface-data-glasses3.vO-cpu_3.0.0 amd64.deb
GPU findface-data-glasses3.v0-gpu_3.0.0 _amd64.deb
6oposa CPU findface-data-beard.vO-cpu_3.0.0 _amd64.deb

GPU findface-data-beard.v0-gpu 3.0.0 amd64.deb

TTocse sToro mporiece ycranoBku OyaeT aproMmarndecku 3amyines. OTBeThl Ha BOIIPOCH HHCTAJLISTOPA OYIyT
coxpanenbl B daits /tmp/<findface-installer-*>.json. Ucnons3yiiTe manubiii ¢aiiia, 9T0OB yCTAHOBATH
findface-extraction-api Ha APYTIUX cepBepax, HE OTBeYas Ha BOIPOCHI MHCTAJIATOPA IOBTOPHO.

sudo ./findface-security-and-server-4.1.2.run -f /tmp/<findface-installer-*>.json

Ilocne pasBepThiBaHusS OHOMETPHYECKUX CEPBEPOB pacnpedenume MeXKIy HUMH HATPY3KY.

Pacnpepgenedue Harpy3ku mexgy Omomerpuyeckumu cepsepamm

Pacnpenenenne Harpysku MexXiay HECKOJTBKAMEU OMOMETPUYIECKUMU CEPBEPAMU BBIMOJIHIETCS depe3 Oasian-
CHPOBITIUK HArpy3ku. [IpuBeennas HuzKe MOMArOBas MHCTPYKIHS JEMOHCTPUPYET DATAHCUPOBKY HATPY3KU
¢ TIOMOIITBIO nginx B pexkume round-robin mis 3-x sk3emmisgpos findface-extraction-api, pacrosoxen-
HBIX Ha Pa3/InNYHbIX (pusndeckux ceppepax. OuH 3K3eMILIsIPp YCTAHOBJIEH Ha IeHTpaJibHOM cepBepe FindFace
Security (172.168.1.9), 2 Apyrux Ha JIONOJHUTEJIHHBIX yJaJeHHbIX cepBepax (172.168.1.10, 172.168.1.
11). Ecyiu B cucreme npucyTcTByeT GOJIbIIee KOJIMIECTBO OMOMETPUIECKUX CEPBEPOB, 6aIaHCUPOBKA HATDY3KA
BBITIOJIHSIETCS 110 aHAJIOT .

CoBer: Bbl MOXkeTe UCHOJIB30BaTh JII000i yI0OHBI BaM 0aJIaHCHUPOBIIUK HAI'Py3KU. PyKOBOJICTBO IO €ro
HCITOJIb30BAHUIO UIUTE B COOTBETCTBYIOMIEN CIIPABOYHON JOKYMEHTAIIMHN.
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s 6alaHCUPOBKY HArpy3Ku Mexkay dKk3emiuiipamu findface-extraction-api BBIIOJIHUATE CJIEyIOIINE
JIeiCTBUS:

1. Hasumaubre T. H. cepBep NLIO3a [JIsi OAJIAHCUPYEMOI TPYIIIBl OMOMETPUIECKNX cepBepoB. VM moxkeT

crarh nenTpasabublii cepsep FindFace Security (pekomenyercs) uim J1to6oii JIpyroii cepsep ¢ yCTaHOB-
JIEHHBIM Nginx.

Baxkno: Bawm mykHO Oynier ykazars [P-anpec mro3a npu macrpoiike pacnpedeaennoti cemu FindFace
Security.

CoBeT: Bbl MOXkKeTe yCcTaHOBUTH NEINX CJEAYIONIM 00Pa30M:

sudo apt update
sudo apt install nginx

2. Ha cepsepe numo3a co3maiite HOBbIN (aitn kounduryparun Nginx.

sudo vi /etc/nginx/sites-available/extapi

3. BceraBbre coefyronmii TeKCT B co3laHublii dailn koudurypamuu. B aupekruse upstream (upstream

extapibackends) 3amenute npumepubie IP-azpeca Ha akryasbubie IP-anpeca Guomerpudeckux cepse-
poB. B jmpekTuBe server B mapaMerpe listen ykKaKuTe HOMED CJIYIIAIONIETO [TOPTa cepBepa ILII03a.
Bawm morpebyercst ykazaTh HaHHBIN TOPT IPU HACTPOIiKe pacnpedesennot cemu FindFace Security.

upstream extapibackends {
server 172.168.1.9:18666; ## " findface-extraction-api on principal server
server 172.168.1.10:18666; ## 1st additional extraction server
server 127.168.1.11:18666; ## 2nd additional extraction server
}
server {
listen 18667;
server_name extapi;
client_max_body_size 64m;
location / {
proxy_pass http://extapibackends;
proxy_next_upstream error;
}
access_log /var/log/nginx/extapi.access_log;
error_log /var/log/nginx/extapi.error_log;

4. BxuiounTe 6aJaHCHPOBIIMK HAIPY3KH B Nginx.

’sudo 1n -s /etc/nginx/sites-available/extapi /etc/nginx/sites-enabled/

5. IlepesamycruTe nginx.

’sudo service nginx restart

Ha menTpaspHOM cepBepe u KaxKIOM U3 JIOTOJHUTEIHHBIX OMOMETPUYIECKUX CEPBEPOB OTKpoiiTe daiia
kouduryparuu /etc/findface-extraction-api.ini. 3amenure azgpec localhost B mapamerpe listen
Ha aJipec, KOTOPBIil BbI yKa3aJIu /10 3TOT0 B IUPEKTUBe upstream extapibackends daiira Kondurypa-
nun Nginx /etc/nginx/sites-available/extapi. B namem npumepe aspec 1-ro HOIOJHUTEIHEHOTO
OMOMETPHIECKOTO CepBepa JIOJZKEH ObITh 3aMEHEH Ha, CJICIY IO

1.4.

PaseeprtbiBaHue FindFace Security 27




FindFace Security, Bbinyck 4.1.2

sudo vi /etc/findface-extraction-api.ini

listen: 172.168.1.10:18666

7. Ilepe3zamycrure findface-extraction-api Ha IEHTPAJIBHOM CEPBEPE U KAXKJOM JIOTIOJIHUTEIHLHOM 610-
MeTPHUUIECKOM cepBepe.

sudo systemctl restart findface-extraction-api.service

BanancupoBka Harpyskn ycmernino HacTpoeHa. He 3abynbTe yKaszarh akryanbubiil [P-agpec n ciymaromnmii
IOPT CepBepa ILI03a IIpu HACTpoiike pacnpedenennoti cemu FindFace Security.

OpraHnsauus pacnpegeneHHoi 0asbl AaHHbIX

Kowmmonent findface-tarantool-server coeauasier 6a3y JjgaHHbBIX Tarantool ©  KOMITIOHEHT
findface-sf-api, nepegaBas pe3yabTaThl MOUCKA OT 6a3bl naHHbIX B findface-sf-api jyia jasibHeimei
obpaborku. [l yBesmueHUsT CKOPOCTH IIOMCKa Ha KayKJIOM cepsepe ¢ 06azoit jannbix Tarantool moryt
GBITH CO3JIAHBI MHOIOYNC/EHHBIe cerMeHTHl (mapapl) findface-tarantool-server. lIx mnapasuresnbHoe
GYHKIMOHUPOBAHNE TPUBOIUT K 3HAYUTEIHHOMY YBEINIEHUIO TPOM3BOANTEIHHOCTH. KaXKIblil I1ap MOKeT
obpabareiBaTh npubausuTeabHo g0 10 000 000 jumn. Ilpu paszseprtoiBannu findface-tarantool-server
13 WHCTAJISTOPA IMAap/bl CO3/IAI0TCH aBTOMATHYECKH C YIETOM allllapaTHON KoHdUryparun Gu3nieckoro
cepsepa.

s Toro 4Tobbl pacrpesenTb ONOMETPUYecKyo 6a3y maHHbIX, ycranoBuTe findface-tarantool-server
Ha KaXKJI0M cepBepe 6a3bl manabiX. OTBEThTe Ha BOIPOCH! HHCTAJLISITOPA CJIEIYIONIM 00pa30M:
e YcranaBiuBaeMblil TpoayKT: FindFace Security.

e Tun ycramosku: Fully customized installation.

e YcranasinuBaemble kommoneHTsl FindFace Security: findface-tarantool-server. /Ijns Toro 9ro0sni
ero BbIOpaTh, CHAYaJa CHUMUTE BbIJIEJIEHHE CO BCEX KOMIIOHEHTOB, BBEJsI B KOMAHJ/IHOH CTPOKe -*,
3aTeM BBeJNTE MOPsSAKOBbIit HoMep findface-tarantool-server: 13. Beegaure done /jist coXpaHeHMsI
BBIOOPA 1 TIEpexoJia K CJIEJYIONIEMY Irary.

TTocse sToro mporiece ycranoBku OyaeT apromarndecku 3amyined. OTBeThl Ha BOIIPOCH HHCTAJLIATOPA OYIyT
coxpanennl B daiti /tmp/<findface-installer-*>.json. cnons3yiiTe manubiii ¢aiia, 9T00B yCTAHOBATH
findface-tarantool-server Ha JpPYyIrux cepBepax, He OTBe4Yad Ha BOIIPOCHI HHCTAJIATOPA IIOBTOPHO.

sudo ./findface-security-and-server-4.1.2.run -f /tmp/<findface-installer-*>.json

B pesyabrare ycramosku map;bl findface-tarantool-server OyayT aBTOMATHUYIECKU YCTAHOBJIEHBI B KO-
sudectBe N = max (min (mem_mb // 2000, cpu_cores), 1), T. e. paBHOM pa3Mepy OIIEPATUBHOI IaMITH
B MO, pasmenennomy ra 2000, niu KoauuecTBy GU3MIeCKuX giep nporeccopa (Ho He Menee 1 mapga).

Obszarenbao ykazkuTe IP-agpeca n mopTsl mapaoB mpu HacTpoiike pacnpedesennoti cemu FindFace Security.
st Toro 9Tobbl y3HATH HOMEpPA [MOPTOB, HA KAXKJIOM cepBepe 0a3bl JIAHHBIX BBIIOJHUTE CJIETYIONLYI0 KOMaH-

AY:

sudo cat /etc/tarantool/instances.enabled/*shard* | grep -E ".start|(listen =)""

Byner Bo3Bpamen ciemyromnuii pe3ybrar:

listen = '127.0.0.1:33001"',
FindFace.start("127.0.0.1", 8101, {

listen = '127.0.0.1:33002"',
FindFace.start("127.0.0.1", 8102, {
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Howmepa mopros mapaoB ykasaubl B cekiinn FindFace.start: 8101, 8102 u T. .

Hacrtpoiika ceteBoro B3aumopgeiictBus

TTocne pazseproiBanust kommnoneraTos FindFace Security macTpoiire nx B3aumoseiictsue mo cetu. Boimosnnre
cJaeayoye NeiicTBUL:

1. Orkpoiite daitn koudurypanun /etc/findface-sf-api.ini:

sudo vi /etc/findface-sf-api.ini

SBamaiiTe ciaemyomnye napaMeTpbr:

MNapametp Onucanne

extraction-api | IP-agpec u ciaymaromnuit mopT cepsepa, sIBJIAIONIETOCS ULAI030M JJIsE GIOMETpH-

-> YECKUX CEPBEPOB C HACTPOEHHOU 6AJIAHCUPOBKON HAIDY3KU.

extraction-api

storage-api IP-agpec u nopr macrepa mapnaa findface-tarantool-server. OcrajibHble

-> shards -> | mapZpbl IPOIUCHLIBAIOTCH 110 aHAJIOTUH.

master

upload_url [Tyt B WebDAV nginx, mo koropomy B kommoneHT findface-upload OymyT
OTIIPABJISITHCS UCXOTHBIE N300paKEHNsT, MUHUATIOPHI 1 HOPMAJIM30BAHHbBIE N300~
parKeHus JINIIL.

extraction-api:
extraction-api: http://172.168.1.9:18667

webdav:
upload-url: http://127.0.0.1:3333/uploads/

storage-api:

shards:

- master: http://172.168.1.9:8101/v2/
slave: ''

- master: http://172.168.1.9:8102/v2/
slave: ''

- master: http://172.168.1.12:8101/v2/
slave: ''

- master: http://172.168.1.12:8102/v2/
slave: ''

- master: http://172.168.1.13:8102/v2/
slave: ''

- master: http://172.168.1.13:8102/v2/
slave: ''

2. Ortxkpoiire daitn kouduryparmun /etc/ffsecurity/config.py.

sudo vi /etc/ffsecurity/config.py

SagaiiTe cieayromye IapaMeTphL:
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Mapa- Onucatue
MeTp
SERVICE| HRTERNAL rADDRERE, FindFace Security, sBstiornumest npuopurernbiM jyist Genetec n Be6-
xykoB. Eciin napameTp He 3a/1aH, CCTeMa UCIOJb3YeT 1 pabOThI ¢ JAHHBIM (DYHKIINOHA-
stom EXTERNAL_ADDRESS. /Iyt ucnionibzoBanust Genetec u BeOXyKOB 00s13aT€JIBHO YKAYKUATE
1o Kpaiineii Mmepe opun u3 napamerpos SERVICE_EXTERNAL_ADDRESS/ EXTERNAL_ADDRESS.
EXTERNAL (fNDRESSanbH0) IP-ampec mim URL, Koropbiii mcmosb3yercss [gist JoCTyma K - Beb-
untepdeiicy FindFace Security. Eciiu mapamerp He 3aj1aH, cucreMa aBTOMATUIECKH OIIpe-
gesisier ero kak paemHui [P-anpec. st mocryma B FindFace Security Ber moxkere ucriosib-
3oBarh 00a [P-agpeca: kak aBroonpee/ieHHbIH, Tak u yka3anubiii B EXTERNAL_ADDRESS.
VIDEO_DETESTARMEGKENTOKEH M yKaKUTE ero B JIAHHOM IapaMeTrpe, 9ToObl aBTOPU30BATbL MOJIYJIb
BUJIEOIETEKITIH JIAII.

VIDEO_MANRGERpADDREBBpa findface-video-manager.

NTLS_HTBPUREpec cepBepa findface-ntls.

ROUTER_UHnemmuuit IP-agpec cepsepa findface-security, KoTopslit Oy/eT mosydaTsb oOHADYKEH-
Hble JHIa 0T dK3eMiuapa(oB) findface-video-worker.

SF_API_ADPRESPec cepBepa findface-sf-api.

EXTRACTIAF-ARpec u cayIIaloOnuii IOPT CEPBEPA, SIBJSIONIETOCS ULAI030M JIJIs OHOMETPUIECKUX Cep-
BEPOB C HACTPOEHHO OaJIAHCUPOBKOI HATDY3KHU.

sudo vi /etc/ffsecurity/config.py

# SERVICE_EXTERNAL_ADDRESS prioritized for webhooks and genetec
SERVICE_EXTERNAL_ADDRESS = 'http://localhost'
EXTERNAL_ADDRESS = 'http://127.0.0.1"'

FFSECURITY = {
'VIDEO_DETECTOR_TOKEN': '7ce2679adfc4d74edcf508beadd67208",

'"EXTRACTION_API': 'http://172.168.1.9:18667/',
'VIDEO_MANAGER_ADDRESS': 'http://127.0.0.1:18810',

'"NTLS_HTTP_URL': 'http://127.0.0.1:3185"',
'ROUTER_URL': 'http://172.168.1.9',

'"SF_API_ADDRESS': 'http://127.0.0.1:18411"',

Ha srom ycranoska FindFace Security B KsiacrepHoit cpejie Oyier 3aBepimeHa.

1.5 lepBble waru nocne ycraHoBKuU

TTocse ycnemnoro paseeprbiBanus FindFace Security npuiiio Bpemsi OTKPBITH 6eO-uHmepgpeltic 1 HaYaTh
pabory. B a10ii riiaBe BbI HalijleTe pEKOMEH LYEMYIO ITOCJIEI0BATEILHOCTD IIAr0B, CJIEJIysl KOTOPOIl BBI CMOYKETE
3aJIeliCTBOBATH BECh CIIEKTP (DYHKIMOHAJIBHBIX Bo3MmoxkHOCTell FindFace Security.

30 Fnasa 1. PykoBoacTtBo agmuHuctpatopa



FindFace Security, Bbinyck 4.1.2

B atoir rnase:

Zlobasaenue xamep

Cocmasaerue cnuckos nabarodenus u 3a2pysxa docve
Cosdarue noavaosamenetd u NPedocmasieHUE UM NPQS
Monumopune au

Opeanusayus 6udeonabA00ernus

Paboma FindFace Security

Basosoe 066./LLZ/Z)+CU6(J/HU6 cucmemovl

Boavwe soamootchocmeti

1.5.1 JobasneHue kamep

1. Cozdaiime nosyro 2pynny rkamep WU UCHOJb3YHATE CO3MAHHYIO MO yMOJTJIAHUIO. [ pymnmna Kamep — 3TO

CHUCTEMHBINT OOBEKT, KOTOPBI ITO3BOJISIET IPYIIINPOBATH KAMEPHI C YIETOM UX (PU3NIECKOIO PACIIOJIO-
xxenus. K npumepy, KaMepsl, PACIIOJIOXKEHHBIE Ha BXOJI€ B 3/IaHUE, MOXKHO OObEJUHUTH B OJIHY I'DYIILY
1 paboTaTh ¢ HUMU KaK C €JIMHBIM I[EJTBIM.

2. /[lobasvme Kamepv, B CO3MAHHYIO TPYIIY U NPOSEPLIME UL Padbomy.

OononHurensHo:

Hacrpoiite cucremy Ha 00pabOTKy BHJIEOIIOTOKOB C IPYIIIBI KAMED B MeCTe UX (PU3UMIECKOrO PACIIOJIO-
KEeHUsI. ITO MOXKET ObITh aKTyaJbHO B pacupelesieHHoil apxurekType. [lodpobree.

Paccmorprure BO3MOXKHOCTD BKJIIOUEHUS JEAYIUIMKAIIMN COOBITHN, €CJIM CIeHbI HAOJIIOEeHNS KaMmep B
rpyiime nepekpbiBaioTcs. Jannas GyHKINs TO3BOJISIET HCKITIOYUTH PETUCTPAIINIO OJIMHAKOBBIX COOBITUI
B IIpeJieJIaxX OJHOW I'PYIIIbI KaMep. [lodpobree.

1.5.2 CocraBneHue cnuckos HabatoaeHns n 3arpyska gocbe

Cosdatime noswti cnucok nabarodenus WU UCTOJIb3yATe CO3MaHHbIM M0 yMordanuio. CIucok HaOJIo-
JIEHUsT — 9TO CUCTEMHBIH O0BEKT, C TTOMOIIHI0 KOTOPOTO BBITIOJHIETCS KJIACCHU(MUKAIIS TIEPCOH 0 TIPO-
M3BOJIbHBIM KPUTEPUsIM: YEPHBIH CIUCOK, Po3bicK, VIP, mepconasn u 1. .

Sarpysure joche u J100aBbTE X B CO3JAHHBIN CIMCOK HAOIIONEHUS 6PYYHYIO, NAKEMHO “epe3 6ed-
urmepgdetic WM UCHOJIb3yst DYHKIMIO NaAKEMHOU 3a2PY3KU YEPE3 KOHCOND.

JononHurensHo:

Pacnpedeaume 6a3y darnvir docve MeXKJTy HECKOJIBKUMHU cepBepaMu. Baza JaHHBIX Jg0che Oy/IeT 1o-
CTYITHA sl PeJIaKTUPOBAaHUS Ha NOJIOBHOM CepBepe, a JJIsl YTeHUsl 1 MOHUTOPUHTa — Ha BEJIOMBIX.

Hacmpotime codeporcumoe docve. CozmaiiTe TOMOTHUTETBHBIE TIOJIsI, BKJIAIKN U ITOUCKOBBIE (DUIIBTPHI.

1.5.
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1.5.3 Co3pgaHune nonb3oBaTenein n npegocTtaBsieHne UM Mpas
1. O3HaKOI\/H)T€Cb CO CIIHCKOM npedycmanoeﬂcm/,?)L.r nNoAbL3068AMENDCRUL p(),ﬂ,(fﬁ, u 1mpun HeO6XO,ILI/IMOCTI/I Cco-
3datime 1Hoevie.

2. Jlobasvme noavsosamenetll B CHCTEMY U TMPETOCTABHLTE UM TTOJTHOMOUHUS.

1.5.4 MoHuTopuHr nuy,

Tlo ymomaanuio FindFace Security oTcjiexkmBaer TOJIBKO HE3aPErMCTPUPOBAHHBIE B CUCTEME JIUIA, T. €. JIM-
1a, I KOTOPBIX 0MCcymcemeyom cosnadenus ¢ docve. st TOro 9Tobbl BKIAIOYATH OTCACKUBAHNIE JIUI U3
TIOJTH30BATEIHLCKOTO CITIUCKA HAOIOMEHN, CAETANTEe 9TO CIUCOK AKMUGHBILM. BBl Tak:Ke MOKeTe BKJIIOUUTD
3BYKOBOE OIIOBEINEHNE U CHeJIaTh 00sI3aTe/IbHBIM IPUHATHE BPYUHYIO CBSI3QHHBIX CO CIIUCKOM COOBITHIA.

OononHurensHo:
1. obasbre nandopmariun B COOBITHsI, BKJIIOYNAB PACIIO3HABAHNUE 1014, BO3PACTA, IMOIUIT, DOPOMIBI I OIKOB.
Ilodpobree.

2. BammruTe cucremy ot ciydunra, BKI0UNE GYHKINIO pacno3Haanust xkuBbix jur (Liveness). ITodpo6-

1.5.5 Opranunsauyus sunageoHabnoaeHuns

Hacmpotime packaadky kamep njist 6a30BOro BUI€OHAOIIIOIECHUS .

1.5.6 Pabota FindFace Security

1. Hdenmuduyupyiime obnapyscenmnvie na 6udeouzodpascenul AuLa, TPOBepss UX B PEAJbHOM BpeMe-
HU Ha COBIAJIEHUE C JIMIIAMU U3 CIIUCKOB HabJirojieHusi. Paboraiite ¢ ucropueit COOBITUN, UCIIOJIb3YsI
pas/ndHbE (DUIBTPHI.

2. Paboraiite ¢ snuszodamu. Iuu3om — 3T0 HAOOP COOBITHIT UAEHTHU(DUKAINNA, B KOTOPBIX (DUTYPUPYIOT
JIUIA OJTHOTO W TOTO YK€ YeJIOBeKa, ODHAPYKEHHBIE B TE€UEHUE OINPEJIEIEHHOrO mepuoia Bpemenu. [lo-
CKOJIBKY HUHQOPMAIHS O COOBITHSIX OTODpazkaercst Ha BKJajke Cobvimus B IPOU3BOJBLHOM IOPSJIKE,
00paboTKa OOJIBIIOr0 KOJUYIECTBa PA3HOPOIHBIX COOBITHII MOYKET OBITH JI€JIOM 3aTPYAHUTETbHBIM U
mespderTuBabiM. C dyHKIMEH DU30/1bI, CHCTEMA UCIOJB3YET UCKYCCTBEHHBI UHTEJJIEKT JIJIsl TPYII-
MMUPOBKU BXOISAINMX COOBITUI HA OCHOBE BPEMEHU OOHAPYKEHWS U CXOYKECTH JIUIl. IJTO MO3BOJISET C
JIETKOCTHIO 00pabaThbiBaTh PA3HOPOIHBIE COOLITUS AaKe B OOJBIMTIX KOJTUIECTBAX.

3. Broimosusiite naeHTUOUKAITITIO (IIOI/ICK) JIUIT TI0 CJIEIYIONUM 0a3aM JaHHBIX:
e Ba3za jaHHbIX OOHADPYKEHHBIX Jull. [lodpobhee.
e Bazsa mannbix mocwe. [lodpobnee.
4. BomonmugaiiTe nouck 6 aprusHvlr 6u0eo JIUI, U3 CIUCKOB HAOJIIOMEHUSI.
5. Cpasnusatime Auya BPYIHYO, 9TOOBI IIPOBEPUTH UX HA [IPUHAJJIE2KHOCTH OJIHOMY YEJIOBEKY.

6. Ucnons3yiite MOoOUADHOE NPUAOHCEHUE.
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1.5.7 Ba3oBoe obcnyxusaHue cucTembl

1. Hacmpotime aBTOMaTUIeCKOE YIAJEHUE CTAPBIX COOBITHIT 13 0a3bl JAHHBIX.
2. IIpu HeobxommmocTu ydarume cTapble COOBITHS U3 0a3bl JAHBIX BPYUIHYIO.

3. Perynsapno coznasaiite pesepenyro konuto 6a3bl JAHHBIX.

1.5.8 Bonblwe Bo3amoxxHoCTEN

1. Hacrpoiire 6ebzyku Jjisi aBTOMATHIECKOIN OTIIPABKYU yBEIOMJIEHNI 00 OIPEeIe/IEHHBIX COOBITUSX HA 3a-
mauubiit URL-agpec. IIpu nacrymiennn nyzxuoro cobbrrus FindFace Security ornmpasur HT'TP-3ampoc
na URL-azxpec, yka3annbiii B HACTPOiikax BeOXyka. BeOXyKH MOXKHO HCIIOJIb30BATD JJIs PEIEHUS Pa3-
HOOOPA3HBIX 33/, HAIPUMED, JIJIsI yBEJIOMIICHHs [TOJIb30BATE I 00 OIPEJIEJIEHHOM COOBITHHU, BBI30BA
OIIpeJIeJIEHHBIX JIEHCTBUII Ha 11eJIeBOM Beb-caiiTe, Ipy pelleHnn 3aja4 0e30IaCHOCTH, TAKUX KaK yiIa-
JIEHHOE aBTOMATHYECKOEe YIIPaBJIeHuEe H0CTyIoM u Jp. [lodpobhee.

2. Bageticryiite dyuknun FindFace Security wepes HTTP API.

3. O3HaKOMBTECH CO CIUCKOM HAIUX NAPIMHEPCKUT UHMELPAUUTL.

4. 3agmeiicTByiiTe NAG2UHDL, ITO 33/1aTh COOCTBEHHbBIE IPaBUIa 00pabOTKN OOHAPYKEHHBIX Ha BUJEO JIUIL.
CwMm.Takxke:

o Vnpasaerue sudeoramepami

e Monumoputre aut. Ynpasaenue 6a301 darnovix docve

e Vnpasaerue noav3oeamenamu

o Pacwupennoi pyrnrkyuonan

Obcayoicusanue v Ycmpanerue Heucnpasrocme

1.6 Pab6ota c FindFace Security

Pabora ¢ FindFace Security swimosasiercss depe3 BeO-uaTepdeiic. st Toro 4robbl oTOOpa3uTh BED-
nHaTepdeiic, B aapecHOil cTpoke Opaysepa BBemuTe 0a30BbIN ajpec BeO-mHTepdelica W TpoNInTe aBTOPU-
3aIMIo.

IIpumeuanne: Baszoswiil ajpec 3amaercs npu ycmarnoske FindFace Security.

Baxkno: [lyst mepBoro Bxoma B cuctemy nocie paseprbiBanus FindFace Security ncnon3yiire
YUETHYIO 3alUCh aJMUHICTPATOPA, CO3JAHHYIO IIpU ycmanoske. Jis co3lanns APYTUX MOJIb30-
BaTesel CM. pa3fiesl Ynpasaenue noab306GmMenimu.

Beb-unrepdeiic nmeer ymoOHBIN 1 HHTYUTUBHBIN Au3aiH 1 00ECIIEINBAET AOCTYI K CJIELYIONUM (DY HKITHSIM:

o ObObenuHeHre KaMep B IPYIIBI B 3aBUCUMOCTH OT UX (hu3mdeckoro pacrnosioxkenust. Jlobasienne n
HacTpoiika kamepbl. CM. Vnpasaenue kamepami.

e VYmupasienue crnuckamu HaOsonerus. Cosmanue nocke BpydHyto u makerHo. Cm. Monumopune aui.
Vnpasaenue 6a30t darnvix docve.

(] yflp(LS./LGHUG noav3oeamenAMU U POAAMU .
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o Hdenmugurayus auy, 6 sudeodatiie.

o Ocnosrvie nacmpotixu. VI3Menenne opora cpabaTblBaHus CUCTEMbI ([IOPOTa, OJIOKUTEIBHON Bepudu-
KAIUK JIMI[) U HACTPOUKA aBTOMATUIECKOI OUMCTKH 0a3bl JAHHBIX OT CTAPBIX COOLITHIA.

o (Cpasnenue 2-x auy. IIpoBepka 2-x JIUI] HA UIEHTHIHOCTD.

e U nentudukarnus aur o 6a3e COOBITUI B PENCUME PEAALHO20 6PEMEHU KAK HA KUBOM (BHIEOMOTOK),
TaK U Ha apxXuBHOM (Bujeodailn) Bumeo. Inusodv, cobvimui. Vnearudukanms gur no base cobvimul
u docve. Budeonabimodenue.

1.6.1 YnpaBneHue Bngeokamepamm

s macrpoiiku Bujeo-uaenTudukanum i jgobasbre Kamepbl B FindFace Security, crpymnmuposas ux c
Y9IETOM PACIIOJIOXKEHUSI.

ITpumeuanme: IlpaBa Ha co3maHme TPy KaMep W KaMep HACTPAMBAIOTCH B PAa3PEIIeHUsIX MOJIb30BATEIS
(eMm. Vnpasaerue noavzosamensimu).

B atoii rnase:

e (Cozdanue epynnovi Kamep

o J[obasaenue xamepvl

o Monumopure pabomuvi xamep

CospaHue rpynnbl kKamep

Cosert: B cucreme mocrymra rpyiimna KaMep M0 yMOJTIAHUIO.

it co3ianust TPYIIbI KAMED BBIIIOJIHUTE CJIEYIONINE JIeHCTBUS:
1. Tlepeitmure Ha BRIanKy Hacmpotxu. Beitbepure I'pynnoe xamep.

2. Haxxmure +.
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FindFace Security HacTtpoiku

OcHoe

BHeLHWid BUA,

Me aTenn

Mpynnbl kamep

HTaLKs

HTauwa API

¢ HacTpoikn

3. Ha Bkuiajuke Hngpopmarus, BBeIUTE UMs I'PYIIIBI U IIPY HEOOXOIUMOCTH KOMMEHTAPHI K Heil.

Mpynnbl kamep

1.6. Pa6ora c FindFace Security
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COB,EI,aTb rpynny kamep NHdopmauma YaspelleHns

WTE N E

CoxpaHuTh Hazag

4. Eciiz BaM HY?KHO BBIJEIUTH OIpele/eHnbii sk3emMap findface-video-worker st 0OpaboTKu BU-
JIEOTIOTOKOB C JIAHHOW IPYIIBI KAMEp, CO3/aiiTe MM BHIOEPUTE U3 y2Ke CO3JAHHBIX OJHY HJIH HECKOJIHKO
METOK.

IIpumeuanne: [ljs Toro 9ToOBI 3aBEPIMUTDH BBIJAECJICHNE, IEPEUNCINTE METKU B (dailjae KoHpurypa-
mnu findface-video-worker. Ilogpobree cMm. [Ipusaska epynno. xkamep ¥ ax3emnaapy findface-video-
worker.

5. Eciu cobprTust 0T KaMep, TpUHAJIEXKAIUX OJHON I'pyIie, TpedyeTcs e IyIIUIUPOBATh, T. €. UCKJIIO-
YUTHh ONMHAKOBBIE COOBITHsI, TOCTaBbTe (PJIaXKOK Jledynauyuposams cobvimus n 3ajaiiTe B CEKyHIAX
UHTEPBAJ JelyluKanuy (MHTepBaJl, ¢ KOTOPBIM COOBITUS IIPOBEPSIOTCS HA YHUKAJIBHOCTD).

Ilpenynpexxneuune: Vcmonp3yiiTe AeAyIUIMKAIMIO OY€Hb OCTOPOKHO. Ecim kamepbr m3 OmHOMI
TPYIIBI HAOJIOMAIOT pPa3HbIe CIEHDbI, HEKOTOPDLIE JIUIA MOTYT OBITh MPOMyIeHbl. 1logpobiee cM.
Ledynaurayus cobvimud.

36
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6. Ilo ymomyanuio Ha BceX I'PyIIIaX KaMep B CUCTEME UCIOJIb3YETCA YHUBEPCAAbHBIT Nopo2 cpabaThIBAHUS,
ONTUMAJIBHBIN J1j1s OOJIBIINHCTBA CIy4daeB pacrno3HaBanus Jull. JIjisi Toro 4robbl yCTaHOBUTDH WHIIUBU-
JIyaJIBHBIN TIOPOT JJIsi TPYIIIbI KaMep, mocraBbre (uiaxkok [lopoe cpabamuvieanus W yKaXKUTE HYKHOE
ITOPOT'OBOE 3HAYUEHUE.

7. TlocraBbre dutazkok AxmusHa.
8. Haxxkmure Coxparums.

9. Ha Bkianke Paspewenus Ha3HaUbTE IpaBa Ha pabOTy C IPyIIOH KaMep, YKa3aB, MOJIb30BaTeIsIM C
KAKUME DOJISIMU Pa3PEIIeHO U3MEHATD/IPOCMATPUBATD €€ HaCTPONKU.

Cospartb rpynny kamep Mudpopmauus PaspelueHns

CoXpaHuTh

10. Haxxmure Coxparnumo.

OobaeneHue kamepbl

s nobaBiiennst KaMepbl B IPYIITY BBIOJHUATE CJIEJYIONUE JeHCTBIS:
1. Tlepeiinure Ha BKIAJAKY Kamepot.

2. Haxxmure +.

Kamepbl

CTpannual &

3. BBemure HaszBanue Kameps! u 00aBbTe ee B 010y U3 rpyiil. IIpu HeobxomumocT BBEIUTE KOMMEHTAPHT
K KaMmepe.
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NobaBuTb Kamepy

[NapameTpbl

CBpocKuTe N METPbI

CoxpaHuTk

Samaiite URL kameps! nian ajpec Bujeodaiiia st obpaborku, nanpumep, file:///data/some . mp4.

ITo ymosrqanuio Ha BCex KaMepaxX B CHCTEME HCIIOJIb3YeTCsl YHUBEPCAAbHbIT Nopo2 CpabaThIBAHUS, OIl-
TUMAJIBHBIN 7151 OOJIBITMHCTBA CJIyYaeB PACIIO3HABaHUS Jinil. J{jist TOro 9T00BI yCTAHOBUTD WHIABULY-
aJIbHBIN TOPOT /It KaMepBhl, mocTasbTe Miakok [lopoz cpabamuvisarus 1 yKaXKUTe HY2KHOE ITOPOrOBOe
3Ha4YeHHeE.

ITocrapbre diaxkork AxmueHas.
JL71s1 TOro 4TOOBI HACTPOUTH OOPADOTKY BHJIE0, HAKMUTE Ha KHONKY [lapamempo, M BHECUTE U3MEHEHUS:

o Munumansvroe kauecmeo usobpasicenus suua (filter_min_quality): MuHMMaJIbHOE KAa4ecTBO
n300paskeHns! JIUIIA JJIs1 OTIPaBKU Ha cepsep. OnpenessieTcss SMINPUIECKH: OTPUIIATEIbHbIE 3Ha-
genust BOMm3n () = Hambojiee KadueCTBEHHbIE NpsiMble m3o0paskeHus jml, aHdac, -1 = xopormiee
Ka4ecTBO, -2 = yJOBJIETBOPUTEIbHOE KadeCTBO, OTPUIATE/IbHbIE 3HAUYEHUS -0 U MEHbIIEe = IIepe-
BEPHYTbIe JIAIA U JIAIA, IOBEPHYTHIE 0/ OOIBIIAMY yIIaMU, PACIO3HABAHUE MOXKET ObITh Head-
(HEKTUBHBIM.

o Munumarvnviti pasmep auya (filter_min_face_size): MuHuMANbHBIH pasMep JHIA B TIHKCETSIX
JJIs OTIpaBKu Ha cepBep. Ecim 0, puiibTp BHIKIIOYEH.
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o Maxcumanvroi pasmep avya (filter_max_face_size): MakcuMasbHbINA pasMep JIMIA B MTHKCE-
JISIX JIJIs1 OTIIPaBKHU Ha cepBep.

o Kauecmeo corcamua (jpeg_quality): KauecTBo ckaTHst IOJHOIO KaJ[pa JIJIsl OTIIPABKIL.

e Onyuu FFMPEG (ffmpeg_params): Ounuu ffmpeg syis Busieonoroka. 3a1a10Tcss MACCUBOM CTPOK
KJIIOY=3Ha4eHne, Hanpumep, “rtsp _transport=tcp ss=00:20:00".

o Bygpepnuiii peorcum (overall): BydepHnsiii pexxum. OTIPaBISATH JJIst JIUIA OJUH KaIp HANUILY UIIero
KaJecTBa.

e Bpemennol unmepean (realtime_post_interval): Bpemennoii unrepsaj B MHJUILCEKYHIIAX, B
TedeHre KOTOPOro B PEXKUMe PeajbHOI0 BPEMEHHU BHIOMPAETCs JIydIInil KaJp C JIUIOM.

o Omnpasasmo aywwul kadp (realtime_post_every_interval): Ecuu true, ornpasisTs jydmmii
KaJIp B KaxKJIOM MHTepBaJsie BpeMeHnu realtime post interval B pexxmme peaspHoro Bpemenn. Ec-
sn false, oTupaBagATh JIydmunil Kagp, TOJIBKO €CJIM €ro KadecTBO YJIYyUINNJIOCH 110 CPABHEHUIO C
NpeAbI oYUM OTIPABJICHHBIM KaJPOM.

e Bpema ootcudanus omeema wa 3anpoc (router_timeout_ms): Bpems oxumaHus B MUJLUINCEKYH-
JIaxX OTBETa Ha OTIIPABJICHHBIN 3aIIPOC C JIMIIOM.

o [Toayuams epemenmvie memky us nomoka (use_stream_timestamp): Eciu true, orupasiaars Ha
cepBep BpeMEeHHbIE MEeTKH ITOJIyYeHHbIe 13 ToToka. Eciu false, oTnpaBasTh TekyIue 1aTy 1 BpeMsi.

e [Ipubasasamo x epemennvim memram (start_stream_timestamp): IIpubasisars ykazaHHOe KOJIH-
YeCTBO CEKYH/]I K BPEMEHHBIM MeTKaM U3 ITOTOKA.

o Ozpanuuenue ckopocmu npouepusanus (play_speed): Eciu Menbine Hysisi, TO CKOPOCTb HE OrPa-
HAYUBAETCS. B OCTAIBbHBIX CIydasix IMOTOK YUTAETCsI CO CKOpocThio play_speed. He nmpumennmo
JI7IsI TIOTOKOB C KaMep BUICOHAOJIIONCHUSI.

e Pezuon caesrcerus (ROT): Brirouaer neTeKTHpOBaHNE U OTCIEKUBAHUE JIWI TOJIBKO BHYTDH 3a-
JIAHHOI TIPSIMOYTOJIBHOI obJiacTu. Vcmosb3yiiTe JaHHYIO OMIUIO, 9TO0BI YMEHBIITUTDh HATPY3KY Ha
cepsep.

e Pezuon saxsama suua (ROI): BritouaeT ornpaBKy Ha cepBep JIuil, 0OHAPYKEHHBIX TOJILKO BHYTPU
WHTEPECYIONeil 00IacTH.

Coser: [lina zaganus ROT/ROI yno6uo ucnonb3osarh Busyasbhblii Mactep. CHadana cozmaiire
kamepy 6e3 ROT/ROI, zarem oTkpoiiTe ee Jyis pelAKTUPOBAHUS U HaXKMUTE Ha KHOUKY Ilapa-
Mmempov. Bul yBuanTe Bu3yaabHBIN MacTep.

IIpu meoOXomMMOCTH 3ajaiiTe ONIMOHAJIbLHBIE MapaMeTpbl 00paboTKM BHUAEO. I 9TO HazKMHUTE Ha
KHOIIKY /[onoanumenvrsie napamempot.

o Dopmam FFMPEG (ffmpeg_format): Ilepenars dpopmar FFMPEG (mxg, flv, u . 1.), eciau on
HE MOXKET OBITh aBTOMATUYECKHU OIPEIETICH.

o [IIposepamv SSL-cepmuguram (router_verify_ssl): Ecau true, nposepsars SSL-ceprudukar
cepBepa IIpU OTIpaBKe Ha Hero Jjimil yepe3 https. Ecim false, MoXKeT OBITH MPUHAT CAMOITOMINCAH-
HBIA cepTudUKAaT.

o Munumasvhas urnmencusnocms dsusicenus (imotion_threshold): MunumasbHas HHTEHCHB-
HOCTB JBHKCHHUsI, KOTOpas OyJieT PerucTpUpOBaThCe JeTEeKTOPOM JBU KCHNS.

8. Haxxmure Coxparums.

Ilpumeuanue: Kaxgas kamepa cBsi3aHa ¢ TaK HA3BIBAEMBIM job-3ajanueM, 3amadeil Ha 0OpabOTKy BHUIEO,
cojiepzKalieil mapamMerpbl KOH(MUTYPAIUH U JaHHBIE BHIEOIOTOKA, KOTOPas HA3HATAETCS ONPEIEIEHHOMY K-
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seMiuigpy findface-video-worker. Jannag 3amada MoxeT ObITH nepesartyineHa (cM . Monumopune pabomaot
Kamep).

MoHuTopuHr pabotbl kamep

MonuTopuHr paboThl KaMep BBHINOJIHAETCH Ha BKJIaJKe Kamepor.

Kamepbl

KTUBHble: 2, HeaKTHUBHbIe: {epab

CTpaHnua 1 &

C6pocuTh GUNLTPLI

Crarychbl Kamep:
e 3esieHblil: WyIeT 06paboTKa BUJIEOMOTOKA ¢ KAMEPHI, MPOOJIEM HE OOHADYKEHO.

e JKentwiit: kamepa paboraer menee 30 CEeKyHJ WM MMEIOT MECTO OJHA WMJIA HECKOJBKO OIMMOOK IIph
OTIIPABKE JIATI.

e Kpacubrii: kamepa ne paboTaer.
e Cepblil: KaMepa OTKJIIOYEHA.

Jis KaxKmoil KaMepbl TPUBOJATCS CJIELYIONINE CTATUCTAYECKUE JAHHBIE 10 00pabOTKe BHUIEOIOTOKA: IJIH-
TeJIbHOCTH 06PabOTKY /KOJIMYECTBO YCIEIIHO OTIPABIEHHBIX JIMI[/KOJIXIECTBO JIUL, 0O6pabOTaHHBIX C OG-
KaMU TI0CJIe TIOCJIETHETO Mepe3aIrycka job-3aaHusl.

ITpumeuanmne: Kaxmas kamepa CBsi3aHa C TaK Ha3bIBAEMbBIM job-3ajaHueM, 3aja4eii Ha 00pabOTKy BUJIEO,
coJiepIKaIieil mapamMeTpbl KOH(MUIYPAINT U JTAHHBIE BUIEOIIOTOKA, KOTOPasi HA3HAYAETCS OIPE/IEIEHHOMY K-
zemmisipy findface-video-worker. Jlammas 3a/ada MOXKET OBITH MTEpE3amyIIeHa.

st mepesattycka job-3ajiaHusi OTKPOiiTe HACTPONKN KaMephl U HAXKMUTe Ha KHOUKY [lepesanycmums. Ilpu
9TOM KOJIMYIECTBO OIMMOOK OyaeT 0OHYJIEHO.

IIpu 6osbIoM KOTIMYECTBE KaAMEP B CHCTEME UCIOJIb3YITe Ciemayomnue (DUIbTPhL:
o ['pynnu xamep,
o Axmuenwbiil,
o C'mamyc.
CmMm.Tak>xke:
o [Ipusaska epynno. kamep K sksemnaapy findface-video-worker

o Jledynaurayus cobvimut
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1.6.2 MoHuTopuHr nuuy. YnpasneHue 6a30ii gaHHbIX AOCbe

JlanHas riaBa MOCBAIIEHA MOHITOPUHTY OOHAPYKEHHBIX JIUI 1 pabore ¢ 6a30it maHHbIX Jocbe. Kaxkmoe qocbe
COJIEPXKUT OIHY HJIM HECKOJIBKO (poTorpaduil mepcoHsl U KIACCU(MUIMPYETCS MO TPUHAJIEXKHOCTH K TOMY
I UHOMY CHHUCKY HAOJIIOIEHNs, HAIIPUMED, K YEPHOMY HJIH OeJIOMy B CAaMOM IIPOCTOM ciiydae. Bor Moxkere
CO3/aTh HECKOJIBKO CITUCKOB HAOJIIOEHNs, HAIIPUMED, B 3aBUCUMOCTHU OT YPOBHS OIMACHOCTU MJIM, HAOOOPOT,
cTaTyca IEepPCOHBI.

Cosert: /[lj1s1 aBTOMATHYIECKOTO CO3JaHUS OOIBITOTO KOJTMYIECTBA JIOChE UCHOIB3YUTE (PyHKUUOHAA NAKEMHOU
3a2PY3KU.

B atom pasgene:

Monumopune He3ape2ucmpuposaHHbLT AU,

Cosdanue cnucka nabarodenus,

Cosdanue docve spyuryio

o [laxemmas 3a2pysxa domozpadul

o Quavmparyus docve NO CNUCKAM HAOA00EHUA

Mo NTOPUHI HE3aperncTpupoBaHHbIX UL,

Baszosas koudwuryparusa FindFace Security yke cojiep:kuT mpe/IyCTaHOBJIEHHBIN CIIMCOK HABJIIOIEHNUSI, TIPEJI-
HA3HAYEHHBI J[JIsT MOHUTOPUHTA HE3aPErUCTPUPOBAHHBIX B CHCTEME JIUII, T. €. JIUII, JJIsT KOTOPBIX OTCYTCTBY-
FOT COBIIaJIeHMs ¢ Joche. JaHHBI ClMCOK HAOJIIOeHNsT He MOXKET ObITh yiaJieH u3 cucreMbl. st pemax-
TUPOBAHUs HACTPOEK WM JIE3aKTUBAIINU CIHCKa, repefinure Ha BKIaJAKy Hacmpotxu. Beibepure Cnucku
HabAdenus U OTKPOTe HACTPOUKHU crmcka, meakuays Unmatched B Tabmure.
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HacTtponku PepakTupoBaTbh cNMCoK HabntogeHus WHbopmaLms

OBHble

BHewHwWiA eng,

Mpynn
Cnucku HabnogeHua

Nuue

Tauus

2HTauua API

CoxpaHnTh

ITpumeuanue: [ljgs Toro 4robbl OTOOPA3UTH B CIKCKE COOBITUI TOJBKO HE3aPErMCTPUPOBAHHBIE JIUIIA,
BoiGepute 3uadenue Unmalched B duibrpe Chucku nabarodenus va Briaagke Cobvimus (moppobHee M.
Hoenmudurayus auy 6 pescume peasbrozo Pemen).

CospaHune cnucka HabnwgeHns

Jtst co3mannst mMob30BaTEIHLCKOTO CIIMCKA, HADJIIOMEHNS BBITIOJTHUTE CJASIYIONNe IeHCTBUI:

Cogert: [lomumo cnimcka Habmoneanss Unmatched j1jist MOHUTOPUHTA HE3aPErnCTPUPOBAHHBIX JIUIl, B CUCTEME
[0 YMOJTIAHUIO y2Ke CO3/IaH CIUCOK JIJIST MOHUTOPHHTA JIUI 1Mo 6a3e jgocke. JJaHHBIN CIIMCOK HAOIIOIEeHNs HE
MOXKET OBITh YJ/IaJIeH U3 CUCTEMBI.

1. Tlepeiigure Ha BRIagaky Hacmpotixu. Beibepure Cnucku Habaoderus.

2. Haxxmure +.
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HacTtpoiku MCKW HabnogeHus

!:I Hactpoiiku

3. B namurpe Memxa BbIiGepuTe IIBET, KOTOPBIit OYIET UCIOIH30BATHCS B COOBITHSX PACIIO3HABAHUS IIEPCOH
U3 JIAHHOTO crucka. [IpaBujibHO BBIOPAHHBIN IIBET IMOBBIIMIAET OBICTPOTY PEArMPOBAHUS OIEpaTopa Ha
coOBITHE.
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10.
11.

Co3pnarb cnucok HabnopeHus WHpopmauus pelieHus

CoxpaHUTh

Bsemure naszsanue crnmcka Hadsoaenusd. 1Ipu HeobxomumocTn 1006aBbTE KOMMEHTAPHIA.

BbI6epI/ITe I'PYIIILy KaMep, KOTOpasi 6y,[[eT UCIIOJIb30BATHCA JIJId MOHUTOPUHT A CIIUCKA Ha6.HIO,HeHI/IH. Ecnn
Trpynama KaMep He BI)I6pELHEL7 CIIMCOK Ha6JHO,ILeHI/IH 6y,ZLeT OTCJIE2KHBATHCA BCEMHU aKTHUBHBIMH KaMepaMUu
B cucreme.

ITocraebre haaxkok Tpebosamv nodmeepotcderue, eciin JJjis JAHHOI'O CIIMCKa OIEPATOP JOJIZKEH B 00sI-
3aTeJIbHOM IOPSJIKE IIOATBEPIUTh IPUHATHE COOBITHUSI.

HpI/I HeO6XO,ILI/IMOCTI/I BKJ/IIOYUTE 3BYK IIPU MOABJICEHUN COOBITHS JJId JaHHOI'O CIHCKAa.

ITo ymomuanuio Ko BceM CrmcKaMm HAOJIOAEHNS B CUCTEME IIPUMEHSIETCS YHUBEPCAALHBI TIOPOT CXOMXKEe-
CTH JIUI[, ONTUMAJILHBINA JJIsi OOJILIIMHCTBA CJIydaeB pacio3naBanus. s Toro 4Tobbl 3a1aTh WHIU-
BU/IyaJIbHBIN TIOPOT JIJIsT CIUCKA HabJIIOIeHus, ocTaBbTe (hyaxKok [lopoz cpabamwvieanus M yKaKUTE
HY2KHOE 3Ha4YeHUe.

ITocrasbre dhaazkok AxmueHvid.
Haxkmure Coxparnumo.

Ha BKJIa/IKE Paspeweﬂu;z Ha3Ha4vbTe IIpaBa Ha CIIMCOK Ha6JIIO,HeHI/ISI, YKa3aB poJin HOﬂb30BaTeﬂeﬁ, KO-
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TOpBIE CMOT'YT U3MEHSITh/IIPOCMATPUBATH €r0 HACTPONKH.

CospaTb cMCoOK HabnogeHus Mudbopmauus  Paspelenus

CoxpaHuTb

12. Haxwmure Coxparumo.

Co3paHue gocbe BpyYHYHO

i co3manus 10Che BPYYHYIO BBIIOJHUTE CJIELYIONINE NeHCTBUS:
1. B Beb-unTepdeiice nepeitaure Ha BKIAIKY ocve.

2. Haxxmure +.

Trump

5 aTax: COTPYLHUKK
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3. JlobaBbTe OfHY MM HECKOJILKO hoTorpaduit u BBeuTe NMs UemoBeka. [Ipu HeobxommmocTn 100aBbTE
KOMMeEHTapuii.

Baxkno: Jlumo #na dpororpadun 10/KHO OBITH HAJJIEZKAIIETO KAYECTBa, T. €. B OJIM3KOM K aHdac 1moJIo-
xennu. Paccrosiaume mexty 3padkamu: 60 px. [ognep:kusaembie popmarer: WEBP, JPG, BMP, PNG.
IIpu mecoorBercTBUM (hoTOorpacdun TpebOBAHUIM OYIET BHIBEJIECHO COOOINEHUE C OTTUCAHMEM OITNOKH.

Co3paTb gocbe

CoXpaHuTb

4. U3 packpsiBatoierocs crucka Cnucku wabarodenus BbIOepUTe CHUCOK (UM HECKOJIBKO CIHMCKOB, II0
ovepesn), B KOTOPBIH CJielyeT M0GaBUTh JOCKe.

5. Iocrasbre duraxkok AxmusHoe. Ecim mocbe HeaKTUBHO, OHO HE OYIeT UCIIOJIb30BAThCs JJIsi UIeHTU(DU-
KaIlIU JINIA B PEXKUME PeaJbHOr0 BPEMEHU.

6. Haxxmure Coxpanummo.
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MaketHas 3arpy3ka coTtorpaduii

s co3manus OOJIBINIONO0 KOJUYIECTBA, JIOChE UCIOJBb3yiTe (DYyHKIIMOHA MAKETHON 3arpy3ku. BuimosHuTte
cJeayonye 1eiicTBUL:

Coser: Eciu kosmuectBo gocke npesbimaer 10000, ucnonsayiire [akemuas 3az2pyska gomozpagut wepes
KOHCOAD.

Baxxno: Jluma ma dororpadusax JOKHO ObITh HAJIEXKAIEro KadecTna, T. €. B OJU3KOM K aHdac mojo-
xenuu. Paccrosiane mexx iy 3paukamu: 60 px. [lognepxusaembre opmarer: WEBP, JPG, BMP, PNG. Ilpu
HecooTBeTcTBUM (hoTorpadun TpeboBaHusIM Oy1eT BBIBEJIEHO COODIEHNE C OIMMCAHUEM OIIMUOKMU.

1. B Beb-untepdeiice mepeiiaure Ha BKIAIKY /ocve.

2. Haxxkmure +.

BupeocTt

Hocke

Bupeo
5 atax: cOTPYOHWKKW

3. Haxxwmure Iaxemnasn 3aepysra docve.

Cospartb gocbe

_|_
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4. Beibepure ororpacdun ajs 3arpy3Ku 1mohailjioBo Wi yKayKuTe Harky ¢ poTorpadusiMu.

NELGIGEE 3darpy3ka gocbe

JKypHansl

BuiGpaTh Gaiins WK BhiGpaTh MMPEKTOPUIO

5. Umena daiiios ¢ dororpadusaMu MOXKHO HCIIOJIB30BATH KAK OCHOBY JIJIS UMEH M/UIM KOMMEHTAPHEB
B CO3JIaBaEMBbIX Jl0Che. Bpibepure Hy:KHBII BapuanT(bl). 3areM HACTPOWTE HPABHJIO (DOPMUPOBAHUS
UMEHU ¥,/ KOMMEHTapHs, J00aBUB HOJIb30BATEIbCKHI TpeduKe u/min nocrduke K umeHu daiiia.

CoBer: Bo uszbexanue ciusinne 3-X CJIOB B OIHO, UCHOJIB3YUATE CUMBOJI ITOYEPKUBAHUS WX POOEs
B mpeduKce m mOCTPUKCE.

6. U3 packpsiBatorerocst cuucka Cnucku Habatodenus BbIOEpUTE CIMCOK (MM HECKOJBKO CIIUCKOB, 110
ouepejin), B KOTOPBIi ciieyer j100aBUTh CO3aBAEMBIE JIOCHE.
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7. B napamerpe Ilapaaseavras 3azpysra 3aaiiTe KOJUIECTBO IIOTOKOB 3arpy3ku ¢pororpaduit. Yem 60516~
Ile TIOTOKOB, TeM ObIcTpee OyJIeT 3aBepIieHa 3arpy3Ka, OJIHAKO TaKxKe HoTpebyercs u OoJibliiee KOJIU-
YECTBO PECYPCOB.

8. U3 packpeiBaiorerocs criucka I'pynnosas domoepadusn BboIOEpUTE, KAK JTOJZKHA TMOCTYIHUTL CHCTEMA
P HAJIMIUYM HECKOJIBKUX JIUIL Ha (poTorpadum: OTKIOHUTH (POTOrpaduio UK 3arpy3uTh caMoe OOJThb-
110e JIUIIQ.

9. [lyist 3aImycKa MakeTHOro CO3JaHusl J0Che HaXKMUTe Ha KHOUKY Cmapm.

Baxkno: Ijig mpocMmoTrpa Jiora makeTHON 3arpy3Kd HAXKMUTE Ha KHOUKY 2K ypHaas.. 3aTem mpu HeOO-
XOJIMMOCTH MOYKHO CKa4aTh JIOT B (hopMare .csv.

>KypHanbl NakeTHOMU 3arpy3Kkun

CTpaHuua 1 2

CkadvaTb

CkavaTb

CkadvaTb

CTpaHuua 1 &

®PunbTpaumns gocbe NO cnuckam HabaogeHus

Bce coznannbie B FindFace Security mocke orobpazkarorcs Ha BKIaske Jlocve. cnonbsyiite hunbrp Cnucku
H1abA100eHUA, ITOOBI OTPUIBTPOBATD JTOCHE IO CIIMCKAM.
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Yoannto

CTpaHuual &

KpacHbii cnucok @

KpacHBIi cnuMcok

CBPOCHTL GUNLTPbI

KpacHbIid cnMcok

1.6.3 VYnpaBneHue nonb3oBaTensimu

B 3Toin rnase:

Hp(?d’g(ﬁﬂld?—tOﬁ/LBHHbL(ﬁ poau

Cosdanue mosot poau
o [nasHas u dONOAHUMENDHAA POAL NOAB30BAMEN,
o Cosdanue noavdosamens,

o Jleaxmusauus Uil YoareHUE NOAL3OBATNENS,

MpepycraHoBneHHblEe ponu

s paborst ¢ FindFace Security nperycMoTpensl cieyorniye mpe/lyCTaHOBIEHHbBIE POJIN:

e Anmunucrparop. O6/1a/1aeT MOJHBIMY [IPABAMU Ha, YNPASAEHUE 6UICOKaMEPaMU, 60301 darHbir docve,
cobbITH, osb3oBaTesiaMu FindFace Security, a Takyke MOJHBIM JOCTYIOM KO BCEM OCTAJIBHBIM (DYHK-
IIHSIM.

Baxkno: Cynep AjgmuHECTPATOD HE MOXKET JINIIUTHCS TIPAB aJIMAHACTPATOPA JIarKe [IPU CMEHE POJIH.

e Omeparop. Obamaer npaBamu Ha cosdanue Jocve 8pYwHYI0, TTOATBEPKICHNE COOBITUI U ITOUCK JIUIL B
6azax coberTuit u mocke. OcrambHas nHbOpPMAINS TOCTYIIHA B pexknuMe dreHus. [laxemnoe co3maHue
JIOChe HEBO3MOKHO.

e ITTosibzoBaresb. Objagaer mpaBaMu TOJIBKO Ha IIOATBEPIKIEHNE COOBITUI U ITOMCK JIUI[ B 6a3e coObITHii
u nocbe. OcrajgbHas HHGOPMAIHS JOCTYIIHA B PEXKUME UTEHUS.

B moxxere n3amennTn NPUBUJIETUN TIPEAYCTAHOBJICHHBIX ponef/i, a TaKzKe CO3JaTb HOBBIEC DOJIA.
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Co3paHue HOBOII ponun

Jl1s co3maHus HOBO# POJIN BBITIOJIHUTE CJIEIYIONINE IeCTBUS:
1. Ilepeitmure Ha BKIaAKYy Hacmpodtixu. Boioepure Poau.

2. Haxkmure +.

/

Administrator

ator

VeHTalna

eHTauma API

I:t HacTpoliku

3. Ha Bkaajsike Ungopmayus 3aaiiTre UMs pOJIN.
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4. Haxxwmure Corpanumo. Psitom ¢ Britagkoit Hngopmaryus MOSABSITCS JOMOTHAUTEIbHBIE BKIa K. Ha maH-
HBIX BKJIAJKAX MOXKHO 3a/1aTh IIPABA HA OUpEeIeHHbIe crncKu Habonenus (Braaaka Cnucku nabaro-
denus) u rpynibsl Kamep (I'pynnot kamep), a TakKe IPUBUIIErHU HAa pABOTy ¢ CUCTEMHBIME (DYHKIUSIMA

MHdopmauma

CoXpaHuTb

u obbekramu (Paspewenus).

IIpumeuanmne: Hamnpumep, ecoiu BbI ycTaHaBauBaeTe HeT Jj1s1 ONpeie/IeHHON IPYIIIBI KAMED Ha BKJIAI-
ke I'pynno. xamep, TOJIH30BATEIN C JAHHON POJIBIO HE CMOTYT paboTaTh ¢ 3TOM IPYIIoi KaMep. YcTa-
noBka HeT 1 cameragroup Ha BKJajKe Paspewenus He MO3BOJUT MOJIH30BATEISM IPOCMATPUBATD U

paboTarh CO BCEMH I'DYIIIAMHI KaMep.

IIpumeuanne: IIpaBo Ha coOBITHE CKIIABIBACTCH M3 IIPAB HA COOTBETCTBYIONLYIO KAMEDPY W CIIMCOK
nabsonenns. g mpocMoTpa cOOBITHIA, /I8 KOTOPBIX HE HailJeHbl COBIAJIEHUS C JI0ChEe, TPEOyIOTCS

TOJILKO IIpaBa Ha KaMmepy.

[Tonusrit crincok obbekToB FindFace Security:

dossierlist: cnucku nabarodenus;

dossier: docwe;

dossierface: ¢omo 6 docwe;

cameragroup: 2pynna Kamep;

camera: Kamepa;

listevent: cnucox cobvimuil;

eventepisode: anusodvl

uploadlist: cimcok dororpaduii B naxemnol 3a2pyske;
upload: snement (HoOTO) B MAKETHOH 3arpy3Ke;
user: noAb306AIMEND;

group: NoAb306AMENLCKASL DONbS

hook: sebxyk;

videosource: udenmudurarus AUl 6 6udeopating.

Bri Tak:ke MoxkeTe BKIIIOYATH U OTKJ/IIOYATD IIpaBa Ha CJIe,HyIOH_LI/II'?'I (l)yHKL[I/IOHa.HZ

configure_genetec: koudurypamus unmezpauuy ¢ Genetec;
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e configure_ntls: koudurypanus cepsepa auyenduti findface-ntls.

batchupload_dossier: naxemnoe cozdarue docove;
e view_runtimesetting: mpocmoTp ocnosnur nacmpoekx FindFace Security;

e change_runtimesetting: m3amenenne ocHOBHBIX HacTpoek FindFace Security

FnaBsHas u AO0NOJIHNTENIbHAsa posb NONb30BaTeNnsa

Bl MozkeTe HA3HAYUTD II0JIL30BATEIIO IIPpUBUJICTUN, UCIIOJIB3Y< CJIEAYIOIUE POJIN:

o [hraenasn POAb: OCHOBHasA POJIb IIOJIB30BaTEJIA, obs13aTeIbHAS JJ1dd Ha3HAYCHUA. ITosm3oBaTeso MOXKIHO
Ha3HAYUTH TOJIBKO OJAHY IVIaBHYIO POJIb.

e Poav: JOIIOJIHUTEJIbHAA POJIb ITOJIb30BaTe A, HeoOsI3aTe/IbHAsT JJ1d Ha3HAYeHUA. O,ZLHOMy II0JIb30BaTEJIIO
MO2KHO Ha3Ha4YUTHh HECKOJILKO poneﬁ. Casi3aHHbIe ¢ HUMA IIpaBa 6y,HyT ﬂO6aBJIeHbI K IIpaBaM, IIpeJI0-
CTaBJIAE€MBbIM TJIaBHOM POJIBIO.
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Bce nospzoBarenn, nprunajjexaye K OnpeIeJeHHON OCHOBHON POJId, aBTOMATHYECKH ITOJIYYAIOT JOCTYII K
rpymnmaM KaMep (1 KaMepaM BHYTDPU IPYIIIBI) U CIIUCKaM HabiroieHns (1 JOChe B 9TUX CIIICKAX ), CO3IAHHBIM
[I0JIb30BATEJIEM C TON K€ OCHOBHOI POJIbIO, C YYETOM IPUBUJIETUI, OIPEJEJIEHHBIX WX JIONOJHUTEIbHBIMHI
POJISIMU.

CmMm.Tak>xke:

Cosdanue noavzosamens

Co3paHune nonb3osBarens

it co31aHusl HOBOT'O TI0JIb30BATESI BBIIIOJHUTE CJIELYIONINE JIeHCTBUS:
1. Tlepetinure Ha BKIaAKYy Hacmpotixu. Beibepure Iloavsosamenu.

2. Haxxmure +.

Hactpoiku [Monb3oBaTenu

HOBHble ¢ Moru

. admin
BHeLwH

eHTaunA

AeHTaumsa API

HacTpoiiku

3. BagaiiTe nMs MOJIH30BATEJIs, JIOTUH U aposib. [Ipu HeobxomumocTn no0b6aBbTe KOMMEHTAPHIA.

4. U3 packpsiBalornierocs meHio Roles BbiObepuTe 0OHYy Mjid HECKOJIBKO [I0JIH30BaTEbCKUX podieit. Haznaun-
Te OHM U3 HUX OCHOBHOIA.

54 Fnasa 1. PykoBoacTtBo agmuHuctpatopa



FindFace Security, Bbinyck 4.1.2

Cospatb nonb3oBaTens

narkyw-huccab-hi Strong Password

narkyw-huccab-hi Strong Password

Onepart

Co3naTh

5. IocraBbre diiaxkok AxmueHbiil.
6. Haxxmure Cosdamo.
deakTuBauus wnn yganeHne nonb3osBatens

[yt Toro 9To0Bl JeaKTHBEPOBATH MOJIb30BaTe s, CHUMUTE (BIIakoK AKmuenvill B CIUCKe MOoJIb30BaTeseil
(Hacmpotixu -> Ioavsosamenu).

s yrnanenus noas3oBarens u3 FindFace Security menkauTe mo ero joruny B crimcke. Haxkmure Ydaaumso.

1.6.4 Npentudunkauna nuy B ocpcnainH snaeo

TTomumo wmaenTnduKamu Juia B pe:kuMe peajibHOro epemenu, FindFace Security Tak»ke 1o3BoJisieT Bbl-
MIOJTHSATh WAeHTUpUKAIuio Jjuil B oddJiaita Bugeo. Januas yHKIMOHAJIBHOCTh UMEET IMUPOKUI CIEKTD
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BO3MOZKHBIX IIPUMEHEHU, Cpe/I KOTOPHIX HanboJiee pacpPOCTPAHEHHBIM CJIyYaeM sBJIseTCs OOHAPYKEHUe U
pacrio3HaBaHUe JIUI, B ADXUBHBIX BUJIEO.

s unenrudukanuu jgura B oddiiaiiH BUIEO BBIIOJHATE CACIYIOMNE IeHCTBHUS:
1. Cosmaiire 2pynny xamep ¢ 6a30BBIMA HACTPORKAMU.

2. YKaxkuTe JAHHYIO I'PYIILy KaMep B HACTPOMKAX TeX CNUCK08 HaOA00eHUs, JTUIA B KOTOPBIX HYKHO
HaliTu Ha BHUJIEO0.

3. Cozpaiire Buseo B FindFace Security, 3arpysus ero u3 daitia niu owaiin-xpanuiuma,/obmuaka. s
9TOrO, IepeiianTe Ha BKIaIKy Budeo.

4. Haxkmure +.

[+ Bupeo

5. YKaxKuTe Ha3BaHUE BUJIEO.
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Co3paTtb BMOEO

VID-20°

Buibpatk ¢ain

MapameTpbl

CBpocKTE NapaMeTpsbl CoxpaHWTh

Vkaxnre URL Bumeonzobpakenusi B OHJIANH-XPAHMIAIIE WM BbIOepUTE BUACOMAMI.
BribepuTe TOIBKO YTO CO3/IAHHYIO I'PYIILY KaMep.

(Ommonanbao) Beibepure kamepy, ¢ KOTOPOii OyLyT acCOUMUPOBATLCH JIUINA, HARJICHHBIE HA BUJIEO.

© o N oo

(OmmmonanbHo) YKazKuTe napamerpbl 06paboTKHU BUJIEO 110 AHAJIOTUH C IIapaMeTpaMu 00paboTKU BH-
JIEOTIOTOKA C KAMEDDL.

10. Haxxmure Coxparumo Jijist 3arpy3KH BUJIEO Ha CEPBEP.
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[MapaMeTpbl

CBpoCcHTE NapamMeT Pkl OBHOBMWTL

Mpouece

11. TTocsie Toro Kak BHjIeO 3arpy3urcsi, Haxkxmure O6pabomamsb Jijist 3aIlyCKa MPOIELyPbl HIeHTU(DUKAIAN
smart. JIjist mpocMmoTrpa HaiieHHBIX Juil mepeiiaure Ha BRIaAKy Cobvimus U OTMUIBTPYITE CIIMCOK
COOBITHUIT TIO CBSI3AHHOI TPYTIIE KaMep.

1.6.5 OcHoBHble HacTpoiikn

st n3meHeHus mopora cpabaThIBAHUS TPU BEePUPUKAIIAN JIUI, TIOPOTa CpabaThIBAHUS I TMU30/I0B U Ha-
CTPONKN aBTOMATHIECKOTO YIAJeHHs cTapbix Jul (coObIThH U 31u3010B) 3 6asbl JAHHBIX, IepeliuTe Ha
BriIaAKy Hacmpotixu. Beibepure Ocrosnuie. [locite BHeceHust mamenenuit Haxkmure O01o8UMb.
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HacTtpoiku OCHOBHble HaCTPOWKMK

OcHoeHble

HTauus

HTaums API

OBHOBWUTb

B atom paspgene:

L] yH’LLG@pC(L/L’bH’bLﬁ nopoze C[)CL6CL’IIL/bL6(I,H’U,ﬂ

e [lopoz cpabamulsarus 0as 3Nu30006

o Asmomamuueckoe ydarerue cmapuir cobvimuil u anu30dos

YHuBepcanbHbii nopor cpabartbiBaHus

FindFace Security npunumMaer perienue o COBIAJeHINA 0OOHAPYKEHHOIO JIALA C JIUIOM U3 JI0Che (T. €. O II0JIO-
JKUTEJILHON BepndUKAINN ) Ha OCHOBAHUY IIPEJIYCTAHOBJIEHHON [IOPOTOBOH CTeleHn cXoKecTH. 110 yMordanuio
YCTAHOBJIEHO ONTHMAaJIbHOE OporoBoe 3Hadenue, pasuoe 0.75. [Ipu HEOOXOAUMOCTH BBI MOYXKETE W3MEHUTH
JIAaHHOE 3HaYeHNe.

IIpumevanue: Yem BbIIe TOPOroOBas CTEIEHDb CXOXKECTH, TEM MEHBIIIE TIIAHCOB Ha MOJIOXKUTETHHYIO JIOXKHYTO
BepuMUKAIINIO Y€JIOBEKA, OJIHAKO HEKOTOPbBIE TIOIX0/Ismne (poTorpadun MOTYT Tak:Ke He ITpofiTu Bepuduka-
IUIO.

Coser: Bbl MoKeTe HACTPOUTD [TOPOT CPAdATHIBAHUS NWHIUBUYAJIBHO JIJIST KAXKIOW KaMepbl, 2pYnnvl Kamep
U CNUCKa Haba00enus.
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Mopor cpabatbiBaHus ans ann3onos
IIpu bopMupoBarmn 311KM30/1a CUCTEMA UIIET B OUOMETPUIECKOIT 6a3e TaHHBIX Heda6HUe COOBITHSI C TOXOKUMUI

JINTIAMU BBIIIIE OIPEJIEJICHHON IIOPOTroBoii creneHn cxoxkectu. [lopor mo ymosraanuio yecranossed ua 0.7. Ilpu
HEeOOXO/IMMOCTHU BbI MOXKETe U3MEHUTH 3TO 3HAYEHUE.

ABTOMaTuM4eckoe yaaneHue cTapbix COObITUIA U 3NM30408
WcnonwayiiTe 91y k€ BKIAJKY, ITOOBI 33/1aTh PACIIHCAHNE aBTOMATUYIECKOrO YIAJEHUS CTAPBIX COOBITUI U

31n30/10B u3 6a3bl MaHHBIX. MOXKHO HACTPOUTH yJaJIeHre COOBITUN W SMMU30/I0B [0 PA3HBIM PACIACAHUAM B
3aBUCHUMOCTH OT HAJIMYUs COBIIAJEHUI ¢ 023081 TaHHBIX JOChE.

1.6.6 CpaBHeHune nu,

FindFace Security mosBoJisier BBIIOJHSATH CpaBHEHME 2-X JIUIl. BBIMOJIHUTE CJIeAYIONUe NeHCTBUS:

1. Tlepeitgure Ha BKIanKy Hacmpotixu. Beibepure Cpasnenue.

CpaBHeHue

Beibpats Gain Boifpate Gain

n:bkm

CpaBHHTL

2. Ykaxure id cobbITHil, JUIa U3 KOTOPBIX HY?KHO CPABHUTD, U/WjK 3arpy3ure (HoTorpadun ¢ JIUIaMH.

Coset: ¥Yznarb ID cobbiTug MoxkHO Ha BKIaake Cobvimus.

3. Haxxmure Cpaswumo. B pesymnbrare Oymer oToOpaskeHa BEPOSITHOCTD MPUHAJJIEZKHOCTH JIUI OITHOMY
9eJI0BEKY.
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PesynsTar

1.6.7 lNepekntoyeHune s3bika

s Toro 94T0OBI EPEKJIIOINTD SI3bIK nHTEepdeiica, nepeiiinre B MeHio Hacmpotixu -> Brewnud 6ud.

Hactpoikn BHewHWn BUA

OcHOBHblE

BHewwHWi Bua,

1.7 PacwwupeHHbiii pyHKLMOHAN

1.7.1 Hactpoiika annsonos

B atom pasgene:

e 06 snusodax

o Ilapamempo. anusoda

e Hasnauenue npas Ha 2NU300L

06 snu3sogax

Duu3on — 9T0 HAOOP COOBITHI UACHTUMUKAINY, B KOTOPBIX (DUTYPUPYIOT JIUIA OJHOTO U TOTO K€ IeJI0BEKa,
OoOHApYKEHHBIE B TEUYEHHE OIPEIEIEHHOIO IEPUOJIA BPEMEHH.
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Dun30/1bI OBIBAIOT JIBYX THUIIOB:
e LIVE: OTKpBITHII HA JAHHBIA MOMEHT 3IMH30[l, B KOTOPBI MOI'YT J006aBJIEHBI HOBBIE COOBITHSI.

e 3aKpBITHII: 3aKPBITHIN SMM3011, T00ABIEHNE COOBITHIT HEBO3ZMOXKHO.

MapameTtpbl anu3opa

st HACTPOMKM 31IM30/0B BaM HOHam00uTcs daitin kouduryparun findface-security. /lobasbre ciemyio-
e nmapaMerpsl B ceknuio FFSECURITY:

e EPISODE_SEARCH_INTERVAL: mepuo BpeMeHH, MPEANTIeCTBYIONIN COOBITUIO, B Te€UeHNE KOTOPOTO CH-
cTeMa UIeT B OMOMEeTpUIecKoil Oa3e JAHHBIX COOBITHS C TMOXOXKUMHE JIUTIAME. FKCIUu TAKOTO COOBITHS He
HailJIeHo, CUCTeMa, CO3/IaeT HOBBIN 31Mn30/1. B MpoTuBHOM ciytiae oHa BhIOMpaeT HAUbOJIee TOIXOISIIee
cobbrTre u3 orkpbiroro (LIVE) suusoza, orcopruposas 100 MOCTIEIHIX TOXOKUX JIHIL.

IIpumeuanue: Ilopor cpabaTbiBaHus B IMM304aX OTINIAETCS OT TOPOTA IPU BEPUPUKAIIAN
Jart, B cobpituax. Cum. Ocrosrvie nacmpotiri.

e EPISODE_MAX_DURATION: MakcUMaJIbHAs IPOJOI2KUTEIHLHOCTD MU30/1a B ceKyHaax. [lo ncredenun sro-
'O BPEMEHH 3MU307] aBTOMATUYECKN 3aKPbIBACTCH.

e EPISODE_EVENT_TIMEQOUT: MakCHUMaJIbHOE BpeMsl B CEKYHJAaX C MOMEHTa JOOABJIEHUS ITOCTEIHErO CO-
6I>ITI/IH B 3IIN30/I. HO NCTe4YeHuu 3Toro BpGlVIeHI/I U300/ aBTOMaTUYICCKHN SaKprBaeTCH.

sudo vi /etc/ffsecurity/config.py

FFSECURITY = {

'EPISODE_SEARCH_INTERVAL': 60,
'"EPISODE_MAX_DURATION': 300,
'EPISODE_EVENT_TIMEOUT': 30,

CmMm.Tak>xke:

s Toro 9To0BI MOCMOTPETh, KaK PAabOTAIOT IMU30JbI, Iepeiiaure Ha BKIAIAKY Jnusodv.. [logpobuee cm.
Inuszodv. cobvimudi.

HasHauyeHune npas Ha 3anu3opbl

Ilonp30BaTes TOy4YaeT yBeIOMJIEHHE O HOBOM SIH30JIe, €CJIM y HEro eCTh IIpaBa Ha OTKPBLIBAIOIIEE ITOT
smu30/1 cobbiTre. [IpocMOTp HOBBIX COOBITHI B STMU30/€ TAKKe TPEOYET COOTBETCTBYIOIINX IPAB.

IIpaBo Ha COOBITHE COCTOUT M3 MPaB HA COOTBETCTBYIOIINE KAMEPY W CITMCOK HAOJIIOICHUSI.
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ITpumeuanue: YToOBI yBUIETH HECOIOCTABJIEHHBIE C JOChE COOBITHSI, BaM MOHAI00STCS TOJBKO IIpaBa Ha
KaMepy.

s yupaBieHust npaBaMu Ha OOBEKT JIM30k IepeiiinTe B Pa3peIleHns NI COOTBETCTBYIOIIEH DOJU U
HacTpoiiTe pa3pelnrenue eventepisode.

Coser: Cwm. S/npa():/l,euue nonv3064MENAMU.

MHpopMmauns CnvckK HabnopeHua [pynnbl

1.7.2 lpussaska rpynnbl kKamep K 3k3emnnsapy findface-video-worker

YacTo B pacmpeiesleHHON apXUTeKType 00paboTKy BHICON300paKEHNs C TPYIIIbI KaMep TPeOyeTCsl BBITIOJI-
HATH JIOKAJIBHO, HE 00paIasich K IEHTPAJIBHOMY CEPBEDPY U HE IlepepacIpeiesisis BUIEOMOTOKN MEeXK/ 1y yia-
JeHHBIMU 3K3eMIuIgpaMu findface-video-worker.
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ITpumeuanme: Hampumep, 970 MOKET OBITH AKTYaJIbHBIM JIJIsI CETeil TOCTUHUII, Mara3uHOB, ITPU HAJTIUN
HECKOJIbKUX MTPOXOJAHBIX B OJTHOM 31aHUMU U T. II.

B »stom ciywae rpymnmy Kamep — NOPUBA3LIBAIOT K JIOKAJIHHO — YCTAHOBJIEHHOMY  9K3EMILISIPY
findface-video-worker.

BeimosiauTe cremyromue faeiicTBust:
1. Tlepeitmure na BKIanKy Hacmpotxu. Beitbepure I'pynnoe xamep.
2. OtkpoiiTe HACTPONKY I'PYIIIBI KAMEDP.

3. B mosre Memxu co3malite nim BbIOEPUTE U3 yKE CO3JIAHHBIX OJHY WU HECKOJIBKO METOK JIJIsT ITPUBIAZKHI
IPyIIbI KaMep K 3K3eMiuisipy findface-video-worker. CoxpaHuTre m3MeHEHHUSI.

4. Otkpoiite daitn koupurypanun sk3emiisgpa findface-video-worker m yKaxKuTe B HEM 3aJaHHBIE
MeTKHu B hopMare uMs_MeTKu=true (terminal_1 B npumMepe HUZKe).

sudo vi /etc/findface-video-worker-cpu.ini
sudo vi /etc/findface-video-worker-gpu.ini

labels = terminal_1l=true

5. Ilepezamycrure findface-video-worker.

sudo systemctl restart findface-video-worker-cpu.service
sudo systemctl restart findface-video-worker-gpu.service

IIpumeuanue: Ecin kamepe npmcsoena MeTKa, TO BHJIEOIOTOK C Hee MOXKeT 00pabaThIBaTh-
cd Kak 9k3eMmiuiipom findface-video-worker(-gpu) ¢ aHAJOTWYHON METKOW, TaK W IK3EMILIAPOM
findface-video-worker (-gpu) 6e3 METOK.

IIpenynpexxnenue: Ecmm Kamepa c METKOU 00pabaThIBAETCst IK3EMIITISTPOM
findface-video-worker(-gpu) 06e3 METOK U IOSBJISI€TCS CBOOOIHBIN IK3EMILISAD C METKOM, Kame-
pa aBTOMAaTUYECKU Ha HEI'O He IIEPEK/IIOUYUTCs. ITOOBI IIEPEKIOUUTD KaMepy, [IePe3allyCTUTe SK3EMILISID
findface-video-worker(-gpu) ¢ MeTKOIl.

1.7.3 PacnpegeneHHas 6a3a gaHHbIX A40Cbe

B pacmnpesenennoii apxurekType 9acTo HeE0OXOIUMO, 9TOOBI 6a3a JAHHBIX JOChE PACIIPEIEISIACEH IO HECKOJIb-
KHM CepBepaM.

B rekymieit peanusaryn 6a3a JAHHBIX JTOCHhe JOCTYITHA JJIS PEIAKTUPOBAHNS TOJBKO Ha TJIABHOM CepBepe, T. H.
master-cepBepe. Master-cepBep CHHXPOHU3UPOBAH ¢ HECKOJIBKUMHE JOMOJHUTEIHLHBIME Slave-sk3eMIuisipaMu
FindFace Security. Ha slave-cepsepax 6a3a maHHBIX JIOCbe JOCTYIIHA TOJIBKO JIJIs YT€HUs] 1 MOHUTOPHUHTA.

B atom paspgene:
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e Hacmpotixa cunxponusavyuu Master/Slave

(] P(t‘n./mmauuﬂ cnucka nabarodenus master -> slave

3adarnue GPEMEHU CUHTPOHU3AUUU

Ommena pensuKauul U CUHTPOHU3AUUL CNUCKE HAOAI00eHUSA

Brarovwernue pynryuonasa 6 seb-urnmepetice

Hacrtpoiika cunxponusauun Master/Slave

st macrpoiiku cunxponusanuu master/slave BbIIOJHHUTE CIIeYIONIE JEHCTBUSL:

1. Ha master-cepsepe oTkpoiite daits kondurypannn findface-security. [IpumymaiiTe TOKEH cHHXpPO-
HU3aluu U ykKaxkure ero B napamerpe SYNC_TOKEN.

sudo vi /etc/ffsecurity/config.py

SYNC_TOKEN = 'ABC_123456789'

2. CxommpyiiTe TOKeH cuHxpoHm3anuu B daitin Koudurypanun findface-security ua slave-cepsepax.

3. ¥Yb6enurech, yro nmapamerp EXTERNAL_ADDRESS B daitrax kouduryparun findface-security xa slave-
cepBepax COJIEPXKUT TOT JKe ajpec, 9TO U Ha master-cepsepe.

Cunxponusanuga master/slave Terepb HacTpoeHa u OyJeT AKTUBUPOBAHA, KAK TOJBKO Bbl HACTPOUTE PEILIH-
KaIWIoO CIUCKa HabJIomeHns ¢ master-cepsepa Ha slave.

Pennunkauyus cnucka Habnogenns master -> slave
st Toro 4ToOBI PEIIUIIMPOBATEH CIIMCOK HAOJIIOeHNs OT master-cepBepa Ha slave-sK3eMILISIPbI, OTIIPABbTE
Ha slave POST-3ampoc co cienyromumMu napaMeTpaMu B TeJie:

e remote_dossier_list: id mcxomHOrO crmcKa HaOIIOMEHNS Ha master-cepsepe

e remote_url: URL master-cepsepa

e slave_dossier_list: id cumcka HabJroieHust Ha slave-cepBepe, KOTOPBIl OyIeT PEeIIuKOil HCXOIHOTO
CITHCKa, HADJIIOIEHNUSI.

POST /sync/dossier-lists/
{remote_dossier_list: 1,
remote_url: "http://172.17.46.14",
slave_dossier_list: 3}

3apaHue BpemMeHn CUHXpPOHM3aLUn

Ilo ymosrqanuio pensuiupoBaHHble cnucKu HabiiofileHus Ha slave-cepBepax CHHXPOHU3UPYIOTCS ¢ master-
cepBepoM Kaxyio HOUb B 3:00. Bpemst cHHXpOHU3AIME MOYKHO M3MEHUTD CJIEYIONIUM 00pa30M:

1. Orkpoiite daitn koudurypanun findface-security Ha master-cepsepe.
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sudo vi /etc/ffsecurity/config.py

2. Bcrasbre crefyroiiye CTPOKH U 3aJaiiTe COOCTBEHHBIN I'PA(UK PEILIUKAIUH.

SYNC_TIME = {
'hour': 3,
'minute': O,

# 24 hour format

OTmeHa pennankayum n CUHXpoHu3aunnm cnncka HaGJ'IIO,D.eHVI'iI

Jy1st TOro 9ToOhl OTMEHUTD PEILIMKAIINIO U CHHXPOHUBAINIO CIINCKA HADJIIO/IEHTsI, OTIIPABbTE Ha slave-cepBep
API-zanpoc ¢ {id} coorBercTByIONmIErO ClIMCKa Ha slave-cepsepe:

DELETE /sync/dossier-lists/{id}/

BkntoueHnune cyHkymoHana B Beb-untepeiice

TIo ymoJsigaHuio BbI MOXKeTe BKJIIOYATh U OTKJIOYATH PEIJINKAIMIO CIIMCKa HaOJIIoIeHus ToJIbKO yepes API.
it Toro 4Tobbl JAHHBINH (DYHKITMOHAJ OBLIT TaKyKe JOCTYIIEH depe3 BeO-uHTepdeiic, BBITOJHUTE CJIELy FOIIHe
JIECTBUS:

1. Orkpotite daitn koudurypanun findface-security Ha master-cepsepe.

sudo vi /etc/ffsecurity/config.py

2. Brurognre [JIATUH ffsecurity_sync, J1006aBUB CTPOKY INSTALLED_APPS.append
(‘ffsecurity_sync’) B pa3sjeJi IJIATNHOB:

# integration plugins

INSTALLED_APPS.append('ffsecurity_sync')

3. BrinmonnnTe aHajgorndHbie JIeCTBHUS Ha KayKJIOM Slave-cepBepe.

4. Ha xaxx70oM cepBepe BBIIIOJHUTE TIEPEHOC OCHOBHOHN apXuUTeKTyphl 6a3el manubix n3 FindFace Security
B PostgreSQL u mepe3amycrure ciyk0y findface-security.

sudo findface-security migrate
sudo systemctl restart findface-security.service

1.7.4 Tlonb3oBaTenbCkMe BKAAAKU, NOASA U PUNLTPLI B JOCbE

YHacTo HEOOXOIUMO, YTOOBI JOChE COMEPXKAJIO JOMOTHUTEILHBIE BKIAIKN U I0JIS, IO KOTOPHIM MOXKHO OBLIO
OCYIIECTBJISATH IIONCKOBBIE 3aIIPOCHI.

st mobaB/IeHHST TTOTH30BATEIbCKIX BKJIAJIOK U TOJIEH B JOCHE BBITOJTHUTE CIEAYIONINE JeHCTBU:

1. IloaroroBbTe CIMCOK IT0JIB30BATEIBCKIAX BKJIAJIOK U IIOJIEH 111 J0OaBJIEHUS B JTOCHE.
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2. Orkpoitre daitn kouduryparyn findface-security.

sudo vi /etc/ffsecurity/config.py

3. B cekmuto FFSECURITY BcTtaBbTe HOBYIO cekinio CUSTOM_FIELDS co C/IeMyIONUM COIEPIKUMBIM:

items': crimcoK moJieii B Joche. OnminuTe Kazki0e MoJie CAeAyIOMUMA TapaMeTPaMu:

— 'name': BHyTpeHHee UM IOJId, string.

— 'label': ma3Bamue 1oJisg B BeO-uHTEpdeEiice, string.

— 'display': ¢popmar orobpazkenus (form miau 1list), string wiau array.
play g y

— 'tab': BKJa/Ka, Ha KOTOPOI pacrosaraercs moje. Eciu He 3a71ana, moJjie MOABUTCS Ha TJIaBHOM
crpanutie Jocbe (Toii, uro ¢ dbororpadueii).

— 'editable': peIaKTUPyEMOCTD I0JIsI, boolean.

— 'type': THII JAHHBIX 1OJ, string. Bo3aMoxKHBIE 3HAYEHUA:

*

*

*

list: Tpebyer 3ajaHus items, JONOJHHUTEJIHHOIO HapaMeTpa Ijisi CIUCKOB (CM. HUXKE),
oxugaer obbekrol {id, name} B cioBapsx;

valuelist: oxKnJlaeT 3JI€MEHThl IIPUMUTUBHBIX TUIIOB.

objectlist: HO3BOJILET CO3/IABATH MACCUBBI OOBEKTOB HYKHOI'O THIIA.
datetime: MPUMUTUBHBIA TUIT JAHHBIX, OTOOparKaeMbIil Kak crrcok datetime.
date: MPUMUTHUBHBIN TUI JAHHBLIX, OTOOPaskaeMblit KaK BBIOOD JTATHI.
boolean: HIPUMUTHUBHBII THUII JAHHBIX, 0TOOPaKAEMBbIil KaK (DJIa’KOK.

string: OPUMUTUBHLIA TUII JAHHLIX string.

— JIOLOJIHUTEJIbHBIE TAPAMETPBI JIJIsd CIHUCKOB (type=list, type=valuelist):

*

*

*

*

multiple: BOSMOXKHOCTH BHIOOpa HECKOJILKHUX IJIEMEHTOB B CIIMCKe, boolean.
items: cjIOBaph, UCIOJIb3yeMblil KAK UCTOYHUK JIAHHBIX JJIsI CIIACKA.
allow_create: BO3MOXKHOCTD JOOABJIEHNST HOBBIX 3JIEMEHTOB B CIIHUCOK, boolean.

custom_id: nosb3oBaresbekoe nodie s id (type=list).

— JIOTIOJIHUTEJBHBIE APAMETPHI JJIsl CIIUCKOB 00beKTOB (type=objectlist).

*

ES3

object: O6’])€KTBI7 HUCIIOJIB3YyEeMbI€C KaK UCTOYHUK JJaHHBIX JJIsd CIIMCKa 00LEKTOB.

simple: yKa3bIBaeT, U4TO MOJE OXKUIACT JAHHBIC TPUMUTUBHOIO TUIIA BMECTO OOBEKTOB,
HaIIPUMED, 0XKUIAET CTPOKU € TeJe(DOHHBIMI HOMEPAMU.

e 'filters': criucok UIBTPOB JJIsI IOUCKA IO MOJIH30BATE]bCKUM IoJIsIM. [lapameTpsr:

— 'name': BHyTpeHHee uMsl (DUIBTPA,

— 'label': nazsanue puianTpa B BeO-unTepdeiice
b

— 'field': cBuzanunoe nosie B popmare meta__ [uMa moms] (¢ ABOMHBIM [OMYEPKUBAHUEM).

e 'tabs':

JI0Che.

CIIMCOK BKJIaJIOK B JOChE€. HepBaH BKJIaJIKa B CIIMCKE COOTBETCTBYET TJIaBHOM CTpaHUIe
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FFSECURITY = {

'"CUSTOM_FIELDS': {
'dossier_meta': {

'items': [
{'name': 'recid','label':"",'display':['form','list']},
{'name': 'name','label':"",'display':'form'},
{'name': 'address','label':"",'display':'form'},
{'name': 'notation','label':"",'display':'form'},
{'name': 'nullcolumn','label':"",'display':'form'},
{'name': 'photo','label':"",'display':'form'},
{'name': 'age', 'label':"",'display':'form', 'tab': 'look'},
{'name': 'growth', 'label':"",'display':'form', 'tab': 'look'},

1,
"filters': [
{
'name': 'recid',
'label': 'meta Field',
'field': 'meta__recid',
},
1,
"tabs': [
{'name': 'main'},
{'name': 'look'},

{'name': 'crime'},

4. Bor yBumuTe, ITO HOBasg (popMa JI0CHE MOSIBUIACH B BeO-mHTEpdeiice:

1.7.5 MakeTtHasn 3arpy3ka coTorpaduin Hepes KOHCO/b

ITomumo Beb-uaTEpdEiica, /Ui TaKeTHO 3arpy3ku gororpaduit B 6a3y JaHHBIX JOChe MOYKHO UCIIOJIH30BAThH
nocrasisieMyto BMecte ¢ FindFace Security yrusnnry findface-security-uploader. Hcnons3syiite yTuiury,

Korza Tpebyercs 3arpy3utb OoJbinoe KosundectBo dororpaduii (6oaee 10000).

Coser: Jlg Bo3oBa cupasku findface-security-uploader BBIIOJTHUTE KOMAHTY:

findface-security-uploader --help

BroimostauTe crtemyionne aeiCcTBAA:

1. ITogrorosere CSV- mwmu TSV-daitn co cimckom ororpaduit u Mera jaHHBIMUA.

Baxkno: B kauecTBe mcrounmka MeTafaHHBIX (Al JOKEH WMETh CIeAylomuii popMar: OyTh K

poTorpadpum | mMeTamanH:e.

st moproroBkn TSV-daitia MOXKHO MCHOIB30BATh CKPUIIT, AHAJOTUIHBIA HAHHOMY WM KOMAHTY

find.
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ITpumeuanme: Kak ckpurt, Tak ¥ KOMaHa B IpuMepax co3maioT ¢aityr images.tsv ¢ JaHHBIMHA B
dopmare momHb#E myTh K daitny ¢ dororpadmeir | mMeramammrie. B KauecTBe MeragaHHBIX OyIET CO-
37IaHa CTPOKa C nMeHeM daiia.

st 3amycka ckpunra Ha cosjganue TSV-daiina co cuuckom dororpaduii n3 yKasaHHOIO Karajora
(/home/user/25_celeb/ B pumepe) BBIIOJHATE CJIELYIONLYI0 KOMAHJLY:

’pythonS tsv_builder.py /home/user/25_celeb/

IIpumep ucnosb3oBanus KoMau bl find:

find photos/ -type f -iname '#g' | while read x; do y="${xJ.*}"; printf "/s\t/s\n" "$x" "${y#
—#*/}"; done

2. Cozpaiire daitn 3ananus (job-daitn) uz CSV- wim TSV-daitia, ucnonssys meron add yruiaursl. B
pe3yJbraTe B TEKYIIEM KaTaJjore OyaeT co3man daitr enroll-job.db.

findface-security-uploader add images.tsv

Omnmun add:
e —format: dopmar daitsia, 10 yMOTIAHUIO tSV,

e -delimiter: mCIOIBL3yeMBINl PA3/IEIUTENb, IO yModanuio *°\t*’ mist TSV-daiira, *°,”’ misa dop-
marta CSV.

IIpnmeuanne: Qaiin job npencrasiser coboit sqlite-6a3y, KoTopas MOXKeT OBITH OTKPBITa B KOHCOJIH
sqlite3.

3. Brmosmure 3amanne job, UCIoab3yss METOM run Y TUIUTHL.

findface-security-uploader run --dossier-lists 2 --api http://127.0.0.1:80 --user admin --
—password password

Ounmu run:

e -parallel: KOJMYECTBO MOTOKOB 3arpy3ku ororpaduit, mo ymosdanuto 10. Hem Gosibire moro-
KOB, TeM ObICTpee OyIeT 3aBepIlleHa 3arpy3Ka, OJHAKO TAKXKe ToTpebyeTcs u DOJIbIIiee KOJIUIECTBO

pecypcoB.
e -api: URL API xommonenTta findface-security, mo ymosadanuto http://127.0.0.1:80/.

® -user: UMd II0JIL30BATEJIA.
e -password: IapoJb.

e -dossier-lists: mepedeHb pas3/ieIEHHBIX 3amaToil id CIUCKOB HaOIIOAEHUs, B KOTOPbIE HYKHO
106aBuThH pororpacdun.

e -failed: B ciayuae HeyJadu npu 06padoTke job-daitra ucrpasBbTe OMUOKY ¥ HOBTOPUTE HOIBITKY
C JaHHOU OIIIUeEN.

1.7.6 depynnukaunsa cobbiTuii
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B atom pasgene:

e Braouenue dedynaurxayui

e Anzopumm pabomui dedynaurayui

PaccemorpuTe BO3MOKHOCTD BKIIIOUEHUS JI€/IYIINKAIIANA, 9TOOBI UCKJIIOYNTH AyOanpoBaHne COOBITHI PaCIo-
3HaBaHU JIUI] B IIpeJiejlaX OJHOM I'PYIIBl KaMep.

BknioyeHve gepgynnukauun

st Toro 9ToOBI AKTUBUPOBATEH (DYHKITUIO JEIYILUINKAIINY, BBIIIOJTHUTE CJIELYIONNE NeHCTBUS:

1. JIaa kak10ifi KaMepbl B Ipylile BKJIO4YNTe O6ydepHbIil pexkuM JerekTupoBanus Jmil. CM. mogpobHee
Jlobasaenue Kamepo.

2. Iepeitaure Ha BrRIAAKY Hacmpotkxu. Beibepure I'pynnu xamep.
3. OrkpoiiTe HACTPONKHU I'PYIITHI KAMED.

4. TTocrasbre diaxkor Jledynaiuyuposamsd cobvimus 1 3aJaiiTe B CEKyHIAX MHTEPBAJ 1€y IJIUKAIUH.

Anroputm paboTbl geaynnankauun

Astroput™ feynMKanun paboTaer CaeLyIonuM 00pa3oM:

1. B 6ydeproMm pexumMe 3a OIUH CEAHC OTCICKUBAHUS HA KaMepe CepBep IMOJydaeT OIHO, HAWIYyIIIee,
n300pazkeHne JIua (CeaHC OTCJIEKMBAHNSI TIPOJIOJIKAETCSL 10 TeX 110D, TIOKA JIUIO He UCYE3HET U3 T10JIs
3pEeHUs] KaMephl).

2. Ecau B pesesiax OfHON IPyIIBI KAMED TPOU30ILIO HECKOJBKO CEAHCOB OTC/IEXKUBAHUS HA OHOM Min
HECKOJIbKHMX KaMepax B TeUeHHe yKa3aHHOTO WHTepBasa neaymmkanun, FindFace Security obpaboraer
[TOJIy YeHHBIE N300PAKEHUST JIHIL CJIe/LyIOIIIM 00pa30M:

e Ecin B TeueHune mpeiecTBYOIIErO IEPUO/IA, PABHOTO MHTEPBAJLY [I€IyIIJIUKAIUN, €CTh COBIIAIe-
uue ¢ gocke, FindFace Security ymassier BHOBb mostydenHoe m30bparkenune. B mporuBHOM citydae
n300pazkeHne COXpaHseTcs B 6a3e JTaHHbIX.

e [Ipu BhINOHEHWN Je/IYIIMKAIMA HE COBIABIIMX ¢ Jocbe Jjiml FindFace Security yuurbiBaeT Kak
CXOJICTBO MEKJIy JINIIAMU Ha Pa3JIMYHBbIX N300pakeHusIX, TaK U KadecTso Juil. FindFace Security
yaassieT Bce n300parkeHusl MOXOXKUX JINIL B IIpeJleiaX WHTepBaJa JIe yILUIMKAIINI, eCJIU OHU OoJiee
HU3KOr0 KadecTBa, UeM IepBOe B JAHHOM HHTepBaJje. Ecanm HoBoe JuIo 60jee BBICOKOIO Kate-
CTBa, OHO COXPAHSIETCS. DTO TapAHTUPYET, IYTO CUCTEMA JEIYILINITUPYET COOBITHS, He TPOITYCKas
BBICOKOKAYECTBEHHBIE JTUIA, HEOOXOIUMBIE /I BUICOAHATUTHKY.

1.7.7 Pacno3HaBaHue xuBbIx nuy B peanbHom Bpemenu (Liveness)

ITpumeuanue: Liveness-demexmop wa CPU paboraer ropasmo memyiennee, dem na GPU.

st obHapyKeHus GpaabIIMBLIX JIUI] U IPEI0TBPAIEHNsT (DOTO-aTaK UCIOIb3YHTe NHTEIPUPOBAHHYIO AHTUC-
Iy pUHTOBYIO CUCTEMY, OTJIUYAOILYIO YKUBBIE JIMIA OT UX M300parkKeHuil. AJIPOPUTM aHAJM3UDPYET HECKOJIb-
KO TIOCJIeJIOBATE/IBHBIX KaJPOB, PErUCTPUPYS M3MEHEHHs B MUMUKE U TEKCTYpe KOXKH, U OJarofapsi 3ToMy
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onpeaesideT, dABJIAdeTCd JIA JIMIO IIepe] KaMepOI‘;I 2KUBbBIM WJIA CI)aJIbHII/IBbIM. OT0 UCKIIOYAET BO3MOMKHOCTD
MOIIIEHHHNYeCTBa C UCIIOJIb30BaHUEM I/I306pa}KeHI/IH JIMIIa Ha 6yMaFe NJIN dKpaHe MOOHUJILHOTO yCTpOfICTBa.

Liveness-/1eTeKTOp OIEHNBAET KUBOCTD JIUIA C OMPEEIEHHBIM YPOBHEM JIOCTOBEPHOCTU U BO3BPAIIAET OIECH-
Ky JIOCTOBEPHOCTH BMeECTe ¢ OMHAPHBIM Pe3ysibTaToM XuBoil denoBek/m3obpaxeHue, B 3aBUCUMOCTH OT IIPE]I-
YCTaHOBJIEHHOI'O IIOPOT'a JJOCTOBEPHOCTH.

B atom pasgene:

e Brarouenue Liveness-demexmopa

e Hacmpotixa nopoea Liveness

o ITnupopmarus o srcusom auue 6 seb-unmepgetice

Bkniouenue Liveness-getektopa

st Bmogenus: Liveness-/ieTeKTopa BBITIOJHUTE CJIEYIONINE JTeHCTBUS:

1. Orkpoiite daitn KOHMDUTYPAITIHT /etc/findface-video-worker-gpu.ini (/etc/
findface-video-worker-cpu.ini). B mapamerpe liveness —> fnk yKaxkure IOyTh K MOJEIH
liveness-jierekTopa, Kak MOKa3aHO HUKE.

sudo vi /etc/findface-video-worker-gpu.ini
[liveness]

## path to liveness fnk
fnk = /usr/share/findface-data/models/faceattr/liveness.v3.gpu.fnk

sudo vi /etc/findface-video-worker-cpu.ini
[liveness]

## path to liveness fnk
fnk = /usr/share/findface-data/models/faceattr/liveness.v3.cpu.fnk

2. Ilepesamycrure findface-video-worker.

sudo systemctl restart findface-video-worker-gpu
sudo systemctl restart findface-video-worker-cpu

Hacrpoiika nopora Liveness

IIpu HEOOXOMMMOCTH BBI MOXKETE HACTPOUTH MOporooe 3Hadenue Liveness B (daitme Koudurypanuu /etc/
ffsecurity/config.py. Liveness-neTekTop ornieHnBaeT ‘2KMBOCTD” JIMIIA € OIIPEJIETICHHO JOCTOBEPHOCTHIO. B
3aBUCUMOCTH OT ITOPOI'OBOIO 3HAYECHUS JIOCTOBEPHOCTH, OH BO3BpAIaeT OMHAPHBIH pe3ysbrar XuBoil denoBex
nian VsobpaxeHue.

ITpumeuanue: 3HadeHre 0 YMOJTIAHUIO sIBJISIETCS ONTUMAaJIbHBIM. llepes m3MeHeHmeM mOpora IIPOKOH-
CYJIBTUPYHTECH Y HAIIUX CIEIUAINCTOB 1o ajpecy support@ntechlab.com.
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sudo vi /etc/ffsecurity/config.py

‘LIVENESS_THRESHOLD’: 0.75,

Nndopmayus o xusom nuue 8 Bed-uHtepdceiice

Tlocne macrpoiiku Liveness-ngerekTopa [1Jist KaxXK10ro cobbiTus Oymer orobpakarhbes oleHKa liveness oOHapy-
2KEHHOT'O JIkIa.

No matches

(Camera not...)

(Camera not...)

ITpumeuanme: Liveness MoxkeT IPUHUMATH 3HAYeHNE Null, €CIN AETEKTOP YKUBBIX JIUI] OTKJIIOYEH HJIH Ha
[IPE/IOCTABJIEHHOM M300PaXKEHNN HEBO3MOXKHO JIOCTOBEPHO OIEHUTH Liveness.

Wcnonwayiite dunbrp Liveness mjst MpocMOTpa COOBITHI TOJBKO C KUBBIME JIFOJIbMU WJIA TOJBKO C U300pa-
JKEHUSIMU, €CJIA UMEJIU MECTO CITy(DUHTOBBIE aTAKM.

SpaxeHue

CHBpocHTh PHUNLTRBLI

1.7.8 PacnosHaBaHune aTpnbyToB nuua

FindFace Security mospoJisier pacro3HaBaTh B peajlbHOM BPEMEHU TaKue aTpuOyThI JIUIA, KAK II0JI, BO3PACT,
aMonuu, ouku u/uiu 6opoga. Jaunwiii pyakuuonas gocryuen kak na GPU-, rak u na CPU-Bugeonerekrope
JINTI,
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B atom pasgene:

e Brarouernue pPacno3nasarua (1777/p7t6?/777/08 AUUQ

[ OTILU6])CL£)/C(;”IL’U,(;’ PE3YALMATOE6 PACNO3HABAHUA (L'NL])UG]/’ULOG 6 cobvImuAx

o Ampubymuo auy 6 cobvimuAz

BkntoueHne pacno3sHasaHus aTpubyToB nuua

Baxkno: Ha jgannom mmare BKJIO9aeTcsl pacrio3HaBanue atrpubyTos Juia uHa yposae HTTP API.

ljist Toro 94T0o6BI BKJIIOYATH aBTOMATHYECKOE PACIO3HABAaHNUE aTpUOyTOB JIMIlA, OTKpOoiiTe (haiti KoHpurypa-
nuu /etc/findface-extraction-api.ini u BKJIIOYNTE COOTBETCTBYIOIIAE MOJEJIN: IIOJI, BO3PACT, IMOIUH,
ouKkM u/uim 6opoza. YIOCTOBEPLTECh, UTO JIsl KAXKJIOH MOJEIM Bbl YKA3aJIW IIPABUJIbHBIA TUI YyCKOPEHUsI
CPU wm GPU: o momkeH coBnaJarh ¢ TUIIOM yckopenust findface-extraction-api. Obparure BHUMA-
uue, uto findface-extraction-api na CPU moxker paborars Toibko ¢ CPU-mozessimu, B TO Bpemst Kak
findface-extraction-api na GPU nomnep:xkuBaer kak GPU-, tak u CPU-momenn.

sudo vi /etc/findface-extraction-api.ini

models:
age: faceattr/age.vl.cpu.fnk
emotions: faceattr/emotions.vl.cpu.fnk
face: face/ifruit_320.cpu.fnk
gender: faceattr/gender.v2.cpu.fnk
beard: faceattr/beard.v0.cpu.fnk
glasses3: faceattr/glasses3.v0.cpu.fnk

JloCcTyHBI CIeAyIONne MOIEJIH:

ITpumeuanme: Bbl MoxKeTe HATH MOJIEJN I PACIIO3HABaHUS aTpuOYTOB Jinila B KaTajore /usr/share/
findface-data/models/faceattr/.

1ls /usr/share/findface-data/models/faceattr/

age.vl.cpu.fnk age.vl.gpu.fnk beard.vO.cpu.fnk beard.vO.gpu.fnk emotions.vl.cpu.fnk emotions.
—vl.gpu.fnk gender.v2.cpu.fnk gender.v2.gpu.fnk glasses3.v0.cpu.fnk glasses3.v0.gpu.fnk
—liveness.v3.gpu.fnk
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ATpunbyT nuua Vckoperue | MapameTp B dhaiine koHdurypayuu
6uomerpus smna | CPU face: face/ifruit_320.cpu.fnk face: face/ifruit_160.cpu.fnk
GPU face: face/ifruit_320.gpu.fnk face: face/ifruit_160.gpu.fnk
BO3pacT CPU age: faceattr/age.vl.cpu.fnk
GPU age: faceattr/age.vl.gpu.fnk
T10JI CPU gender: faceattr/gender.v2.cpu.fnk
GPU gender: faceattr/gender.v2.gpu.fnk
SMOIIIH CPU emotions: faceattr/emotions.vl.cpu.fnk
GPU emotions: faceattr/emotions.vl.gpu.fnk
OYKH CPU glasses3: faceattr/glasses3.v0.cpu.fnk
GPU glasses3: faceattr/glasses3.v0.gpu.fnk
6opona CPU beard: faceattr/beard.vO0.cpu.fnk
GPU beard: faceattr/beard.vO0.gpu.fnk

Coset: /Iyt TOro 9robbl OTKIIOYUTH MOJIEJb PACIIO3HABAHUS, II€PeJaiiTe B COOTBETCTBYIOIIMIT apaMeTp
mmycroe 3uagdenne. He ynamsiite cam mapaMerp, HOCKOJIBKY B 9TOM CJIydae Oy/1eT BBIIOJIHATHCS IOUCK MOJIEIN
110 YMOJIYaHUIO.

models:
gender: ""
age: nn
emotions: "'

Ilepezamycrure findface-extraction-api.

sudo systemctl restart findface-extraction-api

ITocite BKITIOUEHUST MOJIENEH 003aTEIBHO HACMpPoUtme OTobparkeHne aTpudyToB B BeO-nnTepdeiice.

OTobpaxkeHue pe3ynbTaTOB pacno3HaBaHMs aTpubYTOB B COObLITUSIX

st oTobparkeHust pe3yIbTATOB PACIIO3HABAHNS aTPUOYTOB JIMIA B CIIMCKE COOBITHI, TOOABHTE CJIEIYIONIYIO
cTpoKy B cekruio FFSECURITY:* ‘EVENTS FEATURES’: [‘gender’, ‘age’, ‘emotions’, ‘beard’, ‘glasses’|‘, B
3aBUCUMOCTH OT TOT'O, KAKKMe MOJIE/IU ObLIN BKJIIOYEHBI.

Ilpenynpexxaenne: JlamnHas cTpoka JOJIKHA OBITH PACIOIOKEHA MeXK Iy cTpokamu SF_API_ADDRESS
u LIVENESS_THRESHOLD, Kak II0OKa3aHO B IIpUMepe HUXKe.

sudo vi /etc/ffsecurity/config.py

FFSECURITY = {

'SF_API_ADDRESS': 'http://127.0.0.1:18411"',

'"EVENTS_FEATURES': ['gender', 'age', 'emotions', 'beard', 'glasses'],
'LIVENESS_THRESHOLD': 0.75,

'BEARD_THRESHOLD': 0.7,

}
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Ilepesanycrure findface-security.

sudo systemctl restart findface-security

ATpubyTbl NUL, B CODLITUAX

Tlocse HacTpoiiku pacno3HaBaHus: ATPUOYTOB JIUIL PE3Y/IBTAT PACIIO3HABAHUS OYIET BBIBOIUTCS JIJIsT KAZKIOTO
0OHAPYKEHHOTO JIUIA B CJEAyIomeM dhopMaTe:

AtpubyT | ®@opmaTt pesynbTaTta Mpumep

nmua

Bos- ATpubyT: Bo3pacT: KOJUIECTBO JIET BO3pacT: 33

pacr

IMon Pesynbrar: Myxcroit/xenckuit (arpubyT: HOJ): yBEPEHHOCTb aJIlOPUTMA B pe- | KEHCKuii
3yJibTaTe (mour): 0.95

Omonuu | Pesyabrar: 3mocTs/oTBpamenue/cTpax/c9acTbe/rpycTh/yausienue (atpu- | cqacthe (3MO-
OyT: ®MOIUM): YBEPEHHOCTb AJIFOPUTMA B PE3YJILTATE uwn): 0.99

Oukn Pesynbrar: Mepunusckue/ contedsnsie/HeT (aTpubyT: OYKY): YBEPEHHOCTb ajl- | HET  (OYKH):
TOPUTMa B pe3yjbTare 0.87

Bopozna | Pesynbrar: 6opoma/mer (arpubyT: 60poZa): YBEPEHHOCTH ajropurMa B pe- | Her (6opoja):
3yJIbTaTE 0.91

CobbiTua

+ [oOTEepaAuTh BCE CTpaHuua 1 &

CoTpyOoHWKKA @

Groug

CTpan1ua 1

IIpu HeoOxomMMOCTH BBITIOJIHUTE (DUIHTPAIIMIO COOBITUAN IO aTpPUOyTaM JIUIA.

1.7.9 Ncnonb3oBaHue HECKONIbKUX BUAEOKapT

Ecnn na dusnyeckoM cepBepe yCTaHOBJIEHO HECKOJIBKO BHJIEOKApPT, BbI MOXKETe CO3J[aTh JIOIOJIHUTEJIbHbIE
sk3eMIApbl findface-extract-api-gpu wim findface-video-worker-gpu u pacupenesuTsb X 10 OJJHOMY
9K3EeMILIAPY Ha KapTy.

B atom pasgene:
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e Pacnpedenerue sxsemnaapos findface-extraction-api-gpu no sudeoxapman

o [Ipusaska findface-video-worker-gpu x donoanumesvrotl sudeoxapme

Pacnpepenenune ak3emnnsapos findface-extraction-api-gpu no Bugeokaptam

g pacripenienenns 3xk3eMIuisApoB findface-extraction-api-gpu 1o HECKOJIBKUM BHEOKAPTAM BBIITOTHU-
Te clenylomue naeiicrsuda:

1. OcranoBure ucxo/ublii cepsuc findface-extraction-api-gpu.

sudo service findface-extraction-api stop

2. Cozpaiite HeckoabKO Kommii daitna kondurypamuu findface-extract-api-gpu, B 3aBUCHMOCTH OT
TOr0, KAKO€ KOJIMIECTBO BUIEOKAPT OY/IET UCIIOJIb30BATHCS [IJIsl H3BJIEYEHN ONOMETPUIECKIX 0OPA3IOB.
Ilobasbre coorBercTBytonue HoMepa ycrpoiictB GPU k uMenam HOBBIX (aiijioB KOH(MUI'YpAIMH, KaK
nokasaHo B npumepe Himke (ycrpoiicrea GPU NeQ u Neg).

/etc/findface-extraction-api@0.ini
/etc/findface-extraction-api@6.ini

3. Otkpoiite HOBBIE (bailibl KOHUTyparuu. YKaxure Homepa ycrpoiicte GPU, a tak:xke Homepa ciryrina-
OIUX TIOPTOB.

sudo vi /etc/findface-extraction-api@0.ini

listen: 127.0.0.1:18666

gpu_device: 0O

sudo vi /etc/findface-extraction-api@6.ini

listen: 127.0.0.1:18667

gpu_device: 6

4. 3amycTuTe HOBBIE CEPBUCHI.

sudo service findface-extraction-api@0 start
sudo service findface-extraction-api@6 start

MpuBnaska findface-video-worker-gpu K [ONONHUTENbHOW BUAEOKapTe

st co3ianust JIOMOJIHATEIBHOrO 3K3eMilIsgpa findface-video-worker-gpu u ero npuBsa3KH K CBOOOIHOIM
BHUJICOKAPTE BBLIIOJIHUTE CIeAYIOIMUe NefiCTBUASL:

1. Orobpasure craryc ucxoaHoro ceppuca findface-video-worker-gpu, BBIITOJHUB KOMAH/IY:

sudo systemctl status findface-video-worker-gpu.service
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2. Hajimure mosHBII 1myTh K cepBuUcy B cTpoke Loaded: loaded (/1ib/systemd/system/

findface-video-worker-gpu.service; enabled; vendor preset: enabled. B PUBEJIEHHOM
npumepe 310 findface-video-worker-gpu.service (umMst Moxker GbiTh apyrum). Cosuaiire Konuro
CepBUCA I10J, HOBbIM MMEHEM.

sudo cp /lib/systemd/system/findface-video-worker-gpu.service /lib/systemd/system/findface-
—video-worker-gpu2.service”

3. Takum ke 06pa3oM co3maiiTe MO HOBBIM UMEHEM KOIIHUIO MCXOTHOTO (haiina KoHdurypaimnm.

sudo cp /etc/findface-video-worker-gpu.ini /etc/findface-video-worker-gpu2.ini

OTKpoiiTe TOJBKO YTO CO3JAHHBIN (bailyi KOHPUIypaluy U aKTyaJu3upyiire HOMED HCIIOJIB3YEMOTO
GPU-ycrpoiicTsa.

sudo vim /etc/findface-video-worker-gpu2.ini

## cuda device number
device_number = 1

OTKpoiiTe HOBBIl CEPBUC U YKAXKUTE TOJBKO UTO CO3JAHHBIN (bailyl KOH(MUTYpaIuu.

sudo vim /lib/systemd/system/findface-video-worker-gpu2.service

ExecStart=/usr/bin/findface-video-worker-gpu --config /etc/findface-video-worker-gpu2.ini

s npuMeHeHnsl M3MEHEHUI [1epe3arpy3uTe 1eMoH systemd.

sudo systemctl daemon-reload

JlobaBbTe HOBBIN CepBUC B aBTO3ArPy3KYy.

sudo systemctl enable findface-video-worker-gpu2.service

Created symlink from /etc/systemd/system/multi-user.target.wants/findface-video-worker-gpu2.
—»service to /lib/systemd/system/findface-video-worker-gpu2.service

8. Bamycrure HOBBIN CepBHC.
sudo systemctl start findface-video-worker-gpu2.service
9. Ilposepnre craryc oboux cepsucoB findface-video-worker-gpu.
sudo systemctl status findface-video-worker-* | grep -i 'Active:' -B 3
findface-video-worker-gpu2.service - findface-video-worker-gpu daemon
Loaded: loaded (/1lib/systemd/system/findface-video-worker-gpu2.service; enabled; vendor
<,preset: enabled)
Active: active (running) since Thu 2019-07-18 10:32:02 MSK; 1min 11s ago
findface-video-worker-gpu.service - findface-video-worker-gpu daemon
Loaded: loaded (/1ib/systemd/system/findface-video-worker-gpu.service; enabled; vendor
—preset: enabled)
Active: active (running) since Mon 2019-07-15 15:18:33 MSK; 2 days ago
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1.7.10 Mpamble API-3anpocbl k 6a3e gaHHbix Tarantool

Bur moxkere ucnonbzosars HTTP API nyisa uzsiedenust HANPsMyIo JaHHBIX U3 6a3bl Janubix Tarantool.

B atom paspene:

o Obwue ceedenun

e J[obasaerue auna

o Vdanenue auya

e [louck auya

o Pedaxmuposarue MEMaOGHHOIT U/ Uil BEKMOPA NPUSHAKOSE
o [loayuenue cnucka 2anepets

o [loayuenue ungopmayuu o 2anepee

e (Cosdanue 2anepeu

e Vdanenue zanepeu

O6wue cBepeHus

API-3ampocst k 6a3e ganubix Tarantool Hy»KHO OTIIPaBJISITE 110 ajipecy http://<tarantool_host_ip:port>.

Coser: Ilopr mus API-zampocoB moxkno ysuarh B pasjene FindFace.start aiina xouduryparum
Tarantool:

cat /etc/tarantool/instances.enabled/FindFace.lua

##8001:
FindFace.start("127.0.0.1", 8001)

ITpumeuanue: B ciayuae ecsim FindFace Security passepuyT Ha ommHOuHOM (u3MYIecKOM cepBepe, Oa3a
Jauabix Tarantool o ymoadanuio 6ygeT JOCTYIHA TOJIBKO JIOKaJbHO (127.0.0.1). Eciun HeoOGxomumMo oT-
KPBITh JOCTYII K 6a3e maHHbIX Tarantool ¢ ynajeHHOTO cepBepa, sHecume uamerenus B (paitn kordurypamun
findface-tarantool-server.

API-zanpocsr k Tarantool MoryT comep:Karh CJIeAyIONUe MapaMeTpPhbl B CEIMEHTaX Iy TH:
e :ver: Bepcusi API (v2 Ha jaHHBIH MOMEHT).

® name: UM rajgepeu.

Coset: /s mosiy4eHns CIIMCKa MMEH raJjiepeii Ha Imap/e BBeQUTe CJIeLyIONLyI0 KOMaHIy B aIpeCHOM
ojie bpaysepa:

http://<tarantool_host_ip:shard_port>/stat/list/1/99
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Ta >xe camast KOMaH/Ia B KOHCOJIN:

’curl <tarantool_host_ip:shard_port>/stat/list/1/99 \| jq

Br1 Takyke MoOXKeTe IOJIyYUTH CIIMCOK MMEH Trajiepeil, orupasuB B Tarantool mpsimoii 3armpoc:

’echo 'box.space.galleries:select()' | tarantoolctl connect <tarantool_host_ip:shard_port>

NwmeiiTe B BUY, 9TO IIPU SHAYUTEJIbHOM KOJIMYECTBE HNIap/JI0B B CUCTEME ITPOU3BOJIBHO BbI6paHHbII71 m1ap/i
MOXKeT He BKJIIOYAThL B cebd Bce CyHmIeCTBYIonue rajaepeun. B sTrom CcJIy4dae OTO6paSI/ITe CIIMCOK Fanepeﬁ
Ha HECKOJIbKHUX HIapaaX.

Oob6asnenue nuuya

POST /:ver/faces/add/:name

MapameTtpbl B Tene:

Maccus siunt B ipescraBiennn JSON co ciieryonumu moJsiMu:
e "id": id suna B rajsepee, uint64 t,
e ’facen’’: HeOOPAOOTAHHBIN BEKTOP MPU3HAKOB, base64,

e "meta': MeTaJaHHBIE JINIA, CJIOBAPb.

Bo3sspawaer:

e HTTP 200 u mycroe Tesio B caydae ycrexa.

e HTTP 404 ¢ onucanwem ommbKM, €CjIu rajepes C 3aaHHbIM UMEHEM He CyIIeCTBYeT.

e HTTP c ormmanaeiv ot 200 crarycoM u onucaHnue OMMOKA B TeJIE B CJIydae HEYIadu.
Mpumep

3anpoc

curl -D - -s 'http://localhost:8001/v2/faces/add/testgal' --data '
[
{
"id": 9223372036854776000,
"facen": "qgI3vZRv/z...Np09MdHavWiWuTO=",
"meta": {
"cam_id": "223900",
"person_name": "Mary Ostin",

}
}
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OTBer

HTTP/1.1 200 0Ok

Content-length: 1234

Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)
Connection: keep-alive

YpaneHue nuuya

POST /v2/faces/delete/:name

I'Iapameprl B Tene:

Maccus B npeacrapiaean JSON u3 cuucka id Jinir, mojieskKaimx yIaaeHuo.

BosBpauiaer:

e HTTP 200 un mycToe Teso B ciIydae ycrexa.
e HTTP 404, ecrmm muro ¢ 3amanubiM id He HafigeHo B rajepee.

e HTTP c ommmanbiM o 200 craTycoM H OIHCAaHUE OIIMOKYU B Tejle B CIydae HeyTadu.

Mpumep

3anpoc

curl -D - -s 'http://localhost:8001/v2/faces/delete/testgal' --data '[1, 4, 922, 3]'

OTser

HTTP/1.1 200 Ok

Content-length: 111

Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)
Connection: keep-alive

Mounck nuua

POST /v2/faces/search/:name

I'Iapameprl B Tene:

TTouckossrit 3ampoc B mpecrasiaennn JSON co cireyonumMu moIsiMu:

e limit: MakcmMaJIbHOe KOJIMYECTBO JIUI] B OTBETE.
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e sort: BKJIOYAET COPTUPOBKY IO CJaeAyIomuM mapamerpam: id: mo Bo3pacrauuio id, -id mo yObiBa-
a1t id, -score: 110 yOBIBAHWIO CTEIIEHU CXOXKECTH (€CJIM TIOUCK BBIIOJIHSETCS IO CXOKUM BEKTOPaM

OPU3HAKOB).
e filter (dbuibTpsl):

— facen: onmuoOHAIBHBIN (DUIBTP MO CXOXKECTH BEKTOpa Mpu3HakoB. llepemaiite cioBapb co ciesy-
omuMu nojsamu: data: BeKTOp Ipu3HaKoB B dopMmaTe base64; score: amara3oH KadecTBa JIHUIA,
HOJLJIEPKUBAIOTCS. TOJBKO 3AIIPOCKI ¢ IIPaBoil rpanureil 1 (MakcumMabHOE KauecTBO).

— id u meta/<meta_key>: GUIBTPHI IO MOJIH30BATEIBCKOMY id JIUIT U COAEPKUMOMY IOJIsS meta.
s 3aganust GuiIbTpa UCIOIB3YIOTCS CJIEYIOIIIE OePATOPDI:

* range: JIMAla30H 3HAYCHUHI, TOJIBKO JJIs YACJIOBBIX IOJICHt.

* Set: HaDOp 3HAYEHWUH, OHO U3 KOTOPBIX JIOJI2KHO IIPUCYTCTBOBATH B id MM METaJaHHBIX, JJIsi
YHUCJIOBBIX U CTPOKOBBIX IIOJIEH.

* subset: HADOp 3HAYEHUIl, KAXK/I0e M3 KOTOPBIX JTOJKHO IIPUCYTCTBOBATH B id mim mMeTaian-
HBIX, JJIsl YUCJIOBBIX U CTPOKOBBIX IIOJIEH.

x like: amasjormuno like B SQL-zsampocax: nomuep:kupaiorcs TOabKO ‘aa%’ mmu ‘aa%’ wam
‘Y%aa%’. Tombko Jyuisi moneil string um set[string]. IIpm wmcnosb3oBanun set[string]
buIIbTP BepHET Pe3ysIbTaT, €CJAU XOTs Obl OJHO U3 3HAYEHHI IIPOILIO IPOBEPKY.

* ilike (TosbKO syist osielt string u set [string]): amamornano like, HO Ge3 yuera perucrpa.

BosBpauaer:

e B ciyuae ycrexa maccus JSON c sunamu. 3nadenue B 3arosioBke X-search-stat rnmoxkaspiBaet, ObLI Jin
HCIIOJIB30BAaH OBICTPBIN MHAEKC /i moncka: with_index mwim without_index.

IIpumeuanue: B API v2 ObiCTpBIl HHIEKC HE UCIIOIB3YETCs.

e HTTP c ormmanaemv ot 200 cTaTycoM U OnucaHue OMMOKA B TeJIE B CJIydae HEYIAUN.

Mpumep

3anpoc

curl -D - -s 'http://localhost:8001/v2/testgal/search' --data '

{
"limit": 2,
"sort": {
"score": -1
},
"filter": {

"facen": {
"data": "qgI3vZRv/zO0BQTk9rcirOyZrNp09MdHavWiwWuTO=",
"score": [0.75, 1]
},
idt: {
"range": [9223372036854000000, 9223372036854999000]
},
"meta": {
"person_id": {

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

"range": [444, 999]
1,
"cam_id": {
"set": ["12767", "8632", "23989"]

OTBer

HTTP/1.1 200 Ok

Content-length: 1234

X-search-stat: without_index

Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)
Connection: keep-alive

{
"results": [
{

"facen": " qgI3vZRv/zO0BQTk9rcir0yZrNpO9MdHavWiWuTO=",

"meta": {
"timestamp": O,
"photo_hash": "",
"person_id": 777,
"cam_id": "8632"

1},

"score": 0.9964,

"id": 9223372036854776000

Pe,anTMpOBaHVIe MeTaaAaHHbIX I/I/MJ'II/I BEKTOpa NPU3HaKoB

POST /v2/faces/update/:name

I'Iapameprl B Tene:

Maccus jur B upegcrasienun JSON co cieayromuMu MoJIsMu:

e "id": id nmma, uint64 t,

e “’facen’”: (ONIMOHAJBLHO) HOBBIl BEKTOD NPHU3HAKOB, base64. Eciu napamerp orcyrersyer mim null,

mojie B 6a3e JAHHBIX HEe OOHOBJISIETCH.

e ’meta’’: cjioBapb, B KOTOPOM TIePeIaloTCs HOBbIE MeTalannbie. Ecin moJie meta oTcyTcTByeT mam null,

OHO He OOHOBJIsIETCS B Oa3e JIAHHDBIX.

Bo3Bpauaer:

e HTTP 200 u cioBapb co BceMu mapaMeTPaMu JIMIIA, B TOM YUCJI€ HEM3MEHHBIMU, B CIyYae yCIIeXa.
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e HTTP 404 c onucamnem omubKM, ecjiu JIUIa ¢ TakKuM id He CyIIeCTBYeT.

e HTTP c orymuaneim ot 200 cTaTycOM U ONHCAHUE OIMUOKU B TeJie B Cllydae HEYIadH.

Mpumep

3anpoc

curl -D - -s 'http://localhost:8001/v2/faces/update/sandbox' --data '[{"id":1,"facen":null,"meta":{
—"m:timestamp":1848}}]"

OTBer

HTTP/1.1 200 Ok

Content-length: 151

Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)
Connection: keep-alive

{"meta":{"m:timestamp":1848, "normalized_id":"1_b9pkrfOOmjt6hivmqlkg.png","m:cam_id":"a9f7a973-f07e-
—469d-a3bd-41ddd510b26£", "feat":"{\"score\":0.123}"}, "id":1, ... }

Monyuenue cnucka ranepeii

POST /v2/galleries/list

Bosspawaer:

Maccus ¢ rajepesiMu, JJIsi KasKJI0i U3 KOTOpOil Bo3Bpailaercs: uMsi (name) u uncio jur (faces).

Mpumep

3anpoc

curl -D - -s -X POST http://localhost:8001/v2/galleries/list

OTBer

HTTP/1.1 200 Ok

Content-length: 42

Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)
Connection: keep-alive

{
"results": [
{
"name": "testgal",
"faces": 2

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

Mony4enue nugopmauyumn o ranepee

POST /v2/galleries/get/:name

Bo3sspawaer:

e HTTP 200 u cioBapp ¢ mapamerpaMu rajeper B CJIydae yCIexa.

e HTTP 404 c onucanumem omubOKU, €CJIU TaJe€Pen ¢ TAKMM UMEHEM He CYIIeCTBYET.

e HTTP c ornmmunasiM or 200 craTycoMm u onucaHue onmOKU B TeJie B CIydae HeyIadu.
Mpumep

3anpoc

curl -D - -s -X POST http://localhost:8001/v2/galleries/get/testgal

HTTP/1.1 200 Ok

Content-length: 11

Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)
Connection: keep-alive

{"faces":2}

CozpgaHue ranepen

POST /v2/galleries/add/:name

Bosspauwaer:

e HTTP 200 u mycroe Tesio B caydae ycrnexa.

e HTTP ¢ ommmaneim ot 200 craTycom u ommcaHue OMMUOKU B Tejle B CIydae HEyIadu.
Mpumep

3anpoc

curl -D - -X POST -s 'http://localhost:8001/v2/galleries/add/123"
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OTBer

HTTP/1.1 409 Conflict

Content-length: 57

Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)
Connection: keep-alive

{"error":{"message":"gallery already exists","code":409}}

YpaneHue ranepem

POST /v2/galleries/delete/:name

BosBpauiaer:

e HTTP 200 n mycToe Teso B ciIydae ycrexa.

e HTTP c owmmansim o 200 craTycoMm u ommcaHue OMMUOKU B TeJle B CIydae HeyIadu.
Mpumep

3anpoc

curl -D - -X POST -s 'http://localhost:8001/v2/galleries/delete/123"'

OTBer

HTTP/1.1 204 No content

Content-length: 0O

Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)
Connection: keep-alive

1.7.11 Aytentudukauymsa no ceptucpukatam Kpuntollpo

Tlo ymoganmio BXOJ TOIb30BaTe/ el B CHCTEMY OCYNIECTBIISIETCS IO JOTUHY U mapoJio. [Ipu meobxomumocTn
MOKHO BKJIIOUUTH ayTeHTudukanuio mo ceprudukaram Kpunrollpo.

B atom paspene:

e Hacmpotixa aymenmugpurayuu no cepmuguramam Kpunmollpo

L] 3(18[)1/5 Ka ¢ 6])’(”’[//&11/%(””(1 NoADB306ANENA
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Hacrtpotiika ayreHtudumkauymm no ceptucpukaram Kpuntollpo

s mactpoitku ayrentudukanun mo cepruduraram Kpunrollpo BeimosauTe Citeaytomue aeiicTBus:

1. Barpysure na cepsep FindFace Security apxuset Kpunrollpo CSP 4.0 jyia Linux (x64, deb) u Kpuu-
tollpo DIIIT SDK 2.0 Linux x64.

2. PacnaxyiiTe 3arpy>keHHbBIE€ apXHUBBI.

3. U3 nupexropun /opt/ffsecurity/lib/python3.5/site-packages/ffsecurity_cproauth 3amycru-
Te cKpunT build.sh.

chmod +x build.sh
sudo ./build.sh

IIo TpeboBanmio CKpUIITa YCTAHOBUTE JONOJTHUTEIbHBIE deb-TTaKeThl U3 pacIiakOBaHHBIX apXUBOB.

Please install lsb-cprocsp-devel from CryptoPro CSP ( https://www.cryptopro.ru/
—products/csp/downloads )

apt install lsb-cprocsp-devel

4. Orkpoiite daitn kouduryparun findface-security.

sudo vi /etc/ffsecurity/config.py

5. JlobaBbTe B HETO CJIEIYIONIHE HACTPOUKMI:

UVICORN_SETTINGS = {

'proxy_headers': True

}

INSTALLED_APPS.append('ffsecurity_cproauth')
#REST_FRAMEWORK [ 'DEFAULT_AUTHENTICATION_CLASSES'] = ['ffsecurity.auth.Tokenduthentication’,
— 'ffsecurity_cproauth.auth.CryptoProlrTokenduthentication']

6. Ilepesamycrure findface-security.

sudo systemctl restart findface-security.service

Ha sTom HacTpoiika ayrenTudukamnuu mo ceprudpukaram Kpunrollpo 6yaer 3aBepiiena. MoKHO NpUCTYIUTH
K 3arpy3Ke CepTu(UKATOB B CUCTEMY.

3arpy3ka ceptudumkara nonb3osBatens

ljist TOro 9TOoOBI 3arpy3UTh CEPTUMUKAT IIOJIb30BATE/IS B CUCTEMY, BBIIIOJIHUTE CJIELYIOIIHe JefCTBUS:
1. Ilepeitgure Ha BRIaIKY Hacmpotixu. Beibepure Iloavzosamenu.
2. OTKpoiiTe KApTOUYKY TOJIb30BATEII.

3. Haxxmure Jlobasumsv cepmuguram.
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1.8 OGcny>xuBaHmne n ycTtpaHeHne HemcnpaBHOCTEWN

1.8.1 ObHosnenune FindFace Security go 4.1.x

ITpenyupexaenune: FindFace Security 4.1.x ucnosnb3yer HOBYIO Bepcuito Tarantool. Buomerpudeckast
6aza ganubix u3 npexpiymux Bepcuit FindFace Security (4.0 u 6osee pannnx) HECOBMECTUMA
¢ FindFace Security 4.1.x. Ilpu obHoBieHUU mpojaykra 710 4.1.Xx 06si3aTe/IbHO HCIOJIb3yiiTe (DYHKIIUIO
PE3EPEH020 KONUPOSUHUA / 60cCmano6.AenuA (CM. TIOJHBIA aJrOPUTM HIKE).

s oorosiienus FindFace Security c siro6oit npeapiayieit Bepcun 710 4.1.X BBITIOJHUTE CIIEIYOIIME AeCTBUS:

1. Orkpotite daitn kouduryparun findface-security. Coxpanure s MOCIEAYIONIEr0 HCIOJIb30BA~
HUA 3HadeHud cienyromux apaMmerpos: EXTERNAL_ADDRESS, SECRET_KEY, VIDEO_DETECTOR_TOKEN,
ROUTER_URL.

sudo vi /etc/ffsecurity/config.py

EXTERNAL_ADDRESS = "http://172.20.77.58"

# use pwgen -sncy 50 1[/tr "'" "." to gemerate your own unique key
SECRET_KEY = 'c8b533847bbf7142102de1349d33a1f6"'

FFSECURITY = {
'VIDEO_DETECTOR_TOKEN': '381b0f4a20495227d04185ab02f5085f ',

'ROUTER_URL': 'http://172.20.77.58',

2. OcranoBure ceppuc findface-security.

sudo systemctl stop findface-security*

3. CozpmaiiTe pe3epBHYIO KOIUIO OMOMETpUYeCKO Oa3bl JaHHBIX Ha OCHOBe Tarantool B Jit000i BRIOpaHHO
JIMpEeKTOpuH, Harpumep, /tmp/dump.

Coger: Ilonpobmee cm. Pesepsroe kKonuposarue u 80CCMAHOBAEHUE TPAHUAULY OGHHDIT .

mkdir -p /tmp/dump
cd /tmp/dump
sudo findface-storage-api-dump -config /etc/findface-sf-api.ini

4. Ycranosute apt-pernosuropuii ¢ HoBoil Bepcueii FindFace Security, ucroJib3ysi KOHCOJIbHBINH MHCTAJLISI-
TOP COIVIACHO MHCTPYKIUU B 9MOM pasdene.

5. YCTaHOBHUTE CEPBUCHI U3 PEMNO3UTOPHUSA B COOTBETCTBUM C TEKYIIEH apXUTEKTYPHOU CXEMO.

CPU-Bepcust:

sudo apt update
sudo apt install ffsecurity ffsecurity-ui findface-extraction-api findface-ntls findface-sf-
—api findface-tarantool-server findface-upload findface-video-manager findface-video-worker-

—Cpu (continues on next page)

1.8. O6cnyxusBaHue n ycrpaHeHue HeMCNPaBHOCTEN 87



FindFace Security, Bbinyck 4.1.2

6.

7.

10.

11.

12.

(npozoIKeHne ¢ IpeAblyIel CTPaHUIbI)

GPU-sepcus:

sudo apt update

sudo apt install ffsecurity ffsecurity-ui findface-extraction-api-gpu findface-ntls findface-
—sf-api findface-tarantool-server findface-upload findface-video-manager findface-video-
—worker-gpu findface-gpudetector-data

Orkpoiite daitn koudurypanun findface-security m BcTaBbTe B HETO COXPAHEHHBIE 3HAYMEHUS I1apa-
merpoB EXTERNAL_ADDRESS, SECRET_KEY, VIDEO_DETECTOR_TOKEN u ROUTER_URL.

sudo vi /etc/ffsecurity/config.py

Mamennte cTpykTypy 6a3bl JaHHBIX Tarantool ¢ momorbio (daiina tnt_schema.lua u3 HOBOI BepCUU.

’sudo findface-security make_tnt_schema | sudo tee /etc/ffsecurity/tnt_schema.lua

Ocranosure map/p! findface-tarantool-server. Yianure 6a3y ganubix Tarantool (6a3y mo ymon-
YAHUIO WM IIAPJIBI).

sudo systemctl stop 'tarantool@x'

sudo rm -R /opt/ntech/var/lib/tarantool/shard-00%*/index/*
sudo rm -R /opt/ntech/var/lib/tarantool/shard-00%/snapshots/*
sudo rm -R /opt/ntech/var/lib/tarantool/shard-00%/xlogs/*

Ilepezamycture mapyst findface-tarantool-server.

TNT=$(1s /etc/tarantool/instances.enabled/ | wc -1)
for i in $(seq 1 $TNT); do sudo systemctl start tarantool@shard-00$i.service ; done

Boccranosure 6a3y mamnubix Tarantool u3 pe3epBHOI KOHUH.

cd /tmp/dump

for x in *.json; do sudo findface-storage-api-restore -config /etc/findface-sf-api.ini < "$x";
< done

Ilepenecure cxemy 6a3br qanubix n3 FindFace Security B PostgreSQL, 3aHOBO co3maiiTe TPYIIIBI MOJIb-
3oBaTeseil ¢ NPedycmanosAeHHbLMY TTPABAME U IIEPBOTO MOJB30BATENSI ¢ TPABAMHU aMUHICTPATOPA.

sudo findface-security migrate
sudo findface-security create_groups
sudo findface-security create_default_user

Ilepesarpysute cepBUCHI.

sudo systemctl restart findface-security.service
sudo systemctl restart findface-extraction-api findface-video-worker* findface-video-manager,
—findface-sf-api

1.8.2 Pe3epBHOe konvpoBaHWe N BOCCTAaHOB/IEHUE XPAHUANLY AAHHbIX

DTOT pa3ies MOCBIIEH Pe3ePBHOMY KONMMPOBAHUIO ¥ BOCCTAHOB/IEHUIO XpaHuauil gaHubix FindFace Security.
CucremMa HCIIOIb3YeT CICAYIONNE XPAHIIAIIA:
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e Buomerpudeckas 6a3a JaHHBIX Ha ocHOBe Tarantool, B KOTOpoi#t XpaHATCsS 6GuoMeTpuydecKue o0pasIibl
(BEKTODBI IPU3HAKOB) U COOBITHsI MIEHTH(MDUKAIAA JIAIL,

e OcHoBHast 6a3a JaHHBIX cUCTeMbI Ha OcHOBe PostgreSQL, B KOTOpOIT XpaHsiTCs BHYTPEHHUE MTaHHBIE
CHCTEMBI, J0Che, YIeTHbIE 3AIIMCH TI0Jb30BaTe el 1 HACTPONKHN Kamep.

e Karajyor /var/lib/ffsecurity/uploads, B KOTOPOM XPaHATCHd 3arpy?KeHHbIE B j10che (poTorpadun,
Bueodailjibl, a TakyKe Takue apTedakThl COOBITUN, KaK IOJIHbIE KaPhl, MUHUATIOPHI JIUI[ 1 HOPMAJIU-
30BaHHBIE M300DAYKEHUsI JIHII.

e Karajor /var/lib/ffupload/, B KOTOPOM XPAHATCS TOJBKO TaKhe apTedaKThl COOBITHI, KAK MAHAA~
TIOPBI JIAII.

B atom pasgene:

e Pezeperoe KONUpoGaHue U 60CCMAHOEACHUE BUOMEMPUMECKOTE 6a3bL JAHHDIL
— Ymuaumwi
— Pesepsroe konuposarue b6asv. daHHbLT
— Bocemanosaenue 6asvl 0arHvix

[ PCJ(ZPG?I/OG ronuposarue 0CcHO6HOT ba3vl 0AHHHLT

e Pesepsnoe konuposarue apmedarmos

Pe3epBHoe konupoBaHue 1 BOCCTAHOBJ/IEHNE BuomeTpuyeckoii basbl AaHHbIX

B 6uomerpuueckoit 6aze mamubIx Ha ocHOBe Tarantool ects 3 rajepeun:
e ffsec_dossier_face: Omomerpuyeckue oOpa3Ilbl, M3BJIeUYeHHBIE U3 (hoTOrpaduii B J0CHE.
e ffsec_events: OmomeTpudecKne 0OPa3Iibl, U3BJICIECHHBIE U3 JIUIl, OOHAPYKEHHBIX Ha BUJIEO.
e ffsec_monitoring: GuoMerpudecKue oOpasibl U3 BCEX JOChE B MOHUTOPHUHIE (aKTUBHBIX).

(DyHKL[I/IOHaJ'I PE3EPBHOTIO KOIIMPOBaAHUA W BOCCTAHOBJICHUSA 0as3nl JAaHHBIX IIO3BOJIAET IIpU HeO6XO,ZLI/IMOCTI/I
BOCCTaHAaBJINBATL COACPZKHUMOE JaHHBIX raﬂepel‘/’l.

s mpeoTBpalenus IoTePH JAHHBIX CO3aHie PE3EPBHOM KON OMOMETPUYIECKOil 6a3bl JAHHBIX PEKOMEH-
JIyeTCsl BBIIIOJIHATH 10 KpaitHeil Mepe 1 pa3 B HeJeJo.

Pe3epBHon KOIINIO 6a3bl JaHHBIX TaK2Ke HY?KHO CO3J1aTh 1epe/] ./%U?])(Méﬂ(iﬁ CUCTEMbI Ha JIPYTYIO 6I/IOI\’IeTpI/I—
YECKYIO MOIEJIb.

YTunnrol

15 pe3epBHOTO KONMPOBAHUST U BOCCTAHOBJIEHNUsT OmoMeTprieckoii 6a3nl manabix FindFace Security meotxo-
JIUMBI CJIEJTYIOIIHE Y TUTATHL:

1. pesepsHoe Konmposanue: findface-storage-api-dump,
2. Boccranosjienue: findface-storage-api-restore.

JlaHHBIE YTUINTHI ABTOMATUYIECKH YCTAHABINBAIOTCS BMecTe ¢ KoMmoHeHTOM findface-sf-api.
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Pe3epsHoe konupoBaHue 6a3bl JaHHbIX

Jtst pEe3epBHOTO KOIIMPOBaHUHA OGrOMeTPUIECKOi 6a3bpl  JIAHHBIX HCIIOJIb3YHTe YTUJIATY
findface-storage-api-dump ciemyonmM obpa3oMm:

Ba>kno: Cepsucol findface-tarantool-server u findface-sf-api JO/KHDBI OBITH AKTUBHBI.

IIpumevanue: Pe3epBHoe KonmpoBaHWEe MOXKHO TaKXKe MPUMEHUTh K pacupeseseHHoil 6aze maHHBIX. B
3ToM ciay4dae yruinTa findface-storage-api-dump coszacT pesepBHBIE KOIIMU BCeX MIAPAO0B, YKA3aHHBIX B
/etc/findface-sf-api.ini.

1. Ha cepsepe ¢ ycranosiennbiMm findface-sf-api co3jaiiTe KaTayor jjisi XpaHEHUS PE3EPBHBIX KOIU
(/tmp/backup B mpuMepe HIKeE).

2. Bamycrure yrumry findface-storage-api-dump ciesyromieit KOMaHOM:

’sudo findface-storage-api-dump -output-dir=/tmp/backup -config /etc/findface-sf-api.ini

YTmwmra co37aCT pe3epBHBbIE KOIMUK BCeX rajepeil W 3amuIieT WX B YKA3aHHBIH KaTaJor' B BU-
ne daitsioB ¢ coorBercrBylommMu uMeHamu ffsec_dossier_face.json, ffsec_events.json u
ffsec_monitoring. json. Dru ailyibl coepKAT BCe JaHHbIE, HEOOXOIUMBIE JIJIsT TOJHOTO BOCCTAHOB-
JIEHUd TraJjiepeil.

BoccraHosneHue 6asbl gaHHbIX

st BoccTaHOBIIEHNST OMOMETPUYIECKO# 0a3bl JJAHHBIX BBITOJHUATE CJIEIYIONINE JIeHCTBUS:

1. Ucnonezys HTTP API, cosmaiite rajiepen B Oaze manubix: ffsec_dossier_face, ffsec_events,
ffsec_monitoring.

Coser: Cm. HTTP API.

curl -D - -X POST -s 'http://localhost:8101/v2/galleries/add/ffsec_dossier_face'
curl -D - -X POST -s 'http://localhost:8101/v2/galleries/add/ffsec_events'
curl -D - -X POST -s 'http://localhost:8101/v2/galleries/add/ffsec_monitoring'

2. Bamycrure yruinty findface-storage-api-restore jist Becex (DailjioB B IANKe ¢ PE3€PBHBIME KOTIH-
AMU:

sudo findface-storage-api-restore -config /etc/findface-sf-api.ini /tmp/backup/*.json

IIpomecc BoccTaHOBIEHUS MOXKHO IIPH HEOOXOAMMOCTH IPEpBaTh € COXPaHEHHEM BBIIIOJHEHHOH pa-
60Tel. s TOro YTOOBI IIPOMOJIKUTBH IIPOLECC IIOCJE IIPEPLIBAHUS, CHOBA 3AIlyCTUTE YTHJIATY
findface-storage-api-restore.

CmMm.Tak>xke:
o Onuyuu pe3epseHozo KoNuposaHUA 6a3v, JGHHHLL

o 077/71)”11/ 60CCMANO0BAEHUA 6A3VL OAHHBLT
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Pe3epBHoe konupoBaHue OCHOBHOW 0a3bl AAHHbIX

s pesepBHOrO KommpoBaHus 0a3bl gaHHbIX PostgreSQL BhimosiHUTE KOMAHTY:

sudo -u postgres pg_dump ffsecurity > ffsecurity_postgres_backup.sql

Pe3sepsHoe konuposaHue aptedakTos

Apredarter FindFace Security, Takue kak 3arpyzkensbie (pororpacuu, Bugeodaitibl 1 apredakThbl COObI-
Tuit (HOJHbIE KAJIPbl, MUHUATIOPDI JIUI[ ¥ HOPMAJIM30BAHHBIE N300PAKEHUs JIUIL) XPAHATCH B CJIEAYIONX
KaTaJorax:

e /var/lib/ffsecurity/uploads
e /var/lib/ffupload/

15t pe3epBHOTO KOMMPOBaHUs apTedaKTOB BBIIOJHATE KOMAHITY:

tar -cvzf var_lib_ffsecurity_uploads.tar.gz /var/lib/ffsecurity/uploads
tar -cvzf var_lib_ffupload.tar.gz /var/lib/ffupload/

1.8.3 Murpauus Ha gpyryto mogenb buomeTpuyeckoro obpasua

CoBer: He crecHsifitech 0o0pamarbcsd K HAINIAM CIEIUAJIUCTAM [0 BOIPOCAM MUTPAIME IO aJPECY
support@ntechlab.com.

Baxxno: Ilepen murparmeit obsi3aTe/IbHO CO3AMTE pe3epsryio konuto 6a3bl TaHHBIX.

WMuorma Bam MoxkeT nmoTpeboBaThbes Murpanus sk3emiisgpa FindFace Security Ha npyryto Mmojenb HeHPpOHHO
ceru. Kak npasmiio, namnasi mporeaypa HeoOXoauMa Ipu OOHOBJIEHUN JI0 TIOCTIEIHEH BEPCUU TTPOIYKTA.

st Toro 9To6B MUTPUPOBATH CHCTEMY Ha JAPYTYIO MOJETbL OMOMETPUYIECKOTO 00pa3iia, UCIOIb3yHTe yTHU-
sury findface-sf-api-migrate. st Toro 4Tobb! epesaTh HACTPOWKN MUTDAIINH, 3AIlyCTUTE €€ C OIIei
-config u ykaxkute ¢aiisr KoHDUrypanu, MoKa3aHHbIil B IpUMepe HIKE.

findface-sf-api-migrate -config <migration.ini>

IIpumep daiiia kouduryparmn:

extraction-api:
timeouts:
connect: 5s
response_header: 30s
overall: 35s
idle_connection: Os
extraction-api: http://127.0.0.1:18666
storage-api-from: # current location of the gallery
timeouts:
connect: 5s
response_header: 30s
overall: 35s
idle_connection: 10s

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

max-idle-conns-per-host: 20
shards:
- master: http://127.0.0.1:8001/v2/
slave: ""
storage-api-to:
timeouts:
connect: 5s
response_header: 30s
overall: 35s
idle_connection: 10s
max-idle-conns-per-host: 20
shards:
- master: http://127.0.0.1:8002/v2/
slave: ""
workers_num: 3
faces_limit: 100
extraction_batch_size: 8
normalized_storage:
type: webdav
enabled: True
webdav:
upload-url: http://127.0.0.1:3333/uploads/
s3:
endpoint: 172.20.77.75:9000
bucket-name: sf-api-normalized
access-key: WOG6EQT6MC3BZC8136DW
secret-access-key: XnottrdxRFp70wfEGdkvKgkzKZ3mEa2Y9bYmob4I
secure: False
region: ""
operation-timeout: 10
public-url: 123

Mapametp Onucanue

extraction-api -> | Anpec findface-extraction-api ¢ HOBOIl MOMIEIBIO OHOMETPUTIECKOTO 00-
extraction-api pasna B daitse Kouduryparmm.

storage-api-from [Tpexnee xpanusuine GnoMeTpuIecKux 06pasros (10 MUrparyn)
storage-api-to Hogoe xpanwmine GHOMETPUIECKUX 0OPA3IIOB (II0Ce MUTPAIIIH)
normalized_storage -> | XpaHWInIne HOPMAJIN3OBAHHBIX N300ParKEeHUHT JIUI]

upload-url

1.8.4 N3meHeHune CTpyKTypbl OuomeTpuyeckoi 6asbl gaHHbIX

B HekoTOpBIX Cityuasix BaM MOXKET TOTPEOOBATHCS IPUMEHUTH HOBYIO CTPYKTYPHYIO CXeMY K OMOMETPUIECKO
6aze manabix Tarantool, Hampumep, mpu OOHOBJIEHUH M0 MTOCJIEAHENH BEPCUH ITPOILYKTA WU €CJIU HEOOXOIMMO
YCOBEPIIEHCTBOBATH CTPYKTYPY 0a3bl JTAHHBIX, JJOOABUB B Hee JOMOJHUTEIbHBIE TApaMeTPhl, PACIIMPEHHBIE
MeTa/JIaHHbIe JIUI] U T. [I.

B atom pasgene:
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e O cmpyxmype buomempumeckot 6a3v, daHHLT

o [l3menenue cmpyxmypol

O cTpykType buomeTpuyeckoii 6asbl AaHHbIX

B FindFace Security crpykTypa 6a3bl JaHHBIX 3ajaeTcs depes daitr tnt_schema.lua.

CrpykTypa mpeicTaBiser coboit Habop moJteit, Kaxioe
MU

id: id moust;

field type: Tun jannbIx;

U3 KOTOPBIX OIIMCBIBAECTCA CJICAYIOIMUMU IIapaMeTpa-

name: Ha3BaHUE I10JId, JOJI2KHO COBIIaJaTh C Ha3BaHUEM COOTBETCTBYIOIIEI'O ITapaMeTpa JINILA;

default: sHauenue o ymosrganuio. Eciin 3HaveHne 1o ymosrdanuto 6osibiine ‘leld — 17, To ero ciemyer

3allUCbIBATDL B BUJE CTPOKH, T. €. ¢‘123123..°’ BmecTo 123123. ..

Wcnonb3yemsbrit 1o ymoJsraanuio aiit tnt_schema.lua

IIpUBE/IEH HUZKe:

scheme = {
-- internal.normalized_id:
{
default = '',
field_type = 'string',
id = 1,
name = 'normalized_id',
1,
-- internal.feat:
{
default = '',
field_type = 'string',
id = 2,
name = 'feat',
1,
-- <class 'ffsecurity.entities_tnt.event.models
{
default = O,
field_type = 'unsigned',
id = 3,
name = 'm:acknowledged',
1,
-- <class 'ffsecurity.entities_tnt.event.models
{
default = 0,
field_type = 'unsigned',
id = 4,
name = 'm:acknowledged_by',
1,
-- <class 'ffsecurity.entities_tnt.event.models
{
default = 0,
field_type = 'unsigned',
id = 5,
name = 'm:acknowledged_date',

.ListEvent'>.m:acknowledged:

.ListEvent'>.m:acknowledged_by:

.ListEvent'>.m:acknowledged_date:

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

default = '',
field_type =
id = 6,

name =

'string’',

'm:acknowledged_reaction',

default = 0,
field_type =
id =7,

name = 'm:camera',

'unsigned’,

default = 0,
field_type =
id = 8,
name =

'unsigned’',

'm:camera_group',

default = "10000000000000000000",
field_type = 'unsigned',
id = 9,

name 'm:confidence’,

default = 0,
field_type =
id = 10,

'm:created_date',

'unsigned’,

name =

default = 0,
field_type =
id = 11,

name = 'm:episode’,

'unsigned’',

default = "10000000000000000000",
field_type = 'unsigned',
id = 12,

name = 'm:f_age',

default = '',
field_type =
id = 13,

'm:f_beard_class',

'string’',

name =

<class 'ffsecurity.entities_tnt.event.

<class 'ffsecurity.entities_tnt.event.

<class 'ffsecurity.entities_tnt.event.

<class 'ffsecurity.entities_tnt.event.

<class 'ffsecurity.entities_tnt.event.

<class 'ffsecurity.entities_tnt.event.

<class 'ffsecurity.entities_tnt.event.

<class 'ffsecurity.entities_tnt.event.

models.

models.

models.

models.

models.

models.

models.

models.

ListEvent'>.m:acknowledged_reaction:

ListEvent'>.m:

camera:

ListEvent'>.m:

camera_group:

ListEvent'>.m:

confidence:

ListEvent'>.m:

created_date:

ListEvent'>.m:

episode:

ListEvent'>.

m:f_age:

ListEvent'>.m:f_beard_class:

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

},
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:f_beard_score:
{

default = "10000000000000000000",

field_type = 'unsigned',

id = 14,

name = 'm:f_beard_score',
},
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:f_emotions_class:
{

default = '',

field_type = 'string',

id = 15,

name = 'm:f_emotions_class',
},
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:f_emotions_score:
{

default = "10000000000000000000",

field_type = 'unsigned',

id = 16,

name = 'm:f_emotions_score',
},
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:f_gender_class:
{

default = '',

field_type = 'string',

id = 17,

name = 'm:f_gender_class',
},
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:f_gender_score:
{

default = "10000000000000000000",

field_type = 'unsigned',

id = 18,

name = 'm:f_gender_score',
},
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:f_glasses_class:
{

default = '',

field_type = 'string',

id = 19,

name = 'm:f_glasses_class',
},
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:f_glasses_score:
{

default = "10000000000000000000",

field_type = 'unsigned',

id = 20,

name = 'm:f_glasses_score',
},
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:f_liveness_class:
{

default = '',

field_type = 'string',

id = 21,

name = 'm:f_liveness_class',

(continues on next page)
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<class 'ffsecurity.entities_tnt.event.

default
field_type
id = 22,

name 'm:f_liveness_score',

""10000000000000000000" ,
'unsigned’,

<class 'ffsecurity.entities_tnt.event.

default = '',
field_type
id = 23,

name = 'm:f_race_class',

'string’',

<class 'ffsecurity.entities_tnt.event.

default
field_type
id = 24,

name 'm:f_race_score',

""10000000000000000000" ,
'unsigned’',

<class 'ffsecurity.entities_tnt.event.

default = '',
field_type
id = 25,

name 'm:thumbnail’,

'string’',

<class 'ffsecurity.entities_tnt.event.

default = '',
field_type
id = 26,

name 'm:frame'’,

'string’',

<class 'ffsecurity.entities_tnt.event.

default
field_type
id = 27,

name 'm:frame_coords_bottom',

0,

'unsigned’',

<class 'ffsecurity.entities_tnt.event.

default
field_type
id = 28,

'm:frame_coords_left',

O,

'unsigned’,

name

<class 'ffsecurity.entities_tnt.event.

default
field_type
id = 29,

name 'm:frame_coords_right',

0,

'unsigned’,

models.

models.

models.

models.

models.

models.

models.

models.

ListEvent'>.

ListEvent'>.

ListEvent'>.

ListEvent'>.

ListEvent'>.

ListEvent'>.

ListEvent'>.

ListEvent'>.

m

m

m

m

m

m

m

m

:f_liveness_score:

:f_race_class:

:f_race_score:

:thumbnail:

:frame:

:frame_coords_bottom:

:frame_coords_left:

:frame_coords_right:

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

1,
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:frame_coords_top:
{
default = O,
field_type = 'unsigned',
id = 30,
name = 'm:frame_coords_top',
1,
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:pk:
{
default = 0,
field_type = 'unsigned',
id = 31,
name = 'm:pk',
1,
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:matched:
{
default = 0,
field_type = 'unsigned',
id = 32,
name = 'm:matched’,
1,
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:matched_dossier:
{
default = 0,
field_type = 'unsigned',
id = 33,
name = 'm:matched_dossier',
1,
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:matched_face:
{
default = 0,
field_type = 'unsigned',
id = 34,
name = 'm:matched_face',
1,
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:matched_lists:
{
default = {3},
field_type = 'set[unsigned]',
id = 35,
name = 'm:matched_lists',
},
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:normalized_photo:
{
default = '',
field_type = 'string',
id = 36,
name = 'm:normalized_photo',
},
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:quality:
{

default = "10000000000000000000",
field_type = 'unsigned',

id = 37,

name = 'm:quality’,

(continues on next page)
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}!
-- <class 'ffsecurity.entities_tnt.
default = '',
field_type = 'string',
id = 38,
name = 'm:scores',
}’
-- <class 'ffsecurity.entities_tnt.
default = 0,
field_type = 'unsigned',
id = 39,
name = 'm:video_source',
},
-- <class 'ffsecurity.entities_tnt.
default = 0,
field_type = 'unsigned',
id = 40,
name = 'm:dossier’,
}7
-- <class 'ffsecurity.entities_tnt.
default = O,
field_type = 'unsigned',
id = 41,
name = 'm:modified_date',
}’
-- <class 'ffsecurity.entities_tnt.
default = '',
field_type = 'string',
id = 42,
name = 'm:source_photo',
}’
-- <class 'ffsecurity.entities_tnt.
default = '',
field_type = 'string',
id = 43,
name = 'm:source_photo_name',
}7

}

event.models.

event.models.

dossier_face.

dossier_face.

dossier_face.

dossier_face.

ListEvent'>.m:scores:

ListEvent'>.m:video_source:

.DossierFace'>.m:dossier:

models

.DossierFace'>.m:modified_date:

models

models

.DossierFace'>.m:source_photo:

models.DossierFace'>.m:source_photo_name:

-- Fields referenced by multiple models: m:frame_coords_left, m:pk, m:frame_coords_top, m:created_
—date, m:frame_coords_right, m:thumbnail, m:frame_coords_bottom

N3meHeHne cTpykTypbl

s m3MeHeHust CTPYKTYPhI Oa3bl TAHHBIX BBIIOJHUTE CJIEIYIOIINE JeHCTBUSA:

1. OcranoBute cepsuc findface-security.

sudo systemctl stop findface-security.service

2. CozpaiiTe pe3epBHYIO KOIMIO OMOMETPUIECKOi 6a3bl TAHHBIX B JTI000i BHIOPAHHOI JIUPEKTOPUH, HAIIPH-
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Mep, /tmp/dump.

Coser: HO,ILpO6H€e CM. P(Eiiﬁp(ﬂl/()ﬁ KOnupoearue U 60CCMAHOBAEHUE TPAHUAUUL JaHHBLT .

mkdir -p /tmp/dump
cd /tmp/dump
sudo findface-storage-api-dump -config /etc/findface-sf-api.ini

3. Iloarorosbre daiin tnt_schema.lua ¢ HOBOW CTPYKTYPOil 6a3bl JAHHBIX.

4. N3zmenute CTPYKTYPY 0a3bl JAHHBIX C MIOMOIIBIO MOJATOTOBJIEHHOrO (dafiyia tnt_schema.lua.

sudo findface-security make_tnt_schema | sudo tee /etc/ffsecurity/tnt_schema.lua

5. Orkpoitre daitn kouduryparmu Tarantool. ¥Yb6eaurech, uro mepes, cekiueit FindFace . start gobasie-
na crpoka dofile("/etc/ffsecurity/tnt_schema.lua"), a mepemennas meta_scheme=meta_scheme
onpezesnena B mapaMerpax FindFace.start.

sudo vi /etc/tarantool/instances.enabled/<shard_OON>.lua
dofile("/etc/ffsecurity/tnt_schema.lua")

FindFace.start("127.0.0.1", 8101, {
license_ntls_server="127.0.0.1:3133",
facen_size=480,
meta_scheme = meta_scheme

B

6. Ynanure 6a3y maHHbix Tarantool (6a3y mo yMOJYAHHIO WM MAP/HI).

sudo rm -f /opt/ntech/var/lib/tarantool/default/{index,snapshots,xlogs}/*
sudo rm -f /opt/ntech/var/lib/tarantool/shard-001/{index,snapshots,xlogs}/*

sudo rm -f /opt/ntech/var/lib/tarantool/shard-00N/{index,snapshots,xlogs}/*

7. Boccranosure 6a3y mganHbix Tarantool u3 pesepBHOil Komuu.

Baxkno: Eciu mekoTopble mpexKHME M0JIs OTCYTCTBYIOT B HOBOH CTPYKType 0a3bl JAHHDLIX, CHAYAIA
oTpebyeTcss BPYYHYIO YAAJUTh COOTBETCTBYIOIINE JAHHBIE U3 PE3EPBHON KOIUU.

cd /tmp/dump

for x in *.json; do curl -X POST "http://127.0.0.1:18411/v2/galleries/${x// .json}"; done

for x in *.json; do sudo findface-storage-api-restore -config /etc/findface-sf-api.ini < "$x";
— done

8. Bamycrure cepsuc findface-security.

sudo systemctl start findface-security.service

1.8.5 VYpaneHue a3k3emnnsipa npoaykta

Bor moxkere aBromarmuecku ynaqnth FindFace Security Bmecre ¢ 6a30if JaHHBIX C IIOMOIIBIO CKPUIITA
ffsec_uninstall.sh. [lepen ymamenuem OyayT cO3maHbI pe3epBHBIE KOmuu (hailyioB KoHbuUrypamum u 6a-
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3bl JJAHHBIX.
Brimonnure ciiemyroniue neicTBus:

1. Barpysure ckpunt ffsec_uninstall.sh B 060l KaTaJor Ha cepBepe yCTaHOBKH (Harpumep, B /home/
username/).

2. U3 mamboro kaTtaJjiora cjiejiaiiTe CKPUIT UCIOTHIEMbBIM.

’chmod +x ffsec_uninstall.sh

3. BamycruTe CKpHIIT.

’ sudo ./ffsec_uninstall.sh

4. Otserbre all Ha BOIPOC MHTEPAKTHUBHOIO MacCTepa yiaJieHus, YTOObI IOJHOCTHIO yiaaauTh FindFace
Security Bmecre ¢ 6a30ii JaHHBIX.

1.8.6 lNpoBepka cTaTyca KOMNOHEHTOB

IIpoBepbTe cTaTyCc KOMIIOHEHTOB, €CJIU BBl CTOJKHYJIACH C IIPODJIEMOIT B CHCTEME.

KomnoHeHT KomaHza gna npocmoTpa cTaTyca cepsuca
findface-extraction-api sudo systemctl status findface-extraction-api.service
findface-sf-api sudo systemctl status findface-sf-api.service
findface-tarantool-server | sudo systemctl status tarantool@FindFace.service
findface-video-manager sudo systemctl status findface-video-manager.service
findface-video-worker sudo systemectl status findface-video-worker*.service
findface-ntls sudo systemctl status findface-ntls
findface-security sudo systemctl status findface-security™

etcd sudo systemctl status etcd.service

NginX sudo systemctl status nginx.service

memcached sudo systemctl status memcached.service
postgresql sudo systemctl status postgresql*

redis sudo systemctl status redis.service

1.8.7 JNor-daiinbi

IIpu pazbope HeMTATHBIX CUTYAIMil UCIOJIB3YUTE JIOTH, COJIEPKAIINE TTOJPOOHYIO JETAJTUPOBKY BCEX COOBI-
TU, TPOUIOIIEIINX B CUCTEME.

KomnoneHT KomaHnga gns npocmoTpa siora
findface-extraction-api sudo tail -f /var/log/syslog | grep extraction-api
findface-sf-api sudo tail -f /var/log/syslog | grep sf-api
findface-tarantool-server | sudo tail -f /var/log/tarantool/FindFace.log
findface-video-manager sudo tail -f /var/log/syslog | grep video-manager
findface-video-worker sudo tail -f /var/log/syslog | grep video-worker
findface-security sudo tail -f /var/log/syslog | grep findface-security
findface-ntls sudo tail -f /var/log/syslog | grep ntls
findface-security sudo tail -f /var/log/syslog | grep security

etcd sudo tail -f /var/log/syslog | grep etcd
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Brr Takke MoxKeTe MOCMOTPETH ayJIUT-JIOTH JJIs KaXK/J0r0 KOMIIOHeHTa. IS 9TOro mcrnosb3yiite KOMaHLy
journalctl -u <component>, Halpumep:

journalctl -u findface-extraction-api

Baxkno: st Toro 94To0bl BKJIIOYNTH XpaHeHnue ayauT-jaoros Ha kecrkoMm jucke B OC Ubuntu, B daiine
/etc/systemd/journald. conf pacKOMMEHTHDPYHTe U H3MEHHUTE IMapaMerp Storage C/IeAyIONUM 00Pa30M:

sudo vi /etc/systemd/journald.conf

[Journall
Storage=persistent

IIpu HeobxomumMmocTH TakKe PACKOMMEHTHDPYWTE U M3MEHHUTE 3HadeHue rnapamerpa SystemMaxUse. Jlanubrit
napaMerp OIpeessieT B IPOIEHTaX MaKCUMAJbHBIH 00beM JIOrOB Ha KeCcTKoM jucke (1o ymomdanuio 10%).

’SystemMaxUse=15

s Toro uro6sr mpocmorpers ayauT-jgoru B OC Ubuntu, BBITOTHUTE CJIEIYIONYIO KOMAHITY:

’journalctl -o verbose SYSLOG_IDENTIFIER=ffsecurity

IIpu pacmudpoBke ayauT-I0roB B IEPBYIO 0Yepeib obpaliaiTe BHUMaHIE HA CJIEAYIONNE TapaMeTPhI:
e REQUEST_USER: 11os1b30BaTe/Ib, KOTOPBIN BBIITOJHU U3MEHCHUSI;
e REQUEST_PATH: URL 3zampoca;
e REQUEST_DATA: nanHBIe 3aIpoca.

Huzke mpuBenen nmpumep Jora co3ganus goche ¢ 1d=1879 moab3oBarenemM admin:

Fr 2017-12-22 17:53:32.436258 MSK [s=0b5566699751426983e13241301205e9;i=€26015;
—b=907c34cc1fded398af63bb575587d9ba ;m=246f620c449 ;t=560eefaf59bch;x=ed60al136c8fc6362]

PRIORITY=6

_UID=123

_GID=130

_CAP_EFFECTIVE=0

_BOOT_ID=907c34cc1fde4398af63bb575587d9ba

_MACHINE_ID=a3eea61c03e041ef8e64d5c72f5fce40

_HOSTNAME=ntechadmin

SYSLOG_IDENTIFIER=ffsecurity

THREAD_NAME=MainThread

_TRANSPORT=journal

_PID=6579

_COMM=findface-securi

_EXE=/opt/ffsecurity/bin/python3

_CMDLINE=/opt/ffsecurity/bin/python /opt/ffsecurity/bin/findface-security runworker

_SYSTEMD_CGROUP=/system.slice/system-findface\x2dsecurity\x2dworker.slice/findface-security-
—worker@4.service

_SYSTEMD_UNIT=findface-security-worker@4.service

_SYSTEMD_SLICE=system-findface\x2dsecurity\x2dworker.slice

CODE_FILE=/opt/ffsecurity/lib/python3.5/site-packages/ffsecurity/mixins.py

CODE_LINE=94

CODE_FUNC=finalize_response

REQUEST_USER=admin

LOGGER=ffsecurity.audit

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

MESSAGE=N8Be05il POST /dossier-faces/ 201 by admin

REQUEST_DATA={"dossier": "'1879'", "source_photo": "<InMemoryUploadedFile: 14927016033292449.
—jpeg (image/jpeg)>"}

REQUEST_PATH=/dossier-faces/

REQUEST_ID=N8Be05il

_SOURCE_REALTIME_TIMESTAMP=1513954412436258

B cienyromem npumepe my1a mocke ¢ id=1879 3ampamnimBaeTcs CIUCOK JINIL:

Fr 2017-12-22 17:53:32.475467 MSK [s=0b5566699751426983¢13241301205e9;i=e26016;
—b=907c34cc1fded4398af63bb575587d9%ba ; m=246£6215d82;t=560eefaf634fe;x=b1374a144a46b5cd]

PRIORITY=6

_UID=123

_GID=130

_CAP_EFFECTIVE=0

_BOOT_ID=907c34cc1fde4398af63bb575587d9ba

_MACHINE_ID=a3eeab61c03e041ef8e64d5c72f5fce40

_HOSTNAME=ntechadmin

SYSLOG_IDENTIFIER=ffsecurity

THREAD_NAME=MainThread

_TRANSPORT=journal

_COMM=findface-securi

_EXE=/opt/ffsecurity/bin/python3

_CMDLINE=/opt/ffsecurity/bin/python /opt/ffsecurity/bin/findface-security runworker

_SYSTEMD_SLICE=system-findface\x2dsecurity\x2dworker.slice

_PID=6588

_SYSTEMD_CGROUP=/system.slice/system-findface\x2dsecurity\x2dworker.slice/findface-security-
—worker@2.service

_SYSTEMD_UNIT=findface-security-worker@2.service

CODE_FILE=/opt/ffsecurity/lib/python3.5/site-packages/ffsecurity/mixins.py

CODE_LINE=94

CODE_FUNC=finalize_response

REQUEST_USER=admin

REQUEST_DATA={}

LOGGER=ffsecurity.audit

MESSAGE=Dee7Qvy4 GET /dossier-faces/7dossier=1879&1imit=1000 200 by admin

REQUEST_ID=Dee7Qvy4

REQUEST_PATH=/dossier-faces/?dossier=1879&1imit=1000

_SOURCE_REALTIME_TIMESTAMP=1513954412475467

1.8.8 JlnueH3upoBaHune
MpocmoTtp n obHoBNEHUE NULEH3UN

s mpocMmoTpa Tekyieir nHGOPMAIAN IO JIUIEH3NN Wik ee 0OHOBJIeHus, nepeiiqure B Hacmpotxu -> Jlu-
UEH3UA.
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HacTtponkun Jnuensuns

JaHUYEeHUA

Tun

ld nuueH3MK

Tnuensusa 2962 196d1.lic

3arpy3uTb HOBbIA (aitN NMLEH3NM

HacTporikn

YcTpaHeHue Henonagok ¢ nuuensupoBaHnem u findface-ntls

Ilpu ycrpanenun HenojaJok ¢ JjuneHsueil u cepsepom findface-ntls (em. ITpunuyun AUuEH3UPOGAHUL)
[IEPBBIM IIATOM SIBJISIETCS ITOJIyUeHre MH(MOPMAINKA O JINIEH3UU U CTATyCe CEepBepa. JTO MOXKHO CIejaTh,
ornpasuB API-3ampoc B findface-ntls. JleiicTBus 10 yCTpaHEHUIO HEMOIAOK IPEIITPUHUMAIOTCS B yIETOM
couepxkanust API-orsera.

Cosetr: Ilo Bompocam ycrpaHeHusl HEOJAJOK oOOpalmaiiTecb K HAIMAM CIENUAJIUCTAM IO  aJ(PEecy
support@ntechlab.com.

st onydenus: magopmanun o auuersuu FindFace Security u craryce findface-ntls, BbIIIOJIHUTE B KOH-
cosu cepsepa findface-ntls cieayIoniyro KOMaH/Ly:

curl http://localhost:3185/license.json -s | jq

Otser Oyyer BozBpaitien B ¢popmare JSON. OpauM n3 Hanbojiee 3HAYUMBIX [IAPAMETPOB B OTBETE SIBJISIETCSI
last_updated. OH moOKa3bIBAET B CEKYHIaX, KAK JIABHO B MIOCJIEHUN Pa3 MIPOBEPSLIACH JIOKAJbHAS JINTIEH3US.

Wuarepuperupyiite 3Hadenne napamerpa last_updated ciaemayrommum 0Opas3om:
e [0, 5] — Bce paboTaeT OTIUIHO.

e (5, 30] — BO3MOXKHO UMEIOT MECTO OBITh KAKUE-TO IPOBJIEMBI CO CBSI3bIO, JUOO € JIOKAJIBHBIM HAKOIIU-
TeJeM, Te XpaHaTcs (ailbl JUIeH3niA.

(30; 120] — mouTH HABEpHSIKA CJLyYUIOCH YTO-TO HEXODOIIEe.

(120; c0) — He yJaercst TOJYIUTh OTBET OT UCTOYHWKA JIMIEH3UPOBAHUSI B T€UEHUE JJINTENHLHOTO Bpe-
menu. HeobxoauMo BMeNaTeibCTBO.

"valid": false: CBsI3b C MCTOYHHMKOM JIMIIEH3UPOBAHUS TAK U He ObLIA YCTAHOBJIEHA.

curl http://localhost:3185/license.json -s | jq

(continues on next page)
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(mpomosKeHre ¢ NpeAbLAyIeil CTPAHHIb)

"name": "NT
"time": 156
lltypell R llon

"license_id":

"generated"

"last_updat

"valid": {
"value":
"descript

}’

"source": "/opt/ntech/license/import_

8" s
5186356,
line",

: 1514467939,
ed": 5,

true,
ionll B nn

"61063ce4b86945e1b70c3bdbedead53b",

—b68d7b7ec9a7310d18832035318cff0c9ddf11e3a9ablae962fbed8645e196d1.1ic",

"limits": [
{
lltype " .
"name" :
"value"

|Itype n :
"name" :

"value": 9007199254740991,

"time",
"end",
: 1609161621

"number",
"faces",

"current": 0O

}’

{
"type": "number",
"name": "cameras",
"value": 4294967295,
"current": O

},

{
"type": "number",
"name": "extraction_api",
"value": 256,
"current": O

},

{
"type": "boolean",
"name": "gender",
"value": true

},

{
"type": "boolean",
"name": "age",
"value": true

},

{
"type": "boolean",
"name": "emotions",
"value": true

},

{
"type": "boolean",
"name": "fast-index",
"value": true

},

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

{
"type": "boolean",
"name": "sec-genetec",
"value": false

},

{
"type": "boolean",
"name": "countries",
"value": false

},

{
"type": "boolean",
"name": "beard",
"value'": false

},

{
"type": "boolean",
"name": "glasses",
"value'": false

},

{
"type": "boolean",
"name": "liveness",
"value": false

¥

1,
"services": [

{
"name": "video-worker",
"ip": "127.0.0.1:53276"

},

{
"name": "FindFace-tarantool",
"ip": "127.0.0.1:53284"

},

{
"name": "FindFace-tarantool",
"ip": "127.0.0.1:53288"

}

1.8.9 AsBTOomaTuyeckoe BoccTaHoBneHue Tarantool

Ecmu apxurekrypa Bameit cucremsr He obecrieanmBaer OecrepeboiiHy o TOCTyIHOCTh cepBepoB Tarantool, pe-
KOMEHJIYeTCsl BKJIIOYUTH aBTOMATHIECKOE BOCCTAHOBJICHNE 0a3bl JAHHBIX. B 9TOM ciydae KasKIblil pa3 mpu
BO3HUKHOBEHHH OIIMOKHU BO BpeMs uTeHus daiiia .snap uian .xlog, Tarantool monbiTaercs mpoYuTaTh Kak
MOXKHO 60JibIlle HH(MOPMAIMKE U BOCCTAHOBUTD (hailjl, MTHOPUPYsi OUThIE 3aIIUCH.

,ZLHSI BKJIIOUEHHS aBTOMATHYECKOIO BOCCTAHOBJICHUS Oa3bl JAQHHBIX BBIIIOJIHUTE CJICAYIOIIe ,ZLefICTBHHI

1. Orkpoiite daitn koudurypamnun Tarantool.

sudo vi /etc/tarantool/instances.enabled/FindFace.lua

2. Packommentupyiite force_recovery = true.

1.8. O6cnyxusBaHue n ycrpaHeHue HeMCNPaBHOCTEN 105



FindFace Security, Bbinyck 4.1.2

box.cfg{

force_recovery = true,

1.8.10 Py4Hasi ouucTtka 6a3bl gaHHbIX OT CTapbix COObLITUI U 3NM30408

Cosert: /[ly1s1 HACTPOITKN aBTOMATHYIECKOTO YAAJICHUS COOBITUI 1 3MM30/10B cM. Asmomamuueckoe ydarerue
cmapuir cobvimutl U anuU300086.

st py4YHOrO ynajieHus CTapbIX COOBITHI W 3mm30/10B u3 6a3bl JaHHbIX FindFace Security umcmosibsyiite
yrumTy cleanup_events. Bbl Moxkere BBIOpaTh yiajeHHe TOJBKO COOBITHI, Jjisi KOTOPBIX OTCYTCTBYIOT
COBITQJIEHUS C JOChE, MJIU TOJIBKO COOBITHUIT C COBIIAICHUAMMT.

CupaBska 1o ytuiaure cleanup_events BbI3BIBAETCs CJIEHYIONIEH KOMAHIOMM:

findface-security cleanup_events --help

usage: findface-security cleanup_events [-h] [--matched-age MATCHED_AGE]
[--unmatched-age UNMATCHED_AGE]
[--version] [-v {0,1,2,3}]
[--settings SETTINGS]
[--pythonpath PYTHONPATH]
[--traceback] [--no-color]

Delete old events

optional arguments:

-h, --help show this help message and exit

--matched-age MATCHED_AGE
Minimum age in days of matched events to clean up

--unmatched-age UNMATCHED_AGE
Minimum age in days of unmatched events to clean up

--version show program's version number and exit

-v {0,1,2,3}, --verbosity {0,1,2,3}
Verbosity level; O=minimal output, l=normal output,
2=verbose output, 3=very verbose output

--settings SETTINGS The Python path to a settings module, e.g.
"myproject.settings.main". If this isn't provided, the
DJANGO_SETTINGS_MODULE environment variable will be
used.

--pythonpath PYTHONPATH
A directory to add to the Python path, e.g.
"/home/djangoprojects/myproject".

--traceback Raise on CommandError exceptions

--no-color Don't colorize the command output.

st ynanenusi cOOBITUI M 3MIM30/0B CTAapIle OIIPE/IEIEHHOI0 KOJIMIeCTBa JIHEl MCHOJIL3YHTe OIIUIO -age.
Hampumep, nis ynanerus cobbiTuit 6€3 coBuaaeHnii crapine 5 JHell BBITOJHATE KOMAHITY:

sudo findface-security cleanup_events --unmatched-age 5

s ynasmeHus coObITHN C COBIAIEHUSIMA CTapIe D Hel BBITOJHUTE KOMAHILY:
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sudo findface-security cleanup_events --matched-age 5

Baxxno: [loikeH GbITH 3a/1aH XOTs ObI OJIMH U3 apryMeHTOB --matched-age/--unmatched-age.

1.9 MpwunoxxeHus

1.9.1 HacTpoiika wuncpoBaHUA AaHHbIX

st obecrieyennst 6e30IMaCHOCTH JAHHBIX BKJounTe SSL-mudposanue. BoimoHuTe ciepayomme 1eiicTBUs:

Baxkno: Ucnonb3oBanue CaMOIOIIUCAHHOTO cepTudUKaTa HE PEKOMEHIYETCS.

1. B jgwmpekrtopun ¢ xoudwurypaimeit nginx cosgaiite Kartajor st xpaneHuss uHbopmamun o SSL-

mudpoBaHUH:

sudo mkdir /etc/nginx/ssl

2. Cozpnaiite ki04a u ceprudurar SSL:

sudo openssl req -x509 -nodes -days 365 -newkey rsa:2048 -keyout /etc/nginx/ssl/my-example-
—domain.com.key -out /etc/nginx/ssl/my-example-domain.com.crt

s 3amosHeHus noJeit ceprudukaTa BaM OyIeT MMPe/JI02KEHO HECKOJIBKO BOITpocoB. OTBeThbTe HA HUX,
yaeauB ocoboe BHMMaHUE cTpoke Common Name. B meit mykno BBecTH mMs waum myosaunanbii IP-amgpec
JIOMeHa, CBsI3aHHOTO ¢ cepBepoMm. Cozmannbie ¢ailyibl Kiodya my-example-domain.com.key u cepru-
dukara my-example-domain.com.crt OyJayT coxpaHeHbI B KaraJsore /etc/nginx/ssl.

Hactpoiite nginx gns ucnosnbzoBannst SSL. Ortkpoiite daitn koundurypamun nginx /etc/nginx/
sites-available/ffsecurity-nginx.conf. CrkonupyiiTe B HErO KO U3 IPUMEPa HUKE.

sudo vi /etc/nginx/sites-available/ffsecurity-nginx.conf

upstream ffsecurity {
server 127.0.0.1:8002;

}

upstream ffsecurity-ws {
server 127.0.0.1:8003;

}

map $http_upgrade $ffsec_upstream {
default "http://ffsecurity-ws";
"" "http://ffsecurity";

}
server {
listen 80;
server_name 172.20.77.10;
rewrite ~(.*) https://172.20.77.10$1 permanent;
access_log off;
}
server {

#listen 80 default_server;
#listen [::]:80 default_server;

(continues on next page)
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listen 443 ssl;
ssl_certificate /etc/nginx/ssl/my-example-domain.com.crt;
ssl_certificate_key /etc/nginx/ssl/my-example-domain.com.key;
root /var/lib/ffsecurity;
autoindex off;
server_name _;
location = / {
alias /usr/share/ffsecurity-ui/;
try_files /index.html =404;
}
location /static/ {
}
location /uploads/ {
add_header 'Access-Control-Allow-Origin' '*';
add_header 'Access-Control-Allow-Methods' 'GET';
add_header 'Access-Control-Allow-Headers' 'DNT,User-Agent,X-Requested-With,If-

—Modified-Since,Cache-Control,Content-Type,Range,Authorization';

add_header 'Access-Control-Expose-Headers' 'Content-Length,Content-Range';
add_header 'Access-Control-Max-Age' 2592000;
}
location /ui-static/ {
alias /usr/share/ffsecurity-ui/ui-static/;
}
location /doc/ {
alias /opt/ffsecurity/doc/;
}
location ~ /videos/(7<video_id>[0-9]+)/upload/(.*)$ {
if ($request_method = 'OPTIONS') {
add_header 'Content-Type' 'text/plain; charset=utf-8';
add_header 'Content-Length' O;
return 204;
}
set $auth_request_uri "http://ffsecurity/videos/$video_id/auth-upload/";
auth_request /video-upload-auth/;
alias "/var/lib/ffsecurity/uploads/videos/$video_id.bin";
client_max_body_size 15g;
dav_access user:rw group:rw all:rw;
dav_methods PUT;
create_full_put_path on;
autoindex off;
autoindex_exact_size off;
autoindex_localtime on;
charset utf-8;
add_header 'Access-Control-Allow-Origin' 'x';
add_header 'Access-Control-Allow-Methods' 'PUT, OPTIONS';
add_header 'Access-Control-Allow-Headers' 'authorization';
}
location = /video-upload-auth/ {
internal;
client_max_body_size 15g;
proxy_set_header Content-Length "";
proxy_set_header Host $http_host;
proxy_set_header X-Forwarded-For $remote_addr;
proxy_set_header X-Forwarded-Proto $scheme;
proxy_pass_request_body off;
proxy_pass $auth_request_uri;

(continues on next page)
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}
location / {
client_max_body_size 300m;
proxy_set_header Host $http_host;
proxy_set_header X-Forwarded-For $remote_addr;
proxy_set_header X-Forwarded-Proto $scheme;
proxy_http_version 1.1;
proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection "upgrade";
proxy_pass $ffsec_upstream;
location ~ ~/(cameras|videos)/([0-9]+)/stream/?$ {
proxy_set_header Host $http_host;
proxy_set_header X-Forwarded-For $remote_addr;
proxy_set_header X-Forwarded-Proto $scheme;
proxy_pass http://ffsecurity;

}

location ~ ~/streams/(.*)$ {
internal;
proxy_pass $1;

}

4. IlepezamycTure nginx.

sudo service nginx restart

5. Baecure nsmenenusa B daitnn kounduryparnun findface-security. B napamerpax EXTERNAL_ADDRESS
u ROUTER_URL um3menuTe npuctaBky http:// uHa https://.

sudo vi /etc/ffsecurity/config.py

EXTERNAL_ADDRESS="https://my-example-domain.com"

ROUTER_URL="https://IP_address"

6. Ecau ectn 3amymennbie mporecchl findface-video-worker, Hy»KHO JTHOO TTepeco3aTh KaMephbl B BeO-
uHTepdeiice, MO0 M3MEHUTh 3HAUYEHME IapaMerpa router_url B job-3aJaHusiX, 3aMEHHUB [IPUCTABKY
http:// Ha https://. DTO MOXKHO CIEJATH C TOMOIIBIO KOMAHIbI, aHAJJOTMIHON CJIeIyoIei:

curl -s localhost:18810/jobs | jq -r '.[]1["id"]"' | xargs -I {} curl -X PATCH -d '{"router_url
—": "https://domain.ru/video-detector/frame"}' http://localhost:18810/job/{}

1.9.2 MoppobHO 0 KOMNOHEeHTax

findface-extraction-api

KowmmonenT findface-extraction-api ¢ IOMOIIBIO HEHPOHHBIX ceTell OOHAPYXKWBAET JIUIO HA M300parke-
HOW, U3BJIEKAET U3 JINIA OMOMETPHYECKHil 00pa3el], a TaKKe PACIIO3HAET I0JI, BO3PACT, SMOIUHA U JAPYTHe
aTpudyTHI JIUTIA.
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KowmmonenT B3aumozeiicrsyer ¢ cepsucoMm findface-sf-api ciemyronum obpasom:
e [lonyuaer ot mero dororpaduio ¢ JUIOM UM HOPMAJIU30BAHHOE N300parKeHUe JIUIIA.

e BosBpamaer KOOpAWHATHI PAMKH C JIAIIOM, & TaKXKe BEKTOD MPU3HAKOB, JaHHBIE O IOJIE€, BO3PACTeE,
9MOLUAX U APYrux arpubyrax Jjuna (ecsiu onu Obuin 3amponiensl findface-sf-api).

Tlommprit ciimcoxk yHKITMIN:

e Jerekius (OOHAPYZKEHUE) JIUIA HA UCXOJHOM M300PAKEHUU C BO3ZBPAIICHUEM KOODJIMHAT PAMKHU C JIU-
oM,

® IIOJIyYeHNe U3 MCXOTHOrO M300parkeHnsl HOPMAJIN30BAHHOIO N300paKeHus JINIIA,

® U3BJIEUEHNE U3 HOPMAJN30BAHHOIO M300PasKeHNUsI JINIA BEKTOPA IIPU3HAKOB (6MOMETPHIECKOro o6pas-
1a),

e pacno3naBanue arpubyToB Juia (1oJ1, BO3PACT, IMOIUU, HOPOJIA, OUKHU U JP.).

Cepsuc findface-extraction-api moxer paborarb ¢ yckopenunem na CPU (ycranasiupaercs u3 make-
ra findface-extraction-api) wim GPU (ycramasiusaercs u3 nakera findface-extraction-api-gpu).
Kak musg CPU-, tak u myisi GPU-cepBuca, HacTpoiika BbINOJIHsIETCs 4Yepe3 dailn kKordurypamuu /etc/
findface-extraction-api.ini, ogHako comepxkumoe ganuoro ¢daiia va CPU u GPU ormimuaercs.

®daiin koHpurypauun cepsuca Ha CPU:

detectors:
max_batch_size: 1
instances: 2
models:
cheetah:
model: facedet/cheetah.cpu.fnk
options:
min_object_size: 32
resolutions:
- 256x256
- 384x384
- 512x512
- 768x768
- 1024x1024
- 1536x1536
- 2048x2048
quality_estimator: true
normalizers:
max_batch_size: 8
instances: 2
models:
bee:
model: facenorm/bee.v2.cpu.fnk
croplx:
model: ''
crop2x:
model:
extractors:
max_batch_size: 8
instances: 2
models:
age: '
beard:

(continues on next page)
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emotions: '
face: face/ifruit_320.cpu.fnk
gender: ''
glasses3: '
liveness: ''
quality: faceattr/quality.vO.cpu.fnk
gpu_device: 0O
models_root: /usr/share/findface-data/models
cache_dir: /var/cache/findface/models_cache
listen: 127.0.0.1:18666
license_ntls_server: 127.0.0.1:3133
fetch:
enabled: true
size_limit: 10485760
max_dimension: 6000
allow_cors: false
ticker_interval: 5000
prometheus:
timing_buckets:
- 0.001
.005
.01
.02
.03
.05
.1

w N

.75

1
OO WNRFR,RPR,RRPRPER,ROOOOOOOOOOoOOo
~N Ol W ol

[
W N =
o O O

- 50
resolution_buckets:
- 10000
- 20000
- 40000
- 80000
- 100000
- 200000
- 400000
- 800000
- 1le+06
- 2e+06
- 3et+06
- 4e+06

(continues on next page)
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- be+06

- 6e+06

- 8e+06

- 1le+07

- 12000000.0
- 15000000.0
- 18000000.0
- 2e+07

- 3e+07

- be+07

- 1e+08
faces_buckets:
-0

-1

-2

-5

- 10

- 20

- 50

- 75

- 100

- 200

- 300

- 400

- 500

- 600

- 700

- 800

- 900

- 1000

®aiin koHpurypauum cepsuca Ha GPU:

detectors:
max_batch_size: 1
instances: 2
models:
cheetah:
model: facedet/cheetah.gpu.fnk
options:
min_object_size: 32
resolutions:
- 256x256
- 384x384
- 512x512
- 768x768
- 1024x1024
- 1536x1536
- 2048x2048
quality_estimator: true
normalizers:
max_batch_size: 8
instances: 2
models:
bee:

(continues on next page)
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model: facenorm/bee.v2.gpu.fnk
croplx:
model: ''
Crop2x:
model: ''
extractors:
max_batch_size: 8
instances: 2
models:
age:
beard: "'
emotions: ''
face: face/ifruit_320.gpu.fnk
gender: ''
glasses3: ''

liveness:
quality: faceattr/quality.vO.gpu.fnk

gpu_device: 0O
models_root: /usr/share/findface-data/models
cache_dir: /var/cache/findface/models_cache
listen: 127.0.0.1:18666
license_ntls_server: 127.0.0.1:3133
fetch:

enabled: true

size_limit: 10485760
max_dimension: 6000
allow_cors: false
ticker_interval: 5000
prometheus:

timing_buckets:

- 0.001
.005
.01
.02
.03
.05
.1

w N

.75

1
T WNR,r P, RRPR,R,ROO0O0000O0O0O0O0 O
~N 01w o1

[
W N =
o O O

- 50
resolution_buckets:
- 10000
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- 20000
- 40000
- 80000
- 100000
- 200000
- 400000
- 800000
- 1le+06
- 2e+06
- 3e+06
- 4e+06
- b5e+06
- 6e+06
- 8et+06
- 1e+07
- 12000000.0
- 15000000.0
- 18000000.0
- 2e+07
- 3et+07
- b5e+07
- 1e+08
faces_buckets:
-0

-1

- 2

-5

- 10

- 20

- 50

- 75

- 100

- 200

- 300

- 400

- 500

- 600

- 700

- 800

- 900

- 1000

Tonb3oBaTenbckasi HacTpoiika findface-extraction-api (kak CPU, tak u GPU) BBIIOIHSETCS € UCIOJIb-

30BaHHUEM CJIEIYIOMUX apaMeTPOB:
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[Mapa- | Onucanune

mMeTp
detectod8kiouaer/oTKiIOUaET  OIEHKY  KadecTBa  JIMIA. B »srom cioyuae = KOMIOHEHT
-> findface-extraction-api OyJeT BO3BpamaTh IIOKa3aTeJb KadecTBa JIAIA B IapaMerpe

quality destieiataitor: score. [Tokazaresb KadecTBa MOXKHO aHAJIU3UPOBATH. lIpsiMble M306parKeHMs JIHIL
ardac cunrarorcs Hambojiee KadecTBeHHbIMU. s HUX BO3BpaImaioTcs 3Hadenus BOm3m 0,
KaK [paBuio, orpunaresbhble (Takue Kak -0.00067401276, nanpumep). IlepeBepuyToie auna u
JINIIA, TTOBEPHYTHIE 10T OOJIBIIMMH yIJIAMU, OIEHHUBAIOTCH OTPHUIATEIHHBIMU 3HAYEHUSIMU OT -H

U MEeHbIIIE.
cheetah MunnMabHBII pasMep JmIla, KOTOpoe OyIeT rapaHTUPOBAHHO Haiineno. Orpeesnsercs pa3me-
-> pom pamku ¢ JjunoM (bbox). Yem Gouiblie 3HaUeHue, TeM MEHEe PeCypPCOeMOK HpOoLece obHapy-

min_objextuBdzenna.
license IshgpsemwvempT cepBepa uren3upoBanus findface-ntls.
gpu_deyid®mabko mus GPU) Homep GPU-ycrpoiictsa, ncronb3yemoro findface-extraction-api-gpu.

B zaBucumocTn oT Hy:KJ Balero 6usHeca, BaM TaKyKe MOYKET IMOTPe0OBATHCS BKJIIOUUTD MOJIETH PACIIO3HA-
BaHus arpubyTOB JIANA, TAKUX KaK I0JI, BO3PACT, SMOIMU, OYKU U,/miu 60poja. YI0CTOBEPHTECh, YTO JJisl
KaKJI0i Mojiesin Bbl yKazayu npaBuibhbiil Tun yckopenuss CPU win GPU: on jnoskeH coBIaaTh ¢ TUIIOM
yckopernus: findface-extraction-api. O6parure Buumanue, aro findface-extraction-api na CPU mo-
xeT paborars ToJbKO ¢ CPU-Momesnsimu, B To Bpemst kak findface-extraction-api na GPU nomuepxxuBaer
kak GPU-, tak u CPU-momenn.

models:
age: faceattr/age.vl.cpu.fnk
emotions: faceattr/emotions.vl.cpu.fnk
face: face/ifruit_320.cpu.fnk
gender: faceattr/gender.v2.cpu.fnk
beard: faceattr/beard.v0.cpu.fnk
glasses3: faceattr/glasses3.v0.cpu.fnk

JloCcTyHBI ClIeAyIONne MOIEIIH:

ATtpubyT nuua Vckopenue | Mapametp B chaiine koHdurypaumm
6uomerpus smmna | CPU face: face/ifruit_320.cpu.fnk face: face/ifruit_160.cpu.fnk
GPU face: face/ifruit_320.gpu.fnk face: face/ifruit_160.gpu.fnk
BO3pacT CPU age: faceattr/age.vl.cpu.fnk
GPU age: faceattr/age.vl.gpu.fnk
I0JI CPU gender: faceattr/gender.v2.cpu.fnk
GPU gender: faceattr/gender.v2.gpu.fnk
SMOITIHI CPU emotions: faceattr/emotions.vl.cpu.fnk
GPU emotions: faceattr/emotions.vl.gpu.fnk
OYKH CPU glasses3: faceattr/glasses3.v0.cpu.fnk
GPU glasses3: faceattr/glasses3.v0.gpu.fnk
6opoia CPU beard: faceattr/beard.v0.cpu.fnk
GPU beard: faceattr/beard.vO0.gpu.fnk

Cosert: [lys1 TOro 49T00BI OTKJIIOYUTH MOJIEJIb PACIIO3HABAHUS, II€peJaiiTe B COOTBETCTBYIOIIMI ITapaMeTp
ycroe 3uadenue. He ynansiite cam mapameTp, TOCKOJIBKY B 9TOM CJaydae OyJIeT BBIIOJHATHCS TOUCK MOJIEIN
110 YMOJIYaHUIO.

models:
gender:

(continues on next page)
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age:
emotions: "'

findface-sf-api

Komnonenr findface-sf-api npesmcrasisier coboit cepsuc, peanusyionmit HTTP API ocnoBHOro dhysk-
mponasia siipa FindFace (obnapyzkeHue u pacno3HaBaHHe JIMI[, IIPU STOM CaMH ONEDAIUd OOHADYIKEHHs
U PACIIO3HABAHMUSI JINI] BBINOJHSIIOTCsS KOMIOHeHTOM findface-extracton-api). Baanmoseiicteyer ¢ 6a30ii
6uomerpudeckux jaHHbIX Tarantool depes kommonenT findface-tarantool-server, a Tak»Ke C KOMIIOHEH-
ramu findface-extraction-api (oGHapy»keHue u pacnosHaBanue juil) u findface-upload (xparuiuiie
UCXOJHBIX u30bpazkenuii u apredaxros paborsl siapa FindFace).

s obnapyzkenus Jura Ha dororpadun B kommoneHT findface-sf-api momken 6biTh ornpasien API-
3aIpoc, Iepejanmii Janayo dororpaduio B Buje ¢aitia wim URL. JlaHHBINH 3a1poc 3aTeM IepeHampas-
Jgsgerca B KoMnoHneHnT findface-extraction-api.

Ipu wnamuuuu B cucreme Buzgeojgerekropa Jmi (upucyrcrsyer B FindFace Security) kommnonent
findface-sf-api nosyuaer namuble 00 OOHAPYKEHHBIX JINIIAX BMECTE C IIPABMJIAMHU UX 00PAbOTKH OT KOM-
nonenTa findface-facerouter u 3aTeM BBINOJHSET MOJyYeHHBIE IUPEKTUBBI (HAIPUMED, COXPAHSIET JIAIA
B OIIPEJIETIEHHYIO TAJIeper0 6a3bl JIAHHBIX ).

ITpumeuanue: B FindFace Security, &ynkmun findface-facerouter BBIIOJHIET CEPBUC
findface-security.

Ilonubrit crincok dyHKIWMii:

e peasmmzanuss HTTP API no uwactu ofHapyKeHusi M DACIO3HABAHMs JIUI (ONEPAIUH BBIIOJIHSIIOTCS
findface-extraction-api).

e coxpaHeHHue JiuIl B 6a3y GunomerpuvecKux JaHHBIX (depes ceppuc findface-tarantool-server),

® COXpaHEHHe MCXOJHBIX M300parkKeHWil, MAHUATIOP M HOPMAJM30BAHHBLIX M300paskeHuil Jun Ha BeO-
cepsepe nginx (4uepes cepsuc findface-upload).

e obecreueHne BSaHNIO,ILefICTBI/IH BCeX KOMIIOHEHTOB CHCTEMDbI.

Hacrpoiika kommonenta findface-sf-api BbimosHsieTcss depe3  daiin  kondurypanum /etc/
findface-sf-api.ini.

listen: 127.0.0.1:18411
extraction-api:
timeouts:
connect: 5s
response_header: 30s
overall: 35s
idle_connection: 10s
extraction-api: http://127.0.0.1:18666
storage-api:
timeouts:
connect: 5s
response_header: 30s
overall: 35s
idle_connection: 10s
max-idle-conns-per-host: 20

(continues on next page)
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shards:
- master: http://127.0.0.1:8101/v2/
slave: ''
- master: http://127.0.0.1:8102/v2/
slave: ''
- master: http://127.0.0.1:8103/v2/
slave: ''
- master: http://127.0.0.1:8104/v2/
slave: ''
limits:
url-length: 4096
deny-networks: 127.0.0.0/8,192.168.0.0/16,10.0.0.0/8,::1/128,fe00::/8
body-image-length: 33554432
allow-return-facen: false
cache:
type: memcache
inmemory:
size: 16384
memcache:
nodes:
- 127.0.0.1:11211
timeout: 100ms
redis:
network: tcp
addr: localhost:6379
password: ''
db: 0O
timeout: b5s
normalized-storage:
type: webdav
enabled: true
webdav:
upload-url: http://127.0.0.1:3333/uploads/
timeouts:
connect: 5s
response_header: 30s
overall: 35s
idle_connection: 10s
s3:
endpoint:
bucket-name: ''
access-key: ''
secret-access-key: ''
secure: true

region: ''
public-url:

operation-timeout: 30

ITompzoBaTennbckas HacTpoiika findface-sf-api BeITOTHSIETCS € UCITOTB30BAHUEM CJIEIYIONIUX TapPaAMETPOB:
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extraction-api -> extraction-api IP-azgpec u mopT cepBsepa
findface-extraction-api.

storage-api -> shards -> master IP-agpec pusnaeckoro cepsepa ¢ MACTEPOM Iapaa
findface-tarantool-server.

storage-api -> shards -> slave IP-anpec dbusuteckoro cepBepa ¢ PEIINKOi mapaa
findface-tarantool-server.

limits -> body-image-length MaxkcuMmaabHBI pa3mep B OaliTax M300paKeHUs,

nepegapaeMoro depe3 API-zampoc.
IIyrs B WebDAV nginx, mo KoTopomMy B KOMIIO-
menT findface-upload OymyT OTHPABIATHCHA HC-

normalized-storage -> webdav -> upload_url

XOJIHBbIE M300PaKeHNsI, MUHAATIOPHl M HOPMAaJIA30-
BaHHBIC N300paYKEHUS JIUII.

findface-tarantool-server

Cepsuc findface-tarantool-server obeciiequBaeT B3anMoieiicTBue Mexk 1y cepsrucoM findface-sf-api u
6momMerpuaeckoii 6a3oit manubix Tarantool ciemyromum obpazom:

Cosert: Ilomgpobree cMm. odunmaibay0 JoKyMeHTanio Tarantool.

e findface-tarantool-server mosyuaer or findface-sf-api gamdble Juist 3amucu B 0a3y JaHHBIX
(manpumep, 06 O6GHAPYKEHHBIX JIAAX).

e ITo zampocy or findface-sf-api findface-tarantool-server BBIIOJIHAET IOUCK O 6a3e JAHHBIX U
BO3BpAIlaeT €ro pe3yiabTarl.

JlJ1s yBeimdeHnsi CKOPOCTH ITOMCKA Ha KaXKJI0M cepBepe ¢ 6a30it qanubix Tarantool MOTyT OBITH CO3/IaHBI MHO-
rOYKCJIEHHBbIE cerMeHThl («imapipl» ) findface-tarantool-server. lx napasuienbaoe yHKINOHUPOBAHNIE
[IPUBOJUT K 3HAYUTEILHOMY YBeJIMYIeHHIO rpou3soauresbaoctu (B 70-100 pas).

Iomubrit crimcok dyHKIHMI:
e coxpaHeHUe JInI B 0a3y OMOMeTPUYECKHX JIAHHBIX,
® BBINIOJIHEHHUE IIOMCKa 110 6a3e OHOMETPUIECKUX JAHHBIX,

e peasm3alysl NPsIMBIX 3aIpOCoB B 6ady manubix Tarantool (em. ITpamwe API-zanpocw k 6ase darmvix
Tarantool).

Hacrpoiika kommonenTa findface-tarantool-server BbImosiHsETCsT 4Yepe3 daiti kouduryparuu /etc/
tarantool/instances.enabled/<shard-*>.1lua. B kiacrepnoii cpese daitsn KOHMDUTYpaAIUN HACTPATBAETCS
OTJIEJIBHO JIJIsT KAXKIIOT0 Mapa.

-- Please, read the tarantool cfg doc:
-- https://tarantool.org/doc/reference/configuration/index.html#box-cfg-params
box.cfg{

--port to listen, direct tarantool access

--Only need for admin operations

--THIS IS NOT PORT YOU NEED FOR facenapi/sf-api

listen = '127.0.0.1:32001"',

--Directory to store data

vinyl_dir = '/opt/ntech/var/lib/tarantool/shard-001',

(continues on next page)
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work_dir = '/opt/ntech/var/lib/tarantool/shard-001',
memtx_dir = '/opt/ntech/var/lib/tarantool/shard-001/snapshots’,
wal_dir = '/opt/ntech/var/lib/tarantool/shard-001/xlogs',
--Maximum mem usage in bytes
memtx_memory = 200 * 1024 * 1024,
checkpoint_interval = 3600%4,
checkpoint_count = 3,
--uncomment only if you know what you are doing!!! and don't forget box.snapshot ()
-- wal_mode = 'none',
--if true, tarantool tries to continue if there is an error while reading a snapshot/xlog
—~files: skips invalid records, reads as much data as possible and re-builds the file
-- force_recovery = true,
}
pcall(function() box.schema.user.grant('guest', 'execute,read,write', 'universe') end)
dofile("/etc/ffsecurity/tnt_schema.lua")
-- host,port to bind for http server
-- this is what you need for facenapi
FindFace = require("FindFace")
FindFace.start("127.0.0.1", 8101, {
license_ntls_server="127.0.0.1:3133",
facen_size=320,
meta_indexes=meta_indexes,
meta_scheme = meta_scheme

b

TTompzoBaTennckast Hactpoiika findface-tarantool-server BBIMOJHAECTCA C MCIOJIH30BAHUEM CJIEIYIOMIAX
I1apaMeTpPOB:

MNa- Onucanne
pa-
MeTp
memtx|_MdarryMaIbHbI pa3Mep ONepaTUBHON HaMsITH B 6aiiTax, KOTOPBIN MOYXKET OBITh MCIIOJIH30BAH IIap-
nom Tarantool. Ilepen uamenernem TaHHOrO apamMeTpa 0OPATUTECh K HAIIMM SKCIIEPTaM 38, KOH-
cynpTammeil mo agpecy support@ntechlab.com.

force| BrcomwenyT/OTKIIOYaET aBTOMATHIECKOE BOCCTaHOBJIeHHE 6a3bl JaHHBIX Tarantool. Eciu aBroma-
TUYECKOE BOCCTAHOBJIEHME JAHHBLIX BKJIOYEHO (true), KasKiplili pa3 npu BO3HUKHOBEHUU OIIMOKU
BO BpeMms urenus daitia .snap win .xlog, Tarantool monbrtaercs mpounTaTh KaK MOXKHO OOJIBIITE
nHAMOPMAINN 1 BOCCTAHOBUTL (Dailyl, HTHOPUPY OUTHIE 3AIIUCH.

licenséPnsiipeceruepT cepBepa Jnien3upoBanns findface-ntls.

facen| #marep BeKTOpa MPU3HAKOB Ha BBIXOJE M3 HEHPOHHONW ceTH M pacrno3HaBaHus Jjmi. He pemak-
TUPYHTE NaHHOE 3HAYEHNE, HE TOCOBETOBABIINCEH C HAIIMME CIEIUAJICTAMU.

meta_|s€lgmexTypa 6a3bl JAHHBIX I XPAHEHUs] OMOMeTprYecKnx mapamerpos. [Ipemcrasisier coboii Ha-
60p moJIeit, 115 KayKI0r0 N3 KOTOPBIX YKA3bIBAIOTCS CJeAyomue napamMeTpsr: id: id mosist, name: Ha-
3BaHME II0JId, JOJXKHO COBIIQJATh C HA3BAHUEM COOTBETCTBYIOIIEro napamMerpa Jjmna, field_type:
THN TaHHBIX, default: 3Ha4YeHUe 110 yMoT4aHuio. Eciiu 3HaueHne 110 YMOTYaHUIO JIJI T0JIs O0JIbIIIe
‘lel4 — 17, To ero cieiyer 3aluChIBaTh B BUe CTPOKH, T. €. “123123” Bmecto 123123.

Crpykrypa 0a3bl JaHHBIX THepefaercs wu3 daitna /etc/ffsecurity/tnt_schema.lua B mapamerp
meta_scheme.
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findface-upload

Kommnonent findface-upload npejcrasisier coboil Beb-cepsep Ha 6a3e WebDAV nginx, KoTopbiii HCTOIB3Y-
eTCsl JJIs XPAHEeHHs] UCXOIHBIX M300parkKeHui, MUHUATIOP ¥ HOPMAJIM30BAHHBIX M300parkeHuil s (1oJrydaer
ux or KomioHenTa findface-sf-api).

ITo ymomganuio ncxo/HbIe N300ParKEHNUsI, MUHAATIOPHI U HOPMAJIM30BaHHbIE N300PAXKEHUsT JIUI XPAHATCS B
karaJsiore /var/lib/ffupload/uploads/.

Kowmmonent findface-upload aBromarnvaeckn HacTpamBaeTcs Ipu ycTanoBke. HacTpoiika He mpemrycMOTpeHa.

Bupeoperekuus nuuy: findface-video-manager n findface-video-worker

ITpumeuanme: Kommonenr findface-video-worker mocraBjsiercsi B makerax ¢ yckopeamem na CPU
(findface-video-worker-cpu) u GPU (findface-video-worker-gpu).

B atom pasgene:

o Dynruyuu findface-video-manager
o Dynuxyuy findface-video-worker

e Hacmpotixa eudeodemexyuu auy,

o Job-zadanus

®DyHkuun findface-video-manager

Cepsuc findface-video-manager SBJIsI€TCS YACTHIO MOJLYJIsI BUJICONETEKIINN JIUII ¥ UCIIOJIb3YeTCs JJIs HEelo-
CPeJCTBEHHOT'O yIIpaBJIeHUs JeTeKInell Jul, Ha BUJIEO.

Cepsuc findface-video-manager B3aumojeiicrByer ¢ findface-video-worker ciemyromum o6pa3om:

e ObecreunBaer findface-video-worker HACTPOWKAME U CIIMCKOM BHJIEOTIOTOKOB it 0Opaborku. st
sToro oH BbimaeT findface-video-worker Tak HazbIBaeMoe job-3zadarue, 3amady Ha 0OPabOTKY BHUIEO,
KOTOpasl COJMEPKUT IapaMeTPhl KOHMUTYPAIIUN U CBEJIEHUS O BUIEOIIOTOKE.

e B pacmupesenennoit cucreme pacrupeessieT BUIEOMOTOKN (jOb—Sa,/IaHI/IH) 110 CBOOOJTHBIM 3K3EMILISTPaM
findface-video-worker.

Ilpumeuanue: ITapamerpnl Konpurypammn, mepeaaBaeMbie Yepe3 job-3a1aHust, UMEIOT OOJIBIMIIT TPUOPH-
TeT, YeM aHAJOTMYHbIEe TapaMeTpsl B daiiie Koudurypanuu findface-video-manager.

st paborer findface-video-manager tpebyercs ycranoBienubiii cepsuc ETCD. ETCD unpencras-
Jister coboil CTOpPOHHEE MPOTpaMMHOE O0eCIevueHne, PeAU3yIoIiee PACIpeIeIeHHOe XPAHUJIAIIE KJIIOJIeit
findface-video-manager. Vcmonb3yercs B KadecTBe KOOD/IMHAIMOHHON CJIy2KOBI B PaCIpeeIeHHON Cu-
creMe, oDecIiednBasi OTKa30yCTONINBOCTD PAOOTHI BHUIE0IETEKTOPA JIUIL,

Tomuerit ciimcok dyuknuit findface-video-manager:

e KOHMUTYPUPOBAHNE MAPAMETPOB BUIEOIETEKTOPA, JIHII,
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e yIpaB/ieHUE CIIMCKOM BUJICOMTOTOKOB JIjIs 0OpabOTKH,

e yIIpaBJIeHUE BUJEO/IETEKINEN JINII.

dyHkyun findface-video-worker

Kowmmnonent findface-video-worker (mim findface-video-worker-gpu) siBisieTCsl 9aCcThIO MOJYJISl BU-
JIEOJIETEKIINN JIAI U CIIYXKAT JiIsi OOHAPY KEHUs JINI «HA JIETY» B BHJIEONOTOKe mwim Buaeodaitae. OH mos-
JIepKUBaeT OOJIBIIMHCTBO BUJIO0(OPMATOB U KOJIEKOB, KOTOPbIe MOI'YT ObITH JiekoaupoBanbl FEmpeg.

CepBuc findface-video-worker B3amMmojeiictByer ¢ cepBucamu findface-video-manager wu
findface-facerouter cieayomuM 06pa3oM:

e [lo zampocy findface-video-worker nosyuaer ot findface-video-manager job-3asanue ¢ HaCTpON-
KaMHI M CIIUCKOM BHUIEOTIOTOKOB JJIsT 0OpabOTKM.

e Cepsuc findface-video-worker oTmpaBJisieT HOJyYeHHbIE HOPMAIM30BAHHBIE N300PAYKEHUST JIUI] BMe-
CTe C IIOJIHBIMU KaJI[paMU U MeTa/aHHbIMH, TaKUMN KaK paMKa BOKDPYI JIHILQ, ID KaMepbl 1 BpeMs:d
nereknnn, B cepsuc findface-facerouter s gasbHeiinieir o6paboOTKH.

ITpumeuanue: B FindFace Security &ynknun findface-facerouter BBINOJHSIIOTCS —CEPBUCOM
findface-security.

ITosmsnit cniucox dynknuit findface-video-manager:

e OOHapy2KeHwue JIUI] Ha BUJEO,

® I3BJIEYEHNE HOPMAJIU30BAHHBIX N300paKeHuil Jnil,

® TIONCK HAWJIy4IIero n300pazkeHus JINIA,

® JIe/lyJINKALIUS KAPOB C JUIOM (TOJBKO OJUH KaJp Ha KaxKJ0e COObITHE PACIIO3HABAHUS JIAIA).
IIpu obpaborkm Bumeo findface-video-worker moc/ie 0BaTEIbHO UCIOIB3YET CAETYIONINE aJITOPUTMBI:

o JleTekTop ABuXeHUA. J[aHHBII aJrOPUTM IIO3BOJISIET CHU3UTH IOTPEOJIEHHE PECYPCOB, IIOCKOJIBKY Je-
TEKTOP JIUIL BKJIIOYAETCHA TOJIBKO II0 JBUKEHUIO B KaJIpe.

e [leTexTop nuil. AJITOPUTM JIETEKTUPYET, OTCACKUBACT U 3aXBATHIBAET JINIa Ha BUeo. Moxker paborarh
OJIHOBPEMEHHO C HECKOJIBLKUMHU JuIaMu B Kaape. C IIOMOIIBI0 BCTPOEHHONH HEHPOHHON CeTH BBIIIOIHSIET
MTOMCK KaJIpa ¢ JIYIIIUM u300pakenueM jnra. Kak TosbKo Jrydiiee n306pazkeHne HaiIeHO, OTIPAB/ISIET
ero B KomnoHeHT findface-facerouter.

Tlon6op Jrydrero n3o0pazkeHus: JINIA, MOYXKET OBITH BBIITOJHEH B OJIHOM W3 CJEAYIOMINX PEXKUMOB:
e Pekum peasbHOrO BpeMeHH

e Bydepunrit pexxum

Pexum peanbHOro BpemMeHun

B pexwume peambroro Bpemenn findface-video-worker HaYMHAET OTIPABISATH B  KOMIIOHEHT
findface-facerouter wm3o0pakeHuWsi JHWIA Cpaldy IIOCJE TOSBJICHUS JUIA B II0J€ 3PEHUsT BUICOKAME-

pBL

e FEciyin mapamerp rt-perm=True, AeTEKTOD JIUI] BBIOMPAET JIyUIIUi KaJIp B TeU€HUE KaXKJOI0 U3 I10CJIe-
JOBaTeIbHBIX IIPOMEXKYTKOB BpeMeHU, PaBHbIX rt-delay, u ornpasider ero B findface-facerouter.

e Eciu rt-perm=False, JeT€KTOD JINIl BBIOMPAET JIydlllee M300parkKeHne JIUa JTUNHAMIIECKU:
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1. CHauajia OIleHMBAeTCs KayecTBO M300parkeHusl JINia. FCIu OHO IIPEBBINIAET HEKOE IIPEelyCTaHOB-
JIEHHOE TIOpPOroBOe 3HaueHue, To JIMIOo oTnpasiisercd B findface-facerouter.

2. Ilopor moBsImaeTcs mocje Kaxk a0t oTupaBKu n30bparkenns Jymna B findface-facerouter. Kax-

Bl pa3, KOTJIa JAETEKTOP JIWI MOJIYyJIaeT M300pakeHue TOrO 2Ke JIUIA JIYUIIero KadecTBa, OHO

OTIIPABJIAETCA.

3. HpI/I HNCYE3HOBCHUU JINIa U3 II0JIA 3PEHUAd BUJCOKaMepPbl CHOBa yCTaHaBJIMBAETCA IIOPOI'OBOE 3HaA-

9eHue 110 yMOJI9aHUIO.

Io ymosrganuio pexkuM peasibHOrO BpeMeHH OTKJIoueH (napaMerp realtime=false B (ailsie Kordurypamun
/etc/findface-video-manager.conf).

BydepHbliii pexxum

Bydepnsriit pexkum Tpedbyer MeHbIMIT 06bEM JUCKOBOTO TPOCTPAHCTBA [0 CPABHEHUIO ¢ PEXKUMOM PEAILHOTO
BPEMEHHU, IOCKOJBKY JAJId KaxkIoro juna kKomnoHneHT findface-video-worker oTmpabigeT TOJIBKO OIHO
n300pakeHne u3 Tpeka, HO HAUBBICIIETO KAYeCTBA.

BydepHbliil pexxuM BKIOYEH N0 yMoidaHuio (mapamerp overall=true B ailie koudburypammn /etc/
findface-video-manager.conf).

HacTpoiika Bugeogerekunu nuy,

Hacrpoiika BujieoeTekTOpa JIUI BBIIOJIHSIETCS Yepe3 clielytoriue hailjbl KOHMDUrypauu:

1.

Qaiin kouduryparnuu komrnoneHTa findface-video-manager /etc/findface-video-manager.conf:

listen: :18810
etcd:
endpoints: 127.0.0.1:2379
dial_timeout: 3s
kafka:
enabled: false
endpoints: 127.0.0.1:9092
master:
lease_ttl: 10
self_url: 127.0.0.1:18811
self_url_http: 127.0.0.1:18810
rpc:
listen: 127.0.0.1:18811
heart_beat_timeout: 4s
router_url: http://127.0.0.1:18820/v0/frame
exp_backoff:
enabled: false
min_delay: 1s
max_delay: 1mOs
factor: 2
flush_interval: 2mOs
ntls:
enabled: false
url: http://127.0.0.1:3185/
update_interval: 1mOs
prometheus:
jobs_processed_duration_buckets:
-1

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

- 30
- 60
- 500
- 1800
- 3600
- 21600
- .inf
job_scheduler_script: ""
stream_settings:
ffmpeg_params: []
md_threshold: 0.002
md_scale: 0.3
fd_frame_height: -1
uc_max_time_diff: 30
uc_max_dup: 3
uc_max_avg_shift: 10
det_period: 8
realtime: false
npersons: 4
disable_drops: false
tracker_threads: 4
parse_sei: false
image_arg: photo
additional_headers: []
additional_body: []
api_timeout: 15000
api_ssl_verify: true
post_uniq: true
min_score: -2
min_d_score: -1000
realtime_dly: 500
realtime_post_perm: false
rot: ""
roi: ""
draw_track: false
send_track: 0O
min_face_size: O
max_face_size: 0
overall: true
only_norm: false
max_candidates: O
jpeg_quality: 95
ffmpeg_format: ""
stream_settings_gpu:
play_speed: -1
filter_min_quality: -2
filter_min_face_size: 1
filter_max_face_size: 8192
normalized_only: false
jpeg_quality: 95
overall_only: false
use_stream_timestamp: false
ffmpeg_params: []
router_timeout_ms: 15000
router_verify_ssl: true
router_headers: []

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

router_body: []
start_stream_timestamp: O
imotion_threshold: 0O

rot:
roi: ""

realtime_post_interval: 1
realtime_post_every_interval: false
ffmpeg_format: ""

disable_drops: true
router_full_frame_png: false

router_disable_normalized: false

ITonb3oBaTenbckasi HacTpoiika findf ace-video-manager BBIIIOJIHAETCS C UCIIOJIb30BaHUEM CJIe-
AYIONUX TTapaMeTpPOB:

Onuus Onucanne

router_url IP-agpec m mopr cepBepa findface-facerouter, KOTOpHIi mTOIyIaeT OOHA-
pyxkennbie juia u3 findface-video-worker. B FindFace Security dyuxmnun
findface-facerouter BoimosHsSeT KOMIOHEHT findface-security. 3uade-
HUe 110 yMoJdanuio: http://127.0.0.1:18820/v0/frame.

etcd -> | IP-axgpec u mopt cepBuca etcd. 3uadenne mo ymosdanuio: 127.0.0.1:2379.

endpoints

ntls -> | Ecim true, komnonenT findface-video-manager ornpasisieT B KOMIIOHEHT

enabled findface-video-worker 3amaHus TOJBKO Ha 0OpabOTKY TOrO KOJUIECTBA
BHEOKAMED, KOTOPOE YKA3aHO B JINIIEH3UU. JHAYEHNE 10 yMoTdanuio: false.

ntls -> url IP-aspec u nopr cepBepa findface-ntls. 3HadueHne 10 yMOTIaHUIO: http:/

/127.0.0.1:3185/.

Bri Tak:ke MozkeTe HCIIOJIHL30BATD cieayroomuye mapaMeTpbl:

IIpumeuanune: B paszgene daiina stream_settings-gpu Bbl HalieTe HACTPOIKH, 0OIHE
JUTsT BCeX BHUIEOTNOTOKOB. HacTpoiiku B mauHOM pazjese paborator kak B GPU, tak u CPU-
kouduryparmu. HacTpoitku ompeie/IeHHOTO TTOTOKA, MepeaHHble B job-3aJaHUN, WMEIOT IIPUO-
pureT HaJ HacTpolikamu B daitie korduryparmu (eMm. Job-zadarus).

IIpumeuanne: Paznen stream_settings daitia ycrapes u HeOOXOIUM TOJIBKO JJIs OOPATHOI
COBMECTHUMOCTH.
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Onuus

OnucaHue

play_speed

Ecan membie Hysst, To CKOPOCTh HE OIPAHUYIUBAETCA. B OCTAIBHBIX CIIyUIasx
[MOTOK YUTAETCSI CO CKOPOCThIO play_speed. He nmpuMeHnMO J1j1st IOTOKOB € Ka-
Mep BHUICOHADIONEHNUSI.

filter_min |

qMhdayiaIbHOE 3HAYEHUE KAdecTBA M300payKeHUsl JIUIA, OTIPABISIEMOrO KOM-
nonenToM findface-video-worker B koMmMnoHeHT findface_facerouter
(findface-security B crangapruoil kondurypanuu FindFace Security). 3ua-
YeHUEe OIPeIesIseTCsl SMIIMPUIECKH: OTPUIIATEIbHbBIE pAIMOHAJIbHBIE YrcIa j10 0.
Penepubie Toukn: 0 = Haubosiee KadecTBEHHBIE JIMIA, -1 = XOpolllee KavyecTBo,
-2 = yJIOBJETBOPUTEJIBHOE KAYECTBO, -5 = MOCJIEIYIONee PACIO3HABAHIE JIVI
MOXKeT OBITh HeI(DDEKTUBHBIM. 3HAYEHUE 110 YMOTIAHUIO: -2

filter_min_|

f epegiezeieT MUHUMAJILHBIN pa3Mep JIUIA B ITHKCEIsIX. JI1Ia MEHbIIEro pa3mepa
HE OTHPABJSIOTCA. 3HadeHue 1o ymosdannio: 0 (buabrp BHIKIIOYEH).

filter_max_|

f EnepegiezeieT MaKCUMAJIBHBIN pasMep JINIA B IUKCe/IsIX. JInuia 60JbIero pasme-
pa He OTIPABJISIOTCS. 3HAUeHHe 110 yMoauaHuio: 0 (DuabTp BHIKIIOUEH).

normalized |

oBkyriouaer/OTKII0YAET OTIIPABKY TOJIBKO HOPMAIM30BAHHBIX JIAL, 0€3 UCXOHBIX
KaJIpoB. 3HadYeHue o ymordanuio: false.

jpeg_qualit

yKauecrBo cxxarua ucxomuoro kagpa B JPEG. 3uauenune no ymonruanuo: 95 %
OT MCXOIHOIO pa3mMepa.

overall_onl

vBydepubiit pexkum. OTHPaBIATH I JUNA OJUH KAJIP HAWIYIIIEro KadecTBa
3HaveHre 0 yMOJYaHUIO: true.

use_stream |

t Hrest ompe, oTHpaBIATh HA CEpBEP BPEMEHHBIE METKU IIOJIyU€HHbIE U3 MOTOKA.
Ecnu false, ornpasiisite TeKyime naTy u BpeMs.

ffmpeg_param&uucok ffmpeg-napamMerpoB BHIEONIOTOKA CO 3HAYEHHSIMU B BHUJE MAaCCHBA

KJoY=3Hauenue: [‘rtsp _transpotr=tcp”, .., “ss=00:20:00”]. ITosmuplii crincok na-
pameTpoB Ha caiite FFMPEG. 3HaueHnne 1o yMoJYaHuio: IapaMeTphl HE yKa-
3aHBbI.

router_time

oBpanst  oXKuIAHWA B < MWIUINCEKYHIAaX  OTBETa  OT  KOMIIOHEHTA
findface-facerouter (findface-security B crammaprHoil Koudwurypa-
mun FindFace Security) ma API-3ampoc komnonenTa findface-video-worker.
Eciun Bpemsi oXujaHuSI MCTEKJIO, DPECUCTPHUPYETCs OIMMOKA. 3HAUEHUE 10
yMomrganuio: 15000.

router_veri

fPrsmduaer/orkiaouaer 1poBepKy mozmucu SSL-ceprudurara npm  B3a-

nMmojeiictBun 1o https  findface-video-worker ¢ = KOMIIOHEHTOM
findface-facerouter (findface-security B crammaprHoii Komdwurypa-
mur FindFace Security). 3mauenue mo ymosganuio: true. Ecim false, moxer
OBITH TIPUHAT CAMOIOANMMCAHHBIN CEPTUQUKAT.

router_head

eMaccuB sonoHUTEIBHBIX 3aroji0BkoB B POST-3ampoce ¢ m3o6parkeHneM Juia
B dopmare [‘kimou=3Hadenne’|. TIo yMOSUAHUIO JOIOJHUTENbHbIE 3aTr0JIO0BKH
HE MePeJIAoTCs.

router_body

Maccus gonosnHuTe/bHbIX noJieit B POST-3amnpoce ¢ n3obpaxkeHuem Jimi@a B
dopmare [‘kmou=3nauenne”’|. Tlo yMOJIaHUIO IONOJHUTENbHBIE TI0JS HE Ie-
peIaroTCs.

start_streamlipnfesranm ykazanHOe KOJIMYECTBO CEKYHJ[ K BPEMEHHBIM METKaM U3 IIOTOKA.

imotion_thy

edlwiidva bHAS WHTEHCHBHOCTD JBUXKEHUS, KOTOpas OYIEeT pPerucTpupOBATHCH
nerekTopoM Burkenus. [loporoBoe 3HadeHme OnpeeseTcs SMIUPUIecKu. Pe-
nepuable Toukn: 0 = merekTop BBIKIIOUeH, 0.002 = 3HaYeHWe MO YMOJIYAHUIO,
0.05 = MuHUMAaJIbHAS UHTEHCUBHOCTH CJIMIIKOM BBICOKA, YTOOBI 3aPErUCTPUPO-
BATb JIBUKCHUE.

rot Bkiioyaer merekTMpOBaHWE U OTC/IEXKUBAHUE JIMIL TOJBKO BHYTDH 33JIaHHON
npsamoyrosbHoit obactu WxH-+X+Y. Mcnonp3yiiTe HaHHYIO OIIUIO, YTOOBI
yMeHbININTH Harpy3ky Ha findface-video-worker. Ilo ymonyanuio obsacTtb
He 3aJ]aHa.

roi Bximiouaer ornpasky za CepBep JmIl, 06HAPYKEHHBIX TOJBKO BHYTPH HHTEDE-

RTI—FF

1.9.

CyTOIElt 00/1acT WXH X Y. 110 yMOTIaAnio 00IacTh HE 3a[amna.

EeaT Elme_po

somkermak pexkmma peaspHoro BpeMenn. Ecimm realtime_post_perm=True,
IepHuoJ, BpeMEeHN B MUJUIMCEKYHJAaX, B Te€UYeHHe KOTOPOrO JETEKTOD JIUII BbI-
Oupaer JIydmuii Kaap W OTIpaB/sgeT ero B kommnoneHT findface-facerouter.
Eciu realtime post perm=False. MaKCUMaJILHBIN II€DUOI BDEMCHN B MUJLIU-
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1. Ecom Bol BeiOpasm naker findface-video-worker-cpu ¢ yckopenuem na CPU, wucrosbsyiite daiin
koudurypamnun /etc/findface-video-worker-cpu.ini:

## read streams from file, do mot use VideoManager
input =

## exit on first finished job, only when --input specified
exit_on_first_finished = false

## batch size

batch_size = 4

## http server port for metrics, 0=do not start server
metrics_port = 0

## resize scale, 1=do mot resize

resize_scale = 1.000000

## maxzimum number of streams

capacity = 10

## command to obtain videomanager's grpc ip:port
mgr_cmd =

## videomanager grpc ip:port

mgr_static = 127.0.0.1:18811

## ntls server ip:port

ntls_addr = 127.0.0.1:3133

## debug: save faces to dir

save_dir =

## minimum face size

min_face_size = 60

## preinit detector for specified resolutions: "640x480;1920x1080"
resolutions =

## worker labels: "k=v;group=enter”

labels =

## use timestamps from SEI packet

use_time_from_sei = false

## streamer/shots webserver port, 0O=disabled

port = 18999

## streamer url - how to access this worker on streamer_port
url = 127.0.0.1:18999

## path to liveness fnk

fnk =

## liveness threshold

threshold = 0.945000

## liveness internal algo param
interval = 1.000000

## liveness internal algo param
stdev_cnt = 1

## posting faces threads

threads = 8

## posting faces mazimum queue size
queue_limit = 256

[tracker]

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

## maxz face miss duration, sec
miss_interval = 1.000000

## overlap threshold
overlap_threshold = 0.250000

## path to detector fnk

detector = /usr/share/findface-data/models/facedet/mtcnn.cpu.fnk

## path to quality fnk

quality = /usr/share/findface-data/models/faceattr/quality.vO.cpu.fnk

## path to morm for quality fnk

norm_quality = /usr/share/findface-data/models/facenorm/ant.v2.cpu.fnk

## path to norm200 fnk, for face send

norm_200 = /usr/share/findface-data/models/facenorm/ant.v2.cpu.fnk

## path to morm_crop2z fnk, for face send

norm_crop2x = /usr/share/findface-data/models/facenorm/crop2x.v2_maxsize400.cpu.fnk

Eciu Bol Boibpasin niaker findface-video-worker-gpu ¢ yckoperunem Ha GPU, ucrmosb3syiite daiin
xouduryparuu /etc/findface-video-worker-gpu.ini.

## cuda device number

device_number = 0

## old gpu detector models directory

models_dir = /usr/share/findface-gpudetector/models
## read streams from file, do mnot use VideoManager
input =

## exit on first finished job, only when --input specified
exit_on_first_finished = false

## batch size

batch_size = 8

## hitp server port for metrics, 0=do not start server
metrics_port = 0

## resize scale, 1=do not restize

resize_scale = 1.000000

## maxzimum number of streams

capacity = 30

## command to obtain videomanager's grpc ip:port
mgr_cmd =

## videomanager grpc ip:port

mgr_static = 127.0.0.1:18811

## ntls server ip:port

ntls_addr = 127.0.0.1:3133

## debug: save faces to dair

save_dir =

## minimum face size

min_face_size = 60

## preinit detector for specified resolutions: "640x4{80;1920x1080"
resolutions =

## worker labels: "k=v;group=enter”

labels =

## use timestamps from SEI packet

use_time_from_sei = false

[streamer]

(continues on next page)
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H o
## streamer/shots webserver port, 0O=disabled
port = 18999

## streamer url - how to access this worker on streamer_port
url = 127.0.0.1:18999

## path to liveness fnk

fnk =

## liveness threshold

threshold = 0.945000

## liveness internal algo param
interval = 1.000000

## liveness internal algo param
stdev_cnt = 1

## posting faces threads

threads = 8

## posting faces mazimum queue size
queue_limit = 256

## maz face miss duration, sec
miss_interval = 1.000000

## overlap threshold
overlap_threshold = 0.250000

## path to detector fnk

detector =

## path to quality fnk

quality =

## path to morm for quality fnk

norm_quality =

## path to norm200 fnk, for face send

norm_200 = /usr/share/findface-data/models/facenorm/ant.v2.gpu.fnk
## path to morm_crop2z fnk, for face send

norm_crop2x = /usr/share/findface-data/models/facenorm/crop2x.v2_maxsize400.gpu.fnk
## path to cache directory

cache_dir =

## decode video on cpu
cpu = false

ITonb3oBarenbekas HacTpoiika findface-video-worker na CPU/GPU BblnoMHSETCS € HCIOIB30Ba-
HHEM CJIeAYIOIIUX IapaMeTpPOB:
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CPU \ GPU Onucaxne

ntls-addr IP-azpec u mopt cepBepa findface-ntls.

mgr-static IP-anpec  cepsepa  findface-video-manager, KOTODBI  OOeclleYMBaET
findface-video-worker HacTpoiKaMM M CIHCKOM BHJIEOIIOTOKOB IJIsI O0O-
paboTKM.

capacity MaxkcnmanabHOe KOJITIECTBO BUIE€0IIOTOKOB, 06pabaThIBAEMBIX
findface-video-worker.

mgr-exec Bo3M0OKHOCTD TOJKJIIOYATH CKPHUIIT, OIUCHIBAIONINN IMHAMAYECKOE N3MEHEHUE
aJpeca KoMmitoHeHTa findface-videomanager-api (BMecTo mgr-static).

labels Mertku, ncrnonb3yeMble Ut NMpuBaA3KH dK3eMiigpa findface-video-worker K

ompejiesientoit rpymnmne kamep. Cm. [lpusaska epynnot kamep ® 9K3EMNAADY
findface-video-worker.

H/n | fnk ITyTe K jerexropy orcusvix i (Liveness).

input O6pabarbiBaTh BHJIEONOTOKU U3 (ailia, MTHOPUPYs JaHHbIE IIOTOKOB, ITOCTYIIa~
romue oT findface-video-manager.

exit_on_first_fiflishad eciu ykaszan input) Boiiitu nocie 3aBepiienus nepsoro job-3ananusi.

resize_scale MacurrabupoBarh BAIEOKAIPHI C 33 aHHBIM KO3(DMUITMEHTOM.

save_dir (dua ornanku) CoxpasaTh OOHADYZKEHHbBIE JIMIA B 33JAHHDBIA KATAJIOL.
min_face_size | MuHMMAaJIbHBIN OOHAPYKUBAEMBIl pa3Mep JIUIIA.

resolutions IIpenBapurenbro nanmuan3upyiite findface-video-worker /it KOHKPETHBIX

pasperrenuit, ITOObI YCKOPUTDH €ro paboTy.

H/u device_piierp ucrosnbzyemoro GPU-ycrpoiicrsa.

H/u models_fd{Fraperit karasor ¢ moueassmu GPU-znerexkropa. B nporuBHOM ciiydae UCIOIb3Yii-
Te JaHHble U3 cekiuu [models].

H/u cpu IIpu wHeobxomMMOCTH JTekoaupoBaTh Buaeo Ha CPU.

Job-3apanus

Cepsuc findface-video-manager Bbiiaer findface-video-worker Tak Ha3blBaeMoe job-3ajaHue, 3a1aqy
Ha 00pabOTKyY BUEO, KOTOPasl COJAEPKUT ITapaMeTphbl KOH(MDUTI'YPAIUN U CBEJICHUS O BHUJIEOIIOTOKE.

ComepkuMoe TUIIUIHOTO job-3aJaHrs TTOKA3aHO B IIPUMEpPE HUKE.

curl http://127.0.0.1:18810/job/1 | jq

% Total % Received 7 Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

100 1771 100 1771 0 0 447k 0 --t--t-- —-t--t-- ——:--:-- b76k
{

"idh: "1,

"enabled": true,

"stream_url": "rtmp://restreamer.int.ntl/cams/openspace",

"labels": {},

"router_url": "http://172.17.46.13/video-detector/frame",

"single_pass": false,

"stream_settings": {
"ffmpeg_params": [],
"md_threshold": 0.002,
"md_scale": 0.3,
"fd_frame_height": -1,
"uc_max_time_diff": 30,
"uc_max_dup": 3,
"uc_max_avg_shift": 10,
"det_period": 8,

(continues on next page)
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}’

"realtime": false,
"npersons": 4,
"disable_drops": false,
"tracker_threads": 4,
"parse_sei": false,
"image_arg": "photo",
"additional_headers": [
"Authorization=Token b612396adc3a6dd71b82b5fe333a0a30"
]’
"additional_body": [],
"api_timeout": 15000,
"api_ssl_verify": true,
"post_uniq": true,
"min_score": -2,
"min_d_score": -1000,
"realtime_dly": 500,
"realtime_post_perm": false,
"rot": "",
"roi": "",
"draw_track": false,
"send_track": O,
"min_face_size": O,
"max_face_size": O,
"overall": true,
"only_norm": false,
"max_candidates": O,
"jpeg_quality": 95,
"ffmpeg_format": ""

"stream_settings_gpu": {

"play_speed": -1,
"filter_min_quality": -2,
"filter_min_face_size": 1,
"filter_max_face_size": 8192,
"normalized_only": false,
"jpeg_quality": 95,
"overall_only": false,
"use_stream_timestamp": false,
"ffmpeg_params": [],
"router_timeout_ms": 15000,
"router_verify_ssl": true,
"router_headers": [
"Authorization=Token b612396adc3a6dd71b82b5fe333a0a30"
1,
"router_body": [],
"start_stream_timestamp": O,
"imotion_threshold": O,
"rot": "",

roi
"realtime_post_interval": 1,
"realtime_post_every_interval": false,
"ffmpeg_format": "",

"disable_drops": true
"router_full_frame_png": false,
"router_disable_normalized": false

(continues on next page)
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"status": "INPROGRESS",

"status_msg": "",

"statistic": {
"processed_duration": 14879,
"faces_posted": 777,
"faces_failed": 3,
"faces_not_posted": 1206,
"processing_fps": 18.816668,
"frames_dropped": O,
"frames_processed": O,
"frames_imotion_skipped": O,
"decoding_soft_errors": O,
"job_starts": 56

1,

"restream_url": "",

"worker_id": "ffsec40_213ab8c0ed5d954e",

"version": "blO68taaa7tcafrfsmq0"

Kaxmoe job-3amanne nmeer cieayromipe napaMeTphl:
e id: id job-3amamnus.
e enabled: cTaTyC aKTUBHOCTH.
e stream_url: URL/aupec Bumeonoroka uin daiina s o6paboTKu.

e labels: METKH, IO KOTOPBIM OYIET OCYIIECTBISATHCA O0OPabOTKa OOHAPYKEHHBIX JIUI B KOMITOHEHTE
findface-facerouter (findface-security B cranmaptroii konburypamun FindFace Security).

e single_pass: ecsin true (mo ymosuanuio false), To He nepesamyckaTb 00pabOTKy [OTOKA B CJIydae
OIINOKU.

e router_url: IP-anpec u nopr komnonenra findface-facerouter (findface-security B cranmapr-
Hoit kordurypamun FindFace Security), B koTopsriii kommonent findface-video-worker ormpasisier
obHapy KeHHbIE JIUIA JIJIs TOCeyIoneil 00paboTK.

e stream_settings: HCIOIB3yeTCS TOJIBKO [ OOPATHONR COBMECTHMOCTH.

e stream_settings_gpu: mapaMeTpsl BUIEOIOTOKA, JyOmpytomume napamempo, B daiire kondurypamyun
findface-video-manager (06aziasi HPU TOM [IPHOPUTETOM ).

e status: craryc job-3ajaHus.
e status_msg: JonoJHUTEIbHAs HHMOPMAIUS O cTaTyce job-3a/1aHus.

e statistic: crarucruka BeinoaHeHus job-3a0anus (IPOIOIKATEIHLHOCTD Ipoliecca 00paboTKu, KOJInIe-
CTBO OTIIPABJIECHHBIX 1 HEOTIIPABIEHHBIX JIUII, K& POBas 1acTOTa 00pabOTKM, KOJTUIECTBO 00PaOOTAHHBIX
U TPOIYIIEHHBIX KaJPOB, BpeMsl Hadasa oOpaboTKU U T. I1.).

e worker_id: id skzemmuisgpa findface-video-worker, BBHIOJHAOMETO job-3aaHue.

findface-ntls

JlokanbubIil cepBep Jauren3upoBanus findface-ntls — 3T0O cepBUC, KOTOPBIH yCTAHABINBAECTCS Ha, BHIOPAH-
HOM (DU3UYIECKOM CepBepe U CJIyKUT jjis Bepudukanuu Jjurensun FindFace. s Bepudukanmum ucmoib3y-
IOTCS CJIeAyIOoIe UCTOYHUKH:

o [urobasbubrii cepsep Juriensuit NtechLab. CoryKuT [T TUIEH3UPOBAHUS B CETSIX C JIOCTYIIOM B HHTEP-
HET, B TOM YHCJIE C JIOCTYIIOM 9Yepe3 IMIPOKCU-CEPBED.
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o Kurrou annapaTHOﬁ 3alllUTHI. Cﬂy}KI/IT JJIdd JIUIEH3UPOBaHUsA B 3aKPbITBIX CETAX.

st ynpasiienns: findface-ntls ucnonb3yiite ocHoBHOI BeO-unTepdeiic FindFace Security. JlocrymnHbr cie-
JIYTOTITIE BO3MOXKHOCTH:

® IIPOCMOTP CITMCKA MPUOOPETEHHBIX (DYHKITHIA,

® IIPOCMOTP CIIACKA TEKYIIUX OI'DAHUIEHUIL,

e 3arpyska Qaiijia JUIeH3un,

® IIPOCMOTP CIIUCKa TMOJKJIIOUEHHBIX B JAHHBIIT MOMEHT KOMIOHEHTOB.
JIUIeH3upyI0TCs CIIe/1yIoNue KOMIIOHEHTHI:

e findface-tarantool-server,

e findface-extraction-api,

e findface-video-manager,

e findface-video-worker.

Baxkno: Tlocse paspsiBa coequHeHMs MEXK /Ty cepBepoM Jmnten3npoBanns findface-ntls u JuIeH3UPyEeMbIM
KOMIIOHEHTOM WJIA MEXKJY cepBepoM JurersnpoBanus findface-ntls u rirobaJbHBIM CEPBEPOM JIUIIEH3UPO-
BaHUsl, BpeMsi pabOThI KOMIIOHEHTa COCTaBJIsIeT 6 IacOoB.

Hacrpoiika kommnonenTa findface-ntls BoinosiHsieTcs: dyepes daiin koudurypamuu /etc/findface-ntls.
cfg.

# Listen address of NTLS server where services will connect to.
# The format is IP:PORT

# Use 0.0.0.0:PORT to listen on all interfaces

# This parameter is mandatory and may occur multiple times

# 1f you need to listen on several specific interfaces or ports.
listen = 127.0.0.1:3133

# Directory with license files.

# NTLS use most recently generated one.

# Note: "recentness"” of a license file is detected not by
# mtime/ctime but from its internal structure.

#

# This parameter is mandatory and must occur exactly once.
license-dir = /opt/ntech/license

# You can specify proxy which NTLS will use to access

# global license server. The syntaxz is the same that is used by curl.
# Prozy 1s optional

#prozy = http://192.168.1.1:12345

# This 1s bind address for NTLS web-interface.

# Note: there're no authorization or access restriction mechanisms
# en NTLS UI. If you need one, consider using nginT as proTy
# with .htaccess / ip-based ACLs.

# This parameter may be spectified multiple times.

ui = 127.0.0.1:3185

ITowzoBaTenbckast HacTpoiika findface-ntls BBINOJHAECTCS € UCIOIB30BAHUEM CJIEYIONINX TTAPAMETPOB:
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listen| IP-ajpec cepBepa, ¢ KOTOPOrO OCYIIECTBJISIETCsI OOpAIEHNEe JIUIEH3UPYEMbIX KOMIIOHEHTOB B
findface-ntls. /Ijst Toro 4Tobn paspemuTh obpairenue ¢ joboro IP-agpeca, ycranosute 3na-

genue 0.0.0.0:3133.

license laramor misa xpanenus: gaitia JTUIECH3NUN.

proxy | IP-azpec u nmopr npokcu-cepsepa (ONIMOHAJIBHO).

ui IP-azpec cepBepa, ¢ Koroporo Oyzmer moctymen Beb-untepdeiic findface-ntls. Jms Toro 9Todn

Pas3penmTh JOCTYII CO BCeX 3/pecoB, U3MeHuTe 3Hadenue Ha ‘‘0.0.0.0°".

findface-security

Kowmmonenr findface-security obecmedmBaeT JOCTYII KOHEYHOTO IIOJb30BATENS K OYHKIUSIM SIpa
FindFace. OrBeuaer 3a B3anmoseiictsue mex;ty sipoM FindFace Core u BeG-unTepdeiicom, a Takzxke GyHKITH-
OHMPOBAHNE CUCTEMBI KaK €JMHOTro 1es10r0, peanusyer HTTP- u Be6-cokersr (BMecte ¢ Django), oGHOBIEHNE

6a3bl TaHHBIX U 8COTYKU.

Kowmmonenr findface-security rak:ke BbimosHsieT dyHKIuM KommoHeHTa findface-facerouter (dacrtsb
anpa FindFace), sajaBas npasuia 06paboTku o6HAPYKEHHBIX Jjull. OH IOJydaeT PaAMKy C JIMIOM U HOD-
MaJIM30BaHHOE U300payKeHUe JINIA BMECTe ¢ MCXOAHBIM KaJpPOM U JAPYTUME JIAHHBIME (HAIIPUMEp, JATOW U
BpEMEHeM JieTeKIuu) oT cepsuca findface-video-worker u nepeHanpasiisieT Ux Jyis JaJjbHeiimeii o6pabor-

ku B cepuc findface-sf-api.

Hacrpoiika kommonenTa findface-security BeimosHseTcs depe3 aitn koudurypamuu /etc/ffsecurity/

config.py.

sudo vi /etc/ffsecurity/config.py

MEDIA_RQOOT = "/var/lib/ffsecurity/uploads"

STATIC_ROOT = "/var/lib/ffsecurity/static"

# SERVICE_EXTERNAL_ADDRESS prioritized for webhooks and genetec
SERVICE_EXTERNAL_ADDRESS = 'http://172.20.77.10"
EXTERNAL_ADDRESS = ''

DEBUG = False

LANGUAGE_CODE = 'en-us'

TIME_ZONE = 'UTC'
DATABASES = {
'default': {

'ENGINE': 'django.db.backends.postgresql',
'NAME': 'ffsecurity',
}
}
# use pwgen -sncy 50 1[/tr "'" "." to generate your own unique key
SECRET_KEY = 'b9bd9f8e2ae9df0ab4671£87983a4738"'
FFSECURITY = {
'VIDEO_DETECTOR_TOKEN': '638f4788aa1401bf1f4d6f6b56604774"',
' CONFIDENCE_THRESHOLD': 0.739,
'EPISODES_THRESHOLD': 0.689,
'MINIMUM_DOSSIER_QUALITY': -2,
'IGNORE_UNMATCHED': False,
'"EXTRACTION_API': 'http://127.0.0.1:18666/"',
'VIDEO_MANAGER_ADDRESS': 'http://127.0.0.1:18810',
'EVENTS_MAX_MATCHED_AGE': 30,
'EVENTS_MAX_UNMATCHED_AGE': 30,
'NTLS_HTTP_URL': 'http://127.0.0.1:3185"',

(continues on next page)
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Tlonb3oBaTenbckast HacTpoiika findface-security BBIOJIHAETCS C UCIOJIB30BAHUEM CJIEIYIONINX MTapaMeT-
pOB:

(nponosKeHne ¢ Npebl Ly el CTPaHUIbI)

'ROUTER_URL': 'http://127.0.0.1'",
'MONITORING_UPDATE_INTERVAL': 60,
'SF_API_ADDRESS': 'http://127.0.0.1:18411"',
'LIVENESS_THRESHOLD': 0.75,
'BEARD_THRESHOLD': 0.7,

3

ASGI_THREADS = 32

UVICORN_SETTINGS = {
'workers': 'auto',
'host': 'localhost',
'port': 8002,
'ws-workers': 'auto',
'ws-host': 'localhost',
'ws-port': 8003,

3

FFSECURITY_UI_CONFIG = {
"event": {

‘—’“] >

}

"features": {
"f_gender_class": ["male", "female"],
"age": {
"f_age_gte": "",
"f_age_lte": ""
},
"f_emotions_class": ["angry", "disgust", "fear", "happy",
"f_glasses_class": ["none", "eye", "sun"],
"f_beard_class": ["none", "beard"],
"f liveness_class": ["real", "fake"],

# integration plugins

INSTALLED_APPS.append('ffsecurity_genetec')

—disable genetec integration

"sad", "surprise

# remove or comment out this line toy
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MNa- Onncaxne

pa-

MeTp

EXTERNBuabbRESIP-anpec win URL, xoTopsiit 6ymaeT ncrnosab3oBaH i JOCTyma K Beb-uuTepdeticy
FindFace Security.

VIDEQ| DEPpEAVORIHEKENKeH 1 yKayKuTe ero B JAHHOM MapaMeTpe, 9ToObl aBTOPU30BAThH MOJYJIb BUIEOIE-
TEKIUN JINII.

VIDEQ| MENAGFRc ARDRESS findface-video-manager.

EVENTS B AATGHED AGFn>KeHnn KOTOPOro JIOXKHO ITPOUCXOINTH aBTOMATHIECKOEe yIaJeHue u3 0a3bl
JIAHHBIX COOBITHH, JJIsT KOTOPBIX €CTh COBIIQJIEHUS C JIOChE.

EVENTS B AMMATGHEM AGEKeHNT KOTOPOTO JIO?KHO ITPOUCXOINTH aBTOMATHYECKOE YIaJIeHne n3 0a3bl
JAHHBIX COOBITHUI, IJIs KOTOPBIX OTCYTCTBYIOT COBIIAJEHUS C JI0CHE.

NTLS_HTPRaHREc cepBepa findface-ntls.

ROUTER IPRBipec cepsepa findface-security, KOTOpPBIil OyIeT moaydaTh OOHAPYKEHHBIE HA BUJIEO JIUIA
oT 3K3eMILIsipoB findface-video-worker. Ajpec yKasblBaeTCsl BHYTPEHHUI NI BHEIIHWI, B 3a-
BUCUMOCTH OT ceTH, B KoTopoil findface-video-worker B3anmoneiicrsyer ¢ findface-security.

EXTRACTIONgpBE cepBepa findface-extraction-api.

SF_AP[I IMDBREBS cepsepa findface-sf-api.

IGNORE (UNMARGHIED 3amuch coObITHs B 0a3y JaHHBIX, €CJIM OOHAPY?KEHHOE JIMIO0 OTCYTCTBYET B CIUCKAX
HabuoeHNst (BepudUKaIWsl aja OTPUNATENbHBIH pe3ysbTar). JJaHHYI0 HACTPOHKY PEKOMEHLy-
eTCsd UCIIOJIb30BaTh IPU OOJILIIIOM KoJmdecTBe moceruTesieir. [loporoast cremnenb CXOXKeCTH MPHU
BepudUKAIUU JIUIT onpeesercs mapamerpom CONFIDENCE_THRESHOLD.

CONFIDEIGCEOTHRESEOEDeHD CX0XKeCTH IpU BepupUKaIum

MINIMUMVDGSSEERMUAKETECcTBO suiia Ha dororpadun B gocbe. Keanm KavecTBO JIAIA Xy2Ke MUHUMAJIb-
HOTO, IOJIb30BaTEIb HE CMOXKET 3arpy3uTh Takyio dororpaduio B goche. [Ipsvbie n3o0pakenus
siar;, andac cauTaTcd Hanbosee KadecTBEHHBIMU. VM cooTBeTCTBYIOT 3HadeHus BOJm3u 0, Kak
IpaBuIiio, orpunaresabHble (Takne kKak -0.00067401276, nanpumep). IlepesepHyThle JMna U JuIA,
IIOBEPHYTHIE TI0JT, OOTBITUME YTJIAMU, XaPAKTEPUIYIOTCA OTPUIATEILHBIM 3HAYEHUSM OT -5 U MEHb-
me. ITo ymosrgarmro *MINIMUM_DOSSIER_QUALITY’: -2, 9TO COOTBETCTBYET CPEIHEMY KadeCTBY.

EVENTS JFEATURES 1T 3/1€CH MOJIE/IN /I PACTIO3HABAHUS ATPUOYTOB JIUIA, KOTOPbIE Bl IIPOMUCAIN B (haii-
ste KoHurypanuu findface-extraction-api.

LIVENESReTHREFHOKDBOIX JIHUI] OIEHUBAET KUBOCTH JIUIA C OIPEIEJEHHON TOCTOBEPHOCThIO. B 3aBucu-
MOCTH OT IIOPOT'OBOIO 3HAYEHUsI JOCTOBEPHOCTH, OH BO3BpAIlaeT OWHADHBIN pe3yibrarT Xusoit
JenioBeK uin lzobpaxenue.

BEARD| THRESHBEIB1e Ha Jmmie OOPOJIBI OIMEHUBAECTCA C ONPEIEIEHHON TOCTOBEPHOCThIO. B 3aBucumocTn
OT MOPOrOBOrO 3HAYEHHS JOCTOBEPHOCTH, CHCTEMAa BO3BpAINAeT OMHAPHBLIN DPE3yJIbTaT HET WU
6opoga.

EPISODE /ERIBRGH cINPERMAIO s snu30108) Ilepuos Bpemenu, npeinecTByOMuil COOBITHIO, B TEUEHUE
KOTOPOTO CHCTEMa WINET B OMOMETPUYIeCKOil 0a3e MAHHBIX COOBITHS C MOXOXKWMH JAnamMu. Kcan
TAKOI'0 COOBITUS He HaflJIeHO, CHCTEMA CO3/1aeT HOBBIH 31n30/1. B npoTuBHOM ciiyvae oHa BbIOUpaeT
Hanbosee nogaxonsmee cobbirne u3 orkpbiroro (LIVE) smmsozma, orcopruposas 100 mocsemaux
noxoxkux Jjmi. Cm. Hacmpotixa snuszodos.

EPISODE ICaMIRAEDPNHYI0 1yis 51m3010B) MakcuMaiibHasl IIPOIOJIZKUTEIBHOCTD SIHM30/a B CEKYyHIAX.
Ilo ucreyennn 3TOro BpeMeH! SMU30/] ABTOMATHIECKH 3aKPbIBAETCS.

EPISODE /RVENRITIMEQURYIO yia 31u30108) MakcuMaabHOe BpeMsl B CEKYHJAX ¢ MOMEHTa JI00ABJICHUSI

IIOCJIEJHETO COOBITHSI B SIIU30I. Ilo ncreuenun sroro BPEMCEHU 3IIN30/J] aBTOMaTUYECCKH 3aKpPbIBa-
eTCd.

CUSTOM_E@&ABSre 5TOT pasiesl BPYyUHYIO, 9TO0BI HACTPOUTH cojiepkanue Jocbe. [logpobuee cm. [Toabso-

GAMENDBCKUE ()’%‘,/L(L()%"U,, noas u {fj'lL/L?>TIL[)?)L 6 docwe.
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IIpenynpexnaenne: Cekuuss FFSECURITY soskHa 3akaHuuBaTbesd napamerpamu EVENTS_FEATURES/
LIVENESS_THRESHOLD,/ BEARD_THRESHOLD, KOTOpBIE JIOJ?KHBI ObITH PACIIOJIOKEHBI IPYT 38 JPYTOM B yKa-
3aHHOM IIOPsJIKE.

'SF_API_ADDRESS': 'http://127.0.0.1:18411',

'"EVENTS_FEATURES': ['gender', 'age', 'emotions', 'beard', 'glasses'],
'LIVENESS_THRESHOLD': 0.945,

'BEARD_THRESHOLD': 0.7,

findface-facerouter

Baxxno: Kowmmonent findface-facerouter He BXOJUT B cocTaB cranjapTHoii koudurypamuun FindFace
Security. IIpu HeobxoaumocTn ucnosb3yiiTe ero jyist uarerpamun. Cm. Ilagzumol.

Kowmmonenr findface-facerouter mpencrasisier coboit cepBUC, Uepe3 KOTODPBI 33[al0TCA IPaBmiIa 00pa-
60TKH OOHADY?KEHHBIX Ha Bujeo Jinil. I[IpaBuiia 3a1ai0Tcs B BUJE [TOIb30BATENIHCKUX [IJIATTHOB.

Kommnonent findface-facerouter mpumHHMaeT HOPMAJM30BAHHBbIE W300Pa’KEHUs JIMI[ BMECTE C HUCXOJ-
HBIM KaJIpOM u JApyroii wuudopMaimeil (Hampumep, JaToifi W BpEMEHEM JEeTEKIUH) OT KOMIIOHEHTA
findface-video-worker. B obmem ciaydae mo3BosiseT 00pabaThIBATE JINIA TPOU3BOJIBHBIM CIIOCODOM, B TOM
quciie OTIPABIATH UX HAIPAMYIO B IAPTHEPCKOE IpuiiozkeHne. B 6a30B0il pean3anuy mepeHanpaBIser ux
B KomnoHeHT findface-sf-api jysa naspHeiineit 0OpabOTKH B COOTBETCTBHUU C 33[@HHBIMU [TPABUJIAMI.

Tlomubrit crimcok dyHKIWMI:
e 3aaHVe ITPaBUJI 00pabOTKN OOHAPYKEHHBIX JIUI HA BUJIEO,

e [iepeHAllpaB/IeHre OOHADYZKEHHbIX Jiuil B KoMIioHeHT findface-sf-api wiu apyroii cepsuc (B TOM
9HCJIe CTOPOHHEE TIPUJIOXKEHNE) JJIsT TIOCIIEIYoIIel 06paboTKy.

Hacrpoiika kommonenra findface-facerouter BoimoJiHsieTcs depe3 aiii  Kondwuryparmun /etc/
findface-facerouter.py.

# main.py options:

# debug

## debug - debug mode
# detector = !

## detector - Detector to use if client fails to provide normalized face

## (nnd).Use "nnd" if you need to detect faces inm such requests. Empty value
## rejects requests without facel.

# host = !

## host - host to listen
# port

False

18820

## port - port to listen

# sfapi_url = 'http://localhost:18411"'
## sfapi_url - SF-API URL
# version = False

## wversion - print version
# plugin_dir.py options:

# plugin_dir = !

(continues on next page)
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## plugin_dir - Plugin directory for plugin_source='dir'
# abstract_define.py options:

# plugin_source = 'dir'
## plugin_source - Plugin source (dir)

# log.py options:

# log_file_maz_size 100000000
## log_file_maz_size - maz size of log files before rollover

# log_file_num_backups =10
## log_file_num_backups - number of log files to keep
# log_file_prefiz = None

## log_file_prefixz - Path prefiz for log files. Note that if you are running
## multiple tornado processes, log_file_prefiz must be different for each of
## them (e.g. include the port number)

# log_rotate_interval =1

## log_rotate_interval - The interval value of timed rotating
# log_rotate_mode = 'size'

## log_rotate_mode - The mode of rotating files(time or size)
# log_rotate_when = 'midnight’

## log_rotate_when - specify the type of TimedRotatingFileHandler interval other
## options:('S', 'M', 'H', 'D', '"WO'-'W6')

# log_to_stderr = None

## log_to_stderr - Send log output to stderr (colorized if possible). By default
## use stderr if --log_file_prefiz ©s not set and no other logging is

## configured.

# logging = 'info'

## logging - Set the Python log level. If 'mone', tornado won't touch the

## logging configuration.

TTonpzoBaTenbckast HacTpoiika findface-facerouter BBITOHIAETCS C UCIOJL30BAHUEM CJIEIYIONINX TTapa-
METPOB:

Mapametrp | Onucatue

sfapi_url | IP-anpec u mopt cepsepa findface-sf-api.

plugin_dir| Cumcok KaTaJoroB ¢ IUIATMHAMU, OMPEJIEISTIONINMI MPaBUjIa 00paboTKN OOHADYKEHHBIX HA
BUJIEO JIUII.

1.9.3 ®aiin c napameTpamMu yCTaHOBKM

IIpu ycranoske FindFace Security u3 mHcTasisgTopa mapaMeTpbl YCTAHOBKHA aBTOMATHIECKY COXPAHSIIOTCS B
daitn /tmp/<findface-installer-*>.json. Bel MoxKeTe OTpeaKTUPOBATH JAHHBIN (DA U HCIIOIB30BATH
ero ipu ycranoBke FindFace Security #Ha apyrux cepepax, He OTBeYast Ha BOIPOCHI NHCTAJISITOPA TOBTOPHO.

Coset: Ilogpobnas nrdopMalis 06 MHCTAJLIATOPE IPUBEIEHA B pasaene Pa3sepmuleanue U3 KoHCONLH020
UHCMANNAATODE.

Baxkno: Ob6sa3aresnbHo ynaauTe moss * . config, exp_ip u int_ip nepen ycranoskoit FindFace Security na
cepsepe ¢ apyrum [P-agpecom.

1.9. Mpunoxexns 137




FindFace Security, Bbinyck 4.1.2

IIpumep daiisa ¢ napameTpamMu yCTaHOBKU:

{

"findface-security.config": {
"EXTERNAL_ADDRESS": "http://172.20.77.17"
1,
"product": "security",
"ext_ip.bind": "0.0.0.0",
"findface-ntls.config": {
"NTLS_LISTEN": "127.0.0.1:3133",
"NTLS_LISTEN_UI": "127.0.0.1:3185",
"NTLS_LICENSE_DIR": "/opt/ntech/license"
1,

"components": [
"findface-data",
"memcached",
"etcd",

"redis",

"postgresql",
"findface-ntls",
"findface-extraction-api",
"findface-sf-api",
"findface-upload",
"findface-video-manager",
"findface-video-worker",
"findface-security",
"findface-tarantool-server"

1,

"memcached.config": {
"max_memory": 1024,
"listen_host": "127.0.0.1",
"item_size": 16

1},

"findface-video-manager.config": {
"listen": "127.0.0.1:18810",
"master": {

"self_url_http": "127.0.0.1:18811",
"self_url": "127.0.0.1:18811"

1,
"rpc": {
"listen": "127.0.0.1:18811"
1
"ntls": {
"url": "http://127.0.0.1:3185/",
"enabled": false
}
1,
"findface-video-worker.variant": "cpu",
"findface-extraction-api.variant": "cpu",

"ignore_lowmem": true,

"findface-video-worker.config": {
"FKVD_WRK_CAP": "10",
"FKVD_MGR_ADDR": "127.0.0.1:18811",
"FKVD_NTLS_ADDR": "127.0.0.1:3133"

}’

"findface-extraction-api.config": {
"listen": "127.0.0.1:18666",
"extractors": {

(continues on next page)
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"instances": 1,
"models": {
"gender": "",
"face": "face/ifruit_320.cpu.fnk",
"age": "",
"emotions": ""
}
},
"nnd": {
"quality_estimator": true
},
"license_ntls_server": "127.0.0.1:3133"
},
"ext_ip.advertised": "172.20.77.17",
"findface-tarantool-server.config": {
"shard-002": {
"TNT_META_SCHEME": "meta_scheme",
"TNT_LISTEN": "127.0.0.1:33002",
"TNT_FF_LISTEN_IP": "127.0.0.1",
"TNT_EXTRA_LUA": "\ndofile(\"/etc/ffsecurity/tnt_schema.lua\")\n",
"TNT_FF_NTLS": "127.0.0.1:3133",
"TNT_DATA_DIR": "/opt/ntech/var/lib/tarantool/shard-002",
"TNT_FF_LISTEN_PORT": "8102"
}’
"shard-001": {
"TNT_META_SCHEME": "meta_scheme",
"TNT_LISTEN": "127.0.0.1:33001",
"TNT_FF_LISTEN_IP": "127.0.0.1",
"TNT_EXTRA_LUA": "\ndofile(\"/etc/ffsecurity/tnt_schema.lua\")\n",
"TNT_FF_NTLS": "127.0.0.1:3133",
"TNT_DATA_DIR": "/opt/ntech/var/lib/tarantool/shard-001",
"TNT_FF_LISTEN_PORT": "8101"
}
},
"tnt_instances": 2,
"inter_ip.bind": "127.0.0.1",
"type": "stand-alone",
"findface-sf-api.config": {
"listen": "127.0.0.1:18411",
"extraction-api": {
"extraction-api": "http://127.0.0.1:18666"
},
"storage-api": {
"shards": [
{
"master": "http://127.0.0.1:8101/v2/",
"slave": ""
},
{
"master": "http://127.0.0.1:8102/v2/",
"slave": ""
}
]
¥
},

"findface-facerouter.config": {

(continues on next page)
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"plugin_source": "dir",
"port": "18820",
"plugin_dir": "/etc/findface-facerouter-plugins",

"sfapi_url": "http://127.0.0.1:18411",
"host": "127.0.0.1"
}:
"inter_ip.advertised": "127.0.0.1"
}

1.9.4 Mopaenun HelipOHHbIX ceTei

B srom paszzene BbI Haiizere cBOIHYO MHMOPMAINIO IO MOJEISIM HEHPOHHBIX CETEe, CO3JaHHBIM B HAIIEH
sraboparopun u ucnosbdyeMbiM B FindFace Security:

IIpumeuanue: Kouduryparmus s recta npousBogurensroctu na CPU n GPU:
e CPU - Intel®) Core™ i7-5930K CPU @ 3.50GHz x 12
o GPU - GeForce GTX 1080

Baxkno: [lpu uncroii ycraHOBKe GHOMETPHYECKON MOJIEIBIO 10 YMOJIIAHUIO siBjsieTcs ifruit_320.

Mogenb CPU, FPS | GPU, FPS Twn HelipoHHoIli ceTn
face/ifruit 160 TecTupoBanue B mporecce Bromerpus sumna
face/ifruit 320 TecTupoBanue B mporecce

faceattr/age.v1l 14.99 529.35 PacnosnaBanue Bozpacta
faceattr /beard.v0 15.03 532.05 PacnosnaBanue 60poer
faceattr /emotions.vl | 10.99 235.59 PacnioznaBanue smoruit
faceattr/gender.v2 15.01 523.22 Pacnosnasanne mojia
faceattr/glasses3.v0 15.01 529.64 PacnoznaBanne 04KOB

1.9.5 Xpanunnwa pavubix FindFace Security

B atom paspgene:

o Cnucox rparusuuy

o [unepeu buomempuueckoli 6azv. daAHHLT

Cnncok xpaHunuuy,

FindFace Security ucrosb3yer cieyooiire XpaHUIUIa JaHHBIX:

e Buomerpuueckasi 6a3a JaHHBIX Ha OCHOBe Tarantool, B KoTopoil XxpaHsTcs OnmoMeTpuyecKue 0OpasIlbl
(BEKTODPBI IPU3HAKOB) U COOBITUSI UICHTUMUKAIMK JIALL,
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e OcHoBHas 6a3a JIaHHBIX cHCTeMbl Ha ocHOBe PostgreSQL, B KOTOpOIt XpaHsTCs BHYTPEHHUE JTAHHBIE
CHCTEMBI, JIOChe, YUYETHBIE 3AIMCH T10JIb30BaTeNENl U HACTPONKHN KaMep.

e Karajor /var/lib/ffsecurity/uploads, B KOTOPOM XPaHSITCS 3arpy2KeHHbIE B J10Che doTorpaduu,
Buzieodaitinl u apredaxTbl cOObITHI (IIOJIHbIE KAIPbl, MUHUATIOPDI JIUI, ¥ HOPMAJIU30BAHHbIE N300pa-
JKEHHUs] JINIL).

e Karajor /var/lib/ffupload/, B KOTOpOM XPaHATCH TOJIBKO TaKhe apTedaKThl COObITUI, KAK MUHUA~
TIOPBI JIUII.

Fanepen buomerpuyeckoii 6asbl JAHHbIX

B 6uomerpuueckoit 6aze marubIX Ha ocHOBe Tarantool ects 3 rasepeun:
e ffsec_dossier_face: Omomerpuyeckue oOpa3Ilbl, M3BJIeUYeHHBIE U3 (hoTOrpaduii B J0ChE.
e ffsec_events: OmomeTrpudecKme 0OPa3Iibl, N3BJICIECHHDIE U3 JIUIl, OOHAPYKEHHBIX Ha BUJIEO.

e ffsec_monitoring: Gmomerpuveckue oGpasIpl U3 BCEX J0Che B MOHUTOPUHIE (AKTHBHBIX).

1.9.6 Onuun pesepBHOro KoNUpoBaHUsA 0a3bl AAHHbIX

st pe3epBHOrO  KONUPOBaHUsT OMOMETPUYIECKOW 0a3bl JaHHLIX BaM  HMOHAIOOUTHLCS — YTUJIMTA
findface-storage-api-dump. /lanHas yTHIHTa MOKET OBITH 3aIIyIEHA CO CJIEIYIONIUMHU OIIIASIMU:

IIpumeuanue: Ber  moxkere  mafitm 1mompobHYr0 — mHAMOpPMAIUIO 10 HUCIOJb30BAHUIO
findface-storage-api-dump B pa3zzene Pesepsroe Konuposanue U 60CCMAHOBAECHUE TPAHUAUUL OaH-
HOUT .

findface-storage-api-dump --help

Usage of findface-storage-api-dump:

-cache string

Cache type: inmemory, redis or memcache (default "memcache")
-cache-inmemory-size int

Maximum number of items in ARC cache (default 16384)
-cache-memcache-nodes value

Comma-separated list of memcache shards (default 127.0.0.1:11211)
-cache-memcache-timeout duration

Specifies read/write timeout (default 100ms)
-cache-redis-addr string

Host:Port address (default "localhost:6379")
-cache-redis-db int

Database to be selected after connecting to the server.
-cache-redis-network string

Network type, either tcp or unix (default "tcp")
-cache-redis-password string

Optional password. Must match the password specified in the requirepass serverj

—configuration option.

-cache-redis-timeout duration

Specifies dial/read/write timeout (default 5s)
-config string

Path to config file
-config-template

Output config template and exit

(continues on next page)
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-continue-on-errors
Continue on errors instead of exiting
-cpu-profile string
Enable CPU profile and set output file
-extraction-api-extraction-api string
Extraction API address (default "http://127.0.0.1:18666")
-extraction-api-timeouts-connect duration
extraction-api-timeouts-connect (default 5s)
-extraction-api-timeouts-idle-connection duration
extraction-api-timeouts-idle-connection (default 10s)
-extraction-api-timeouts-overall duration
extraction-api-timeouts-overall (default 35s)
-extraction-api-timeouts-response-header duration
extraction-api-timeouts-response-header (default 30s)
-limits-allow-return-facen
Allow returning raw feature vectors to detect responses if 7return_facen=true
-limits-body-image-length int
Maximum length of image supplied in request body (default 33554432)
-limits-deny-networks string
Comma-separated list of subnets that are not allowed to fetch from (default "127.0.0.0/8,
~192.168.0.0/16,10.0.0.0/8,::1/128,fe00::/8")
-limits-url-length int
Maximum supported url length in bytes (default 4096)
-listen string
IP:port to listen on (default ":18411")
-normalized-storage-enabled
Enables normalize saving (default true)
-normalized-storage-s3-access-key string
Access key for the object storage
-normalized-storage-s3-bucket-name string
S3 storage bucket name
-normalized-storage-s3-endpoint string
83 compatible object storage endpoint
-normalized-storage-s3-operation-timeout int
Storage operations (Get,Put,Delete) timeout in seconds (default 30)
-normalized-storage-s3-public-url string
Storage public url
-normalized-storage-s3-region string
Storage region
-normalized-storage-s3-secret-access-key string
Secret key for the object storage
-normalized-storage-s3-secure
If 'true' API requests will be secure (HTTPS), and insecure (HTTP) otherwise (default true)
-normalized-storage-webdav-timeouts-connect duration
normalized-storage-webdav-timeouts-connect (default 5s)
-normalized-storage-webdav-timeouts-idle-connection duration
normalized-storage-webdav-timeouts-idle-connection (default 10s)
-normalized-storage-webdav-timeouts-overall duration
normalized-storage-webdav-timeouts-overall (default 35s)
-normalized-storage-webdav-timeouts-response-header duration
normalized-storage-webdav-timeouts-response-header (default 30s)
-normalized-storage-webdav-upload-url string
webdav storage for normalized, disable normalized if empty string (default "http://127.0.0.
—»1:3333/uploads/")
-normalized_storage string
Normalized storage type: webdav, s3 (default "webdav")

(continues on next page)
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-output-dir string
Output directory (default ".")
-storage-api-max-idle-conns-per-host int
storage-api-max-idle-conns-per-host (default 20)
-storage-api-timeouts-connect duration
storage-api-timeouts-connect (default 5s)
-storage-api-timeouts-idle-connection duration
storage-api-timeouts-idle-connection (default 10s)
-storage-api-timeouts-overall duration
storage-api-timeouts-overall (default 35s)
-storage-api-timeouts-response-header duration
storage-api-timeouts-response-header (default 30s)

1.9.7 Onuuun BoccTaHoBNeHUs Ba3bl AaHHbIX

s BoccTaHOBJIEHUS OMOMETPUYECKON 0a3bl MAHHBIX W3 PE3EPBHON KOIMHU BaM IOHAJOOUTCS YTHUINTA
findface-storage-api-restore. Jlanuass yTuanTa MOXKET ObITH 3aIIYIIEHA CO CJIEAYIONUMHU OIIIIASMMA:

IIpumeuanue: Brr MOXKeTe Haiitu IO/IPOOHY IO MHOOPMAIIIO 1o HUCIIOIb30BAHUIO
findface-storage-api-restore B pazzgene Pezepsnoe KONUPOSAHUE U  BOCCMAHOBACHUE TPAHUAUL
JdarmvLr.

findface-storage-api-restore --help

Usage of findface-storage-api-restore:

-cache string

Cache type: inmemory, redis or memcache (default "memcache")
-cache-inmemory-size int

Maximum number of items in ARC cache (default 16384)
-cache-memcache-nodes value

Comma-separated list of memcache shards (default 127.0.0.1:11211)
-cache-memcache-timeout duration

Specifies read/write timeout (default 100ms)
-cache-redis-addr string

Host:Port address (default "localhost:6379")
-cache-redis-db int

Database to be selected after connecting to the server.
-cache-redis-network string

Network type, either tcp or unix (default "tcp")
-cache-redis-password string

Optional password. Must match the password specified in the requirepass server;

—configuration option.

-cache-redis-timeout duration

Specifies dial/read/write timeout (default 5s)
-config string

Path to config file
-config-template

Output config template and exit
-cpu-profile string

Enable CPU profile and set output file
-dont-create-gallery

Don't create gallery, fail if doesn't exist
-extraction-api-extraction-api string

(continues on next page)
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Extraction API address (default "http://127.0.0.1:18666")
-extraction-api-timeouts-connect duration

extraction-api-timeouts-connect (default 5s)
-extraction-api-timeouts-idle-connection duration

extraction-api-timeouts-idle-connection (default 10s)
-extraction-api-timeouts-overall duration

extraction-api-timeouts-overall (default 35s)
-extraction-api-timeouts-response-header duration

extraction-api-timeouts-response-header (default 30s)
-limits-allow-return-facen

Allow returning raw feature vectors to detect responses if ?return_facen=true
-limits-body-image-length int

Maximum length of image supplied in request body (default 33554432)
-limits-deny-networks string

Comma-separated list of subnets that are not allowed to fetch from (default "127.0.0.0/8,

-—192.168.0.0/16,10.0.0.0/8,::1/128,fe00::/8")

-limits-url-length int

Maximum supported url length in bytes (default 4096)
-listen string

IP:port to listen on (default ":18411")
-normalized-storage-enabled

Enables normalize saving (default true)
-normalized-storage-s3-access-key string

Access key for the object storage
-normalized-storage-s3-bucket-name string

S3 storage bucket name
-normalized-storage-s3-endpoint string

S3 compatible object storage endpoint
-normalized-storage-s3-operation-timeout int

Storage operations (Get,Put,Delete) timeout in seconds (default 30)
-normalized-storage-s3-public-url string

Storage public url
-normalized-storage-s3-region string

Storage region
-normalized-storage-s3-secret-access-key string

Secret key for the object storage
-normalized-storage-s3-secure

If 'true' API requests will be secure (HTTPS), and insecure (HTTP) otherwise (default true)
-normalized-storage-webdav-timeouts-connect duration

normalized-storage-webdav-timeouts-connect (default 5s)
-normalized-storage-webdav-timeouts-idle-connection duration

normalized-storage-webdav-timeouts-idle-connection (default 10s)
-normalized-storage-webdav-timeouts-overall duration

normalized-storage-webdav-timeouts-overall (default 35s)
-normalized-storage-webdav-timeouts-response-header duration

normalized-storage-webdav-timeouts-response-header (default 30s)
-normalized-storage-webdav-upload-url string

webdav storage for normalized, disable normalized if empty string (default "http://127.0.0.

—1:3333/uploads/")

-normalized_storage string

Normalized storage type: webdav, s3 (default "webdav")
-rename string

Ignore dump header and use this string as gallery name
-storage-api-max-idle-conns-per-host int

storage-api-max-idle-conns-per-host (default 20)
-storage-api-timeouts-connect duration

(continues on next page)
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storage-api-timeouts-connect (default 5s)
-storage-api-timeouts-idle-connection duration
storage-api-timeouts-idle-connection (default 10s)
-storage-api-timeouts-overall duration
storage-api-timeouts-overall (default 35s)
-storage-api-timeouts-response-header duration
storage-api-timeouts-response-header (default 30s)
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[naBa 2

PykoBofcTeo onepaTtopa

2.1 Beb-unTtepdeiic

Pabora ¢ FindFace Security swimosasiercss depe3 BeO-uaTepdeiic. st Toro 4robbl oTobOpasuTh BeEH-
nHTEepdeEiic, BBEIUTE €ro ajpec B aJIPECHO CTpOKe Opay3epa U MpoiInTe aBTOPU3AIHIO.

ITpumeuanme: Jlorun u naposb It AaBTOPU3AIUN BBIIAIOTCH & IMIHICTPATOPOM.

Beb-unrepdeiic nmeer ymoOHBIN 1 MHTYUTUBHBIN Tu3aiiH 1 00ECIIEYNBAET JOCTYII K CJIEIYIONUM (DyHKITUSIM:
e ldenmugurauyus no 6a3am daHHbIT .
o lodenmudurayusi Jul 8 PEHCUME PEGNLHOZ0 BPEMEHU.
e Paboma ¢ docve (TOIBKO JUIsI IOJB30BATEJEN ¢ TIpABaMU OIlIEPaTOPA).

o Budeocmena.

2.2 Npentndpunkaums no 6asam gaHHbIX

FindFace Security 1o3BoJisier BbIIOJIHATD HaeHTUMDUKAIMIO ([IOUCK) JIUIL 110 CIELYIOmUM 6a3aM JaHHBIX:
e Basa maHHBIX 0OHADY>KEHHBIX Ha BUeo Jull (BKIaaka Cobvimus).
e Basa mansbix jocke (BRaajka Jocve). ComepKUT 3TATOHHBIE N300PAYKEHHs! JIHIL.

[Touck Jmit BeIONTHsIETCS Ha BKJIaIKe [louck.

B 3Ttoin rnase:
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o Hdenmugurayus auya no 6ase JGHHLLT 0OHAPYAHCEHHBLT AUY,

e lldenmugurayus suna no 6aze dannwvir docve

2.2.1 Npentndmkauymns nuua no base gaHHbIX OOHapPY>XeHHbIX Nu,

FindFace Security 1mo3BoJisier BBINOJIHSITD UIEHTH(MUKAIUIO JIUIA 110 H6a3e JaHHBIX OOHAPYKEHHBIX Ha BUJEO
JINIL.

IIpumeuanue: B unrepdeiice 6a3a MaHHBIX IIPEICTABIEHA CIUCKOM cOObITHil (BKIaaka Cobbimus).

ﬂﬂﬂ I/IJZLeHTI/I(i)I/IKaLII/II/I JINa 110 basze JAHHBIX BBIIIOJTHUTE CJIEIYIOIue ILefICTBI/IHZ

1. Ilepeitmure Ha BKIAIAKY [louck.

Mowck CobbiTia

BEIELE]
I

CEpocHTh QUNLTRLI

2. Ykaxkure Mecto roucka: Cobvimus.
3. BagaiiTe Jnio, KOTOpoe TPedyeTcst HATH, OJHUM U3 CJIELYIOIIUX CIIOCOOOB:
e 3amaB ID coOBITHS ¢ MCKOMBIM JIMIIOM.

e 3aznas ID mocbe ¢ mckombiM urom. Ecan 10oche comepKuT HECKOJIBKO (hoTorpaduii, BeibepuTe Te,
KOTODBIE OY/IyT UCHOJIBL30BAHBI JIJIsT IOUCKA.
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e Barpysus ¢dororpaduto. Pororpacus 6yger orobparkeHa B OJHOMMEHHOM M0Jjie. Eciau Ha doro-
rpaduu IPUCYTCTBYET HECKOJIBKO JINIL, BBIOEPHUTE HYKHOE.

4. Tlo ymosrqaHuio B pe3y/IbTraTax MOUCKA OTOOPAXKAIOTCS JINIA, CTEIEHb CXOXKECTU KOTOPBIX C MCKOMBIM
pasua mian npesbimaer 0.75. Ilpu HeobxomumocTn n3MeHnTE JaHHOE 3HAYEHUE.

5. Ilpy HeOOGXOAMMOCTH YKaXXWTe IPYIILy KaMep U IIepPHOJ BPEMEHU, B TeYeHHe KOTOPOI'O IIPOU3OIILIO
cobnITHE.

6. Buibepure MeTO COPTUPOBKY PE3YJILTATOB IIOUCKA: 110 CTEIIEHU YBEPEHHOCTH aJIrOPUTMA B COBIIAICHIHT
Jun (CTEIeHN CXOXKECTH MEKJLy JIMIAME) WA JaTe.

7. YKa)kKuTe MaKCUMaJIbHOE KOJUYIECTBO COOBITHII B PE3YJIbTATAX ITOMCKA.

8. Haxxkmure ITouck. Pe3ynbrarsl nmoucka 0yayT oroOparkeHbl HuzKe. JIJIst KaxKJI0ro HailJIeHHOro Jiuia Oy 1er
yKa3aHa BEPOSTHOCTH €ro COBIIAJIEHUsI C JIUIIOM Ha, (poTorpadumn.

2.2.2 Npentudmkauyms nuua no base gaHHbIX gocbe

FindFace Security mosBoJsiser BBITOIHATH HUICHTUMDUKAIMIO JIMIA 110 6a3e JAaHHBIX, COJepKallell J10Che ¢
STAJIOHHBIMU U300PAYKEHUSIMHU JIHII,

It naenTudpuKanyuy Juna mo 6a3e JaHHBIX BBIIOJHUTE CJEAYIONe JeHCTBU:

1. IlepeitmuTe Ha BKIAAKY [louck.

Nocbe CoumanbcHbie
—

CBpocHTh GUNLTPBI

2. YkaxkuTe MecTo mnoucka: /focve.
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3. BagaiiTe Jnio, KOTOpoe TPedyeTcsi HANTH, OJHUM U3 CJIELYIONIUX CIIOCOOOB:
e 3amaB ID coOBITHS ¢ MCKOMBIM JIMIIOM.

e 3aznas ID mocbe ¢ mckombiM urom. Ecn ochbe comepKuT HECKOJIBKO (hoTorpaduii, BeIOepuTe Te,
KOTOPBIE OY/IyT UCHOJIBL30BAHBI JIJIs IOUCKA.

e Barpysus ¢dororpaduto. Pororpacus 6yger orobparkeHa B OJIHOMMEHHOM M0Jjie. Eciau Ha doro-
rpaduu IPUCYTCTBYET HECKOJIBKO JINIL, BBIOEPHUTE HYKHOE.

4. Tlo ymosrqanuio B pe3y/IbTraTax MOMCKa OTOOPAXKAIOTCS JINIA, CTEIEHb CXOXKECTU KOTOPBIX C MCKOMBIM
paBua mian upesbimaer 0.75. Ilpu HeobxomumMmocTn n3MeHnTE JaHHOE 3HAYEHUE.

5. Bpibepure MeTON COPTUPOBKHU PEIYITATOB IIONCKA: 110 CTEIIEHN YBEPEHHOCTU AJITOPUTMa B COBIIA/IEHUN
sy (CTEIIEHN CXOXKECTH MEXKJy JIMIAMI) WA JIaTe.

6. YKaxkure MaKCUMAJIbHOE KOJUYECTBO COOLITUN B pe3ysbraTax IMOUuCKa.

7. Haxxwmure ITouck. PesynapraTs moucka 0yayT oToOpaskeHbl Huzke. J1j1st KayK10ro Haifi e HHOrO JTUia Oy/1er
yKa3aHa BEPOSITHOCTDH €ro COBIAJEHUs C JIMIIOM Ha (oTorpacdun.

2.3 NpenTtndpmnkauns nny, B pe>xxmme peanbHOro BpeMeHun

Pesynbrar paboThl cucTEMBI 10 YaCTU WJIEHTUMOUKAINN JIWI, HA BUIEON300PA’KEHUU B PEKUME PEahHO-
ro BpeMeHu oTobOpaxkaercs: Ha BKiagkax Cobwvimus u Inudodv. [loMuMo paboThl ¢ TEKYIMMEU COOBITUSIMUA
uIeHTUDUKAINY, TaHHbIEe BKJIAJIKH TAKXKe MPEJIOCTABJISIOT JOCTYI K HcTOpuu cobbituit. JJaHubiit pasmen
[TOJTHOCTBIO TIOCBsIIEeH pabore ¢ BKJIAAKOH Cobvimus.

CoBet: 9nu300v, TO3BOJISIOT MOJHATH O€30ITACHOCTD HA HOBBIN YPOBEHbB.

Cosert: Ilouck juna B crucke coObITHil 1 6a3e JaHHBIX JOChe C 3TAJOHHBIMU U300PasKeHUsIME JIUIL BBIITOJI-
HsileTcs Ha BKJajake [louck.

Coset: Jlna naenTuduKaum JINI B apXUBHBIX BUIEO cM. Mdenmudurauusa suy 6 opdraiin eudeo.

Baxkno: Bbr Mmoxkere srarowums 36ykosuie yeedomaerus Ijisi COOBITHUH, CBI3aHHBIX C KOHKPETHBIMU CITHAC-
KaMmu Hab/ronenns. B HeKOTOphIX Opay3epax [yt TOro YToObI BOCIIPOU3BOIMIICS 3BYK, BKJIAIKA C COOBITUSIMUI
JIOJIZKHA OCTaBaTHbCs B pokyce. UTOOBI BLIIECJUTH BKJIAJIKY, OTKPOUTE ee W IMeJKHUTE B JIIOOOM MecTe CTpa-
HUIIBI.

B 3T1oin rnase:

[ ] 1[])()(,‘./\40’!”[) cobvrmuti ’LL()(‘,HTTLUJJ.’LL%LL’@UU 6 PEAHCUME PEANBHO20 BPEMEHU

e PacnosnasaHue Hcusvlr AUY U ampu6ym06 AUUQ

[ Ka,pmmma cobvimuA. prmmue cobvLmus
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e Kapmouka cobvimus. Ilouc

2.3.1 TlpocmoTp cobbITHi naeHTUdMKaLMN B peXXumMe peasibHOro BpemMeHu

IIpu obHapy:xeHnN nia B cimcke COOBITHAN BBIBOIUTCS yBEIOMJICHHUE.

e FindFac y CobbiTHA
Mownck

CobbiTua n + [lloaTeepawTs BCe v CTpannua 1 &

Bupeo

a HacTpoukn

VBenoMIIeHnEe COIEPIKUT CIIEAYIONLYI0 HHMOPMAIIUIO:

e Ecim Ha JUI0 OTCYTCTBYET JIOChe: HOPMAJIN30BAHHOE N300parkeHne JINIA, 1aTa U BpeMsl OOHAPYKEeHUA
JIIA, TPyIIa Kamep.

e Eciu ma smmmo 3aBemeHO [0OChe: HOpMAJIM30BaHHOE M300pakeHWe Juila, Gororpadus U3 JI0Chbe, UM
[IEPCOHBI, CTEMEHb CXOXKECTH JIUI, KOMMEHTAPUN U3 JOChE, CIIUCOK JI0Che, JaTa U BpeMsi OOHADYKEHUs
JIUTQ, TPYIIa KaMep.

ITpumeuanme: Cucrema MOxKeT OBITH HACTPOEHA TAKMM OOpPA30M, YTO YBEIOMJICHUS OYIyT BBIBOJMTHCS
TOJIBKO JIJTsI JIUIT C JIOCBE.

Baxkno: [lj1st TOro 9To0b OCTAHOBUTH BBIBOJ, HOBBIX YBEIOMJICHUI, HAKMHUTE HA KHOIKY @ HA,JI, CIILCKOM
CcoObBITHI.

K cobbrtusiv (yBEIOMICHUSIM) B CIIUCKE MOYKHO IIPUMEHHUTD CJICLYIOIUe (DUILTPHI:
e Jlocve: 0oTOOpAYKATH TOJIBKO COOBITHS TIO OIPEIEIEHHOMY JOChE.

o Cnucku nabarodenus: 0ToOpakaTh TOJIBLKO COOBITHS TIO OIPEJIEJIEHHOMY CIIUCKY HADJIIOICHMUS.

IIpumeuanune: Jlns npocMoTrpa TOJBKO JUIl Oe3 COBIAJeHNl B CIIMCKE COOBITUMN, YCTAHOBUTE B (DUJIb-
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Tpe Be3 cosnaderudl.

o Cosnadenus: 0TOGPaZKATH TOJIBKO COOBITHSL C COBIIJICHUEM JInI/6e3 COBIAIECHNUS JIU U BCE COOBITUS.

o [Todmeeporcdeno: 0TOOParKATh TOJIBKO PUHSTHIE,/ HEIIPUHATHIE UJIA BCE COOBITHUSL.

o Kawmepwi: 0TOOPazKaTh TOJIBKO COOBITHS II0 OIIPEIEJIEHHOM KaMepe.

o ['pynnu. Kamep: 0TOOPAXKATH TOJIBKO COOBITHSI IO OIIPEIeJIEHHOM IpyIIe KaMmep.

o Cmapm, Koney: 0ToOpakaThb TOJIBKO COOBITHUS, CJIyIUBIINECH B OIPE/IETEHHBIN I€PUOJ BDEMEHN.

e id: oTOOpa3uThL COOBITHE C OmpeeseHubM 1D.

e FEpisode: orobpa3uTh cOOBITHS U3 3MU30/1a ¢ onpejeaeHHbiM [D.

2.3.2 Pacno3HaBaHue >XMBbIX J1y, U aTpubyTOoB Nnua

B 3aBucumocTn oT HaCTpOEK cHCTEMBI, BBl MOXKETE BHJETH ONEHKY Liveness jmia, a Tak»ke pe3y/bTraT pac-

[TO3HABAHUS aTPUOYTOB JINIA, TAKUX KAK II0JI, BO3PACT, IMOIINN, HAJININE OYKOB U OOPOIHI.

Herekrop kupbix s, (Liveness) B aBTOMATHYECKOM PeXKUME OTINIAET HACTOSIIEE JIUIO OT JIUNA Ha GoTo-
WM BUJIEON300PAKEHUH, TPEJOTBPAIAsT MOIIEHHITIECTBO.

ITpumeuanme: Pesysnbrar Liveness moxker 0biTh null. Tak TpOUCXOMUT, KOTJA JIETEKTOD KUBBIX JIAIL OT-

KJIIOYeH UJIN He MOXKET JOCTOBEPHO OIEHUTH Liveness Ha mpesoCcTaBIeHHOM N300DaKEHIH.

Pe3yJIbTaT pacrio3HaBaHUA anI/I6yTOB JIMIa BO3BPpalla€TCd B CJACIYIOIIEM (bopMaTe:

AtpubyT | @opmat pesynbtaTta Mpumep

nmua

Bos- ATpubyT: BO3paCT: IUCIIO JIeT BO3pact: 33

pacr

[Ton Pesynbrar: Myxcro#t/xemckuit (aTpubyT: mOJ): YBEPEHHOCTDb AJATOPUTMA B Pe- | XKEHCKHIA
3yJIbTaTE (moa): 0.95

Omonuu | Pesynbrar: 3mocTs/oTBpamerne/cTpax/c4acTbe/rpycTh/yausnenue (arpu- | cyacrbe (Mo-
OyT: MOIUK): YBEPEHHOCTh AJITOPUTMA B PE3YJIbTATE mmn): 0.99

Oukn Pesynbrar: mepunusckue/ contednse/HeT (aTpubyT: OYKY): YBEPEHHOCTD ajl- | HET  (OYKH):
TOPUTMa B pe3yibTaTe 0.87

Bopona | Pesyabrar: 6opozma/mer (arpubyT: 60pozma): YBEPEHHOCTH aJropur™a B pe- | Her (6opoja):
3yJIbTaTe 0.91
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CobbiTua
Coenano: 3, B

CTpaHu1ua 1

COTPYLHMKW &

Groug

Crpannua 1

IIpu HEOOXOAMMOCTH BBITIOMHATE (DUIBTPAITUIO COOBITHI IO aTpUOyTaM JINI, OTOOPA3UTE TOJHKO YKUBBIE JIV-
12/ HONBITKY CIyUHTa.

NHe4yHee

CBpocuTh GMUNLTPLI
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2.3.3 Kaprtouka cobbiTus. MNMpuHaTue cobbitus

st TOoro 9To6B! IEpedTH B KAPTOUKY COOBITUS U3 CIIUCKA COOBITHIA, IIEJIKHATE B YBEJOMJICHHUN [0 PE3YJIBTATY
pacnosuaBanus (Hem coenaderudi WM UMs U3 JI0ChE).

Kaprouka comep:kuT Ty ke MHPOPMAIIIO, YTO U Y6eJOMACHUE, & TAKIKe IPEI0CTABIACT BOSMOKHOCTD IIPH-
HATH cobObITHE. J[JIsT TOro 4TobhI 3TO cAeNaTh, MocTaBbre (haxkok Ilodmeepotcdenue cobvimus. Haxxkvure Ha
kuotky Coxpanumao.

HenpuHATLIE

Hasag

Cosert: Eciin Ha 00HApYyKEHHOE JINIIO 3aBEJIEHO J0Che, B HENO MOYKHO IT€PeNTH, MEJIKHYB 110 UMEHH I1ePCOHbI
B KapTOYKE COOBITHS.

v

Cosert: [lg TOoro 9r00BI IPUHATD BCE COOBITHS, HAKMUTE HA KHOIKY HaJI CIIUCKOM COOBITHIA.

HpI/IMeanne: HpI/IHHTI/Ie COOBITUST MOXKET OBITh aBTOMaTU3UPOBAHO JJIA BbI6paHHbIX CIIICKOB Ha6.HIO‘HeHI/ISI.

2.3.4 Kaptouka cobbiTusa. MNMouck nuua

FindFace Security mosBosisier uckarh obHApyKeHHBIE JUla B 6a3e JaHHBIX OOHAPYKEHHBIX JIMIl U B Ha3e
JIAHHBIX JIOChE C STAJOHHBIMU N300parkeHusMu Jiull. [11s1 iepexoia Ha BKJIAJIKY [TOMCKA U3 KAPTOIKU COOBITHS
naxxkmure Cobvimusa u ocwe.
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CobbiTus

07

CmM.Tak>xke:

o lldenmugurayus no 6azam daHHbLT .

2.4 Snu3oabl coObITUIA

PesympraTr paboThl cucTeMbl MO YACTU WACHTHMDUKAIUN JIUIT HA BUICON300PaKEHUU B PEKUME PEATHHO-
ro BpeMmeHu orobpazkaercs Ha BkJIankax Cobvomusa u Inuszode.. Ilomumo paboThl ¢ TEKYIIUMU COOBITHSIMU
UJIEHTU(DUKAIINY, JTaHHbIE BKJIAJKUA TaKXKe IMPEIOCTABJIAIOT JOCTYII K McTOpuu coObiTuit. JlaHHBIN pasmen
MMOJTHOCTBIO TOCBSIIEH padboTe ¢ BKIAAIKON Inusodul.

CmMm.Tak>xke:
o ldenmugurayus sul, 8 PEXHCUME PEGNLHOZ0 BPEMEHU
e Hacmpotixa snusodos

Duu3o1 — 9T0 HAOOP COOBITHI UACHTUMUKAINY, B KOTOPHIX (DUTYPUPYIOT JIUIA OJHOTO M TOTO K€ IeJIOBEKa,
OoOHApYKEHHBIE B TEUYEHUE OIPEEJEHHOTO Meproja BpeMmeHnu. [1ockoabKy cobbiTusi Ha BKJajke Cobvimus
0TOOPAKAIOTCS B TMIPOU3BOJIHLHOM TOPSIKE, 00PabOTKa OOJIBIIION0 KOJUIECTBA PA3ZHOPOIHBIX COOBITHI MOYKET
OBITH JIEJIOM 3ATPYIHUTEIbHBIM U He(deKTuBHBIM. OyHKIINsT DU30/IbI ITO3BOJISIET aBTOMATAYECKU 00'be 1~
HSITh BXOJIsIIFe COOBITHS Ha OCHOBE BPEMEHH OOHApPYKEHUsI U CXOXKECTHU JIUIl. DTO ITO3BOJISIET C JIEFKOCTHIO
06pabaThIBATL PA3HOPOIHBIE COOBITHS JTaKe B OOJIBINNX KOJTHIECCTBAX.

Coset: Ilouck iuma B crucke coObITHit U 6a3e JaHHBIX JOChe C ITATOHHBIMUA N300PAKEHUSIMY JIUIT BHITTOJI-
HsileTcs Ha BKJajke [louck.

Coset: g naenTuduKaInym JINI B ApXUBHBIX BUIEO cM. Mdenmudurauusa suy 6 opdraiin eudeo.
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B atoir rnase:

e [Ipocmomp smu3odos

[ prmmue cobvimus u anu30da

o Duavmpayus cobvimuti no ID snusoda

2.4.1 lNpocmoTp ann3oaos

D306l OBIBAIOT JIBYX THUIIOB:
e LIVE: OTKpBITHII HA JAHHBIM MOMEHT 3MU30[I, B KOTOPBI MOT'YT J100aBJIEHBI HOBBIE COOBITHS.
e 3aKpBITHI: 3aKPBITHIN MMU30/1, 100ABIEHUE COOBITUN HEBO3ZMOXKHO.

Crucok 31u30/10B ¢ (pUJIbTpaMy U CTATUCTUKON 0TOOparkaeTcst Ha BKIaJIKe Inu3odv. CobbITHE OOHADYKEHUS
Jiatia ubo pobasiisiercs B cymectByromumii LIVE-snuzom, mubo nHUIMupyer co3manune HOBOro snu3oja. Kax-
JIOMY STHM30/ly pUCBauBaeTcs id, KOTOPBIA BIOCIEICTBUNA MOYKHO HCIIOJIB30BATH JIJIsl (DUIIHTPAIUN COOBITHIA
7 3IA30/0B.

CTpahuua 1 &
3nu3onbl
Ka

BupeocteHa

* HacTpoliku
@ lie Root

K smmsomam B cimcke MOXKHO MPUMEHUTD CJIEIYIONINE (PUIBTPHI:
e Jlocve: 0oTOOpazKaTh TOJBKO SIHU30/IbI TI0 OPEICTIEHHOMY T0ChE.

o Cnucku nabarwdenus: 0TOOPaAXKATH TOJIBKO IMMI30/IbI IO ONPEIEIEHHOMY CITUCKY HAOJIIO/IEHUS.

IIpumeuanme: [l mpocMoTpa TOTBKO JiI 6€3 COBIAIEHNN B CIUCKE SMU30/I0B, YCTAHOBUTE B (DUJTH-
Tpe Be3 cosnadenudl.

o Cosnadenus: 0TOOPAZKATH TOJIBKO IMU30BI C COBIAJIEHUEM JIHI/6e3 COBIAIECHUS JIUI WU BCE IIU30/IBL.
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ITodmeeporcderio: 0TOBPazKAaTh TOJBKO IIPUHSTHIE /HEIPUHATHIE U BCE STU30/IbL.

o Kamepoi: 0TOOpazkaTh TOJBKO SMU30/bI [0 OIIPEIEIEHHOI KaMepe.

e ['pynnuv, xKamep: oTOOparKaTh TOJHKO SMU30IBI IO ONPEICIEHHON TPYIITe KaMep.

o Cmapm, Korey: orobparkaTh TOJIBKO SIU30bI, CJIyYUBIINECT B ONPEIEIEHHBIN I€PUOJl BPEMEHHN.
e id: oToOpa3uUTh MU0 ¢ onpeaeseHHbIM [D.

Bl Takke MoxKeTe 0ThUIBTPOBATH S1U30/bI 110 Liveness u arpubyTraM Jmia (ecjii 370 IPUMEHUMO K Bariei
cucTeMe).

st mpocMoTpa coBBITHIA IIeJIKHUTE [0 HY?KHOMY IHM30/y B clucke. Bol Gyjiere meperpaBjieHbl Ha BKIIAJIKY
Cobvimus ¢ coorBercrBytomuM 1D snuzona B duibrpe Snusod:

CTpaHuua1 &

Her coenaneHui

Unmatched

BupeocteHa

Her aneHNH

Unmatched

aneHui

Pabora ¢ Briajgkoit Cobwmus onmcana B pazuese Hdenmudurayus AUl 6 PERHCUME DEANOHO20 BPEMEHU.

2.4.2 TlpuHAaTue cobbITNA 1 3Nu3oaa

st Toro 9To0BI MOATBEPINTD SMU30J, MEJIUKOM, HakMuTe Henpunamoie B CIUCKe 3MU30/10B. B pe3yibrare
BCE COOBITHS B 3MU30/i€ OYIYyT aBTOMATUIECKHU MMOJATBEPKIEHDI, BK/IIOUAs COOBITHs, KOTOPBIE ele He 100aB-
sensl (B ciayuae smusona LIVE).
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3Jnu3oabl

CrpaHmua 1 &

#3168

14114 - [EIVE

HenpuHATbIE

SHI/ISO,H TaK2Ke aBTOMaTHUYIECKHU ITOJATBEP2KIaeTCd, €CJIN BbI IIPDUHAJIN BCE COOBITHS 110 OTJCJIbHOCTH.

2.4.3 ®unbrpayusn cobbiTuin no ID anusoaa

s Toro urobsr 0T06pasuTh cobbiTus mo 1D smm3oma, ucnosb3yiite GuiabTp id Ha BKIAIKE INu3odsv, Win
buisrp ID snusoda na BrIagke Cobvimus.

2.5 Pabora c gocbe

FindFace Security mospoJisier co3zaBarh JI0Che Ha WHTEPECYIOIIUX JIUIl, COJEpIKallee OJIHY UJIA HECKOJIBKO
dororpadmuit. locke Kaaccudunupyercs Mo MPUHAJJIEXKHOCTH K TOMY WJIM WHOMY CIHACKY HaOJIIOJIEHUS.

B atom paspene:

o (osdanue docve

e [Ipocmomp docve u3 cnucka Haba0deHUs

2.5.1 Co3pgaHune gocbe

Jis co3maHus 0Che BBITIOJHATE CJIEIYIONMNe AeCTBUS:
1. B Beb-unrepdeiice mepeiiaure Ha BKIAIAKY /ocve.

2. Haxxmure +.
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Nocbe

AKTMBHbIE:

5 aTax: COTPYLHUKK

3. Hobasbre oHy mim HeCKOIBKO (oTorpaduit u BBeauTe MMs deoBeka. [Ipu HeobxomumocTu m006aBbTe
KOMMEHTAPHUIi.

Baxkno: Jluno na dororpadun J0KHO OBITH HAJIEXKAIIEN0 KadecTBa, T. €. B OJIM3KOM K aHdac

nojioxkennu. 1Ipu HecoorBeTcTBUM hboTOrpadun JaHHOMY TPEOOBAHUIO OYIET BBIBEIEHO COOOIIEHUE C
OIIMCAHUEM OITHOKH.
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Co3spaTb oocbe
MNakeTHyto 3ary

THHIK OTeL

KpacHui cnucok &

w| AKTHEH

CoxpaHWTh

4. 13 packpsiBatorerocst cruucka Cnucku Habatodenus BbIOEpUTE CIHHUCOK (MM HECKOJBKO CIIUCKOB, II0
ouepejin), B KOTOPBIi ciieyer jg00aBUTh J0ChE.
IIpumeuanue: Ecan oy oauH CIHUCOK HAOIIOAEHUST HE MOIXOMUT, c030aUme HOBBI WU MOIMPOCUTE
aJMUHUCTPATOPA CIeJIaTh 3TO.

5. Y6enurech, 9yTo nocrasiieH gpiaxkok Axmuenoe. Eciu 1oche HeaKTUBHO, OHO He OyIeT MCIIOIb30BAThHCS
I udenHmudukauul Auya B pesKIMe PeaibHOIO BPEMEHHU.

6. Haxxmure Coxparumo.
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2.5.2 lMNMpocmoTp aocbe u3 cnucka HabnoaeHus

Bce cozmannbie B FindFace Security mocke orobparkarorcs Ha Braanke /focve. cnonbsyiite bunbsrp Cnucku
HaOA00eHUA, ITOOBI OT(UIBTPOBATE JIOChE IO CITUCKAM.

2.6 BupgeocteHa

B FindFace Security BcTpoen 6a30Bbiii (pyHKIIMOHA BUieoHaO 1I01eHus. VICII0/IB3yiiTe BUIEOCTEHY JJIsi OTOD-
paXKeHusi BUJIEO C KaMep U BUIe0(MALIOB.

Buneocrena mMoxeT paforarh B ABYX pekuMax (110 4 PACKJIAIKU B KAXKJIOM):
® BUJICOTPAHCJISAIINSI,
® BUJIEOTPAHCJISIIIUSL C J€TEKTUPOBAHUEM JINII U JIEHTOM SIIU30/I0B.

st oroOpaXkeHusi Ha BUJIEOCTEHE BUI€OM300PAKEHNUsI BBIIIOJHUATE CJIEIYIOIINe IeCTBUs:
1. Tepeiiaure Ha BKAaJIKY Budeocmena.

2. Bribepure pekum pabOTHI BUIEOCTEHBI U PACKJIAJIKY KaMep.

Komnotoeka

BupeocTteHa TONHO3KPaHHbIA pexiM [

11-12-2019 13:28:52

Kamepsi

#292
15:29 - [LIVE

PUNLTREI

3. HepeTaH_LI/ITe Ha BUJICOCTEHY BI)I6paHHI)Ie KaMephbI.

Bor Mmoxkere paborarh ¢ JEHTOI 3MU300B HA BHIEOCTEHE N0 GHAA02UL C BKIATKONR INnu3odvl, BKIOUA CJe-

JAYIOIIUE OCHOBHbBIE (DUIIBTPHI:
o Cnucku nabarodenus
o (Cosnadenua.

e [lodmeepoicdeno.
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2.7 MobunbHbiii Beb-nHTepdeiic

s paborsr ¢ FindFace Security Tak:ke MOXKHO UCIOJIH30BATH YIIPOIMIEHHYIO MOOMIBHYIO BEPCUIO CUCTEMBI.
Mobunbroe npuiioxkenue FindFace Security mocrasisiercs: o 3ampocy s Android.

B nputoxkenun BeesuTe cBoii jorud u nmaposib FindFace Security, a Takxke ajpec cepepa FindFace Security
U OpOHANTE aBTOPU3AIUIO.

16:43 @ + ¥

FindFace Security

Login
admin

Password

Url
http://172.20.77.58

LOGIN

Mobububrit BeG-uHTEpdEiic nMeeT yIOOHBI U MHTYUTUBHBIN IU3aifH 1 00ecednBaeT JOCTYII K CJIELYFOIIM

byHKIMAM:
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e Ilouck Jsui B 6a3ax JaHHBIX.

16:35 @ + 2 22 il & (@ 65%
= Search
Search in:
EVENTS DOSSIERS SOCIAL NETWORKS
Source:
X

Event Id:

Threshold: L) 52%

Limit:

10 50 m 200

CLEAR SEARCH

o M nenrtudukarus auir mo 6a3aM JAHHBIX B PEXKUME peaJbHOr0 BPpeMeHN

Baxkno: [Ijs Toro 94rodbl B MOOMJIBHON BepCHU MOJyYaTh COObITHS B (hopMmaTe push-omosemnienuii,
JIJIS COOTBETCTBYIOIIErO CIUCKA HAOIIONEHIST HyKHO IIOCTaBUTh (bJiaxkKu 1 pebosamv nodmesepircierue
cobvimus n Brarowums 3eyrosoe onosewenue (depe3 nmoaHodopMaTHbIi BeG-uHTEpdEiic).
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16:35 @ + ¥

= Events ¥/°°

e PaboTa c j10che Ha IIepCOHYy.

22O il = (=B 65%

Y

7 Minutes
16:28:13
2018-10-05

caml
(cams)

8 Minutes
16:27:07
2018-10-05

testssstsss0000
(cams)
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16:33 0 + < 322 © il = (W 65%

<« Edit Dossier Y 4

Photos +

Name: Sample

Comment: Comment

Watch lists:
allow v
Active: o

UPDATE

Pabora ¢ mamabiME DYHKIMAME aHAJOTUYHA TOJTHOMDOPMATHON BEPCUU.

Baxkno: lna moctyna B Hacmpotixu, Bam orpebyercst BBectu PIN-kom, mo ymosdanuio 1234.
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PykoBofcTBO no nHTerpauny

Jannas riaBa mocBsiiena Bo3MoxkuocTsaM naTerpanun ¢ FindFace Security. s waTerpanuu cBoeit cucremsr
ncnonbsyiite HT'TP API, Beb-xyku u marunbl. Tak:ke oOparuTe BHUMAHHAE HA CIIMCOK HAINUX I'OTOBBIX
UHTerpaluii ¢ napTHepaMu.

3.1 HTTP API

TTonpobuast unrepakrupnas jgokymentarus HTTP API FindFace Security jpocrynua mocje yCTaHOBKH 1O
anpecy http://<ffsecurity_ip:port>/api-docs. Uzyuaiire u mpobyiire.

Cosert: JloKyMeHTaIMIO TaK»Ke MOXKHO HaiiTu B BeO-uHTEp(eiice, mepeiijis B MeHIO 110 myHKTaMm Hacmpotiku
-> Jokymenmayus APL
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& FindFace Security API doc

Internal APl documentation

[ Base URL: 172.17.46.22/ ]

Iswagger,json

Authentication

All APl methods require a simple token-based HTTP Autt 1. In order to aL you should put word "Token" and a key into the Authorization HTTP header, separated by a whitespace:
"Authorization: Token be94403fb59¢3( 7eal1f20e018bef3: 10e0 1a3"

All requests that fail to provide a valid authentication token will result in a HTTP 401 Unauthorized response.

Parameters Format
There are two ways to pass parameters to the APl methods:

. licationfjson: are by a JSON contained in the body.
« multipart/form-data: parameters are encoded into separate parts. This way supports uploading a photo image file in the same request.

Additional Information
Standard extraction limits:

« Image formats: JPEG, PNG, WEBP
« Maximum photo file size: 10 MB
« Maximum photo resolution: 6000 pixels on the biggest side
+ Minimal size of a face: 50x50 pixels
Check /ete/linaface-extraction-api.ini for custom definition

Contact the developer

Schemes

System Preferences
auth >

3.2 Bebxykn

Bui mozkere Hacrpouts FindFace Security st aBromMaTuyeckoil OTIIpaBKK YBeIOMJIEHUI 00 OIpejeleHHbIX
cobbiTuax Ha 3aganublit URL-agpec. st atoro coszjaiite n HacTpoiite BeOXyK. IIpn HacTyIIeHUN HYKHOTO
cobnitust FindFace Security ornpasur HTTP-3anpoc na URL-azpec, yka3anHblil B HACTPOKax BeOXyKa.

Bebxykn MOXKHO HMCIOJIB30BATD JIJTsI PEIeHnsi PA3HOOOPA3HBIX 3324, HAIIPUMED, /I YBEIOMJIICHHUS MOJIb30-
BaTesisd 00 ONpeiesIEHHOM COOBITHH, BBI30BA OIIPEIEJIEHHBIX JEHCTBHUIl Ha II€JIEBOM BeO-caiiTe, IPHU PeNIeHnn
3a/1a9 OE30I1aCHOCTH, TAKUX KaK Y/AJIEHHOE aBTOMATHYECKOe yIIPABJIEHUE JOCTYIIOM U JIp.

B atom pasgene:

e Hacmpotixa sebxyka

e Kax pabomaem eebxyx

3.2.1 Hactpoiika Bebxyka

Baxkno: /[ljis coznanns BeOXyka HEOOXOAMMBI IIPAaBa aJIMIHIUCTPATOPA.

IIpumevanue: Jljist TOro 4TOOBI UCIOIB30BATH BEOXYKH, 00sI3aTEIHHO YKAKUATE 110 KpaiiHeit Mepe ol u3
napamMeTpoB SERVICE_EXTERNAL_ADDRESS/EXTERNAL_ADDRESS B (daire /etc/ffsecurity/config.py.

s co3manns BeOXyKa BBITOJHUTE CJIEIYIOIINE TeHCTBIA:
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1. Tlepetinure Ha BKIaAKY Hacmpotixu. Beibepure Bebxyku.

2. Haxxkmure +.

ﬂ HacTpoiiku

3. BBemure umsa BeOXyKa.

HacTtpovku Bebxykun

OcHOBHbIE

BHeLlHWIA BMA,

eHTauma
eHTauma API

Bebxyku

3.2. Bebxykn
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Co3pgatb BebDXyK

wf AKTUBHLIN

CoXpaHWTh Hazap

4. Ykaxunre ajjpec, Ha KOTOPBIl OYIyT OTIPABJISATHCHA OIIOBEIIEHUA.

5. FindFace Security 6ymer aBTOMaTndecKu OTIIPABJISITH OIOBEIIEHUsI O COOBITHSAX, YIOBJIETBOPSIIOIIIX
3aJIaHHBIM (pubTpaM. OUIbTPOBATH COOBITHSI MOYXKHO II0 CJIEIYIONIAM MapaMeTpaM:

e camera_group_in: id rpynnsl kamep, TUCIIO.
e matched_dossier_in: id coBmaBmiero mochbe, 9uco.
e matched: craryc cOOBITUSI COBIaZeHNE (true W false)7 JIOTUTYIECKHIA.

e camera_in: id KaMepbl, YUCJIO.

Baxkno: HcmombayiiTe TONBKO GUABTPHI, COOTBETCTBYIOIINE TIeIn TTOncKa. s BRIKTIoUeHns PUabTpa
ynamure ero u3 Bebxyka. He ocrasmsiire dunbrp myctsim ([1), mockonbky B 3TOM ciyuae briibTp
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BEpHET IIyCTOHU pe3ysibTarT.

IIpumeuanne: [l nomydenus omoBerennit 000 BCEX COBIAICHUAX C JIOChe IepeaiiTe CKOOKu Oe3
BJIOXKEHHBIX (DUIIBTPOB:

{3

IIpumeuanue: 3a uckiodenneM matched, mjs Kazkaoro puIbTpa MOXKHO 3a8JaTh HECKOJIBKO 3HaUE-
Huii. B aToM ciydae BeOXyK OylieT aKTMBHPOBATHCS IIPU COBIIAJIEHUN OJHOTO U3 3HavdeHuit puabrpa. B
IpuMepe HUXKe BbI Oy/IeTe OMOBEIeHbI O COOBITUN ¢ TPYIIBI KaMep 1 mian 3, ecan COBITaao moche ¢ id
12 nam 25.

"camera_group_in": [1, 3],
"matched_dossier_in": [12,25]
}

6. ITocrasbre duraxkok Axmuenoii.

7. Haxxmure Coxparumo.

3.2.2 Kak paboTaeTt Bebxyk

s rectupoBanus paboThl BeOXyKa MOXKHO HCIIOJIB30BATH CJIELYIONINi TpoCcToil Beb-cepBep Ha Python, obec-
MIEYMBAIOIIII 3aXBAT OTIPABJICHHBIX BEOXYKOM OITOBENIEHUIA O COOBITUSIX:

from pprint import pprint
from aiohttp import web

async def handle(request):
pprint (await request.json())
return web.Response(status=200)

app = web.Application()
# for aiohttp v 3.z
# app.add_routes([web.post('/', handle)])

# for aiohttp v 2.z
app.router.add_post('/', handle)

web.run_app(app, port=8888)

Ecmu nna BeOxyka He 3a7aHO HE OIHOTO (PUJIBTPA, JAHHBIN BeO-cepBep OyleT MOJIYyYATh OMOBEIIEHUS O
KaXKJIOM IIPOU3OIIEIeM B cucreMe coobiTuu. OMOBENeHns OTIIPABIISIIOTCS B CJIeIyIoneM dhopmMare:

======== Running on http://0.0.0.0:8888 ========
(Press CTRL+C to quit)
[{'acknowledged': True,

'acknowledged_by': None,

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

'acknowledged_date': '2019-04-09T12:29:23Z"',
'acknowledged_reaction': None,
'camera': 2,
'confidence': 0.9098,
'created_date': '2019-04-09T12:29:23Z',
'face': 'http://172.20.77.17/uploads/2019/04/09/event/1229556_face_aT3ZZh.jpg',
'features': {'age': None,
'beard': None,
'emotions': None,
'gender': None,
'glasses': None,
'liveness': None},
'frame': 'http://172.20.77.17/uploads/2019/04/09/event/122955_image_3msdHH. jpg',
'frame_coords_bottom': 981,
'frame_coords_left': 1630,
'frame_coords_right': 1911,
'frame_coords_top': 701,
'id': '4173669353687265180"',
'looks_like_confidence': None,
'matched': True,
'matched_dossier': 1,
'matched_face': '4173665826982243136"',
'matched_lists': [1],
'normalized_photo': 'http://172.20.77.17/uploads/2019/04/09/event/122955_face0_E638aW.png',
'quality': -0.000158,
'scores': {'direction_score': -2.62964,
'frame_no': 800,
'score': -0.000158435,
'tracking_duration': 34000}}]

s mpocmotpa craryca ormpaBku Bebxyka B FindFace Security, BbIIOJIHUTE CIIEIYIOIIYI0 KOMAHILY:

sudo journalctl -u findface-security.service | grep 'WebhookUpdaterService'

OTBert B cny4yae ycnexa:

Jan 24 14:08:49 ffsec4 ffsecurity[25316]: INFO [WebhookUpdaterService] [SC:PcQr6bjA-
—VW:beabc7b5] Webhook updater got event 4240944471810639375

Jan 24 14:08:49 ffsec4 ffsecurity[25316]: INFO [WebhookUpdaterService] [SC:PcQr6bjA-
—VW:beabc7b5] Event 4240944471810639375 enqueued for webhook 1 (1 items in queue)

Jan 24 14:08:49 ffsec4d ffsecurity[25316]: INFO [WebhookUpdaterService:1] <queue: 0> Received
—1 events from queue: ['4240944471810639375']

Jan 24 14:08:50 ffsec4 ffsecurity[25316]: INFO [WebhookUpdaterService:1] <queue: 0>
—Attempting to send 1 events

Jan 24 14:08:50 ffsec4 ffsecurity[25316]: INFO [WebhookUpdaterService:1] <queue: 0> Sent 1,

—events: ['4240944471810639375"']

OTBert, ecnun nonbiTka Oblna HeyaauHO:

Jan 24 14:09:02 ffsec4 ffsecurity[25316]: INFO [WebhookUpdaterService] [SC:TS1JfH1U-
—VW:107b37da] Webhook updater got event 4240944506705010458
Jan 24 14:09:02 ffsec4 ffsecurity[25316]: INFO [WebhookUpdaterService] [SC:TS1JfH1U-

—VW:107b37da] Event 4240944506705010458 enqueued for webhook 1 (1 items in queue)

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

Jan 24 14:09:02 ffsec4 ffsecurity[25316]: INFO [WebhookUpdaterService:1] <queue: 0> Received
—1 events from queue: ['4240944506705010458']

Jan 24 14:09:02 ffsec4 ffsecurity[25316]: WARNING [WebhookUpdaterService:1] <queue: 0> Backing,
—o0ff for 0.270 seconds after failure: ClientConnectorError(111, 'Connection refused')

Jan 24 14:09:03 ffsec4d ffsecurity[25316]: WARNING [WebhookUpdaterService:1] <queue: 0> Backing,
—off for 0.729 seconds after failure: ClientConnectorError(111, 'Connection refused')

Jan 24 14:09:03 ffsec4 ffsecurity[25316]: WARNING [WebhookUpdaterService:1] <queue: 0> Backing,
—off for 1.968 seconds after failure: ClientConnectorError(111, 'Connection refused')

3.3 WHTerpayun c naptHepamu

3.3.1 Genetec Security Center

WNurerpanus FindFace Security ¢ mporpammusimM komiiekcom Genetec Security Center ozsosisier 106aBiasTh
GbyHKIMOHAJ PaCIIO3HABAHUS JIUI B CUCTEMbI Oe3onacHocTu Ha H6ase Genetec.

Hacrpoiika nHterpayun

WNurerpanusa ¢ Genetec Security Center peasmsyercss depes mrarnt findface-genetec. Ilo ymosrganuio
IUTATMH aKTUBEH U Ha maHen HaBuranuu FindFace Security ects Britajka Genetec.

ITpumeuanue: Ecium sro we tak B FindFace Security, orkpoiire daiin korudurypanun findface-security
U [IPOBEPBTE, €CTh JIN B HEM akTuBHasg cTpoka INSTALLED_APPS.append(‘ffsecurity_genetec’). Takxe
ybeuTech, 94TO 10 KpaiiHeil Mepe OJMH U3 CJIeIYIONX napamMeTpos 3aan: SERVICE_EXTERNAL_ADDRESS ujiu
EXTERNAL_ADDRESS.

sudo vi /etc/ffsecurity/config.py

# SERVICE_EXTERNAL_ADDRESS prioritized for webhooks and genetec
SERVICE_EXTERNAL_ADDRESS = 'http://localhost'’
EXTERNAL_ADDRESS = 'http://127.0.0.1"'

FFSECURITY_UI_CONFIG = {

"event": {
"features": {
"f_gender_class": ["male", "female"],
"age": {
"f_age_gte": "",
"f_age_lte": ""
3,
"f_emotions_class": ["angry", "disgust", "fear", "happy", "sad", "surprise"],
"f_glasses_class": ["none", "eye", "sun"],
"f_beard_class": ["none", "beard"],
"f liveness_class": ["real", "fake"],
}
}

# integration plugins
INSTALLED_APPS.append('ffsecurity_genetec‘) # remove or comment out this line to disable
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Ilepen macrpoiikoii muTerpamum na croporne FindFace Security passephure mnporpammboe obecriedeHne
Genetec Web SDK u Media Gateway u cosnaiite B Genetec Security Center omosemenne Alarm, KoTopoe
6yner orobpaxkarbcs npu nactyiernu B FindFace Security cobbitust pacmo3naBanus Juia.

Baxxkno: /g Toro urobn unrerpanus Genetec-FindFace paborasa, BaM Takzke IOHAI006UTCsS puobpe-
CTH COOTBETCTBYIOILYIO jmnen3uio y Genetec (Homep 1o karasory junensuii GSC-1SDK-Ntech-FindFace) u
axkTuBHpoBaTh ee B Genetec Security Center.

Purchase order

Part # Description Guantity

GSC-5.8 Yersion 5.8 1

GSC Omnicast Enterprise Package which includes: Archiving and Auxiliary Archiving support, Media Router, Audio, Remote
Security Desk, Camera Sequences, Camera Blocking, Camera Dewarping, Hardware Matrix Support, Time Zone, Edge
recording and trickling, Keyboard and Joystick Support, Max. 300 cameras per Archiver / 100 cameras on the Directory
maching

Genetec Security Center (GSC) Base Package - Yersion 5.8 which includes: 1 Directory, 5 Security Desk client connections
(incl. Web Client), Plan Manager Basic, Alarm Manage ment, Advanced Reporting, System Partitioning, Zone Monitoring,
10 Modules Support, Email Support, Macros Support (actual macro

GSC-
Base-5.8

GSC-Om- 1 camera connection

E-1C

GSC- One (1) Genetec Security Mobile app connection Supported only with GSC Mobile
1MobileU . ' ' " B v B
GSC-
15DK-
Mtech-
FindFace

One (1) Genetec SDK connection for Mtech with FindFace

B atoii rnase:

e Hacmpotixa Genetec Web SDK u Media Gateway

Cozdanue onosewenus ¢ Genetec Security Center
e Hacmpotixa mouex docmyna 6 FindFace Security
o Hmnopm xamep us Genetec Security Center

o (Cosdanue cnuckos nabarodernus u docve 6 FindFace Security

Hacrtpoiika Genetec Web SDK n Media Gateway

st Toro urobsl paseepayTh Web SDK, ucnosbsyiite IIO Genetec Config Tool. [lerasau mHacrpoiiku mpu-
BeleHbl B O(DUIUAJILHON CIpaBodHOil moKyMmenTauuu Security Center Administrator Guide -> Chapter 52:
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Role Types -> Web-based SDK configuration tabs.

' System B Video Alarms

® General settings * Roles

il Schedules @1 Scheduled tasks

% Macros Output behaviars

hd m

Identity | Properties

B Health Monitor
Map Manager
® Media Gateway
—T Media Router

Port:

'one Manager

=4 Addanentity 2 Delete 4% Maintenance ~

i

spx Web-based SDK

L

Resources

st Toro urobnl paszsepuyTh Media Getaway B Genetec Config Tool, o3HaKOMBTECH C COIEP:KAHUEM IJIaBbI
Security Center Administrator Guide -> Chapter 24: Video Deployment.

#& Config Teol ® System = Video Alarms

® Generalsettings ™ Roles B Schedules @ Scheduledtasks @ Macros Output behaviors | €

& Archiver
B Health Monitor
Map Manager

" Network view

i

Identity | Properties

Start multicast addr
4 Media Router

@ Report Manager
ok Web-based SDK

Listening port
Sample URL:

B Zone Manager

User authentication:

Use the default web ports of the server:

Web addre

+ Add an entity

X Delete 4 Maintenance =

1 |:[51914 2|

L]

Resources

® Media Gateway

3.3. WnTerpauun c naptHepamm
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Baxkno: Y6emaurech, uTo daiipos HacTpoeH TakuMm obpasom, uro moptel WebSDK u Media Gateway
OCTAIOTCSI OTKPBITHIMH.

Cospatxune onoseuwenusi B Genetec Security Center

Coznaiite n HacTpoiite HOBoe omnoBemntenne Alarm B Genetec Config Tool, pykoBoacTBysick pasmesiom Security
Center Administrator Guide -> Chapter 48: Alarms -> Creating Alarms.

& Config Tool . / ™ Video 9 Network view
© AMarms " Monitor groups i © ntech test alarm

= ] <} B
Identity | Properies | Advanced

Priority: |1 +| highest (T lowest

Recipients: | Recipient
% ntech
7 Admin

% Administrators
Broadcast mode:

Attached entiti

+
Video display option:  Playback + Play I 5 - 1 sec. before alarm
Live I
Playback
Live and playback

Content cycling:

Live and still frames

s flam X Delete  ® Trigger alarm Forcibly ac| St frames lopy configuration tool = Audit trails

Coset: Ha Bkianke Properties BeiOepute Ty omIuio orobparkenusi Bumeo Video display option, koropas B
HanOOJIBITIEN CTEIeHN COOTBETCTBYET BamuM HyXKaam. Jloctymmbre ommun Live, Playback, n 1. m.

Coser: ljist Toro 4robbl aKTUBUPOBATE onepaiuu ¢ onoseniearneM Alarm Procedures u aBrornoBopor Bujeo
HEITOCPEICTBEHHO BO BCILIBIBAIOIIEM OKHe omoBemteHus, Bkiaounte Content cycling.

IIpu macrpoiike maTerpanun Ha cropone FindFace Security Bam morpebyercst BBecTu jiormdeckoe id oroBe-
IIeHNUs, KOTOPoe 3aaercs Ha BKIagke Identity.
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# Config Tool = Video 2 Alarms " Netwark view

© AMarms "= Monitor groups i © ntech test alarm

Identity | Properties  Advanced

Type: Alarm

ech test alarm

Relationsh % ntech test alarm

» 1 Redpients

» 4} Actions

= Mlarm v X Delete ¥ Forcibly acknowledge all alarms = Audit trails

W Copy configuration tool

® Trigger alarm

Hacrpoiika touek gocryna B FindFace Security

Ijist Toro uTobbl ycraHoBuTh coenunenue Mexk iy FindFace Security u Genetec Security Center, BoimosiHuTe

caenyomye neicTBus:

1. Tlepeitgure Ha BRIaAKY Hacmpotixu. Beibepure Genetec.

3.3. WnTerpauun c naptHepamm
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HacTponku genetec

KoHburypauus

Cepeep

Media

2. B cekmusax Cepsep u Media, yrkaxure nacmpotku Todek moctyna Web SDK u Media Gateway.

Baxkno: IToprer WebSDK u Media Gateway J0JIKHBI OBITH OTKPBITHI.

3. B cekmun guilabel:Ids ykaxure sozuveckuti id onopemenusi Alarm, KoTopoe OyIeT 0ToOpaxKaTbCsi B
Genetec Security Center npu mHactymiennn cobbiTusi pacrnosnaBanus Juia B FindFace Security.
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CoXpaHUTh

4. Haxmure Coxparnums. Ecan coenmnenune ¢ Genetec Security Center ycremno ycTaHOBJIEHO, CTaTyC
Oyzmer aBTOMaTHIecKu m3MeHeH Ha Ckonduzypuposan.

Mmnopt kamep n3 Genetec Security Center

Kak tonmbko coemumuenme ¢ Genetec Security Center ycTaHOBIEHO, MOXKHO WMIIOPTUPOBATH Kamephbl. Jljist
sroro Boibepure Kamepw Ha BiIaake Genetec nu Haxkvure Hmnopm.

Genetec Settings

EINEIES

Import Cameras

Import

JanHoe neiictBue cozmact 2pynny kamep Genetec, BKIIOUYAIONLYIO B cebst Bce Kamepbl u3 Genetec Security
Center.

Camera Groups

JLj1st TOoro 9TOOBI TOCMOTPETH CIIMCOK KaMep, Ha naHen Hapuraimn FindFace Security nepeiiure Ha BKJIQIKY
Kamepoi. st TOro 91001 UCKIIFOUUTD KAMEPY M3 PACIO3HABAHUSI JIUIL, IIPOCTO JIE3aKTUBUPYITE €€ B 3TOM
CTITICKE.

Co3paHune cnuckos HabnwgeHns n gocoe B FindFace Security

Tlocne macTpoiiku TOYEK TOCTYNa M UMIIOPTA KaMEp 3aBEPIIMUTE WHTETPAIUIO, CO3MaB 003y JaHHuL Jocve.
TTocste aToro omnoBerennsi 0 COOBITHSAX PACIIO3HAHUS JIUIL OYyT aBTOMATHYECKH OTHPaBJsThesa B Genetec
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Security Center. Cm. Onosewenusn ¢ Genetec Security Center.

Onoseuwenusn B8 Genetec Security Center

Kaxknoe cobbiTie pacroznasanus Juia ¢ kKamepbl Genetec, /st KOTOPOro HaliIeHO J0Che, AKTUBUPYET COOT-
BercrByomiee onoserienne alarm B Genetec Security Center. Kaxkioe onoserrienne, ornpasiennoe FindFace
Security, cBA3bIBAETCS ¢ KAMEPOW-UCTOTHUKOM COOBITHSI PACIIO3HABAHUS JIUIA, TIO9TOMY BbI MOXKETE CPa3y XKe
[IPOCMATPHUBATH KUBOE UJIU apXUBHOE Bueo B 3ajade Alarm Monitoring B Genetec Security Desk. FindFace
Security Takke ucnosb3yer omnepanuu ¢ omnosernenuem Alarm Procedures jist obecriedenust moJyib30BaTe st
JIOTIOJTHUTEJIbHBIMU JIAHHBIMUA IO COOBITUIO, TAKUMU KaK:

e oOHapy’KEeHHOE Ha BUJIEO JIUIIO

e HaliJleHHOE TIOXO0XKee JINIO U3 H6A3bl JAHHBIX JI0CHE

® UMsi YeJIOBEKA M KOMMEHTAPU U3 T0CHE

® CTEeleHb CXOXKECTH JHI (yBEPEHHOCTH AJrOPUTMA B COBIAJICHNN )
® Ha3BaHUE CHUCKA HADJIIOJICHUST

® IIOJIHBLIA KaJp

%, Alarm monit.

Current entity:

= 172232171 - Camera... |

O6paboTKa MMOJIyIEHHOTO OIOBEIIEHUs O PACIIO3HABAHUSI JINIA BBITOJHIETCS AHAJOTUIHO JPYTUM OIMOBEIIe-
uusim B Genetec Security Center.

3.3.2 Axxon Next

WNurerpanus FindFace Security ¢ mporpammubim komiutekcom Axxon Next moszsosisier oOpabarbiBaTh BU-
JIEOTIOTOKN M3 CHCTEMbI 6e30macHOCTH Ha 6a3e AXXon W aHAJM3WPOBATHL WX HA IMpEJAMeT HAJWYUS JIUI U3
JIOChe.

Baxkno: Opun skzemiuisip FindFace Security moxkeT B3anMomeiicTBOBATh TOJBKO ¢ OHUM cepBepoM Axxon
Next.

MHTeraHI/IH ¢ Axxon Next BBIIIOJIHSIETCS ¢ UCIIOJIb30BAHUEM ILJIArMHA, ffsecurity_axxon.
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st Toro urobsl HacTpouTh uHTerpanuio ¢ Axxon Next 8 OC Ubuntu, BeIlOJIHUTE ClIeyoIIne AefiCTBUs:

1.

Axrusupyiite 1arus, gobaBuB B dailn kKoudurypamun /etc/ffsecurity/config.py CTpoky
INSTALLED_APPS.append(‘ffsecurity_axxon’).

sudo vi /etc/ffsecurity/config.py

# integration plugins
INSTALLED_APPS.append('ffsecurity_axxon') # remove or comment out this line to disable

B daiinn koudurypamuu jgobabre ceknuto FFSECURITY->AXXON. 3amosiHUTE ee Tak, KaK IIOKA3aHO B
npumepe HIKe. B mapamerpe api ykaxkure ajpec cepsepa Axxon Next, o koropomy FindFace Security
oyner oopamarbes K API Axxon u 3a HLS-niorokamu apxusa. B mapamerpe rtsp ykaxkure oomuii ajpec
BHJIEOTTOTOKOB Ha cepBepe Axxon Next.

FFSECURITY = {

'AXXON': {
'api': 'http://user:password@example.com/',
'rtsp': 'rtsp://user:password@example.com:554/',
}
}

(Ommmonansuo). Eciin B coObITUAX pacIO3HABAHNUS JIUL, TPEOYETCst 0TOOPazKaTh KJIUIbI BUAEO U3 AXXOn
Next, orpemaktupyiite ceknuio FFSECURITY_UI_CONFIG Tak, KaK IMOKa3aHO B MPUMeEpe HIKE.

FFSECURITY_UI_CONFIG = {
'dossier': {
'video': True,
}
}

. Cozpaiire kamepsl B FindFace Security (cm. Ynpasaenue sudeoxamepamu). Ilpn coznannm kamep Bam

norpebyercst BBectu ux URL B hopmate axxon:<friendlyNameLong>, rie friendlyNameLong - ums
kaMmepbl Ha cepBepe Axxon Next. /annoe uMsi MOKHO IMOCMOTPeTh B uHTepdeiice Axxon, uiau yepes
API Axxon, BBINOJTHUB KOMAHLY:

curl http://user:password@127.0.0.1/video-origins/

{
"OLOLOE-DEV/DeviceIpint.vhod_1/SourceEndpoint.video:0:0" : {
"friendlyNameLong" : "vhod_1.Vhod_1",
"friendlyNameShort" : "Vhod_1",
"origin" : "OLOLOE-DEV/DeviceIpint.vhod_1/SourceEndpoint.video:0:0",
"state" : "signal_restored"
}
}

g equncrBenHoit kKamepsl n3 npumepa Boite URL momken ObiTh 3a1an Kak axxon:vhod_1.Vhod_1.

Ha stom nactpoiika mHTerparmu OyaeT 3aBepiiena. Ecmum wHTerparust HacTpoeHa KoppekTHo, FindFace
Security Oyjier BBIIOJIHSITH IPOBEPKY HAJUYHUsL JIWI[ U3 JIOChe B Bujeonorokax Axxon Next, a B coOBITHsIX
pacnozHaBaHug Jiuil OyJayT 0ToOpazKaThed Kiauibl Bugeo u3 Axxon Next (mpu cOOTBETCTBYIONMX HACTPOIi-

Kax).

3.3.
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3.4 MnarnuHbl

B xo0/1e HACTpO#KU CHCTEMBI BbI MOYKETE YCTAHOBUTH COOCTBEHHBIE MPABUIa 00pabOTKY JINI, OOHAPYKEHHBIX
Ha Bujieo. st aToro momaobuTcs HamucaTh miarud Ha Python.

ILnaruusr nogkr0UatoTcst Yepes daitn korduryparuu komionenta findface-facerouter. Ucnonas3oBanue
IJIATMHOB IIO3BOJIAET UHANBALYAJILHO U OYE€Hb TOYHO BBIIIOJIHUTL HACTPOMKY BUAEOLETEKIIUN JIUIL B TOM, YTO
KACaeTCs OIePAINil ¢ OOHAPYKEHHBIMU JIUIAMH.

3.4.1 PasBeptbiBaHue findface-facerouter B FindFace Security

st pa3BeprhiBanus komrnonenta findface-facerouter BhIOJTHUTE CEAYIONTHE AEHCTBUS:

1.

3.

Veranosure findface-facerouter nmbo U3 K0HCOALHO20 UHCTMAAAAMOPA, TAOO U3 apt-pPEmO3UTOPUST
CJTEIYTIOIMIM 00Pa30M:

sudo apt update
sudo apt install -y findface-facerouter

Orkpoiite daitr koruduryparun /etc/findface-facerouter.py.

sudo vi /etc/findface-facerouter.py ‘

Ecimn xomnonentsr findface-facerouter um findface-sf-api ycraHoBieHbl Ha pa3HBIX dU3UIE-
CKUX CepBepax, pacKoMMeHTHpyiite mapamerp sfapi_url m ykaxkute B HeMm IP-aapec cepsepa
findface-sf-api.

sfapi_url = 'http://localhost:18411"

Orkpoiite daitn kondurypanuu /etc/ffsecurity/config.py. B mapamerpe ROUTER_URL akTya/m3u-
pyitte IP-azpec u nopr findface-facerouter (o ymosuanuio nopr 18820). IP-aapec ykasbiBaercs
BHEIIHUI WJIM BHYTPEHHUI B 3aBUCUMOCTHU OT CeTH, 110 KoTopoit findface-video-worker B3ammoneii-
crByeT ¢ findface-facerouter.

sudo vi /etc/ffsecurity/config.py

FFSECURITY = {
'"ROUTER_URL': 'http://172.20.77.58:18820/v0/frame?',

Orkpoiite daitn xkoudurypamun /etc/findface-video-manager.conf. B mapamerpe router_url
ykaxkure IP-anpec m mopr cepBepa findface-facerouter jisi TOJyYeHWs JIAI, OOHAPYKEHHBIX
findface-video-worker.

sudo vi /etc/findface-video-manager.conf

router_url: http://127.0.0.1:18820/v0/frame

Hobasbre cepsuc findface-facerouter B aBro3arpy3ky Ubuntu u 3amycrure cepBuc.

sudo systemctl enable findface-facerouter.service && sudo systemctl start findface-facerouter.

—,service

Ilepesanycrure cepBuc findface-security.
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sudo systemctl restart findface-security.service

3.4.2 HacTtpoiika findface-facerouter Ha ncnonb3oBaHue NJjaarvHoOB

Baxkno: O06s3aTebHO IPEIBAPUTENBHO U3MEHUME CTPYKTYPY Omomerpudeckoit 6a3br Tarantool B coor-
BETCTBHE C IIPABWJIAME 00PabOTKY, 3aJAaHHBIME B IIJIAMTHAX.

Baxkno: Kowmmonent findface-facerouter JMo/KeH OBITH YCIMAHOBAECH U HACTPOEN.

st mactpoiiku kommonenTa findface-facerouter Ha WCIOIb30BAHUE ILJIATUHOB BLITTOJHUATE CJIEIYIOIIHE
JIefiCTBUS:

1. IlomecTuTe IIAruH B KaTAJIOL IO Baliemy BbI60py. ,H.HSI XpaHeHNsd HECKOJIbKUX IIJIarMHOB MOXKHO HC-
IIOJIb30BAaTh pa3HbIE€ KaTaJIOT'!.

2. Orkpoitre daitn kouduryparum findface-facerouter.

sudo vi /etc/findface-facerouter.py

ITpenynpexaenne: Couepxkumoe findface-facerouter.py J0JKHO IIPEJCTABIATL COOOI CHUH-
TaKCUIeCKU KOPPeKTHBIN Ko Python.

3. PackommenTupyiite napamerp plugins_dirs u depe3 3amsiTyi0 YKayKUTE CIUCOK KATAJOIOB C IJIAIU-
HaMMU.

plugins_dirs = '/etc/findface/plugins/video, /etc/findface/plugins/html'

4. Coxpanure daiia KoHdurypamun.

3.4.3 MpuHunnbl HanucaHus naaruHa

B atom paspene:

o Apzumexmypa naczuna

Memoo preprocess

o Memod shutdown

Memod process

ApxutekTypa nnaruvHa

Ilocsie Toro xkak kommonenT findface-video-worker oOHAPYKUBaeT JIMIO, OH OTIPABJISAET €r0 B KOMIIO-
nenT findface-facerouter B Buae HTTP API zanpoca. st 06paboTkn 3ampoca KayK bl IJIarut J0JIXKeH
9KCIIOPTUPOBaTh yHKIWMIO activate(app, ctx, plugin_name, plugin_source).
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ITapameTpsl pyuknum activate:
® app: CymHOCTb tornado.web.Application komnonenTta findface-facerouter.
® CtX: KOHTEKCT, IIepeJlaBacMblil INIArNHY PN aKTUBAIIAN.
e plugin_name: UM aKTUBUPYEMOI'O IIJIArnHA.
e plugin_source: 0ObEKT UCTOYHUKA, U3 KOTOPOI'O 3arPyKaeTcs IJIaruH.
IIpu axkTrBamuu nIaruHy nepeaeTcs CJeIyIONii KOHTEKCT:

1. request.ctx.sfapi: nacTpoennsiit 9k3emiuiap ntech.sfapi_client.Client, K KOTOPOMY MOXKHO 00-
paIaTbCsd HAPAMYIO Jyist 06paboTKK pe3yJibTaTa BUIEOJeTeKMU (CO3aHne HOBOM rajepen, pobasie-
HUE JINIA B TAJIEPero U T. J1.).

2. plugins: OrderedDict co Bcemu miarunamu (key: uMms IiaruHa, value: pe3yJibTaT, BO3BPAIIECHHBIN
dyukuueii activate).

3. idgen: rereparop id, KOTOPBIIl MOXKET BBI3BIBATHCA Kak ctx.idgen().

Qynknus activate(app, ctx, plugin_name, plugin_source) J0/2KHA BEPHYTHb OOBEKT CO CJIELYIONIIMHI
MEeTOaMU:

1. preprocess,
2. process,

3. shutdown (ONIUOHAJLHO).

MeTtop preprocess

B nmamnOM MeTO/le ILUTATMH PEIIaeT, MHTEPECYET JIM €0 IOJIYy9IeHHOe JIUIO, U €CJIU J1a, BO3BPAIIAET KOPTEXK
I CIUCOK, COJEPKAINil OJIHY MJIM HECKOJIBKO CTPOK: ‘facen’, ‘gender’, ‘age’, ‘emotions’, 4TO COOTBET-
CTBEHHO O3HAYAET, YTO HYKHO M3BJI€Yb BEKTOD IPU3HAKOB, PACIIO3HATH I0JI, BO3pacT u/miu smouuu. Ecin
BO3BpAIllEHHBIE KOPTEXK MJIA CIUCOK HeIycThl, KoMInoHeHT findface-facerouter mepenamnpasiisier OOHAPY-
JKeHHoe Jinto B KommoneHT findface-sf-api B 3ampoce /detect POST ¢ COOTBETCTBYIONIMME ApaMeTPaMU
B query string (facen=on, gender=on, age=on, emotions=on).

Cunrakcuc 6a30BOro METO/Ia Preprocess, OT KOTOPOro CJIeyeT HAacaeq0BaThes (CM. Kiaace Plugin):

preprocess(self, request: FrHTTPRequest, labels: typing. Mapping[str, str]) —
typing.Tuple[str]

ITapameTrpst

e FrHTTPRequest (tornado.httpserver. H-TTPRequest ) — HTTP API zanpoc,
KOTODBIN BKJIIOYAeT B ceOsi JOMOJHUTEIbHBIN apryMeHT params

e labels (dictionary) — HOJIB30BATENLCKUI HAGOP METOK KaJpa, KOTOPLIi
3aJlaeTcd B TapaMeTpax 3aJlaHud Jjisd KoMnoHeHTa findface-video-worker
U 3aTeM IIPUCBaUBAETCHd KaJIpy

Apryment params FrHTTPRequest comepxkur cieyrorue moJist:
ITapameTrpsl
e photo (bytes) — kajp ¢ Jjunom B popmare JPEG

e face0 (bytes) — HOpMAIU30BaHHOE M306paYKEHUE JIUIIA
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e bbox (list of integers [[x1,y1,x2,y2]|, where x1: x coordinate of the top-left
corner, y1: y coordinate of the top-left corner, x2: x coordinate of the bottom-
right corner, y2: y coordinate of the bottom-right corner) — xoopmuaaTs
PAMKU C JIMIOM B KaJIpe

e cam_id (string) — id BumeoKaMepsl
e timestamp (datetime. da,tetime) — BpeMeHHagd MeTKa KaJpa

e detectorParams (dictionary) — CJIOBapb CO CIAYKEOHO-OTIAOIHON HHOOD-
Maleit OT JIETEKTOpa

e bs_type (string) — peXuUM MOHMCKA JIydinero Kazapa. JlocrynHble omuu:
overall (GydepHBIil pexkuM: Ha CepBep OTIPABISETCS KaJp, KOTOPBIA ObLI
JIYYIIUM 32 BECh II€PHOJ] HAXOXKJEHUS JIUIA B I10JI€ 3PEHUS BUICOKAMEDDI),
realtime (pexkuM peasibHOIO BPEMEHU: HA CEPBED OTHPABJISIIOTCHA KaJIPbl, CUU-
TAIOIIMECs JIYIIUMU B II0CJIE[0BATE/IbHBIX HHTEPBAJIAX).

e labels (dictionary) — (aybaupyer params.labels) mosb3oBarenbckuii Ha-
60p METOK KaJipa, KOTOPBIi 3a/1aeTCsd B TapaMeTpax 3aJlaHus Jijisi KOMIIOHEH-
Ta findface-video-worker u 3aremM HpucBauBacTCs Kaapy

Pemmenne 06 o6paborke Juia NpruHUMAETCS HAa OCHOBAHUU JAHHBIX M3 request.params, B TOM YHUCJE IIOJIb-
30BaTEHLCKOTNO HADOpa METOK, & TaKKe M3 JIIOOLIX APYTUX COOOparKeHwuil.

Mertop process

JlaHHbBI! METO/I BLI3BIBAETCH, €CJIM METO/] Preprocess BepHyJI HelrycToil Koprexk mwiu cnucok ('facen’; ‘gender’,
‘age’, ‘emotions’). ITocie Toro, kaxk kommonenT findface-sf-api BepHYJI OTBET € PE3YJILTATOM JETEKIUH (CM.
zanpoc /detect POST) co BceMu 3alpOIIEHHBIMU IIapaMerpaMu Jimna, komnonent findface-facerouter
BBI3BIBAET METOJI ~Process IJIATWHA JIJI BBIIIOJHEHUS COOCTBEHHO OOPA0OTKH JINIIA.

st BoIOSTHeHUsT 0OpabOTKH JIMIIA IIJIAMMH UCIOJIB3YeT request . ctx.sfapi.
Cunrakcuc 6a30BOro MeTo/la process, 0T KOTOPOro CJeJyeT HacjaeaoBarbes (cM. Kiacc Plugin):

process (self, request: FrHTTPRequest, photo: bytes, bbox: typing.List[int], event id: int,
detection: DetectFace)

MeTtog shutdown

JlaHHBIIT METO/T BHI3BLIBAETCS TOJBHKO IepeT 3aBepiinenuneM paboTsl kommnonenTa findface-facerouter.

Cunrakcuc 6a3oBoro Merozga shutdown, OT KOTOPOTO CJIJyeT HAC/IEI0BATHCS (CM. KJIacc Plugin):
shutdown (self)

3.4.4 Knaccbl u metoabl

B atom paspene:

o Lasoswie xaaccol

o Kaaccewl 0bsexmos

e Obnapyorcenue UL U Ppaboma ¢ 2aAePEAMU
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o Duavmpoi, 044 NOuCka no baze JaHHHLT

e Omobpasicenue coobuienut 06 owubKrar

Basosble knaccol

class facerouter.plugin.Plugin
JlaHHBIH KIacc IpeJocTaBIAeT 0a30Bble METOBI JIJIS HAIIMCAHUS IIJIAaIMHA, OIIICAHHBIE B pasaeite [Ipu-
yunov, nanucanus naceura. Ilonb3oBaTesIbCKUil KI1acc, BBITOJIHAIOMMUNE POJIb 0OOJIOYKH Jjld IJIATHA,
JOJIZKeH HaCJeI0BaTh OT KJacca Plugin.

preprocess (self, request: FrHTTPRequest, labels: typing. Mapping[str, str]) — typing.Tuple[str]
BozsparaeT KopTek, BKJIIOYAIONMI B ceOs OJIHY MJIM HECKOJIBKO CTpoK: ‘facen’, ‘gender’,
‘age’, ‘emotions’, YTO COOTBETCTBEHHO O3Ha4aeT, YTO KoMIOHeHT findface-facerouter mos-
JKEH 3alpocuTh y KoMnoHeHTa findface-sf-api u3BiledeHme BeKTOpa IPU3HAKOB, PACIO3HATH
II0J1, BO3PACT U/WJIU SMOIIUH.

ITapameTrpsl

e FrHTTPRequest (tornado.httpserver.HTTPRequest) — HTTP API zaupoc, xo-
TOPBIN BKJIIOYAaeT B ceOsl JIOMOJHUTEIbHBII apryMeHT params

e labels (dictionary) — HOJIB30BATENLCKIE METKH U3 request .params
Pesynbrar onna nim Heckosabko cTpok 'facen', 'gender', 'age', 'emotions'’
Twun pesyabrara tuple

Apryment params FrHTTPRequest comepxkur cieyrorue moJist:
ITapameTrpst
e photo (bytes) — kazp c sunom B dhopmare JPEG
e facel (bytes) — HOPMATM30BAHHOE N300parKEHHE JIHIA

e bbox (list of integers [[x1,y1,x2,y2|], where x1: x coordinate of the top-left corner,
y1: y coordinate of the top-left corner, x2: x coordinate of the bottom-right corner,
y2: y coordinate of the bottom-right corner) — Koop/UHATBI paMKH € JUIOM B KaJipe

e cam_id (string) — id Kamepsl
e timestamp (datetime.datetime) — BpeMeHHAs METKA KaJpa

e detectorParams (dictionary) — cjaoBaphb €O CIyKeOHO-OTIIAIOUHON nHbOPMAIH-
el OT JleTeKTopa

e bs_type (string) — pexuMm noucka Jydmero kKajapa. Jocrynmbie onmuun: overall
(GybepHbLil pexkuM: Ha CepPBEP OTIPABJILETCS KAJAP, KOTOPbIii ObLI JIy 9IIUM 38 BECh
[IePHUOJI HAXOXKJICHUS JINIA B [IOJIe 3PEHUsl BUIeOKaMephl), realtime (pexxum peasib-
HOI'O BpeMEHU: Ha cepBep OTIIPABJIAIOTCA KaJPbl, CYUTAIONINAECd JIyYIIUMU B IIOCTIe-
JIOBATEJbHBIX UHTEPBAJIAX ).

e labels (dictionary) — (myGmupyer params.labels) nosbzoBarenbckuilt HaGOp
METOK KaJpa, KOTODBI 3ajJaeTcd B IapaMeTpax 3aJaHusd JJid KOMIIOHEHTa
findface-video-worker u 3aTeM IpUCBaMBaECTCA KaJpPy

process (self, request: FrHTTPRequest, photo: bytes, bbox: typing.Listfint], event id: int,

detection: DetectFace)
[Ipunumaer aTpubyThl OOHAPYKEHHOTO JIATIA.

ITapameTpsl
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e request (tornado.httpserver.HTTPRequest) — HTTP APIl-sampoc or
findface-video-worker

e photo (bytes) — kajp ¢ yunom B popmare JPEG u3 request . params

e bbox (list of integers [[x1,y1,x2,y2|], where x1: x coordinate of the top-left corner,
y1: y coordinate of the top-left corner, x2: x coordinate of the bottom-right corner,
y2: y coordinate of the bottom-right corner) — KoopuHATHI paMKH € JUIOM B KaJipe
u3 request.params

e event_id (uint64) — id oOHapy:KEHHOrO Ha BHJEO JIUIA (ABTOMATIYE-
ckua 3ajaercda KomnoHeHToM findface-facerouter mnpu noJiydeHWd JIALA OT
findface-video-worker). MoxeT HCIOJIB30BATHCA B KAYECTBE [I0JIH30BATEIHCKO-
ro uaeHTHdUKATOpa IHIa B 6a3e JaHHBIX.

e detection (objects.DetectFace) — pe3ysbTar JIETEKIUU, IOJyUYEHHBIH OT KOM-
morenTa findface-sf-api, BKIIIOYAIONINIT B ce0si 3aIIPOIIEHHbBIE TAPAMETPHI JIUIIA,
TaKHe KaK BEKTOD IIPU3HAKOB, I10J1, BO3PACT, SMOINH.

Pesynbrar H/I
Tun pesyabraTa n/a

shutdown (self)
JlaHHBIT ~ MeTOT  BBI3BIBAETCA  TOJBKO  IEpea  3aBepiieHneM  paboThl  KOMIIOHEHTA
findface-facerouter.

ITapamerps H/I

Pesyabrar H/I

Knaccbl 06bexToB
class objects.BBox
IIpencrasisger coboil KOOPAWHATEI PAMKY C JIUIIOM.

class objects.DetectFace
IIpencrasiisier coboit pe3ysbpTaT JETEKIINU CO CJIELYIOIIUMU TIOJISIMHU:

ITapameTrpsl
e id (string) — id pesynbrara mereknuu B memcached
e bbox (objects.Bbox) — KOODAUHATHI PAMKU C JIULIOM

e features (dictionary) — undopmarus o nose (gender), Bospacre (age) U IMOIUIX
(emotions) (onmmoHAIBHO)

class objects.DetectResponse
IIpencrasisier coboit comcok 00beKTOB objects.DetectionFace ¢ [IONOJHATENBHBIM —IIOJIEM
orientation, comepxkamum nadopMmaruio 06 opuerTaruu EXIF mura.

ITapamerpsl orientation (EXIF orientation) — opueHTaIuUs OOHAPYKEHHOIO JIHIA

class objects.FaceId(namedtuple(’Faceld’, (’gallery’, face’)))
IIpencrasisier coboit 0OBEKT MOJIB30BATEIBCKOTO UIEHTU(MUKATOPA JIUIA B rajepee.

ITapameTrpsl
e gallery (string) — uMsl rajepen

e face (integer) — 1mOJB30BATE/ILCKUI UIACHTH(MUKATOD JIANA B rajepee
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class objects.Face
IIpencrasisier coboil pe3y/IbTaT IMOUCKA JIUIA B 0a3e JAHHBIX II0 OHOMETPHYECKOMY 0OpAa3ILy

ITapamerpsnt
e id (objects.Faceld) — obbexkr Faceid
e features (dictionary) — undopmalys o MoJe, BOSPACTE U IMOIUSIX
e meta (dictionary) — MeTaJaHHBIE JINIA

e confidence (float) — CTEIEHb CXOXKECTH JIUNA C 33 aHHBIM OMOMETPHIECCKUM 06-
pasnoM

class objects.ListResponse
Ipescrapisier coboii crmcok 06bLeKToB objects.Face (T. e. CIIMCOK PE3yJIbTATOB MIOMCKA [0 OUOMETPHU-
YecKoMy 00pasIly) C JIONOJHUTE/LHBIM II0JIeM Next_page, CoJepKaIuM UHMOPMAIUIO O CJIeLyomei
CTPaHUIE C Pe3yJIbTATAMHA.

ITapamerpsl next_page (string) — Kypcop CJeiyomieil CTPAHUIbI ¢ PE3yYJIbTaTaMK [OMCKA

O6HapyxeHue nuua n pabora c ranepesmu

class ntech.sfapi_client.client.Client
IIpemocTaBiser 6a30BbIe METOABI jIsI OOHAPYZKEHUS JINI, Ha, U300PAXKEHNH 1 PabOTHI C TaIePesiMHU.

detect (self, *, url=None, image=None, facen=False, gender=False, age=False, emotions=False,
return_ facen=False, autorotate=Fualse, detector: str = None, timeout=None) —

DetectResponse
O6Hapy»KuBaeT JuIia Ha N300payKeHNH U BO3BPAIaeT OOHADPYKEHHBIE JIUIA.

ITapameTpst

e url (URL) — URL uso6paskeHnus1, ecyiu BbI lepeiaeTe 00IIe0CTYITHOE N300parkeHme
U3 WHTEPHETA

e image (bytes) — daitn PNG/JPG/WEBP, eciu Bbl nepenaere u3o0pazkeHune B
Buze daitaa

e facen (boolean) — u3BJEYb BEKTOD IPU3HAKOB U3 OOHAPYKEHHOrO JIia. s co-
XpaHeHns pe3ysbTara Jereknnu B memcached nepemaiite facen=True.

e gender (boolean) — U3BJeYb U BEPHYTHh MHMOPMAIHMIO O TOJIE

e age (boolean) — u3BJjeYb U BEpHYTb MHMOPMAILIUIO O BO3pacTe

e emotions (boolean) — u3Biedyb U BepHYTH UHGMOPMAIMIO 00 IMOIHIX

e return_facen (boolean) — BEPHYTb BEKTOD IIPU3HAKOB B Pe3ysbraTe paboThl Me-
TOJA

e autorotate (boolean) — aBTOMATUYIECKN TOBEPHYTh n300parkeHne B 4-X pPa3HBIX
OPHEHTAINX JJIs OOHAPYKEeHU JINIL B KaxK10#1 nx Hux. llepecekaromuecs nampas-
gerust ¢ IOU > 0.5 OyayT 00beuHeHbI

e detector (boolean) — MoxkeT npuHMMaTh 3Hadenue nnd uiu normalized. Jlerek-
Top normalized wucmosb3yercs Iyl 00pabOTKM HOPMAaIU30BaHHBIX M300parKeHUI,
HaIIpUMep, IIOCTYIAIOMUX OT BUIECOLETEKTOPa JIUL]

e timeout (number) — MakcHMaJbHOE BpeMs OXKHJaHus orBera or siapa FindFace B
CeKyH/Iax (ecsm none, UCIOJb3yeTCsI BPEMsl O3KUJIAHAS OTBETA, 3a/IaHHOE 110 yMOJI-
YAHMIO)
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Pesyabratr Pesynabrar merexiun
Tun pesynsrara O6bekT DetectorResponse

gallery (self, name)
Bosspamaer o6bekr sfapi_client.Gallery g nocseaytomeil ¢ HUM paboThbl (HALPUMED, I10-
JIy9€HHUs] CIIMCKA, JINIT).

ITapamerps! name (string) — UMsi rajgepen
Pesynabrar 00bekT THHA «Tanepess
Twun pesynbsrara sfapi client.Gallery

list_galleries(self, timeout=None):
Bosppamaer crnmncok rajepeii.

ITapamerps! timeout (number) — MakCUMaJIbHOE BPEMs OXKHJAHHs OTBETA OT sIJIpa
i B CeKyH/aX (eCcjm none, MCIOJIb3YeTCsl BPEMsT OXKUJIAHUST OTBET HH
FindFace B ce ax (ec one, MCIIOJIb3YETC eMsI O a OTBETa, 3aJaHHOE
1O YMOJIYAHUIO)

PesynbraTr crumcok rajepeii co csoiicreamu name (MMsl rajepen, CTpoka) u number (Ko-
JITYECTBO JII B IaJlepen, THUCIIO)

Tun pesynbrara list of GalleryListItem

class ntech.sfapi_client.gallery.Gallery
IIpenocraBisier MeTOABI I PAOOTHI C TaJiepesiMU U JIMIIAMU B HUX.

list(self, * filters: typing.Iterable[filters.Filter] = None, limit: int = 1000, sort: str = 7,
page=None, ignore_ errors=False, timeout=None) — ListResponse
Bossparmaer 00beKT THIIA CIUCOK C JIMIIAMU U3 Tajiepeu, YIOBJIETBOPSIONIMMI 33/ IaHHBIM (DUJTb-

TpaM. Bo3BpamiaeMblii 00bEKT THIIA CIINCOK COAEPXKUT JIOMOJTHUTEIBHOE CBOMCTBO next_page, Ko-
TOpOEe MOXKET HCIIOJIb30BaThCs KaK 3HaUeHUe llapaMeTpa page B IIOCJIeAYIONIUX 3aIIpocax.

ITapameTrpst
e filters (sfapi_client.filters.Filter) — cumucok puIbTPOB
e limit (4nteger) — MaKCUMAJIBLHOE KOJMYECTBO JIUI] B OTBETE

e sort (string) — MeTOJ COPTHPOBKHU Jinil. Bo3MoxKHble 3HaueHns: id (1o Bospac-
ranuio id), -id (no yoeiBanuio id), -confidence (110 yOBIBAHUMIO CTENEHU CXOXKECTH
smtt). CopTupoBKa 110 id BO3MOXKHA TOJIBKO IIPH OTKJIIOYEHHOM (dbuasTpe facen, Ko-
TOPBLIH 3a16T BEKTOP IPU3HAKOB JJIA IOKCKa B 6a3e NAHHBIX (T.H. HIeHTHUKAIUS
muna). HaoGopor, copruposka 1o crenenn cxoxkecru Jml (confidence) BoO3MOKHA
TOJIBKO IIpH BKJIIOYeHHOM (duibrpe facen. [Io yMOTUaHUIO METOJ HCIOJIB3YeT COP-
TUPOBKY 10 Bo3pacTanuio id (BeKTOp IPU3HAKOB HE 33/1aH) U 110 YOBIBAHMIO CTETICHH
cxoKecTH Jinll, (BeKTOp [IPU3HAKOB 3aaH).

® page — BePHYTHb Pe3yJIbTaThl, HAYNHAS C yKa3aHHO cTpanuisl. Homep ciemyromnieit
CTPaHUIIBI C pe3yJIbTaTaMH BO3BpAIllaeTCd B OTBETe cepBepa B BUJE next_page.

e ignore_errors (boolean) — Urnopuposarh omubKy obpainenus K 6a3e JaHHBIX,
€CJIN TIOWCK IO TaJjiepee BBIMOJIHSETCHA, KOI/a HEKOTOPhIe cepBepa 0a3bl JTAHHBIX
HeJI0CTYIHBL. B 3TOM cirydae nmouck Oy/ieT BBIITOIHEH C UCIOJIb30BAHIEM JIOCTYITHBIX
CepBepOB.

e timeout (number) — MakcuMaJbHOE BpeMsl OKuJaHus orera oT siapa FindFace B
CeKyH/laX (ecjy none, MCIOJIb3yeTCsS BpEMsl OKUJAHUS OTBETA, 3a/IaHHOE 110 yMOJI-
YAHUIO)

PesynbraTr cruncok c simnamm u3 rajepen, yJI0BJIeTBOPSIONIMME 33/ aHHBIM (DUIBTPaM.
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Twun pesynabrara ListResponse object

add(self, new_id: typing.Unionfint, typing.Callable], source: typing. Union[DetectFace,
Face, str], *, meta: typing. Dict[str, typing.Unionfint, str, typing.List[str[[] = None,
regenerate_ attempts=None, timeout=None) — Face
Cosmaer JAIo B rajiepee.

ITapameTpst

e new_id (integer or callable)— moab30BATENLCKUIN NIEHTUMOUKATOD JIHIA B Oa-
3e nanHbIX. Moxker GbiTh (async) callable, koropsiit Bosepainaer id. st renepanun
id mozker ucnonab3oBarbed GyHKNUA ctx.idgen() U3 KOHTEKCTA.

e source (sfapi_client.DetectFace, sfapi_client.Face, sfapi_client.
FaceId, or string) — HCTOYHHUK, U3 KOTOPOIO JIMIO JjobaBisiercsd B 6asy
JIAHHBIX, MOXKeT IIPEJICTABJIATH CO0DOil JUI0 B 0a3e JAHHBIX WM DPE3YJIbTaT
JEeTeKINHU.

e meta (dictionary) — Merazanuble Juna. Kirouun MoryT ObITh CTpOKAMM, a 3HA-
9eHUsI — IEeJIbIMU IUCJAMU, CTPOKAME WJIN CIucKaMu cTpok. llepenm mobassienunem
MeTaJaHHBIX B 0a3e MaHHBIX J0JKHA OBITH CO3/1aHA COOTBETCTBYIONIAS CTPYKTYPA.

e regenerate_attempts — KOJIMYECTBO IOMBITOK MeHEPAINN YHUKAJIBLHOTO id QyHK-
nueit ctx.idgen(), ecau new id callable.

e timeout (number) — MakcuMaJbHOE BpeMst OkuJanus orsera oT giapa FindFace B
CeKyH/lax (ecjy none, UCIOJIB3YETCS BPEMs OKUJAHUS OTBETA, 3a/IAHHOE 110 yMOJI-
YAHUIO)

PesynbraT npejcraBierue co3maHHOrO JIUIA
Twun pesyabraTta Face object

delete(self, face: typing. Union[Face, int], timeout=None) — None
Viaisger JuIo u3 rajiepen.

ITapameTrpbi

e face (sfapi_client.Face, sfapi_client.Faceld or id in integer) — ju-
110, KOTOPO€e HYZKHO YJIaJUTh U3 06a3bl JTaHHBIX

e timeout (number) — MakcuMaJbHOE BpeMsl OKujaHus oreta oT sapa FindFace B
CeKyH/IaX (€cJI none, UCIOJb3YeTCs BPeMsl OXKHIAHUST OTBETA, 3aaHHOE M0 YMOJI-
YAHMIO)

Pesyabrat None

get (self, face: typing. Union[Face, int], timeout=None) — Face
Bossparmaer sinio u3 rajepen.

ITapameTpsnt

e face (sfapi_client.Face, sfapi_client.Faceld or id in integer) — ju-
110, KOTOPO€e HY>KHO U3BJleYb U3 0a3bl JaHHBIX

e timeout (number) — MakcuMaJbHOE BpeMsl OKuJaHus oreta oT siiapa FindFace B
CeKyH/lax (ecju none, MCIOJb3yeTCsI BPEMsl OKUJAHUS OTBETA, 3a/IaHHOE 110 yMOJI-
YAHMIO)

PesynbraTr npesncrasienue juna

Twun pesyabraTta Face object
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create (self, timeout=None) — None
Cosnaer ranepeto B findface-sf-api B Buge o0Obexra sfapi_client.Gallery. OObekT
sfapi_client.Gallery npejcrasiser co0Oil IPOMEXKYTOUHBIN 0OBLEKT, U JJIsi pabOThI C HUM HE
TpeOyeTcst HAJIMYINN Tajepen Ha CcepBepe.

ITapamerps! timeout (number) — MakCUMaJIbHOE BPEMsI OXKHJAHHs OTBETA OT sLIpa
FindFace B cexynjax (ecsiu none, MCHOIb3yeTCs BPEMSsI OXKHJIAHNUS OTBETA, 3aaHHOE
[0 YMOJTYAHUIO)

Pesyabrar None

drop (self, timeout=None) — None:
Vnanser ranepero u3 findface-sf-api.

ITapamerps! timeout (number) — MaKCHMAaJbHOE BPeMsi OXKWJAHUS OTBETA OT sijIpa
FindFace B cexyngax (ec/iu none, UCHOJIb3YeTCd BPEMs OXKUJIAHUS OTBETA, 3aJaHHOE
10 YMOJTIaHHIO )

PesyabraTr None

update (self, face: typing.Union[Face, str], * meta: typing. Dict[str, typing.Unionfint, str,
typing. List[str]]] = None, timeout=None) — Face
PenakTupyeT MeTalaHHbBIE JIAIA B rajepee.

ITapameTpst

e face (sfapi_client.Face, sfapi_client.Faceld or id in integer) — ju-
110, METaJaHHbIe KOTOPOTO HY2KHO 3aMEHHUTDH B 0a3e JIAHHBIX

e meta (dictionary) — MeTaJaHHBIE JUIIA, KOTOPbIE HY?KHO 3aMeHUTD. Kiiouu MoryT
OBITH CTPOKAMM, a 3HAYUEHUS — MEJIBIMI YUCIAMHU, CTPOKAMUI WJIN CIUCKAMHI CTPOK.
Ecan mong meta me nmepegarorcs wau null, onn He nu3MensaoTcs B 6a3e TAHHBIX.

e timeout (number) — MakcuMaJbHOE BpeMsl OkuiaHus orsera oT siapa FindFace B
CeKyH/laX (ecjm none, MCIOJb3yeTCs BPEMsl OKUJIAHUS OTBETa, 3a/IaHHOE 110 yMOJI-
YAHMIO)

PesyanaT npeacTaB/JIEHNEe U3MEHEHHOI'O JIUITa

Twun pesyabraTta Face object

®PunbTpbl ANA Nnoucka no base gaHHbIX

class ntech.sfapi_client.filters.Filter
O6mwmit knacc. [Ipencrasisier coboil CBOAHBI CIUCOK (DUIBTPOB (CO 3HAUEHUSIMHU), KOTOPBIE JIOJ2KHBI
OBITH IIPUMEHEHBI K COJAEPXKUMOMY TaJIEPEN.

serialize(self)
Meton ny1s nepeadn crucka (hUIBTPOB CO 3HAUYeHUsIMA B KOMIOHEeHT findface-sf-api.

PesyabTaTr mMmena u 3nadeHus 33IaHHBIX (DUIHTPOB
Tun pesynbrara tuple (filtername®, [«valuel», «value2»|)

class ntech.sfapi_client.filters.Id
IIpenocraBasier meTomst s puibTpanun comepkumoro rajgepen 1o id. s ucrionp3oBanus buabrpa
HY>KHO HAIIPAMYIO BBI3BATh COOTBETCTBYIOMM classmethod, He co3maBast 9K3eMILIAp KJIacca.

classmethod 1te(cls, value: int) — Filter
Ounbrp LTE. Beibpars Bce Jjana ¢ id, MEHBITUM WU PABHBIM yKa3aHHOMY.

ITapamerpsr value (integer) — 3uadenue id
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Pesynbsrar nms duisrpa (LTE) u ero snauenue.
Tun pesynbrara 00bekT Kiacca Filter.
IIpumep: Id.1te(1234) BoiOupaer Jmma ¢ id, MEHBIIMM W PaBHBIM 1234.

classmethod gte(cls, value: int) — Filter
Ouibrp GTE. Boibpars Bce jiuna ¢ id, OOJIBIIMM WJIM PABHBIM YKA3aHHOMY.

ITapamerps! value (integer) — 3Hadenue id
Pesyabrar nma buwisrpa (GTE) u ero suavenue.
Twun pesyabraTta 00beKT Kiaacca Filter.
IIpumep: Id.gte (1234) BoiOupaet jmna ¢ id, 6OJbIIUM WK PABHBIM 1234.

classmethod oneof (cls, *value: typing. Unionfint]) — Filter
Ounwsrp IN. Beibpars uma ¢ id u3 3aganHOit T0OC/Ie10BaTEILHOCTH.

ITapamerpsr value (list of integers) — cuucok 3uadenuii id
Pesynbrar nma duisrpa (IN) u ero smagenue.
Tun pesysnbrata o0bekT Kiaacca Filter.

[Tpumep: Id.oneof (1234, 5678) Boibupaer Juio ¢ id 1234 u/uiu 5678.

class ntech.sfapi_client.filters.Meta
[IpemocTaBiisieT MeTOIBI JJ1st (PUIBTPAIINN COJIEPXKUMOTO Taepeu 110 METaIaHHbIM. J1J1s1 HCIIoIb30BaHMS
buIbTpa Hy?KHO HAIPSMYIO BbI3BATh COOTBETCTBYIOIINI METO/], HE CO3/[aBasl S9K3EMILISIP KJIACCA.

classmethod lte(self, value: typing. Unionfstr, int]) — Filter
Ounrstp LTE. Beibpats Bce uria, y KOTOPBIX OIpEIeTeHHast CTPOKA B METAIAHHBIX MEHbIIE WIN
paBHA YKa3aHHOMY 3HAYEHUIO.

ITapamerpsl value (string or integer) — 3HaYeHHE CTPOKU C METaJIAHHBIMU
Pesyabrar nma duisrpa (LTE) u ero 3uauenue.
Twun pesyabraTta 00beKT Kiaacca Filter.

IIpumep: Meta(‘foo’).1lte(1234) BhiOupaer JMia C METa-CTPOKOil foo, MMEIOINell 3HaYeHUe
MeHbIIlee NN paBHOe 1234.

classmethod gte(self, value: typing. Unionfstr, int]) — Filter
Ouprp GTE. BeibpaTs Bce Juia, y KOTOPBIX OIPE/IETIEHHAS CTPOKA B METAIAHHBIX OOJIBINE WJIH
paBHA YKa3aHHOMY 3HAYEHUIO.

ITapamerpsl value (string or integer) — 3HaYeHHE CTPOKU C METaJIAHHBIMU
Pesyabrar nma buwisrpa (GTE) u ero suadenue.
Twun pesyabraTta 00beKT Kiaacca Filter.

IIpumep: Meta(¢foo?) .gte(1234) BBIOUpPaAET JIHUIA C META-CTPOKOIl f o0, MMeloITel 3HaueHne 60IIb-
mmee Wi paBHoe 1234.

classmethod oneof (self, *value: typing. Union[str, int]) — Filter
Ounprp IN. Boibpars Bce nma, y KOTOPHIX OIpEIeeHHAsT CTPOKA B METAIAHHLIX COBIAIAET C
OJHUM U3 3HaYEeHUil 13 3aJaHHOU IOCJIeJ0BaTEIbHOCTH.

ITapamerpsl value (list of strings or integers) — CIUCOK CTPOK C MeTaJaHHbBI-
MU

Pesyabrar nma duisrpa (IN) u ero snagenue.
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Twun pesynbraTta 00beKT Kiaacca Filter.

IIpumep: Meta.oneof (1234, 5678) BbIOMpaeT JHUIA C MeTa-CTPOKOW, MMeroIleil 3Hadenne 1234
u/uu 5678.

classmethod subset (self, *value: str) — Filter
Ouibrp SUBSET. Boeibpars Bce Juia, y KOTOPBIX OIIPEJIe/IEHHAS CTPOKA COJEPKUT BCE 3HAYEHUS
13 yKa3aHHOHN [10CJIe0BATEILHOCTH.

ITapamerps! value (list of strings or integers) — CIUCOK CTPOK C METaJaHHbBI-
MU

Pesyabrar nmsa duinsrpa (SUBSET) u ero suavenue.
Tun pesynbrata o0bekT Kiacca Filter.

IIpumep: Meta(¢foo’) .subset (‘“male’’, ‘‘angry’’) BBIOMpAaET JIMIA C MeTa-CTPOKOit foo, comep-

JKalleil Bce 3HAUEHMsl U3 1ocjeoBaTesbHocTr [‘male”; “angry”].

class ntech.sfapi_client.filters.Detection(Filter)
Ipenocrapasier MeTon uist uieHTndUKanuK (OUCKa TTOXOXKUX JIAI B 6a3e JaHHBIX) 0OHADYKEHHOTO
JIUIA.

__init__(self, id: typing. Union/str, objects. DetectFace], threshold: float)
ITapameTrpst

e id (objects.DetectFace or temporary face id in memcached returned by
sfapi_ client.Client.detect(), string) — smuro (pe3ysnbrar JeTeKIyn), KOTOpoe Hy>KHO
HajiTi B O6a3e JAHHDBIX

e threshold (float) — MUHUMaJIbHAS CTENEHb cxoxkecTn Jmr oT 0 1o 1

IIpumep: Detection(detl, 0.77) BbIOuMpaeT JHUIA, TMOXOXKWE HA PE3yJbTAT JeTeKiuu detl co
CTEIEeHbIO CXOXKeCTHU, HoJIbIeil nim paBHoi 0.77.

class ntech.sfapi_client.filters.Face(Filter)
IIpenocrasisier MeTos, JIJIst IOUCKa JIAIL B Oa3e JAHHBIX, IIOXOXKHUX Ha JINIO U3 Tajepeu.

__init__(self, id: typing. Union/[str, objects.Face], threshold: float)
ITapameTrpsl

e id (objects.Face, objects.Faceld or custom face id in the gallery, string) — sumo
u3 6as3bl JAHHBIX, KOTOPOE Hy?KHO HAUTH

e threshold (float) — MUHMMaJbHAS CTelleHb cxoxecTu Jiui oT 0 10 1

IIpumep: Detection(FaceId(‘‘gall’’, 1234), 0.77) BbIOMpAET JIAIA, [IOXOXKHE HA JIUIIO C [1OJIb-
30BaTeIbCKUM ujeHTuduKaTopoM face 1234 u3 rasepen gall co CTENEHBIO CXOXKECTH, OOJIbIIei
uia paBHOI 0.77.

Mpumep ncnonb3oBaHus Heckonbkux unbTpoB

filters=[filters.Id.gte(123456), filters.Meta('age') .gte(45), filters.Meta('camera') .oneof('abc',
—'def')]
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OTtob6paxkeHue coobuieHnii 06 owmnbkax

class sfapi_client.SFApiRemoteError
Hannoe coobrrerre 06 OmMUOKe MOSABIISIETCS, €CJIH OIMUOKA MPOM30IILJIA 10 IPUINHE, OTJIIMIHON OT cere-
BOro cbos.

Coobrrierre 06 onmubKe COAEPKUT KaK MUHUMYM JIBA IIOJIS:

e code — 310 Kox ommbku B Buje CAPS_AND_UNDERSCORES, KOTOpBI MOXKET OBbITh HCIIOJIb30BAH JIJIs
ABTOMATUIECKOTO TPe0OPA30BAHUS.

® reason — 3TO OIIMCaHMHe OIHI/I6KI/I, npeaHasHaveHHoe JIJId IIPOYTEHUA I€JIOBEKOM.

MonHbIA cnucok ownbok

Kog owunbkn | Onucatnue

UNKNOWN_ERRQROImu6Ka HEM3BECTHOTO IIPOUCXOXKIEHUSI.

BAD_PARAM 3ampoc MoKeT ObITH TPOIUTAH, OJHAKO HEKOTOPBIE TTapaMeTPhl METO/IA HEJIeHCTBUTEIHHBIL.
JlaHHBIIT THI OTBETA COJEPXKUT JONOJHUTEIbHbIE aTPUOYTHI param i value /I ONUCAHUS
OIIUOOIHDBIX TTAPaAMETPOB.

CONFLICT Koudmuxkr.

EXTRACTION_ERROROKA MpuW M3BJICUYEHUM U3 JINIIA BEKTOPA IPU3HAKOB.

LICENSE_ERRORKondwuryparus CucTeMbl He COOTBETCTBYET JIUICH3INM.

MALFORMED_REQB&ES{oc HenpaBuibHO C(DOPMUPOBAH M HE MOYKET OBbITH [IPOYNTAH.
OVER_CAPACITYIIpeBsimren pa3zmep odepezeit B kommnonenTe findface-extraction-api.
SOURCE_NOT_FOBNbapamerpe from 3aJaHO HECYIIIECTBYIOIIEE JIATIO.

SOURCE_GALLERB_ti@)Tak6TN® from 3a7aHa HECYIIECTBYIONMAs Taaepest.

STORAGE_ERR(QRBuomMerpudeckas: 6a3a JaHHBIX HEJIOCTYITHA.

CACHE_ERROR| Xpammmmiie memcached HemocTyIrHo.

NOT_FQOUND Ilonxonsimue juia He HAIEHBI.

NOT_IMPLEMENT@Y HKIOHA HE Pean30BaH.

GALLERY_NOT | FOGNRo1s111TMEe TaJIepen He HailJIeHbI.

class sfapi_client.SFApiMalformedResponseError
910 coobimenne 06 omubKe MOABSIETCs, €CJIM OIMTNOKA, MPOU30IILIa U3-3a cO0s B ceTH, nin ecau KimeHT
ue cmor npountath API-orBer or findface-sf-api.

3.4.5 lMpumep

Crregyromuii mpuMep WIIIOCTPUPYET OCHOBBI HAIIMCAHUS IIJIAMMHA U UCIOIb30BAHIE KJIACCOB 1 MeTOIOB. Jlan-
HBI IIJIArMH 3anpanuBaeT arpuOyThl uia y findface-sf-api, a 3arem ornpasiser 3anpoc B <FFSEC_URL>/
video-detector/process Jijisl CO3/IaHUsl COOBITHS C JAHHBIMH, HOJydeHHbIME 3 findface-sf-api.

Brr Moxkere maiitn jamHbli naru# B karasore /opt/ffsecurity/fr_plugin/ffsec_fr_plugin.py. Ha-
cmpotime CACTEMY Ha €ro MCIIOJb30BAHUE U MOIpobyiiTe.

Baxxno: VYb6emurech, uro B nepemennoit FFSEC_URL ykazanbl akTyaJibHBbIN [P-anpec m mopr cepsepa
findface-security.
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import datetime
import logging
import aiohttp
from dateutil.tz import tzutc
from facerouter.plugin import Plugin
from ntech import sfapi_client
from ntech.asyncio_utils import wrap_future
from ntech.asyncio_utils.noop_cookie import NoopCookieJar
from ntech.tornado_utils import asyncio_to_tornado
# change this if your ffsecurity is located on another host or listens on a non-default port
FFSEC_URL = 'http://127.0.0.1:8002"
logger = logging.getLogger(__name__)
class FFSecurityPlugin(Plugin):
def __init__(self, ctx, ffsec_url):
super () .__init__(ctx)
self .ffsec_url = ffsec_url.rstrip('/"')
self.session = aiohttp.ClientSession(cookie_jar=NoopCookieJar())
self.future_wrapper = asyncio_to_tornado
def deactivate(self, *args):
self .session.close()
def request_headers(self, request):
return {
"Authorization": request.headers['Authorization'],
'X-Request-ID': request.request_id,
}
Owrap_futures
async def preprocess(self, request, labels):
# somewhat hacky way to pass data between preprocess and process:
request.ffsec_reception_timestamp = datetime.datetime.now(tzutc())
headers = self.request_headers(request)
async with self.session.post(self.ffsec_url + '/video-detector/preprocess',
—headers=headers) as resp:
resp.raise_for_status()
resp_json = await resp.json()
logger.debug("request_id=/r preprocess: ffsecurity response: /r", request.request_id,,
—resp_json)
plugin_wants = resp_json['plugin_wants']
request.ffsec_plugin_wants = plugin_wants
logger.info("request_id=/r preprocess: ffsecurity requested features: /7", request.
—request_id, plugin_wants)
return plugin_wants
Qwrap_futures
async def process(self, request, photo, bbox, event_id, detection: sfapi_client.DetectFace):
headers = self.request_headers(request)
with aiohttp.MultipartWriter('form-data') as mpwriter:
part = aiohttp.payload.BytesPayload(request.params.photo)
part.set_content_disposition('form-data', name='photo', filename='photo.jpg')
mpwriter.append(part)
part = aiohttp.payload.BytesPayload(b'')
part.set_content_disposition('form-data', name='face0O', filename='norm.png')
mpwriter.append(part)
part = aiohttp.payload.JsonPayload(request.params.detectorParams)
part.set_content_disposition(‘form—data‘, name="'detectorParams')
mpwriter.append(part)
part = aiohttp.payload.JsonPayload([list(bbox)])
part.set_content_disposition(‘form—data‘, name="'bbox ")
mpwriter.append(part)

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

part = aiohttp.payload.StringPayload(request.params.cam_id)
part.set_content_disposition('form-data', name='cam_id')
mpwriter.append (part)
part = aiohttp.payload.StringPayload(request.params.timestamp.isoformat())
part.set_content_disposition('form-data', name='timestamp')
mpwriter.append (part)
part = aiohttp.payload.StringPayload(request.ffsec_reception_timestamp.isoformat())
part.set_content_disposition('form-data', name='reception_timestamp')
mpwriter.append (part)
part = aiohttp.payload.JsonPayload(request.ffsec_plugin_wants)
part.set_content_disposition('form-data', name='plugin_wants')
mpwriter.append (part)
if request.params.bs_type is not None:
part = aiohttp.payload.StringPayload(request.params.bs_type)
part.set_content_disposition('form—data', name='bs_type')
mpwriter.append(part)
part = aiohttp.payload.JsonPayload({
'id': getattr(detection, 'id', None),
'features': detection.features,
'bbox': detection.bbox._asdict(),
'facen': getattr(detection, 'facen', None),
'attributes': detection.attributes,
B
part.set_content_disposition(‘form—data‘, name="'detection')
mpwriter.append(part)
async with self.session.post(
self.ffsec_url + '/video-detector/process',
data=mpwriter,
headers=headers
) as resp:
await resp.read()
resp.raise_for_status()
logger.info("request_id= process: ffsecurity accepted event", request.request_id)
async def activate(app, ctx, plugin_name, plugin_source):
plugin = FFSecurityPlugin(ctx=ctx, ffsec_url=FFSEC_URL)
return plugin

196 Fnaesa 3. PykoBoacTBo no uHTerpauymm




Copepxatune mogynein Python

]C

facerouter.plugin, 186

n

ntech.sfapi_client.client, 188
ntech.sfapi_client.filters, 191
ntech.sfapi_client.gallery, 189

0]
objects, 187

197



FindFace Security, Bbinyck 4.1.2

198 Copepxanune moagynein Python



AndaBuTHbI yKa3aTenb

CrmMBonbl

__init__Q (memod ntech.sfapi_ client.filters. Detection),
193

__init__(Q) (memod ntech.sfapi_client.filters.Face),
193

A

add() (memod ntech.sfapi_ client.gallery. Gallery),

190
B

BBox (kuacc 6 objects), 187

C

Client (kuacc 6 ntech.sfapi_client.client), 188
create() (memod ntech.sfapi_ client.gallery. Gallery),
190

D

delete () (memod ntech.sfapi_ client.gallery. Gallery),
190

detect () (wmemod ntech.sfapi client.client. Client),
188

Detection (kaacc e ntech.sfapi_ client.filters), 193

drop() (wmemod ntech.sfapi_ client.gallery. Gallery),
191

F

Face (xaacc 6 ntech.sfapi_client.filters), 193
facerouter.plugin (modyav), 186
Filter (xaacc e ntech.sfapi_client.filters), 191

G

Gallery (xsacc e ntech.sfapi_ client.gallery), 189

gallery () (memod ntech.sfapi_ client.client. Client),
189

(memod ntech.sfapi_ client.gallery. Gallery),
190

get O

gte() (memod xaacca ntech.sfapi_client.filters.Id),
192

(memod
ntech.sfapi_ client.filters. Meta), 192

gte() KAQCCH

Id (xnacc 6 ntech.sfapi_ client.filters), 191

L

list() (memod ntech.sfapi_client.gallery. Gallery),
189

1te() (memod xaacca ntech.sfapi_client.filters.Id),
191

1te() (memod

ntech.sfapi_ client.filters. Meta), 192

raacca

M

Meta (xaacc 6 ntech.sfapi_ client.filters), 192

N

ntech.sfapi_client.client (modyav), 188
ntech.sfapi_client.filters (modyav), 191
ntech.sfapi_client.gallery (modyas), 189

O

objects (modyav), 187

objects.DetectFace (xaacc 6 objects), 187
objects.DetectResponse (kaacc 6 objects), 187
objects.Face (kaacc 6 objects), 187
objects.Faceld (xaacc 6 objects), 187
objects.ListResponse (kaacc 6 objects), 188

oneof () (memod KAQCCO
ntech.sfapi_ client.filters.Id), 192
oneof () (memod KAGCCA

ntech.sfapi_ client.filters. Meta), 192

P
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preprocess() (memod facerouter.plugin. Plugin), 186
process(), 185

process () (memod facerouter.plugin. Plugin), 186

S

serialize() (memod
ntech.sfapi_ client. filters. Filter), 191

sfapi_client.SFApiMalformedResponseError
(kaacc 6 ntech.sfapi_ client.filters), 194

sfapi_client.SFApiRemoteError (kaacc 6
ntech.sfapi_ client.filters), 194

shutdown (), 185

shutdown() (memod facerouter.plugin. Plugin), 187
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ntech.sfapi_ client.filters. Meta), 193
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