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FindFace Security — 310 cucrema 6MOMETPUYECKON BUICOUIEHTU(MDUKAINH, IPeIHASHAYECHHA JIJIsI AaBTOMAa-
TH3aIUU OCHOBHOM JIeSITeJIbHOCTU COTPYIHUKOB CJIy2K0 be3omacHocTu u rocrenpunmMcrsa. B ocHoee FindFace
Security srexkur FindFace Enterprise Server, mepemoBast TeXHOJIOI ST paCIIO3HABAHUS JIUI] Ha, 6a3€ NCKYCCTBEH-
woro mHTe/TeKkTa. FindFace Security mpescraBisier coboit TOTOBBIM K HCIIOIB30BAHUIO MPOIYKT, KOTOPBIi
MOXKET HCIOJIb30BATHCS B TAKUX 00JIACTSX, KAK TPAHCIOPT, POZHUYHAS TOPIOBJIs, OAHKOBCKOE OOCIIYKIBa-
HUe, UH/IyCTPUS PA3BJIeUYeHNll, CIIOPTUBHbIE MEPOIPUATH, OPTAHI3AINS MEPOIIPUATH, CEPBUCHI 3HAKOMCTB,
BUJICOHAOJIIO/IEHNE, OOIIECTBEHHAS U KOPIOPATHBHAs 6€30TaCHOCTh, KOHTPOJIbL KAPAHTUHA U JIP.

FindFace Security obmapy:xuBaer u nieHTUDUIMPYET UYeJOBEUYECKHE JINIA U YBEIOMJISET OTBETCTBEHHBIX
siatt, 06 ux mosiBsiennu. FindFace Security tak»ke pacnosHaer Takume aTpuOyThHI JINIA, KAK HAJAYINE MEIATIH-
CKOM MacKw, TOJI, BO3PacT U Jp., U OTOOparkaeT JAHHYI0 WHMOPMAIUIO I KayKJI0r0 ODHAPYKEHHOTO Ha
BUIEOM300PAKEHNN JIUTIA.

Wurerpuposannas B FindFace Security anruciydunrosast cucrema rapaHTUPYeT, 9TO IIepej] KaMepoil HaXo-
JIUTCS KUBOU Y€JIOBEK, U UCKJII0YAET BO3MOXKHOCTH MOIIEHHUYECTBA C MCIOJIb30BaHuEM (DOTOrpaduu JIUia
Ha Oymare mwin SKpaHe MOOMIBHOTO YCTPOMCTBA.

FindFace Security moiepkuBaeT HHTErpaliio CTOPOHHUX petneruii yepes H1TT'P API, eeoxyku u naaz2urol,
TaK 9TO BbI C JIETKOCTHIO CMOYKETE YCOBEPIIEHCTBOBATH CBOIO TEKYIIYIO CUCTEMY WJIU IIPUJIOXKEHUe, JT00aBUB
B HUX (DYHKIIMOHAJIbHOCTb PACIIO3HABAHUS JIUII.

Ilomumo cranmapraoro dyukimonana, FindFace Security anti-COVID Bkiiouaer cucremy KapaHTHHHOIO
KOHTPOJIsT ¥ OBOPBOBI ¢ TaHEMUEll, KOTOPYI0 MOYKHO HCIIOJIb30BATh B PAMKAX YCHJINN 110 CIAEPKUBAHUIO PaC-
[IPOCTPAHEHUSI HOBOI'O KOPOHABUPYCA.

MonHbIA cnncok BO3MOXXHOCTEIR:
e Buomerpuueckoe pertenne nporus COVID-19, cucrema KapaHTMHHOTO KOHTPOJIA U OOPBOBI C maHze-
MHUEH.
e ApxwurekTypa Ha ocHOBe Al.
e BricTpas u Hajie:kHAst OMOMeTprIecKasi HACHTU(DUKAINS B PEAJIbHOM BPEMEHH 110 6a3aM JAHHBIX JOChE.

e Ilosblimennas IIPOU3BOAUTE/IBHOCTDL 1 OTKHBOyCTOﬁ‘IHBOCTB B BBICOKOHAI'DY2?KE€HHBIX CHUCTEMaX C 60JIb-
MM KOJIMIEeCTBOM IIOJAKJ/JIIOYEHHBIX KaMep U KJIMEHTOB.

o Ilommepkka Kak BUJIEOTIOTOKOB C KaMep, TaK U apXUBHBIX (haliyioB.
e BricTpoe cosmanune 6a3bl JaHHBIX JOCHE.

e Pacmpenesnenne 6a3bl JAHHBIX J0ChE MEXKIY HECKOJHKUME CEPBEPAME C CHHXPOHU3AIMEN W PerinKa-
ueii.

e Hacrpoiika co/iepKumMoro J0che.
o [lommepxkka enyInKanuu COOBITUI U JTOChe.
e Bepuduxkarus Juir.

e Al-pacnosnaBanue 1oJja, BO3pacTa, SMOIMIA, OYKOB, OOPOJIBI, MEIUITUHCKON MACKU U JIPYTUX aTPpUOyTOB
JIATIA.

o Al-nerexrop xkusbix i, (Liveness).

e Al-pacnosHaBanue IepCcoH.

e CraTuCcTUKa B PeaJbHOM BPEMEHH 110 JINIAM U CHUJIYyITaM Ha BUJIEOM300paKeHUN.
e Bujeonabinonenne.

e Ilouck o 6a3aM JJaHHBIX.
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e Pacmmpenunrit HabOp MOUCKOBBIX (PUIHTPOB.

e PacmupeHHOe yIpaBjeHUe ITOJIb30BATEIAMH.

e AyrenTuduKkarus Mo TapoJIio Wik cepTUpUKATY.

e CPU- u GPU-yckopenne Ha Barr BbIOOD.

e YI0OHBI!I KOHCOTBbHBIN MHCTAJUIATOP U JIPY2KECTBEHHBIN MHTEpdeiC.
e Pa3BeprniBanme Ha OJIHOM WJIM HECKOJTBLKHUX CEPBEPAX.

e B03MOXXHOCTH JIMIEH3NPOBAHUS B OTKPBITHIX U 3aKPBITHIX CHCTEMAaX.
e Uurerpamus yepes HTTP API, BeOxyku u marusbr Ha python.

o [lapTHepcKue MHTErpaluy C TMOMYJISIPHBIMU CUCTEMaMH.

e MobumibHOE TIPUIIOKEHNE.

2 CopepxxaHue



[naBa ]_

PykoBofcTBO agMuHUCTpaTopa

1.1 ApxutekTtypa

Xors Bsanmmogeiicteue ¢ FindFace Security mpoucxomur B ocHOBHOM depes Beb-uHTepdeiic, He 3a0yipTe
VIIeJIUTh HEMHOT'O BPEMEHH H3yUYeHWIO apXUTEKTYPhI MIPOTPAMMHOIO KOMILIEKCA. JTH 3HAHWS HEOOXOIUMBI
JJIs. Pa3BePThIBAHNS, HHTErPAINY, OOCTyKUBaHUA U ycTpaHeHus mpodsem npu pabdore FindFace Security.

B 3Ttoin rnase:

o Aprumerxmypruie saemenmaol
— Czema aprumexmypol
— Sdpo FindFace
— Ilpukaadnoti modyav FindFace Security

L] I)CLe')’ﬁ(‘,p’IfL/bLG(LH’(LC HA 0OUHOUHOM CEPBEPE UAU 6 KAGCTEPE

o Annapammnoe ycropernue wa CPU uw GPU

1.1.1 ApxuntekTypHble 3/IeMeHTbl

FindFace Security cocTouT n3 cJeyIonux OCHOBHBIX apXUTEKTYPHBIX JIEMEHTOB:

e dnpo FindFace, mepemoBasi TexHosorusi pacro3HaBaHUs JIAI Ha 0a3e MCKYCCTBEHHOIO WHTEJIJIEKTA,
KOTOpasi MOYKET MCIOIb30BAThCA B KadecTBe OTAeabHOrO nmpoaykra FindFace Enterprise Server.

e FindFace Security, rorosbrit mpukJjaaaoit moayss K FindFace Enterprise Server.



https://docs.findface.pro/projects/ffserver/en/4.0.3/
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Cxema apxutekTypbl

TnoGanbHbIA
cepBep NPOBepKH
nuueHsni Ntech
Lab

Anpo FindFace
S e onmoramens e
v Y Y USB-KMI04 annapaTHOM 3aluTel
findfa [
apiservice -ntls.service
AP P — - - OO AT~
Bupeogerexumn nuy (findface-
video-manager.service)
nHya BioMeTpHYedknil o6pasel AP0
i ETCD
findface-
findface-sf-api.service facerouterservice
AP} —
o Jjob-3adaHus/cmamucmuxa
memcached T;;%Hnb;
g k-
BupgeoaeTexyma nuy
GromeTpuyedimii o6pazew findface-video-
MeTanAHHbIS nuua (pg/png) xadpsi (|pg/png) warker.service)
v
findface-tarantool- BunegnoTok
........ server findface-upload
O-APH————P
Earantool DB Nginx

MpuknanHom ynb FindFace Security

findface-security.service

fisecurity-ui

|

findface-counter

PostgreSQL

Aapo FindFace

Anpo FindFace Braodaer B cebst caeayronine KOMIOHEHTHI:
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Kom- | Onucanue Mo-
no- cTas-
HeHT LMK

findfageCepBuc, ucnoJb3yomuiics J1jisi OOHAPYKEHUS JIUI Ha, CTATUIECKUX U300parkeHusax u u3- | CobcrBgHHAs
extragtiomevyennst u3 Jiun GHOMETPUIECKUX 00pasioB (BeKTOpoB npusHakoB). CepBuC TakKe Bbl- | paspa-
api [OJTHSIET PACIIO3HABAHUE TAKMX aTPUOYTOB JIIA, KAK II0JI, BO3PACT, IMoIuu, Oopoma, | OOTKa
OYKH, MEJIUINHCKAs MacKa U JP., 4 TAK¥Ke PACIO3HABAHUE dejioBedecKux cuiry’ToB (ecau | NtechLdab
ObUIN 3aJIaHbl COOTBETCTBYIONIME HACTpOiiKu). PaGora na 6aze ueiipounnix cereil. [loi-
nepxxuBaercst CPU- uwin GPU-yckopeHnue.

findfageCepruc, peasmsyromuit HT'TP API obHapy:keHust 1 paciio3HaHUSI JIUII,

st-
api
findfageCepBuc, obecrieunBaromuii B3anmoieiicTBue Mex ity ceppucom findface-sf-api u 6uo-
taranfoserpuueckoii 6a30il ganubIx (62300, B KOTOPOIi XpaHsTCs GnoMeTpudecKue o0pasipl) Ha
server] ocHoe Tarantool.

findfareBeb-cepBep Ha 6aze NginX, HCIOJB3yeMbIil KaK XPAHUJIAIIE UCXOIHBIX M300pParKEeHUM,
upload MUHHATIOD JIUI] 1 HOPMAJIU30BAHHBIX U300PAKEHU JINII,

findfageCepBuc, KOTOpBIT WCIONMB3YeTCS I 3aJaHdsi [MPABUI 00PabOTKH OOHADYKEHHBIX
facerouter Bumeo sum. B FindFace Security dyukmum findface-facerouter BBIIOIHAIOTCS
findface-security (cMm. [Ipukaadiot modyse FindFace Security). OnHako B essix nH-
Terpanuy Bbl MOXKETe YCTAHOBATH M HACTPOUTH JAHHBIH KOMIOHEHT (cM. ITaazuno).
findfageCepBuc, sBIIsTFOIUiICS YACTHIO MOMYJI BUIEOJETEKIIUU JIUIL, 9epe3 KOTOPBIN OCYIIeCTB-
video] JisieTcst yrpaBjieHne JIeTeKIel NI Ha BUIEO, & UMEHHO 33JIal0TCsl HACTPONKYU U CITUCOK
manageBuIe0II0TOKOB /1T 0OpabOTKM.

findfageCepBuc, 4acTh MOJyJIsi BUJIEOJETEKIMH JIMI, KOTOPBI pPaCIO3HAET JUI@A Ha BUIEO
videoq u oTIpaBjsieT UX HOpPMaJjU30BaHHbIE W300parKEeHUsi, COOTBETCTBYIOIIUE BUJIEOKA DI
worker u merajgannbie (Takume kKak ID Kamepbl U BpeMsl OOHAPYKEHUS JIMIA) B CEPBUC
findface-facerouter mjs gajabHeineir 00pabOTKH B COOTBETCTBHUE C 3aJaHHBIMU IIPa-
puwitamu. [lommepxuBaercs CPU- u GPU-yckopenue.

findfareflokasbHbIil cepBep JIMIEH3UH, KOTOPBI MpOBepsieT HOIMHHOCTD auvyensut, FindFace
ntls | Security, B3anmoeiicTBys ¢ TiiobaabHbIM cepBepoM Jntier3nit NtechLab. liist 3aKpbITHIX
cucTeM IOJJepXKUBaeTcss paboTa C almapaTHbIMU JIMIIEH3NOHHBIME KJrtodamu. 1lommep-
JKUBAETCS JINIIEH3UPOBAHNE YePe3 TPOKCHU-CEPBEP.

Tarantddroponnee mporpaMmHuoe obeciiedeHne, Ha OCHOBE KOTOPOIro peajim3oBaHa Oumomerpude- | Tarantopl
ckas 6a3a JAHHBIX, XpaHsIAs U3BJIEeYeHHbIe GHOMeTpHUIecKne o0pasipl (BEKTOPHI IIPU-
3HAKOB) U cOoObITUA oOHapyzKenus Jjmll. CUCTEeMHbIE JaHHBIE, JOCHE, MOJL30BATELCKUE
AKKAYHThI U HACTPOWKHN Kamep xpansarca B PostgreSQL (dacTb HpUKIIAIHONO MOy
FindFace Security).

etcd | CropoHHee mporpaMMHOe obecIiedeHre, peajn3yoliee pacipeie/leHHOe XPaHUIUIE K- | eted
4geit qy1a KommoHeHTa findface-video-manager. lcnosnb3yeTcsa B KagecTBE KOOPAMHAIIN-
OHHOI CJIy?KOBI B PACIPEEIEHHON crucTeMe, 00ecrednBast OTKa30yCTONINBOCTD BUIEOIE-
TEKTOpA, JIAII.

NginX CroponHee mporpaMMHOe o0Oecriedenre, KOTOpPoe peajn3yeT Bed-uHTepdeiichl CUCTEMBI. nginx
memcadliedporree porpaMMHOe obeclieueHne, pPeanu3yollee CEPBUC KIIINPOBaHUS JAaHHBIX B | memcached
OIIepaTI/IBHOfI IIaMATHU Ha OCHOBE XeIH-Ta6.HI/ILU)I. I/ICIIOﬂb3yeTCH JJId BDEMEHHOI'O XpaHEeHU A
W3BJIEYEHHBIX OMOMETPUYECKUX 0OPAa3IOB Iepej] UX 3allUChbio B 6a3y JaHHbIX Tarantool.

MpuknapHoii mogynb FindFace Security

IIpuknanuoit momyas FindFace Security Brirogaer B cebst ciiegyroniue KOMIIOHEHTHI:

1.1. ApxutekTtypa 5
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Kom{ OnucaHue Mo-
no- cTas-
HeHT LMK

findfad€omiionenT, obecrednBarOMMl JIOCTYIl KOHEYHOI'O II0Jib30BaTejiss K QyHKIusAM sijgpa | CobcTBEHHAS
securitfindFace. ObGecrieunBaer B3ammojeiictBue Mexay sinpom FindFace u BeG-urTepdeiicom, | pas-
dyuknuonuposanue cucrembl B 1iejioM, HTTP u BebG-coker, obHOBIIEHNE OHOMETPUIECKOIT | pa-
6a3bl JAHHDBIX, OTIIPABKY yYBEIOMJIEHHI O COOBITHSX, OObeIHeHne COOBITUI B 31IN30/1bI, pa- | OOTKa
60Ty BEOXYKOOB U caeTInku. BKiogaer B cedst caeayIonue BHyTpeHHne cepBuchl: mpoBepka | NtechLab
JINTEH3UU, MEHe 2Kep BeOXYKOB, TPYIIUPOBIIIK IIEPCOH, MEHE/ZKEp SIU30/I0B, MEHE/IKep

CYETINKOB.
fisecurldysioBHoit BeO-mHTEPDeETiC, coap3ytoMMiicss qis B3aumoneiicTeus ¢ FindFace Security.
ul [TozBonster paboraTh ¢ COOBITHSIMU HIACHTU(MUKAIINN JIAI, UCKATH JINIA B 0a3aX JAHHBIX,

YIPABJIATH KaMepPaMU, MMOJIb30BATE/SME, TOChe U CIIMCKAMK HAOJIOIEHNs, COONPATh CTa-
TUCTUKY B PeaJbHOM BPEMEHHU U MHOT'OE JIDYTOE.

findfad€epsuc, ucrob3yeMblil [1Jj1s 1€ Iy IIJTUKAIIAN JIHII,

counger

PostgreS@Qpbonnee nporpamMmMHoe obeclieueHne, peaju3yiollee OCHOBHYIO 0a3y IaHHBIX cucTeMbl. | PostgrdSQL
B nmannoit 6a3e XxpaHdaTCs JeTAIN3UPOBAHHDBIE JOChE MEPCOH ¢ Pa30bUEeHnEM 0 KATErOPHUIM
(crmekaM HaGIIIONEHNs), a TaK»Ke JAHHBbIe BHYTPEHHETO XapaKTepa, Takue Kak Ipoduin
nosnbs3oBareseit FindFace Security, HacTpoiiku Bumeokamep u nip. Buomerpudeckue qanHbIE
Jarg u cobbrtust uneaTudukanuu jun xpanarcd B Tarantool (uacts siapa FindFace).
Pgbou@laaiponnee nporpaMmMuoe obecriederne, obecrednBaroliee o0jerdeHHbiil mysn coequnenuit | PgBouncer
st PostgreSQL. HeobsizaTeibHBIN KOMIIOHEHT, UCIIOJIB3YETCsI JJIs yBEJIUIEHNUsI IIPOU3BO-
JIUTEILHOCTH 0A3bl JAHHBIX IIPU BBICOKOM HATDY3Ke.

Redis CroponHnee mporpamMmHoe obeciiedeHue, KOTOpoe peaJiu3yer Opokep coobiienuit BHyTpu | Redis
findface-security.
Djang&Toponnee mporpamMmmuoe —obecriedenue, peanusyiomiee Beb-dpeiimBopk i Beb- | Django
unrepdeiica FindFace Security.

CmMm.Tak>xke:

Ilodpobro o Komnonenmax

1.1.2 PasBepTbiBaHMe Ha OAUHOYHOM cepBepe Un B KiacTepe
Bur moxkere paszsepuyrh FindFace Security kak Ha ommHOYHOM cepBepe, TakK U B KJacTepHoi cpeje. [lpu
BBIOOPE HOCJIEITHETO BAPUAHTA JOCTYIIHBI CJIEYIONINE CXeMbl Da3BEPTHIBAHUSL:

e Ilenrpassnsiit cepsep FindFace Security, B3ammoeiicTByomnuit ¢ HECKOJIBKUMUA JOTIOJTHUTETbHBIMI CEP-
BepaMu Jijisd 06paboTKU Bueo (C OJHUM yCTaHOBJIEHHBIM KoMIoHeHTOM findface-video-worker).

e TTosiHOCTBIO pacupesesnennast apxurekTypa FindFace Security. Moxker moHao0uThCsi OajlaHCHPOBKA
Harpy3KHU.

Tlogpobree cm. paznen Tunuwnas Yecmanoska 6 KAaCmepe.

1.1.3 AnnapatHoe yckopeHue Ha CPU n GPU

Cepsucnl findface-extraction-api u findface-video-worker moryr wucnosb3oBarh Kak CPU-; Tak u
GPU-yckopenne. Hy>kHbliit THII yCKOpEHUsT BBIONPAETCST BO BPEMsT YCTAHOBKU M3 KOHCOJIBHOTO UHCIMAALATOPA.

Ecim ycranoska FindFace Security Beimosasiercss us apt-penosumopus, sa CPU-cepBepe Hy»KHO pa3Bep-
HyTh makersl findface-extraction-api u/uim findface-video-worker-cpu, a na GPU-cepBepe makernt
findface-extraction-api-gpu u/win findface-video-worker-gpu.

6 Fnasa 1. PykoBogctBo agmuHucTpatopa
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Baxkno: /[lis Beibopa korduryparuu obopyosanust cM. Cucmemroie mpebosans.

Baxkno: Ecan paspemntenne ncrosb3yeMoit kamepsl npesbimaer 1280x720 nukcesei, HACTOSATEILHO PEKO-
MEHJIyeTCsl MCI0JIb30BaTh nakeT ¢ yckopenneMm Ha GPU findface-video-worker-gpu.

IIpumeuanue: Liveness-demexmop wa CPU paboraer ropasmo mesgentee, yem na GPU.

1.2 CucremHble TpeboBaHus

s pacuera xapakrepuctuk cepsepos FindFace Security mcmosip3yiiTe puBeieHHbIE HUXKE CUCTEMHbBIE TPe-
GoBaHUs.

Coser: CHauaJja 00s3aTeIbHO 0O3HAKOMbTECH ¢ aprumekxmypot, FindFace Security.

B sT1oin rnase:

e Ba3zosas xonpuzyparus,

1.2.1 Ba3oBas koHdurypauyus

Baxxno: Eciu pa3sperienune ucrnosib3yemoit Kamepbl npeBbimiaer 1280x720 nukcesieit, HACTOATETHHO PEKO-
MEH/IYeTCs UCIOJIb30BaTh maker ¢ yckopenuneM Ha GPU findface-video-worker-gpu.

1.2. Cucremtnblie TpeboBaHus 7
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MunnmanbHas Pekomenpyemasi

CPU Intel Core i5 CPU c 4-msa dusngeckumu sia- | Intel Xeon E5v3 ¢ 6-10 busmyecknmu siagpam,
pamu 2.8 I'T'g JIYYIIHII UM TIOXOYKUU IIPOIECCOD
Ha cobcersennbie mHy»x/161 FindFace Security Tpebyercs 2 sinpa HT > 2.5 I'T'n. XapakTepucrukn
TaK2Ke 3aBUCUT OT KOJIUdIecTBa Kamep. JIjst ojiHoi Kamepsl 720p@25FPS tpebyercs 2 siyipa >2.5
I'Tu. Iognepxka AVX2

GPU Nvidia Geforce® GTX 980 4 I'c Nvidia Geforce® GTX 1080+ ¢ 8+ I'6 RAM

(ommmo-

HAJIBHO) MonuepxuBaembie cepun: GeForce (Maxwell, Pascal, Turing u Boune), Tesla (Maxwell, Pascal,
Volta v100, Turing u Bblie)

RAM 10T6 | 16+ I6
Ha cobcereennbie myx) 161 FindFace Security tpedyercs 8 I'6. Ilorpebiierne nmamsTu Tak:ke
3aBUCUT OT KojimdecTBa Kamep. s ogHoit kamepnl 720p@25FPS tpedyercst 2 I'b RAM

HDD 16 I'6 | 16+ T6
Ha cobcrennbre Hy 2k /161 oniepanuonnoii cucremel u FindFace Security Tpebyercst 15 I'b. Cywm-
MapHBII 00bEM OIPEIeJIieTCsl B 3aBUCUMOCTH OT TpebyeMoil 1yryOnHbl apxuBa coObITHIT B 6a3e
JIaHHBIX U B jore u3 pacduera 1.5 M6 na 1 cobbrtue

Ormepa- Ubuntu 16.04, 18.04, Toabko x64

[IMOHHASI

cucreMa

Coset: [l Gojiee TOYHOrO OAOOPaA KOH(PUIYPAIUHA CBSI>KATECH C HAITUMU TEXHUYECKUMU IKCIIEPTAMU 10
agpecy support@ntechlab.com.

1.3 MpuHywnn nnuyeHsnpoBaHus

FindFace Security JjiniieH3upyercst 0 CJIeIYIONUM KPUTEPUSIM:

1. B xome paborsr FindFace Security 6momerpudeckue oOpa3ibl M3BJAEKAIOTCS W3 JIAI, OOHAPYKEHHBIX
Ha BHIEO, W U3 QoTorpaduii, 3arpy?KaeMbIX B JOChE, & TAKXKe IPH IMOCTPOCHUHU T. H. IEHTPOHIOB B
IIPOIIECCE KAACTEPUSAUUL NEPCOH.

B OeJIOM CXeMa JIMIIEH3UPOBaHNA BBITVIAIUT CJACYIONINM O6p330MZ

e CobbrTust: 1 cobbITHE paclo3HaBaHUs JINIA Ha BUACO = 1 JIUIO B JIMICH3UM.

e Jlocwe: 1 dororpadus B 10che = 1 JIAIO B JINIEH3UN.

e Ilepconnr: 1 nepcona = 1 JUIO B JUIEH3UM.

. Komugecrso KaMep B cucTeMe.

. PacnosnaBanue arpubyros suia: 1101/ Bo3pacr,/smonuu /09Ky /6opojia,/ MeMIMHCKAsT MACKA.

2
3. KommaecTBo sx3eMIIapoB Mofesrelt, ncnoiab3yembix findface-extraction-api.
4
)

. PacniosnaBanmne »kuBbIX Jm1| B peanbHoM Bpemenn (Liveness).

6. Murerpanuu ¢ napTHepaMU.

Bo1 Moxkere BBIOpATh MKy OHJIANH-IMIIEH3NPOBAHNEM U JIUIEH3UPOBAHUEM B 3aKPBITOW CETH:

o Jlj1s oHJTAfiH-TTUIIEH3UPOBAHNSA HEOOXOINMO CTaOM/IbHOE MHTEpHET-coeanuenue. [locie oTKIouenns oT
WHTEpHeTa CUCTeMa IPOJOJKUT paboTaTh B aBTOHOMHOM PEXXUMe B TedeHue 1 daca.

Fnasa 1. PykoBogctBo agmuHucTpatopa


mailto:support@ntechlab.com

FindFace Security, Boinyck 4.2 anti-COVID

e Jljisi JIMIIEH3UPOBaHUs B 3aKPbITO# ceTn Heobxoaumo Hajuune USB-mopra Ha dusmdeckoMm ceppepe ¢
koMIioHeHTOM findface-ntls (cepBep JIMIEH3UPOBaHus B cocrase Adpa F mdF(Lce) JIJISI TOAKJIIOYCHU S
npenocrasiasgemoro USB-kiiovua ammapaTHON 3aIuThI.

s obecrievennst HOyHKITMOHAPOBAHUA CUCTEMBI JOCTATOYHO OAHOrO dk3eMmiuisipa findface-ntls. Eciau mo
KaKOM-/In00 IPUYINHE BAIlla CUCTEMA HYK/IAeTCs B OOJIbIIEM KOJUYIECTBE CEPBEPOB JIMIEH3NPOBAHUS, 320718~
roBpeMeHHO coobiuTe 06 3ToM cBoemy Mmenekepy NtechlLab, 4To6b! Tpe10TBpaTUTh OJIOKUPOBKY CUCTEMDI.

CmMm.Tak>xke:

Jluuensuposarue

1.4 PasBeptbiBaHmne FindFace Security

st Balero ya00cTBa Mbl IIpejjiaraeM HECKOJIBKO BapraHTOB pa3BeprhiBanus FindFace Security:
e PaspepThiBaHMe U3 KOHCOJBHOTO MHCTAJISITOPA,

e [lomaroBoe pa3BepTbiBaHUe U3 apt-PEHO3UTOPUS

Baxk#no: IlepBeiit 1mocie pa3BepThiBaHuMs 3amyckK cepucoB findface-extract-api-gpu u
findface-video-worker-gpu MOKeT 3aHATH IPOJODKUTEIBbHOE BpeMs, 10 45 MUHYT, M3-3a IpoIecca
K3IIUPOBAHUS.

1.4.1 Pa3sBepTbiBaHME U3 KOHCOJIbHOIO MHCTANNATOPA

st passeprbiBanus FindFace Security ucrosib3yercsi KOHCOJIbHBIN HHCTAJLISATOP.

Cosert: Ilepen Tem Kak IPUCTYIHUTH K Pa3BEPTHIBAHUIO, 00A3aTEILHO O3HAKOMBTECH C CUCTIEMHOLMU TPE-
606aHUAMU.

Baxkno: g ycnemHoro ¢GpyHKIIMOHNPOBAHUSI CUCTEMbI 1TOCJIe YCTAHOBKY U3 WHCTAJLIATOpa [P-amapec cep-
Bepa MOJKeH ObITh cratmdeckuMm. [l Toro arobsr cuenars [P-ampec crarmyeckum, oTkpoiite daiin etc/
network/interfaces u m3MeHHUTE TEKYIIYIO 3AIMCH JJIs OCHOBHOI'O CETEBOT0 MHTEpdeiica TaK, KaK TOKA3aHO
B nnpumMepe Himke. He 3a0yapTe 3aMeHUTDH ajpeca B IIpUMepe Ha aKTYaJIbHbIE C YI€TOM HACTPOEK CETU.

sudo vi /etc/network/interfaces

iface ethO inet static

address 192.168.112.144
netmask 255.255.255.0

gateway 192.168.112.254
dns-nameservers 192.168.112.254

Ilepezamycture cereBbie HTEPGEHCHI.

sudo service networking restart

C 0CTOpPOXKHOCTBIO pejlakTupyiiTe haiiyi etc/network/interfaces. Ilepes TeM Kak NPUCTYIUTh K PEIAKTHU-
POBaHMIO, O3HAKOMBTECH C MHCTPYKIeil 110 HacTpoiike cereit Ubuntu.

1.4. PasseptbiBanue FindFace Security 9
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st pazsepreiBanus FindFace Security u3 nHCTA/LIATOPA BBITOJHUTE CJIELYIONIUE I€ACTBUS:

1. 3arpysure daitn nncrannaropa findface-security-and-server-4.2.run.

2. Tlomecture daiin .run B 060l KaTaaor Ha cepBepe ycraHoBKE (Haipumep, /home/username).

3. U3 mannoro xaraJora caenaiite paifa . run UCIOTHIEMbBIM.

chmod +x findface-security-and-server-4.2.run ‘

4. Bamycrure daiur . run.

sudo ./findface-security-and-server-4.2.run

WNucranngarop 3amacT BaM HECKOJIBKO BOIIPOCOB, IIOCJIE YErO IIPOBEPUT, COOTBETCTBYET JIM CEPBED CU-
cTeMHBIM TpeboBaHusaM. Bompocsk! ciiemyrorime:

1. YcranaBauBaewmsrit nponykt: FindFace Security.
2. Tun ycranosku:
e 1: ycranosuth FindFace Security ma onmmnounOM dusmdaeckoM cepsepe.

e 2: ycranoButh FindFace Security B kKadecTBe NEHTPaJbHOTO cepBepa M HACTPOUTH €ro Ha
B3alMOJENCTBHE C JOIIOJHATEIbHBIMA YaaJeHHbIMU cepBepaMu findface-video-worker.

Coset: /[l otnensroit yeranoBku findface-video-worker cm. /[onoanumenvroe
pazsepmaoisanue findface-video-worker na yoarennoix cepsepar.

® 3: yCTAaHOBHUTDH TOJIBKO apt-pernosuropuii it nouwaz068020 pa3eepmuieaus B OyIyIeM.

Baxkno: Ilpu mamHom THile yCTAHOBKE MOJIETH HEHPOHHBIX ceTel, HeOOXOUMbIe it (DyHK-
nuonnposanus findface-extraction-api, He ycranaBiauBaiorcs. O0s3aTeIbHO YCTAHOBUTE
ux epywnyro Ha cepBepax ¢ findface-extraction-api.

® 4: [I0JIHOCTBIO HACTPAaMBaeMasl YCTAHOBKA (YCTAHOBKA HYKHBIX [AKETOB).

Baxkno: Obs13aTesIbHO — ycmanosume MOJENIA HEHPOHHBIX CeTeil Ha cepBepax ¢
findface-extraction-api.

3. Tum nakera findface-video-worker: CPU mwmm GPU.
4. Tun nakera findface-extraction-api: CPU wm GPU.

Orsersl Ha Bompockl OymyT coxpaneHbl B daiii /tmp/<findface-installer-*>.json. Bur moxkere
OTPEIAKTUPOBATL €r0 W MCIOJb30BaTh s ycranoBku FindFace Security ma apyrux cepsepax, He
oTBevasd IIOBTOPHO Ha BOIPOCHI NHCTAJLIATOPA.

IIpu BBIOOpE ycranoBku ommHouHOro cepsepa FindFace Security, ero KoMmoHeHTBI OyIyT aBTOMAaTHIE-
CKHU YCTAHOBJIEHBI, HACTPOEHBI U 3aIlyIIE€HbI B COOTBETCTBUU CO CJIEIYIOIIel KOH(MUTYPAIHei:

BaxkHno: B caydae  YHUCTOH  YCTAHOBKHA  HMHCTAJIIATOP aBTOMATUYECKN  HACTPOUT
findface-extraction-api Ha ucnojb30BaHue HelpoHHON cern ifruit_320. B mporuBHOM ciiydae
BaM OyJIeT IIPeJJIOXKEHO CJIe/1aTh BHIOOP Mexk Iy ifruit_320 u mpeapiayieit mojesboo. Kareropuaecku

10
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HE PEKOMEH/[YeTCsl UCIIOJIb30BaTh HHCTAJUIATOD JJist OOHOBJIeHUsT cucTeMbl. CM. HHCTPYKIIUK B pa3fielie
Ob6nosaerue FindFace Security do 4.2.

Cepsuc

Kondurypauus

postgresql-9.5

(Ubuntu 16.04)
wm postgresql-
10 (Ubuntu

YcranaBiauBaeTcs 1 3allyCKaeTCs.

18.04)

redis-server VcTaHABIMBAETCS U 3AILYCKACTCH.

eted VcraHaBIMBAETCS U 3AILyCKAETCH.

pgbouncer VcraHABIMBAETCS U 3AILYCKACTCH.

memcached VcraHaBIMBAETCS U 3AILyCKAETCH.

nginx VcTaHABIMBAETCS U 3AILYCKACTCH.

django YcraHaBIMBAETCsT U 3aIlyCKAeTCsi Kak BeO-peiiMBOpK it BeG-uHTEPdeEiica

FindFace Security.

findface-ntls

VYcranaBiauBaeTcs u 3allyCKaeTCs.

findface-
tarantool-server

YcranaBauBaeTcs U 3alycKaeTcsd. KoamaecTBo 9K3eMILIAPOB (IIapIoB) paccdu-
TeiBaeTcs 1o dopmysie: N = max (min (mem_mb // 2000, cpu_cores), 1),
T.e. OHO DaBHO pa3Mepy oneparuBHOil namsaTu B M6, pasmesennomy na 2000,
WM KOJIMUIeCTBY (DU3MUECKUX sfep Iporeccopa (HO He MeHee 1 mapga).

findface-
extraction-api

YcranaBiauBaeTcs u 3allyCKaeTCHd.

findface-st-api

YcranaBiauBaeTcs 1 3allyCKaeTCs.

findface-upload

YcranasauBaerTcs.

findface-video-
manager

YeranapiuBaercs u 3anyckaercs (CPU/GPU-yckopenue).

findface-video-
worker-*

VYcranaBiauBaeTcs u 3allyCKaeTCs.

findface-data-*

Mojiesin HEHPOHHBIX ceTeil Jyisi PACIO3HABAHUS JIAI U UX aTPUOYTOB (I10JI, BO3-
pact, SMOIWH, 04KH, 60POJIA, MEIUIMHCKAS MACKA ¥ JIP.). YCTAHABIMBAIOTCS.

findface- Hannbre gpu-gerekropa NTechLab. YcranasiuBaercs.

gpudetector-

data/

python3- Bubsmoreka kianenta Python, ucnonssyemast 8 API FindFace Security. Ycra-

ntech.ffsecurity-
client

HaBJINBAETCH.

findface-security

YcranaBiauBaercs 1 3allyCKaeTCs.

VYcranaBiauBaercs u 3allyCKaeTCHd.

findface-counter
jq

YcranapiuBaercsi. Vcnosbsyercs st crpykrypupoBanusi APIl-orseroB ot
FindFace Security B dopmare JSON.

o 3aBeprierny yCcTaHOBKY B KOHCOJIb OY/IET BBIBEI€HA HH(MPOPMAIIHS, HEOOXOIMMAst JJIs UCIIOJIB30BaHUS

FindFace Security:

CoBer: O0si3aTe/IbHO COXPAHUTE STU JAHHBIE: OHU BaM ITOHAI00STCH.

RERBRBRRARARRRRARRRAARRRRRRRRBARRRRAARRRRARBRRARBRRARRRRARRRRARRBRAARRRARRHRRS

#

Installation s complete #

HARBRBRBRRRRRRBRBRARARARARARRRRRRRRRBRRRRRBRRRRRARRARRARRRRRRRRRRRRRRRRRRR RS

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

- upload your license to http://172.20.77.17/#/license/
- user interface: http://172.20.77.17/

superuser: admin

password: admin

documentation: http://172.20.77.17/doc/

5. 3arpysure daili1 JIuIeH3nn Yepe3 OCHOBHOM BeO-nnTepdeiic http://<IP_ampec_cepepa>/#/license.
st moctyna B BeG-uHTEpMEHC UCITOMB3YHTE JIOTHH U MTAPOJIb aIMIUHACTPATOPA, BHIBEICHHBIE B KOHCO-
.

IIpumeuanme: [P-ajpec cepsepa B ccbuikax na BeO-uaTepdeiicsl FindFace mmeer Bupm 127.0.0.1
mwm <IP _anpec B ceTrm>, B 3aBUCHMOCTH OT TOTO, IIPUHA/JIEIKUT JIN CEPBEP K CETH.

Baxkno: He nepenasaiite nanubie superuser (Cynep AjMuHucTpaTopa) TpeThbuM JumaM. s amqvum-
HUCTPHUPOBAHUSI CUCTEMBI CO3/IaiiTe Ha3HAYAEMOro aJMuHuCcTparopa. Ormdre HA3HAYAEMOI'O aJIMUHU-
crparopa or Cyrnep AJIMUHACTPATOPa B TOM, UTO IOCJIETHUH HE MOYXKET JIMIMUTHCS [IPAB 8 IMUHUCTPA~
TOpa JIa2Ke IIPU CMEHEe POJIH.

6. st Toro urobbl aBroMaTuyecku ycranouTh FindFace Security Ha npyrux cepsepax, He oTBedast Ha BO-
IIPOCHI MHCTAJJISITOPA, UCHOIB3YHTe daitn /tmp/<findface-installer-*>.json. 3amycTure WHCTAI-
JIATOP CJIeAyIomeil KOMaH OM’:

sudo ./findface-security-and-server-4.2.run -f /tmp/<findface-installer-*>.json

Coser: Ilpumep mannoro daiiia MOXKHO ITOCMOTPETH B paszese Datin ¢ napamempamy YemanoeK.

1.4.2 lNowaroBoe pa3BepTbiBaHue uU3 apt-peno3uTtopus

JlaHHBIN pa3es COMEPKUT IMOAPOOHYI0 MHMOPMAIINIO O IOMIAroBoM pa3BeprhiBannu KoMioneHToB FindFace
Security. BeimosiHuTe npuBeieHHbIE HUZKE WHCTPYKIMY, TPUIEPKUBASICH 33/IAHHOTO MTOPSIIKA.

B atom paspene:

e Vemanoska apt-penosdumopus

e Vemanosra neobxodumozo cmoponnezo 110
o (Obecneverue AUUEH3UPOBAHUA

e Paszsepmuisarue ocho6Hol 6a3v, GHHHLT

e Passepmuisanue adpa FindFace

o Pazsepmwmsarue npukasadiozo modyas FindFace Security u 6uomempuveckoli 6a3vr danmnvix

12 Fnasa 1. PykoBoacTtBo agmuHuctpatopa
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YcraHoBKka apt-peno3utopus

IIpexne Bcero ycranoButre apt-pernosuropuit FindFace ciaemyromum obpazom:
1. 3arpysure daiin nuncramnaropa findface-security-and-server-4.2.run.
2. Tlomecrure daiin .run B 1060} KaTagOr Ha cepBepe ycTaHOBKE (Hanpumep, /home/username).

3. N3 mannoro karaJora caenaiiTe (paila .run UCIOJTHIEMBIM.

’chmod +x findface-security-and-server-4.2.run

4. 3Bamycrure dait .run.

’sudo ./findface-security-and-server-4.2.run

WMucranngarop 3a1acT BaM HECKOJIBKO BOIPOCOB, MOCJIE YETO MPOBEPUT, COOTBETCTBYET JIU CEPBEP CH-
CTeMHBIM TpeboBaHusaM. Bompocs! ciremyrommme:

1. VYcranaBauBaewmsrit nponykr: FindFace Security.
2. Tun ycranosku: repo: Don't install anything, just set up the APT repository.

3. YcranasiauBaeMmble MOJIE/IN HEHPOHHBIX cereil (1ipu HeobxomumocTr ). Jljist Toro 9rofnt BHIGPATH MO-
JIeJii, CHaJaJIa CHIMUTE BBIJEJIEHNEe, BBE/IsI B KOMAHIHONW CTPOKE —*, 3aT€M BBEIUTE Uepe3 Ipobet
TIOPSIIKOBBIE HOMEpPa HY2KHBIX Mojesieii, Hanmpumep: 1 3. Beeaure done 1j1st coxpaHeHusT BIOOPa
U 1epexo/ia K CJIeIyIoeMy Iary.

Baxkno: ,HO.H)KHEL OBLITH YCTaHOBJICHa KaK MUHUMYM OJITHA& MOJEJIb JIJId 6I/IOl\fI€TpI/II/I JIAIA.

Ilocsie sTroro apt-pemosuropuit FindFace 6ymer aBroMaTndIecKu yCTaHOBIIEH.

YcraHoBka Heobxogumoro ctopoHHero MO

g padorer FindFace Security meodxoanmo croponree mporpammuoe obecreuenne PostgreSQL, Pgbouncer,
Redis, etcd m memcached. BoimossuTe cieayiomnme aeiiCcTBUA:

1. YcranoBute nakeTwl ¢ yKazaHHbIM cTopoHHuM [1O ciresyrormum obpazom:

Ha Ubuntu 16.04:

sudo apt update
sudo apt install -y postgresql-9.5 redis-server etcd memcached pgbouncer

Ha Ubuntu 18.04:

sudo apt update
sudo apt install -y postgresql-10 redis-server etcd memcached pgbouncer

2. Orxkpoiire daitn korduryparun memcached. YcTaHOBATE MaKCHUMAJIbHBIN pa3Mep MaMsiTH B Merabaii-
Tax, UCIIOJIb3yeMbIil JIJIT XpaHEHUs 3JIEMEHTOB: -m 512. YcTaHOBUTE MAKCUMAJILHBIA pa3Mep 3J1eMeHTa:
-I 16m. Eciu onun mian 06a 9THX mapaMerpa OTCyTCTBYIOT, 700aBbTe uX B (haii.
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sudo vi /etc/memcached.conf

-m 512
-I 16m

3. IIpemocraBbTe HAJIEKHBIN APOJIB OAb30BaTes0 ntech (9T3g1nXy9yx3y8MIGmIfbef3dia8UTc3 B npu-
Mepe HIzKe). BHecuTe yueTHble JlaHHBIE B CIUCOK IOJIb30BaTeliell pgbouncer.

echo '"ntech" "9T3glnXy9yx3y8MIGmOfbef3dia8UTc3"' | sudo tee -a /etc/pgbouncer/userlist.txt

4. Hacrpoiite pgbouncer. Orkpoiite daitn /etc/pgbouncer/pgbouncer.ini u jgobasbre 0a3y JaHHBIX
ffsecurity B pasmen databases. Hacrpoiite npyrue mapaMmerpsl, Kak IOKa3aHO B IPUMEPE HUXKE.

sudo vi /etc/pgbouncer/pgbouncer.ini

[databases]
ffsecurity = dbname=ffsecurity host=localhost port=5432 user=ntech

auth_type = plain
pool_mode = transaction
max_client_conn = 16384
syslog = 1

listen_port = 5439

5. Hobasbre cepuch cropornnero 10 B aBrozarpysky Ubuntu u 3amycrure ux:

Ha Ubuntu 16.04:

sudo systemctl enable postgresql@9.5-main.service redis-server etcd.service memcached.servicej
—pgbouncer.service
sudo systemctl start postgresql@9.5-main.service redis-server etcd.service memcached.service
—pgbouncer.service

Ha Ubuntu 18.04:

sudo systemctl enable postgresql@l0-main.service redis-server etcd.service memcached.service
—pgbouncer.service
sudo systemctl start postgresql@l0-main.service redis-server etcd.service memcached.service

< »pgbou.ncer .Service

ObecneyeHune nuueH3nposaHns

CmMm.Tak>xke:
Ipunyun AuyeH3uposaHUAL

Bor momyaaere aii unensun BMecte ¢ ycranoBounbiMu maketamu FindFace Security. [diist nmunensuposanmst
B 3aKPBITOI CeTU BaM TaKKe OyJIeT IMPEOCTABIIEH KJIIOY AlapaTHON 3alUThI.

Jluensuposanue FindFace Security obecrieunBaercsi ciieryonmm obpa3oM:

1. Pazsepuure findface-ntls, cepBep Juren3uit B cocrase sypa FindFace.
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Baxkmo: Cucrema na 6a3e FindFace Security moxkeT BKIOYATH B Ce0sl TOJIBKO OJMH SK3EMILISID
findface-ntls.

Coser: B caiisie koudurypanun findface-ntls Bbl MOXKETE M3MEHHUTH IAIIKY I XpaHeHUs! (aiiia
JINTIEH3UU M HACTPOUTH YAJEHHBIH JocTyn K Beb-uHTepdeiicy findface-ntls, UCIOJB3yEMOMY st
yupasjenus Jjurensueit. [logpobuee cm. findface-nils.

sudo apt update
sudo apt install -y findface-ntls
sudo systemctl enable findface-ntls.service &&% sudo systemctl start findface-ntls.service

Sarpysure daitn jgurensun depes BeO-unTepdeiic findface-ntls ogHUM U3 CJIEAYIOMINX CIIOCODOB:

e Ortkpoiite BeO-unTepdeiic findface-ntls: http://<NTLS_IP_address>:3185/#/. 3arpysure
daitn TuIeH3un.

Cosert: Brocencrsuu ucroib3yiite ocHoBHOM BeO-uaTepdeiic FindFace Security, uro6br mocMoT-
perb uadOpPMAIHIO 0 JIUIEH3UsIX, 0OHOBUTD WU IPOIUTh jmnensuio (Hacmpotixu - > Jluyensus).

e Henocpezncreenno mosioxkure Gaill JUNEH3UM B [OPeJHASHAYEHHYIO I 9TOr0 Hanky (1o
yMoganuio, /opt/ntech/license, MoxkeT OBITH uU3MeHeHa B dailne KoHdurypamun /etc/
findface-ntls.cfg).

IIpu siunien3upoBanuu B 3aKpbITOil cucreme BeraBbre USB-kimrou ammaparwoit 3amurer B USB-mopT.

Eciu munensupyeMbie KOMIIOHEHTBI yCTAHOBJIEHBI Ha YIAJEHHBIX CepBepax, BIOCJeIcTBUN yKaxKuTe [P-
aapec cepepa findface-ntls B ux aitnax korduryparuu. Ilogpobuee cm. findface-extraction-api,
findface-tarantool-server, Budeodemexuus auy: findface-video-manager u findface-video-worker.

CmMm.Tak>xke:

IIpocmomp u obrosaeHue AULEH3UL

Pa3BepTbiBaHMe OCHOBHO 0a3bl AAHHbIX

Ocuosnas 6a3a ganubix FindFace Security moctpoena ma PostgreSQL. st Toro 9Tobbl pa3BepHYTh OCHOB-
HyI0 0a3y JAHHBIX, BBIIOJHUTE CJIEIYIONNE NeHCTBUS:

1.

OTtkpoiiTe cnmcok mosb3oBatTesieil pgbouncer /etc/pgbouncer/userlist.txt. Ckonupyiite maposnb
nosb3oBatess ntech (9T3g1nXy9yx3y8MIGmIfbef3dia8UTc3 B mpuMepe HUXKE).

sudo cat /etc/pgbouncer/userlist.txt

"ntech" "9T3glnXy9yx3y8MIGmOfbef3dia8UTc3"

B komcosin PostgreSQL cozzaiiTe mosbp30BaTess ntech 1o CKONUPOBAHHBIM IAPOJIEM, & TaKKe 0a3bl
nanabix ffsecurity u ffcounter PostgreSQL.

sudo -u postgres psql

postgres=# CREATE ROLE ntech WITH LOGIN PASSWORD '9T3ginXy9yx3y8MIGmIfbef3dia8UTc3’;

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

postgres=# CREATE DATABASE ffsecurity WITH OWNER ntech ENCODING 'UTF-8' LC_COLLATE='en_US.UTF-
—8' LC_CTYPE="en_US.UTF-8' TEMPLATE template(;

postgres=# CREATE DATABASE ffcounter WITH OWNER ntech ENCODING 'UTF-8' LC_COLLATE='C.UTF-8',
—~LC_CTYPE='C.UTF-8' TEMPLATE template0;

Coset: /lns Bbixona u3 konconu PostgreSQL BBenure \q n Haxkmute Enter.

3. Paspemmure apropusanuio B PostgreSQL no UID knuenra cokera. Ilepesanycrure PostgreSQL.

Ha Ubuntu 16.04:

echo 'local all ntech peer' | sudo tee -a /etc/postgresql/9.5/main/pg_hba.conf

sudo systemctl restart postgresql@9.5-main.service

Ha Ubuntu 18.04:

echo 'local all ntech peer' | sudo tee -a /etc/postgresql/10/main/pg_hba.conf

sudo systemctl restart postgresql@l0-main.service

PasseprbiBaHue sigpa FindFace

st pazBepreiBanus sijpa FindFace BoimosiHuTe Ciiepyromnue neicTBus:

CoBet: Bbr moxkere maliTn onmcanme KoMmmoHeHTOB siapa FindFace m mx mapamerpoB KoHuUrypamum B
pasnesnax Aprumexmypa u I1odpobro o kommoHeHmax.

1. Ycramosure KoMIoHeHTH! siipa FindFace:

sudo apt update
sudo apt install -y findface-tarantool-server findface-extraction-api findface-sf-api,
—findface-upload findface-video-manager findface-video-worker-cpu

ITpumeuanmne: nsa Toro 4Tobbl ycTaHoBUTH KoMmioneHT findface-extraction-api ¢ GPU-
yckopenneM, BMecTo findface-extraction-api B komanae epegure findface-extraction-api-gpu.

IIpumeuanne: Jljaag Toro urobbl ycraHoBuTb KoMIOHeHT findface-video-worker c¢ GPU-
yckopenuneM, BMecTo findface-video-worker-cpu B komange seegute findface-video-worker-gpu.
Ecin na dusmdeckoM cepsepe yCTAHOBJIEHO HECKOJILKO BHJIEOKAPT, CM. M cnoav306anue HeckonbRuT
sudeoxapm.
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Baxkno: Ob6s3aresbHO  ycmarnosume — MOJeJN — HEWDOHHBIX — ceTefl Ha  cepBepax ¢
findface-extraction-api.

. B daiine xouduryparnun findface-sf-api Bkiounte napamerp allow-return-facen.

sudo vi /etc/findface-sf-api.ini

limits:

allow-return-facen: true

. B ¢aiine xouduryparun findface-extraction-api BKJIIOYHTE MOJEIN PACIO3HABAHUS aTPUOYTOB
JINIIA, TAKUX KaK I0JI, BO3PACT, SMOIUHU, OYKH, OOPOJIa U MEIUIMHCKAs MaCKa, B 3aBUCUMOCTH OT BAIIUX
HYKJI. ¥YJJOCTOBEPBTECH, U4TO JJIsi KaXKJI0i MOJIEIN Bl YKa3aJu MpaBuibHbl Tuil yckopenust CPU wiu
GPU: on pomken coBnamaThb ¢ TUIOM yckopenusi findface-extraction-api. O6paTure BHUMAaHUE,
aro findface-extraction-api ma CPU moxker paborars Toapko ¢ CPU-momensymu, B TO Bpems Kak
findface-extraction-api na GPU momaep:xkuBaer kak CPU-, rak u GPU-mozesnu. IlonpoGuee cwm.
Pacnosnasarue ampubymos auua.

sudo vi /etc/findface-extraction-api.ini

models:
age: faceattr/age.vl.cpu.fnk
emotions: faceattr/emotions.vl.cpu.fnk
face: face/ifruit_320.cpu.fnk
gender: faceattr/gender.v2.cpu.fnk
beard: faceattr/beard.vO.cpu.fnk
glasses3: faceattr/glasses3.v0.cpu.fnk
medmask3: faceattr/medmask3.v0.cpu.fnk

JloCcTyIHbBI CIeTyIONTNe MOJIEIIH:

ATtpubyT nuua Vckope- MapameTp B daiine koHurypayum
Hne
OMOMeTDHS JIUIA CPU face: face/ifruit_320.cpu.fnk face: face/ifruit_160.
cpu.fnk
GPU face: face/ifruit_320.gpu.fnk face: face/ifruit_160.
gpu.fnk
BO3pacT CPU age: faceattr/age.vl.cpu.fnk
GPU age: faceattr/age.vl.gpu.fnk
0JI CPU gender: faceattr/gender.v2.cpu.fnk
GPU gender: faceattr/gender.v2.gpu.fnk
SMOITIH CPU emotions: faceattr/emotions.vl.cpu.fnk
GPU emotions: faceattr/emotions.vl.gpu.fnk
OYKH CPU glasses3: faceattr/glasses3.v0.cpu.fnk
GPU glasses3: faceattr/glasses3.v0.gpu.fnk
6opoza CPU beard: faceattr/beard.v0.cpu.fnk
GPU beard: faceattr/beard.vO.gpu.fnk
Meauuuckasa mac- | CPU medmask3: faceattr/medmask3.v0.cpu.fnk
Ka GPU medmask3: faceattr/medmask3.v0.gpu.fnk
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Coser: I[.HSI TOTO YTOOBLI OTKJIIOUUTH MO/IeJIb PacCIIO3HaBaHUAI, Hepe,uafn‘e B COOTBeTCTByIOL[II/Iﬁ IIapa-
METP IIyCTOE€ 3HadYeHUE. He y,ZLa.HSII./JITe caM ITapaMeTp, IMOCKOJIbKY B 3TOM CJIy4dae 6yﬂeT BBIIIOJIHATHCA
IIOUCK MOIEJ/IN II0 YMOJTYAaHHIO.

models:
gender: "'
age : nn
emotions: ""

Orkpoiite daitn KOHMUTY PAIIHT /etc/findface-video-worker-cpu.ini (/etc/
findface-video-worker-gpu.ini). B mapamerpe mgr-static ykaxkwure IP-ampec cepsepa
findface-video-manager, Korophwlii Oyrer obecneunBarh findface-video-worker HacTpoiika-
MU M CIIMCKOM BHJIEOIIOTOKOB /[iIst 0OpaboTku. B mapamerpe capacity ykakuTe MaKCHUMaJIbHOE
KOJIMIECTBO BHUJIEOMIOTOKOB, KOTOPOe MOXKeT ObITh obpaborano findface-video-worker. B pazmene
streamer ykaxkure [P-anpec u mopr jyist joctyna K sudeocmene. 3HadeHne port JOMKHO ObITH 18999.

sudo vi /etc/findface-video-worker-cpu.ini
sudo vi /etc/findface-video-worker-gpu.ini

mgr-static=127.0.0.1:18811
capacity=10
[streamer]

## streamer/shots webserver port, 0=disabled

## type:number env:CFG_STREAMER_PORT longopt:--streamer-port
port = 18999

## streamer url - how to access this worker on streamer_port
## type:string env:CFG_STREAMER_URL longopt:--streamer-url
url = 127.0.0.1:18999

Hobasbre ceppuch sapa FindFace B aBrozarpysky Ubuntu u 3amycrure ux.

sudo systemctl enable findface-extraction-api findface-sf-api findface-video-manager findface-
—vVvideo-worker-cpu
sudo systemctl start findface-extraction-api findface-sf-api findface-video-manager findface-
—video-worker-cpu

PasseprbiBaHue npuknagHoro moayns FindFace Security u buometpuyeckoii 6a3sbl gaHHbIX

st pazBepThiBaHus puKIagHoro Moayist FindFace Security, BeimosiHUTE Clegyomme AeiicTBUs:

1. ¥Ycranosure kommoneHnTsl findface-security, ffsecurity-ui u findface-counter. /lobasbre cep-
Buc findface-counter B asrozarpy3ky Ubuntu u 3amycrure ero.
sudo apt update
sudo apt install -y ffsecurity ffsecurity-ui findface-counter
sudo systemctl enable findface-counter && sudo systemctl start findface-counter

2. Ilepenecure cxemy 6a3bl janubix u3 FindFace Security B PostgreSQL, co3maiiTe rpyIIbl 10JIb30BaTe e
¢ NPedycmarosAeHHbIMY TPABAME ¥ [IEPBOTO IIOJAb30BaTels ¢ IpaBaMu ajgMuaucTpaTopa (1. H. Cynep
A pvunECTPaTOpA).
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Baxkno: Cynep A,HI\H/IHI/ICTpaTOp HE MOXKET JIMIMUTHCA IIpaB a/IMUHUCTPAaTOPa JazKe IIpU CMeHe POJIN.

sudo findface-security migrate
sudo findface-security create_groups
sudo findface-security create_default_user

3. Cozpmaiite crpyKTYypy 6MOMeTpruYecKoil 6a3bl JaHHBIX Ha OocHOBe Tarantool.

sudo findface-security make_tnt_schema | sudo tee /etc/ffsecurity/tnt_schema.lua

4. Otrkpoiite ¢aityi kouduryparuu /etc/tarantool/instances.enabled/FindFace.lua. [Iposepsbre,
costepkuT Jin aityi komauy dofile, a Takxke onpejesieHns meta_indexes u meta_scheme, Kak I10-
Ka3aHO B IIpUMepe HUZKeE.

sudo vi /etc/tarantool/instances.enabled/FindFace.lua

dofile("/etc/ffsecurity/tnt_schema.lua")

-- host:port to bind, HTTP API

FindFace = require("FindFace")

FindFace.start("127.0.0.1", 8001, {
license_ntls_server="127.0.0.1:3133",
meta_indexes=meta_indexes,
meta_scheme = meta_scheme

b

5. Hobasbre cepuc findface-tarantool-server B aBro3arpy3ky Ubuntu u 3amycrure ero.

sudo systemctl enable tarantool@FindFace.service && sudo systemctl start tarantool@FindFace.
—service

6. Orkpoiite daits kouduryparmu /etc/ffsecurity/config.py. Sazaiite ciemyromnme mapaMeTpbL:

e SERVICE_EXTERNAL_ADDRESS: IP-anpec wium URL FindFace Security, siBastrormumcst mpuopurer-
opiM it Genetec m BeOxykoB. Ecsim mapamerp He 3ajaH, CUCTeMa HCHOJb3yeT st pabo-
TeI ¢ JaHHbM dyHKimonajgom EXTERNAL_ADDRESS. [Ins wucmosbs3oBanusi Genetec m BeOXYKOB
00s13aTeJIbHO yKaXKuTe [0 Kpaiineii mepe oqun u3 napamerpos SERVICE_EXTERNAL_ADDRESS/
EXTERNAL_ADDRESS.

e EXTERNAL_ADDRESS: (Omnrmmonansro) IP-azgpec min URL, KOTOpBIH HCIOIB3yeTcst JJIst JIOCTYNA K
BeO-uaTepdeiicy FindFace Security. Eciu mapamerp He 3a7an, cucremMa aBTOMATHIECKU OIIPeIe-
gster ero Kak BremHnit [P-agpec. Insa mocryma B FindFace Security Ber moxkere mcmosap3oBaTh
oba [P-anpeca: Kak aBTOOMIpeeIEHHDIN, Tak U yKa3anubiii B EXTERNAL _ADDRESS.

e VIDEO_DETECTOR_TOKEN: mpuaymaiiTe TOKEH M yKa)KUTe €ro B JAHHOM IIapaMeTpe, YTOObI aBTO-
pU30BaTh MOJYJIbL BUNEONETEKIINN JINIL.

e VIDEO_MANAGER_ADDRESS: IP-anpec cepBepa findface-video-manager.
e NTLS_HTTP_URL: IP-axpec cepBepa findface-ntls.

e ROUTER_URL: IP-anpec cepepa findface-security, Koropslit Oyjer mosydaTbh oOHApPYKEHHBIE
Ha BUJEO JiUIa OT dK3eMiuisspoB findface-video-worker. Ajpec ykKasblBaeTcsi BHYTDPEHHUI
WA BHEIIHWI, B 3aBUCHAMOCTHU OT ceTH, B KOTopoil findface-video-worker B3amMozeiicTByeT ¢
findface-security. lI3menure mopT o yMOJ9aHUIO C yaeToM nacmpoek nepeadpecayuu ¢ HT'TP
ma HTTPS wuu Boobine He ykasbiBaiiTe ero, ocraBuB ToJbKo [P-ajpec.

e SF_API_ADDRESS: IP-anpec cepsepa findface-sf-api.
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e DATABASES (pasmes): 3amosiHUTE ero cieayromumm obpasom: 'PORT': 5439, 'USER': 'ntech',
'"PASSWORD': ‘<maposb u3 /etc/pgbouncer/userlist.txt>’ (em. Vemanoska meobrodumozo
cmoponnezo I10).

Coser: Eciu Heo6xomauMo obecreduTh 6e30IaCHOCTb JAaHHBIX, BKJ4YnTe SSL-wugdposarue.

Coger: [lpu neodxomumocTtn ycranosure > IGNORE_UNMATCHED’ : True, YTOOBI OTKJIFOUNTH 3AIKICH CO-
ObiTus B 6a3y JIAHHBIX, €CJIU OOHAPYKEHHOE JIMIO OTCYTCTBYET B CIHMCKaxX Habojgenus (Bepudukaus
Jlajla, OTPUIATENbHBIH pe3ysbrar). JJaHHyi0 HACTPOIKY PEKOMEHJIyeTCsl UCIOJIb30BATh HIPU OGOJIBIIOM
KOJIMYEeCTBe 1oceTuTesieil. I[loporosast crerneHb CXOXKeCTH IPU BepUUKAIMH JIUI OIPEJIEJISIeTCs Iapa-
meTpoM CONFIDENCE_THRESHOLD.

Coset: Pexkomenmayercs orpeakTupoBaTh 3Hadenne mapamerpa MINIMUM_DOSSIER_QUALITY. /lamubrii
mapaMeTp OIpeJiesieT MUHUMAJIbHOE KavdecTBO Jinia Ha doTorpadun B jgocke. Ecin KadecTBO JTUIA
XyKe MUHUMAJILHOTO, I0JIb30BaTe/Ib HE CMOXKET 3arpy3uTh Takyw dororpaduto B mocke. [Ipsimbre
n300pakeHus Jull aHdac CINTAIOTCsT Hanbojiee Ka4eCTBeHHBIMU. VIM COOTBETCTBYIOT 3HAYUEHUST BOIU3HU
0, kak npasuio, orpunaresasabe (Takue Kak -0.00067401276, naupumep). [lepesepayThie Jmia u Juna,
[IOBEPHYTHIE IO OOJIBIIIIMH YIJIAME, XapPaKTEPU3YIOTCS OTPUNATETbHBIM 3HAYEHUSAM OT -5 U MEHBIIIE.
Ilo ymom4aanuio >MINIMUM_DOSSIER_QUALITY’: -2, 9TO COOTBETCTBYET CPEIHEMY KadeCTBY.

Baxkno: Eciim BBl BrUmOWmsm — MoOmesn  pacmo3HaBaHus B daitie  KoHUrypaun
findface-extraction-api, 100aBbTE CJIEAYIOILY IO CTPOKY B CEeKIAIO FFSECURITY:
’EVENTS_FEATURES': ['gender', 'age', 'emotions', 'beard', 'glasses’, ’medmask’], B

3aBUCHUMOCTH OT TOI'O, KaKue MOJIeJu ObLIM BKJIOUYEHBI. JlaHHasi CTpOKa JOJIXKHA, OBITh PACIIOJIONKEe-
Ha Mexkny crpokamu SF_API_ADDRESS u LIVENESS_THRESHOLD, KaK HIOKa3aHO B IIpHMepe HUIKe.
Tlogpobuee cMm. Pacnosnasanue ampubymos Aua.

sudo vi /etc/ffsecurity/config.py

# This config file is written in Python's syntazx and interpreted at FindFace Securtity
# service startup. You have to restart the service in order to apply changes.

#

# If you have any questions or suggestions, please contact us at support@ntechlab.com

# enables additional logs

DEBUG = False

# media files directory

MEDIA_RQOOT = "/var/lib/ffsecurity/uploads"
# static files directory

STATIC_ROOT = "/var/lib/ffsecurity/static"
# language code

LANGUAGE_CODE = 'en-us'

# time zone

(continues on next page)
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TIME_ZONE = 'UTC'
# Database is used by FindFace Security to store cameras,
# camera groups, watchlists and so on. Only PostgreS{L is supported.
DATABASES = {
'default': {
'ENGINE': 'django.db.backends.postgresql',
'DISABLE_SERVER_SIDE_CURSORS': True,
'NAME': 'ffsecurity',
'PORT': 5439, 'USER': 'ntech', 'PASSWORD': '9T3glnXy9yx3y8MIGmOfbef3dia8UTc3'

}
}
# Signature key for session encryption
# Use pwgen -sncy 50 1[/tr "'" "." to generate your own unique key
SECRET_KEY = 'd1c22e3b368f2f8be4caa95b3540celc'
# ===================s====s====s===s==ss=sss=sssssssssssssssssssssssssssss=sss=====
# FINDFACE SECURITY SETTINGS
# ==============================================================================

# SERVICE_EXTERNAL_ADDRESS is prioritized for FFSecurity webhooks and Genetec plugin.
# EXTERNAL_ADDRESS is used instead tf SERVICE_EXTERNAL_ADDRESS is mot provided.
# You must provide either SERVICE_EXTERNAL_ADDRESS or EXTERNAL_ADDRESS in order
# to be able to work with FFSecurity webhooks and Genetec plugin.
SERVICE_EXTERNAL_ADDRESS = 'http://127.0.0.1'
# EXTERNAL_ADDRESS is used to access objects created inside FFSecurity via external links.
EXTERNAL_ADDRESS = ''
# - Base FFSecurity settings -
FFSECURITY = {
# findface-video-worker authorization token
'VIDEO_DETECTOR_TOKEN': 'fdcOfea20cf0a734cb5e2del1886fc07b4’',
# base face matching confidence threshold
' CONFIDENCE_THRESHOLD': 0.739,
# episodes specific matching threshold that is used to join faces in an episode
'EPISODES_THRESHOLD': 0.689,
# minimum face quality sufficient to add it to a dosstier
'MINIMUM_DOSSIER_QUALITY': -2,
# skip all unmatched faces
'IGNORE_UNMATCHED' : False,
# matched events older than EVENTS_MAX_MATCHED_AGE will be automatically
# deleted (every night at 1:17 am by default)
'EVENTS_MAX_MATCHED_AGE': 30,
# same as above but for unmatched events
'EVENTS_MAX_UNMATCHED_AGE': 30,
# same as EVENTS_MAX_MATCHED_AGE but for matched full frame images only (thumbnails won't,
—be deleted)
'EVENTS_MAX_FULLFRAME_UNMATCHED_AGE': 30,
# same as above but for unmatched full frame images only (thumbnails won't be deleted)
'EVENTS_MAX_FULLFRAME_MATCHED_AGE': 30,
# NTLS licence server url
'NTLS_HTTP_URL': 'http://127.0.0.1:3185"',
# findface-video-worker face posting address,
# it must be set to either FFSecurity EXTERNAL_ADDRESS (by default)
# or findface-facerouter url (in some specific cases)
'ROUTER_URL': 'http://127.0.0.1",
# send sertalized dossiers, dossier-lists, camera and camera groups in webhooks
'VERBOSE_WEBHOOKS' : False,
'THUMBNAIL_JPEG_QUALITY': 75,
# FFServer services urls

(continues on next page)

1.4. PasseptbiBanue FindFace Security 21



FindFace Security, Boinyck 4.2 anti-COVID

(mpomosKeHre ¢ NpeAbLAyIeil CTPAHHIb)

'VIDEO_MANAGER_ADDRESS': 'http://127.0.0.1:18810',

'SF_API_ADDRESS': 'http://127.0.0.1:18411"',

'FFCOUNTER_ADDRESS': 'http://127.0.0.1:17300',

# additional events features.

# make sure that corresponding extractors

# are licensed and enabled at findface-extraction-api config file.

# available features are: gender, age, emotions, beard, glasses, medmask.
'"EVENTS_FEATURES': [],

# feature specific confidence thresholds

'LIVENESS_THRESHOLD': 0.75,

'EMOTIONS_THRESHOLD': 0.25,

'BEARD_THRESHOLD': 0.7,

# -- Persons configuration --

# rrule (recurrence rule) for scheduling persons clusterization
'PERSONS_CLUSTERIZATION_SCHEDULE': 'RRULE:FREQ=DAILY;INTERVAL=1;WKST=MO;BYHOUR=0;

—BYMINUTE=0"',

# face to person matching confidence threshold
'PERSONS_CONFIDENCE_THRESHOLD': 0.739,

# minimum face quality for handle face in person service
'PERSON_EVENT_MIN_QUALITY': -2,

# counters full frame saving options:

# “always®™ - save always
# “detect’ - save only if faces or silhouettes have been detected
# “never’ - never save full frames

'COUNTERS_SAVE_FULLFRAME': 'always',
'COUNTERS_FULLFRAME_JPEG_QUALITY': 75,
'COUNTERS_THUMBNAIL_JPEG_QUALITY': 75,

# -- Optional parameters --

# Edit CUSTOM_FIELDS section to customize dossier content.

# Below ts an exzample for integration FindFace Security with Sigur.
# 'CUSTOM_FIELDS': {

# 'dossier_meta': {

# "gtems': [

# {

# 'name’': 'personid’,

# 'default’': "',

# 'label’': 'PersonID',

# "display': ['list', 'form'],

# 'description’': 'Sigur person ID'
# 4

# {

# 'name’': 'firstname’,

# 'default': "',

# 'label': 'First Name',

# "display': ['list’, 'form'],

# 'description’': 'Sigur first name'
# },

# {

# 'name’': 'lastname’,

# 'default': "',

# 'label': 'Last Name',

# 'display': ['list’, 'form'],

# 'description’': 'Sigur last name'’
# +

# {

# 'name’': 'version',

(continues on next page)
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'default': "',
'label': 'Version',
'display': ['list’', 'form'],
'description’': 'Sigur photo version'
}
71,
'filters': [
{
'name': 'personid’,
"label': 'Sigur person ID filter',
'field': 'personid’
}
]

#
#
#
#
#
#
#
#
#
#
#
#
#
#
# 1,
# mazimum event age in seconds than could be added to an episode.
# 'EPISODE_SEARCH_INTERVAL': 60,
# If none of these events matched, new episode is created.
# mazimum episode duration (episode is closed after)
# 'EPISODE_MAX_DURATION': 300,
# 1f no new event added to an episode during this timeout, episode will be closed.
# 'EPISODE_EVENT_TIMEOUT': 30,
# mazimum created thumbnail width
# 'THUMBNAIL_MAX_WIDTH': 320,
# social backend url. Contact support for additional information.
# 'SOCIAL_BACKEND': None,
# 'SOCIAL_HEADERS': {},
# unacknowledged events notification interval
# 'UNACKNOWLEDGED_NOTIFY_INTERVAL': 1,
}
# - FindFace Security user interface configuration dictionary -
FFSECURITY_UI_CONFIG = {

"event": {

"features": {

"f_gender_class": ["male", "female"],
uagen: {
'lf_age—gte" . n ||,
llf age 1te": nn
},
"f_emotions_class": ["angry", "disgust", "fear", "happy", "sad", "surprise",
—"neutral"],
"f_glasses_class": ["none", "eye", "sun"],

"f_beard_class": ["none", "beard"],
"f_liveness_class": ["real", "fake"],
"f_medmask_class": ["none", "correct"],

}
3
# -- ASGI-server configuration --
# consult support before changing these settings.
# per worker thread pool size.
ASGI_THREADS = 32
UVICORN_SETTINGS = {
# worker processes count, 'auto' sets it to logical cpu count
'workers': 'auto',
'host': 'localhost',

(continues on next page)
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'port': 8002,
# websocket worker processes count,
# 'auto' sets it to logical cpu count, but not more than 8.
'ws-workers': 'auto',
'ws-host': 'localhost',
'ws-port': 8003,
}
# disable unused services to increase
# overall system performance in some cases.
SERVICES = {
"ffsecurity": {
"episodes": True,
"webhooks": True,
"persons": False,

}
}
# ==============================================================================
# FINDFACE SECURITY PLUGINS
# ==============================================================================

# Uncomment lines below to enable plugins. Please consult documentation for

# a plugin specific settings.

# ===s===sss==s==== [ggon =s=ss=ssssssssss===

# INSTALLED_APPS.append('ffsecurity_azzon')
# FFSECURITY['AXXON'] = [

# {

# 'nmame’': 'server_name',

# "api': 'http://exzample.com/’,

# 'rtsp': 'rtsp://exzample.com:554/",
# 'user': 'user',

# 'password’': 'password’,

# }

#1]

# FFSECURITY_UI_CONFIG['dossier'] = {

# 'video': True,

#}

# =============== (enetec =======s====s=====
# INSTALLED_APPS.append('ffsecurity_genetec')
# ================ §oyq =====s=============

**

INSTALLED_APPS.append('ffsecurity_sova')

# ======= (CryptoPR0O authentication =======

# INSTALLED_APPS.append('ffsecurity_cproauth')

# REST_FRAMEWORK['DEFAULT_AUTHENTICATION_CLASSES'] = [
# 'ffsecurity.auth. Tokenduthentication',

# 'ffsecurity_cproauth.auth.CryptoProlrTokenduthentication’
#]

# ========== JossierLlists sync ===========

# INSTALLED_APPS.append('ffsecurity_sync')

# token must be identical on master and slave

# use pwgen -s 64 1

# SYNC_TOKEN = 'change_me'

# SYNC_TIME = {

# # 24 hour format

# 'hour': 3,

# 'minute’: 0,

#}

. Ucnonpays komanay pwgen -sncy 50 1|tr ¢?? ¢“.”’ creHepupyiiTe KJIIOY OIINCH JIJTsI MU POBAHUS
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ceccun (ucnonbsyercst B Django) u 3azaiite ero B mapamerpe SECRET_KEY.

8. 3amrycTuTe CEpBUCHI.

sudo systemctl enable findface-security
sudo systemctl start findface-security

9. OrkJirounTe cepBep nginx, akK TUBHBIH [0 yMOJTYAHUIO, 1 JobaBbTe cepBep findface-security B crimcok
BKJIIOYEHHBIX cepBepoB. Ilepesamycture nginx.

sudo rm /etc/nginx/sites-enabled/default
sudo 1ln -s /etc/nginx/sites-available/ffsecurity-nginx.conf /etc/nginx/sites-enabled/

sudo nginx -s reload

1.4.3 dononHutenbHoe pa3BepTbiBaHue findface-video-worker Ha yaasieHHbIX cep-
Bepax

st otnenbHON ycTanoBKE cepBuca findface-video-worker BBINOHUTE CAEAYIONNE AeHCTBUS:

Coset: Ilepen Tem Kak MPUCTYIUTH K PAa3BEPTHIBAHUIO, 00SI3aTEILHO O3HAKOMBTECH C CUCTEMHBLMU TPe-
006aHUAMU.

Coser: Ecim Ha cepBepe HECKOJILKO BUJEOKApT, Iiepe]i passeprbiBanueM findface-video-worker-gpu
uzyqure paznea Mcnoavsosarue neckosvkur sudeokapm.

1. Barpysure daitr nacramiaropa findface-security-and-server-4.2.run.
2. Tlomecture daiin .run B 060 KaTaaor Ha cepBepe ycraHoBKE (Hampumep, /home/username).

3. U3 nannoro karasiora cienaiite (aityr . run MCIOTHIEMBIM.

chmod +x findface-security-and-server-4.2.run

4. Bamycrure daiur . run.

sudo ./findface-security-and-server-4.2.run

WNHcTamisarop 3a7acT BaM HECKOJIBKO BOIIPOCOB, MOCJE Y€ro MPOBEPUT, COOTBETCTBYET JI CepBEp CHU-
creMHBIM TpeboBauusaM. Bompocs! ciiemyromiue:

1. ¥YcranasimuBaembrit npoaykT: FindFace Video Worker.
2. Twun makera findface-video-worker: CPU mwimmu GPU.
3. TP-anpec nerrpasbuoro cepepa FindFace Security.

Ilocste aTOrO TIPOITECC YCTAHOBKU OYIET ABTOMATHYIECKHU 3AITYIIEH.

IIpumeuanune: OrBers HA BOIPOCH Oy T cOXpaHeHbl B aitr /tmp/<findface-installer-*>. json.
Orpenakrupyiite ero u ucnoJbdyiire s ycranoBku findface-video-worker Ha JIpyrux cepBepax,
He OTBedYasd IOBTOPHO Ha BOIPOCHI HHCTAJJIATOPA.
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Ilpumeuanue: FEcan findface-ntls I/I/I/IJII/I findface-video-manager OyayT yCTAHOBJIEHBI Ha Cep-
Bepax, OWINYHBIX OT cepBepa findface-security, ykaxkure ux IP-agpeca B aiisile koudwurypamnun
findface-video-worker mociie yCTaHOBKHA KOMIIOHEHTA.

sudo vi /etc/findface-video-worker-cpu.ini
sudo vi /etc/findface-video-worker-gpu.ini

B mapamerpe ntls-addr ykaxkure IP-ampec cepsepa findface-ntls.

’ntls—addr=127.0.0.1:3133

B napamerpe mgr-static ykaxure IP-aapec cepsepa findface-video-manager, KOTOpbIit OyaeT obecredn-
BaTh findface-video-worker HaCTPOHKAMM M CIIMCKOM BHJIEOIIOTOKOB JIjIsi OOpabOTKU.

’mgr—static=127.0.0.1:18811

Coset: g Toro urobel aBromarmdeckn ycraHoBuTh findface-video-worker Ha JIpyrux cepBepax, He
oTBeYas Ha BOIMPOCHI HHCTAJIJIATOPA, UCIONb3yiiTe daitin /tmp/<findface-installer-*>. json. 3amycTure
UHCTAJIATOD CJACAYIOIe KOMaH10Ii:

sudo ./findface-security-and-server-4.2.run -f /tmp/<findface-installer-*>.json

IIpumep daitna /tmp/<findface-installer-*>. json MOXKHO ITIOCMOTPETH B pasneiie Datin ¢ napamempamu,
YCMAHOBKU,.

1.4.4 YcraHoBKa mMopaeneil HelipoOHHbIX ceTe

s oGHapy»keHus U UIeHTUMDUKAIAA JIAN 1 UX aTpubyToB (110JI, BOBPACT, SMOIMH, 6OPOJIA, OUKH, MEIUIUH-
cKas Macka u T. 11.) findface-extraction-api ucrosb3yer HEHPOHHBIE CETH.

Ecin HeobxoaumM py«HOI 3aIlyCK yCTAHOBKHU MOJIEJIeH, BBIIOJHUTE CJIEIYIONIe TeHCTBUS:

1. 3anycrure noxrorosienusiit daitn findface-security-and-server-4.2.run.

sudo ./findface-security-and-server-4.2.run

2. Tum ycranoBku: Fully customized installation.

3. Bribepure ycranasimBaembiii kommoneHT FindFace Security: findface-data. s aroro cHadaja cHu-
MUTE BBIJIEJIEHUE CO BCEX KOMIIOHEHTOB, BBEJSI B KOMAH/IHOI CTPOKE -*, 3aTe€M BBEJNUTE IOPSTKOBBII
HOMEp KoMIIoHeHTa: 1. BBenure done st coxpaHeHusi BHIOOpa ¥ IIEPEXO0JIa K CJIEAYIOMEMY IIary.

4. Bwibepure momenu mjist yeranoBku. [locse aToro mporecc ycTaHOBKHU OyJIeT aBTOMATHYECKU 3aIlyIIeH.

IIpumeuanme: Bbl MoxKeTe HAWTH yCTAHOBJIEHHBIE MOJEJIU IS PACIO3HABAHUS JIAI ¥ ATPUOYTOB JIUI| B
Karajorax /usr/share/findface-data/models/face/ u /usr/share/findface-data/models/faceattr/
COOTBETCTBEHHO.

1ls /usr/share/findface-data/models/face/
ifruit_160.cpu.fnk ifruit_320.cpu.fnk ifruit_160.gpu.fnk ifruit_320.gpu.fnk

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

1ls /usr/share/findface-data/models/faceattr/

age.vl.cpu.fnk age.vl.gpu.fnk beard.vO.cpu.fnk beard.vO.gpu.fnk emotions.vl.cpu.fnk emotions.
—vl.gpu.fnk gender.v2.cpu.fnk gender.v2.gpu.fnk glasses3.v0.cpu.fnk glasses3.v0.gpu.fnk,,
—medmask3.v0.cpu.fnk, medmask3.v0.gpu.fnk, liveness.v3.gpu.fnk

1.4.5 lNonHocTblo HacTpaMBaemas ycTaHOBKA

Koncoupasriit nacramisrop FindFace Security mpegocrasiisier HECKOJIBKO BADUAHTOB YCTAHOBKU, B TOM HMC-
Jie TIOJIHOCTBIO HACTPAMBAEMbBIH BapuaHT (YCTAHOBKY OTJEIHHO BLIOPAHHBIX MakeToB). J[aHHBI Bapuant B
OCHOBHOM WCIIOJIb3yeTcsi Ipu pasBeproiBanuu FindFace Security B cuibHO paciipeiesieHHON cpegie.

g 3aIrycKa MOJIHOCTHIO HACTPAMBAEMOH YCTAHOBKM HY?KHO OTBETUTH HA BOIIPOCHI MHCTAJIISATOPA CJIELYIO-
M 00Pa30oM:

e YcraHaBimBaeMbIil TPOAYKT: FindFace Security.
e Tun ycramoBku: Fully customized installation.

e YcraHnasiuBaeMmble KomnonenThl FindFace Security: mjst Toro 4ro0bl BRIOpaTh Hy»KHbIE, CHAYAJA CHU-
MHUTE BBIJIEJEHHE CO BCEX KOMIIOHEHTOB, BBE/sl B KOMAHJIHOM CTPOKE -*, 3aTeM BBEJUTE IOPSJIKO-
Bble HOMEpa HyKHBIX KOMIIOHEHTOB 4epe3 npobes, nanpumep: 1 7 (mia Boibopa findface-data u
findface-extraction-api), 13 (findface-tarantool-server) uau 9 (findface-upload). Beemure
done /Jij1s1 COXpaHEHUsI BBIOOPA U IIEPEX0/Ia K CJIEIYIONIEMY IIary.

e CBsi3aHHBIE BOIIPOCHI, Takne Kak Kak Tull yckopenus: CPU umu GPU.

1.4.6 TunuyHasa ycTaHOBKa B KfiacTepe

JlanHbIll pas3men mocssiieH paspeprbiBarnio FindFace Security B KitacrepHoii cpese.

CoBetr: FEcnm mocse mpourennsi TaHHOrO pas3jesia y BAC OCTAJUCH BOIPOCHI, HE CTECHSITECH 33/aTh HX
HaIIMM dKCIlepTaM 10 ajpecy support@ntechlab.com.

PassepreiBanue FindFace Security B kyiactepe MoxKeT OBITH HEOOXOIUMO IO CJICAYIOMIUM TPUINHAM:
e Hyxmo pacupemesnTh BBICOKYIO HArpy3Ky MPHU 00paboTKe BUIEO.

e Tpebyercss ob6paboTKa BUIECOMOTOKOB OT TPYIIILI KAMED B MeCTe UX (DU3UTECKOTO PACIIOIOKEHUSI.

ITpumeuanue: AKTYaJIbHO JJist ceTell POCTUHUI], MATA3UHOB, IPU HAJIMYUU HECKOJBKUX MIPOXOIHBIX B
OJTHOM 3/IaHHUU U JIP.

CwMm.TakxKe:
IIpusasxa epynnovl Kamep ¥ axzemnaapy findface-video-worker
o Hyxxmo pacrpeiesnTs BICOKYIO HAIPY3KY DU U3BJIEYEHUN OMOMETPUIECKUX 0OPA3IIOB.

e B moucke 3ajeiicTBOBaHO 6O0JIBINIOE KOJTUIECTBO JIUII, ITO TpeOyeT peau3alliu pacipeIe/IeHHON 0a3bl
JIAHHBIX.
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Ilepen Tem Kak IPUCTYHIUTH K Pa3BEPTHIBAHUIO, IIOCTPOITE apXUTEKTYPHYIO CXEMY C y4eToM Oymyreil Ha-
IPY3KU CHCTEMBI M BBIJEJIEHHBIX TIOJ] Hee allllapaTHbIX pecypcoB (cMm. Cucmemmvie mpebosarus). Hanbomee
PaCIIPOCTPAHEHHOI CXeMOH SBJISETCS CJIeTyIoNas:

e llenTpaspHblil cepBep € yCTAaHOBJIEHHBIMH KOMIOHeHTaMu findface-ntls, findface-security,

findface-sf-api, findface-video-manager, findface-upload, findface-video-worker,
findface-extraction-api, findface-tarantool-server, a TakxXKe CTOPOHHUM IIPOIPDAMMHBIM
obecrieyeHneM.

e Heckoabko JOIIOJIHUTEJIbHBIX CEPBEPOB IJIAd O6pa6OTKI/I BUIEO C YCTAHOBJICHHBIM KOMIIOHEHTOM

findface-video-worker.

(IIpu meobxomumocTn) HecKoIbKO JOIOHUTEIBHBIX CEPBEPOB Il U3BJIEYeHHsT OGHOMETPHIECKUX 00-
pas31oB ¢ ycTaHOBJIEHHBbIM KOMIIOHeHTOM findface-extraction-api.

(IlIpu meobxomumoctn) JlomosHuresbable cepBepbl 6a3bl JAHHBIX ¢ HECKOJbKMMEU mapaamu Tarantool
Ha KarKJIOM.

WHcrpykiun B HacTOsIEM pasjiesie IIPUBEJIEHBI JIJIsi OIMCAHHON BbIle HaubOOJlee YacTO BCTPevaloeii-
cs CXeMBbI pa3BepThIBAHUS B KJjacTepe. B BBICOKOHAIDYKEHHBIX CHCTEMAaX TaKKe MOXKET IIOTpebOBaTh-
cs1 pacipenesnTb 00paborky API-3ampocos, T. e. opraHm3oBaTh HECKOJBKO cepBepoB findface-sf-api u
findface-video-manager. B sToM ciaydae pyKOBOACTBYHTeCh MHCTPYKIUAME B pazzeine [loarocmuvio na-
CMpau6aemas YCmaHnosKa.

PazseproiBanne FindFace B KytacTepHOit cpejie COCTOUT U3 CJIEIYIONINX ITAIIOB:

Paszsepmuieanue yenmpanvrozo cepsepa

Passepmuisarue cepsepos obpabomru sudeo

Paszsepmuisanue buomempuieckux cepsepos

Pacnpedenerue nazpysru mesncdy 6UOMEMPUIECKUMU CEPEEPAMU

Opeanusayus pacnpedesehnots 6a3v. daHHbLT

Hacmpotixa cemesozo 63aumodeticmeus

Pa3BepTbiBaHME LLEHTpasIbHOro cepsepa

s pa3BeprhiBaHus mneHTpasibHOro cepsepa FindFace Security BeimosauTe citeytoriue meiicTBust:

1.

Ha sBbraenensom dpusndeckoM cepsepe ycemanosume FindFace Security 3 mHCTa/LIATOPA CIIELY FOIIUM
obpazom:

e YcraHaBinBaeMblil TpoayKT: FindFace Security.

e Tun ycranoBku: Single server, multiple video workers. B srom ciayuae FindFace Security
OyZeT yCTaHOBJIEH B KAYECTBE IEHTPAJBLHOIO CepBepa U HACTPOEH HA B3AUMOJIEHCTBUE C JIOMOJIHIU-
TEJbHBIMU yJAJEHHbIMU dK3eMIliapamMu findface-video-worker.

e Tun yckopenns findface-video-worker (Ha nenrpassaoM cepsepe): CPU uwnu GPU, B 3aBucu-
MOCTH OT KOH(UTyparuu 060pyI0BaAHUSI.

e Tun yckopenusi findface-extraction-api (na nenrpasnbuom cepsepe): CPU win GPU, B 3aBu-
CHMOCTH OT KOHMUTyparmuu 000pyI0BaHUSI.

o 3aBepIeHnN YCTAaHOBKU B KOHCOJIb OyJIET BhIBEIeHA MH(MOPMAIIUs, HEOOXOIUMAS JIJIs UCIIOJIb30BAHUS
FindFace Security:
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RERBRARRARRRRRRARRRAARBRRRRRRRARRRRAARRRRARBRRARBRBARRRRARRRRARRBRARRRRARRHRS
# Installation s complete #
HEHBHARHAHARAAHARHARARHRABRARABHARARHRARABHARAERARABRARABRRRAREARHARRRH RS
- upload your license to http://172.20.77.17/#/license/
- user interface: http://172.20.77.17/

superuser: admin

password: admin

documentation: http://172.20.77.17/doc/

2. Barpysure ailm  smneHsun  d9epe3  BeO-mHTepdeiic  IeHTpajgbHOrO  cepBepa  http://
<IP_azpec_cepBepa>/#/license. [lnsa mocryma B BeO-unHTepdeiic HUCIOMB3YHTE JIOTHH U I1APOJIb
aJIMUHUCTPATOPA, BHIBEJIEHHBIE B KOHCOJIH.

IIpumeuanne: IP-ampec cepsepa B cchuikax Ha BeO-maTepdeiich FindFace mmeer Bum 127.0.0.1
nau <IP _anpec B ceTm>>, B 3aBHCUMOCTH OT TOT'O, IPUHA/JIEXKUT JIU CEPBEP K CETH.

Baxuo: He nepenasaiite nannbie superuser (Cymnep Aavunucrparopa) TperbuM junaM. s aavu-
HUCTPUPOBAHUS CUCTEMBI CO3/1aiiTe HA3HAIAEMOro aaMuancTparopa. Omimane HA3HAIAEMOIO aIMAHT-
crparopa ot Cymep AJMUHHCTpPATOPa B TOM, 9TO MOCIETHUI HE MOXKET JIMIUTHCS PAB 8 IMAHUCTPA~
TOpa JlaxKe IIPU CMEHe POJIN.

3. Paspermmure sinnien3upyeMbiM cepBrcaM obpammaTbes K cepBepy JulieH3upoBanus findface-ntls ¢ Jo-
6oro IP-anpeca. s sroro, orkpoiite dait koudurypamnuu /etc/findface-ntls.cfg u ycranosure
listen = 0.0.0.0:3133.

sudo vi /etc/findface-ntls.cfg

# Listen address of NTLS server where services will connect to.
# The format is IP:PORT

# Use 0.0.0.0:PORT to listen on all interfaces

# This parameter is mandatory and may occur multiple times

# 1f you need to listen on several specific interfaces or ports.
listen = 0.0.0.1:3133

PassepTbiBaHue cepsepoB obpaboTkn Bugeo
Ha monosnurensHOM cepBepe st 06paboTku Buieo ycranoButTe dk3emiuiap findface-video-worker, py-
KOBOJICTBYSICh N0ULG206bIMU UHCMPYKUuamt. OTBEThTe HA BOMPOCHI HHCTAJISITOPA CJIELYIONIM 00pa30M:

e YcranasiuBaeMmbiit poayKT: FindFace Video Worker.

e Twun yckopenus findface-video-worker: CPU wau GPU, B 3aBucumocru or Kouduryparmu obopy-
JIOBaHUS.

e FindFace Security IP address: IP-agpec nienrpaianHOro cepsepa.

ITocste aroro nporiece ycranoBku Oyier aproMmarnydeckn 3amyiined. OTBEThI Ha BOIMPOCHI HHCTAJLISITOPaA Oy 1y T
coxpaHeHbl B (aiis /tmp/<findface-installer-*>. json. Ucnonwayiite manubiii daiiia, 4T00b yCTAHOBUTH
FindFace Video Worker mHa Apyrux cepBepax, He OTBedasl Ha BOIPOCHI HHCTAJISTOPA TOBTOPHO. [l 3TOTO
3aIlyCTUTE MHCTAJUIATOD KOMAH/IOM:

sudo ./findface-security-and-server-4.2.run -f /tmp/<findface-installer-*>.json
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ITpumevanune: Ecin findface-ntls u/mun findface-video-manager yCTaHOBJIEHBI HA JIPYTHX
cepBepax, dyeMm findface-security, ykaxkure ux IP-anpeca nocie ycranosku B daitne kondu-
ryparuu findface-video-worker.

sudo vi /etc/findface-video-worker-cpu.ini
sudo vi /etc/findface-video-worker-gpu.ini

B nmapamerpe ntls-addr ykaxkute [P-aznpec cepsepa findface-ntls.

’ntls—addr=127.0.0.1:3133 ‘

B nmapamerpe mgr-static ykaxure [P-agpec cepsepa findface-video-manager, KoTopblii Oy1eT
obecneunBaTh findface-video-worker HaCTPOMKAMU U CIIMCKOM BUIEOIIOTOKOB JIJisi 0OpabOTKU.

’mgr—static=127.0.0.1:18811 ‘

Pa33epr|Baﬂme 6I/IOM€TpVI‘4€CKVIX cepsepos

Ha pmonosinurensHOM cepBepe i u3BJeYeHUs OMOMETPUIECKHX OOPA3IOB YCTAHOBUTE 3IK3EMILISID
findface-extraction-api u3 KOHCOJBHOTO HHCTA/LIsITOpa. OTBETHTE HA BOIPOCHI MHCTAJLISITOPA CJIEJTY-
FOIIIUM 0Opa3oM:

e YcraHaBiamBaeMbIil TpoayKT: FindFace Security.
e Tumn ycranosku: Fully customized installation.

e YcranaBiauBaeMble KomroneHThl FindFace Security: findface-extraction-api u findface-data.
st Toro 1To0Bl MX BHIOPATH, CHAYAJIA CHUMUTE BBIJICJIEHIE CO BCEX KOMIIOHEHTOB, BBE/Is B KOMAaHHOMN
CTPOKEe -*, 3aTeM BBeJuTe IIOpAnKoBble HOMepa findface-extraction-api u findface-data 4depe3s
npobern: 1 7. Beeaure done jisi coxpaHeHUs BBIOOPA U TEPEX0Ja K CJIEILYIONEMY IIary.

e Tun yckopenus findface-extraction-api: CPU wm GPU.

HeobxonumocTs B m3menennn daiiia kondurypanun findface-extraction-api: ykaxure IP-anpec
cepBepa findface-ntls.

e YcranasiuBaemble Mogesu Heliponnbix cereit: CPU/GPU-momens i u3BjiedeHus GHOMETPpUIECKUX
JaHHbIX Juna (obssarenbHa g yeranoBku) u (onmumonasnbao) CPU/GPU momesnu juist pacrosna-
BaHWs TI0JIa, BO3PACTa, SMOINM, OUYKOB, OOPOJBI M MEIUITMHCKOW MacKu. /[ Toro 4ToOBI BHIOpATH
HYy>KHBbIE MOJIEJIA, CHaYaJla CHUMUTE YCTAHOBJIEHHOE 110 YMOJIYAHUIO BBIJEJIEHHE BCEX MOJIeJIEil, BBEIs
B KOMAHJIHOI CTPOKE -*, 3aTeM BBeJWTE MOPSIKOBbIE HOMEpa HYXKHBIX MoOJeseil uepes mpobest, Ha-
npumep: 8 2 st Beibopa coorBerctBenHO GPU-Momenn 1yist n3BiedeHnss GHOMETPUIECKAX JAHHBIX U
GPU-monenu i pacno3naBanus Bo3pacta. Beegure done jijist cOXpaHeHUsI BLIOOpa U TEpexojia K cJre-
JLYIOIIEMY TIIary. Y I0CTOBEPbTECH, UTO JIJIs KaXKI0i MOJIesid BBIOpaH MpaBUIbHbI Tull yckopenuss CPU
ninu GPU: on moiken coBmajgath ¢ tunoM yckopenus: findface-extraction-api. Obparure BHUMA-
Hue, 9ro findface-extraction-api va CPU moxer paborars Tonbko ¢ CPU-Mozensimu, B TO Bpemst
kak findface-extraction-api ma GPU nommepxkusaer kak CPU-, tak u GPU-monemu. Ilonpobree
cM. Pacnosnasanue ampubymos auya.

JloCTyIIHBI ClIeIYIOTNE MOJIEIIN:
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ATpunbyT nuua VYckope- | lMaker
Hue
OGuoMeTpusl JIu- CPU findface-data-ifruit-320-cpu_ 3.0.0 _all.deb findface-data-ifruit-160-
a cpu_3.0.0_all.deb
GPU findface-data-ifruit-320-gpu_3.0.0 _all.deb findface-data-ifruit-160-
gpu_3.0.0_all.deb
BO3PaCT CPU findface-data-age.vl-cpu_3.0.0 all.deb
GPU findface-data-age.vl-gpu_3.0.0 _all.deb
T10JT CPU findface-data-gender.v2-cpu_3.0.0 all.deb
GPU findface-data-gender.v2-gpu_3.0.0 _all.deb
IMOIUN CPU findface-data-emotions.vl-cpu_3.0.0 _all.deb
GPU findface-data-emotions.v1l-gpu 3.0.0 all.deb
OUKH CPU findface-data-glasses3.v0-cpu_3.0.0 _all.deb
GPU findface-data-glasses3.v0-gpu_3.0.0 _all.deb
6opota CPU findface-data-beard.v0-cpu_3.0.0 _all.deb
GPU findface-data-beard.v0-gpu_3.0.0 all.deb
MeIUIIHCKAST CPU findface-data-medmask3.v0-cpu_3.0.0 all.deb
MacKa GPU findface-data-medmask3.v0-gpu_3.0.0_all.deb

ITocste aToro nporecc ycranoBku OyieT apromarnyeckn 3amyiined. OTBEThI Ha BOIPOCHI HHCTAJLIATOPA Oy 1y T
coxpanenbl B daiti /tmp/<findface-installer-*>.json. Ucmons3yiiTe manubiii ¢aita, 9T00B yCTAHOBATH
findface-extraction-api Ha JAPYTIUX cepBepax, HE OTBeYas Ha BOIPOCHI MHCTAJIATOPA IIOBTOPHO.

sudo ./findface-security-and-server-4.2.run -f /tmp/<findface-installer-*>.json

Ilocne pasBepThIBaHUS OHOMETPHYECKUX CEPBEPOB pacnpedenume MeXKIy HUMH HAIPY3KY.

PacnpegeneHme Harpy3km mexay 6VIOMeTpI/I‘-IECKI/IMI/I cepsepammn

Pacupenenenne Harpysku mMexxiay HECKOJIBKAME OMOMETPUYIECKUMHU CEPBEPAMU BBIMOJIHIETCS depe3 Oasian-
CHPOBIIUK HArpy3Ku. [IpuBeennas Huzke MOMArOBas HHCTPYKIWS JEMOHCTPUPYET DAIAHCUPOBKY HATPY3KU
¢ TOMOIIBIo nginx B pexkume round-robin mist 3-x sk3emiisgpos findface-extraction-api, pacrosoxen-
HBIX Ha Pa3/INYHBIX (pusndeckux ceppepax. OuH 3K3eMILIsIP YCTAHOBJIEH Ha IeHTpaJibHOM cepBepe FindFace
Security (172.168.1.9), 2 Apyrux Ha JONOJHATEILHBIX yIAJEHHBIX cepBepax (172.168.1.10, 172.168.1.
11). Ecyiu B cucreme npucyTcTByeT GoJIbIee KOJIMIECTBO OMOMETPUIECKUX CEPBEPOB, 6aIaHCUPOBKA HATDY3KH
BBIIOJIHACTCA 10 aHAJIOTAM.

Coser: Brbl MoXKeTe UCIIOJIBL30BATEL JIIOOOI yﬂO6HbIIU/I BaM 6aJIaHCI/IpOBH_H/IK HaIr'py3KH. PyKOBO,HCTBO II0 ero
HCIIOJIb30BAHUIO UIITUTE B COOTBeTCTByIOH_[eIU/I CHpaBO‘IHOfI JAOKYMEHTAITUU.

s GaslaHCUPOBKYU HArpy3Kdn Mexky dK3emiuiipamu findface-extraction-api BBIIOJIHATE CJIEYIOIIHE
JefiCcTBUS:

1. Ha3Haque T. H. C€pBep MJII03a JIJId 6aJIaHCI/IpyeMOIU/I TPYIIIIbI 6I/IOM€TpI/I‘IeCKI/IX CepBEPOB. %0 MOZKeT
craTh neHTpabHblil cepBep FindFace Security (pexomenyercst) uim jito6oii Ipyroii cepsep ¢ yeTaHOB-
JIEHHBIM Nginx.

Baxkuo: Bawm HyzkHO Oynier ykazars [P-ajipec miio3a npu Hacrpoiike pacnpedesernoti cemu FindFace
Security.

1.4. PaseeprtbiBaHue FindFace Security 31



FindFace Security, Boinyck 4.2 anti-COVID

CoBeT: Bbl MOXkKeTe ycTaHOBUTH NEINX CJIEAYIONIM 00Pa30M:

sudo apt update
sudo apt install nginx

2. Ha cepsepe numo3a co3maiite HOBBIN (aitn kornduryparun Nginx.

sudo vi /etc/nginx/sites-available/extapi

3. Berasbre cieiyionmii TeKCT B co3aHublii daiin koudurypamuu. B aupekruse upstream (upstream
extapibackends) 3amenure npumepuble IP-agpeca Ha akryasbubie IP-anpeca 6uomerpudeckux cepse-
poB. B mupekTuBe server B napamerpe listen ykayKuTe HOMED CJIYIIAIOIIErO [IOPTa CEPBEPA IILIIO3A.
Bawm morpebyercst yKaszaTh JaHHBIA TOPT IIPU HACTPOIiKe pacnpedesennot cemu FindFace Security.

upstream extapibackends {
server 172.168.1.9:18666; ## " findface-extraction-api " on principal server
server 172.168.1.10:18666; ## 1st additional extraction server
server 127.168.1.11:18666; ## 2nd additional extraction server
}
server {
listen 18667;
server_name extapi;
client_max_body_size 64m;
location / {
proxy_pass http://extapibackends;
proxy_next_upstream error;
}
access_log /var/log/nginx/extapi.access_log;
error_log /var/log/nginx/extapi.error_log;

4. BxirounTe 6a1aHCUPOBINUK HAIPY3KHU B NEinX.

sudo 1n -s /etc/nginx/sites-available/extapi /etc/nginx/sites-enabled/

5. IlepesamycTute nginx.

sudo service nginx restart

6. Ha menTpaJsbHOM cepBepe n KazKJ/IOM U3 JIOIOJHUTEILHBIX OMOMETPUYECKUX CEPBEPOB OTKpOiiTe aiii
koudurypanuu /etc/findface-extraction-api.ini. 3amenunre ajgpec localhost B mapamerpe listen
Ha aJipec, KOTOPBIil BbI yKa3aJ/Iu JI0 9TOr0 B JUPEKTUBe upstream extapibackends daiiia KoHpUrypa-
mun Nginx /etc/nginx/sites-available/extapi. B mamem npumepe ajipec 1-ro JI0MOJTHATEIHHOTO
OMOMETPHIECKOT0 CEPBEPA JOJIZKEH OBITh 3aMEHEH Ha CJIeLyIONInii:

sudo vi /etc/findface-extraction-api.ini

listen: 172.168.1.10:18666

7. Ilepezanycture findface-extraction-api Ha IEHTPAJIHLHOM CEPBEPE U KAXK/IOM JOMOJHUTEILHOM 610-
METPUIECKOM CEPBEpE.

sudo systemctl restart findface-extraction-api.service

Bamancuposka Harpysku ycrermno HacrpoeHa. He 3a0ympre ykazarh akTyaabHbIN [P-agpec u cirymaronuit
IOPT CepBepa ILI03a IIpnu HAcCTpoiike pacnpedenennoti cemu FindFace Security.

32 Fnasa 1. PykoBoacTtBo agmuHuctpatopa



FindFace Security, Boinyck 4.2 anti-COVID

Opranusauyusa pacnpegeneHHoin 6a3bl gaHHbIX

Kommonenr findface-tarantool-server coeguHsier 0a3y JaHHBIX larantool w  KOMIIOHEHT
findface-sf-api, mepemaBas pe3ysbTaThl MMOUCKA OT 0a3bl JaHHBIX B findface-sf-api misa manbreiimeit
obpaborku. [Ijas yBenndeHUs CKOPOCTH TMOMCKA Ha KaXKJIOM cepBepe ¢ 0asoit jgamubix Tarantool moryT
OBITH CO3/IAHBI MHOIOYHC/EHHBIE cerMeHTHl (mapapl) findface-tarantool-server. lIx mnapasuresnbHOe
(BYHKIMOHUPOBAHUE ITPUBOIUT K 3HAYUTETBHOMY YBEJIUIEHUIO TPOM3BOAUTEIbHOCTH. KaXK Iplii 1ap1 MozKeT
obpabareiBaTh mpubau3uTesbHo 10 10 000 000 swur. [Ipm passepreiBanum findface-tarantool-server
73 MHCTAJUISITOPA IMaPIbl CO3AI0TCS aBTOMATUYECKH C YIETOM AalapaTHOil KOoHMuUrypamun (puanaecKoro
cepsepa.

s Toro 4ToOBI pacupeeuTh OMOMETPHYECKYIo 0a3y maHHBIX, yctaHoBuTe findface-tarantool-server
Ha KaXKJI0M cepBepe 6a3bl janHblX. OTBEThTE HAa BOIPOCHI HHCTAJLISITOPA CIASIYIONIIM 00pa30M:
e YcranaBimBaeMbIil TpoayKT: FindFace Security.

e Tun ycranosku: Fully customized installation.

e YcranaBinuBaeMble koMmioneHTbl FindFace Security: findface-tarantool-server. /st TOro 4ro0bI
ero BeIOpaTh, CHaYajla CHUMWTE BBIJIEJIEHHE CO BCEX KOMIIOHEHTOB, BBEJsi B KOMAHJIHON CTPOKe -*,
3aTeM BBeJIUTE MOPsi/IKOBBIi HOMep findface-tarantool-server: 13. Beequre done it coxpaHeHUst
BBIOOpA U Iepexojia K CJIEAYIONEMy Imary.

TTocste aroro mporiece ycranoBku OyieT apromarndecku 3amyiined. OTBEThI Ha BOIMPOCHI HHCTAJLISITOPaA Oy 1y T
coxpaneHsbl B daitn /tmp/<findface-installer-*>.json. Vcnosns3yiiTe nanuselii ¢aiiia, 4ToObl yCTAHOBUTH
findface-tarantool-server na JApyrux cepsepax, He OTBe4Yasd Ha BOIPOCHI HHCTAJLIATOPA IIOBTOPHO.

sudo ./findface-security-and-server-4.2.run -f /tmp/<findface-installer-*>.json

B pesynbrare ycranoBku mapgbl findface-tarantool-server OyiyT aBTOMATHYECKH YCTAHOBJIEHBI B KO-
smaectBe N = max (min (mem_mb // 2000, cpu_cores), 1), T. e. pABHOM pa3Mepy OIEPATUBHON MAMSITH
B M6, pasmenennomy ua 2000, niau KoaudecTBy Gpu3nIecKux siep mnpoieccopa (HO He MeHee 1 mapia).

Ob6si3aTenbHO yKaxkuTe [P-aapeca u mopThl MapoB pu HacTpoiike pacnpedesernoti cemu FindFace Security.
Jljist TOro 4ToOb! y3HATH HOMEPA IIOPTOB, Ha, KAXKJIOM cepBepe 6a3bl JIAHHBIX BBIIOJHUATE CJIEIYIONLY0 KOMaH-

Ay:

sudo cat /etc/tarantool/instances.enabled/*shard* | grep -E ".start|(listen =)""

Byner Bo3sparien ciemyronuit pe3yabTar:

listen = '127.0.0.1:33001",
FindFace.start("127.0.0.1", 8101, {

listen = '127.0.0.1:33002"',
FindFace.start("127.0.0.1", 8102, {

Howmepa mopros mapaos ykaszansl B cekiuu FindFace.start: 8101, 8102 u T. 1.

Hacrpoiika ceTteBoro B3anmopgeincraunst

ITocse pasBepreiBanust KomronenToB FindFace Security HacTpoiite ux B3anMoseiicrsue 1o ceru. BoirmoHuTe
caenyomue neicTeus:

1. Orkpoiite daitn kouduryparuu /etc/findface-sf-api.ini:

sudo vi /etc/findface-sf-api.ini
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SamaiiTe ciemyomnye mapaMeTphr:

extraction-api

Mapametp Onucanue
extraction-api | IP-ajgpec u caymaromnuit mopT cepsepa, sIBIAIONIETOCT ULAI030M NIt OIOMETPU-
-> YECKUX CEPBEPOB C HACTPOEHHOU 6aIAHCUPOBKON HAI'PY3KU.

storage-api
-> shards ->
master

IP-ajgpec u mopr macrepa mapja findface-tarantool-server. OcranbHble
mIap/ibl IPOIUCHIBAIOTCA 110 aHAJIOIUH.

upload_url

[Tyt B WebDAV nginx, mo koropomy B kommoneHT findface-upload OymyT
OTTIPABJISITHCS UCXOJIHBIE N300PAXKEHIS, MUHHATIOPHI U HOPMAaJIM30BAHHBIE 300~
PaXKeHusl JIHII,

extraction-api:

webdav:

storage-api:
éﬂérds:
slave: ''
slave: ''
slave: ''
slave: ''

slave: ''

slave: ''

upload-url: http://127.0.

- master: http://172.168.
- master: http://172.168.
- master: http://172.168.
- master: http://172.168.
- master: http://172.168.

- master: http://172.168.

extraction-api: http://172.168.1.9:18667

0.1:3333/uploads/

1.9:8101/v2/
1.9:8102/v2/
1.12:8101/v2/
1.12:8102/v2/
1.13:8102/v2/

1.13:8102/v2/

2. Orkpoitre daitn kouduryparun /etc/ffsecurity/config.py.

sudo vi /etc/ffsecurity/config.py

SajaiiTe cieayromme IapaMeTphl:

34
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Mapa- Onucatue
MeTp
SERVICE| HRTERNAL rADDRERE, FindFace Security, sBstiornumest npuopurernbiM jyist Genetec n Be6-
xykoB. Eciin napameTp He 3a/1aH, CCTeMa UCIOJb3YeT 1 pabOThI ¢ JAHHBIM (DYHKIINOHA-
stom EXTERNAL_ADDRESS. /Iyt ucnionibzoBanust Genetec u BeOXyKOB 00s13aT€JIBHO YKAYKUATE
1o Kpaiineii Mmepe opun u3 napamerpos SERVICE_EXTERNAL_ADDRESS/ EXTERNAL_ADDRESS.
EXTERNAL (fNDRESSanbH0) IP-ampec mim URL, Koropbiii mcmosb3yercss [gist JoCTyma K - Beb-
untepdeiicy FindFace Security. Eciiu mapamerp He 3aj1aH, cucreMa aBTOMATUIECKH OIIpe-
gesisier ero kak paemHui [P-anpec. st mocryma B FindFace Security Ber moxkere ucriosib-
3oBarh 00a [P-agpeca: kak aBroonpee/ieHHbIH, Tak u yka3anubiii B EXTERNAL_ADDRESS.
VIDEO_DETESTARMEGKENTOKEH M yKaKUTE ero B JIAHHOM IapaMeTrpe, 9ToObl aBTOPU30BATbL MOJIYJIb
BUJIEOIETEKITIH JIAII.

VIDEO_MANRGERpADDREBBpa findface-video-manager.

NTLS_HTBPUREpec cepBepa findface-ntls.

ROUTER_UHnemmuuit IP-agpec cepsepa findface-security, KoTopslit Oy/eT mosydaTsb oOHADYKEH-
Hble JHIa 0T dK3eMiuapa(oB) findface-video-worker.

SF_API_ADPRESPec cepBepa findface-sf-api.

EXTRACTIAF-ARpec u cayIIaloOnuii IOPT CEPBEPA, SIBJSIONIETOCS ULAI030M JIJIs OHOMETPUIECKUX Cep-
BEPOB C HACTPOEHHO OaJIAHCUPOBKOI HATDY3KHU.

sudo vi /etc/ffsecurity/config.py

# SERVICE_EXTERNAL_ADDRESS prioritized for webhooks and genetec
SERVICE_EXTERNAL_ADDRESS = 'http://localhost'
EXTERNAL_ADDRESS = 'http://127.0.0.1"'

FFSECURITY = {
'"VIDEO_DETECTOR_TOKEN': '7ce2679adfc4d74edcf508beadd67208",

'"EXTRACTION_API': 'http://172.168.1.9:18667/',
'VIDEO_MANAGER_ADDRESS': 'http://127.0.0.1:18810',

'"NTLS_HTTP_URL': 'http://127.0.0.1:3185"',
'"ROUTER_URL': 'http://172.168.1.9',

'"SF_API_ADDRESS': 'http://127.0.0.1:18411"',

Ha srom ycranoska FindFace Security B KsiacrepHoit cpejie Oyier 3aBepimeHa.

1.5 lepBble waru nocne ycraHoBKuU

TTocse ycnemnoro paseeprbiBanus FindFace Security npuiiio Bpemsi OTKPBITH 6eO-uHmepgpeltic 1 HaYaTh
pabory. B a10ii riiaBe BbI HalijleTe pEKOMEH LYEMYIO ITOCJIEI0BATEILHOCTD IIAr0B, CJIEJIysl KOTOPOIl BBI CMOYKETE
3aJIeliCTBOBATH BECh CIIEKTP (DYHKIMOHAJIBHBIX Bo3MmoxkHOCTell FindFace Security.
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B atoir rnase:

Zlobasaenue xamep

o (Cocmasaerue cnuckos nabarodenus u 3a2pysxa docve
o (Cosdarnue noavzosamenets u npedocmasieHue um npas
o Monumopume suy

e Opzanusayusa eudeonabrrodenus

e (Cbop cmamucmuru

e Paboma FindFace Security

e Lasosoe 06{3./1@/.”)/(311,(3(],71,71,(3 CUCImMeEmMdL

e Loavwe soamooicrocmeti

1.5.1 JobasneHue kamep

1. Cosdatime nosyro epynny kamep WIK UCIOJIb3yATE CO3MaHHYIO 10 YMOJIYaHUIO. [ pylna KamMep — 3TO
CHUCTEMHDIN O0BEKT, KOTOPHIil IMO3BOJISIET I'PYHIINPOBATH KAMEPHI C YIeTOM UX (DU3UIECKOrO PACIIOJIO-
xkenusi. K npumepy, KaMephbl, pacliojioKeHHbIe Ha BXOJe B 3JaHNe, MOYXKHO OObEINHUTH B OJHY T'PYIIILY
1 paboTaTh C HUMHU KaK C €IMHBIM IEIBIM.

2. /[obasvme Kamepv, B CO3MAHHYIO TPYIIY U NPOSEPLME UL Pabomy.

JononHutenbHo:
1. Hacrpoiite cucremy Ha 00pabOTKy BHIEOMOTOKOB C T'PYIIIBI KAMED B MECTE UX (PU3UIECKOTO PACIIOJIO-
2KEHUsI. ITO MOXKeT ObITh aKTyaJbHO B PacHpele/ienHoil apxurekrype. [lodpobree.

2. PaccmoTpuTe BO3MOXKHOCTH BKJIIOUEHUS JI€AYILIMKAIINA COOBITHUIT, €CJU CIIEHbI HAOJIOMEHNS KaMep B
rpyIine nepekpbiBaioTcs. /lannas pyHKITUS TO3BOJIAET UCKIIOUYUTD PETUCTPAITUIO OJIMTHAKOBBIX COOBITHI
B IIpeJieJIaxX OJHOU I'pymibl Kamep. [lodpobnee.

1.5.2 CocraBneHne cnuckos HabnoaeHnst n 3arpyska 4ocbe

1. Cosdaitme nosvitl cnucok Haba00eH LA I UCIIOJIB3yHTe CO3MaHHbBIN 110 yMoadanuio. Criucok HabIIo-
JIEHUs] — 9TO CUCTEMHBIN 0OBEKT, C ITOMOIIBI0O KOTOPOI'O BBITOJIHSAETCA KIACCU(DPUKAINSA JIOEH 0 IIPo-
M3BOJILHBIM KPUTEPUAM: UePHBINl CIUCOK, po3bick, VIP, mepconan u T. 1.

2. Barpysure gocke u 1006aBbTE WX B CO3JAHHBIN CIHCOK HADJIOJEHUS GPYUHYI0, NAKEMHO “epe3 6eb-
unmepgperic WU UCIOb3yst (DYHKIUIO Nakemnol 3a2pyY3Ki 4epes KoHCOAb.

OononHurensHo:

1. Pacnpedesume 6a3y dannvir docve MEXKIY HECKOJBKHME cepBepaMu. Basa HaHHBIX JI0Cke OyIeT JI0-
CTyIIHA I PEJaKTUPOBAHUS HA I'OJIOBHOM CEPBEpPE, a JJId YTEeHHsl 1 MOHUTOPUHTA — Ha BEJIOMbIX.

2. Hacmpotme codeporcumoe docve. Cozmaiite TOMOJTHATEBHBIE TTOJIsT, BKJIAKU U MTOUCKOBBIE (DUJIBTPHI.
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1.5.3 Co3pgaHune nonb3oBaTenein n npegocTtaBsieHne UM Mpas
1. O3HaKOI\/H)T€Cb CO CIIHCKOM npedycmanoeﬂcm/,?)L.r nNoAbL3068AMENDCRUL p(),ﬂ,(fﬁ, u 1mpun HeO6XO,ILI/IMOCTI/I Cco-
3datime 1Hoevie.

2. Jlobasvme noavsosamenetll B CHCTEMY U TMPETOCTABHLTE UM TTOJTHOMOUHUS.

1.5.4 MoHuTopuHr nuy,

Tlo ymomaanuio FindFace Security oTcjiexkmBaer TOJIBKO HE3aPErMCTPUPOBAHHBIE B CUCTEME JIUIA, T. €. JIM-
1a, I KOTOPBIX 0MCcymcemeyom cosnadenus ¢ docve. st TOro 9Tobbl BKIAIOYATH OTCACKUBAHNIE JIUI U3
TIOJTH30BATEIHLCKOTO CITIUCKA HAOIOMEHN, CAETANTEe 9TO CIUCOK AKMUGHBILM. BBl Tak:Ke MOKeTe BKJIIOUUTD
3BYKOBOE OIIOBEINEHNE U CHeJIaTh 00sI3aTe/IbHBIM IPUHATHE BPYUHYIO CBSI3QHHBIX CO CIIUCKOM COOBITHIA.

OononHurensHo:
1. Iobasbre nadopMaun B COOBITUS, BKIIOYNB PACIO3HABAHUE TI0JIA, BO3PACTA, IMOIU, OOPOIBI, MeIH-
IIMHCKOIT MacKu U 04IKOB. [lodpobnee.

2. BammruTe cucremy ot ciydunra, BKI0OUNE GYHKINIO pacno3HaBanust xkuBbix ju (Liveness). ITodpo6-

1.5.5 Opranunsauyus sunageoHabnoaeHuns

Hacmpotime packaadky kamep njist 6a30BOro BUI€OHAOITIIONIECHUS .

1.5.6 Cb6op cTtaTuctukm

Hacrpoiite cuemuuru nis coopa CTATUCTUKU JIUI| U CUJIYITOB B DEAJIbHOM BPEMEHH.

1.5.7 Pabora FindFace Security

1. Hidenmuguyupyime obrnapyorcermnvie Ha 6udeou3obpasicenut AU, TPOBepsis UX B PeaJbHOM BpeMe-
HU HA COBIAJEHUE C JINIIAMU U3 CIIUCKOB HabJofeHus. Paboraiite ¢ mcropueit cOOBITHN, MUCIOJIb3YS
pazaudnble PUILTPHI.

2. Paboraiite ¢ snusodamu. duus3ox — 370 HAOOP COOBITHIT MIEHTHU(MUKAIUN, B KOTOPHIX (PUTYPUPYIOT
JINIIA, OJTHOTO U TOTO XK€ 4ejIoBeKa, OOHAPYKEHHbIe B TeUeHUe OIpejesIeHHOro repuoja Bpemenu. [lo-
CKOJIBKY MHQOPMAIHS O COOBITHSX OTOOparkaercs Ha BKjaiake Cobvimus B IPOU3BOJBLHOM IOPSJIKE,
00paboTKa OOJIBITOr0 KOJUYIECTBA PA3HOPOIHBIX COOBITHII MOYXKET OBITH [I€JIOM 3aTPYIHUTEIbHBIM U
neaddertuBabiM. C DyHKIMEH DMU30/IbI, CHCTEMA UCIOJIB3YeT UCKYCCTBEHHBIN UHTEJUIEKT JIJIs IPYII-
IIUPOBKU BXOJIAIIUX COOBITHIT HA OCHOBE BPEMEHU OOHADPYKEHUsI M CXOYKECTU JIUIl. DTO IMO3BOJISET C
JIEFKOCTBIO 00pabaThbIBaTh PA3HOPOIHBIE COOLITUS JayKe B OOJIBIINX KOJIUIECTBAX.

3. Bomosasgiire upenrudukanuio (IOUCK) JIUIL IO CIELYIOMUM 6a3aM JaHHbIX:
e Basa mannabix obHapykeHHBIX Il [[odpobhee.
e Basa mannbix gocwe. [lodpobnee.

4. Mwume 6 aprushovir 6udeo JUNA U3 CIIUCKOB HAOJIIOIEHUS.

5. Cpasnusatime auya BPYIHYIO, ITOOBI TPOBEPUTH UX HA [IPUHAJJIE2KHOCTD OTHOMY YEJIOBEKY.
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6. Ucmomsayitte MoOUABHOE NPUNOAHCEHUE.

,D,OHOJ'IHVITBJ'II:HO:

Bxiounre pacnosnasarue nepcon. B cucremubix 6a3ax MAaHHBIX MOSIBUTCHA HOBAs CYIIHOCTDH «person events
(cobbITHe HOsIBIIEHUs! [IEPCOHBI ), CBA3aHHASL CO BCEMU NU300aMU, B KOTOPBIX (DUI'yPUPOBAJIO JIMIO TOIO UJIN
HMHOT'O YeJsioBeKa. Bpl MoxkeTe paboTaTh C rajiepeeil IePCOH 0 AHAJIOTUU CO CIIMCKAMK COOBITHI M SIU30/I0B.

1.5.8 Ba3oBoe obcnyxusaHue cuctemsbl

1. Hacmpotime aBTOMaTHYeCKOE YAAJEHUE CTAPBIX COOBITHI, SMU30/I0B U MOJHBIX KaPOB.
2. IIpm HeobxommmocTu ydasume cTapble COOBITHS, SMU30IBI U TOJIHBIE KQAPhl BPYIHYIO.

3. Perynapno coznasaiite pezepsnyro konuto 6a3bl JAHHBIX.

1.5.9 Bonbuwe Bo3moXKHOCTEN

1. Hacrpoiite sebxryru JJisi aBTOMATHIECKON OTIIPABKU yBEJIOMJIEHHI 00 OIPEIe/IEHHBIX COOBITUSX, ITIH-
30/1aX U 3amucax cyerdnka Ha 3amanabiit URL-aapec. [lpn wacrymrenun myxuoro coosrrus FindFace
Security ornpasutr HTTP-3anpoc na URL-azpec, ykazanublii B HacTpoiikax BeOXyKa. BeOXyKH MOXKHO
UCIIOJIb30BATD JIJIsI PEIeHUsT pa3HOOOPA3HBIX 3aJ/1ad, HAIPUMED, JJIS YBEJIOMJICHHS TOJb30BaTes 00
OIIPeJIeJIEHHOM COOBITUH, BHI30BA OIPEJIEJIEHHBIX JIeCTBUN Ha 11€JIEBOM BeO-caiiTe, Ipy peleHun 3a1a9
6e30IaCHOCTH, TAKUX KaK YIAJEHHOE aBTOMATHYIECKOE yIIPaBJIeHUE JOCTYIIOM u Jp. [lodpobnee.

2. Bageticryiite dyuknun FindFace Security wepes HTTP API.

3. O3HAKOMBTECH CO CIIMCKOM HAIUX NAPMHEPCKUT UHME2PAUUL.

4. 3ageiicTByiiTe nAG2UHYL, 9TO 3a/aTh COOCTBEHHbBIE IPaBuUia 00paboTKN OOHAPYKEHHBIX Ha BUJIEO JIUI.
CwMm.Tak>xke:

o Vnpasaerue sudeoramepamu

o Monumopune auy. Ynpasaerue 6a3010 darnvir docve

o Vnpasaerue noav306amessmu

e ldenmugpurauyus suy 6 oparatin 6udeo

o C'mamucmuka Auy U CuAYIMOB

o Pacwupennoiti Gyrruyuonan

o Obcayorcusarue u YCMPaHeHUue HEUCTPABHOCTNEN

1.6 Pabota c FindFace Security

Pabora ¢ FindFace Security soimosasiercst depe3 BeG-untepdeiic. s Toro 49robbl 0TOOpa3uTh BEO-
uaTepdeiic, B aJpecHoll cTpoke Opay3epa BBeauTe 0A30BbIM ajpec BeO-mHTepdeiica U MpoituTe aBTOPH-
3AIUIO.

IIpumeuanune: Bazoswiii agpec 3amaerca upu ycmanoske FindFace Security.
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Baxkno: [ljg nepsoro Bxoja B cucreMmy mocie passeprbiBanus FindFace Security ucmosb3yiite
YUIETHYIO 3alliCh aJMUHUCTPATOPA, CO3JAHHYIO IpU ycmanoske. [ co3manus ApYyTrux MOJIb30-
BaTeJIell CM. pa3desn YnpasaeHue noab306aMEAAMU.

Beb-unrepdeiic nmeer yao0HDbI 1 MHTYUTUBHBIN AU3afH 1 00€CIIEIUBAET JIOCTYII K CJIEIYIONUM (DYHKITHSIM:

o O0ObeauHEHNE KaMep B I'PYIIbI B 3aBUCUMOCTH OT WX (DU3UYECKOTO pacrojioxkenus. JlobaBiienune u
HacTpoiika kamepbl. OM. Ynpasaenue xamepamu.

e VYupasienue cruuckaMmu Habsonenus. CosmaHue mocbe BpydHyio u makerHo. Cm. Monumopure aui,.
Vnpasaenue 6a301 darHvix docoe.

o Vnpasienue noav3064MEAAMYU U POAAMAU.
e ldenmugpurayus suy 6 sudeogatiie.

e Cmamucmuxa auy u cuasysmos. COOp CTATUCTUKU B PEAJHHOM BPEMEHM II0 JIMIAM U CUJIydTaM Ha
BUJIEO.

e Ocrosnuvie nacmpotlixu. IameHeHre opora cpabaThlBaHUsL CHCTEMBI (IIOPOra MOJIOKUTEIHHON Bepudu-
KAIUK JIMI[) U HACTPOHKA aBTOMATUYECKOI OUMCTKH 0a3bl JAHHBIX OT CTAPBIX COOLITHIA.

o (Cpasnenue 2-x auy. IIpoBepka 2-x JIUIl HA WIEHTHIHOCTD.

o U nentudukarnus aur o 6a3e COOBITUI B PENCUME PEAALHO20 6PEMEHU KAK HA KUBOM (BHIEOMOTOK),
TaK U Ha apxXuBHOM (Bujeodaiin) Bumeo. Inusodv cobvimui. Vnearudukamus gurm no baze cobvimul
u docve. Budeonabiodenue.

1.6.1 YnpaBneHue Bngeokamepamm

s macrpoiiku Bujeo-uaenTudukanum i jgobassre Kamepbl B FindFace Security, crpymmuposaB ux c
Y9IETOM PACIIOJIOXKEHUSI.

IIpumeuanue: IIpaBa Ha cozjganme Tpynn Kamep U KamMep HACTPAUBAIOTCH B PA3PEIICHUSX MOJIH30BATENS
(eM. Vnpasaerue noavzosamensimu).

B atoin rnase:

e (Cozdanue epynnovi xamep

o J[obasaenue Kamepvl

e Monumopune pabomot Kamep

CospaHue rpynnbl Kamep

Coset: B cucreme mocrymaa rpyiima KaMep M0 yMOJTIAHUIO.

Jutst co3manus TPyIbl KAMep BBITOJHUTE CJIEIYIONINE JICHCTBUS:
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1. Tlepetinure Ha BKIaAKy Hacmpotxu. Beibepure I'pynno. xamep.

2. Haxxkmure +.

HacTtponku [pynnel kamep

QOcHoe

BHeLwwHWi BMA,

3aTenn

Mpynnebl kamep

HTauua

HTauwms API

I:l HacTpoikm

3. Ha Bknanke Hngpopmayus, BBeIUTE UMs TPYIIBL U IIPU HEOOXOIUMOCTH KOMMEHTAPH K Hell.
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Cospgatb rpynny kamep WHbopmaums

CoxpaHuTh Hazag

4. Eciiz BaM HY?KHO BBIJEIUTH OIpele/eHnbii sk3emMap findface-video-worker st 0OpaboTKu BU-
JIEOTIOTOKOB C JIAHHOW IPYIIBI KAMEp, CO3/aiiTe MM BHIOEPUTE U3 y2Ke CO3JAHHBIX OJHY HJIH HECKOJIHKO
METOK.

IIpumeuanne: [ljs Toro 9ToOBI 3aBEPIMUTDH BBIJAECJICHNE, IEPEUNCINTE METKU B (dailjae KoHpurypa-
mnu findface-video-worker. Ilogpobree cMm. [Ipusaska epynno. xkamep ¥ ax3emnaapy findface-video-
worker.

5. Eciu cobprTust 0T KaMep, TpUHAJIEXKAIUX OJHON I'pyIie, TpedyeTcs e IyIIUIUPOBATh, T. €. UCKJIIO-
YUTHh ONMHAKOBBIE COOBITHsI, TOCTaBbTe (PJIaXKOK Jledynauyuposams cobvimus n 3ajaiiTe B CEKyHIAX
UHTEPBAJ JelyluKanuy (MHTepBaJl, ¢ KOTOPBIM COOBITUS IIPOBEPSIOTCS HA YHUKAJIBHOCTD).

Ilpenynpexxneuune: Vcmonp3yiiTe AeAyIUIMKAIMIO OY€Hb OCTOPOKHO. Ecim kamepbr m3 OmHOMI
TPYIIBI HAOJIOMAIOT pPa3HbIe CIEHDbI, HEKOTOPDLIE JIUIA MOTYT OBITh MPOMyIeHbl. 1logpobiee cM.
Ledynaurayus cobvimud.

1.6. Pab6ora c FindFace Security 41



FindFace Security, Boinyck 4.2 anti-COVID

6. Ilo ymomganuio Ha Bcex ITPYIIAX KaAMep B CUCTEME MCIOJIB3YETCS YHUBEPCANLHDIT NOPO2 CPADATHIBAHUSI.
st Toro 4ToOBI YCTAHOBUTH WHIMBU/yaJbHBIN MTOPOr I TPYIIILI KaMep, nmocraBbre (iiaxkok Ilopoez
cpabamuiearus U YKAYXKUTE HYKHOE TIOPOrOBOE 3HAYECHIE.

Baxkno: g 607bIInHCTBA CIyYaeB PACIO3HABAHUS JIAI 3HAYEHNE, YCTAHOBJIECHHOE 10 YMOJIIAHIIO
JUIS YHUBEPCAJIBHOI'O II0POra CPA0OATBHIBAHUMA, SIBJIFETCH ONTHMAJIbLHBIM. He pexkomeHjyercss camocTo-
SITeJIBHO MeHSITh ero. Q0si3aTe/IbHO MPOKOHCY/IBTUPYATECh C HAIMMEU TEXHUYECKUMU IKCIIEPTAME 110
aapecy support@ntechlab.com.

7. Iocrasbre dazkok AxmusHas.
8. Haxxmure Coxparums.

9. Ha Bkianke Paspewenus Ha3HaYbTE IpaBa Ha pabOTy C IPYNIONH KaMep, YKa3aB, MOJIb30BaTesIM C
KAKUME POJISIMU PA3PEIIeHO U3MEHHATD/IPOCMATPUBATD €€ HaCTPONKU.

Cospartb rpynny kamep Mudpopmauus PaspelueHns

CoXpaHuTh

10. Haxxmure Coxpanumo.

Oobaenenue kamepbl

st jobaBiieHnst KaMephbl B IPYIIILY BBIITOJIHUTE CJIELYIONIUE IeACTBUS:
1. Tlepetinure Ha BKIAAKY Kamepot.

2. Haxxmure +.

Kamepsbl

CTpanuual &
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3.

Bsemure nazBanue KaMepsbl u 106aBbTe €€ B 00y U3 Ipyuil. [Ipu HeoOXo1uMoCTH BBEINTE KOMMEHTAPUIT
K KaMmepe.

NobaBuTb Kamepy

MapamMeTpel

CBpocKTe NapameTpbl

CoxpaHWuTh

Sanaitte URL xamepsr wim anpec Bumeodaitia st oopaborku, Hanpumep, file:///data/some . mp4.

Ilo ymomyanuio Ha BceX KaMepax B CHCTEME UCIOJIB3YETCs YHUBEPCANbHbIl nopoz cpabarbiBanusd. s
TOrO 9TOOBI YCTAHOBUTDH WHIUBUIYAJILHDBIN TTOPOT JJIsT KaMepbl, TocTaBbTe (diiaxkok I[lopoe cpabamuiea-
HUA U YKaXKATe HY2KHOE IIOPOr0BOe 3HAYEHUE.

Baxkuo: Jlng 60apmnHCTBA CIydaeB PACIO3HABAHUS JIUI, 3HAYEHNE, YCTAHOBJIECHHOE 10 YMOJIIAHIIO
JUIS. YHUBEPCAJIBHOIO II0POra CPA0ATBHIBAHUMA, SIBJISETCS ONTHMAJLHBIM. He pekomeHiyercss camMocTo-
SITeJIBHO MeHSITh ero. Q0si3aTesIbHO MTPOKOHCY/IBTUPYATECh C HAIMMEH TEXHUYECKUMU IKCIIEPTAME 110
azgpecy support@ntechlab.com.

ITocrapbre iaxkoxk AxmueHas.
JLj1st TOro 9TO0OBI HACTPOUTH 0OPAOOTKY BU/I€0, HAXKMUTE Ha, KHONKY [lapamempo, 1 BHECUTE U3MEHEHUST:

o Munumasvroe kawecmeo usobpasicerus suya (filter_min_quality): MuHMMATIBHOE KAauecTBO
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n300parKeHusI JIUIA JJIs OTIIPABKY Ha, cepiep. Oupeessercs SMINPUIeCKN: OTPUIATEbHBIE 3Ha~
genust BOm3u 0 = Hambojiee KadeCcTBEHHbIE MpsiMble M300pakeHus Jiui aHdac, -1 = xoporiee
Ka4JeCcTBO, -2 = yIOBJIETBOPUTEBHOE KAa4eCTBO, OTPUINATEIbHbIE 3HAUEHUS -D U MEHbIIle = IIepe-
BEPHYyTBHIE JIUIA U JINIA, TOBEPHYTHIE O OOIBIMTUMHI YIJIAMU, PACIIO3HABAHIE MOXKET ObITh HEed(]-
(HEKTUBHBIM.

Munumarvrots pasmep auya (filter_min_face_size): MuHUMAIBHBINA pa3MeD JINIA B TUKCEISIX
JIJIst OTIpaBKuU Ha cepBep. Ecim 0, pusibTp BHIKIIOYEH.

Maxcumanononi pasmep auya (filter_max_face_size): MakcuMabHBI pa3Mep JIa B IIUKCe-
JISX JIJ1 OTIIPABKH Ha cepBep.

Kauecmeso corcamusa (jpeg_quality): KauecTBo ckaThsl TIOJHOTO KaIpa JIJIsT OTIIPABKH.

Onyuu FFMPEG (ffmpeg_params): Onnuu ffmpeg jy1s Bujieonoroka. 3a1ai0Tcsa MacCUBOM CTPOK
KJIIOY=3HadeHune, Harpumep, “rtsp_transport=tcp ss=00:20:00".

Bygeprwiii pestcum (overall): Bydepubiit peskum. OTpaBisiTh [JIs JIUIA OJUH KaJIP HAMILY YIIero
KaJecTBa.

Bpemennoti unmepsan (realtime_post_interval): Bpemennoit nuTepBas B MUJINCEKYHIAX, B
TeYeHre KOTOPOro B PEXKUME PeajbHOTO BPEMEHU BLIOMPAETCsT JIyUIInuil KaJIp C JIUIOM.

Omnpasasmo aywwud kadp (realtime_post_every_interval): Eciu true, orupasisaTs jrydmmit
KaJIp B KaXKJIOM MHTepBaJjie BpeMeHH realtime post interval B pe:xxume peasibHOTO Bpemenu. Ec-
sn false, oTHpaBIATH JIydImuil Kajp, TOJIBKO €CJU €ro KadeCTBO YJIyUINUJIOCh IO CPABHEHUIO C
PEJIBIIYIIUM OTIIPABJIEHHBIM KaJIPOM.

Bpems ootcudanus omeema na 3anpoc (router_timeout_ms): Bpems oxujganus B MUJUIMCEKYH-
Jax OTBeTa Ha OTIIPaBJIEHHBIN 3aIIpOC C JIAIOM.

IToayuamo epementvie memxu u3 nomoxa (use_stream_timestamp): Ecsm true, ornpasisaTs Ha
cepBep BpeMeHHbIE MEeTKH IT0JIyYeHHbIe 13 oToKa. Eciu false, oTpaB/isiTh TEKyIIHe JaTy U BPEMSI.

IIpubasaams % epemernvim memram (start_stream_timestamp): IlpuGapisTh yKazaHHOE KOJIU-
YECTBO CEKYHJ| K BPEMEHHBIM MeTKaM U3 [OTOKA.

Oeparuuenue ckopocmu npouepvisanus (play_speed): Eciu Menbie Hysisi, TO CKOPOCTb HE Orpa-
HAYMUBaeTCd. B OCTaJbHBIX CIydasx IOTOK YUTAETCs cO CKOpocThio play_speed. He nmpumennmo
JIJIsT TIOTOKOB C KaMep BUIEOHAOJIIOICHUS.

Pezuon caeoicenus (ROT): Briiouaer JeTeKTHPOBAHUE U OTCJIEXKUBAHUE JIUAI, TOJIBKO BHYTDH 3a-
JAHHOI IPSMOYTOJIbHON obsiacTu. Vcmosnb3yiiTe JaHHYIO OMITUIO, 9TO0OBI YMEHBIITUTD HATPY3KY Ha
cepsep.

Pezuon saxsama auya (ROI): BRitogaer oTIIpaBKy Ha cepBep JIHIl, O0HAPYKEeHHBIX TOJILKO BHYTPU
UHTEpecyIoIiei 06JIacTh.

Coser: [lna zananus ROT/ROI yno6uo ucnonb3oBarh Budyasbhblii Mactep. CHauasa co3naiite
kamepy 6e3 ROT/ROI, sarem orkpoiiTe ee sl peaKTUPOBaHWsI U HAaXXMHUTe Ha KHONKY [lapa-
Mmempoi. Bl yBUIMTE BU3YAJBHBIN MacTep.

IIpu meobxommMocTH 3aaiiTe OMITMOHAIBHBIE MapaMeTpbl 00paboTku Buieo. s 9T0 HaxKMuUTe Ha
KHOIIKY J[onoanumenvHsie napamempot.

e @opmam FFMPEG (ffmpeg_format): Ilepenars dopmar FFMPEG (mxg, flv, u T. x1.), ecau on

He MOXKET OBLITh ABTOMATHYECKIN OoIpeaeJsieH.
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e IIposepamv SSL-cepmuguram (router_verify_ssl): Ecmu true, nposepsars SSL-ceprudukar
cepBepa IIpH OTIIpaBKe Ha Hero Jjmi, depe3 https. Ecou false, MoxkeT ObITH IPUHAT CAMOITOIITUCAH-
HBIN CepTUQUKAT.

o Munumasvnas urwmencushocms deudsicenus (imotion_threshold): MunnmajibHas HHTEHCHB-
HOCTb J[BIKEHHsI, KOTOpPasi Oy/IeT PernCTPUPOBATHCS JETEKTOPOM JIBUYKEHNUSI.

8. Haxxkmure Coxparums.

Ilpumeuanue: Kaxgas kamepa cBs3aHa ¢ TaK HA3BIBAEMBIM job-3amanueM, 3amadeil Ha 0OpabOTKy BHIIEO,
cojiepzKalieil mapamMerpbl KOH(MUTYPAIUH U JaHHbIE BHIEOMOTOKA, KOTOPas HA3HAYAETCS ONPEIeIEHHOMY K-
seMiuisapy findface-video-worker. Jannasa 3agada MOKeT ObITH 1epesaityinesa (cM . Monumopune pabomaot
Kamep).

MoHuTtopuHr paboTbl kamep

MonutopuHr paboThl KaMep BBITTOJIHIETCS Ha BKJIAIKe Kamepot.

Kamepbl

KTUEHbIE: 2, HeakTHBHbIe fepaboy

CTpaHnua 1 &

AKTUE!

C6pocuTh GUNLTPLI

Crarychbl Kamep:
e 3esieHblil: mjeT 06paboTKa BUJIEOMOTOKA ¢ KAMEPHI, IPOOJIEM HE OOHADYKEHO.

e JKentwiit: kamepa paboraer menee 30 CEeKyHI WM MMEIOT MECTO OJHA WMJIA HECKOJBKO OIMMOOK Iph
OTIIPABKE JINII.

e Kpacusbrii: kamepa ne paboTaer.
e Cepblil: KaMepa OTKJIIOYEHA.

Jis KaxK ol KaMepbl TPUBOMATCS CJIELYIONINE CTATUCTAYECKUE JAHHBIE 10 00pabOTKe BHUIEOIOTOKA: IJIH-
TeJIbHOCTH 06PabOTKY /KOJMYECTBO YCIEIIHO OTIPABJIEHHBIX JIMI[/KOJUIECTBO JIUL, 06pabOTaHHBIX C OG-
KaMU TIOCJIe TIOCJIETHETO Mepe3aIycka job-3aaHusl.

IMpumeuanmne: Kaxxmas kamepa cBsi3aHa C TaK Ha3bIBaEMbIM job-3amanueM, 3aja4eil Ha 00pabOTKY BUJIEO,
coJiepIKaIieil mapamMeTpbl KOH(MUTYPAINT U JJAHHBIE BUIEOIIOTOKA, KOTOPasi HA3HAYAETCS OIPEIEIEHHOMY K-
zemiuisipy findface-video-worker. Jlannas 3amada MOXKeT OBITH [IE€PE3AITyIIIeHa.

st mepesamycka job-3ananust OTKpOiRTe HACTPONKYU KaMephbl U HAXKMUTe Ha KHONKY [lepesanycmumo. Tlpu
9TOM KOJIMIECTBO OIMMOOK OyeT 0OHYJIEHO.

IIpu GosibiroM KOJTMYECTBE KaMEP B CHCTEME UCIOJIb3YITe Cemayomue (DUIbTPhL:

o ['pynnu, xamep,
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o Axmuenvuil,
e Cmamyc.
CwM.Tak>xke:
o [Ipusasra epynnov. kamep ¥ ax3emnaiapy findface-video-worker

o Jledynaukayus cobbimud

1.6.2 MoHuTtopuHr nuuy. YnpasneHue 0a30ii gaHHbIX AOCbe

JlanHast riaBa IOCBAIIEHA MOHUTOPUHTY OOHAPYKEHHBIX JIUIT 1 pabore ¢ 6a30it maHHbIX J0cbe. Kaxkmoe qocbe
COJIEPXKUT OIHY HJIH HECKOJIBKO (poTorpaduil mepcoHsl U KIACCUMUIMPYETCS MO TPUHAJIEXKHOCTH K TOMY
WA UHOMY CHHUCKY HAOJIIOIEHNs, HAIIPUMED, K YEPHOMY HJIM OeJIOMy B CAaMOM IIPOCTOM ciiydae. Bbr Moxkere
CO3/aTh HECKOJBKO CITUCKOB HAOJIIOEHN, HAIIPUMED, B 3aBUCUMOCTHU OT YPOBHSI OIMACHOCTU MJIM, HAOOOPOT,
cTaTyca IEepPCOHBI.

Cosert: /[lj1s1 aBTOMATHYIECKOTO CO3JaHUS OOJIBITOTO KOJTMYIECTBA JIOCHE UCHOIb3YUTE (PyHKUUOHAA NAKEMHOU
3a2PY3KU.

B atom pasgene:

Monumopune He3ape2ucmpuposaHtvLT AUl
o Cosdanue cnucka Haba00eHUS

o (Cosdanue docve spyunyro

o [laxemmas 3a2pysxa gomozpadul

o Quavmparyus docve NO CNUCKAM HAOA00EHUA

o Owucmxka 6a3vl dannvx docve

MoHUTOPUHI He3aperncTpMpoBaHHbIX UL,

Bazosast kordurypanust FindFace Security y»ke cojepKuT 1peyCTaHOBJIEHHBIN CIIMCOK HAOJIIO/IEHNUs, TIPEJI-
Ha3HAYEHHBIN JIJIsI MOHUTOPUHTA HE3APEIUCTPUPOBAHHBIX B CUCTEME JIUIL, T. €. JIUIL, JIJIsT KOTOPBIX OTCYTCTBY-
0T COBIIAJEHUS C H0Che. JaHHBIN CrMCcOK HAOJIOACHNS HE MOXKET ObITh yIajieH u3 cucreMbl. st pemax-
TUPOBAHUs HACTPOEK WJIM JIE3aKTUBAIMU CIHCKA, repefiiure Ha BKIAIKY Hacmpotxu. Beibepure Cnucku
HaOM00eHUA T OTKPOIITEe HACTPOMKY CIUCKA, MeJKHYB Unmatched B Tabiure.
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HacTtponku PepakTupoBaTbh cNMCoK HabntogeHus WHbopmaLms

OBHble

BHewHw\it

Cnucku HabnogeHua

Nuue

Tauus

2HTauua API

CoxpaHnTh

ITpumeuanue: [ljgs Toro 4robbl OTOOPA3UTH B CIKCKE COOBITUI TOJBKO HE3aPErMCTPUPOBAHHBIE JIUIIA,
BoiGepute 3uadenue Unmalched B duibrpe Chucku nabarodenus va Briaagke Cobvimus (moppobHee M.
Hoenmudurayus auy 6 pescume peasbrozo Pemen).

CospaHune cnucka HabnwgeHns

Jtst co3mannst mMob30BaTEIHLCKOTO CIIMCKA, HADJIIOMEHNS BBITIOJTHUTE CJASIYIONNe IeHCTBUI:

Cogert: [lomumo cnimcka Habmoneanss Unmatched j1jist MOHUTOPUHTA HE3aPErnCTPUPOBAHHBIX JIUIl, B CUCTEME
10 yMOJIYAHUIO Y2Ke CO3JaH CINCOK JIjIsi MOHUTOPHHTA JIUIL 110 6a3e jjoche. JJanublil crincok Hab/IOgeHns He
MOXKET OBITH YJIAJIEH U3 CACTEMBI.

1. Tlepeiigure Ha BRIagaky Hacmpotixu. Beibepure Cnucku Habaoderus.

2. Haxxmure +.
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HacTtpoiku MCKW HabnogeHus

!:I Hactpoiiku

3. B namurpe Memxa BbIiGepuTe IIBET, KOTOPBIit OYIET UCIOIH30BATHCS B COOBITHSX PACIIO3HABAHUS IIEPCOH
U3 JIAHHOTO crucka. [IpaBujibHO BBIOPAHHBIN IIBET IMOBBIIMIAET OBICTPOTY PEArMPOBAHUS OIEpaTopa Ha
coOBITHE.
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Co3pnarb cnucok HabnopeHus WHpopmauus pelieHus

CoxpaHUTh

Bsemure naszsanue crnmcka Hadsoaenusd. 1Ipu HeobxomumocTn 1006aBbTE KOMMEHTAPHIA.

BbI6epI/ITe I'PYIIILy KaMep, KOTOpasi 6y,[[eT UCIIOJIb30BATHCA JIJId MOHUTOPUHT A CIIUCKA Ha6.HIO,HeHI/IH. Ecnn
Trpynama KaMep He BI)I6pELHEL7 CIIMCOK Ha6JHO,ILeHI/IH 6y,ZLeT OTCJIE2KHBATHCA BCEMHU aKTHUBHBIMH KaMepaMUu
B cucreme.

ITocraebre haaxkok Tpebosamv nodmeepotcderue, eciin JJjis JAHHOI'O CIIMCKa OIEPATOP JOJIZKEH B 00sI-
3aTeJIbHOM IOPSJIKE IIOATBEPIUTh IPUHATHE COOBITHUSI.

HpI/I HeO6XO,ILI/IMOCTI/I BKJ/IIOYUTE 3BYK IIPU MOABJICEHUN COOBITHS JJId JaHHOI'O CIHCKAa.

Tlo ymomgannio KO BCeM COUCKaM HAOJIOAEHUSA B CHCTEME TMPUMEHSIETCS YHUBEPCAALHDLI NOPo2 CPa-
bamwvieanus. Jasg Toro 9ToOBI 33aTh WHAWBUIYAJLHBIN MTOPOr I CIIMCKA HAOJIOIEHMUs, MOCTABLTE
daaxok [lopoe cpabamwuiearus N YKaKUTE HYKHOE 3HATECHUE.

Baxkuo: g 6oabmmHCTBa CIydaeB PACIO3HABAHUS JINI, 3HAYEHUE, YCTAHOBJICHHOE IO YMOJIIAHIIO
)

JUI YHUBEPCAJILHOTO IIOPOTa CPAOATHIBAHUSA, SIBJIAETCS ONTHMAJILHBIM. He pekoMeHyercs camMocTo-

SATEeILHO MEeHATH ero. O6s3aTesIbHO MPOKOHCYJIBTUPYHTECh € HAIMUMHU TEXHUYECKUMU SKCIIEPTAMU II0
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azpecy support@ntechlab.com.

9. IocraBbre diaxkor AxmueHvii.
10. Haxwmure Coxparumo.

11. Ha Bkmnagke Paspewerus Ha3HAYbTE [IPABA HA CIUCOK HAOJIIONEHUd, YKa3aB POJIM II0JIb30BaTesell, KO-
TOpPBIE CMOTYT U3MEHSITh/TPOCMATPUBATE €r0 HACTPONKM.

Cozpatb cnucok HabnoaeHms WHdopmaums  Paspeluenus

CoxpaHnTb Hasag,

12. Haxwmure Coxpanumo.

Co3paHue pgocbe BpyYHYHO

J1s co3manus 10Che BPYYHYIO BBIIOJHUTE CJIEAYIONINE NeHCTBUS:
1. B Beb6-untepdeiice mepeiimure Ha BKIAJKY Jlocve.

2. Haxkmure +.
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Co3partb pocbe

CoxpaHuTb

3. JobaBbre OmHY WM HECKOJIHKO (boTOorpaduii, NMene OTHOIMIEHNEe K ey (Dailyibl U BBEIUTE MM
qesioBeka. 1Ipn HeobxoanumocTn 106aBbTe KOMMEHTAPHUI.

Backno: Jluno na dpororpaduu JOKHO OBITH HAIIEXKAIIEr0 Ka4ecTBa, T. €. B OJIU3KOM K aHdac moJIo-
xkennu. Paccrosgane mexay 3paakamu: 60 px. [Tommepxkusaembie hopmarsr: WEBP, JPG, BMP, PNG.
IIpu mecoorBercTBUEM (hoTOrpadun TpebOBAHUSIM OYIET BHIBEICHO COOOIINEHNE C OMUCAHNEM OITHOKH.
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Co3paTb gocbe

CoXpaHuTb

4. 13 packpbiBatorerocst cnucka Cnucku nabatodenus BbIOEpUTE CIMCOK (MM HECKOJBKO CIIUCKOB, 110
o4epe/in), B KOTOPBIH cyieflyeT 100aBUTh JO0CKE.

5. Tlocrasbre daxok Axmustoe. Eciu qoche HeaKTUBHO, OHO He Oy/eT UCIOIb30BATHCS JIJIsl UAeHTH(hDY-
Kalliu¥ JIUIa B peKUMe PeabHOIo BPEMEHM.

6. Haxxmure Cozxparumo. Eciin moxoxee J0chbe yzKe CYIECTBYeT B 0a3e JaHHBIX, BbI CMOXKeTe BbIOpATh,
OO'BEJIMHAUTH JIX €0 C HOBBIM JI0Che, OTMEHHUTH CO3/IaHIe HOBOT'O JIOCHE, B JIIOOOM CJIydae CO3/IaTh HOBOE.

MakeTHas 3arpy3ka dotorpadumii

Hutst cozmanust OOBITOTO KOJMUYECTBA, JIOChE HUCIOIB3yiTe (DYHKIIMOHAJ MAKeTHON 3arpy3ku. Boimoamnte
cJeAyIolue NeiiCcTBUSL:

Cosert: Eciu kosmmaectBo mocbe npesbimaer 10000, ucoswayitre [laxemnan 3azpyska omoepaputl wepes
KOHCOAD.
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Baxxkno: Jluno ma dororpadusx JOKHO OBITH HAJIJIEXKAIero KadecTBa, T. €. B OJU3KOM K aHdac ImoJjo-
xeHnu. Paccrosane mex ity 3paukamu: 60 px. [lognepxusaembre hopmarer: WEBP, JPG, BMP, PNG. Ilpu
HECOOTBETCTBUN poTorpadun TpedboBaHUAM OyIeT BHIBEIEHO COODIIEHNE ¢ ONMMCAHNEM OITHOKM.

1. B BebG-unrtepdeiice nepeitaure Ha BKAJIKY Jlocve.

2. Haxxmure +.

Cos3paTtb oocbe

Default Watch List &

CoxpaHuTk

3. Haxxmure ITakemmnas 3aepysxa docve.
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Co3patb oocbe

MakeTHylo 3

%

_|_

4. Bribepure dororpadun Ay 3arpy3Ku T0MaiIoBO MM YKAXKUTE TMANKY ¢ (POTOrpadpusIMu.

BENGIGEL! 3arpy3kKa gocbe
JKypHansl

BoiGpaThk haiinbl WK BbiGpaTh AMPEKTOPMIO

IMEHTapWIA
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5. Nmena daitnos ¢ dpororpadusiMu MOXKHO UCIOIB30BATh KAK OCHOBY JIJIsi UMEH U /UM KOMMEHTAPUEB
B CO3JIaBAEMBIX JI0Che. BoibepuTe HY:KHBIH BapuanT(bl). 3aTeM HACTPOWTE MPABHJIO (DOPMUPOBAHUS
UMEHU ¥,/MI1 KOMMEHTapus, J00aBUB MOJIb30BATEIbCKHN peduke u,/min nocrduke Kk umenu daitia.

CoBer: Bo usbexanme ciusinne 3-X CJIOB B OIHO, UCHOJIB3YNATE CUMBOJI IIOTYEPKUBAHNS WU POOEST
B npedpurce u moctTdurce.

6. U3 packpsiBatomerocs crmcka Cnucku nabarodenus BbibepuTe COUCOK (UM HECKOJIBKO CIHMCKOB, II0
ouepejn), B KOTOPBIi ciieyer j100aBUTh CO31aBaEMbIe JIOChE.

7. B nmapamerpe Iapaaseavras 3azpysra 3aaaiiTe KOJIUIECTBO TIOTOKOB 3arpy3ku ¢pororpaduit. Hem 6051b-
Ile TIOTOKOB, TeM ObIcTpee OyJIeT 3aBepIeHa 3arpy3Ka, OJIHAKO TaKxKe HoTpebyercs u OoJiblliee KOJIu-
YECTBO PECYPCOB.

8. U3 packpsoiBatorerocst ciimcka I pynnosas gomozpadusn BeIOEPUTE, KAK TOJ2KHA IIOCTYIUTH CACTEMA
[P HAJIMIUW HECKOJIBKUX JIUIL Ha (pOoTorpadum: OTKIOHUTH (POTOrpaduio UIN 3arpy3uTh caMoe O0JTb-
I10e JIUIIO.

9. [lyist 3aIrycKa MakKeTHOI'O CO3aHusl J0Che HaXKMUTe Ha KHOIKY Cmapm.

Baxkno: Ijig mpocMmoTpa Jiora MakeTHON 3arpy3Kd HAXKMUTE Ha KHOUKY 2K ypHaas.. 3aTem mpu Heob-
XOJIMMOCTH MOYKHO CKa4aTh JIOT B (hopMare .csv.

>KypHanbl NakeTHOMU 3arpy3Kkun

CTpaHuua 1 2

CkadvaTb

CkavaTb

CkadvaTb

CTpaHuua 1 &

®PunbTpaumns gocbe NO cnuckam HabaopeHus

Bce coznannbie B FindFace Security mocke orobpazkatorcst Ha BKIake Jlocve. Mcnosbsyiite hunbsrp Cnucku
1abA100eHUA, 9TOOBI OTPUILTPOBATD JTOCHE IO CIIMCKAM.
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CTpaHuual &

KpacHBIi cnuMcok

CBPOCHTL GUNLTPbI

KpacHbIid cnMcok

Ouncrka 6a3sbi AadHHbIX A0Cbe

Brr moxkeTe ouncTuTh 6a3y JAHHBIX JI0ChE B OJIUH KJIMK IeJKOM. s 9TOoro mepeiiaure Ha BKIanky Ha-
cmpotixu. Beibepure Cnucku nabaodenus. Haxxvure Ydaaumos ece.

Cnucku HabnwoaeHus Y[1anuTh Bce

1.6.3 VYnpaBneHue nonb3oBatensimm

B sT1oin rnase:

IIpedycmanosaerrvie posu

Cosdarue Hos80U poau
o [nasnas u QONOAHUMENbHAA POND NOALIOGAMEN
o (Cosdanue noavaosamens

L] ,Z[(’,(I,’}{WLUS(L’U)UH uAU yd(L./LEHU(i noAv306aMENA
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MpepycTaHoBneHHblE ponn

s padorsr ¢ FindFace Security mpeaycMoTpeHsl cireytornue mpeyCTaHOBICHHBIE POJIH:

o Amvuauctparop. O6JaaeT MOJHBIMU IPABAMU HA YNpaGACHUE BUICOKAMEPAMU, 0a30T dannur docwe,
cobbITHit, osb3oBaresmu FindFace Security, a Tak»Ke HOJIHBIM JOCTYIIOM KO BCEM OCTAJIbHBIM (DYHK-
IUSIM.

Baxkno: Cynep AgMuHECTPATOD HE MOXKET JIMIIUTHCS TIPAB aJIMUHACTPATOPA JIaYKe [IPU CMEHE POJIH.

e Omneparop. Obazmaer npaBamu Ha cosdaHue Jocve 8pYUHYH, TTOIATBEPKIEHEe COOBITUI U ITOUCK JIUIL B
6azax cobbiTuilt u mocke. OcrajgbHas WHMOPMAIUs JTOCTYIIHA B pexkuMe dreHus. [lakemnoe co3maHue
JIOChe HEBO3MOXKHO.

e [losb3oBarenns. ObJa1aeT TpaBaMu TOJBKO HA TOATBEPXK IEHIE COOBITHI U TIOUCK JIHIL B 6a3e cobbIThit
u pocke. OcraibHasg HHOOPMAIUS JTOCTYIIHA B PEKUME UTEHUS.

Bror moxkere n3meHuTh NIpUBUJIECTUU IIPEyCTaHOBJICHHBIX poneﬁ, a TaKzKe CO3/1aTh HOBbIE€ DOJIA.

Co3pgaHue HoBoOW ponu

it co31aHusl HOBOM POJIM BBIIOJIHUTE CJIEAYOIINE AeiCTBUS:
1. Tlepetinure Ha BKIaAKYy Hacmpotixu. Beibepure Poau.

2. Haxxmure +.
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HacTtponkn

UCHOBHbIE _
Administrator

BHeLHWi Bua
Jperator
Ponwn
MoJ
Mpynnb

1 HabnwoaeHua

JTnueHana

Genetec

eHTauua

eHTauma API

* HacTpoiiku

3. Ha Bkauajke Hngopmayus 3a1aiiTe UMsi POJIH.

NHdopmauma

CoXpaHUTh

4. Haxwmure Coxpanumo. Psamom ¢ Britagkoit Hrngopmayus MOABATCS JOMOTHUTEIbHBIE BKIa k. Ha man-
HBIX BKJIAJIKAX MOYKHO 3a/1aTh IIPABA HA OUpeeeHHble CIUCKU Habmonenus (BKuaaka Cnucku nabaio-

denus) n rpymubl Kamep (I'pynno: Kamep), a TakzKe IPUBUJIETUN Ha pabOTy € CUCTEMHBIME (DYHKIUSMI
u obbekramu (Paspewenus).
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IIpumeuanmne: Hamnpumep, eciu Bl ycTaHaBIuBaeTe HeT J71s1 ONIpeie/IEHHON IPYIIIBI KAMED Ha BKJIA]I-
ke I'pynnoet kamep, IOJB30BATEIN C JIAHHON POJIBIO HEe CMOTYT paboTaTh ¢ 9TOM rpyImioil kamep. Ycra-
HoBKa HeT 1 cameragroup Ha BKJajgke Paspewenus He MO3BOJUT MOJIH30BATEISIM IPOCMATPUBATD 1
paboTarh CO BCEMH I'DYIIIAMHI KaMep.

IIpumeuanune: IIpaBo Ha cOOBITHE CKIIAJBIBAETCS M3 IIPAB HA COOTBETCTBYIONLYIO KAMEPY W CIIMCOK
nabsonenns. s mpocMoTpa cOOBITHIR, /I KOTOPBIX HE HaiiJeHbl COBHAJEHUS C JI0ChE, TPEOyIOTCS
TOJIBKO MpaBa Ha KaMepy.

[omusrit cincok 06bekToB FindFace Security:

dossierlist: cnucku nabarodenus;

dossier: docwe;

dossierface: ¢omo 6 docwe;

cameragroup: 2pynna Kamep;

camera: Kamepa;

listevent: cnucox cobvmuil;

eventepisode: anusodu

uploadlist: ciimcok dororpaduii B naxemnol 3a2pyske;
upload: ssemenT (HOTO) B NAKETHOIl 3arpy3Ke;
user: NoAb306aAMeEND;

webhook: sebryK;

videosource: udenmuguraryua suy 6 sudeodaiing.
counter: cuemuyuku AUY U CUAYIMOE

person: 2anepes NEPCoOr

Bu1 Takke MoxkeTe BKJIIOYATH U OTK/IIOYATH IPABa HA CJIEIYIONUI (DYHKITMOHAJ:

configure_sova: koHdurypamnus uarerpaiuu ¢ cucremoir Coa
configure_genetec: Koudurypamus unmezpayuu ¢ Genetec;
configure_ntls: koudurypanus cepsepa auuensui findface-ntls.
batchupload_dossier: nakemioe cozdanue Jdocve;
view_runtimesetting: mpocmoTp ochoshwir nacmpoek FindFace Security;

change_runtimesetting: uamenenue ocHoBHbIX HacTpoek FindFace Security
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MHbopMmauna Cnvckr HabnoaeHus Mbl KAMep PazpeweHuns
I

B & B K B S RS SR SEBERERSERLES
B K B K B R RS SRS BSRERSERLES
A K B K B SR S BERE SRS RLES

v
v
v
v
v
v
v
v
v
v
v
v
v
v

FnasHas un AO0NOJIHNTENIbHAdaA posib NONb30BaTensn

Bl MozkeTe Ha3HAYUTD I10JIB30BATEIIO IPpUBUJICTUN, UCIIOJIB3Y< CJIEAYIOIUe POJIN:

o [rasnan POAb: OCHOBHasA POJIb IIOJIB30BaTEJIA, obs13aTeTbHAA JJId Ha3HaAYCHUA. ITosm3oBaTes o MOXKHO
Ha3HAYUTH TOJIBKO OJHY IVIaBHYIO POJIb.

e Poawn: JOIIOJIHUTEJIbHAA POJIb ITOJIb30BaTE 1A, HeoOsI3aTe/IbHAS JJ1d HaSHAYEeHUA. O,ZLHOMy II0JIB30BAaTEJIIO
MOZKHO Ha3Ha4YUTH HECKOJILKO poneﬁ. CBsizaHHbIC ¢ HUMUA IIpaBa 6y,7_IyT ﬂO6aBJIeHbI K IIpaBaM, IIpeJ0-
CTaBJAAE€MbIM TJIaBHO POJIBIO.

Bcee nmosbzoBaTenn, mpuHAJIEKAIIAE K ONPEJIETEHHON OCHOBHOM POJTA, aBTOMATHIECKH TIOTY9IAIOT JTOCTYTI K
rpyunaM Kamep (1 KaMepaMm BHYTPU TDYIIIBI) U CIUCKAM HaOJI0IeHus (U J0Che B 9TUX CIIUCKAX ), CO3IAHHBIM
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M0JIb30BaTeIeM C TOH K€ OCHOBHOI POJIbIO, C YIeTOM IIPUBUJIETHUI, OMPEIEIeHHBIX UX JOMOJHUTETLHBIMU
POJISIMU.

CmMm.Tak>xke:

Cosdanue nosvzosamens

Co3paHune nonb3oBatens

JlJ1si co3maHust HOBOTO TIOJIb30BATEJIS BBIMIOJHUTE CJIEIYIONINE NeHCTBUS:
1. Ilepeitaure Ha BKIaAKy Hacmpodtixu. Beibepure [oavzosamenu.

2. Haxxmure +.

Hactpoiku Monb3oBatenu

OcHOBHble C MNoru
] admin
BHewwHWi B1a

nn

Monb3oBaTenu

€0CTeHa

2HTaL WA

eHTauua API

Z:I HacTpoiiki

3. BagaiiTe UMs M0JIb30BaTE/Isl, JJOIUH U 1apoJib. [Ipu HeobxomumocTu 106aBbTe KOMMEHTAPHIA.

4. U3 packpsiBatorierocst MeHIo Roles BbibepuTe 0JHY MM HECKOJIBKO MOJIH30BaTEIbCKIX posieit. Haznaun-
T€ OHM U3 HUX OCHOBHOI.
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Cospatb nonb3oBaTens

narkyw-huccab-hi Strong Password

narkyw-huccab-hi Strong Password

Onepart

Co3naTh

5. IocraBbre diiaxkok AxmueHbiil.
6. Haxxmure Cosdamo.
deakTuBauus wnn yganeHne nonb3osBatens

[yt Toro 9To0Bl JeaKTHBEPOBATH MOJIb30BaTe s, CHUMUTE (BIIakoK AKmuenvill B CIUCKe MOoJIb30BaTeseil
(Hacmpotixu -> Ioavsosamenu).

s yrnanenus noas3oBarens u3 FindFace Security menkauTe mo ero joruny B crimcke. Haxkmure Ydaaumso.

1.6.4 Npentudmkaumsa nuy, B ocpnaiin Bugeo

TTomumo wmaenTnduKamu Juia B pe:kuMe peajibHOro epemenu, FindFace Security Tak»ke 1o3BoJisieT Bbl-
MIOJTHSATh WAeHTUpUKAIuio Jjuil B oddJiaita Bugeo. Januas yHKIMOHAJIBHOCTh UMEET IMUPOKUI CIEKTD
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BO3MOZKHBIX IIPUMEHEHU, Cpe/I KOTOPHIX HanboJiee pacpPOCTPAHEHHBIM CJIyYaeM sBJIseTCs OOHAPYKEHUe U
pacrio3HaBaHUe JIUI, B ADXUBHBIX BUJIEO.

Ltst

1.

5

naeHTHUKAIUT JUIa B 0 dIIaiiH BUIEO BBIIOJHATE CJAEIYIONINE IeHCTBUSL:
Cozpaiite epynny kamep ¢ 6a30BLIMU HACTPOHKaMHU.

VKaxKuTe JIaHHYIO IPYIIy KaMep B HACTPOMKaX TeX Cnuckos HaOA0eHus s, JIUIA B KOTOPBIX HYXKHO
HaliTu Ha BHUJIEO0.

Cozpaiire Buneo B FindFace Security, 3arpy3us ero u3z daitia nin omaiia-xpaauiuaiia/obaaka. s
9TOrO, IepeiianTe Ha BKIaIKy Budeo.

Hazxmure +.

[+ Bupeo

. YKaxKuTe Ha3BaHHUE BUJIEO.
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Co3paTtb BMOEO

VID-20°

Buibpatk ¢ain

MapameTpbl

CBpocKTE NapaMeTpsbl CoxpaHWTh

BribepuTe TOIBKO YTO CO3/IAHHYIO I'PYIILY KaMep.

© o N oo

JEO0II0OTOKa C KaMEPDL.

10. Haxxmure Coxparumo Jijist 3arpy3KH BUJIEO Ha CEPBEP.

Vkaxnre URL Bumeonzobpakenusi B OHJIANH-XPAHMIAIIE WM BbIOepUTE BUACOMAMI.

(Ommonanbao) Beibepure kamepy, ¢ KOTOPOii OyLyT acCOUMUPOBATLCH JIUINA, HARJICHHBIE HA BUJIEO.

(OmmmonanbHo) YKazKuTe napamerpbl 06paboTKHU BUJIEO 110 AHAJIOTUH C IIapaMeTpaMu 00paboTKU BH-
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[MapaMeTpbl

CBpoCcHTE NapamMeT Pkl OBHOBMWTL

Mpouece

11. TTocsie Toro Kak BHjIeO 3arpy3urcsi, Haxkxmure O6pabomamsb Jijist 3aIlyCKa MPOIELyPbl HIeHTU(DUKAIAN
smart. JIjist mpocMmoTrpa HaiieHHBIX Juil mepeiiaure Ha BRIaAKy Cobvimus U OTMUIBTPYITE CIIMCOK
COOBITHUIT TIO CBSI3AHHOI TPYTIIE KaMep.

1.6.5 Cratucrtuka nuy 1 cunysTos

Baxkno: ﬂ.HH c60pa CTaTUCTUKU CUJIY9TOB HY2KHO IIPpEABAPUTEJIbHO BKJIIOIUTDH PACNO3HABAGHUE CUAYITNOG.

FindFace Security mo3Bosisier cobuparh CTATUCTUKY JINIL U CHJIySTOB B peasbHOM Bpemenu. Jlannyio dyHK-
[IHOHAJIBHOCTb MOYKHO HUCIOJIB30BATD B PA3JIMIHBIX [EJIAX, HATIPUMED, JJIsi MOHUTOPUHTA OOIIMECTBEHHBIX CO-
Opamwmit, 0becIedeHusT MIPABIII COIATBLHOTO JUCTAHIIMPOBAHUSI, TPEJIOTBPAIIECHIST CKOILIEHUST JIIO/Ieit U T. 1.

Craructuka HOpMUpPYETCs Ha OCHOBAHWYM BPEMEHHBIX CPE30B. DTO O3HAYAET, UYTO CUYETUYUK CUUTAET JIUIA U
CIJTy3ThI HA CTATHIECKUX CKPUHINOTAX, KOTOPBIE JE/Ial0TCs ¢ 33/IaHHBIM HHTepBaioM. CUeTUNK MOKA3bIBAET,
KaK KOJMYECTBO JIAI[ U CHJIYSTOB MeHseTcs co BpemeHeM. OH He 0TOOpakaeT CyMMapHbIe HAKOILJIEHHbIE
JTaHHBIE.

1.6. Pab6ora c FindFace Security 65



FindFace Security, Boinyck 4.2 anti-COVID

B atom pasgene:

e Brarouenue u nacmpotra GyHKuuL

Cosdanue cuemyuxa

Ipagux cmamucmuku

e Paboma ¢ sanucamu cuemyura

o Hacmpotixa eebryka daa cuemyura

BkntoueHne n HacTpoiika pyHKUMN

IIo ymosrqanuio cyeTynky oTK/O4YeHbI. {1 BKIITOYeHns NAaHHON (PyHKIMK OTKpoiiTe daitn KoHdburypammun
findface-security u BHecure cielyromnue u3MeHennus B pases SERVICES:

sudo vi /etc/ffsecurity/config.py

SERVICES = {
"ffsecurity": {

"counters": True,

B pesysibrare B Beb-unTepdeiice FindFace Security mosiBurcst Bkiagra Cuemyuxi.
B Tom xe daiisie KoHUrYpaIuu MOKHO U3MEHUTH CJIEYOIIIe IapaMeTphL:

e COUNTERS_SAVE_FULLFRAME ormpe/iesisieT mapaMeTpbl COXPAHEHUs ITOJTHBIX KaJIpPOB [P PabOTe CIeTIn-
KoB: always (Bcerya), detect - COXpaHATh, TOJIBKO €CJIH ObLIN OOHADYZKEHbI JIUIA WU CUILYIThl, Never
(nukorma).

e COUNTERS_FULLFRAME_JPEG_QUALITY: kadectBo JPEG mosHBIX KapoB,
e COUNTERS_THUMBNAIL_JPEG_QUALITY: kadectBo JPEG Munwuatiop.

# counters full frame saving options:

# “always’ - save always

# “detect’ - save only 1f faces or silhouettes have been detected
# ‘never’ - never save full frames

'COUNTERS_SAVE_FULLFRAME': 'always',
'COUNTERS_FULLFRAME_JPEG_QUALITY': 75,
'COUNTERS_THUMBNAIL_JPEG_QUALITY': 75,

CospaHune cuetymka

st co3mannst CIeTINKa BBIIOJHUTE CJAEIYIONNne AeHCTBUS:
1. Tlepeiinure Ha BKIaaky Cuemuuru.

2. Haxxmure +.
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CyeTymkmn

—_—
ank g /
(00%)  CHeTyuKu

3. Ykaxkure uMs cYeTduKa.

Co3paTtb cYeT4YMK NHdopmaums

~ Onpe

~ Onpe

ABHIA

CoXpaHuTh

4. Bwibepure Kamepy jist cOOpa CTATUCTUKHA.

5. 3ajaiiTe MHTEPBAT MEXKY JBYMS OCJIEIOBATEILHBIMU CKPUHIIIOTAMHE, UCIIOJIB3YEMBIMU JIJTsl TO/ICYETa
JIUIL U CHJLY3TOB.

6. Ycranosute diiaxkok Onpedeasamsv Aula, 9TOOBI COOUPATH CTATUCTUKY IO JIUIAM.

7. YcranoBure puraxkok Onpedessmsv cuayamot, ITOOBI COOUPATH CTATUCTUKY II0 CHTydTaM. Pacro3naBa-
HUE CUJIYITOB JIOJIZKHO OBITH GKA10UEHO.
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8. Ybemurech, 4TO JJIsl CUETUMKA YCTAHOBJIEH (PJIAKOK AxmusHbiil.
9. Haxxmure Cozpanumos. B pesysibrare HOSBITCS JIBE HOBBIE BKJIAIKU.

10. (Onnuonasnbno) Ilepeiinure nHa BrIaaky Pezuon 3axeama, 9To0bl 3a/IaTh PDErMOH OTCJIEKUBAHUS JIMIL
U CHUJIYITOB B TOJIE 3PEHUST KAMEPDI.

PepakTtupoBaTb CYETYMK a  PervoH 3axeara nuua

CoxpaHiTh Haszapn

pacduk cratuctukm

Jtst TOro 9YTOOB! YBUIETH IPpadUK CTATUCTUKH 32 MTOCTEIHNAE Yac, CYyTKH WU HEJIEIO, TepefiinTe Ha BKIAIKY
I'pagpux B HACTPOIKAX CUETUIUKA.
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Pe,ﬂ,aKTMpOBaTb CYETHYMK / A9 "erno Ta nuua Mpadnk

Yac | [JeHb Hepens

PaboTta c 3anucsammn cuyertyumka

Crarnaeckue CKPHUHIIIOTHI, CACJTaHHbIE CICTINKOM, C YKa3aHUEM KOJIMYIECTBa JIUI[ U CUJIY9ITOB Ha HHUX COXpPa-
HAOTCA KaK T. H. 3allUCU CHEeTYUKa.

st mpocMmoTpa 3amuceil cueTdnka nepeiiure Ha BKIAAKY Cuemuuku U HAKMHUTE Ha HYKHBII CUETINK.

3anucu cyeTymka

Crpanmual &

st paboThI C 3AIUCSIMU CUETUYMKA UCIOJIB3YHTE CIIeIYIomme (pUIbTPhL:
o Cuerumk
o Kamepsnr
e ['pynmbr Kamep

e Ilepuosn Bpemenu
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o KosudecTBo Jjull B 3aI1cu
o KosmmuecTBo CHIySTOB B 3aIuicu

o Id zamucu

Hacrpoiika Bebxyka s cHetuyuka
Ju1st TOro 4T06HI ABTOMATU3UPOBATH IIPOIECC cOOPa CTATUCTUKU, HACMPotme 6e6TyK Ha cpabaThIBaHUE, €CJII
3alMCh CUYETUUKA COJEPKUT OMPEIEJIEHHOE KOJIMIECTBO JIUIL U CAJTyITOB.
CmMm.Tak>xke:
e PacnosnasaHue cunysmos

e Beoxyru

1.6.6 OcHoBHble HacTpoWku

s n3aMenenns mopora cpadaTbIBaHUS [IPU BePU(MUKAINH JIUIL, TIOPOTA CPADATHIBAHUS JJI SIU300B, Kade-
crBa JPEG MUHHATIOP U HACTPOIKHN aBTOMATHYECKOIO YIAJEHNUs CTAPBIX JIUIL (COOBITHII U SIIM30/10B) 13 Ga3bl
JIAaHHBIX, TepelijnTe Ha BKIaIKy Hacmpotixu. Beibepure Ocrosnvie. Tlocie BHeceHUsT M3MEHEHNT HaXKMUTE
O6nosumso.

OCHOBHbIE HACTPOMKHK

B atom paspene:

o Vnusepcasvhoili nopoe cpabamol8aHua
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e [lopoz cpabamuviarus 0as IMu30006

e Kavwecmeo JPEG munuamiop

e Asmomamuueckoe y()(L./L@HU@ cmapoulx cobvimutl u ANuU30008

YHuBepcanbHbii Nnopor cpabaTtbiBaHus

FindFace Security npunumMaer perienue o COBIaJeHUN 0OHAPYKEHHOIO JIANA C JIAIOM U3 10Che (T. €. O I0JI0-
JKUTEIHHON BepU(DUKAIMN) HA OCHOBAHUU 1IPE/LyCTAHOBJIEHHOI IIOPOroBoii crenenu cxoxecru. 1o ymosrganuio
YCTAHOBJIEHO ONTHMAJbHOE IOPOroBoe 3uadenne, pasuoe 0.739. [Ipu HEoOXOMMMOCTH BBI MOXKETE M3MEHUTH
JIaHHOE 3HAYEHIE.

ITpumeuanue: Yem Bbilte MOPOroBas CTEMEHD CXOKECTH, TEM MEHBIIE MMAHCOB HA MOJIOKUTETLHYIO JIOXKHYTO
BepUUKAIUIO I€JIOBEKA, OJJHAKO HEKOTOPbIE Moaxosimnue hororpadun MOTYT TAKXKe He MPOiTH BepuduKa-
TIHIO.

Coset: Bbl MOxKeTe HACTPOUTH TTOPOT CpabATHIBAHNUS WHIMBUIYAIBHO JJIS KAXKION KaMEPLL, 2PYNNvL KAMED
U Cnucka Habaodenus.

Baxxno: st 60JBIMUHCTBA CJIydaeB PACIIO3HABAHUS JIWI[ 3HAYEHUE, YCTAHOBJIEHHOE II0 YMOJIIAHIIO
JJIsT YHUBEPCAJIBLHOTO TIOPOTa CPabATHIBAHUS, SIBJISETCSI ONTUMAJBHBIM. He pEeKOMEHIyeTcsi CaMOCTOSITEIb-
HO MeHATh ero. Ob6g3aTesIbHO IIPOKOHCYJILTUPYHTECh € HAIIMMHU TEXHUYECKHMMHU SKCIIEPTaMU II0 aIpecy
support@ntechlab.com.

Mopor cpabatbiBaHus gns 3anM3o[os
IIpu popmupoBanmy 3MU30/1a CUCTEMA UIIET B OMOMETPUIECKOH Oa3e JAHHBIX Heda6HUEe CODBITUS C TIOXOXKUMU

JINTIAMU BBIIIIE OIIPE/IeJIEHHON IOPOT0BOil cTerenn cxoxkectu. [lopor 1o ymosruanuio ycranosiex na 0.689. Ilpu
HEOOXOIMMOCTH BbI MOYKETE U3MEHUTH 3TO 3HAUCHUE.

Kauyectso JPEG munnartiop

B zaBucumoctn ot kadecrsa JPEG, daityibl MUHHATIOP MOTYT B KOHEYHOM CUETE 3aHATH 3HAYNTEIbHYIO 9aCTh
JIUCKOBOTO TpocTpancTsa. Vcmosb3yiite BKIagKy OchogHbie st HACTPONUKH IapamMerpa.

ABTOMaTuM4ecKoe yaaneHune cTapbix cobbITUA 1 3NN30408
WcnonwbayiiTe 3Ty k€ BKIAJKY, ITOOBI 33/1aTh PACIHCAHNE aBTOMATUYIECKOrO VIAJIEHUS CTAPBIX COOBITHUI U
91n30/10B u3 6a3bl MaHHBIX. MO0XKHO HACTPOUTH y/aJleHre COOBITUN U SMMU30/I0B [0 PA3HBIM PACIUCAHUAM B

3aBUCUMOCTHU OT HAJHUUNs COBIAJEHUN ¢ 0a30il JAHHBIX JIOChE, a TaKKe BLIOPATDH YAAJIEHHe TOJIBKO TTOJTHBIX
Ka/IpOB.

1.6.7 CpaBHeHune nuy,

FindFace Security mo3BosisieT BBIOTHATH CpaBHEHME 2-X JIAIl. BBIMOIHUTE ClIemyonue neiCcTBUS:
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1. Tlepeiigure Ha BriIaaky Hacmpotixu. Beibepure CpasHerue.

CpaBHeHue

HCTouHKK 2

Beibpats daitn Bbi6paTh hain

detection:bkmpsbea4b1ahd34t7q0 detection:bkmpv06a4b1ahd34t7qg

CpaBHHTE

2. Ykaxure id cobbITHil, JIUIa U3 KOTOPBIX HY?KHO CPABHUTB, U/UiK 3arpysure oTorpaduu ¢ JIUaMH.

Coset: Yzuarb ID cobbitus MoxkHO Ha BKIagke Cobvimus.

3. Haxxmure Cpasnumsb. B pesynbrare Oyjer oToOparkeHa BEPOSTHOCTDH IPUHAJIEIKHOCTHU JIUI] OTHOMY
YeJIOBEKY.

Pe3ynbTat

1.6.8 [lMepekntoyeHune A3bika

st Toro 1To0BI IEPEKJIIOYUTD S3bIK nHTEpdeiica, mepeiiaure B Menio Hacmpotixu -> Brewnud 6ud.
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Hactpoikn BHewHWn BUA

OcHOBHble
BHelHWI Bua,

Ponw

1.7 PacwwupeHHbiii (pyHKLMOHAN

1.7.1 Hacrtpoiika annsopos

B atom pasgene:

e 06 snusodax

e [lapamempo. snusoda

e Hasnauenue npas Ha 2NU300L

06 snu3sogax

Duuz0 — 310 HAGOP COOBITHIT MIEHTUMUKAIINN, B KOTOPLIX (DUTYPUPYIOT JIUIA OJHOTO U TOTO YKEe YeI0BEKA,
OoOHApYKEHHBIE B T€UEHHE OIPEIEJIEHHOIO IEPUOJIA BPEMEHH.

D306l OBIBAIOT JIBYX THUIIOB:
o LIVE: OTKpBITHI HA JTaHHBIA MOMEHT SMU307, B KOTOPBI MOT'YT J00ABJIEHBI HOBBIE COOBITHS.

e 3aKpBITHII: 3aKPBITHINM MU30/1, J00ABIEHHE COOBITHI HEBO3MOXKHO.

MapameTtpbl ann3opa

715t HacTPORKM 31M30/0B BaM IoHa100uTcs daitin konduryparun findface-security. lobasbre ciemyio-
mue nmapaMerpsl B ceknuio FFSECURITY:

e EPISODE_SEARCH_INTERVAL: mepwoji BpeMeHH, MPEIeCTBYIONINil COOBITHIO, B T€UYEHHEe KOTOPOTO CH-
cTeMa UIEeT B OMOMeTpUIecKoil Oa3e JAHHBIX COOBITHS C TOXOXKUMHU JIUTIAMU. K TaKOTO COOBITHS HE
HAJIEHO, CUCTEMA CO3/IaeT HOBBIN 31u30/. B mporuBHOM ciydae oHa BbIOMpaeT HanboJIee MOJIXO/ISINee
cobbitue u3 orkpoiroro (LIVE) suusona, orcopruposas 100 mocsieiHuX MOXOXKUX JIAIIL,

IIpumeuanue: Ilopor cpabaTbiBaHus B 3MU301aX OTINIAETCS OT ITOPOTA IPU BePUDUKAIIAN
st B cobbitusax. Cm. Ocrosroie nacmpoiru.

e EPISODE_MAX_DURATION: MakcHMAaJIbHAS IPOJOJKATEILHOCTD IMU30/1a B ceKyH1ax. [lo ucregennn sro-
'O BPEMEHH 31U307] aBTOMATUYECKN 3aKPbIBACTCH.
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e EPISODE_EVENT_TIMEQUT: MakcuMaJ/IbHOE BpeMs B CEKYHJAaX C MOMEHTa JI00ABJIEHUsS TOCJIEHETO CO-
ObITHS B 311304, 110 McTeyeHnn 3TOro BpeMeH! SMNU30/], aBTOMATHYIECKN 3aKPhIBAETCS.

sudo vi /etc/ffsecurity/config.py

FFSECURITY = {

'EPISODE_SEARCH_INTERVAL': 60,
'EPISODE_MAX_DURATION': 300,
'EPISODE_EVENT_TIMEOUT': 30,

CmMm.Tak>xke:

s Toro 9To0BI MOCMOTPETH, KAaK PAbOTAIOT IMU30/bI, IMepeiianTe Ha BKIAIAKY Jnusodv.. [logpobuee cm.
Inu300vl cobvimu.

Ha3HnaueHue npaB Ha 3nu3ogbl

TTonp3oBaTesp mosIydaeT yBeIOMJIEHHE O HOBOM 3IIM307€, €CJU Y HEero ecTh IpaBa Ha OTKPBIBAIOIIEE ITOT
307, coobITHe. [IPpOCMOTP HOBBIX COOBITHIT B MU30/ie TaKKe TPeOYeT COOTBETCTBYIOIINX MIPAB.

IIpaBo Ha cOOBITHE COCTOUT M3 MPAB HA COOTBETCTBYIONINE KAMEPY U CITHCOK HAOJIIOICHUSI.

ITpumeuanue: YT0OBI yBUIETH HECOIIOCTABIEHHBIE C JIOCHE COOBITHSI, BAM IIOHAJI0DITCS TOJIHKO IIpaBa Ha
KaMmepy.

g ynpasieHusi npaBaMu Ha OOBEKT JIM30f IepeiiiuTe B Pa3pelleHus JJid COOTBETCTBYIOIIEH DOJU U
HacTpoiiTe paspeleHue eventepisode.

Coser: CwMm. yTLp(LGJLCHU(:’ noav3064MENAMU.
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1.7.2 lNpusaska rpynnbl kKamep k 3k3emnnapy findface-video-worker

YacTo B pacmpeeeHHoll apXuTeKType 00paboTKy BHACON300paKEHNsT ¢ TPYIIILI KaMep TPeOYyeTCsT BBITIOJ-
HATH JIOKAJIBHO, HE 00PaIasich K IEHTPAJIBFHOMY CEPBEDPY U HeE IlepepacIpeiesisis BUIEOMOTOKN MeXK/ 1y yIa-
JIeHHBbIMU 3K3eMIigpaMu findface-video-worker.

ITpumeuanme: Hamnpumep, 970 MOXKeT OBITH AKTYAJIBHBIM JJIsI CET€il TOCTUHUII, MAra3MHOB, [IPA HAJMIHNN
HECKOJIbKMX IIPOXOJHBIX B OJHOM 3J/IaHUHU U T. J.

B  stom caywae rpynmy KamMep TOpPUBS3BIBAIOT K JIOKAJBHO — YCTAHOBJIEHHOMY  9K3EMILIADPY
findface-video-worker.
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Broimonsute cienyroriue neicTBus:
1. Ilepeitgure Ha BRIaIKy Hacmpotxu. Beibepure I'pynnot xamep.
2. OtkpoiiTe HACTPONKN TPYIIIBI KaMeD.

3. B nosre Memxu cosnaiite niu BrIOEpUTE U3 yKe CO3MAHHBIX OJHY MU HECKOJIBKO METOK JIJIsI IPUBI3KHI
IPyIIbl KaMep K 3K3eMIiuisipy findface-video-worker. CoxpaHuTe M3MeHEHHUSI.

4. Otkpoiite daitn kKouurypamnun sk3emiispa findface-video-worker um yKaKuTe B HEM 3aJaHHBIE
MeTKHu B popMare uMa_MeTku=true (terminal_1 B npumMepe HUZKeE).

sudo vi /etc/findface-video-worker-cpu.ini
sudo vi /etc/findface-video-worker-gpu.ini

labels = terminal_1l=true

5. Ilepesamycture findface-video-worker.

sudo systemctl restart findface-video-worker-cpu.service
sudo systemctl restart findface-video-worker-gpu.service

ITpumeuanme: Ecin kamepe mnpmucBoeHa MeTKa, TO BHJEONIOTOK C Hee MOXKeT 00pabaThIBaTh-
cs1 Kak 9K3eMIusipom findface-video-worker(-gpu) ¢ aHaJIOrMYHONW METKOH, TaK M SK3EMILISIPOM
findface-video-worker (-gpu) 6e3 MeTOK.

IIpenynpexxaeuune: Ecnm KamMepa ¢ METKO# 0OpabaThIiBaeTCst IK3EMILISTPOM
findface-video-worker (-gpu) 6e3 MeTOK M MOSIBJISIETCS CBODOJHBIA SK3EMILISIP C METKOM, Kame-
pa aBTOMATHYECKH Ha HEro He MEPEKJIOUNTCA. UTOOBI MEPEKITIOUNTE KaMepy, Iepe3anyCTUTe IK3EMILISIP
findface-video-worker (-gpu) ¢ MeTKOIi.

1.7.3 PacnpeaeneHHas 6a3a gaHHbIX gocbe

B pacnpeﬂeﬂeHHoﬁ APXUTEKTYpe 9aCTO HeO6XOﬂ,I/IMO7 9T00OBI Da3a JIaHHBIX JIOChE PacCIIpe/iesisdjiaCh II0 HECKOJIb-
KM cepBepaM.

B rexymeit peasmsariun 6a3a JaHHBIX OCHE TOCTYIIHA I PEJAKTHPOBAHUS TOJBKO HA IJIABHOM CepBepe, T. H.
master-cepepe. Master-cepBep CHHXPOHU3UPOBAH ¢ HECKOJIHKUMHE JIOMOJHATEILHBIME Slave-sKk3eMIuisipaMu
FindFace Security. Ha slave-cepsepax 6a3a JaHHBIX J0Che JOCTYIIHA TOJBKO JJI YTCHUS U MOHUTOPHUHTA.

Baxkno: [locke MoxkHO ynagmTh Ha slave-cepsepe, eciin master-cepBep HeIOCTYIIEH.

Baxxno: FEciu B cniucke nabirofenust Oyayiiero slave-cepsepa y»Ke €CTh J10Che, OHU OYIyT 3aMeHEeHBbI Ha
Jlocke ¢ master-cepBepa BO BpeMsl I€PBOil CHHXpOHU3aIuu. Best nHGOpMAIs B IPeJbIIYIIX J0Che Oyrer
[IOTEPSTHA.

B atom paspene:
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e Hacmpotixa cunxponusavyuu Master/Slave

(] P(t‘n./mmauuﬂ cnucka nabarodenus master -> slave

3adarnue GPEMEHU CUHTPOHU3AUUU

Ommena pensuKauul U CUHTPOHU3AUUL CNUCKE HAOAI00eHUSA

Brarovwernue pynryuonasa 6 seb-urnmepetice

Hacrtpoiika cunxponusauun Master/Slave

st macrpoiiku cunxponusanuu master/slave BbIIOJHHUTE CIIeYIONIE JEHCTBUSL:

1. Ha master-cepsepe oTkpoiite daits kondurypannn findface-security. [IpumymaiiTe TOKEH cHHXpPO-
HU3aluu U ykKaxkure ero B napamerpe SYNC_TOKEN.

sudo vi /etc/ffsecurity/config.py

SYNC_TOKEN = 'ABC_123456789'

2. CxommpyiiTe TOKeH cuHxpoHm3anuu B daitin Koudurypanun findface-security ua slave-cepsepax.

3. ¥Yb6enurech, yro nmapamerp EXTERNAL_ADDRESS B daitrax kouduryparun findface-security xa slave-
cepBepax COJIEPXKUT TOT JKe ajpec, 9TO U Ha master-cepsepe.

Cunxponusanuga master/slave Terepb HacTpoeHa u OyJeT AKTUBUPOBAHA, KAK TOJBKO Bbl HACTPOUTE PEILIH-
KaIWIoO CIUCKa HabJIomeHns ¢ master-cepsepa Ha slave.

Pennunkauyus cnucka Habnogenns master -> slave
st Toro 4ToOBI PEIIUIIMPOBATEH CIIMCOK HAOJIIOeHNs OT master-cepBepa Ha slave-sK3eMILISIPbI, OTIIPABbTE
Ha slave POST-3ampoc co cienyromumMu napaMeTpaMu B TeJie:

e remote_dossier_list: id mcxomHOrO crmcKa HaOIIOMEHNS Ha master-cepsepe

e remote_url: URL master-cepsepa

e slave_dossier_list: id cumcka HabJroieHust Ha slave-cepBepe, KOTOPBIl OyIeT PEeIIuKOil HCXOIHOTO
CITHCKa, HADJIIOIEHNUSI.

POST /sync/dossier-lists/
{remote_dossier_list: 1,
remote_url: "http://172.17.46.14",
slave_dossier_list: 3}

3apaHue BpemMeHn CUHXpPOHM3aLUn

Ilo ymosrqanuio pensuiupoBaHHble cnucKu HabiiofileHus Ha slave-cepBepax CHHXPOHU3UPYIOTCS ¢ master-
cepBepoM Kaxyio HOUb B 3:00. Bpemst cHHXpOHU3AIME MOYKHO M3MEHUTD CJIEYIONIUM 00pa30M:

1. Orkpoiite daitn koudurypanun findface-security Ha master-cepsepe.
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sudo vi /etc/ffsecurity/config.py

2. Bcrasbre crefyroiiye CTPOKH U 3aJaiiTe COOCTBEHHBIN I'PA(UK PEILIUKAIUH.

SYNC_TIME = {
'hour': 3, # 24 hour format
'minute': O,

OTmeHa pennankayum n CUHXpoHu3aunnm cnncka HaGJ'IIO,D.eHVI'iI

Jy1st TOro 9ToOhl OTMEHUTD PEILIMKAIINIO U CHHXPOHUBAINIO CIINCKA HADJIIO/IEHTsI, OTIIPABbTE Ha slave-cepBep
API-zanpoc ¢ {id} coorBercTByIONmIErO ClIMCKa Ha slave-cepsepe:

DELETE /sync/dossier-lists/{id}/

BkntoueHnune cyHkymoHana B Beb-untepeiice

TIo ymoJsigaHuio BbI MOXKeTe BKJIIOYATh U OTKJIOYATH PEIJINKAIMIO CIIMCKa HaOJIIoIeHus ToJIbKO yepes API.
it Toro 4Tobbl JAHHBINH (DYHKITMOHAJ OBLIT TaKyKe JOCTYIIEH depe3 BeO-uHTepdeiic, BBITOJHUTE CJIELy FOIIHe

JIECTBUS:

1. Orkpotite daitn koudurypanun findface-security Ha master-cepsepe.

sudo vi /etc/ffsecurity/config.py

2. Brurognre [JIATUH ffsecurity_sync, J1006aBUB CTPOKY INSTALLED_APPS.append
(‘ffsecurity_sync’) B pa3sjeJi IJIATNHOB:

# integration plugins

INSTALLED_APPS.append('ffsecurity_sync')

3. BrinmonnnTe aHajgorndHbie JIeCTBHUS Ha KayKJIOM Slave-cepBepe.

4. Ha xaxx70oM cepBepe BBIIIOJHUTE TIEPEHOC OCHOBHOHN apXuUTeKTyphl 6a3el manubix n3 FindFace Security
B PostgreSQL u mepe3amycrure ciyk0y findface-security.

sudo findface-security migrate
sudo systemctl restart findface-security.service

1.7.4 Monb3oBaTenbckue BKAaAKW, nonst u puabTpbl B 40OCbE

YHacTo HEOOXOIUMO, YTOOBI JOChE COMEPXKAJIO JOMOTHUTEILHBIE BKIAIKN U I0JIS, IO KOTOPHIM MOXKHO OBLIO

OCYHIECTBJIATH MOMCKOBBIE 3alIPDOCHI.

st mobaB/IeHHST TTOTH30BATEIbCKIX BKJIAJIOK U TOJIEH B JOCHE BBITOJTHUTE CIEAYIONINE JeHCTBU:

1. IloaroroBbTe CIMCOK IT0JIB30BATEIBCKIAX BKJIAJIOK U IIOJIEH 111 J0OaBJIEHUS B JTOCHE.
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2. Orkpoitre daitn kouduryparyn findface-security.

sudo vi /etc/ffsecurity/config.py

3. B pasznene FFSECURITY packomMmenTupyiite cexinio CUSTOM_FIELDS 1 u3MeHUTE ee IIPUMEPHOE COeP-
2KHMO€e C yIeTOM CJIeAyIOIINX IPaBUI:

e 'items': crmcok moJieit B gocbe. Onuimre KaXkIoe oJie CJIEIYIONUMI TapaMETPAME:
— 'name': BHyTpeHHee UM 10Jis, string.
— 'label': ma3Banue 1oJisg B BeO-unTepdeiice, string.
— 'display': dbopmar orobpaxkenus (form mam list), string umum array.

— 'tab': BK/IaJIKa, Ha KOTOPOI pacmnosiaraercs mnose. Ecim He 3amana, moJie MOABUTCS HA TJIABHOM
crpanutie Jocbe (Toii, uro ¢ dhororpadueii).

— 'editable': peTaKTUPyEMOCTD TI0JIsI, boolean.
— 'type': THII JAHHBIX NOJ4, string. Bo3aMoxKHBIE 3HAYEHUA:

* list: TpeOyer 3aaHns items, JONOJHATEILHOTO IIAPAMETPA JIJIsA CIECKOB (CM. HUIKE),
oxumaeT 00beKTH {id, name} B cioBapsx;

* valuelist: oxKuJaeT 3JIeMEHTBHI IPDUMUATABHBIX THUIIOB.
* objectlist: I03BOJIAET CO3LABATH MACCUBBI OOBEKTOB HY2KHOI'O THIIA.
* datetime: IPUMUTHBHBIN THUI JAHHBIX, OTOOpasKaeMbIil Kak crmcok datetime.
* date: IPUMUTUBHBIN THI JAHHBIX, 0TOOpaKaeMbIil KaK BBHIOOD J1aTHI.
* boolean: IPUMUTHUBHBIN THUII JAHHBIX, OTOOPAXKAEMBIIT KaK (DJIaXKOK.
* string: IPUMUTUBHLIA THII JAHHBLIX sString.
— JIOLOJIHUTEJIbHBIE [IAPAMEeTPBI JJIsd CIHUCKOB (type=list, type=valuelist):
* multiple: BO3MOXHOCTB BBIOOpDa HECKOJIBKUX 3JIEMEHTOB B CIHCKe, boolean.
* 1ltems: cI0Bapb, UCHOJIL3YCMbI KaK HCTOYHHUK JAHHBIX JIJIf CIIACKA.
* allow_create: BO3MOXKHOCTD J00ABJIEHUs HOBBIX 9JIEMEHTOB B CIIHCOK, boolean.
* custom_id: mosp30BaTenbekoe mose uist id (type=list).
— JIOTIOJIHUTEIbHbIE TAPAMETPHI JJIsl CIIUCKOB 00beKTOB (type=objectlist).
* object: 00bEKTDI, NCIOIb3yeMble KaK NCTOYHUK JIAHHBIX JIJIS CIUCKA O0BHEKTOB.

* simple: yKa3bIBaeT, YTO II0JI€ OXKUIAET JAHHBIE IPUMUTHBHOIO TUIIA BMECTO OOBEKTOB,
HAIIPUMED, OXKUJIAeT CTPOKU € TeeOHHBIMUA HOMEPaMHU.

e 'filters': cuMCOK PUILTPOB JIJIsI ITOUCKA 10 MOJIB30BATEIbCKUM 10JIsM. [lapamerpsr:
— 'name': BHyTpeHHee nMs (DUIBTPA,
— 'label': masBanue uabTpa B BeO-mHTEpdEiice,
— 'field': cBa3anHOe noJie B popmare [umMa moms].

e 'tabs': cmmcOK BKJIAJIOK B Jiocke. IlepBas BKIa/IKa B CIIMCKE COOTBETCTBYET IVIABHON CTPAHUIIE
TTOChe.
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FFSECURITY = {
# Edit CUSTOM_FIELDS section to customize dossier content.
# Below is an example for integration FindFace Security with Sigur.
'CUSTOM_FIELDS': {
'dossier_meta': {
'items': [
{
'name': 'personid',
'default': '',
'label': 'PersonID',
'display': ['list', 'form'],
'description': 'Sigur person ID'
1,
{
'name': 'firstname',
'default': '',
'label': 'First Name',
'display': ['list', 'form'],
'description': 'Sigur first name'
1},
{
'name': 'lastname',
'default': '',
'label': 'Last Name',
'display': ['list', 'form'],
'description': 'Sigur last name'
1,
{
'name': 'version',
'default': '',
'label': 'Version',
'display': ['list', 'form'],
'description': 'Sigur photo version'
}
1,
'filters': [
{
'name': 'personid',
'label': 'Sigur person ID filter',
'field': 'personid'
}
]
}
1,

4. Bor yBumuTe, UTO HOBasg (popMa JI0CHE TMOSBUIACH B BeO-mHTEpdeiice.

1.7.5 lNakeTHas 3arpy3ka doTorpadunii 4Yepes KOHCOJb

ITomumo Beb-uuTEpDEiica, /Ui TaKeTHO 3arpy3ku goTorpaduit B 6a3y JAHHBIX JOChe MOYKHO UCIIOIH30BATH
nocrasisieMyio BMecte ¢ FindFace Security yruinry findface-security-uploader. Hcnons3syiite yTuiury,

KOrza Tpebyercs 3arpy3uthb GoJibinoe KosmdecTBo dororpaduit (6osee 10000).
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Coser: Jlis Bo3oBa cupasku findface-security-uploader BBIIOJTHUTE KOMAHTY:

findface-security-uploader --help

BroimostauTe cmemytonme aeiCTBAA:

1. TToarorosbre CSV- mim TSV-daiir co cuuckom ororpaduit 1 Mera jaHHBIMUA.

BakHo: B kauecTBe mcrounmka MeTaJaHHBIX daill JMOJKEH UMeThb cienyiomuii dhopMmar: oIyTbh K
poTorpadum | mMeTamanHbe.

st moproroBku TSV-daitiia MOXKHO HCIHOIB30BATh CKPUIIT, AHAJOTHYIHBIA HaHHOMY WM KOMAH]LY
find.

IIpumeuanne: Kak ckpunt, Tak u KOMaHIa B IIpUMepax co3maioT daiin images.tsv ¢ JaHHBIMA B
dopmare monHHE OyTh K daiiny ¢ poTorpapmeit | Meramamuse. B KadecTBe MeTa/IaHHBIX OYIET CO-
3/]aHa CTPOKA C MMeHeM daila.

Hna 3anycka ckpunrta Ha cosmanue 1SV-daitna co couckom dortorpaduit n3 yKazaHHOrO KaTajaora
(/home/user/25_celeb/ B upumepe) BBIIOJIHATE CJIEILYIONLYI0 KOMAHILY:

’ python3 tsv_builder.py /home/user/25_celeb/

IIpumep ucnonb3oBanust KomMau b1 find:

find photos/ -type f -iname '*g' | while read x; do y="${x%.*}"; printf "/s\t/s\n" "$x" "${y#
—#*/}"; done

2. Cozpaiire daiin 3ananus (job-daitn) uz CSV- mwm TSV-daiuia, ucnonssys meron add yruiurs. B
pe3yJbTaTe B TEKYIIEM KaTaJjore OyaeT co3gaH daitr enroll-job.db.

findface-security-uploader add images.tsv

Omrun add:

e -format: dopmar daitia, 0 yMOTIAHAIO LSV,

33 9

e -delimiter: UCMONB3YEMBIN pa3euTelb, 0 yMoadanuio *\t*’ mist TSV-daitna, >*,”’ mis dop-
mara CSV.

IIpumeuanne: Daiin job mpencrasisier coboit sqlite-6a3y, KOTOpasi MOXKeT OBITH OTKPBITA B KOHCOJIH
sqlited.

3. BommosauTe 3a/1anme job, UCHOAB3YsT METOM, TUN YTUIUTHI.

findface-security-uploader run --dossier-lists 2 --api http://127.0.0.1:80 --user admin --
—password password

Omnmun run:

e -parallel: KOJUYIECTBO HOTOKOB 3arpy3ku ¢ororpadmuii, no ymoadanuio 10. Hem GoJibine moTo-
KOB, TeM ObICTpee Oy/IeT 3aBepileHa 3arpy3Ka, OJHAKO TaKKe oTpedyeTcst U O0JIbIee KOJIMIeCTBO

pecypcoB.
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e -api: URL API xommonenTta findface-security, mo ymosadanuto http://127.0.0.1:80/.
e -user: UMs IOJIb30BATEJIS.
e -password: IapoJb.

e -dossier-lists: mepedeHb pas3/ie/IeHHBIX 3amdToil id CIUCKOB HaOJIIOAEHUs, B KOTOPbIE HY>KHO
106aBuThH pororpacdun.

e -failed: B ciydae HeyJa4du npu 06padorke job-daiiia ucrnpasBbTe OMUOKY U IOBTOPUTE HOIBITKY
C JaHHOU OIIIUeEN.

1.7.6 Jepynnukauynsa cobbiTuii

B atom pasgene:

e Brarouenue ()(i():(ﬂL,/L’l“f(l’ll,U’U,

o Ajzopumm pabomovs dedyniuranui

PaCCMOTpI/ITe BO3MOXKHOCTH BKJIIOUEHUSA JACAYIIIMKAIIUN, 9T00BI UCKJIIOYUTH )1y6m/1p013aH1/1e coObITHI pacIio-
3HaBaHUs JIUI B IIpeJesiax O,HHOfI T'PYIIIbI KaMep.

BkntoueHue gepgynavkauum

Htst Toro 9To0BI AKTUBUPOBATH (DYHKITHIO JIE/IyTLIMKAIINN, BBITIOJTHUTE CJIEIYIONINE JTeHCTBUS:

1. Jlnsa kaxk10ifi KaMepbl B Ipylie BKJIOUYNTe OydepHbIil pexkuM JerekTupoBanus Jjmi. CM. mogpobrHee
Jlobasaenue xamepo.

[\

. Hepeiinure na Britanky Hacmpotxu. Boibepure ['pynnot kamep.

w

. OTkpoiiTe HACTPONUKHU I'PYIIIIBI KaMep.

=~

. Iocrasere diaxkor Jledyniuyuposamsd cobvimus 1 3ajiaiiTe B CEKyHIaX MHTEPBAJ 1€y IJTUKAIUN.

Anroputm paboTbl geaynnnkauun

Austroput™ ety nMKanun paboTaer CaeLyIonuM 00pa3oM:

1. B 6ydepHoM pexkuMe 3a OJIUH CEAHC OTCJICKUBAHHUS Ha KaMepe CepBep MOJIydaeT OJHO, HAUJIydIlee,
u300pazkenne Juia (CeaHC OTCAEKUBAHUS IPOIOJIZKACTCS 10 TeX 110D, [OKA JIUIO HE UCYE3HET U3 MOJIs
3PEHUsI KAMEDBI).

2. Ecin B mipesiesiax OJIHOM T'PYIIIBI KAMEP MPOU30IILI0 HECKOJIBKO CEAHCOB OTCJIEKUBAHUS HA OJIHON WU
HECKOJIbKHUX KaMepax B TedeHHe YKa3aHHOI'o MHTepBaJia Jeayiumkanun, FindFace Security obpaboraer
[IOJTy YeHHBIE N300PAKEHUS JIUIL CJIE/LYIOIIM 00pa30M:

e Eciu B TeueHne mpeaimecTBYOMIEro MEPUO/IA, PABHOTO MHTEPBAJY JI€IyIIJIUKAINN, €CTh COBIAIE-
uue ¢ gocke, FindFace Security ynmassier BHOBb TostydeHHOe m300pazkenue. B mpoTtuBHOM cirydae
n300pazkeHne CoXpaHseTcs B 6a3e JTaHHbIX.

e [Ipu BhIOIHEHNN Je/IyIINKAIIMA HE COBIABIIMX ¢ Jocbe Jimi FindFace Security yuurbiBaeT Kak
CXOJICTBO M€Ky JIMIIAMU Ha PA3JINIHBIX N300pakeHus X, TaKk u KadecTso Juil. FindFace Security
yaaJIgeT BCce M300parKeHns MOXOXKUX JIUI] B IIpeaeiaX HHTepBaJIa AeIyIINKAIIIN, €CJIU OHI DoJee
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HU3KOI0 KadecTBa, UeM IepBOE B JAHHOM HHTepBaJje. Eciu HoBoe Juio 60jiee BHICOKOTO Kate-
CTBa, OHO COXPAHSIETCSA. JTO TAPAHTUPYET, UYTO CUCTEMA JeIYILINIINPYET COOBITUSI, He IMPOILyCKast
BBICOKOKAYECTBEHHBIE JIUIA, HEOOXOIUMBIE /I BUICOAHATUTHK.

1.7.7 PacnosHaBaHue xuBbIX nuL, B peanbHom Bpemenn (Liveness)

ITpumeuanue: Liveness-demexmop na CPU paboraer ropasmo memennee, yem Ha GPU.

st oOHapykeHust (paIbITUBBIX JIUI] U IPEIOTBPAaIleHns (DOTO-aTaK UCIOJIb3YHTe MHTEIPUPOBAHHY IO AHTUC-
myUHTOBYIO CHCTEMY, OTJIUYAIONIYIO YKUBBIE JIUIA OT X M300parKeHuil. AJropuTM aHAJU3UPYET HECKOJIb-
KO TIOCJIEJIOBATEJIBHBIX KaJIPOB, PETUCTPUPYS M3MEHEHHs B MUMUKE U TEKCType KOXKW, U OJIarofapsi 3ToMy
OTIPEJIEIISIET, SIBJISIETCS JIM JIMIO TIepesi KaMepoil >KUBBIM WN (DAJIBIIUBBIM. DTO HUCKJIIOYAET BO3MOXKHOCTH
MOIIIEHHMYECTBA C MCIIOJIb30BAHUEM U300parkKeHusl JIUIA Ha OyMare Wid 3KpaHe MOOMJIBHOIO YCTPOUCTBA.

Liveness-/1eTeKTOp OIeHNBAET YKUBOCTD JIUIA C OMPEEIEHHBIM YPOBHEM JIOCTOBEPHOCTU U BO3BPAIIAET OICH-
Ky JIOCTOBEDHOCTH BMECTe ¢ OMHAPHBIM Pe3ysibTaToM XuBoil denoBek/m3obpaxeHue, B 3aBUCUMOCTH OT IIPE]I-
YCTAHOBJIEHHOT'O IIOPOTa JIOCTOBEPHOCTH.

B atom pasgene:

e Brarouenue Liveness-demexmopa

e Hacmpotixa nopoea Liveness

o IMnupopmarus o scusom auue 6 seb-unmepgetice

Bkniouenue Liveness-getektopa

Lt Bkmovenus Liveness-/1leTeKToOpa BBIIOJIHUTE CIIEIYIONNe JeHCTBUI:

1. Orkpoiite daitn KOHMDUTY PAIIHT /etc/findface-video-worker-gpu.ini (/etc/
findface-video-worker-cpu.ini). B pasgene liveness ykaxkuTe IyTh K MOJEJNN HEHPOHHOMN
cern (fnk) u HOpManmM3aTOpy (nOTrm), KOTOpPBIE Gy/yT MCIOJIL30BAThCs B liveness-nerekrope.

sudo vi /etc/findface-video-worker-gpu.ini

## path to liveness fnk
## type:string env:CFG_LIVENESS_FNK longopt:--liveness-fnk
fnk = /usr/share/findface-data/models/faceattr/liveness.v3.gpu.fnk

## path to mormalization for liveness
## type:string env:CFG_LIVENESS_NORM longopt:--liveness-norm
norm = /usr/share/findface-data/models/facenorm/crop2x.v2_maxsize400.gpu.fnk

sudo vi /etc/findface-video-worker-cpu.ini

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

[liveness]

## path to liveness fnk
## type:string env:CFG_LIVENESS_FNK longopt:--liveness-fnk
fnk = /usr/share/findface-data/models/faceattr/liveness.v3.cpu.fnk

## path to mormalization for liveness
## type:string env:CFG_LIVENESS_NORM longopt:--liveness-norm
norm = /usr/share/findface-data/models/facenorm/crop2x.v2_maxsize400.cpu.fnk

2. Ilepesamycture findface-video-worker.

sudo systemctl restart findface-video-worker-gpu
sudo systemctl restart findface-video-worker-cpu

Hacrpoiika nopora Liveness

IIpu HEOOXOMMMOCTH BBI MOXKETE HACTPOUTHL MOpOroBoe 3Hadenme Liveness B (aitme Komdurypamnum /etc/
ffsecurity/config.py. Liveness-erekTop oneHnBaeT “2KMBOCTH JINIIA C OLIPEJIEJIEHHO JOCTOBEPHOCTHIO. B
3aBUCUMOCTH OT IIOPOI'OBOI'O 3HAYEHHS JIOCTOBEPHOCTH, OH BO3BpalllaeT OMHAPHBII pe3ysibrar XuBoil uenoBex
nnu Usobpaxenue.

IIpumeuanue: 3HavYeHWE IO YMOJTIAHUIO SIBJISIETCS ONTUMAaJbHBIM. [lepes; m3aMeHeHneM Topora IIPOKOH-
CyJIBTUPYHUTECH Y HAIIUX CIEIUAJMCTOB 10 ajpecy support@ntechlab.com.

sudo vi /etc/ffsecurity/config.py

‘LIVENESS_THRESHOLD’: 0.75,

Nudopmauusa o xusom nuue 8 Beb-uHtepdeiice

TTocne macrpoiiku Liveness-nerexkTopa [1iist KaxK10ro codbiTus Oymer oTobpakarhes oreHKa liveness obHapy-
JKEHHOTO JIUTIA.

No matches

(Camera not...)

(Camera not...)
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IIpumeuanue: Liveness MoxKeT IpUHUMATH 3HaUYeHUE null, ecu JETEKTOP »KUBBIX JIAI] OTKJIFOUEH WU Ha
MIPEIOCTABIEHHOM M300paskKeHNN HEBO3MOXKHO JTOCTOBEPHO OIEHUTH Liveness.

Ucnonwayitre duabtp Liveness ajist IpOCMOTPa COOBITHH TOMHKO C YKUBBIME JIIOABME WA TOJIBKO € M300pa-
JKEHUSIMU, €CJIM UMEJIH MECTO CITy(DUHTOBBIE ATaKH.

CopocuTb GUNLTPLI

1.7.8 Pacno3HaBaHue atpubyTtos nuua

FindFace Security mosBoJisier pacmo3naBaTh B peajJbHOM BPEMEHU TaKue aTPUOYTHI JIUIA, KAK IOJI, BO3PACT,
9MOIIUHU, OYKHU, OOpoJia W MeJuIHCKast MackKa. Jlanubiii dyHkumonaa jgocrynen kak Ha GPU-, tak u Ha
CPU-BujieoieTeKTOpE JINII,

B atom pasgene:

e Brarouenue pPacno3nasarua (LT)’L])’M6?/’ITL()(3 AUUQ

L] ()TILO6[)CL()+C€H’U,€ pe3yAsvImamos pacno3nasaHud (I/NL[)U&y’ULOS 6 cobbIMuUAL

o Ampubymu auy 6 cobvimuAT

BknioueHue pacno3HaBaHnA anM6yTOB nua

Baxkno: Ha ganHoM mare BKJOYaeTcs pacio3HaBaHue arpubyros juna Ha yposae HTTP APIL

st Toro 9TO6BI BKJIIOYATH aBTOMATHYECKOE PACIO3HABAHNIE aTPUOYTOB JIUIA, OTKpoiiTe (aitin korpurypa-
nun /etc/findface-extraction-api.ini u BKJIIOYNTE COOTBETCTBYIOIIAE MOJEJIN: IOJI, BO3PACT, IMOIUH,
0YKH, OOPOA U MEIUIINHCKAS MacKa. YIOCTOBEPHTECH, UTO JJIs KAXKJIOW MOJE/N Bbl YKA3aJIU IPABUIbHDIN
tun yckopenust CPU wim GPU: on mosmxken coBnanarh ¢ TutoMm yckopenust findface-extraction-api. O6-
paruTe BHuManue, 4to findface-extraction-api ma CPU moxker paborats Toiabko ¢ CPU-monensymu, B
TO BpeMsi Kak findface-extraction-api va GPU nomgepxkuBaer kak GPU-, tak u CPU-moznenu.

sudo vi /etc/findface-extraction-api.ini

models:
age: faceattr/age.vl.cpu.fnk
emotions: faceattr/emotions.vl.cpu.fnk
face: face/ifruit_320.cpu.fnk

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

gender: faceattr/gender.v2.cpu.fnk
beard: faceattr/beard.v0.cpu.fnk
glasses3: faceattr/glasses3.v0.cpu.fnk
medmask3: faceattr/medmask3.v0.cpu.fnk

JoCTymHBI CIeTyIONTe MOJIEIH:

ITpumeuanue: Bor MmoxkeTe HATH MO/ JIIsi PACIIO3HABAHUS aTpuOYTOB Jiniia B KaTajore /usr/share/
findface-data/models/faceattr/.

1ls /usr/share/findface-data/models/faceattr/

age.vl.cpu.fnk age.vl.gpu.fnk beard.vO.cpu.fnk beard.vO.gpu.fnk emotions.vl.cpu.fnk emotions.
—vl.gpu.fnk gender.v2.cpu.fnk gender.v2.gpu.fnk glasses3.v0.cpu.fnk glasses3.v0.gpu.fnk
—medmask3.v0.cpu.fnk medmask3.v0.gpu.fnk liveness.v3.gpu.fnk

ATtpubyT nuua Vckope- MapameTp B dhaiine koHurypaumm
Hune
O6roMeTpHs JIUIA CPU face: face/ifruit_320.cpu.fnk face: face/ifruit_160.cpu.
fnk
GPU face: face/ifruit_320.gpu.fnk face: face/ifruit_160.gpu.
fnk
BO3PaCT CPU age: faceattr/age.vl.cpu.fnk
GPU age: faceattr/age.vl.gpu.fnk
T10JI CPU gender: faceattr/gender.v2.cpu.fnk
GPU gender: faceattr/gender.v2.gpu.fnk
9IMOIIUN CPU emotions: faceattr/emotions.vl.cpu.fnk
GPU emotions: faceattr/emotions.vl.gpu.fnk
OYKH CPU glasses3: faceattr/glasses3.v0.cpu.fnk
GPU glasses3: faceattr/glasses3.v0.gpu.fnk
6opoma CPU beard: faceattr/beard.v0.cpu.fnk
GPU beard: faceattr/beard.v0.gpu.fnk
MEJIUIIMHCKAS MacC- CPU medmask3: faceattr/medmask3.v0.cpu.fnk
Ka GPU medmask3: faceattr/medmask3.v0.gpu.fnk

Coset: /Iyt TOro 9ro0bl OTKIIOYUTH MOJIEJIb PACIIO3HABAHUS, II€PeJaiiTe B COOTBETCTBYIOIINI apaMeTp
mycroe 3uagdenne. He ymassiite cam mapaMerp, MOCKOJIBKY B 9TOM CJIydae Oy/IeT BLIIOJIHATHCSA [IOUCK MOJIEIN
110 YMOJIYaHUIO.

models:
gender: ""
age B nn
emotions:

Ilepesamycrure findface-extraction-api.

sudo systemctl restart findface-extraction-api

Tlociie BKIIOUEHMST MOJIENIEil 00SI3aTEIBHO HAacmMpPotime oTobpazkKenrne aTpubyToOB B Beb-uHTEpdeiice.
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OTtobpa>keHne pe3ynbTaToB pacno3HaBaHWUs aTPUOYTOB B COObLITUSIX

s orobpaxkeHusi pe3yJibTaTOB PACHO3HABAHWS ATPUOYTOB JIMIA B CIHUCKE COOBITHH, 100aBbTE CIIEIYIO-
niyo ¢rpoky B cekuuio FFSECURITY: ‘EVENTS FEATURES’: [‘gender’, ‘age’, ‘emotions’, ‘beard’, ‘glasses’,
‘medmask’]|*“, B 32aBUCIMOCTH OT TOTO, KAKME MOJEIN OBIIIA BKJIIOTEHBL.

Ilpenynpexxneuume: [lanHasi cTpoka OJKHA OBITH PACHIOJIOXKEHA MexKy crpokamu SF_API_ADDRESS
u LIVENESS_THRESHOLD, KakK IIOKa3aHO B IIpUMepE HUZKE.

sudo vi /etc/ffsecurity/config.py

FFSECURITY = {

'SF_API_ADDRESS': 'http://127.0.0.1:18411"',

'EVENTS_FEATURES' :
'LIVENESS_THRESHOLD':

['gender',
0.75,

'age', 'emotions', 'beard', 'glasses',

'BEARD_THRESHOLD': 0.7,

}

'medmask'],

[Tepezamycture findface-security.

sudo systemctl restart findface-security

ATpunbyTbl NnL B CODLITUAX

TTocsie HACTPOiiKN pacno3HaBaHUST ATPUOYTOB JIUIL PE3YJILTAT PACIIO3HABAHUS OY/IET BBIBOIUTCS JIJIs KAXKIOIO
OOHAPYKEHHOTO JIUIA B CJIEAYyIOmeM (GhopMaTe:

Atpubyt ®PopmaT pesynbTaTa Mpumep

nmua

Bospact ATpubyT: BO3pacT: KOJUIECTBO JIET Bo3pact: 33

ITon Pesyabrar: Myxckoit/xenckuit (aTpubyT: IO ): YBEPEHHOCTh AJTOPUTMa, | YKEHCKHUH  (11041):
B pe3yJbTaTe 0.95

Omonun Pesynbrar: smocts/oTBpamenne/cTpax/cyacTbe/rpycTh/yoUBIEHNE | CUACTHE (3m0-
(arpubyT: 3MOLUH): YBEPEHHOCTH AJIOPUTMA B PE3yJIbTaTe mun): 0.99

Oukn Pesynbrar: mepununckue/conneuntie/Her (arpubyT: odkm): yBepeH- | Her (ouku): 0.87
HOCTH AJITOPUTMA B PE3YJIBTATE

Bopona Pesyabrar: 6opoza/meT (aTpubyT: 60posa): yBEPEHHOCTH AJITOPUTMA B | HET (6opoma):
pe3yJbTraTe 0.91

Meurun- Pesynbrar: Her/ecTh (arTpubyT: MeAUIMECKas MacKa): yBEPEHHOCTb | HerT  (MeIuIuH-

CKasl MacKa | aJI'OPUTMa B PE3YJIbTaTe cKast MacKa):

0.93
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CobbiTua

n + TlofTBepAUTh BCE 20~ CrpaHiua 1 &

COTPYOHHKY @

Groug

Crpanuua 1 &

IIpu meobxomuMocTH BBITOJIHUTE (DUIHTPAIMIO COOBITAN IO ATPUOyTaM JIAIIA.

1.7.9 PacnosHaBaHue cunysTos

g coopa cmamucmuky 4eJI0Be9eCKIX CHIIYITOB B PeaJbHOM BPEMEHN HEOOXOIMMO IIPE/IBAPUTEIHHO BKIIIO-
YUTb UX PACIIO3HABAHUE.

B atom pasgene:

e Brarouerue pacno3rnasaruA CUAYIMOB

BknioyeHune pacno3sHaBaHusi CMyITOB

L1l BKITIOUEHUsT aBTOMATUYIECKOTO PACIO3HABAHUS YEeJOBEUCCKUX CUJIYITOB BBIMOJHUATE CJIEIYIONHe Jeii-
CTBUS:

1. Orkpoiire daiin koudurypamnun /etc/findface-extraction-api u s1o6aBbre HOBBI jeTeKTOp delta
(delta.cpu.fnk/delta.gpu.fnk) ¢ COOTBETCTBYIONMMHI HACTPORKAMH, KAK MOKA3AHO B IPUMEDPE HU-
XKe.

sudo vi /etc/findface-extraction-api.ini

detectors:
max_batch_size: 1
instances: 1
models:
cheetah:
model: facedet/cheetah.cpu.fnk
options:
min_object_size: 32
resolutions:
- 256x256
- 384x384
- 512x512

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

- 768x768
- 1024x1024
- 1536x1536
- 2048x2048
delta:
model: pedet/delta.cpu.fnk
options:
min_object_size: 32
resolutions:
- 256x256
- 384x384
- 512x512
- 768x768
- 1024x1024
- 1536x1536
- 2048x2048

2. Ilepezamycrure findface-extraction-api.

sudo systemctl restart findface-extraction-api

1.7.10 Ncnonb3oBaHMe HECKOJIbKUX BUAEOKApPT

Ecmu na dusmyeckom cepBepe yCTaHOBJIEHO HECKOJIBKO BHJIEOKAPT, BBl MOXKETE CO3JATh JOIOJTHHUTEIbHbIE
ak3eMIApel findface-extract-api-gpu ninn findface-video-worker-gpu u pacupee/uThb UX 110 OJHOMY
3K3EMILIPY Ha KapTy.

B atom paspene:

e Pacnpedensenue sxsemnarapos findface-extraction-api-gpu no sudeokapmam

o [Ipusaska findface-video-worker-gpu x donosnumesvroli sudeokapme

Pacnpepenenve ak3demnnsapos findface-extraction-api-gpu no Bugeokaptam

g pacrpenenenns sxK3eMiuiApoB findface-extraction-api-gpu 1o HECKOJIBKUM BHIEOKAPTAM BBIITOJIHI-
TE CJIeAyIolue JeiicTBULA:

1. OcranoBute ncxomusiit ceppuc findface-extraction-api-gpu.

sudo service findface-extraction-api stop

2. Cozpaiite HecKOIbKO Kommii haiiyia kKoHdurypannn findface-extract-api-gpu, B 3aBHCUMOCTH OT
TOr0, KAKOE KOJIMIECTBO BUICOKAPT OYJIET UCIIOIBb30BATHCS JIJIsi I3BJICUEHUT ONOMETPUIECKIX 00PA3IIOB.
Hobasbre coorBercTByiomue HOMepa ycrpoiicts GPU k mvenam HoBbIX (daiiyioB KOHMUTYpAIHH, KaK
nokazaHo B npumMepe ke (ycrpoiicrsa GPU NeQ u NeG).

/etc/findface-extraction-api®@0.ini
/etc/findface-extraction-api@6.ini
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3. Otkpoiite HOBBIE (bailyibl KOHUrypanuu. YKaxure Homepa ycrpoiicts GPU, a Tak:ke HoOMepa ciryIia-
FOIIUX TIOPTOB.

sudo vi /etc/findface-extraction-api@0.ini

listen: 127.0.0.1:18666

gpu_device: 0O

sudo vi /etc/findface-extraction-api@6.ini

listen: 127.0.0.1:18667

gpu_device: 6

4. BamycTuTe HOBBIE CEPBUCHL.

sudo service findface-extraction-api@0 start
sudo service findface-extraction-api@6 start

Mpussska findface-video-worker-gpu K AONOMHUTENbLHOI BUAeoKapTe

s co3manus AOMOJHUTETFHOTO dk3eMiisgpa findface-video-worker-gpu u ero nmpuBs3Kd K CBOOOHOM
BH/I€OKapTe BBIIIOJIHUTE CJeyIomue JefiCTBUs:

1. Orobpasure craryc ncxojHoro ceppuca findface-video-worker-gpu, BBIIIOJHUB KOMAH/LY:

sudo systemctl status findface-video-worker-gpu.service

2. Haitpure 1oJyiHBIE IOyTb K cepBUCy B cTpoke Loaded: loaded (/lib/systemd/system/
findface-video-worker-gpu.service; enabled; vendor preset: enabled. B  mpuBeneHHOM
upumepe 310 findface-video-worker-gpu.service (ums moxer ObiTh spyrum). CoszpaiiTe Komuro
CEPBHCA I10J] HOBLIM NMEHEM.

sudo cp /lib/systemd/system/findface-video-worker-gpu.service /lib/systemd/system/findface-
—video-worker-gpu2.service”

3. Takum xe 06pa30M cos,qafn“e 110l HOBBIM HMMEHEM KOIINIO MCXOJHOI'O Cbaﬁna KOHCI)I/IpraI_II/II/I.

sudo cp /etc/findface-video-worker-gpu.ini /etc/findface-video-worker-gpu2.ini

4. OTkpoiiTe TOJBKO YTO CO3JAHHLIN (haiij KoH(UIYypaluu U aKTyaau3upyiiTe HOMEP HUCIIOJIb3YEeMOro
GPU-ycrpoiicrsa.

sudo vim /etc/findface-video-worker-gpu2.ini

## cuda device number
device_number = 1

5. OTKpoiiTe HOBBII CEPBUC U YKAYXKUTE TOJIBKO UTO CO3JAHHBIN (hailyl KOH(MUTYpAIIAH.
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sudo vim /1lib/systemd/system/findface-video-worker-gpu2.service

ExecStart=/usr/bin/findface-video-worker-gpu --config /etc/findface-video-worker-gpu2.ini

6. /lns mpuMeHeHus W3MeHEHUil Iepe3arpys3ure JeMoH systemd.

sudo systemctl daemon-reload

7. JlobaBbTe HOBBIM CEPBUC B aBTO3ArPY3KY.

sudo systemctl enable findface-video-worker-gpu2.service

Created symlink from /etc/systemd/system/multi-user.target.wants/findface-video-worker-gpu2.
—service to /lib/systemd/system/findface-video-worker-gpu2.service

8. BamycruTe HOBBIN CepBUC.

sudo systemctl start findface-video-worker-gpu2.service

9. IIposepbre craryc oboux cepsucoB findface-video-worker-gpu.

sudo systemctl status findface-video-worker-* | grep -i 'Active:' -B 3

findface-video-worker-gpu2.service - findface-video-worker-gpu daemon

Loaded: loaded (/1lib/systemd/system/findface-video-worker-gpu2.service; enabled; vendor
<,preset: enabled)

Active: active (running) since Thu 2019-07-18 10:32:02 MSK; 1min 11s ago

findface-video-worker-gpu.service - findface-video-worker-gpu daemon

Loaded: loaded (/1ib/systemd/system/findface-video-worker-gpu.service; enabled; vendor
—,preset: enabled)

Active: active (running) since Mon 2019-07-15 15:18:33 MSK; 2 days ago

1.7.11 Mpamsie API-3anpocsl k 6a3e gaHHbix Tarantool

Boi moxkere ucnosibzoBars HTTP API nj1s usBjiedenus: HanpsiMyo JIaHHBIX U3 6a3bl gaHHBIX Tarantool.

B atom paspgene:

Obuyue ceederus

Jlobasaenue auua

Yoanenue auva
e [louck auya
o Pedaxmuposarue MeEMadaHHOIT U/ Uil 6EKMOPG NPUSHAKOS

o [losyuenue cnucka 2arepets

o [loayuenue ungopmayuu o 2anepee
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e (Cozdanue zanepeu

o Vidarenue canepeuy

Obwwme ceepgeHus

API-3ampocst k 6a3e ganubpix Tarantool Hy»KHO OTIIPaBJISATD 110 aJipecy http://<tarantool_host_ip:port>.

Coser: Ilopr mis API-3ampocoB moxkno ysuarh B pasjene FindFace.start aitna xoudurypamun
Tarantool:

cat /etc/tarantool/instances.enabled/FindFace.lua

##8001:
FindFace.start("127.0.0.1", 8001)

ITpumeuanue: B ciayuae ecsim FindFace Security passepuyT Ha ommHOYHOM (U3UYECKOM cepBepe, Oa3a
nanabix Tarantool 1o ymosganuio 6ymeT JOCTYIHA TOJIBKO JIOKaJIbHO (127.0.0.1). Eciu HeobGxomumo o1-
KPBITB JIOCTYII K 6a3e janubix Tarantool ¢ yiasgennoro cepsepa, recume usmenerus B (aityl kondurypamnnn
findface-tarantool-server.

API-zanpocs k Tarantool MOryT coepKaTh CJIeyIOIINe IapaMeTpbl B CerMEeHTaxX ILyTH:
e :ver: Bepcusa API (v2 na nanubiii MOMeHT).

® name: UM rajepeun.

Coset: s mosryuenns Criucka UMeEH rajiepeil Ha Iap/ie BBeIUTe CICLYIONLyI0 KOMAH/IY B apPeCHOM
oJte Opaysepa:

’ http://<tarantool_host_ip:shard_port>/stat/list/1/99 ‘

Ta ke camas KOMaHJa B KOHCOJIN:

’ curl <tarantool_host_ip:shard_port>/stat/list/1/99 \| jq ‘

Boi Takke MoxKeTe TOJyIUTH CIIMCOK UMEH Tajiepeii, ormpaBuB B Tarantool mpsimoit 3ampoc:

’echo 'box.space.galleries:select()' | tarantoolctl connect <tarantool_host_ip:shard_port> ‘

NweiiTe B Buy, 9TO MpH 3HAYUTEIHHOM KOJIMIECTBE MAP/IOB B CUCTEME IIPOU3BOILHO BRIOPAHHBIN IITAP
MO2KET He BKJIIOYATH B cebsi BCe CYIIECTBYIONINE rajieper. B aroM ciaydae orodpasnuTe CIUCOK rajepeit
Ha HECKOJIbKUX IIap/lax.

Oob6asnenue nuua

POST /:ver/faces/add/:name
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MapameTtpbl B Tene:

Maccus siurt B ipescrasiennn JSON co citeryonummu moJsiMu:
e "id": id suna B rajsepee, uint64 t,
e ’facen’’: HEOOPAOOTAHHBIN BEKTOP MPU3HAKOB, base64,

e "meta': MeTa/laHHBIE JIAIA, CJIOBAPb.

Bo3sspawaert:

e HTTP 200 u mycroe Tesio B caydae ycrexa.
e HTTP 404 ¢ onucanmem ommbKM, €Cjiu rajepes C 3aJaHHbIM UMEHEM He CyIIeCTBYeT.

e HTTP c ormmanaeiv ot 200 cTaTycoM U OnucaHue OMUOKA B TeJIE B CJIydUae HEYIAdn.

Mpumep

3anpoc

curl -D - -s 'http://localhost:8001/v2/faces/add/testgal' --data '
[

{
"id": 9223372036854776000,
"facen": "qgI3vZRv/z...Np09MdHavWiWuTO=",
"meta": {
"cam_id": "223900",
"person_name": "Mary Ostin",
}
}
]
OTBer

HTTP/1.1 200 Ok

Content-length: 1234

Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)
Connection: keep-alive

YpaneHue nuua

POST /v2/faces/delete/:name

Mapamertpbl B Tene:

Maccus B npeacrapieann JSON u3 crucka id Jinir, moieskKaimx yIajaeHuo.
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Bosspauiaer:

e HTTP 200 n mycToe Teso B ciIydae ycrexa.

e HTTP 404, ecrm muro ¢ 3amanubiM id He HaiizeHo B rajepee.

e HTTP c ommmanbim o 200 craTycoM U OIHCAaHUE OIMOKYU B Tejle B CIydae HeyIadu.
Mpumep

3anpoc

curl -D - -s 'http://localhost:8001/v2/faces/delete/testgal' --data '[1, 4, 922, 3]'

OTser

HTTP/1.1 200 Ok

Content-length: 111

Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)
Connection: keep-alive

Mounck nuua

POST /v2/faces/search/:name

I'Iapameprl B Tene:

TTouckossrit 3anpoc B mpeicrasiaennn JSON co ciieyonumMu mosiMu:
e limit: MakcmMaJIbHOe KOJMYECTBO JIUI] B OTBETE.

e sort: BKJIIOYAET COPTUPOBKY IO CJeAyIOIuM mapamerpam: id: mo Bospacranuio id, -id mo yOwbiBa-
uuio id, -score: mo yObIBAHUIO CTENEHU CXOXKECTU (€C/IU MOUCK BBIIOJHAETCS 110 CXOKHUM BEKTOPAM
UPU3HAKOB).

e filter (dusbrpsl):

— facen: ONIUOHAJIBHBIN (PUIIBTP IO CXOXKECTH BEKTOpa IIpu3HaKoB. llepemaiiTe cioBapb co ciemry-
omuMu moJisiMu: data: BEKTOp IpU3HAKOB B popMmare base64; score: auaia3’oH KadecTBa JIUIA,
[OJLJIEPKUBAIOTCS TOJIBKO 3IIPOCKI ¢ IIPaBoil rpanureil 1 (MakcumMaabHOE KavecTBO).

— id u meta/<meta_key>: GUIBTPHI IO MOJIH30BATEIBCKOMY id JIUI[ M CONEPKUMOMY IIOJIsS meta.
st 3aanust bUiIbTpa UCHOIB3YIOTCS CJIEIYIONHIE OePaTOPbI:

* range: Aualla3oH 3Ha‘{eHI/IIU/I7 TOJIBKO JIJIgd 9YUCJIOBBIX OJIEeNA.

* set: HADOp 3HAYEHUN, OHO U3 KOTOPBIX TOJ2KHO IIPUCYTCTBOBATH B id MM METaJaHHBIX, JJIsT
YHUCJIOBBIX U CTPOKOBBIX II0JIEH.

* subset: Habop 3HAYEHUH, KaXKJ0€ M3 KOTOPHIX JIOJPKHO IMPUCYTCTBOBATL B id myim MeTa jaH-
HBIX, JIJId YMCJIOBBIX U CTPOKOBBIX IIOJIEH.

x like: amanormuno like B SQL-sampocax: momumep:kupaiorcss Toabko ‘aa%’ mmm ‘aa%’ wam
‘Y%aa%’. Tonbko gyia mouieii string u set[string]l. Ilpu wucnosbzoBanun set[string]
bUIBTP BepHET Pe3ysIbTaT, €CJU XOTs Obl OJHO W3 3HAYEHUI MPOIILIO TPOBEPKY.
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* ilike (TousbKO jyist mosielt string u set [string]): anamornuno like, HO Ge3 yuera perucTpa.

Bo3sspawaert:

e B ciyuae ycuexa maccus JSON c jmumamu. 3HaueHue B 3arojioBke X-search-stat mokassiBaer, ObLI Jin
HCIOJIb30BaH OBICTPBIN MHJIEKC JIjIs TToucKa: with_index miu without_index.

ITpumeuanmne: B API v2 ObicTpbIil HHIEKC HE HCIOJIB3YeTCs.

o HTTP c ortmunaeim or 200 cTaTycoM M ONMCAHNE ONIMOKM B Tejle B CJIydae HEyIadu.

Mpumep

3anpoc

curl -D - -s 'http://localhost:8001/v2/testgal/search' --data '

{
"limit": 2,
"sort": {
"score": -1
},
"filter": {
"facen": {
"data": "qgI3vZRv/zO0BQTk9rcirOyZrNp09MdHavWiwuTO=",
"score": [0.75, 1]
},
nid"': {
"range": [9223372036854000000, 9223372036854999000]
},
"meta": {
"person_id": {
"range": [444, 999]
1,
"cam_id": {
"set": ["12767", "8632", "23989"]
}
}
}
}l
Orser

HTTP/1.1 200 Ok

Content-length: 1234

X-search-stat: without_index

Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)
Connection: keep-alive

{
"results": [

{
"facen": " qgI3vZRv/zO0BQTk9rcir0yZrNpO9MdHavWiWuTO=",

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

"meta": {
"timestamp": O,
"photo_hash": "",
"person_id": 777,
"cam_id": "8632"

}’

"score": 0.9964,

"id": 9223372036854776000

PeAaKTMpOBaHVIe MeTaaaHHbIX VI/I/IJ'II/I BEKTOpa NPpU3HaKoB

POST /v2/faces/update/:name

Mapamertpbl B Tene:

Maccus Jjur B mupegcrasienun JSON co ciieayromuMu MoJIsMu:
e "id": id simmia, uint64 t,

e “’facen’”: (ONIMOHAJIBLHO) HOBBIl BEKTOP NPHU3HAKOB, base64. Eciu napamerp orcyrersyer mim null,
mojie B 6a3e JAHHBIX He OOHOBJISIETCH.

e ’meta’’: cJIOBapb, B KOTOPOM II€PEIAIOTCA HOBBIE MeTaaHubie. K moste meta orcyTcTByeT mim null,
OHO He OOHOBJIsIETCH B 6a3e JAHHBIX.

Bo3sspawaer:

e HTTP 200 u cioBapb co BceMu mapaMeTpaMu JIMIIAa, B TOM YUCJI€ HEM3MEHHBIMU, B CIyYae yCIIeXa.
e HTTP 404 c onucanuem omubKH, €cau JUIa ¢ TakKuM id He CyIecTBYyeT.

e HTTP c orsmuaneim ot 200 cTaTycoM M ONHCAHUE OIMUOKN B Tejle B Clydae HEYIadH.

Mpumep

3anpoc

curl -D - -s 'http://localhost:8001/v2/faces/update/sandbox' --data '[{"id":1,"facen":null,"meta":{
—"m:timestamp":1848}}]"

OTBer

HTTP/1.1 200 0Ok

Content-length: 151

Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)
Connection: keep-alive

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

{"meta":{"m:timestamp":1848, "normalized_id":"1_b9pkrfOOmjt6hlvmqlkg.png","m:cam_id":"a9f7a973-£07e-

—469d-a3bd-41ddd510b26f" ,"feat":"{\"score\":0.123}"}, "id":1,

3

Mony4yeHue cnucka ranepeii

POST /v2/galleries/list

Bo3sspawaert:

Maccus ¢ rajepesiMu, JJist KasKJI0i U3 KOTOPOil Bo3Bpaiaercst uMsi (name) u uncio jur (faces).

Mpumep

3anpoc

curl -D - -s -X POST http://localhost:8001/v2/galleries/list

OTBer

HTTP/1.1 200 0Ok

Content-length: 42

Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)
Connection: keep-alive

{
"results": [
{
"name": "testgal",
"faces": 2
}
]
}

Mony4eHue nuopmayum o ranepee

POST /v2/galleries/get/:name

Bo3sspawaer:

e HTTP 200 u cioBapp ¢ mapamerpaMu rajepen B CJIydae ycIexa.

e HTTP 404 c onucanuem omubOKU, €CJIU TaJepen ¢ TAKMM UMEHEM He CYIIEeCTBYET.

e HTTP c orymuanbim ot 200 cTaTycoM M ONHCAHNE OIMUOKN B TeJjle B Cllydae HEyIadH.
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Mpumep

3anpoc

curl -D - -s -X POST http://localhost:8001/v2/galleries/get/testgal

HTTP/1.1 200 Ok

Content-length: 11

Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)
Connection: keep-alive

{"faces":2}

CospaHue ranepen

POST /v2/galleries/add/:name

Bosspawaer:

e HTTP 200 u mycroe Tesio B cirydae ycrexa.

e HTTP c ormuunbim ot 200 cTarycoM U onmucaHue ONMOKU B Tejie B CIydae HEeyIadu.
Mpumep

3anpoc

curl -D - -X POST -s 'http://localhost:8001/v2/galleries/add/123"

OTser

HTTP/1.1 409 Conflict

Content-length: 57

Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)
Connection: keep-alive

{"error":{"message":"gallery already exists","code":409}}

YnaneHue ranepem

POST /v2/galleries/delete/:name

Bosspauwaer:

e HTTP 200 u mycroe TeJio B caydae ycrexa.

e HTTP c ommmansim ot 200 craTycoMm u ommcaHue OMMUOKU B Tejle B CIydae HEYIadu.
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Mpumep

3anpoc

curl -D - -X POST -s 'http://localhost:8001/v2/galleries/delete/123"'

OTBer

HTTP/1.1 204 No content

Content-length: 0O

Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)
Connection: keep-alive

1.7.12 Pacno3sHaBaHue nepcoH

FindFace Security mMoxkeT aBTOMATHYECKH DACIO3HABATH JIMIA OJHOTO U TOTO K€ UeJIOBEKa (IIepCOHBI) U
KJIACTEPU30BaTh UX. B 3TOM cjiydyae B CHCTEMHBIX 0a3aX JAHHBIX IOSIBJISIETCsI CYIIHOCTb «person events
(coBbITHE OABJICHUS TIEPCOHDI), CBA3aHHAA CO BCEMU INU3000.M1U, B KOTOPBIX (GDUTYPUPOBAJIO JIULO TOH Ujn
nHO# mepconbl. Pabora ¢ rajepeeil mepcoH mpou3BOAUTCs Ha BKJIAIKE Ilepcorivi.

Baxxno: Ilo ymomyanumio kjacrepusaliiusi MePCOH OTKJIOUYeHA. Brarouume u nacmpotime ee depe3 daita
koudurypanun findface-security.

B atom paspene:

e Memoodv, xaacmepudayuu

e Brarouenue u 71/(1/(377’1,]70’117‘00/ Kaacmepu3auyuu NeEpCcor

e Paboma c zanepeets nepcon

MeTopabl knacrepusauumn
FindFace Security ucrnoin3yer ciemyoriye MeToIbl IPYIITNPOBKH JINIL, IIPUHAJJIEIKAIINAX OJJHOMY U TOMY K€
YeJIOBeKY:

o Jlunammyeckas Kjacrepusarnus. [Iponcxonur Ha J1eTy mOcje 3aKpbITHA dMn301a. Pe3yaprar JuHaMu-
9eCKON KJIACTEPU3AINN 0TOOPAYKAETCS B PEaJbHOM BPEMeHH Ha BKJaJke [lepconoi.

IIpumeuanune: TexHuueckue merTau 3aKJIOYAIOTCS B cjeayoomeM. He KaxKplii SMU30][ sIBJIsI€T-
Cs TOJXOMNAIIUM: 9YHUCJIO COOBITHII B HEM JIOJI)KHO OBITb PABHO MJIM OOJIbIIIE 3HAYEHUs apaMerpa
PERSON_EVENT_MIN_EPISODE_EVENTS (3amaercs 4epe3 daitn kondurypaimu findface-security). Ec-
JIX SMU30JI COOTBETCTBYET JIAHHOMY TPeOOBAHUIO, CHCTEMA BBIOHpAET COOBITHE HAWJIYUIIEro KauecTBa 1
BBITIOJIHSIET CJICIYIOMINE OMEePATH:
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— Co3zmaer HOBYIO CynTHOCTh PersonEvent B ocHoBHOIT 6a3e jJanubix PostgreSQL. CymHocTs coiep-
JKAT MeTaJIaHHbIE COOBITHSI, OMOMETPUIECKUI 00pas3el] 1 MUHUATIOPY JIUIA, 8 TAKXKe CCHLIKY Ha
POIUTEJILCKUN SITN30I.

— Boimosinsier monck mMOXOXKEro IMEHTPOHA JINIA B rajiepee person_events OMOMETPHYECKOH Oa-
3bl gaHHbix Tarantool. IlenTpona juia — 9TO BUPTYyAJbHBIN ODMOMeTpUYIecKuii obpaser, ycpes-
HEHHBIH 10 BCeM OOHApPY?KEHHBIM JIMIIAM IIepCOHBbI. Ecim moxoxKuil meHTpous HaiifeH, cucrema
OOHOBJISIET €0, MCIIOJIb3ysl OMOMeTPUYEeCKHii obpa3er U3 HOBOro coObIThsi. B mpoTuBHOM citydae
CO3/1a€eTCs HOBBINA IIEHTPOU.

o Kiacrepusamus 1mo pacnucanuio. Mbl peKOMEHyeM IJIaHUPOBATH €€ Ha I03/[HUe HOYHBIE YaChl, TaK

KaK IIPOIeCcC 3aHNMaeT MHOI'O BPDEMEHU U PECYPCOB.

IIpumeuanme: Pacrnmcanune 3a7aeTcs B dopmare RRULE B rmapameTpe
PERSONS_CLUSTERIZATION_SCHEDULE daiisia koudwuryparun findface-security. B ocrampmom
TEXHUYECKAs Peajin3alidsl HAIOMUHAET JuHaMuIecKuil mMeroj. OHAKO KadecTBO IEHTPOUJIA JIUIA
[IpU KJIACTEPU3AIINY 110 PACIMCAHUIO JIyYIlle, TIOCKOJbKY B 9TOM CJIydae IIEHTPOUbI YCPEIHSIIOTCS 110
6OJIbIIIEMY MACCUBY HAKOILIEHHBIX OMOMETPUYECKUX 0OpPA3IIOB.

Baxkno: Kiacrtepusarus Mo pacmucanuio MOJTHOCTHIO TEPE3AIICHIBACT COMEPKUMOE TaJepen ePCOH,
BKJIrogad id.

BknioueHne n HacTpoiika knactepusaumm nepcoH

Ilo ymomyanmio KjacTepu3aliys MEPCOH OTKJIovueHa. LI BKJTOUYeHUs JaHHON (DYyHKIINM OTKpOitiTe dait
kouduryparuu findface-security u BHecuTe CJeyIole U3MeHeHUs B pa3es SERVICES:

sudo vi /etc/ffsecurity/config.py

SERVICES = {

"ffsecurity": {

"Persons": True,

B pesyssrate B Beb-unTepdeiice FindFace Security mosiBurcst Britajika Ilepcomt.

B Tom ke daiisie KoHUrYpaIun MOKHO U3MEHUTH CJIEJYOIIe apaMeTPhL:

e PERSON_EVENT_MIN_QUALITY: MUHMMAaJIbHOE Ka4eCTBO JIUII, UCIOJIb3yEMBbIX B KJIACTEPU3AlUU IIEPCOH.

e PERSON_EVENT_MIN_EPISODE_EVENTS: MUHHUMAJIbLHOE KOJUIECTBO COOBITHI B 3MM30/aX, YIACTBYIOIIAX

B KJIACTEPHU3AIUHU IIEPCOH.

e PERSONS_CONFIDENCE_THRESHOLD: moporoBasi CTEIE€Hb CXOXKECTHU JJI NPUHATHA PelleHus O TPUHAJI-

JIC2KHOCTH JIAIIa II€PCOHE.

Ilpenynpexxaeuune: llepes naMeneHneM JaHHOTO MTapaMeTpa MPOKOHCYJIBTUPYHUTECh C HAITUMUI
crienuancTaMu 1Mo azapecy support@ntechlab.com.
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e PERSONS_CLUSTERIZATION_SCHEDULE: pexyppentroe npasmio (RRULE), 3agaromee pacrucanue mia-
HOBOII KjlacTepu3aly IIEPCOH.

Coger: Cwm. kambkynsTop RRULE.

# -- Persons configuration --

# rrule (recurrence rule) for scheduling persons clusterization
'PERSONS_CLUSTERIZATION_SCHEDULE': 'RRULE:FREQ=DAILY;INTERVAL=1;WKST=MO;BYHOUR=0;BYMINUTE=0",
# face to person matching confidence threshold

'PERSONS_CONFIDENCE_THRESHOLD': 0.739,

# minimum face quality for handle face in person service

'PERSON_EVENT_MIN_QUALITY': -2,

PaboTa c ranepeeii nepcoH

s mpocMoTpa rajiepen NEPCOH IepeiiuTe Ha BKIAIKY Ilepconot.

MepcoHbl

CTtpaHuual &

Jlyist paboThI ¢ Tasiepeeil IEpCOH UCIONB3YiiTe CIeayIonue (PUIBTPHI:
o Kamepnl
e I'pymms! Kamep
e Ilepuos Bpemenu
e Id mepconsr
o Arpubyrsl Juna (ec/iu UCIOJIB3YIOTCH)

e Liveness (ecam ncnosnb3syercst)

Brur moxkere ckauarh rajepero mepcod B CSV-dopmare. st 9T0ro HaxxMuTe E
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FindFace Security [NepcoHb

Mowck

3nuzoapbl

MepcoHb

Cka4aTtb

CmMm.Tak>xke:
o Datin xvondueypayuu findface-security
e Bebryru
1.7.13 AyTtenTtudunkauymsa no ceptucpukatam Kpuntollpo

IIo ymomgyanuio BXox moJsib30BaTe el B CUCTEMY OCYIIECTBJISIETCS 110 JIOTUHY U naposo. IIpn neobxoanmocTn
MOXKHO BKJIIOYHUTB ayTeHTHHUKanuio 1o ceprudukaram Kpumnrollpo.

B atom paspene:

o Hacmpotxa aymenmugdurayuu no cepmugpuramam Kpunmollpo

o 3(12]71/3’7{(1 cepmu,(ﬁimama NOoADB306ANENA
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Hacrtpotiika ayreHtudumkauymm no ceptucpukaram Kpuntollpo

s mactpoitku ayrentudukanun mo cepruduraram Kpunrollpo BeimosauTe Citeaytomue aeiicTBus:

1. Barpysure na cepsep FindFace Security apxuset Kpunrollpo CSP 4.0 jyia Linux (x64, deb) u Kpuu-
tollpo DIIIT SDK 2.0 Linux x64.

2. PacnaxyiiTe 3arpy>keHHbBIE€ apXHUBBI.

3. U3 nupexropun /opt/ffsecurity/lib/python3.5/site-packages/ffsecurity_cproauth 3amycru-
Te cKpunT build.sh.

chmod +x build.sh
sudo ./build.sh

IIo TpeboBanmio CKpUIITa YCTAHOBUTE JONOJTHUTEIbHBIE deb-TTaKeThl U3 pacIiakOBaHHBIX apXUBOB.

Please install lsb-cprocsp-devel from CryptoPro CSP ( https://www.cryptopro.ru/
—products/csp/downloads )

apt install lsb-cprocsp-devel

4. Orkpoiite daitn kouduryparun findface-security.

sudo vi /etc/ffsecurity/config.py

5. JlobaBbTe B HETO CJIEIYIONIHE HACTPOUKMI:

UVICORN_SETTINGS = {

'proxy_headers': True

}

INSTALLED_APPS.append('ffsecurity_cproauth')
#REST_FRAMEWORK [ 'DEFAULT_AUTHENTICATION_CLASSES'] = ['ffsecurity.auth.Tokenduthentication’,
— 'ffsecurity_cproauth.auth.CryptoProlrTokenduthentication']

6. Ilepesamycrure findface-security.

sudo systemctl restart findface-security.service

Ha sTom HacTpoiika ayrenTudukamnuu mo ceprudpukaram Kpunrollpo 6yaer 3aBepiiena. MoKHO NpUCTYIUTH
K 3arpy3Ke CepTu(UKATOB B CUCTEMY.

3arpy3ka ceptudumkara nonb3osBatens

ljist TOro 9TOoOBI 3arpy3UTh CEPTUMUKAT IIOJIb30BATE/IS B CUCTEMY, BBIIIOJIHUTE CJIELYIOIIHe JefCTBUS:
1. Ilepeitgure Ha BRIaIKY Hacmpotixu. Beibepure Iloavzosamenu.
2. OTKpoiiTe KApTOUYKY TOJIb30BATEII.

3. Haxxmure Jlobasumsv cepmuguram.
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1.8 OGcny>xuBaHmne n ycTtpaHeHne HemcnpaBHOCTEWN

1.8.1 ObHosnenune FindFace Security go 4.2

ITpenyupexaenune: Hauunas c sepcun 4.1, FindFace Security ucnosnnsyer sHoByto Bepcuio Tarantool.
Buomerpuyeckas 6a3a qanubx u3 npeasrymux sepenit FindFace Security (4.0 u 6osee panaux) HECOB-
MECTUMA c FindFace Security 4.2. I[Ipu obrnoBsiennn npoykra 0 4.2 06s13aTeIbHO HCIIONIB3yiiTe (DYHK-
IO PE3ePEH020 KONUPOBAHUA / 60CCMano8.AeHUA (CM. TIOJHBIA aJrOPUTM HIXKE).

s obuossienust FindFace Security c jiro6oit npeabiayieit Bepcun 70 4.2 BBIIOJHUTE CJIEIYIONNe AefCTBUs:

1. Orkpotite daitn kouduryparun findface-security. Coxpanure s MOCIEAYIONIEr0 HCIOJIb30BA~
HUA 3HadeHud cienyromux apaMmerpos: EXTERNAL_ADDRESS, SECRET_KEY, VIDEO_DETECTOR_TOKEN,
ROUTER_URL.
sudo vi /etc/ffsecurity/config.py
EXTERNAL_ADDRESS = "http://172.20.77.58"

# use pwgen -sncy 50 1/tr "'" "." to generate your own unique key
SECRET_KEY = 'c8b533847bbf7142102de1349d33a1f6"
FFSECURITY = {
'VIDEO_DETECTOR_TOKEN': '381b0£4a20495227d04185ab02£5085f",
'ROUTER_URL': 'http://172.20.77.58"',
}

2. Ocranosure cepsuc findface-security.
sudo systemctl stop findface-security=*

3. CozpmaiiTe pe3epBHYIO KOIUIO OMOMETPpUIeCKOl 6a3bl JaHHBIX Ha OCHOBe Tarantool B 1000t BRIOpaHHO
JMpeKTopuur, Harpumep, /tmp/dump.

Cosert: llogpobuee cMm. Pesepsroe Konuposanue U 60CCMAHOBACHUE TPANUNULY OGHHDIL .
mkdir -p /tmp/dump

cd /tmp/dump

sudo findface-storage-api-dump -config /etc/findface-sf-api.ini

4. Ycranosute apt-pernosuropuii ¢ HoBoil Bepcueii FindFace Security, ucrosib3ysi KOHCOJIbHBINH MHCTAJLISI-
TOP COIVIACHO MHCTPYKIAU B 9MOM pasdene.

5. YcraHoBuTe IakeT pgbouncer CJeLyIONM 00pa3oM:
sudo apt update
sudo apt install -y pgbouncer

6. IIpemocraBbre HaIeXKHBLI HapoJIb HOJIb30BaTe o ntech (9T3g1nXy9yx3y8MIGmOfbef3dia8UTc3 B upu-
Mepe HIKe). BHecuTe ydeTHbIe J@HHBIE B CIIUCOK TI0JIb30BaTeseli pgbouncer.
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10.

11.

echo '"ntech" "9T3glnXy9yx3y8MIGmIfbef3dia8UTc3"' | sudo tee -a /etc/pgbouncer/userlist.txt

Hactpoiite pgbouncer. Orkpotite daitn /etc/pgbouncer/pgbouncer.ini u go6aBbTe 6a3y JAHHBIX
ffsecurity B paszgen databases. HacTpoiiTe npyrre mapaMeTpsl, KaK ITIOKa3aHO B MPUMepe HUKeE.

sudo vi /etc/pgbouncer/pgbouncer.ini

[databases]
ffsecurity = dbname=ffsecurity host=localhost port=5432 user=ntech

auth_type = plain
pool_mode = transaction
max_client_conn = 16384
syslog = 1

listen_port = 5439

CkomupyiiTe maposb nosb3oBaressi ntech (9T3glnXy9yx3y8MIGmOfbef3dia8UTc3 B mpumepe). B
PostgreSQL ycTaHOBHUTE CKOIMPOBAHHBIN 1Maposh i pojin ntech. OTKpoiiTe MHTEPAKTUBHBIN Tep-
vuHaT PostgreSQL. IloaBurca ctpoka postgres=#. Ilocie 3Haka # BBeINUTE CIIEAYIONIYIO KOMAHIY:
ALTER ROLE ntech PASSWORD ‘<crommpoBaHHEHI Iaponb>’.

sudo -u postgres psql

postgres=# ALTER ROLE ntech PASSWORD '9T3g1inXy9yz3y8MIGmIfbef3dia8UTc3";

Yepes nnrepakTuBHbII TepMuHas PostgreSQL cozmaiite 6a3y manubix ffcounter B PostgreSQL.

postgres=# CREATE DATABASE ffcounter WITH OWNER ntech ENCODING 'UTF-8' LC_COLLATE='C.UTF-8'y
—LC_CTYPE='C.UTF-8' TEMPLATE template0;

Cospnaiite n HacTpoiite pgbouncer.service.

sudo touch /etc/systemd/system/pgbouncer.service
sudo vim /etc/systemd/system/pgbouncer.service

Bcerasbre caemyromuit Ko

[Unit]

Description=Pgbouncer service

After=postgresql.service

Before=findface-security.service

[Service]

User=postgres

Group=postgres

ExecStart=/usr/sbin/pgbouncer "/etc/pgbouncer/pgbouncer.ini"
[Install]

WantedBy=multi-user.target

JobaBbTe pgbouncer.service B aBT03arpy3Ky W ME€PE3aIyCTUTE CEPBUC:

sudo systemctl enable pgbouncer.service
sudo systemctl restart pgbouncer.service

12. VYcranoure u3 pernosuropust HOBble cepBuchl FindFace Security B coorBeTcTBUU C TeKyIIeil apXuTek-
TYPHOI CXeMOMA.
CPU-Bepcus:
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13.

14.

sudo apt update

sudo apt install ffsecurity ffsecurity-ui findface-extraction-api findface-ntls findface-sf-
—api findface-tarantool-server findface-upload findface-video-manager findface-video-worker-
—cpu findface-counter

GPU-Bepcust:

sudo apt update

sudo apt install ffsecurity ffsecurity-ui findface-extraction-api-gpu findface-ntls findface-
—sf-api findface-tarantool-server findface-upload findface-video-manager findface-video-
—worker-gpu findface-gpudetector-data findface-counter

Baxkno: B kakoii-To MoMeHT BaM OyaeT IpPEIJIOKEHO BbLIOpaTb, KAKyIO BEpCHUI0 KOHQUIypa-
b

nmonnoro ¢aitra findface-security wucmonb3oBarh. Boibepure Bapmant Install the packages

maintainer’s version.

Jobasbre cepBuc findface-counter B aBTO3arpys3Ky.

sudo systemctl enable findface-counter

Orkpoiite daitn koudwurypanun findface-security u BcTaBbTe B HEro COXPaHEHHbIE 3Ha-
gyeHud mapaMmeTrpoB EXTERNAL_ADDRESS, SECRET_KEY, VIDEO_DETECTOR_TOKEN wu ROUTER_URL.
SamnosianTe pasmges DATABASES mno amajorum: ’PORT’: 5439, ‘USER’: ‘ntech’, ‘PASSWORD’:
‘9T3g1nXy9yx3y8MIGmOfbef3dia8UTc’ (maposs u3 /etc/pgbouncer/userlist.txt).

sudo vi /etc/ffsecurity/config.py

EXTERNAL_ADDRESS = "http://172.20.77.58"

DATABASES = {
'default': {
'ENGINE': 'django.db.backends.postgresql',
'DISABLE_SERVER_SIDE_CURSORS': True,
'NAME': 'ffsecurity',
'"PORT': 5439, 'USER': 'mtech', 'PASSWORD': '9T3glnXy9yx3y8MIGmOfbef3dia8UTc3'

# use pwgen -sncy 50 1/tr "'" "." to generate your own unique key
SECRET_KEY = 'c8b533847bbf7142102de1349d33al1f6"'

FFSECURITY = {
'VIDEO_DETECTOR_TOKEN': '381b0f4a20495227d04185ab02f5085f ",

'ROUTER_URL': 'http://172.20.77.58"',

15. N3menute cTpykTypy 6a3bl JaHHBIX Tarantool ¢ momorbio daiina tnt_schema.lua u3 HOBOI BepcUU.

sudo findface-security make_tnt_schema | sudo tee /etc/ffsecurity/tnt_schema.lua
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16.

17.

18.

19.

20.

21.

1.8.

Ocranosute mapapr findface-tarantool-server. Yuanure 6a3y ganubix Tarantool (6a3y mo ymou-
YAHUIO WM IAPJIBI).

sudo systemctl stop 'tarantool@*'

sudo rm -R /opt/ntech/var/lib/tarantool/shard-00%*/index/*
sudo rm -R /opt/ntech/var/lib/tarantool/shard-00%/snapshots/*
sudo rm -R /opt/ntech/var/lib/tarantool/shard-00%/xlogs/*

Ilepezamycture mapabr findface-tarantool-server.

TNT=$(1ls /etc/tarantool/instances.enabled/ | wc -1)
for i in $(seq 1 $TNT); do sudo systemctl start tarantool@shard-00%i.service ; done

Ilepesarpysure cepBUCHI.

sudo systemctl restart findface-security.service
sudo systemctl restart findface-ntls findface-extraction-api findface-video-worker* findface-
—video-manager findface-sf-api findface-counter

Boccranosure 6a3y gmanabix Tarantool uz pesepBHOi Komuu.

cd /tmp/dump

for x in *.json; do sudo findface-storage-api-restore -config /etc/findface-sf-api.ini < "$x";
« done

ITepenecure cxemy 6a3pr qanubix n3 FindFace Security B PostgreSQL, 3aHOBO co3maiiTe TPy MOJIb-
3oBaTesieil ¢ nPedycmanosAeHIbLMY TPABAME U IIEPBOTO MOJb30BATEISI ¢ IPABAMHU aMUHICTPATOPA.

sudo findface-security migrate
sudo findface-security create_groups
sudo findface-security create_default_user

IIepezamycture PostgreSQL.

Ha Ubuntu 16.04:

’sudo systemctl restart postgresql@9.5-main.service

Ha Ubuntu 18.04:

’sudo systemctl restart postgresql@l0-main.service

2 Pe3epBHOe konupoBaHWE U BOCCTAHOBJIEHME XPaHUANLL, AAHHbIX

DTOT pa3ies MOCBIIEeH Pe3ePBHOMY KONMMPOBAHUIO M BOCCTAHOB/IEHUIO XpaHuaul gadHabix FindFace Security.
CucremMa HCIIOIb3YeT CICAYIONINE XPAHUIAIIA:

e Buomerpudeckass 6a3a JaHHBIX Ha ocHOBe Tarantool, B KOTOpoi#t XpaHATCcsS OMoOMeTpudecKne 00pasIibl

(BEKTODBI IPU3HAKOB) U COOBITHsI UAeHTUMDUKAIMA JIATL.

e OcHoBHast 6a3a JTaHHBIX CUCTeMbI Ha OCHOBe PostgreSQL, B KOTOpOIT XpaHsiTCs BHYTPEHHUE IaHHBIE

CHUCTEMBI, JI0Che, YUeTHBIE 3aIMCU I10JIb30BaTesell 1 HACTPONKHN KaMep.

1.8.

O6cny>xnBaHune n ycTtpaHeHne HencnpasHOCTEN 107



FindFace Security, Boinyck 4.2 anti-COVID

e Karasor /var/lib/ffsecurity/uploads, B KOTOPOM XpaHATCHd 3arpy2KeHHbIE B j10cke doTorpadun,
BuIeodailibl, a TakyKe Takue apTedakThl COOBITUN, KaK MOJIHbIE KaPhl, MUHUATIOPHI JIUI[ 1 HOPMAJIV-
30BaHHBIE M300DAYKEHUsI JIUII,

e Karajor /var/lib/ffupload/, B KOTOPOM XPAHATCS TOJBKO TakKhe apTedaKThl COOBITUI, KAK MAHAA~
TIOPBI JIAIIL.

B atom pasgene:

e Pesepshoe Konuposanue U 60CCMAHOBACHUE DUOMEMPUUECKOT ba3vl DAHHDLT
— VYmuaumol
— Pesepsroe xonuposarue 6a3vi QaGHHVLL
— Bocemanosaenue 6a3vl danHvT

[ Pé’[ﬁ(ip(ﬁ’lt()(i ronuposarue 0CHOB8HOU ba3vl daHHHLT

L] P€.3€’[)6H()6 ronuposarue (lp’ffLG(f)(l%TlL()G

PesepBHoe konupoBaHue u BOCCTaHOBJIEHNE buomMeTpuyeckoi basbl gaHHbIX

B 6uomerpuyeckoit 6a3e mammbix Ha ocHOBe Tarantool ects 3 rasepeun:
e ffsec_dossier_face: bmomeTrpudeckue o0Opa3Iiibl, n3BjaedeHHbIe U3 hoTorpaduit B 10CHE.
e ffsec_events: OmoMmerpuyeckre o0Pa3Ilbl, U3BJIEUEHHbBIE U3 JIUI, OOHAPYKEHHBIX Ha BHUJIEO.

e ffsec_persons: IEHTPOUIBI IIEPCOH (BUPTYaJbHbIE OHOMETPHYECKHE 00PA3Ibl, YCPETHEHHDIE 110 BCEM
JIMLIAM [IEPCOHBI) U METa[AHHbIE.

QyHKIMOHAJ PE3ePBHOIO0 KOIMPOBAHUS U BOCCTAHOBJIEHUsI 0a3bl JAHHBIX ITO3BOJIAET IIPH HEOOXOIMMOCTH
BOCCTAHABJIMBATDH COJEPKUMOE JAHHBIX raJjepeil.

Jly1s mpeioTBpAaIeHns TOTEPY JAHHBIX CO3JaHNe PE3EPBHOM KON OMOMETPUIECKO 6a3bl JAHHBIX PEKOMEH-
JIyeTcs BBIIOJHATD 110 KpaitHeil Mepe 1 pa3 B Hemesio.

Pezepsryio konuio 6a3bl JAHHBIX TAK2Ke HY2KHO CO3JATh LEPeN Mu2payueli CHCTEMBI Ha APYTYIO OMOMeTpu-
9eCKYI0 MOJIENIb.

YTunnnrol

Jlj1si pe3epBHOIO KOIIMPOBAHUsI 1 BOCCTAHOBJIEHUsI OrMoMeTprieckoil 6a3bl Janubix FindFace Security meotxo-
JVIMBI CJIEYIOIIAE Y TUIATHL:

1. pesepBHOe KonmpoBanue: findface-storage-api-dump,
2. BoccranoBsieHne: findface-storage-api-restore.

ﬂaHHbIe YTUJINUTBI aBTOMATUYIECKU yCTaHaBJ/JIMBAKOTCA BMECTE C KOMIIOHCHTOM findface-sf- apl .

Pe3epsHoe konuposaHue 0a3bl JaHHbIX

Mo pPE3epBHOTO KOIIMPOBaHUSI GIOMETPUIECKOM 6a3bl JAHHBIX HCIIOJIB3YiiTe YTUIIATY
findface-storage-api-dump cie/yronmum oOpa3zom:
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Baxkno: Cepsucol findface-tarantool-server u findface-sf-api HO/KHBI OBITH AKTUBHBI.

Ilpumevuanue: PesepBHoe KonmmpoBaHme MOXKHO TaKxKe MPUMEHUTb K pacupeeseHHoil 06aze maHHbIX. B
3TOM ciay4dae yruiauTa findface-storage-api-dump co3acT pe3epBHBbIE KOIIMU BCEX MIAPAO0B, YKA3aHHBIX B
/etc/findface-sf-api.ini.

1. Ha cepsepe ¢ ycranosiennsim findface-sf-api co3zaiiTe KaTayor Jjis XPAHEHUA PE3EPBHBIX KOMUI
(/tmp/backup B upumepe HUKE).

2. Bamycrure yrumry findface-storage-api-dump ciesyromieit KOMaHOM:

’sudo findface-storage-api-dump -output-dir=/tmp/backup -config /etc/findface-sf-api.ini

YTuimura co37acT pe3epBHBbIE KOIUU BCEX rajiepefl M 3amluiieT WX B YKA3aHHBIA KaTajJor B BU-
ne daiutoB ¢ coorBercTBylomuMu umenamu ffsec_dossier_face.json, ffsec_events.json u
ffsec_monitoring. json. Dtu dailyibl COAEPXKAT BCE JaHHBIE, HEOOXOMUMbIE JJIsi TIOJTHOTO BOCCTAHOB-
JIEHUd TaJjiepeil.

BoccraHoBneHune 6asbl gaHHbIX

s BoccTaHOBJIEHUST OMOMETPUYIECKOH Oa3bI JTAHHBIX BBITOJIHUTE CJIELYIONINE TeHCTBUS:

1. Ucnonssyss HTTP API, cosmaiite rajiepen B Oaze janHbiX: ffsec_dossier_face, ffsec_events,
ffsec_monitoring.

Cosetr: CMm. HTTP API.

curl -D - -X POST -s 'http://localhost:8101/v2/galleries/add/ffsec_dossier_face'
curl -D - -X POST -s 'http://localhost:8101/v2/galleries/add/ffsec_events'
curl -D - -X POST -s 'http://localhost:8101/v2/galleries/add/ffsec_monitoring'

2. Banycrure yruinry findface-storage-api-restore st Bcex (hailyloB B MAIKE ¢ PE3EPBHBIMU KOIIH-
SAMU:

sudo findface-storage-api-restore -config /etc/findface-sf-api.ini /tmp/backup/*.json

IIpomecc BoccTaHOBIIEHHSI MOXKHO IPH HEOOXOJIMMOCTH IIPEPBAaTh C COXPAHEHHEM BBLIIOJHEHHOH pa-
60otTbl. a1 TOro dWTOOBI NLPOJOJKUTH NPOIECC IIOCJIE IIPEPBIBAHUS, CHOBA 3aIyCTHTE YTUJIUTY
findface-storage-api-restore.

CwMm.Tak>xke:
e Onuyuu peaepsrozo Konuposarus 6a3v. dGHHHLT

o ()n’u,uu 60CCMANO0BAEHUA 6A3DL OAHHHLT

PesepBHoe konupoBaHue 0CHOBHOW 0a3bl AaHHbIX

st pesepBHOrO KOmmpoBanus 6a3bl JaHHBIX PostgreSQL BoimosHnTe KOMAHTY:
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sudo -u postgres pg_dump ffsecurity > ffsecurity_postgres_backup.sql

Pe3sepsHoe konuposaHue apted)akTos

Apredarter FindFace Security, Takue kax 3arpyzkennbie (ororpacdun, Bugeodaiiibl u apredakTsbl coObI-
Tuil (HOJIHBIE KAIpbl, MUHUATIODDI JIUI[ ¥ HOPMAaJIM30BAHHbIE N300PaKeHUs JIUIL) XPAHATCH B CJIEAYIONMX
KaTaJIOTax:

e /var/lib/ffsecurity/uploads
e /var/lib/ffupload/

s pe3epBHOIO KOIMPOBaHUs apTedaKTOB BBIIIOJHATE KOMAH/LY:

tar -cvzf var_lib_ffsecurity_uploads.tar.gz /var/lib/ffsecurity/uploads
tar -cvzf var_lib_ffupload.tar.gz /var/lib/ffupload/

1.8.3 Murpauyus Ha gpyryto mogenb buometpuyeckoro obpasua

CoBetr: He crecusiiitech o0pamarbcd K HAINAM CIEIHAAJINCTAM II0 BOIPOCAM MUTPAIMH IO aPECY
support@ntechlab.com.

Baxkno: Ilepen murpanumeit 06si3aTe/IbHO CO3IANTE pe3epeHyo Konuo Da3bl JTaHHBIX.

WNuorja Bam MoxkeT moTpeboBaThest Murparus sxk3emiuisipa FindFace Security Ha apyryio Mozesb HeitpoHHOMN
ceru. Kak npasujio, jmanHasi poreaypa Heobxoauma IIpu OOHOBJIEHUH JI0 TIOCJIeIHell BEPCUU IIPOLYKTa.

Jlisi Toro 9ToO6hl MUIPUPOBATH CUCTEMY Ha JIPYTYI0 MOJEIb OMOMETPHUYECKOrOo 00paslia, UCIOJIb3yHTe yTH-
sury findface-sf-api-migrate. [l Toro 4robn epesarh HACTPOWKHA MUTPAINN, 3AIyCTUTE €€ C OIIHei
-config u ykaxure daityi KOHPUTYpAIUN, TOKA3AHHBIN B IPUMepPe HUXKE.

findface-sf-api-migrate -config <migration.ini>

IIpumep daitna kouduryparmmn:

extraction-api:
timeouts:
connect: 5s
response_header: 30s
overall: 35s
idle_connection: Os
extraction-api: http://127.0.0.1:18666
storage-api-from: # current location of the gallery
timeouts:
connect: 5s
response_header: 30s
overall: 35s
idle_connection: 10s
max-idle-conns-per-host: 20
shards:
- master: http://127.0.0.1:8001/v2/

(continues on next page)
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slave:
storage-api-to:
timeouts:
connect: 5s
response_header: 30s
overall: 35s
idle_connection: 10s
max-idle-conns-per-host: 20
shards:
- master: http://127.0.0.1:8002/v2/
slave: ""
workers_num: 3
faces_limit: 100
extraction_batch_size: 8
normalized_storage:
type: webdav
enabled: True
webdav:
upload-url: http://127.0.0.1:3333/uploads/
s3:
endpoint: 172.20.77.75:9000
bucket-name: sf-api-normalized
access-key: WOG6EQT6MC3BZC8136DW
secret-access-key: XnottrdxRFp70wfEGdkvKgkzKZ3mEa2Y9bYmob4I
secure: False
region: ""
operation-timeout: 10
public-url: 123

Mapametp Onucanue

extraction-api -> | Anpec findface-extraction-api ¢ HOBOIl MOMEIBIO OMOMETPUTIECKOTO 00-
extraction-api pasna B daiise Kouduryparmm.

storage-api-from [Tpexknee xpanusmine GnoMeTpudIecKux 06pasros (10 MUrparym)
storage-api-to Hogoe xpanumine GHOMETPUIECKUX 0OPA3IOB (IIOCIe MUTPATIIH)
normalized_storage -> | XpaHWInIne HOPMAJIN3OBAHHBIX N300ParKEHUHT JIUI]

upload-url

1.8.4 N3meHeHune cTpyKTypbl OuomeTpuyeckoin 6asbl gaHHbIX

B HekoTOpBIX Cityuasix BaM MOXKET TOTPEOOBATHCS IPUMEHUTH HOBYIO CTPYKTYPHYIO CXeMY K OMOMETPUIECKOM
6aze mamabix Tarantool, Hampumep, mpu OOHOBJIEHUN JI0 MTOCJIEIHENH BEPCUH MIPOILYKTA WX €CJIU HEOOXOIIMO
YCOBEPIIIEHCTBOBATh CTPYKTYPY 0a3bl JTAHHBIX, JJOOABUB B Hee JOMOJHUTEIbHbIE TApAMETPhI, PACIIMPEHHBIE
MeTa/JIaHHbIE JIUI] U T. [I.

B atom pasgene:

o O cmpyxmype buomempuueckoti 6a3vl AHHHLT

o lizmenenue CMpYKmypovl
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O cTpykType buomerpuyeckoii 6a3bl JaHHbIX

B FindFace Security crpykrypa 6a3bl JaHHBIX 3ajaeTcd depe3 daiti tnt_schema.lua.

CrpyKTypa mpeJcTaBiisieT coboii Habop moJiell, KayK0e U3 KOTOPBIX OIUCHIBAETCS CJICAYIONIME apaMeTpa-
MU:

e id: id moust;

® name: Ha3BaHUe II0JIA, JOJIZKHO COBIIQAATh C HA3BaHUEM COOTBETCTBYIOIICI'O IIapaMeTpa JIdIa,

field type: Tun JaHHbIX;

default: 3navenne no ymomganuio. Ecim 3nadenne mo ymosrdanuio 6osbire ‘leld — 17 To ero ciemyer
3alluChbIBaTh B BUJE CTPOKH, T. e. ¢“123123..°” BmMecTOo 123123. ..

Vcnonb3yemsrit mo ymosraanuio aitn tnt_schema.lua npuBeeH HuXKe:

meta_scheme = {
-- internal.normalized_id:

{
default = '',
field_type = 'string',
id = 1,
name = 'normalized_id',
},
-- internal.feat:
{
default = '',
field_type = 'string',
id = 2,
name = 'feat',
},
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:acknowledged:
{
default = 0,
field_type = 'unsigned',
id = 3,
name = 'm:acknowledged',
},
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:acknowledged_by:
{
default = 0,
field_type = 'unsigned',
id = 4,
name = 'm:acknowledged_by',
},
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:acknowledged_date:
{
default = 0,
field_type = 'unsigned',
id = 5,
name = 'm:acknowledged_date',
},
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:acknowledged_reaction:
{
default = '',
field_type = 'string',
id = 6,
name = 'm:acknowledged_reaction',

(continues on next page)
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-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:camera:

default = O,
field_type = 'unsigned',
id =7,

name 'm:camera’,

-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:camera_group:

default = 0,

field_type = 'unsigned',
id = 8,

name = 'm:camera_group',

-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:confidence:

default = "10000000000000000000",
field_type = 'unsigned',

id = 9,

name = 'm:confidence’',

-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:created_date:

default = O,

field_type = 'unsigned',
id = 10,

name = 'm:created_date',

-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:episode:

default = 0,

field_type = 'unsigned',
id = 11,

name = 'm:episode’,

-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:episode_open:

default = 0,

field_type = 'unsigned',
id = 12,

name = 'm:episode_open',

-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:f_age:

default = "10000000000000000000",
field_type = 'unsigned',

id = 13,

name = 'm:f_age',

-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:f_beard_class:

default = '',

field_type = 'string',

id = 14,

name = 'm:f_beard_class',

(continues on next page)

1.8. OOcnyxuBaHue n ycrpaHeHue HencnpasHOCTENR 113




FindFace Security, Boinyck 4.2 anti-COVID

(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

1,
-- <class 'ffsecurity.entities_tnt.event.
{
default = "10000000000000000000",
field_type = 'unsigned',
id = 15,
name = 'm:f_beard_score',
1,
-- <class 'ffsecurity.entities_tnt.event.
{
default = '',
field_type = 'string',
id = 16,
name = 'm:f_emotions_class',
1,
-- <class 'ffsecurity.entities_tnt.event.
{
default = "10000000000000000000",
field_type = 'unsigned',
id = 17,
name = 'm:f_emotions_score',
1,
-- <class 'ffsecurity.entities_tnt.event.
{
default = '',
field_type = 'string',
id = 18,
name = 'm:f_gender_class',
1,
-- <class 'ffsecurity.entities_tnt.event.
{
default = "10000000000000000000",
field_type = 'unsigned',
id = 19,
name = 'm:f_gender_score',
1,
-- <class 'ffsecurity.entities_tnt.event.
{
default = '',
field_type = 'string',
id = 20,
name = 'm:f_glasses_class',
},
-- <class 'ffsecurity.entities_tnt.event.
{
default = "10000000000000000000",
field_type = 'unsigned',
id = 21,
name = 'm:f_glasses_score',
},
-- <class 'ffsecurity.entities_tnt.event.
{
default = '',
field_type = 'string',
id = 22,
name = 'm:f_liveness_class',

models.

models.

models.

models.

models.

models.

models.

models.

ListEvent'>.m:f_beard_score:

ListEvent'>.

m:f_emotions_class:

ListEvent'>.

m:f_emotions_score:

ListEvent'>.

m:f_gender_class:

ListEvent'>.

m:f_gender_score:

ListEvent'>.

m:f_glasses_class:

ListEvent'>.

m:f_glasses_score:

ListEvent'>.m:f_liveness_class:

(continues on next page)
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},
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:f_liveness_score:
{
default = "10000000000000000000",
field_type = 'unsigned',
id = 23,
name = 'm:f_liveness_score',
},
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:f_medmask_class:
{
default = '',
field_type = 'string',
id = 24,
name = 'm:f_medmask_class',
},
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:f_medmask_score:
{
default = "10000000000000000000",
field_type = 'unsigned',
id = 25,
name = 'm:f_medmask_score',
},
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:f_race_class:
{
default = '',
field_type = 'string',
id = 26,
name = 'm:f_race_class',
},
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:f_race_score:
{
default = "10000000000000000000",
field_type = 'unsigned',
id = 27,
name = 'm:f_race_score',
},
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:thumbnail:
{
default = '',
field_type = 'string',
id = 28,
name = 'm:thumbnail',
},
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:frame:
{
default = '',
field_type = 'string',
id = 29,
name = 'm:frame',
},
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:frame_coords_bottom:
{

default = O,

field_type = 'unsigned',

id = 30,

name = 'm:frame_coords_bottom',

(continues on next page)
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},
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:frame_coords_left:
{
default = O,
field_type = 'unsigned',
id = 31,
name = 'm:frame_coords_left',
},
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:frame_coords_right:
{
default = 0,
field_type = 'unsigned',
id = 32,
name = 'm:frame_coords_right',
},
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:frame_coords_top:
{
default = 0,
field_type = 'unsigned',
id = 33,
name = 'm:frame_coords_top',
},
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:pk:
{
default = O,
field_type = 'unsigned',
id = 34,
name = 'm:pk',
},
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:matched:
{
default = 0,
field_type = 'unsigned',
id = 35,
name = 'm:matched’,
},
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:matched_dossier:
{
default = 0,
field_type = 'unsigned',
id = 36,
name = 'm:matched_dossier',
},
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:matched_face:
{
default = 0,
field_type = 'unsigned',
id = 37,
name = 'm:matched_face',
},
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:matched_lists:
{
default = {7},
field_type = 'set[unsigned]',
id = 38,
name = 'm:matched_lists',
(continues on next page)
116 Fnasa 1. PykoBoacTtBo agmuHucTpatopa




FindFace Security, Boinyck 4.2 anti-COVID

(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

1,
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:normalized_photo:
{
default = '',
field_type = 'string',
id = 39,
name = 'm:normalized_photo',
1,
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:quality:
{
default = "10000000000000000000",
field_type = 'unsigned',
id = 40,
name = 'm:quality’,
1,
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:scores:
{
default = '',
field_type = 'string',
id = 41,
name = 'm:scores’',
1,
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:video_source:
{
default = 0,
field_type = 'unsigned',
id = 42,
name = 'm:video_source',
1,
-- <class 'ffsecurity.entities_tnt.dossier_face.models.DossierFace'>.m:dossier:
{
default = 0,
field_type = 'unsigned',
id = 43,
name = 'm:dossier’,
1,
-- <class 'ffsecurity.entities_tnt.dossier_face.models.DossierFace'>.m:modified_date:
{
default = 0,
field_type = 'unsigned',
id = 44,
name = 'm:modified_date',
},
-- <class 'ffsecurity.entities_tnt.dossier_face.models.DossierFace'>.m:source_photo:
{
default = '',
field_type = 'string',
id = 45,
name = 'm:source_photo',
1,
-- <class 'ffsecurity.entities_tnt.dossier_face.models.DossierFace'>.m:source_photo_name:
{
default = '',
field_type = 'string',
id = 46,
name = 'm:source_photo_name',

(continues on next page)
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}

}’

-- Fields referenced by multiple models: m:frame_coords_left, m:frame_coords_right, m:frame_coords_
—top, m:pk, m:created_date, m:frame_coords_bottom, m:thumbnail
meta_indexes = {'m:episode', 'm:episode_open'}

N3meHeHne cTpykTypbl

s n3Menenust CTPYKTYPhI Oa3bl TAHHBIX BLITOJHUTE CJIETYIOIINE TeHCTBUA:

1.

OcranoBute ceppuc findface-security.

sudo systemctl stop findface-security.service

CozpaiiTe pe3epBHYIO KOIMIO OHOMETPUYECKOil 6a3bl JAHHBIX B JIFOOOI BHIOPAHHON JUPEKTOPUH, HAIIPU-
Mep, /tmp/dump.

Coser: Ho;gp06Hee CM. P636[)6H06 KOnupoearHue U 60CCMAHOBAEHUE TPAHUAUUL JaHHBLT .

mkdir -p /tmp/dump
cd /tmp/dump
sudo findface-storage-api-dump -config /etc/findface-sf-api.ini

IToxrorosere daitn tnt_schema.lua ¢ HOBOI CTPYKTYpOil Oa3bl TAHHBIX.

WamennTe cTpyKTypy 0a3bl JAHHBIX C ITOMOIIBIO MOATOTOBJIEHHOTO (haiiia tnt_schema.lua.

sudo findface-security make_tnt_schema | sudo tee /etc/ffsecurity/tnt_schema.lua

Orkpoiite daitin koudurypanuu Tarantool. Yoenurecs, uro nepes cexnueiit FindFace . start jgobasite-
Ha crpoka dofile("/etc/ffsecurity/tnt_schema.lua"), a mepemenHas meta_scheme=meta_scheme
onpejeneHa B nmapamerpax FindFace.start.

sudo vi /etc/tarantool/instances.enabled/<shard_OON>.lua
dofile("/etc/ffsecurity/tnt_schema.lua")

FindFace.start("127.0.0.1", 8101, {
license_ntls_server="127.0.0.1:3133",
meta_scheme = meta_scheme

b

Yaamure 6a3y panabix Tarantool (6a3y 1m0 yMOTYAHUIO MJIM MIAPJIBI).

sudo rm -f /opt/ntech/var/lib/tarantool/default/{index,snapshots,xlogs}/*
sudo rm -f /opt/ntech/var/lib/tarantool/shard-001/{index,snapshots,xlogs}/*

sudo rm -f /opt/ntech/var/lib/tarantool/shard-00N/{index,snapshots,xlogs}/*

Boccranosure 6a3y mamubix Tarantool u3 pe3epBHOI KOIHUH.
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Baxkno: Ecjm HeKoTOpBIE IpexKHME I0JIsi OTCYTCTBYIOT B HOBOH CTPYKType 0a3bl JaHHBIX, CHAYAJIA
moTpebyeTcss BpYYHYIO YAAJUTH COOTBETCTBYIOIINE JAHHBIE U3 PE3EPBHON KOIUU.

cd /tmp/dump

for x in *.json; do curl -X POST "http://127.0.0.1:18411/v2/galleries/${x// .json}"; done

for x in *.json; do sudo findface-storage-api-restore -config /etc/findface-sf-api.ini < "$x";
— done

8. Bamycrure cepsuc findface-security.

sudo systemctl start findface-security.service

1.8.5 VYpaneHue ak3emnnsipa npoaykrta

Ber moxkere aBromarmdecku ypaauTh FindFace Security Bmecre ¢ 6a30it JaHHBIX C MOMOINBIO CKPHIITA
ffsec_uninstall.sh. Ilepen ymaserueMm OymayT cO3/mMaHbI pe3epBHBbIE KOMWHU (DAIOB KOHMUTYpAIMH 1 Oa-
3bl JIAHHBIX.

Brimonnure ciemyroniue neicTBus:

1. Barpysure ckpunt ffsec_uninstall.sh B 060il KaTaJOr Ha cepBepe yCTaHOBKU (Hanpumep, B /home/
username/).

2. U3 JaHHOI'O KaTaJiora C,HeJIafITe CKPUIIT UCIIOJIHAEMBIM.

’chmod +x ffsec_uninstall.sh

3. 3alrycTuTe CKpHIIT.

’ sudo ./ffsec_uninstall.sh

4. Otserbre all Ha BOIPOC MHTEPAKTUBHOTO MaCTepa yaJleHus, YTOOBI IOJHOCTHIO yiaaauTb FindFace
Security Bmecre ¢ 6a30ii JaHHBIX.

1.8.6 lNpoBepka cTaTyca KOMMNOHEHTOB

IIpoBepbTe cTaTyCc KOMIIOHEHTOB, €CJIU BBl CTOJKHYJIACH C IIPODJIEMOIT B CUCTEME.

KomnoneHT KomaHga gnsi npocmoTpa craTtyca cepsuca
findface-extraction-api sudo systemctl status findface-extraction-api.service
findface-sf-api sudo systemctl status findface-sf-api.service
findface-tarantool-server | sudo systemctl status tarantool@FindFace.service
findface-video-manager sudo systemctl status findface-video-manager.service
findface-video-worker sudo systemectl status findface-video-worker*.service
findface-ntls sudo systemctl status findface-ntls
findface-security sudo systemctl status findface-security™

etcd sudo systemctl status etcd.service

NginX sudo systemctl status nginx.service

memcached sudo systemctl status memcached.service
postgresql sudo systemctl status postgresql*

redis sudo systemctl status redis.service
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1.8.7 Jlor-cpaiinbl

IIpu pazbope HemTaTHBIX CHUTYyaInil UCHIOJB3YUTE JIOTH, COAEPXKAIINE MOAPOOHYIO TETAJIMPOBKY BCEX COOBI-
THU, TPOUBONIIEIINX B CUCTEME.

KomnoHeHT KomaHpa pns npocmoTpa nora
findface-extraction-api sudo tail -f /var/log/syslog | grep extraction-api
findface-sf-api sudo tail -f /var/log/syslog | grep sf-api
findface-tarantool-server | sudo tail -f /var/log/tarantool/FindFace.log
findface-video-manager sudo tail -f /var/log/syslog | grep video-manager
findface-video-worker sudo tail -f /var/log/syslog | grep video-worker
findface-security sudo tail -f /var/log/syslog | grep findface-security
findface-ntls sudo tail -f /var/log/syslog | grep ntls
findface-security sudo tail -f /var/log/syslog | grep security

etcd sudo tail -f /var/log/syslog | grep etcd

Ber Takake mMoxkeTe MOCMOTPETH AYAUT-JIOTU IS KAXKJIOTO KOMIOHEHTA. Jljis 9TOro mcmonb3yiiTe KOMaHIy
journalctl -u <component>, Halpumep:

journalctl -u findface-extraction-api

Baxkno: st Toro 94ro0bl BKJIIOYUTH XpaHeHue ayauT-jioros Ha kecrkoM jucke B OC Ubuntu, B daiine
/etc/systemd/journald.conf pacKOMMEHTHUPYHTE U U3MEHHTE HapaMeTp Storage CJeAyIONM 00pa30oM:

sudo vi /etc/systemd/journald.conf

[Journal]
Storage=persistent

IIpu HeoOXOmMMOCTH TaKXKe PACKOMMEHTHDYIiTe U M3MEHHUTe 3HatdeHrne napamerpa SystemMaxUse. Jlanubrit
apaMerTp OUpPee/seT B MPOIEHTaX MAKCUMAJIbHBIN 00beM JIOroB Ha KecTKoM jucke (o ymosrdanuio 10%).

’ SystemMaxUse=15

s Toro arobsr mpocmorpers ayauT-jgoru B OC Ubuntu, BBITOIHATE CJIEIYIONYI0 KOMAHTY:

’journalctl -o verbose SYSLOG_IDENTIFIER=ffsecurity

IIpu pacmudpoBke ayauT-I0roB B IEpBYIO 04Yepenb obpaiiaiTe BHUMaHIE Ha CJIEAYIOINe TapaMeTPhI:
e REQUEST_USER: 11osib30BaTe/Ib, KOTOPBIH BBIIOJHUJ U3MEHCHULI;
e REQUEST_PATH: URL 3zampoca;
e REQUEST_DATA: naHHBIE 3a1IpOCa.

Huzke mpuBenen nmpumep Jora co3ganus goche ¢ 1d=1879 moab3oBaresnem admin:

Fr 2017-12-22 17:53:32.436258 MSK [s=0b5566699751426983e13241301205e9;1i=e26015;
—b=907c34cc1£de4398af63bb575587d9%ba ;m=246£620c449;t=560eefaf59bch;x=ed60al136c8fc6362]
PRIORITY=6
_UID=123
_GID=130
_CAP_EFFECTIVE=0

(continues on next page)
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_BOOT_ID=907c34cc1fde4398af63bb575587d9ba

_MACHINE_ID=a3eea61c03e041ef8e64d5c72f5fce40

_HOSTNAME=ntechadmin

SYSLOG_IDENTIFIER=ffsecurity

THREAD_NAME=MainThread

_TRANSPORT=journal

_PID=6579

_COMM=findface-securi

_EXE=/opt/ffsecurity/bin/python3

_CMDLINE=/opt/ffsecurity/bin/python /opt/ffsecurity/bin/findface-security runworker

_SYSTEMD_CGROUP=/system.slice/system-findface\x2dsecurity\x2dworker.slice/findface-security-
—worker@4.service

_SYSTEMD_UNIT=findface-security-worker@4.service

_SYSTEMD_SLICE=system-findface\x2dsecurity\x2dworker.slice

CODE_FILE=/opt/ffsecurity/lib/python3.5/site-packages/ffsecurity/mixins.py

CODE_LINE=94

CODE_FUNC=finalize_response

REQUEST_USER=admin

LOGGER=ffsecurity.audit

MESSAGE=N8Be05il POST /dossier-faces/ 201 by admin

REQUEST_DATA={"dossier": "'1879'", "source_photo": "<InMemoryUploadedFile: 14927016033292449.
—Jjpeg (image/jpeg)>"}

REQUEST_PATH=/dossier-faces/

REQUEST_ID=N8Be05il

_SOURCE_REALTIME_TIMESTAMP=1513954412436258

B caenyromem npumepe s gocbe ¢ id=1879 3ampammBaeTcs CIIMCOK JIUTL:

Fr 2017-12-22 17:53:32.475467 MSK [s=0b5566699751426983e13241301205e9;1i=e26016;
—b=907c34cc1fded398af63bb575587d9ba ;m=246f6215d82;t=560eefaf634fe;x=b1374a144a46b5cd]

PRIORITY=6

_UID=123

_GID=130

_CAP_EFFECTIVE=0

_BOOT_ID=907c34cc1fde4398af63bb575587d9ba

_MACHINE_ID=a3eea61c03e041ef8e64d5c72f5fce40

_HOSTNAME=ntechadmin

SYSLOG_IDENTIFIER=ffsecurity

THREAD_NAME=MainThread

_TRANSPORT=journal

_COMM=findface-securi

_EXE=/opt/ffsecurity/bin/python3

_CMDLINE=/opt/ffsecurity/bin/python /opt/ffsecurity/bin/findface-security runworker

_SYSTEMD_SLICE=system-findface\x2dsecurity\x2dworker.slice

_PID=6588

_SYSTEMD_CGROUP=/system.slice/system-findface\x2dsecurity\x2dworker.slice/findface-security-
—worker@2.service

_SYSTEMD_UNIT=findface-security-worker@2.service

CODE_FILE=/opt/ffsecurity/lib/python3.5/site-packages/ffsecurity/mixins.py

CODE_LINE=94

CODE_FUNC=finalize_response

REQUEST_USER=admin

REQUEST_DATA={}

LOGGER=ffsecurity.audit

MESSAGE=Dee7Qvy4 GET /dossier-faces/7dossier=1879%1imit=1000 200 by admin

REQUEST_ID=Dee7Qvy4

(continues on next page)
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REQUEST_PATH=/dossier-faces/?dossier=1879&1imit=1000
_SOURCE_REALTIME_TIMESTAMP=1513954412475467

1.8.8 JlnueHnsupoBaHue
MpocmoTtp n obHOBNEHUE NULEH3UN

st mpocMoTpa TekyIeil nHGOPMAIUK 110 JIUIEH3NN Wik ee 0OHOBJIeHUs, epeiiqure B Hacmpotxu -> Jlu-
UEHBUA.

HacTtpoiku NnueH3ns

Obee OrpaHuyeHns

DeiicTeyowan .

3nuzopp!
Y Tun online

Id nueHzum 61063ce

Nnuensmns h/ /import_| d ddf 0ae962fbed8645e196d1.lic
3arpy3uTb HOBbIA Gain NULIEH3NUN
HepuF
AHee

ob6HOBNEHUE

nexo 14:

( KyMUTb MM 0GHOBMTb MLIEH3MID

’:I HacTpoiikn

YcTpaHeHue Henonagok ¢ nuueH3upoBaHnem u findface-ntls

IIpu ycrpasenun HenosaJok c Jjmnensueir u cepsepom findface-ntls (cm. [lpunyun /LuueHsupoeaH’zm)
[IEPBBIM IIArOM SIBJISIETCS ITOJIydYeHre MHQOPMAIMKA O JIMIEH3UU U CTaTyce CepBepa. JTO MOXKHO CJejaTh,
ornpasuB API-3anpoc B findface-ntls. JlelicTBus 0 yCTPaHEHUIO HEMOIAJOK TIPEIITPUHUMAIOTCS B yIETOM
coumepxkanus API-orsera.

Coser: Ilo BompocaM ycTpaHeHHsI HEIOJAJO0K obpalmafiTech K HAIIUM CIEIHAJIACTAM 110  aJpecy
support@ntechlab.com.

st momydaenust nadopmanun o auyensuu FindFace Security u craryce findface-ntls, BBIIOJHATE B KOH-
cosu cepsepa findface-ntls ciaeayoniyro KOMaH/Ly:

curl http://localhost:3185/1license.json -s | jq

Ortser Oyzer BosBpaiieHn B popmare JSON. OpauM n3 Hanbojiee 3HAYUMBIX [IAPAMETPOB B OTBETE SIBJISIETCSI
last_updated. On nmoka3blBaeT B CEKYH/IaX, KaK JIABHO B IIOCJETHUN Pa3 IPOBEPIIACH JIOKAJIbHAST JINIEH3NS.

Wurepuperupyiite 3Hadenne napamerpa last_updated ciemyromum 0O0pasom:
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[0, 5] — BCe paGoraer OTIUIHO.

(5, 30] — BO3MOXKHO MMEIOT MeCTO OBITh KaKHe-TO HPOBJIEMBI CO CBS3bIO, JIUOO € JOKAJIBHBIM HAKOIIH-
TeJeM, TJe XpaHaTcst (ailabl JUIeH3niA.

(30; 120] — moUTH HABEPHSKA CIIyIHUIIOCH ITO-TO HEXOPOIIIEE.

(120, OO) — He yJaeTCd IIOJIYIUTh OTBET OT MCTOYHHKa JIMIEH3UPOBaHUA B T€Y€HUE IJIUTEJIbHOI'O Bpe-
MEHHU. HeO6XO,Z[I/IMO BMeIIaTeJIbCTBO.

e "valid": false: cB#A3b C HCTOYHUKOM JIMIIEH3UPOBAHUS TaK W HE ObLIA yCTAHOBJICHA.

curl http://localhost:3185/license.json -s | jq

{

"name": "NTLS",
"time": 1565186356,
"type": "online",
"license_id": "61063ce4b86945e1b70c3bdbedeadb3b",
"generated": 1514467939,
"last_updated": 5,
"valid": {
"value": true,
"description": ""
},

"source": "/opt/ntech/license/import_

—b68d7b7ec9a7310d18832035318cf£0c9ddf11e3a9ab0ae962fbed8645e¢196d1.1ic",

"limits": [

{
"type": "time",
"name": "end",
"value": 1609161621

},

{
"type": "number",
"name": "faces",
"value": 9007199254740991,
"current": O

},

{
"type": "number",
"name": "cameras",
"value": 4294967295,
"current": O

},

{
"type": "number",
"name": "extraction_api",
"value": 256,
"current": O

},

{
"type": "boolean",
"name": "gender",
"value": true

},

{

"type": "boolean",
llna!ne "n. llagell

. 3
"value'": true

(continues on next page)
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3,
{
"type": "boolean",
"name": "emotions",
"value": true
}’
{
"type": "boolean",
"name": "fast-index",
"value": true
},
{
"type": "boolean",
"name": "sec-genetec",
"value": false
3,
{
"type": "boolean",
"name": "countries",
"value": false
},
{
"type": "boolean",
"name": "beard",
"value": false
},
{
"type": "boolean",
"name": "glasses",
"value": false
3,
{
"type": "boolean",
"name": "liveness",
"value": false
}
1,
"services": [
{
"name": "video-worker",
"ip": "127.0.0.1:53276"
},
{
"name": "FindFace-tarantool",
"ip": "127.0.0.1:53284"
},
{
"name": "FindFace-tarantool",
"ip": "127.0.0.1:53288"
}
]
}
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1.8.9 AsBTOomaTuyeckoe BoccTaHoBMeHue Tarantool

Ecmm apxurekrypa Bameit cucremsr He obecrieanBaer OecrepeboiiHy 0 T0CTyTHOCTh cepBepoB Tarantool, pe-
KOMEH/IYeTCsI BKJIIOUATH ABTOMATUIECKOE BOCCTAHOBJIEHUE 0a3bl JAHHLIX. B 9TOM ciryuae KarKIplil pa3 mpu
BO3HUKHOBEHUH OIIMOKHU BO BpeMs uTenus daiiia .snap uian .xlog, Tarantool monbitaercs mpoYuTaTh Kak
MOXKHO 0o0JibIlte HHPOPMAIUKA U BOCCTAHOBUTH (ailsl, UTHOPUPYs ONThIE 3aIIUCH.

,D;.HSI BKJIIOUEHHS aBTOMATAYECKOTIO BOCCTAHOBJICHUS Oa3bI JIaHHBIX BBIIIOJTHUTE CJICJIYIOIINEe AeﬁCTBHHZ

1. Orkpoiite daitn koudurypamun Tarantool.

sudo vi /etc/tarantool/instances.enabled/FindFace.lua

2. Packommentupyiite force_recovery = true.

box.cfg{

force_recovery = true,

1.8.10 Py4Has oumucTtka 6a3bl gaHHbIX OT CTapbix COObLITUI U 3NM30408B

Cosert: /[ljis1 HACTPOITKM aBTOMATHYIECKOTO YAAJEHUS COOBITUI U 31m30/10B cM. Asmomamuueckoe ydarerue
Ccmapuvlr cobvimull U aNnuU300086.

st py4YHOrO ylajieHusl CTapbIX COOBITUI M 31mm30/0B U3 6a3bl JaHHBIX FindFace Security ucmosibsyiite
yrmwmTy cleanup_events. Bbl Moxkere BhIOpaTh yjajieHHe TOJIBKO COOBITHIl, JJisi KOTOPBIX OTCYyTCTBYIOT
COBIIQJIEHUsI C JOChE, UJIU TOJIBKO COOBITHI C COBIIAJIEHUSIMU, 8 TAK¥Ke BBIOPATH YIAJEHUE TOJBKO IMOJIHBIX
KaJIpOB COOBITHIA.

CupaBska 1o ytuiaure cleanup_events BbI3BIBAETCs CIEHAYIONIEH KOMAHIOIM:

sudo findface-security cleanup_events --help
usage: findface-security cleanup_events [-h] [--matched-age MATCHED_AGE]
[--unmatched-age UNMATCHED_AGE]
[--fullframe-matched-age FULLFRAME_MATCHED_AGE]
[--fullframe-unmatched-age FULLFRAME_UNMATCHED_AGE]
[--version] [-v {0,1,2,3}]
[--settings SETTINGS]
[--pythonpath PYTHONPATH]
[--traceback] [--no-color]
Delete old events
optional arguments:
-h, --help show this help message and exit
--matched-age MATCHED_AGE
Minimum age in days of matched events to clean up
--unmatched-age UNMATCHED_AGE
Minimum age in days of unmatched events to clean up
--fullframe-matched-age FULLFRAME_MATCHED_AGE
Minimum age in days of matched events fullframes to
clean up
--fullframe-unmatched-age FULLFRAME_UNMATCHED_AGE
Minimum age in days of unmatched events fullframes to
clean up
--version show program's version number and exit

(continues on next page)
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-v {0,1,2,3}, --verbosity {0,1,2,3}
Verbosity level; O=minimal output, l=normal output,
2=verbose output, 3=very verbose output

--settings SETTINGS The Python path to a settings module, e.g.
"myproject.settings.main". If this isn't provided, the
DJANGO_SETTINGS_MODULE environment variable will be
used.

--pythonpath PYTHONPATH
A directory to add to the Python path, e.g.
"/home/djangoprojects/myproject".

--traceback Raise on CommandError exceptions

--no-color Don't colorize the command output.

s ymameHuss coObITHI W SMHU30I0B CTApPINE OIPEIEJIEHHOTO KOJIMYECTBA JIHEH WCIOJIb3yHTe OIINIO
-matched-age/-unmatched-age. Hanpumep, juis yiaasenus: cobbiTuil 1 30130108 63 coBlaieHuil crapiie 5
)IHefI BBIIIOJIHUTE KOMaH/1Y:

’sudo findface-security cleanup_events --unmatched-age 5 ‘

st yiasmenust cOOBITHI ¢ COBIIAJEHUSIME CTapIie 5 JHEH BBITIOJHUTE KOMAHLY:

’sudo findface-security cleanup_events --matched-age 5 ‘

Ciremymolire KOMaH bl YIAJISIOT TOJBKO MOJIHBIE KaJIPbl COOBITHI ¢ COBIIAJIeHUSIME U 6e3:

sudo findface-security cleanup_events --fullframe-matched-age 5
sudo findface-security cleanup_events --fullframe-unmatched-age 5

Baxkuo: loske ObITh 3a/1aH X0Ts Obl OJIUH U3 apryMeHTOB -matched-age/-unmatched-age/-fullframe-matched-age,
-fullframe-unmatched-age.

1.8.11 OTkntoyeHue cepBuCoB

Cy1mecTByeT BO3MOXKHOCTh OTKJIIOUHTH ciemytomue cepBuchl FindFace Security, ecjiu BbI uMu He 1OJIb3yeTech:
e DIM30/pbl,
e Bebxyku,
e Cuerunku,
e Ilepconsnr.

s sroro orkpotite daiin kouduryparun findface-security u BHecuTe u3Menenus B pa3zaesa SERVICES.

sudo vi /etc/ffsecurity/config.py

# disable unused services to increase
# overall system performance in some cases.
SERVICES = {
"ffsecurity": {
"episodes": False,
"webhooks": False,
"persons": False,

(continues on next page)
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"counters": False,

B pesysibrare coorBercTBYyIOIINE BKIAJIKN NCUYE3HYT U3 BeO-uHTEP(DEiica.

ITpumeuanue: Bkiiajka ocranercs, eciu Ha Hell ecTb Kakue-nbo o6beKThl (Harpumep, Ha BriIagke Cuem-
wuky co3manbl caerankn). OHAKO HOBBIE apTedaKThl IEPECTAHYT TIOCTYIIATD.

1.9 lMpunoxkeHuns

1.9.1 HacTpoiika wucgpoBaHusa AaHHbIX

st obecnieyenns: 6e30MacHOCTH JAHHBIX BKJOunTe SSL-mudposanue. BoimoiHuTte ciemgyomnme qeiicTBust:

Baxkno: Vcnonab3oBanne caMOIOAIUCAHHOTO cepTrUKATA HE PEKOMEHIYETCS.

1. B mupekrtopum ¢ KoHduUrypanmeil nginx cosjaiiTe Karajor s XpaHeHus uHpoOpMammum o SSL-
g pOBAHIY:

sudo mkdir /etc/nginx/ssl

2. Cozpaiite kitod u ceprucukar SSL:

sudo openssl req -x509 -nodes -days 365 -newkey rsa:2048 -keyout /etc/nginx/ssl/my-example-
—domain.com.key -out /etc/nginx/ssl/my-example-domain.com.crt

st 3anonenus mosteit ceprudukaTa BaM OyIeT MPeIIoKeH0 HECKOIBKO BOnpocoB. OTBeThTE Ha HIUX,
yaeauB ocoboe BHMMaHUE cTpoke Common Name. B Heit mykHo BBecTH mMs wau myosauanbiii IP-amgpec
JIOM€Ha, CBSI3aHHOIO ¢ cepBepoM. Cozmannble daiiyibl Kiao4da my-example-domain.com.key u cepTu-
dukara my-example-domain. com.crt OyJayT coxpaHeHbI B KaraJjore /etc/nginx/ssl.

3. Hacrpoitre nginx mns wmcnosbzoBanus SSL. Otkpoiire daitn koudurypamun nginx /etc/nginx/
sites-available/ffsecurity-nginx.conf. Buecure B daii ciremyrornime n3MeHEHUS:

1. obasbTe HOBBIN pa3en server {...}, comep:xkamuit mpasuo 3amensl URL:

server {
listen 80;
server_name domain.ru www.domain.ru;
rewrite ~(.*) https://domain.ru$l permanent;
access_log off;

2. 3akOMMEHTHDPYHTE CJIeIyIoIue CTPOKH B CYINECTBYIOEM pasjene server {...}:

# listen 80 default_server;
# listen [::]:80 default_server;

3. [obaBbre ciieyroliye CTPOKH, BKJOUYAs IYTH K CepTU(UKATY U KJIIOUY, B CYIIECTBYIO-
muii pasaen server {...}:
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listen 443 ssl;

ssl_certificate /etc/NGINX/ssl/domain.crt;
ssl_certificate_key /etc/nginx/ssl/domain.key;

4. B obmem aiiie xoudwuryparmn /etc/nginx/nginx.conf wualiure pazgesn SSL
Settings 1 106aBbTE B €r0 KOHET] CJIEAYIONIEe CTPOKM:

ssl_session_cache shared:SSL:10m;
ssl_session_timeout 1h;

[Ipumep daitna xouduryparun /etc/nginx/sites-available/ffsecurity-nginx.conf c
KOPPEKTHO 33JIaHHBIMU HacTpoiikamu SSL nokazaH B ipuMepe HIKe:

upstream ffsecurity {
server 127.0.0.1:8002;
}

upstream ffsecurity-ws {
server 127.0.0.1:8003;
}

map $http_upgrade $ffsec_upstream {
default "http://ffsecurity-ws";
"" "http://ffsecurity";

}
server {
listen 80;
server_name domain.ru www.domain.ru;
rewrite ~(.*) https://domain.ru$l permanent;
access_log off;
}
server {

# listen 80 default_server;

# listen [::]1:80 default_server;

listen 443 ssl;

ssl_certificate /etc/nginx/ssl/domain.crt;
ssl_certificate_key /etc/nginx/ssl/domain.key;

root /var/lib/ffsecurity;
autoindex off;
server_name _;
location = / {
alias /usr/share/ffsecurity-ui/;
try_files /index.html =404;
}
location /static/ {
}

location /uploads/ {
add_header 'Access-Control-Allow-Origin' 'x*';

(continues on next page)
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add_header 'Access-Control-Allow-Methods' 'GET';
add_header 'Access-Control-Allow-Headers' 'DNT,User-Agent,X-Requested-
—With,If-Modified-Since,Cache-Control,Content-Type,Range,Authorization';
add_header 'Access-Control-Expose-Headers' 'Content-Length,Content-Range

="'
add_header 'Access-Control-Max-Age' 2592000;
}
location /ui-static/ {
alias /usr/share/ffsecurity-ui/ui-static/;
}
location /doc/ {
alias /opt/ffsecurity/doc/;
}
location ~ /videos/(7<video_id>[0-9]+)/upload/(.*)$ {
if ($request_method = 'OPTIONS') {
add_header 'Content-Type' 'text/plain; charset=utf-8';
add_header 'Content-Length' O;
return 204;
}
set $auth_request_uri "http://ffsecurity/videos/$video_id/auth-upload/";
auth_request /video-upload-auth/;

alias "/var/lib/ffsecurity/uploads/videos/$video_id.bin";
client_max_body_size 15g;

dav_access user:rw group:rw all:rw;
dav_methods PUT;

create_full_put_path on;
autoindex off;
autoindex_exact_size off;
autoindex_localtime on;
charset utf-8;

add_header 'Access-Control-Allow-Origin' 'x*';
add_header 'Access-Control-Allow-Methods' 'PUT, OPTIONS';
add_header 'Access-Control-Allow-Headers' 'authorization';
}
location = /video-upload-auth/ {
internal;
client_max_body_size 15g;
proxy_set_header Content-Length "";
proxy_set_header Host $http_host;
proxy_set_header X-Forwarded-For $remote_addr;
proxy_set_header X-Forwarded-Proto $scheme;
proxy_pass_request_body off;
proxy_pass $auth_request_uri;

location / {
client_max_body_size 300m;
proxy_set_header Host $http_host;
proxy_set_header X-Forwarded-For $remote_addr;
proxy_set_header X-Forwarded-Proto $scheme;
proxy_http_version 1.1;
proxy_set_header Upgrade $http_upgrade;

(continues on next page)
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proxy_set_header Connection "upgrade";
proxy_pass $ffsec_upstream;
proxy_read_timeout 5m;

location ~ ~/(cameras|videos)/([0-9]+)/stream/7$ {
proxy_set_header Host $http_host;
proxy_set_header X-Forwarded-For $remote_addr;
proxy_set_header X-Forwarded-Proto $scheme;
proxy_pass http://ffsecurity;

}

location ~ ~/streams/(.*)$ {
internal;
proxy_pass $1;
}
}
}

4. Ilepe3zamycTtuTe nginx.

sudo service nginx restart

5. Buecure namenenust B daiin kondurypanun findface-security. B napamerpax EXTERNAL_ADDRESS
u ROUTER_URL m3MeHuTe mpucTaBKy http:// Ha https://.

sudo vi /etc/ffsecurity/config.py

EXTERNAL_ADDRESS="https://my-example-domain.com"

ROUTER_URL="https://IP_address"

6. Eciin ects 3amymiennbie nporecchl findface-video-worker, Hy>KHO JiubO I€PeCO3qaTh KaMepbl B BeO-
uHaTepdeiice, MO0 M3MEHUTh 3HAUEHHWE MapameTrpa router_url B job-3agaHusX, 3aMEHUB IIPUCTABKY
http:// Ha https://. TO MOXKHO CJI€JATH C TIOMOMIHI0 KOMAHJIBI, AHAJOTUIHON CJIeIyIOIIeit:

curl -s localhost:18810/jobs | jq -r '.[]["id"]' | xargs -I {} curl -X PATCH -d '{"router_url
—": "https://domain.ru/video-detector/frame"}' http://localhost:18810/job/{}

1.9.2 lMoppobHO 0 KOMNOHEHTax

findface-extraction-api

Kowmmonenr findface-extraction-api ¢ IOMOIIBIO HEHPOHHBIX ceTell OOHAPYXKUBAET JIMIO HA HM300parke-
HUU, U3BJIEKAET U3 JINIA OHOMeTpUYIecKuit obpaser, a TakyKe PACIO3HAET I10JI, BO3PACT, IMOIMN U JIPyTHe
aTpubyTHI JIUIA.

Komnonent Bzanmoseiictsyer ¢ cepBucom findface-sf-api ciegyionum oopa3om:
e [lomywaer oT Hero ¢gpororpaduio ¢ JIUMOM WM HOPMATU30BAHHOE N300pazkeHne JInIa.

e BosBpamaer KOOpAMHATHI PAMKH C JIIIOM, & TaKKe BEKTOD IIPU3HAKOB, JIAHHBbIE O IIOJIe, BO3PAcCTe,
SMOIUSX U JIPYTUX aTpudyTax JIUIA (ecm/I onu ObLu 3anporrensl findface-sf-api).
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Tlonmbrit cimcoxk yHKITMIN:

o Jerekius (OOHApYZKEHUE) JIUIA Ha UCXOJHOM M300PAXKEHUY € BO3ZBPALIEHUEM KOODIMHAT PAMKH C JIU-
oM,

® TIOJIyYeHNe U3 MCXOTHOrO M300parkeHnsl HOPMAJIN30BAHHOIO N300paKeHus JINIIA,

e U3BJICYEHUE M3 HOPMAJIM30BAHHOIO N300paKeHus JIMIA BEKTOPa [IPU3HAKOB (6HMOMEeTpUIecKoro obpas-
1a),

e pacro3HaBanue aTpubyToB JHI@ (1I0J1, BO3PACT, SMOIUH, 6OPOJA, OUKH, MEAUIMHCKAST MacKa U Jp.).

Cepsuc findface-extraction-api moxer paborarb ¢ yckopenunem na CPU (ycranasiupaercs u3 make-
ra findface-extraction-api) wium GPU (ycramaBiusaerca u3 nakera findface-extraction-api-gpu).
Kak mua CPU-, tak u miss GPU-cepBuca, HacTpoiika BbINOJIHsIETCH depe3 dailn KoHdurypamuu /etc/
findface-extraction-api.ini, ogHako comepxkumoe ganuoro ¢daiia va CPU u GPU ormimuaercs.

®daiin koHpurypauun cepsuca Ha CPU:

detectors:
max_batch_size: 1
instances: 4
models:
cheetah:
model: facedet/cheetah.cpu.fnk
options:
min_object_size: 32
resolutions:
- 256x256
- 384x384
- 512x512
- 768x768
- 1024x1024
- 1536x1536
- 2048x2048
quality_estimator: true
normalizers:
max_batch_size: 8
instances: 4
models:
croplx:
model: ''
crop2x:
model: facenorm/crop2x.v2_maxsize400.cpu.fnk
cropbbox:
model: ''
norm200:
model: facenorm/bee.v2.cpu.fnk
extractors:
max_batch_size: 8
instances: 4
models:
age: '
beard: "'
carattr_color:
carattr_description: "'
carattr_make: "'
carattr_trash: ''

(continues on next page)
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countries47:
emotions:
face: face/ifruit_320.cpu.fnk

gender:
glasses3:
headpose:
liveness:
luminance_overexposure:
luminance_underexposure:
medmask3: "'
quality: faceattr/quality.vO.cpu.fnk
sharpness: ''
validity: '
gpu_device: 0O
models_root: /usr/share/findface-data/models
cache_dir: /var/cache/findface/models_cache
listen: 127.0.0.1:18666
license_ntls_server: 127.0.0.1:3133
fetch:
enabled: true
size_limit: 10485760
max_dimension: 6000
allow_cors: false
ticker_interval: 5000
prometheus:
timing_buckets: [0.001, 0.005, 0.01, 0.02, 0.03, 0.05, 0.1, 0.2, 0.3, 0.5, 0.75,
0.9, 1, 1.1, 1.3, 1.5, 1.7, 2, 3, 5, 10, 20, 30, 50]
resolution_buckets: [10000, 20000, 40000, 80000, 100000, 200000, 400000, 800000,
1le+06, 2e+06, 3et+06, 4e+06, 5e+06, 6e+06, 8e+06, 1le+07, 1.2e+07, 1.5e+07, 1.8e+07,
2e+07, 3e+07, 5e+07, 1e+08]
faces_buckets: [0, 1, 2, 5, 10, 20, 50, 75, 100, 200, 300, 400, 500, 600, 700, 800,
900, 1000]

®daiin koHpurypauum cepsuca Ha GPU:

detectors:
max_batch_size: 1
instances: 1
models:
cheetah:
model: facedet/cheetah.gpu.fnk
options:
min_object_size: 32
resolutions: [256x256, 384x384, 512x512, 768x768, 1024x1024, 1536x1536, 2048x2048]
quality_estimator: true
normalizers:
max_batch_size: 8
instances: 1
models:
croplx:
model:
crop2x:
model: facenorm/crop2x.v2_maxsize400.gpu.fnk
cropbbox:
model:

nn

nn

(continues on next page)
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norm200:
model: facenorm/bee.v2.gpu.fnk
extractors:
max_batch_size: 8
instances: 1
models:
age: faceattr/age.vl.gpu.fnk
beard: ""
carattr_color: ""
carattr_description:
carattr_make: ""
carattr_trash: ""

countries47:
emotions: faceattr/emotions.vl.gpu.fnk
face: face/ifruit_SQO.gpu.fnk
gender: faceattr/gender.v2.gpu.fnk
glasses3: ""
headpose: ""
liveness: ""
luminance_overexposure:
luminance_underexposure: "'
medmask3: ""
quality: faceattr/quality.vO.gpu.fnk
sharpness: ""
validity: ""
gpu_device: 0O
models_root: /usr/share/findface-data/models
cache_dir: /var/cache/findface/models_cache
listen: :18666
license_ntls_server: 127.0.0.1:3133
fetch:
enabled: true
size_limit: 10485760
max_dimension: 6000
allow_cors: false
ticker_interval: 5000
prometheus:
timing_buckets: [0.001, 0.005, 0.01, 0.02, 0.03, 0.05, 0.1, 0.2, 0.3, 0.5, 0.75,
0.9, 1, 1.1, 1.3, 1.5, 1.7, 2, 3, 5, 10, 20, 30, 50]
resolution_buckets: [10000, 20000, 40000, 80000, 100000, 200000, 400000, 800000,
1le+06, 2e+06, 3et+06, 4e+06, 5e+06, 6e+06, 8e+06, 1le+07, 1.2e+07, 1.5e+07, 1.8e+07,
2e+07, 3e+07, 5e+07, 1e+08]
faces_buckets: [0, 1, 2, 5, 10, 20, 50, 75, 100, 200, 300, 400, 500, 600, 700, 800,
900, 1000]

Tonb3oBaTenbekast HacTpoiika findface-extraction-api (kak CPU, tak u GPU) BBIIOIHSETCS € UCHOJIb-

30BaHUEM CJIEIYIOMUX HapaMeTPOB:
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[Mapa- | Onucanune

mMeTp
detectod8kiouaer/oTKiIOUaET  OIEHKY  KadecTBa  JIMIA. B »srom cioyuae = KOMIOHEHT
-> findface-extraction-api OyJeT BO3BpamaTh IIOKa3aTeJb KadecTBa JIAIA B IapaMerpe

quality destieiataitor: score. [Tokazaresb KadecTBa MOXKHO aHAJIU3UPOBATH. lIpsiMble M306parKeHMs JIHIL
ardac cunrarorcs Hambojiee KadecTBeHHbIMU. s HUX BO3BpaImaioTcs 3Hadenus BOm3m 0,
KaK [paBuio, orpunaresbhble (Takue Kak -0.00067401276, nanpumep). IlepeBepuyToie auna u
JINIIA, TTOBEPHYTHIE 10T OOJIBIIMMH yIJIAMU, OIEHHUBAIOTCH OTPHUIATEIHHBIMU 3HAYEHUSIMU OT -H
U MeHBIIIE.

cheetah MunnMabHBII pasMep JmIla, KOTOpoe OyIeT rapaHTUPOBAHHO Haiineno. Orpeesnsercs pa3me-
-> pom pamku ¢ JjunoM (bbox). Yem Gouiblie 3HaUeHue, TeM MEHEe PeCypPCOeMOK HpOoLece obHapy-
min_objextuBdzenna.

license IshgpsemwvempT cepBepa uren3upoBanus findface-ntls.

gpu_deyid®mabko mus GPU) Homep GPU-ycrpoiictsa, ncronb3yemoro findface-extraction-api-gpu.

B zaBucumocTu or Hy:K/1 Baliero Om3Heca, BaM TaKyKe MOXKET IMOTPeOOBATHCST BKJIIOYATH MOJIENN PACIIO3HA-
BaHUs arpubyTOB JINIA, TAKUX KaK I0JI, BO3PACT, SMOIMU, OYKU ¥,/Miau 60poja. YI0CTOBEPHTECh, YTO JJist
KaxKJIol Mojiesin Bbl yKazaJu npaBuiibHblil Tun yckoperus CPU wian GPU: on jo/ikeH cOBIaJIaTh ¢ TUIIOM
yckopenus findface-extraction-api. Obparure BuuMmanue, uro findface-extraction-api wa CPU mo-
ket paborarb ToabK0 ¢ CPU-Momensivmu, B To Bpemst Kak findface-extraction-api sa GPU nmomgepxkusaer
kak GPU-, rak u CPU-mozenn.

models:
age: faceattr/age.vl.cpu.fnk
emotions: faceattr/emotions.vl.cpu.fnk
face: face/ifruit_SQO.cpu.fnk
gender: faceattr/gender.v2.cpu.fnk
beard: faceattr/beard.v0.cpu.fnk
glasses3: faceattr/glasses3.v0.cpu.fnk
medmask3: faceattr/medmask3.v0.cpu.fnk

JocTynHbBI CIeyIonine MOIe/H:

ATpunbyT nuua VYckope- Mapametp B chaiine koHdurypauun
Hune
OHOMETPHS JIUIA CPU face: face/ifruit_320.cpu.fnk face: face/ifruit_160.cpu.
fnk
GPU face: face/ifruit_320.gpu.fnk face: face/ifruit_160.gpu.
fnk
BO3pacT CPU age: faceattr/age.vl.cpu.fnk
GPU age: faceattr/age.vl.gpu.fnk
I0JT CPU gender: faceattr/gender.v2.cpu.fnk
GPU gender: faceattr/gender.v2.gpu.fnk
SMOIIH CPU emotions: faceattr/emotions.vl.cpu.fnk
GPU emotions: faceattr/emotions.vl.gpu.fnk
OYKH CPU glasses3: faceattr/glasses3.v0.cpu.fnk
GPU glasses3: faceattr/glasses3.v0.gpu.fnk
6opona CPU beard: faceattr/beard.v0.cpu.fnk
GPU beard: faceattr/beard.vO.gpu.fnk
MEIUIIMHCKAA Mac- CPU medmask3: faceattr/medmask3.v0.cpu.fnk
Ka GPU medmask3: faceattr/medmask3.v0.gpu.fnk
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Coser: ILHH TOTrO YTOOLI OTKJIIOUYUTE MOJIeJIb PacCIIO3HaBaHUI, Hepe,aaﬁ're B COOTBBTCTByIOH_H/IIU/I IrapamMeTp
IycToe 3HaYCHUE. He y,ZLa.HHfITe caM ITapaMeTp, IHOCKOJIbKY B 3TOM CJiy4ae 6y,[[€T BBIIIOJIHATBHCA IIOUCK MOJIEJIN
IO YMOJIT9aHUIO.

models:
gender: "'
age : nn
emotions: ""

findface-sf-api

Komnonenr findface-sf-api mnpesmcrasisier coboit cepsuc, peanusymonmit HTTP API ocnoBHOoro dhynk-
mmonasa siipa FindFace (oOHapy:keHume m paclo3HaBaHWE JIAIl, TIPH STOM CAMU OIEPaIy OGHADYKEHUSsI
U PACIO3HABAHUS JIUII BBIIOJHAIOTC KOMIIOHeHTOM findface-extracton-api). Bzaumogeiicreyer ¢ 6a3zoit
6uomerpudeckux jgaHHbIX Tarantool gepe3 kommonenT findface-tarantool-server, a Tak»Ke C KOMIIOHEH-
ramu findface-extraction-api (obuapy:kenue u pacrosnasanue Jiui) u findface-upload (xpanusurie
UCXOJHBIX u30bpazkenuii u apredaxros paborsl siiapa FindFace).

s obnapyzkenus Juria Ha dortorpadun B koMmioneHT findface-sf-api momxken 6biTh ornpasien API-
3aIpoc, epeganuii 1anayo ¢ororpaduio B Buje daitia wim URL. JlaHHBINH 3ampoc 3aTeM IepeHanpas-
Jderca B KoMnoHeHnT findface-extraction-api.

Ipu wnamuuuu B cucreme BuzeojgerekTopa Jmi (upucyrcrsyer B FindFace Security) kommnonenT
findface-sf-api nosiyuaer naHHble 00 0OHAPY2KEHHBIX JINIIAX BMECTE C IIPABUJIAMHU UX 00PAOOTKH OT KOM-
nonenTa findface-facerouter u 3aTeM BBINOJHSET NOJyYeHHbIE IUPEKTUBBI (HAIPUMED, COXPAHSIET JIAIA
B OIIPEJICJICHHYIO TaJIepPeio 0a3bl JAHHBIX).

ITpumeuanue: B FindFace Security, ¢&ysknun findface-facerouter BBINOJHSIET — CEPBUC
findface-security.

Ilonuerit crincok dyHKImii:

e peasmmzanusa HTTP API no ugactu ofHapy»KeHusi ¥ DACIO3HABAHMs JIUI (ONEPAIUH BBIIOJIHSIIOTCS
findface-extraction-api).

e coxpaHeHHe JiIl B 6a3y GunomeTpuyecKux JaHHBIX (depes ceppuc findface-tarantool-server),

® COXpaHEHWE MCXOJAHBIX M300parkKeHWil, MAHUATIOP M HOPMAJM30BAHHBLIX M300paskeHWil Jiun Ha BeO-
cepsepe nginx (uepes cepsuc findface-upload).

e obecrevueHne B3aHMO,HefICTBHH BCeX KOMIIOHEHTOB CHCTEMDbI.

Hactpoiika  kommonenta findface-sf-api  BbeimosiHsiercss  depe3  daitn  koudwuryparum  /etc/
findface-sf-api.ini.

listen: 127.0.0.1:18411
extraction-api:
timeouts:
connect: 5s
response_header: 30s
overall: 35s
idle_connection: 10s
extraction-api: http://127.0.0.1:18666
storage-api:

(continues on next page)
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timeouts:
connect: 5s
response_header: 30s
overall: 35s
idle_connection: 10s
max-idle-conns-per-host: 20
shards:
- master: http://127.0.0.1:8101/v2/
slave: ''
- master: http://127.0.0.1:8102/v2/
slave: ''
- master: http://127.0.0.1:8103/v2/
slave: ''
- master: http://127.0.0.1:8104/v2/
slave: ''
limits:
url-length: 4096
deny-networks: 127.0.0.0/8,192.168.0.0/16,10.0.0.0/8,::1/128,fe00::/8
body-image-length: 33554432
allow-return-facen: false
cache:
type: memcache
inmemory:
size: 16384
memcache:
nodes:
- 127.0.0.1:11211
timeout: 100ms
redis:
network: tcp
addr: localhost:6379
password: ''
db: 0O
timeout: b5s
normalized-storage:
type: webdav
enabled: true
webdav:
upload-url: http://127.0.0.1:3333/uploads/
timeouts:
connect: 5s
response_header: 30s
overall: 35s
idle_connection: 10s
s3:
endpoint: '
bucket-name: ''
access-key: ''
secret-access-key: ''
secure: true
region: ''
public-url: "'
operation-timeout: 30

ITompzoBaTennckas nacTpoiika findface-sf-api BeIOTHSIETCS € UCIOTB30BAHAEM CJIEAYIONINX TapaAMETPOB:
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extraction-api -> extraction-api IP-azgpec u mopT cepBsepa
findface-extraction-api.

storage-api -> shards -> master IP-agpec pusnaeckoro cepsepa ¢ MACTEPOM Iapaa
findface-tarantool-server.

storage-api -> shards -> slave IP-anpec dbusuteckoro cepBepa ¢ PEIINKOi mapaa
findface-tarantool-server.

limits -> body-image-length MaxkcuMmaabHBI pa3mep B OaliTax M300paKeHUs,

nepegapaeMoro depe3 API-zampoc.
IIyrs B WebDAV nginx, mo KoTopomMy B KOMIIO-
menT findface-upload OymyT OTHPABIATHCHA HC-

normalized-storage -> webdav -> upload_url

XOJIHBbIE M300PaKeHNsI, MUHAATIOPHl M HOPMAaJIA30-
BaHHBIC N300paYKEHUS JIUII.

findface-tarantool-server

Cepsuc findface-tarantool-server obeciiequBaeT B3anMoieiicTBue Mexk 1y cepsrucoM findface-sf-api u
6momMerpuaeckoii 6a3oit manubix Tarantool ciemyromum obpazom:

Cosert: Ilomgpobree cMm. odunmaibay0 JoKyMeHTanio Tarantool.

e findface-tarantool-server mosyuaer or findface-sf-api gamdble Juist 3amucu B 0a3y JaHHBIX
(manpumep, 06 O6GHAPYKEHHBIX JIAAX).

e ITo zampocy or findface-sf-api findface-tarantool-server BBIIOJIHAET IOUCK O 6a3e JAHHBIX U
BO3BpAIlaeT €ro pe3yiabTarl.

JlJ1s yBeimdeHnsi CKOPOCTH ITOMCKA Ha KaXKJI0M cepBepe ¢ 6a30it qanubix Tarantool MOTyT OBITH CO3/IaHBI MHO-
rOYKCJIEHHBbIE cerMeHThl («imapipl» ) findface-tarantool-server. lx napasuienbaoe yHKINOHUPOBAHNIE
[IPUBOJUT K 3HAYUTEILHOMY YBeJIMYIeHHIO rpou3soauresbaoctu (B 70-100 pas).

Iomubrit crimcok dyHKIHMI:
e coxpaHeHUe JInI B 0a3y OMOMeTPUYECKHX JIAHHBIX,
® BBINIOJIHEHHUE IIOMCKa 110 6a3e OHOMETPUIECKUX JAHHBIX,

e peasm3alysl NPsIMBIX 3aIpOCoB B 6ady manubix Tarantool (em. ITpamwe API-zanpocw k 6ase darmvix
Tarantool).

Hacrpoiika kommonenTa findface-tarantool-server BbImosiHsETCsT 4Yepe3 daiti kouduryparuu /etc/
tarantool/instances.enabled/<shard-*>.1lua. B kiacrepnoii cpese daitsn KOHMDUTYpaAIUN HACTPATBAETCS
OTJIEJIBHO JIJIsT KAXKIIOT0 Mapa.

-- Please, read the tarantool cfg doc:
-- https://tarantool.org/doc/reference/configuration/index.html#box-cfg-params
box.cfg{

--port to listen, direct tarantool access

--Only need for admin operations

--THIS IS NOT PORT YOU NEED FOR facenapi/sf-api

listen = '127.0.0.1:32001"',

--Directory to store data

vinyl_dir = '/opt/ntech/var/lib/tarantool/shard-001',

(continues on next page)
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work_dir = '/opt/ntech/var/lib/tarantool/shard-001',
memtx_dir = '/opt/ntech/var/lib/tarantool/shard-001/snapshots’,
wal_dir = '/opt/ntech/var/lib/tarantool/shard-001/xlogs',
--Maximum mem usage in bytes
memtx_memory = 200 * 1024 * 1024,
checkpoint_interval = 3600%4,
checkpoint_count = 3,
--uncomment only if you know what you are doing!!! and don't forget box.snapshot ()
-- wal_mode = 'none',
--if true, tarantool tries to continue if there is an error while reading a snapshot/xlog
—~files: skips invalid records, reads as much data as possible and re-builds the file
-- force_recovery = true,
}
pcall(function() box.schema.user.grant('guest', 'execute,read,write', 'universe') end)
dofile("/etc/ffsecurity/tnt_schema.lua")
-- host,port to bind for http server
FindFace = require("FindFace")
FindFace.start("127.0.0.1", 8101, {
license_ntls_server="127.0.0.1:3133",
meta_indexes=meta_indexes,
meta_scheme = meta_scheme

b

TlombzoBaTenbckast nactpoiika findface-tarantool-server BBINOJHSAETCSA C UCIOJIH30BAHUEM CJIEIYIONIAX
napaMeTpOB:

MNa- Onucanne
pa-
MeTp
memtx MdareyMaTHHBIN pa3Mep OIEPATUBHOM maMsiTh B OaiiTax, KOTOPBI MOXKET OBITH UCIIOJIH30BaH IIap-
nom Tarantool. Ilepen n3amenenneM JaHHOTO TapaMeTpa 0OpaTUTECh K HAIIMM YKCIIEPTAM 3a KOH-
cyJabTalyei mo ajapecy support@ntechlab.com.

forcel RicomanyT/OTK/IIOYaET ABTOMATHIECKOE BOCCTaHOB/IeHne 6a3bl jganubix Tarantool. Eciu aBroma-
TUYECKOe BOCCTAHOBJIEHHE JAHHBIX BKJIOYEHO (true), KaxKiplii pa3 Opu BO3HUKHOBEHUU OIIMOKU
BO BpeMs uTeHus daiiia .snap man .xlog, Tarantool monbiTaeTcss MPOIUTATH KAK MOXKHO OOJIBITIE
MHOOPMAITUN U BOCCTAHOBUTDL (DA, HTHOPUPYsT OUTHIE 3AITICH.

licensdPatipeseruepr cepsepa aunensupoBanus findface-ntls.

meta_s€hemexTypa 6a3bl JAHHBIX JIjIs XPaHEeHUs] OMOMeTPUYeCcKuX rmapamerpos. [Ipejcrasiisier coboil Ha-
6Op ToJIelt, JIJIsT KayKJI0ro U3 KOTOPBIX YKa3bIBAIOTCS CJIeyomue mapamMeTpsl: id: id moJist, name: Ha-
3BaHUe 104, JOJKHO COBIAJIATh C HA3BAHUEM COOTBETCTBYIOIIECro napamerpa Jjmna, field_type:
Tun gaHHbIX, default: 3HAYEHUE 110 yMOTIaHn0. Keiin 3HaYMeHne 110 Y MOTIAHUIO JIJTS TI0JIs DOJIbIITe
‘lel4 — 1’, To ero ciemyeT 3aIUCHIBATH B BUE CTPOKH, T. €. “123123” Bmecto 123123.

Crpykrypa 06a3bl JaHHBIX THepemaercd u3 daita /etc/ffsecurity/tnt_schema.lua B mapamerp
meta_scheme.

findface-upload

Kommnonent findface-upload npejcrasisier coboii Beb-cepsep Ha 6a3e WebDAV nginx, KOTopbIii HCTOIB3Y-
eTCsl JJIs XPAHEeHHs] UCXOIHBIX M300parkKeHuil, MUHUATIOP ¥ HOPMAJIM30BAHHBIX M300parkeHuil s (1oJrydaer
ux or KomioHenTa findface-sf-api).

ITo ymomganuio mcxo/iHbIe N300ParKEeHNUsI, MUHAATIOPHI U HOPMAJIM30BaHHbIE N300DAXKEHUsT JIUI XPAHATCS B
karaJsiore /var/lib/ffupload/uploads/.
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Kowmmonent findface-upload aBromaruyecku HacTpanBaeTcsl IpU yCTaHOBKe. HacTpoiika He MpeycMOTpeHa.

Bupeopetekuus nuuy: findface-video-manager n findface-video-worker

ITpumeuanue: Kommnonenr findface-video-worker mocraBisieTcss B makerax ¢ yckopenumem Ha CPU
(findface-video-worker-cpu) u GPU (findface-video-worker-gpu).

B atom paspgene:

Dynxuyuy findface-video-manager

Dynruyuy findface-video-worker

e Hacmpotixa sudeodemexyuu auy

Job-3adarusn

®yHkymn findface-video-manager

Cepsuc findface-video-manager siBJISIETCS YACTHIO MOJLYJIsI BUJICOJETEKIINH JIUIL U UCIOJIB3YETCs JIJIs HEIo-
CPEJICTBEHHOI'O yIIDaBJIEHUS JleTeKIHNell JINI Ha BUJEO.

Cepsuc findface-video-manager B3aumoseiicrsyer ¢ findface-video-worker ciemyiomum o6pa3oMm:

e OGecrieunBaer findface-video-worker HACTPOHKAMEI U CIIMCKOM BHJIEOMOTOKOB ijisi oOpaboTku. st
sroro oH Bblaer findface-video-worker Tak HasbiBaeMoe job-zadarue, 3a/1a4y Ha 0OpPabOTKY BHJIEO,
KOTOpasl COJMEPXKUT ITapaMeTPhl KOH(MDUI'YPAIIUU U CBEJIEHUs] O BUIEOIIOTOKE.

e B pacmpeseneHHol cucTeMe pacipeensdeT BUIeOTOTOKN (job—3a;:aHH51) 110 CBOOOIHBIM SK3EMILISTPAM
findface-video-worker.

IIpumeuanue: [lapamerpsl KoHduUrypamm, nepejaBaeMbie Yepe3 job-3a/1aHust, UMEIOT OOJIBIUI TPUOPU-
TeT, YeM aHAJOIMYHbIe apaMeTps! B daitie kondurypanun findface-video-manager.

s paborer findface-video-manager tpebyercs ycranomiennbiii cepsuc ETCD. ETCD upencras-
JsieT coboit cTOopoHHee TPOTrpaMMHOE ObecIeveHrne, PeaJn3yolnee pacipeaeeHHoe XPAHUINIE KoYuei
findface-video-manager. Vcnonb3yerca B KadecTBe KOOD/JMHAIIMOHHON CIIy»KOBI B PacUpeseIeHHON cu-
creme, oDecreurnBasi OTKa30yCTONINBOCTD PAOOTHI BUIEOIETEKTOPA, JIAII,

Tlosmbrit ciimcok dynknmit findface-video-manager:
e KoH(MUIYypHUPOBaHUE TAPAMETPOB BUIEOAETEKTOPA JIHII,
® yIIpaBJIEHUE CIIMCKOM BHJIEOIIOTOKOB [IjIsi 0OpaboTKH,

e yIIpaBJIeHUE BUJEO/IeTEKINEeN JINII.

1.9. MpunoxeHns 139



FindFace Security, Boinyck 4.2 anti-COVID

®DyHkuun findface-video-worker

Komnonenr findface-video-worker (winu findface-video-worker-gpu) sBJsIeTCs YaCTbIO MOJYJisl BH-
JIE0NIETEeKIINN JIAI] ¥ CIIy2KUT JjIst OOHAPY KEHUsI JIUI «Ha JIETY» B BHJIEOIIOTOKe miu Buieodaitne. OH mos-
JIepKUBaET OOJIBITMHCTBO BUJAEO(POPMATOB U KOJEKOB, KOTOPbIe MOI'YT OBITH JleKoaupoBanbl FEmpeg.

Cepsuc findface-video-worker B3amMmojeiictByer ¢ cepBucamu findface-video-manager u
findface-facerouter ciemymomum 06pa3oM:

e Ilo 3ampocy findface-video-worker nomy4aer ot findface-video-manager job-3ananue ¢ HaCTpPOii-
KaMU U CITUCKOM BHUJIEOTIOTOKOB JIIsT 00pabOTKH.

e Cepeuc findface-video-worker oTIpaBJseT MOy IY€HHbIE HOPMATU30BaHHbBIE M300PAKEHUsI JIUI BMe-
CTe C TOJHBIMHA KaJIpAMH W METaIaHHBIMHU, TAKAMHU KaK paMKa BOKDYT Jmra, 1D Kamepsl m Bpems
nerexknnn, B cepBuc findface-facerouter s masabHelner oOpabOTKH.

ITpumeuanne: B FindFace Security ¢&ynknun findface-facerouter BBIIOJHSIOTCH CEPBUCOM
findface-security.

Tlonuserit ciimcox dynknwmit findface-video-manager:

e oOHApyKeHUEe JIUI] Ha BUEO,

e U3BJIeUCHUE HOPMAJM30BAHHBIX N300parKeHU JIUIL,

® TIOWCK HAWMJIYUIIEro N300paskKeHns JINTa,

® JIcIYIUIMKAIAS KaJIPOB C JIUIIOM (Toano OJTUH KAJIp Ha, KarkKJI0e COOBITHE PACITIO3HABAHUS Jmua).
IIpu o6paborku Bugeo findface-video-worker mocjeq0BaTe/IbHO UCIOJIB3YeT CJIEYIOIIe AJITOPUTMBI:

e JleTerTOop mBUXeHUA. J[aHHBIN AJIrOPUTM MO3BOJISIET CHU3UTH HMOTPEOJICHHE PECYPCOB, TOCKOJBKY Je-
TEKTOP JIUII BKJIIOYAaeTCA TOJIBKO II0 JBUKEHUIO B KaJIpe.

e JleTexTop nun. AJITOPUTM JIETEKTUPYET, OTCIEKUBACT U 3aXBATHIBAET JINla Ha Bueo. Moxer paborarhb
OJJHOBPEMEHHO C HECKOJIbKUMHY JINIaMu B KaJipe. C IMOMOIIBIO0 BCTPOEHHON HEHPOHHON CETH BBITOJIHSET
IIOVCK KaJIpa, C JIydiuM n3obpakerueM juia. Kak TobKo Jrydiinee n3o0pakeHue HailJleHO, OTIIPABIIIeT
ero B koMmmoneHT findface-facerouter.

Tloxbop sydrero n306paskeHust JIUIA MOYKET OBIThH BBITTOJIHEH B OJIHOM M3 CJIEIYIONINX PEYKUMOB:
e Pexxum peajibHOrO BpeMeHU

e BydepHsbrit pexxum

Pe>xxum peanbHoro spemexHu

B pexxume peanbroro spemenn findface-video-worker HauMHAET OTIIPABJISATH U300ParKEHUsT JIUIA B KOM-
nonenT findface-facerouter Ha JeTy Iocje TOsBJICHUS JIUIA B TOJI€ 3PEHUS BUJICOKAMEPbI. J[OCTyHBI
ciepyionue omryu ornpasku (cMm. /etc/findface-video-manager.conf u Jlobusacnue Kamepo):

e Ecian napamerp realtime_post_every_interval: true, JeTEKTOD JIAI[ BBIOMpAET JIyUINUil KaJp B
TedeHne KarKJI0T0 U3 MOCIEN0BATE/ILHBIX IPOMEKYTKOB BpEeMEHH, PaBHbIX realtime_post_interval,
u orupasider ero B findface-facerouter.

e Fciim realtime_post_every_interval: false, jeTeKTOD JIHI] BLIONpAET JIytliiee N300parkeHue JIuia
JAHAMWICCKU:

1. Cuauajia OIEHHBAETCS KAYeCTBO M300paykeHust JUIa. ECI OHO MPEBBINIAET HEKOE MPEeyCTAHOB-
JIGHHOE II0POI'0BOE 3Ha4eHue, To JULo oTnpasiadercd B findface-facerouter.
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2. Tlopor moBbINaeTcs mocjie Kazk 10l oTripaBKku n3obparkenus jura B findface-facerouter. Kax-
JBII pa3, Korja JEeTeKTOp JIHIL MOJIydaeT M300paskeHue TOro Ke JIMIA JIydIIero KadecTBa, OHO

OTIIPABJIACTCA.

3. HpI/I HNCYE3HOBCHUU JIMIa U3 IIOJIAd 3PpEHUA BHACOKaMEPDLI CHOBa YCTaHaBJIHUBAECTCA IIOPOTOBOE 3Ha-

YEeHUe 110 YMOJI9aHUIO.

e Ecin realtime_post_first_immediately: true, JeTeKTOp JIMI] OTIPABJIAET CAMBIil IEPBBI KaJp
HEIOCPEJICTBEHHO TOCJIe TOsIBJICHUSI JINIA B ITOJIe 3peHus Bujeokamepbl. [locsenyiomue ornpaBku 3a-

BUCAT OT 3HadeHud realtime_post_every_interval

BydepHbliii pexxum

Bydepusiit pe:xum TpedyeT MeHbINNE 06beM JUCKOBOI'O TPOCTPAHCTBA TI0 CPABHEHUIO C PEKUMOM PEATHLHOTO
BpEMEHH, MOCKOJBKY JJId KaxkKJoro juna kKoMmMrnoHeHT findface-video-worker oTmpasiseT TOJIBKO OJIHO
n300pakeHne n3 TPeka, HO HAUBBICIIETO KAIeCTBA.

Bydepublii pexxum BRIIouaeTcst yepes mapamerp overall_only (cMm. /etc/findface-video-manager. conf
u Jobasaenue Kamepol).

Hacrpoiika Bugeogerekunu nuy,

Hacrpoiika BuieoieTekTOpa JIUI] BBIIOJHAETCS Yepe3 ciieyloliue dpaiiabl KOHMDUrypau:

1.

Qaitn konduryparun komnonenTa findface-video-manager /etc/findface-video-manager.conf:

listen: 127.0.0.1:18810
etcd:
endpoints: 127.0.0.1:2379
dial_timeout: 3s
kafka:
enabled: false
endpoints: 127.0.0.1:9092
master:
lease_ttl: 10
self _url: 127.0.0.1:18811
self_url_http: 127.0.0.1:18810
rpc:
listen: 127.0.0.1:18811
heart_beat_timeout: 4s
router_url: http://127.0.0.1:18820/v0/frame
exp_backoff:
enabled: false
min_delay: 1s
max_delay: 1mOs
factor: 2
flush_interval: 2mOs
ntls:
enabled: false
url: http://127.0.0.1:3185/
update_interval: 1mOs
prometheus:
jobs_processed_duration_buckets:
-1
- 30
- 60

(continues on next page)
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- 500
- 1800
- 3600
- 21600
- .inf
job_scheduler_script: ''
stream_settings:
ffmpeg_params: []
md_threshold: 0.002
md_scale: 0.3
fd_frame_height: -1
uc_max_time_diff: 30
uc_max_dup: 3
uc_max_avg_shift: 10
det_period: 8
realtime: false
npersons: 4
disable_drops: false
tracker_threads: 4
parse_sei: false
image_arg: photo
additional_headers: []
additional_body: []
api_timeout: 15000
api_ssl_verify: true
post_uniq: true
min_score: -2
min_d_score: -1000
realtime_dly: 500
realtime_post_perm: false
rot: ''
roi: ''
draw_track: false
send_track: 0O
min_face_size: 0
max_face_size: O
overall: true
only_norm: false
max_candidates: O
jpeg_quality: 95
ffmpeg_format: ''
stream_settings_gpu:
play_speed: -1
filter_min_quality: -2
filter_min_face_size: 1
filter_max_face_size: 8192
normalized_only: false
jpeg_quality: 95
overall_omnly: false
use_stream_timestamp: false
ffmpeg_params: []
router_timeout_ms: 15000
router_verify_ssl: true
router_headers: []
router_body: []
start_stream_timestamp: O

(continues on next page)
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imotion_threshold: 0
rot: ''

roi:
realtime_post_interval: 1
realtime_post_every_interval: true
ffmpeg_format: ''

disable_drops: false
router_full_frame_png: false
router_disable_normalized: false
crop_fullframe_rot: false
realtime_post_first_immediately: false

ITonb3oBaTenbckasi HacTpoiika findf ace-video-manager BBIIIOJIHAETCS C UCIIOJIb30BaHUEM CJIe-
AYIONUX TTapaMeTpPOB:

Onuus Onucanne

router_url IP-agpec m mopr cepBepa findface-facerouter, KOTOpHIi mTOIyIaeT OOHA-
pyxkennbie juia u3 findface-video-worker. B FindFace Security dyuxmnun
findface-facerouter BoimosHsSeT KOMIOHEHT findface-security. 3uade-
HUe 110 yMoJdanuio: http://127.0.0.1:18820/v0/frame.

etcd -> | IP-axgpec u mopt cepBuca etcd. 3uadenne mo ymosdanuio: 127.0.0.1:2379.

endpoints

ntls -> | Ecim true, komnonenT findface-video-manager ornpasisieT B KOMIIOHEHT

enabled findface-video-worker 3amaHus TOJBKO Ha 0OpabOTKY TOrO KOJUIECTBA
BHEOKAMED, KOTOPOE YKA3aHO B JINIIEH3UU. JHAYEHNE 10 yMoTdanuio: false.

ntls -> url IP-aspec u nopr cepBepa findface-ntls. 3HadueHne 10 yMOTIaHUIO: http:/

/127.0.0.1:3185/.

Bri Tak:ke MozkeTe HCIIOJIHL30BATD cieayroomuye mapaMeTpbl:

IIpumeuanune: B paszgene daiina stream_settings-gpu Bbl HalieTe HACTPOIKH, 0OIHE
JUTsT BCeX BHUIEOTNOTOKOB. HacTpoiiku B mauHOM pazjese paborator kak B GPU, tak u CPU-
kouduryparmu. HacTpoitku ompeie/IeHHOTO TTOTOKA, MepeaHHble B job-3aJaHUN, WMEIOT IIPUO-
pureT HaJ HacTpolikamu B daitie korduryparmu (eMm. Job-zadarus).

IIpumeuanne: Paznen stream_settings daitia ycrapes u HeOOXOIUM TOJIBKO JJIs OOPATHOI
COBMECTHUMOCTH.
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Onuus

OnucaHue

play_speed

Ecan membie Hysst, To CKOPOCTh HE OIPAHUYIUBAETCA. B OCTAIBHBIX CIIyUIasx
[MOTOK YUTAETCSI CO CKOPOCThIO play_speed. He nmpuMeHnMO J1j1st IOTOKOB € Ka-
Mep BHUICOHADIONEHNUSI.

filter_min |

qMhdayiaIbHOE 3HAYEHUE KAdecTBA M300payKeHUsl JIUIA, OTIPABISIEMOrO KOM-
nonenToM findface-video-worker B koMmMnoHeHT findface_facerouter
(findface-security B crangapruoil kondurypanuu FindFace Security). 3ua-
YeHUEe OIPeIesIseTCsl SMIIMPUIECKH: OTPUIIATEIbHbBIE pAIMOHAJIbHBIE YrcIa j10 0.
Penepubie Toukn: 0 = Haubosiee KadecTBEHHBIE JIMIA, -1 = XOpolllee KavyecTBo,
-2 = yJIOBJETBOPUTEJIBHOE KAYECTBO, -5 = MOCJIEIYIONee PACIO3HABAHIE JIVI
MOXKeT OBITh HeI(DDEKTUBHBIM. 3HAYEHUE 110 YMOTIAHUIO: -2

filter_min_|

f epegiezeieT MUHUMAJILHBIN pa3Mep JIUIA B ITHKCEIsIX. JI1Ia MEHbIIEro pa3mepa
HE OTHPABJSIOTCA. 3HadeHue 1o ymosdannio: 0 (buabrp BHIKIIOYEH).

filter_max_|

f EnepegiezeieT MaKCUMAJIBHBIN pasMep JINIA B IUKCe/IsIX. JInuia 60JbIero pasme-
pa He OTIPABJISIOTCS. 3HAUeHHe 110 yMoauaHuio: 0 (DuabTp BHIKIIOUEH).

normalized |

oBkyriouaer/OTKII0YAET OTIIPABKY TOJIBKO HOPMAIM30BAHHBIX JIAL, 0€3 UCXOHBIX
KaJIpoB. 3HadYeHue o ymordanuio: false.

jpeg_qualit

yKauecrBo cxxarua ucxomuoro kagpa B JPEG. 3uauenune no ymonruanuo: 95 %
OT MCXOIHOIO pa3mMepa.

overall_onl

vBydepubiit pexkum. OTHPaBIATH I JUNA OJUH KAJIP HAWIYIIIEro KadecTBa
3HaveHre 0 yMOJYaHUIO: true.

use_stream |

t Hrest ompe, oTHpaBIATh HA CEpBEP BPEMEHHBIE METKU IIOJIyU€HHbIE U3 MOTOKA.
Ecnu false, ornpasiisite TeKyime naTy u BpeMs.

ffmpeg_para

m&mmcok ffmpeg-mapamMeTrpoB BUAEOMOTOKA €O 3HAYEHUSIMA B BHJE MaCCHBA
KJoY=3Hauenue: [‘rtsp _transpotr=tcp”, .., “ss=00:20:00”]. ITosmuplii crincok na-
pameTpoB Ha caiite FFMPEG. 3HaueHnne 1o yMoJYaHuio: IapaMeTphl HE yKa-
3aHBbI.

router_time

oBpanst  oXKuIAHWA B < MWIUINCEKYHIAaX  OTBETa  OT  KOMIIOHEHTA
findface-facerouter (findface-security B crammaprHoil Koudwurypa-
mun FindFace Security) ma API-3ampoc komnonenTa findface-video-worker.
Ecim Bpemsi oXujaHusi UCTEKJIO, PErUCTPUPYETCs OIMUOKa. 3HaUYeHHE I10

yMomrganuio: 15000.

router_veri

npoBepky moganucu  SSL-ceprudurara npum  B3a-
nMmojeiictBun 1o https  findface-video-worker ¢ = KOMIIOHEHTOM
findface-facerouter (findface-security B crammaprHoii Komdwurypa-
mur FindFace Security). 3mauenue mo ymosganuio: true. Ecim false, moxer

OBITH MIPUHAT CAMOIOIINCAHHBIN CepTU(dUKAT.

fPrssduaer/orTKII09aET

router_head

eMaccuB sonoHUTEIBHBIX 3aroji0BkoB B POST-3ampoce ¢ m3o6parkeHneM Juia
B dopmare [‘kimou=3Hadenne’|. TIo yMOSUAHUIO JOIOJHUTENbHbIE 3aTr0JIO0BKH
HE MePeJIAoTCs.

router_body

Maccus gonosnHuTe/bHbIX noJieit B POST-3amnpoce ¢ n3obpaxkeHuem Jimi@a B
dopmare [‘kmou=3nauenne”’|. Tlo yMOJIaHUIO IONOJHUTENbHBIE TI0JS HE Ie-
peIaroTCs.

start_streq

m ] ipimeestvamps yKa3aHHOE KOJIMYECTBO CEKYH/[ K BDEMEHHBIM MeTKaM U3 ITOTOKA.

imotion_thy

edlwiidva bHAS WHTEHCHBHOCTD JBUXKEHUS, KOTOpas OYIEeT pPerucTpupOBATHCH
nerekTopoM Burkenus. [loporoBoe 3HadeHme OnpeeseTcs SMIUPUIecKu. Pe-
nepuable Toukn: 0 = merekTop BBIKIIOUeH, 0.002 = 3HaYeHWe MO YMOJIYAHUIO,
0.05 = MuHUMAaJIbHAS UHTEHCUBHOCTH CJIMIIKOM BBICOKA, YTOOBI 3aPErUCTPUPO-
BATb JIBUKCHUE.

rot Bkiioyaer merekTMpOBaHWE U OTC/IEXKUBAHUE JIMIL TOJBKO BHYTDH 33JIaHHON
npsamoyrosbHoit obactu WxH-+X+Y. Mcnonp3yiiTe HaHHYIO OIIUIO, YTOOBI
yMeHbININTH Harpy3ky Ha findface-video-worker. Ilo ymonyanuio obsacTtb
He 3aJ]aHa.

roi Bximiouaer ornpasky za CepBep JmIl, 06HAPYKEHHBIX TOJBKO BHYTPH HHTEDE-
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. Ecam Bbr BoIOpasin nmaker findface-video-worker-cpu ¢ yckoperuem Ha CPU, mcnosmbayiite daiin

koudurypamnun /etc/findface-video-worker-cpu.ini:

## read streams from file, do mot use VideoManager

## type:string env:CFG_INPUT longopt:--input

input =

## exit on first finished job, only when --input specified
## type:bool env:CFG_EXIT_ON_FIRST_FINISHED longopt:--exit-on-first-finished
exit_on_first_finished = false

## batch size

## type:number env:CFG_BATCH_SIZE longopt:--batch-size
batch_size = 4

## http server port for metrics, 0=do not start server

## type:number env:CFG_METRICS_PORT longopt:--metrics-port
metrics_port = 0

## resize scale, 1=do not restize

## type:double env:CFG_RESIZE_SCALE longopt:--resize-scale
resize_scale = 1.000000

## mazimum number of streams

## type:number env:CFG_CAPACITY longopt:--capacity

capacity = 10

## command to obtain videomanager's grpc ip:port

## type:string env:CFG_MGR_CMD longopt:--mgr-cmd

mgr_cmd =

## videomanager grpc ip:port

## type:string env:CFG_MGR_STATIC longopt:--mgr-static
mgr_static = 127.0.0.1:18811

## ntls server ip:port

## type:string env:CFG_NTLS_ADDR longopt:--ntls-addr
ntls_addr = 127.0.0.1:3133

## debug: save faces to dir

## type:string env:CFG_SAVE_DIR longopt:--save-dir

save_dir =

## minimum face size

## type:number env:CFG_MIN_FACE_SIZE longopt:--min-face-size
min_face_size = 60

## preinit detector for spectified resolutions: "640x480;1920x1080"
## type:string env:CFG_RESOLUTIONS longopt:--resolutions
resolutions =

## worker labels: labels = k=v;group=enter

## type:string env:CFG_LABELS longopt:--labels

labels =

## use timestamps from SEI packet

## type:bool env:CFG_USE_TIME_FROM_SEI longopt:--use-time-from-set
use_time_from_sei = false

## reader frame buffer size

## type:number env:CFG_FRAME_BUFFER_SIZE longopt:--frame-buffer-size
frame_buffer_size = 128

## skip count

## type:number env:CFG_SKIP_COUNT longopt:--skip-count
skip_count = 2

## streamer/shots webserver port, 0O=disabled

## type:number env:CFG_STREAMER_PORT longopt:--streamer-port
port = 18999

## streamer url - how to access this worker on streamer_port

(continues on next page)
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## type:string env:CFG_STREAMER_URL longopt:--streamer-url
url = 127.0.0.1:18999

## path to liveness fnk

## type:string env:CFG_LIVENESS_FNK longopt:--liveness-fnk

fnk =

## path to mormalization for liveness

## type:string env:CFG_LIVENESS_NORM longopt:--liveness-norm

norm =

## liveness internal algo param

## type:doudble env:CFG_LIVENESS_INTERVAL longopt:--liveness-interval
interval = 1.000000

## liveness internal algo param

## type:number env:CFG_LIVENESS_STDEV_CNT longopt:--liveness-stdev-cnt
stdev_cnt = 1

## posting faces threads

## type:number env:CFG_SEND_THREADS longopt:--send-threads

threads = 8

## posting faces maxzimum queue size

## type:number env:CFG_SEND_QUEUE_LIMIT longopt:--send-queue-limit
queue_limit = 256

## interpolate undetected bbozes in track

## type:bool env:CFG_TRACKER_INTERPOLATE_BBUXES longopt:--tracker-interpolate-bbozes
interpolate_bboxes = true

## maz face miss duration, sec

## type:doudble env:CFG_TRACKER_MISS_INTERVAL longopt:--tracker-miss-interval
miss_interval = 1.000000

## overlap threshold

## type:double env:CFG_TRACKER_OVERLAP_THRESHOLD longopt:--tracker-overlap-threshold
overlap_threshold = 0.250000

## path to pedestrian detector fnk

## type:string env:CFG_MODELS_BODY_DETECTOR longopt:--models-body-detector
body_detector =

## path to detector fnk

## type:string env:CFG_MODELS_DETECTOR longopt:--models-detector
detector = /usr/share/findface-data/models/facedet/cheetah_fast.cpu.fnk
## path to quality fnk

## type:string env:CFG_MODELS_QUALITY longopt:--models-quality

quality = /usr/share/findface-data/models/faceattr/quality.v0.cpu.fnk

## path to morm for quality fnk

## type:string env:CFG_MODELS_NORM_QUALITY longopt:--models-norm-quality
norm_quality = /usr/share/findface-data/models/facenorm/bee_fast.cpu.fnk
## path to morm200 fnk, for face send

## type:string env:CFG_MODELS_NORM_200 longopt:--models-norm-200
norm_200 = /usr/share/findface-data/models/facenorm/bee.v2.cpu.fnk

(continues on next page)
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## path to morm_crop2z fnk, for face send

## type:string env:CFG_MODELS_NORM_CROP2X longopt:--models-norm-crop2c

norm_crop2x = /usr/share/findface-data/models/facenorm/crop2x.v2_maxsize400.cpu.fnk
## path to cache directory

## type:string env:CFG_MODELS_CACHE_DIR longopt:--models-cache-dir

cache_dir = /var/cache/findface/models_cache

Ecam BBl BoIOpasm naker findface-video-worker-gpu ¢ yckopennem wHa GPU, mcnoms3syiite daitn
xouduryparuu /etc/findface-video-worker-gpu.ini.

## cuda device number

## type:number env:CFG_DEVICE_NUMBER longopt:--device-number
device_number = 0O

## apply getprop patch

## type:bool env:CFG_PATCH_GETPROP longopt:--patch-getprop
patch_getprop = false

## read streams from file, do nmot use VideoManager

## type:string env:CFG_INPUT longopt:--input

input =

## exit on first finished job, only when --input specified
## type:bool env:CFG_EXIT_ON_FIRST_FINISHED longopt:--exit-on-first-finished
exit_on_first_finished = false

## batch size

## type:number env:CFG_BATCH_SIZE longopt:--batch-size
batch_size = 8

## http server port for metrics, 0=do mot start server

## type:number env:CFG_METRICS_PORT longopt:--metrics-port
metrics_port = 0

## resize scale, 1=do not restize

## type:double env:CFG_RESIZE_SCALE longopt:--resize-scale
resize_scale = 1.000000

## maxzimum number of streams

## type:number env:CFG_CAPACITY longopt:--capacity
capacity = 30

## command to obtain videomanager's grpc ip:port

## type:string env:CFG_MGR_CMD longopt:--mgr-cmd

mgr_cmd =

## videomanager grpc ip:port

## type:string env:CFG_MGR_STATIC longopt:--mgr-static
mgr_static = 127.0.0.1:18811

## ntls server ip:port

## type:string env:CFG_NTLS_ADDR longopt:--ntls-addr
ntls_addr = 127.0.0.1:3133

## debug: save faces to dir

## type:string env:CFG_SAVE_DIR longopt:--save-dir
save_dir =

## minimum face size

## type:number env:CFG_MIN_FACE_SIZE longopt:--min-face-size
min_face_size = 60

## preinit detector for specified resolutions: "640x480;1920x1080"
## type:string env:CFG_RESOLUTIONS longopt:--resolutions
resolutions =

## worker labels: labels = k=v;group=enter

## type:string env:CFG_LABELS longopt:--labels

labels =

## use timestamps from SEI packet

(continues on next page)
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## type:bool env:CFG_USE_TIME_FROM_SEI longopt:--use-time-from-set
use_time_from_sei = false

## reader frame buffer size

## type:number env:CFG_FRAME_BUFFER_SIZE longopt:--frame-buffer-size
frame_buffer_size = 128

## skip count

## type:number env:CFG_SKIP_COUNT longopt:--skip-count

skip_count = 0

## streamer/shots webserver port, 0O=disabled

## type:number env:CFG_STREAMER_PORT longopt:--streamer-port
port = 0

## streamer url - how to access this worker on streamer_port
## type:string env:CFG_STREAMER_URL longopt:--streamer-url
url = 127.0.0.1:9999

## path to liveness fnk

## type:string env:CFG_LIVENESS_FNK longopt:--liveness-fnk

fnk =

## path to mormalization for liveness

## type:string env:CFG_LIVENESS_NORM longopt:--liveness-norm

norm =

## liveness internal algo param

## type:doudble env:CFG_LIVENESS_INTERVAL longopt:--liveness-interval
interval = 1.000000

## liveness internal algo param

## type:number env:CFG_LIVENESS_STDEV_CNT longopt:--liveness-stdev-cnt
stdev_cnt = 1

## posting faces threads

## type:number env:CFG_SEND_THREADS longopt:--send-threads

threads = 8

## posting faces maxzimum queue size

## type:number env:CFG_SEND_QUEUE_LIMIT longopt:--send-queue-limit
queue_limit = 256

## interpolate undetected bbozxzes in track

## type:bool env:CFG_TRACKER_INTERPOLATE_BBUXES longopt:--tracker-interpolate-bbozes
interpolate_bboxes = true

## maz face miss duration, sec

## type:double env:CFG_TRACKER_MISS_INTERVAL longopt:--tracker-miss-interval
miss_interval = 1.000000

## overlap threshold

## type:double env:CFG_TRACKER_OVERLAP_THRESHOLD longopt:--tracker-overlap-threshold
overlap_threshold = 0.250000

(continues on next page)
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## path to pedestrian detector fnk

## type:string env:CFG_MODELS_BODY_DETECTOR longopt:--models-body-detector
body_detector =

## path to detector fnk

## type:string env:CFG_MODELS_DETECTOR longopt:--models-detector
detector = /usr/share/findface-data/models/facedet/cheetah_fast.gpu.fnk
## path to quality fnk

## type:string env:CFG_MODELS_QUALITY longopt:--models-quality

quality = /usr/share/findface-data/models/faceattr/quality.v0.gpu.fnk

## path to morm for quality fnk

## type:string env:CFG_MODELS_NORM_QUALITY longopt:--models-norm-quality
norm_quality = /usr/share/findface-data/models/facenorm/bee_fast.gpu.fnk
## path to nmorm200 fnk, for face send

## type:string env:CFG_MODELS_NORM_200 longopt:--models-norm-200
norm_200 = /usr/share/findface-data/models/facenorm/bee.v2.gpu.fnk

## path to morm_crop2z fnk, for face send

## type:string env:CFG_MODELS_NORM_CROP2X longopt:--models-norm-crop2c
norm_crop2x = /usr/share/findface-data/models/facenorm/crop2x.v2_maxsize400.gpu.fnk
## path to cache directory

## type:string env:CFG_MODELS_CACHE_DIR longopt:--models-cache-dir
cache_dir = /var/cache/findface/models_cache

## decode video on cpu
## type:bool env:CFG_VIDEO_DECODER_CPU longopt:--video-decoder-cpu
cpu = false

IMonb3oBarensckas HacTpoiika findface-video-worker na CPU/GPU BbnosHsieTcst ¢ HCIOIB30Ba-
HEEM CJIeIYOIINX apaMeTPOB:
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CPU \ GPU Onucaxne

ntls-addr IP-azpec u mopt cepBepa findface-ntls.

mgr-static IP-anpec  cepsepa  findface-video-manager, KOTODBI  OOeclleYMBaET
findface-video-worker HacTpoiKaMM M CIHCKOM BHJIEOIIOTOKOB IJIsI O0O-
paboTKM.

capacity MaxkcumabHoe KOJITIECTBO BUIE€0IIOTOKOB, 06pabaThIBAEMBIX
findface-video-worker.

mgr-cmd Komanya syis nonygenus IP-agpeca komnonenra findface-video-manager (ou-
[MOHAJILHO BMECTO mgr-static).

labels Mertku, ncrnonb3yeMble Ut NMpuBaA3KH dK3eMiigpa findface-video-worker K

ompejiesientoit rpymnmne kamep. Cm. [lpusaska epynnot kamep ® 9K3EMNAADY
findface-video-worker.

streamer -> IP-azpec u mopr st Jloctyna K sudeocmene.

port, url

liveness -> ITyTe K jerexropy orcusvix jui (Liveness).

fnk

liveness -> IIyrs K HOpMAJIM3ATODY, UCIOIL3YEMOMY B JleTekTope orcusuir jun (Liveness).
norm

input O6pabarsiBaTh BUIEONOTOKN u3 (ailjia, UTHOPUPYs JaHHBIE IIOTOKOB, ITOCTYIIa~

omue or findface-video-manager.

exit_on_first_fiffishad eciim ykazan input) BoriiiTu nocie 3aBepiienus nepsoro job-3aganms.
resize_scale MacmTabupoBaTh BUIEOKAIPHI ¢ 33 TaHHBIM KOIMDDUITHTEHTOM.

save_dir (g ornagku) CoxpanaTh OOHAPYKEHHBIE JIUIA B 33 JaHHBIH KATAJIOT.
min_face_size | MuHUMAaIbLHBIN OOHAPYKUBAEMBIT pa3Mep JIUIA.

H/u device_niherp ucnoss3yemoro GPU-ycrpoiicrsa.

H/u models_d{Frapsrii karasor ¢ mogensivMu GPU-gerexkropa. B mporusHOM citydae uCoib3yii-
Te JaHHbIE U3 ceKiuu [models].

H/u cpu IIpu meobxommmocTn mexkoanposarh Buaeo Ha CPU.

Job-3apanus

Cepsuc findface-video-manager Boiiaer findface-video-worker Tak HasbiBaeMoe job-3ajiaHue, 3aj1a9y
Ha 00PabOTKy BUJIE0, KOTOPas COIEPXKUT MTapaMeTphbl KOH(PUTYPAIUN U CBEJIEHUS O BUIEOTIOTOKE.

COILep)KI/IMOQ TUIINYIHOI'O jOb—3a,ILaHI/IH IIOKa3aHO B IIpUMeEpe HUKe.

curl http://127.0.0.1:18810/job/1 | jq

% Total % Received 7, Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 2045 100 2045 0 0 199k 0 —-t--t-- ——t--t-- —-:1--:-- 221k
[
{
"id": "ffsec_video_source",

"enabled": false,
"stream_url": "file:///var/lib/ffsecurity/uploads/videos/2.bin",

"labels": {
"camera_group_id": "1",
"camera_id": "0",
"video_source_id": "2"

},

"router_url": "http://127.0.0.1/video-detector/frame",
"single_pass": true,
"stream_settings": {

(continues on next page)
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"ffmpeg_params": [],
"md_threshold": 0.002,
"md_scale": 0.3,
"fd_frame_height": -1,
"uc_max_time_diff": 30,
"uc_max_dup": 3,
"uc_max_avg_shift": 10,
"det_period": 8,
"realtime": false,
"npersons": 4,
"disable_drops": true,
"tracker_threads": 4,
"parse_sei": false,
"image_arg": "photo",
"additional_headers": [
"Authorization=Token 08ad0f283812584b731c62f7d14cb7d0"
1,
"additional_body": [],
"api_timeout": 15000,
"api_ssl_verify": true,
"post_uniq": true,
"min_score": -2,
"min_d_score": -1000,
"realtime_dly": 500,
"realtime_post_perm": false,
"rot": "",
"roi": "",
"draw_track": false,
"send_track": O,
"min_face_size": O,
"max_face_size": O,
"overall": true,
"only_norm": false,
"max_candidates": O,
"jpeg_quality": 95,
"ffmpeg_format": ""

},

"stream_settings_gpu": {
"play_speed": -1,
"filter_min_quality": -2,
"filter_min_face_size": 1,
"filter_max_face_size": 8192,
"normalized_only": false,
"jpeg_quality": 95,
"overall_only": false,
"use_stream_timestamp": false,
"ffmpeg_params": [J,
"router_timeout_ms": 15000,
"router_verify_ssl": true,
"router_headers": [

"Authorization=Token 08ad0f283812584b731c62f7d14cb7d0"
1,
"router_body": [],
"start_stream_timestamp": O,
"imotion_threshold": O,
"rot": "",

(continues on next page)
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"roi: "M s

"realtime_post_interval": 1,
"realtime_post_every_interval": true,
"ffmpeg_format": "",
"disable_drops": true,
"router_full_frame_png": false,
"router_disable_normalized": false,
"crop_fullframe_rot": false,
"realtime_post_first_immediately": false
},
"status": "DISABLED",
"status_msg": "",
"statistic": {
"processed_duration": O,
"faces_posted": O,
"faces_failed": O,
"faces_not_posted": O,
"processing_fps": O,
"frames_dropped": O,
"frames_processed": 0,
"frames_imotion_skipped": O,
"decoding_soft_errors": O,
"job_starts": 0
},
"restream_url": "ws://127.0.0.1:18999/stream/ffsec_video_source",
"shots_url": "http://127.0.0.1:18999/shot/ffsec_video_source",
"worker_id": "",
"version": "brb4165r6c5911rq2a40"

Kaxkmoe job-3amanne nMeer ciieayomye mapamMeTphb:

e id: id job-zamanmus.

e enabled: craTyCc aKTUBHOCTH.

e stream_url: URL/aapec Bumeonoroka min daiina s o6paboTKu.

e labels: METKH, IO KOTOPBIM OYJET OCYIIECTBISITHCA 0OPAbOTKa OOHAPYKEHHBIX JIUI B KOMITOHEHTE

findface-facerouter (findface-security B cranmaptroii konburypamun FindFace Security).

e single_pass: ecsin true (mo ymosganwmio false), To He mepesamyckarh 00pabOTKy MOTOKA B CIydae

OmunOKU.

e router_url: IP-anpec u nopr komnonenra findface-facerouter (findface-security B cranmapr-

Hoit kordurypanun FindFace Security), B koTopsiii kommonent findface-video-worker oTmpasisier
oOHapY2KEHHBIE JIUTA JJIsI TOCIeLyIoIeil 06paboTKu.

e stream_settings: HCHOIB3yeTCA TOJIBKO I OOPATHONX COBMECTHMOCTH.

e stream_settings_gpu: mapamMeTpbl BUIEOIIOTOKA, LyOmIpyIoniue napamempo, B daiiie KOHGUrypamun

findface-video-manager (06saziasi IPU TOM [IPHOPUTETOM ).

e status: craryc job-3ajaHusi.

e status_msg: jonoJHUTEIbHAs HHMOPMAIUS O cTaTyce job-3a/aHus.

e statistic: crarucruka BeinoaHeHus job-3a1aHus (IPOIOIKUTEILHOCTD IIpoliecca 00paboTKu, KOJInde-

CTBO OTIIPABJEHHBIX 1 HEOTIIPABJIEHHBIX JIUII, K& POBas 1acTOTa 00pabOTKM, KOJTUIECTBO 00pabOTAHHBIX
U TPOIYIIEHHBIX KaJPOB, BpeMsl Havdaja oOpaboTKU U T. I1.).
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e worker_id: id skzemmispa findface-video-worker, BBITOIHAIONIErO job-3a aHMe.

findface-ntls

JlokaubHbIN cepBep aunersnpoBanns findface-ntls — 9TO cepBUC, KOTOPBII yCTAHABINBAETCS HA BHIOPAH-
HOM (PUBUTECKOM cepBepe U CayKuT s Bepudukaruu jgunens3un FindFace. [l Bepudukannm ncmoib3y-
I0TCA CJICAYIONIEe UCTOYHUKU:

e [nobGasnbubrit cepsep smurensnii NtechLab. Corykur 1151 TuneH3upoBaHust B CETsIX € JOCTYIIOM B HHTEP-
HET, B TOM YHUCJIEe C JOCTYIIOM 4Y€pe3 IMPOKCU-CEPBEP.

o Kurou ammaparroit 3amuTbl. CIry>KAT JJIsT JIMIEH3NPOBAHUS B 3aKPBITHIX CETSIX.

st ynpassienns: findface-ntls ucnosb3yiite ocHoBHOI BeG-uHTepdeiic FindFace Security. JlocTymnHbl cie-
JIYIOIIIE BO3MOYKHOCTH:

® IIPOCMOTP CITMCKA MPUOOPETEHHBIX (DYHKITHIA,

® [IPOCMOTP CIIMCKa TEeKYIIUX OrDaHUYEHMUIR,

e 3arpyska daiisa JnuIeH3uHy,

® IIPOCMOTP CIIUCKA IOAKJ/IIOYCHHBIX B JAHHBIII MOMEHT KOMIIOHCHTOB.
JIuIeH3npyoTcst ciieLyomne KOMIIOHEHTDI:

e findface-tarantool-server,

e findface-extraction-api,

e findface-video-manager,

e findface-video-worker.

Baxkno: [lociie paspbiBa coeuHeHNsT MEXK/Ty cepBepoM Jintien3npoBanns findface-ntls u JIMIIEH3UPYEMbIM
KOMIIOHEHTOM WJIA MEXKJy cepBepoM jureHsnpoBanus findface-ntls u rirobaJbHBIM CEPBEPOM JIUIIEH3UPO-
BaHMsI, BpeMs pabOThl KOMIIOHEHTa COCTABJIsSIET 6 9acoB.

Hactpoitka kommonenTa findface-ntls BeimosiHseTCs Uepe3 daitn koudurypanuu /etc/findface-ntls.
cfg.

# Listen address of NTLS server where services will connect to.
# The format is IP:PORT

# Use 0.0.0.0:PORT to listen on all interfaces

# This parameter is mandatory and may occur multiple times

# 1f you need to listen on several specific interfaces or ports.
listen = 127.0.0.1:3133

# Directory with license files.

# NTLS use most recently generated one.

# Note: "recentness" of a license file is detected not by
# mtime/ctime but from its internal structure.

#

# This parameter is mandatory and must occur exactly once.
license-dir = /opt/ntech/license

# You can specify prozy which NTLS will use to access
# global license server. The syntaxz is the same that %s used by curl.

(continues on next page)
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# Proxzy 1is optional
#prowy = http://192.168.1.1:12345

# This is bind address for NTLS web-interface.

# Note: there're no authorization or access restriction mechanisms
# an NTLS UI. If you need one, consider using nginT as proxy
# with .htaccess / ip-based ACLs.

# This parameter may be specified multiple times.

ui = 127.0.0.1:3185

TTonb3oBaTenbekast HacTpoiika findface-ntls BBITOJTHSETCS C UCIOJIB30BAHUEM CJIEIYIONINX [IAPAMETPOB:

Mapa- | Onucanue
mMeTp
listen| IP-agpec cepBepa, ¢ KOTOPOrO OCYINECTBJSETCS OOpAINEHHUE JUIEH3UPYEMbBIX KOMIIOHEHTOB B
findface-ntls. /Ijst Toro 4Tobn pa3pemuTh obpairenne ¢ joboro IP-agpeca, ycranosute 3na-
qenue 0.0.0.0:3133.

license Marasor mis xpanenus daiiyia JIAIEH3UN.

proxy | IP-azpec u mopr mpokcu-cepsepa (ONIMOHAJIBHO).

ui IP-azpec cepBepa, ¢ Koroporo Oymer moctymen Beb-unrepdeiic findface-ntls. Jas Toro 9rodn
Pas3penmTh JIOCTYII CO BCeX a/pecoB, U3MeHuTe 3Hadenue Ha ‘‘0.0.0.0°".

findface-security

Kowmmonenr findface-security obecreymBaeT JOCTYII KOHEYHOI'O IIOJb30BaTeNs K QOYHKIUAM SIpa
FindFace. OrBeuaer 3a B3aumojeiicteue mex 1y siapom FindFace Core u Beb-unTepdeiicoM, a Takzke QyHKIM-
OHMPOBaHUE CUCTEMBI KaK eJMHOTro 1esioro, peasmsyer HTTP- u Be6-cokers! (BMecte ¢ Django), oGHOBIIEHNE
6a3bl TaHHBIX U 6COTYKU.

Komnonenr findface-security takske BbinoJHseT GyHKImMu komnoHenTta findface-facerouter (uacrb
anpa FindFace), sajaBas npasumia 06paboTku o6HApY2KeHHBIX Jjuil. OH I0JIydaeT PaMKy C JIHMIOM U HOD-
MAaJIM30BaHHOE M300payKeHNe JIMIA BMECTe C MCXOJHBIM KaJPOM W JPYTUMHU JAHHBIMEU (HAIIPEMED, JATOH 1
BpeMeHeM ,ueTeKuHH) ot cepsuca findface-video-worker u mepeHamnpaBJieT UX JJIs JaJibHeIeir 0opadboT-
ku B ceppuc findface-sf-api.

Hacrpoiika kommonenTta findface-security BoimosaseTcs depe3 daitn koudurypanun /etc/ffsecurity/
config.py.

sudo vi /etc/ffsecurity/config.py

# ===================-====-====-===s===-=-==s==ss==ss==s=-==ss==s===s===s====s=========
# FindFace Security configuration file

# ==============================================================================

#

# This config file is written in Python's syntaz and interpreted at FindFace Security
# service startup. You have to restart the service in order to apply changes.

#

# If you have any questions or suggestions, please contact us at support@ntechlab.com
# ==============================================================================

# GENERAL SETTINGS

# ==========s==ssos=ssos=sssssossssssssssssszsssssssssssssssssssssssssss=sssssss=ssos=

# enables additional logs
DEBUG = False

(continues on next page)
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# media files directory
MEDIA_RQOOT = "/var/lib/ffsecurity/uploads"
# static files directory
STATIC_ROOT = "/var/lib/ffsecurity/static"
# language code
LANGUAGE_CODE = 'en-us'
# time zone
TIME_ZONE = 'UTC'
# Database ts used by FindFace Security to store cameras,
# camera groups, watchlists and so on. Only PostgreS{L ts supported.
DATABASES = {
'default': {
'ENGINE': 'django.db.backends.postgresql',
'DISABLE_SERVER_SIDE_CURSORS': True,
'NAME': 'ffsecurity',
'"PORT': 5439, 'USER': 'ntech', 'PASSWORD': 'lY4KrQbotHVFdZOEd5z8EBvDUzSsmw20'

}
}
# Signature key for session encryption
# Use pwgen -sncy 50 1[/tr "'" "." to generate your own unique key
SECRET_KEY = 'd1c22e3b368f2f8be4caa95b3540celc'
# =S===========================S==S=====S======S==S==S===S=====S=========================
# FINDFACE SECURITY SETTINGS
# =======================s====s===ss==ss=sss=ssssssssssssssssssssss=ssssssssss=====

# SERVICE_EXTERNAL_ADDRESS ts prioritized for FFSecurity webhooks and Genetec plugin.
# EXTERNAL_ADDRESS is used instead tf SERVICE_EXTERNAL_ADDRESS is mot provided.
# You must provide either SERVICE_EXTERNAL_ADDRESS or EXTERNAL_ADDRESS in order
# to be able to work with FFSecurity webhooks and Genetec plugin.
SERVICE_EXTERNAL_ADDRESS = 'http://127.0.0.1'
# EXTERNAL_ADDRESS is used to access objects created inside FFSecurity via exzternaly,
—links.
EXTERNAL_ADDRESS = ''
# - Base FFSecurity settings -
FFSECURITY = {

# findface-video-worker authorization token

'VIDEO_DETECTOR_TOKEN': 'fdcOfea20cf0a734c5e2del1886£fc07b4"',

# base face matching confidence threshold

' CONFIDENCE_THRESHOLD': 0.739,

# episodes specific matching threshold that @s used to join faces in an episode

'EPISODES_THRESHOLD': 0.689,

# minimum face quality sufficient to add it to a dossier

'MINIMUM_DOSSIER_QUALITY': -2,

# skip all unmatched faces

'IGNORE_UNMATCHED': False,

# matched events older than EVENTS_MAX_MATCHED_AGE will be automatically

# deleted (every night at 1:17 am by default)

'EVENTS_MAX_MATCHED_AGE': 30,

# same as above but for unmatched events

'EVENTS_MAX_UNMATCHED_AGE': 30,

# same as EVENTS_MAX_MATCHED_AGE but for matched full frame timages only (thumbnatils,
—won't be deleted)

'EVENTS_MAX_FULLFRAME_UNMATCHED_AGE': 30,

# same as above but for unmatched full frame images only (thumbnatils won't bey,
—deleted)

'EVENTS_MAX_FULLFRAME_MATCHED_AGE': 30,

# NTLS licence server url

(continues on next page)
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'"NTLS_HTTP_URL': 'http://127.0.0.1:3185"',

# findface-video-worker face posting address,

# it must be set to either FFSecurity EXTERNAL_ADDRESS (by default)

# or findface-facerouter url (in some specific cases)

'ROUTER_URL': 'http://127.0.0.1",

# send sertalized dossiers, dossier-lists, camera and camera groups in webhooks
'VERBOSE_WEBHOOKS': False,

'THUMBNAIL_JPEG_QUALITY': 75,

# FFServer services urls

'VIDEO_MANAGER_ADDRESS': 'http://127.0.0.1:18810',

'SF_API_ADDRESS': 'http://127.0.0.1:18411"',

'FFCOUNTER_ADDRESS': 'http://127.0.0.1:17300',

# additional events features.

# make sure that corresponding extractors

# are licensed and enabled at findface-extraction-api config file.

# available features are: gender, age, emotions, beard, glasses, medmask.
'"EVENTS_FEATURES': [],

# feature specific confidence thresholds

'LIVENESS_THRESHOLD': 0.75,

'EMOTIONS_THRESHOLD': 0.25,

'BEARD_THRESHOLD': 0.7,

# -- Persons configuration --

# rrule (recurrence rule) for scheduling persons clusterization
'PERSONS_CLUSTERIZATION_SCHEDULE': 'RRULE:FREQ=DAILY;INTERVAL=1;WKST=MO;BYHOUR=0;

—BYMINUTE=0"',

# face to person matching confidence threshold
'PERSONS_CONFIDENCE_THRESHOLD': 0.739,

# minimum face quality for handle face in person service
'PERSON_EVENT_MIN_QUALITY': -2,

# counters full frame saving options:

# “always’ - save always
# “detect’ - save only if faces or silhouettes have been detected
# “never’ - never save full frames

'COUNTERS_SAVE_FULLFRAME': 'always',
'COUNTERS_FULLFRAME_JPEG_QUALITY': 75,
' COUNTERS_THUMBNAIL_JPEG_QUALITY': 75,
# -- Optional parameters --
# Edit CUSTOM_FIELDS section to customize dossier content.
# Below ts an exzample for integration FindFace Security with Sigur.
# 'CUSTOM_FIELDS': {
'dossier_meta': {
"items': [

{

**

'name': 'personid’,

'default': "',

'label’': 'PersonID',

'display': ['list’', 'form'],
'description’': 'Sigur person ID'

'name’': 'firstname’,

'default': "',

'"label': 'First Name',

'display': ['list’', 'form'],
'description’': 'Sigur first name'

FHOR W W R R W W OR W W R R W™ W
“~
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{
'name’': 'lastname’,
'default': "',
'label’': 'Last Name',
'display': ['list’', 'form'],
'description’': 'Sigur last name'
4,
{
'name’': 'version',
'default’': "',
'label': 'Version',
"display': ['list’', 'form'],
'description’': 'Sigur photo version'
}
7,
'filters': [
{
'name’': 'personid’,
'"label': 'Sigur person ID filter’,
'field': 'persontid’
}
]

4,

mazimum event age in seconds than could be added to an episode.
'"EPISODE_SEARCH_INTERVAL': 60,

If none of these events matched, nmew episode ©s created.
mazimum episode duration (episode is closed after)
'"EPISODE_MAX_DURATION': 300,

'"EPISODE_EVENT_TIMEOUT': 30,

mazimum created thumbnail width

'THUMBNAIL_MAX_WIDTH': 320,

social backend url. Contact support for additional information.
'SOCIAL_BACKEND': None,

'SOCIAL_HEADERS': {},

unacknowledged events notification interval

# 'UNACKNOWLEDGED_NOTIFY_INTERVAL': 1,

O W R R W W R R W W R T W R OR W W R ORE W OW R R OW OR R R OW R ORE R W OR R W™ W

3
# - FindFace Security user interface configuration dictionary -
FFSECURITY_UI_CONFIG = {
"event": {
"features": {

"f_gender_class": ["male", "female"],
uagen: {
llf_age_gte" : n Il’
llf age 1te|l: nn
}’
"f_emotions_class": ["angry", "disgust", "fear", "happy",
< "neutral"],
"f_glasses_class": ["none", "eye", "sun"],

"f_beard_class": ["none", "beard"],
"f_liveness_class": ["real", "fake"],
"f_medmask_class": ["none", "correct"],

1f no new event added to an episode during this timeout, episode will be closed.

"sad", "surprise",

(continues on next page)
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3
# -- ASGI-server configuration --
# consult support before changing these settings.
# per worker thread pool size.
ASGI_THREADS = 32
UVICORN_SETTINGS = {
# worker processes count, 'auto' sets it to logical cpu count

'workers': 'auto',
'host': 'localhost',
'port': 8002,

# websocket worker processes count,
# 'auto' sets it to logical cpu count, but not more than 8.
'ws-workers': 'auto',
'ws-host': 'localhost',
'ws-port': 8003,
}
# disable unused services to increase
# overall system performance in some cases.
SERVICES = {
"ffsecurity": {
"episodes": True,
"webhooks": True,
"persons": False,
"counters": True,

}
}
# sS=============================================================================
# FINDFACE SECURITY PLUGINS
# ==============================================================================

# Uncomment lines below to enable plugins. Please consult documentation for

# a plugin specific settings.

# =============== [ggon ================

# INSTALLED_APPS.append('ffsecurity_azzon')

# FFSECURITY['AXX0N'] = [

# {

# 'name': 'server_name',

# "api': 'http://example.com/’,

# 'rtsp': 'rtsp://exzample.com:554/",

# 'user': 'user',

# 'password’': 'password’,

# }

# ]

# FFSECURITY_UI_CONFIG['dosstier'] = {

# 'video': True,

#}

# ===s===s======= (enelec ==s=s==ss==s=s=====

# INSTALLED_APPS.append('ffsecurity_genetec')
# ===ss===ss==s==== §Joyq ====ss==ss==sss====

# INSTALLED_APPS.append('ffsecurity_sova')

# ======= (ryptoPR0O authentication =======

# INSTALLED_APPS.append('ffsecurity_cproauth')
# REST_FRAMEWORK['DEFAULT_AUTHENTICATION_CLASSES'] = [
# 'ffsecurity.auth. Tokenduthentication’,

# 'ffsecurity_cproauth.auth.CryptoProlrTokenduthentication’
# 1]

# ========== Jossterlists sync ===========

(continues on next page)
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# INSTALLED_APPS.append('ffsecurity_sync')

# token must be tdentical on master and slave
# use pwgen -s 64 1

# SYNC_TOKEN = 'change_me'

# SYNC_TIME = {

# # 24 hour format

# 'hour': 3,

# 'minute’: 0,

#

TTonbzoBaTenbckast HacTpoiika findface-security BBIMOJIHAETCS C UCIOJIB30BAHUEM CJIEIYIONINX [TAPAMET-
poOB:
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Mapa-
MeTp

Onwucanne

EXTERNALBARDRESR IP-anpec mimm URL, xoTopslit 6yaeT MCHOIB30BaH MU JIOCTYIa K BeO-unTepdeiicy

FindFace Security.

SERVICE_MTERIMAIMADREENS-a1pec, npuopuTeTHO UCIIOJIb3yeMblil B BeOXyKax u unrerpaiuu ¢ Genetec.

VIDEO_DETESTHRuIBKENOKEH U yKaKUTE €ro B JJAHHOM IapaMeTpe, ITOOBI aBTOPU30BATH MOIYJIb BUJIEOIE-
TEKINHU JINII.

VIDEO_MANRGER&DDRESSa findface-video-manager.

EVENTS _|MEBXOSWATCHEMAGET ¢ coBIaIeHneM, IIPU JOCTHKEHIN KOTOPOTO JIOJYKHO MPOUCXOIUTH €ro aBTO-
MaTHIecKoe yrajeHne n3 6a3bl JaHHBIX.

EVENTS _|MEBO3pNMA RCHEDrAGHe3 cOBIIa IeHNSI, IPHU JIOCTHKEHUU KOTOPOTO JOJI2KHO MTPOUCXO/IUTH €0 aBTO-
MaTHUYeCKOe yaJjeHre u3 0a3bl JaHHBIX.

EVENTS _|MAYX_HULERRAMVENESCHER _ME&FECHED _AGE, TOJIBKO JJIsT TIOJTHBIX KaIPOB.

EVENTS_|MAX_#KéL.RRAMEZENTEANSKEDNMAECHED _AGE, TOJIBKO JIJISI IIOJTHBIX KaJIPOB.

NTLS_HTTPPURipec cepBepa findface-ntls.

ROUTER_JURR-asipec cepBepa findface-security, KoTopblil OyjeT moJsydarb oOHApy’KeHHble Ha BU-
Jeo Jimna oT 3k3eMiuigpoB findface-video-worker. Ajipec yKasblBaeTcs BHYTPEHHUN WJIH
BHEIIIHUI, B 3aBUCAMOCTH OT ceTd, B KoTopoii findface-video-worker B3ammozeiicTByeT C
findface-security.

EXTRACTIDR-ARJec cepBepa findface-extraction-api.

SF_API_|ADPRE§®ec cepBepa findface-sf-api.

IGNORE_|UNMATGHEReT 3ammch coObITHS B 0a3y JaHHBIX, €CJIM 0OHAPYKEHHOE JIUIO OTCYTCTBYET B CIHCKAX
naburofenus (Bepudukanus Jajaa OTPULATEJbHBIA pe3ysbrar). JJannyo HACTPONRKY PEKOMEH/Ly-
€TCsl UCIIOIBb30BATh IIPHU OOJIBIIOM KOIMYecTBe mnocetuTesieil. Iloporosas cremnens cxoxKecTu Ipu
BepudUKAIIUN JIAI, OIpeessiercs napamerpom CONFIDENCE _THRESHOLD.

CONF IDENTE) [ XHRESHOED 16 HD CXOXKECTH /11 Bepu(DUKAIINN JIUI B COOBITUSIX.

EPISODESIFHRESHAEDCTEIIEHD CXOXKECTHU JIJTsT BEPUMUKAIUN JIUIL B SITA30/IAX.

MINIMUM_DOSSERRIQUAELIZ¥iecTBO uia Ha dororpadun B gocke. Ecin Ka1ecTBO JIUIA Xy2KE MIHIMAJIb-
HOT0, TIOJTb30BATENb HE CMOXKET 3arPy3UTh TaKyio ¢pororpaduio B goche. [Ipsambie n3obparkeHust
Jtl, audac CINTAIOTCA Hanbo/Iee KateCTBEHHBIME. VM cOOTBETCTBYIOT 3HadeHus BOu3u 0, Kak
npasuiio, orpunaresbable (Takune kak -0.00067401276, nanpumep). IlepesepHyThle Juna ¥ Jn-
113, MOBEPHYThIE O/ OOJIBITUMI YTJIAME, XaPaAKTEPU3yIOTCS OTPUIATEIbHBIM 3HAUYEHUSIM OT -5 U
MmenbIre. [lo ymomganmio >MINIMUM_DOSSIER_QUALITY’: -2, YTO COOTBETCTBYET CPEJIHEMY Ka-
YeCTBY.

EVENTS _|FERPRES TriTe 371€Ch MOJEIN JIJIsi PACIO3HABAHUS aTPUOYTOB JIMIA, KOTOPBIC BbI IIPOIUCAIN B
daitne kouduryparun findface-extraction-api.

LIVENESS/IFHRESHPLEXUBBIX JIUIT OIIEHUBAET »KUBOCTH JIUIA C OMPEIEIeHHON TOCTOBEPHOCTHIO. B 3aBuch-
MOCTH OT TIOPOT'OBOTO 3HAYEHUs JOCTOBEPHOCTHU, OH BO3BpAIaeT OWMHAPHBIN pe3ysbrarT Xusoit
4eJoBeK Wi Nzobpaxenue.

EMOTIONSIIFHRESHGEDe sMornii OIeHNBAETCs ¢ OIPEIEIEHHON JOCTOBEPHOCTHIO. B 3aBUCUMOCTH OT TTOPO-
FOBOI'O 3HAYEHUs JIOCTOBEPHOCTHU, CUCTEMA PA3JIMYAET SMOIMOHAJbHBIE JIUIA OT HENTPAJJIbHBIX.

BEARD_THRESHBIR TBre Ha Jiniie OOPOJIBI OIMEHUBAECTCH C ONPEIEIECHHON TOCTOBEPHOCTHIO. B 3aBucuMocTn
OT IIOPOTOBOrO 3HAYEHUS JIOCTOBEPHOCTH, CHCTEMAa BO3BpAINAaeT OMHAPHBINA PE3yJbTaT HET WU
6opoza.

EPISODE_SHARGHRTNTERVALy10 it snm30108) [lepuos BpeMenu, mpeaiecTByomuil COObITUIO, B TeUeHUE
KOTOPOTO CHCTEMa WINET B OMOMETPUYIecKoi 06a3e MAHHBIX COOBITHS C TMOXOXKUMH JHIaMu. FEc-
JIN TAKOro COOBITHS He HAl/IEHO, CHCTEeMa CO3JaeT HOBLIN 31u307. B npoTruBHOM ciiydyae oHA
BbIOMpaer Hamnbosiee moxxojgiee cobbirue u3 orkpbiroro (LIVE) snmzona, orcopruposas 100
nocsienaux noxoxkux jutl. Cm. Hacmpotixa anuso0dos.

EPISODE _MM@EHB”E&‘WLIH}IIO ILJIST 3111/130;@13) MaxkcumaabHast TPOAOKATETHHOCTD IMU30/1a B CEKYHIAX.
ITo ucredenun 3TOro BpeMEHU SIU30]T AaBTOMATHIECKN 3aKPBIBAETCH.

EPISODE_EMEBEZsTIMEQYFiHYO /iig 31u3010B) MakcuMaabHOe BpeMs B CEKYHIAX ¢ MOMEHTA JI00aBJICHUSI
[IOCJIeTHETO COOBITHS B 31n30/1. 1lo ucredennn 3T0r0 BpeMenu 31301 aBTOMATUIECKN 3aKPbIBa-
eTcs.

1€HSTOM_FIEEBS%TB 3TOT pa3fen prqHYIO,,‘ITO6LI HaCTPOUTH @ﬁ@gg{a}HHﬁ,ﬁg&&gng%ag%ﬁﬂ%ngfl&ﬁ a
306aMENLCKUE BKAWOKU, TOAA U PULLMPVL 6 Joche.

VERBOSE_WEBH20XBiTh B BeOXyKaxX CepUaJIn30BAHHBIE JOChE, CIIUCKKM HAOJIIOJIEHNSI, KAMEPhl U TPYIIIbI Ka-

Mep.
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IIpenynpexnaenne: Cekuuss FFSECURITY soskHa 3akaHuuBaTbesd napamerpamu EVENTS_FEATURES/
LIVENESS_THRESHOLD, EMOTIONS_THRESHOLD/BEARD_THRESHOLD, KOTOpBIE JIOJIZKHBI OBITH PACIIOIOKEHBI
ApyTr 3a APYyroM B YKa3aHHOM IIOpDAJIKE.

'SF_API_ADDRESS': 'http://127.0.0.1:18411"',

'"EVENTS_FEATURES': ['gender', 'age', 'emotions', 'beard', 'glasses', 'medmask'],
'LIVENESS_THRESHOLD': 0.945,

'EMOTIONS_THRESHOLD': 0.25

'BEARD_THRESHOLD': 0.7,

findface-facerouter

Baxkno: Kowmmonenr findface-facerouter He BXOAUT B cOCTaB CTaHIapTHOI koHduryparuu FindFace
Security. IIpu meobxoaumocTn ucnosb3yiite ero mis narerpamun. Cm. Ilaazumo.

Kowmmonent findface-facerouter mpescraBisier coboit cepBHC, Uepe3 KOTOPBIN 3a/1al0TCs MpaBUaa obpa-
60TKM OOHAPYKEHHBIX Ha BHjieo Jinil. [IpaBuiia 3a/1a10TCsd B BUJE MTOJIb30BATEILCKUX IJIATMHOB.

Kowmmonenr findface-facerouter mpuHUMAET HOPMAJIM30BAHHBIE H300PAXKEHUS JIMI[ BMECTE C HCXOJI-
HBIM KaJpOM u aApyroil uudopmaiueil (Hapumep, JaToii U BPEMEHEM JeTeKIUH) OT KOMIIOHEHTa,
findface-video-worker. B obmem ciaydae mo3Bosisier 00pabaThIBATh JUIA TPOU3BOJIBLHBIM CIIOCOOOM, B TOM
qHC/Ie OTIPABJIATH UX HAIPSIMYIO B ApPTHEPCKOE MpuUjIoKeHnne. B 6a30B0il peaju3anuu mepeHAITPABIIsSIET X
B KoMroneHT findface-sf-api st masbHeiineit 06pabOTKM B COOTBETCTBUU C 33/IAHHBIMU IIPABUIAMHU.

Ilonubiit crincok dyHKIHMit:
e 3ajaHNe MPaBUI 00PAbOTKN OOHAPYKEHHBIX JIUI Ha BUJIEO,

® IlepeHalpaBjIeHNe OOHAPYKEHHBIX JuIl B KoMroHeHT findface-sf-api mim Jpyroit cepsuc (B TOM
4uCcJie CTOPOHHEee HpI/IJIO)KeHI/Ie) JJIST TIOCJIE Ty FOITell 0OpaboOTKH.

Hacrpoiika kommonenta findface-facerouter BoimosHsieTcs depe3 aitn  koudwuryparmun /etc/
findface-facerouter.py.

# main.py options:

# debug

## debug - debug mode
# detector ="

## detector - Detector to use if client fails to provide mormalized face

## (nnd).Use "nnd" tf you need to detect faces in such requests. Empty value
## rejects requests without facel.

False

# host = !

## host - host to listen

# port = 18820

## port - port to listen

# sfapi_url = 'http://localhost:18411"'
## sfapi_url - SF-API URL

# version = False

## version - print version

# plugin_dir.py options:

(continues on next page)
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[

# plugin_dir =
## plugin_dir - Plugin directory for plugin_source='dir'

# abstract_define.py options:

# plugin_source = 'dir’'
## plugin_source - Plugin source (dir)

# log.py options:

# log_file_maxz_size = 100000000

## log_file_maz_size - maxz size of log files before rollover
# log_file_num_backups =10

## log_file_num_backups - number of log files to keep

# log_file_prefiz = None

## log_file_prefiz - Path prefixz for log files. Note that <f you are running
## multiple tornado processes, log_file_prefiz must be different for each of
## them (e.g. include the port number)

# log_rotate_interval =1

## log_rotate_interval - The interval value of timed rotating
# log_rotate_mode = 'size!'

## log_rotate_mode - The mode of rotating files(time or size)
# log_rotate_when = 'midnight’

## log_rotate_when - specify the type of TimedRotatingFileHandler interval other
## options:('S', 'M', 'H', 'D', '"WO'-'W6')

# log_to_stderr = None

## log_to_stderr - Send log output to stderr (colorized tf possible). By default
## use stderr if --log_file_prefiz is not set and no other logging is

## configured.

# logging = 'info'

## logging - Set the Python log level. If 'nmone', tornado won't touch the

## logging configuration.

ITompzoBaTennpckass Hacrpoitka findface-facerouter BBIIOTHSETCS C UCIOJB30BAHUEM CJIEIYIONINX ITapa-
METPOB:

MNapametp Onncaxne

sfapi_url | IP-azgpec u mopt cepBepa findface-sf-api.

plugin_dir | Karajor ¢ miarnHaMu, onpesessiioNMMI IPAaBIIa 06pabOTKN OOHAPYXKEHHBIX Ha BUJIEO
JINIL,

1.9.3 ®aiin c napameTpamum yCTaHOBKM

IIpu ycranoske FindFace Security n3 mHcTasuisiTopa mapaMeTpbl yCTAHOBKHA aBTOMATHIECKH COXPAHSIIOTCS B
daitn /tmp/<findface-installer-*>.json. Bel MoxkeTe OTpe/laKTUPOBATH JAHHBIH (hailyl 1 UCIIOIH30BATH
ero nipu ycranoske FindFace Security na qpyrux cepBepax, He oTBedast Ha BOIIPOCHI HHCTAJIISITOPA TIOBTOPHO.

Coser: I[logpobuast nndopMalmst 00 HHCTAIATOPE IPUBEIEHA B pasjeie Pa36epmuvleaHUe U3 KOHCONDHO20
UHCTMAANATMODA..

Baxkno: Ob6s3aresbHo yuauTe mogs * . config, exp_ip u int_ip nepen ycranoskoit FindFace Security na
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cepsepe ¢ apyrum [P-anpecom.

IIpumep daitia ¢ mapamMeTpaMu yCTAHOBKH:

{

"findface-tarantool-server.config": {

"shard-003": {

}J

"TNT_FF_LISTEN_PORT": "8103",
"TNT_META_SCHEME": "meta_scheme",
"TNT_FF_LISTEN_IP": "127.0.0.1",

"TNT_EXTRA_LUA": "\ndofile(\"/etc/ffsecurity/tnt_schema.lua\")\n",
"TNT_FF_NTLS": "127.0.0.1:3133",

"TNT_DATA_DIR": "/opt/ntech/var/lib/tarantool/shard-003",
"TNT_LISTEN": "127.0.0.1:32003",

"TNT_META_INDEXES": "meta_indexes"

"shard-004": {

"TNT_FF_LISTEN_PORT": "8104",
"TNT_META_SCHEME": "meta_scheme",
"TNT_FF_LISTEN_IP": "127.0.0.1",

"TNT_EXTRA_LUA": "\ndofile(\"/etc/ffsecurity/tnt_schema.lua\")\n",
"TNT_FF_NTLS": "127.0.0.1:3133",
"TNT_DATA_DIR": "/opt/ntech/var/lib/tarantool/shard-004",

"TNT_LISTEN": "127.0.0.1:32004",
"TNT_META_INDEXES": "meta_indexes"
}’
"shard-008": {
"TNT_FF_LISTEN_PORT": "8108",
"TNT_META_SCHEME": "meta_scheme",
"TNT_FF_LISTEN_IP": "127.0.0.1",

"TNT_EXTRA_LUA": "\ndofile(\"/etc/ffsecurity/tnt_schema.lua\")\n",
"TNT_FF_NTLS": "127.0.0.1:3133",

"TNT_DATA_DIR": "/opt/ntech/var/lib/tarantool/shard-008",
"TNT_LISTEN": "127.0.0.1:32008",

"TNT_META_INDEXES": "meta_indexes"

},

"shard-001": {
"TNT_FF_LISTEN_PORT": "8101",
"TNT_META_SCHEME": "meta_scheme",
"TNT_FF_LISTEN_IP": "127.0.0.1",

"TNT_EXTRA_LUA": "\ndofile(\"/etc/ffsecurity/tnt_schema.lua\")\n",
"TNT_FF_NTLS": "127.0.0.1:3133",
"TNT_DATA_DIR": "/opt/ntech/var/lib/tarantool/shard-001",

"TNT_LISTEN": "127.0.0.1:32001",
"TNT_META_INDEXES": "meta_indexes"
},
"shard-006": {
"TNT_FF_LISTEN_PORT": "8106",
"TNT_META_SCHEME": "meta_scheme",
"TNT_FF_LISTEN_IP": "127.0.0.1",

},

"TNT_EXTRA_LUA": "\ndofile(\"/etc/ffsecurity/tnt_schema.lua\")\n",
"TNT_FF_NTLS": "127.0.0.1:3133",

"TNT_DATA_DIR": "/opt/ntech/var/lib/tarantool/shard-006",
"TNT_LISTEN": "127.0.0.1:32006",

"TNT_META_INDEXES": "meta_indexes"

"shard-005": {

(continues on next page)

1.9. Mpunoxexns

163




FindFace Security, Boinyck 4.2 anti-COVID

(mpomosKeHre ¢ NpeAbLAyIeil CTPAHHIb)

"TNT_FF_LISTEN_PORT": "8105",
"TNT_META_SCHEME": "meta_scheme",
"TNT_FF_LISTEN_IP": "127.0.0.1",
"TNT_EXTRA_LUA": "\ndofile(\"/etc/ffsecurity/tnt_schema.lua\")\n",
"TNT_FF_NTLS": "127.0.0.1:3133",
"TNT_DATA_DIR": "/opt/ntech/var/lib/tarantool/shard-005",
"TNT_LISTEN": "127.0.0.1:32005",
"TNT_META_INDEXES": "meta_indexes"
}’
"shard-002": {
"TNT_FF_LISTEN_PORT": "8102",
"TNT_META_SCHEME": "meta_scheme",
"TNT_FF_LISTEN_IP": "127.0.0.1",
"TNT_EXTRA_LUA": "\ndofile(\"/etc/ffsecurity/tnt_schema.lua\")\n",
"TNT_FF_NTLS": "127.0.0.1:3133",
"TNT_DATA_DIR": "/opt/ntech/var/lib/tarantool/shard-002",
"TNT_LISTEN": "127.0.0.1:32002",
"TNT_META_INDEXES": "meta_indexes"
1,
"shard-007": {
"TNT_FF_LISTEN_PORT": "8107",
"TNT_META_SCHEME": "meta_scheme",
"TNT_FF_LISTEN_IP": "127.0.0.1",
"TNT_EXTRA_LUA": "\ndofile(\"/etc/ffsecurity/tnt_schema.lua\")\n",
"TNT_FF_NTLS": "127.0.0.1:3133",
"TNT_DATA_DIR": "/opt/ntech/var/lib/tarantool/shard-007",
"TNT_LISTEN": "127.0.0.1:32007",
"TNT_META_INDEXES": "meta_indexes"

}
}’
"findface-video-worker.variant": "cpu",
"product": "security",

"ignore_nolicense": true,
"findface-sf-api.config": {
"extraction-api": {
"extraction-api": "http://127.0.0.1:18666"
3,
"limits": {
"allow-return-facen": true
3,
"listen": "127.0.0.1:18411",
"storage-api": {

"shards": [
{
"slave": "",
"master": "http://127.0.0.1:8101/v2/"
1,
{
"slave": "",
"master": "http://127.0.0.1:8102/v2/"
},
{
"slave": "",
"master": "http://127.0.0.1:8103/v2/"
},
{

(continues on next page)
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"slave": "",
"master": "http://127.0.0.1:8104/v2/"
}’
{
"slave": "",
"master": "http://127.0.0.1:8105/v2/"
1},
{
"slave": "",
"master": "http://127.0.0.1:8106/v2/"
1,
{
"slave": "",
"master": "http://127.0.0.1:8107/v2/"
}’
{
"slave": "",
"master": "http://127.0.0.1:8108/v2/"
}
]
}
1,
"findface-extraction-api.variant": "cpu",

"memcached.config": {
"listen_host": "127.0.0.1",
"max_memory": 1024,
"item_size": 16

1,

"type": "stand-alone",

"findface-video-worker.config": {

"streamer": [

"port = 18999",

"url = 127.0.0.1:18999"
1,
"FKVD_WRK_CAP": "10",
"FKVD_MGR_ADDR": "127.0.0.1:18811",
"FKVD_NTLS_ADDR": "127.0.0.1:3133"

1,

"findface-security.config": {
"SERVICE_EXTERNAL_ADDRESS": "http://172.17.46.98",
"FFSECURITY": {

"ROUTER_URL": "http://127.0.0.1"
},
"ntech_password": "dGPOQc3yTAKbpa9jP5BueakzxJWcH61I"

1,

"findface-counter.config": {

"listen": "127.0.0.1:17300",
"database": {

"connection_string": "dbname=ffcounter host=/var/run/postgresql sslmode=disable"
}

1,

"findface-extraction-api.config": {
"extractors": {

"models": {
"quality": "faceattr/quality.vO.cpu.fnk",
"face": "face/ifruit_320.cpu.fnk",

(continues on next page)
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"gender": "",
"emotions": "",
"age": ""
1,
"instances": 2
}’
"normalizers": {
"instances": 2
}’
"listen": "127.0.0.1:18666",
"detectors": {
"quality_estimator": true,
"instances": 2
1,
"license_ntls_server": "127.0.0.1:3133"

1,

"inter_ip.advertised": "127.0.0.1",

"findface-ntls.config": {

"NTLS_LISTEN_UI": "127.0.0.1:3185",
"NTLS_LICENSE_DIR": "/opt/ntech/license",
"NTLS_LISTEN": "127.0.0.1:3133"

1,

"facen_model": "face/ifruit_320.cpu.fnk",

"ext_ip.advertised": "172.17.46.98",

"findface-data.models": [
"./findface-data-age.v1l-cpu_3.0.0_all.deb",
"./findface-data-age.vl-gpu_3.0.0_all.deb",
"./findface—data—beard.vO—cpu_3.0.0_all.deb",
"./findface-data-beard.vO-gpu_3.0.0_all.deb",
"./findface—data—detector—cheetah—cpu_3.0.0_all.deb",
"./findface—data—detector—cheetah—fast—cpu_B.0.0_all.deb",
"./findface-data-detector-cheetah-fast-gpu_3.0.0_all.deb",
"./findface—data—detector—cheetah—gpu_3.0.0_all.deb",
"./findface—data—detector—mtcnn—cpu_3.0.0_all.deb",
"./findface-data-emotions.vl-cpu_3.0.0_all.deb",
"./findface—data—emotions.v1—gpu_3.0.0_a11.deb",
"./findface-data—gender.v2—cpu_3.0.0_all.deb",
"./findface-data-gender.v2-gpu_3.0.0_all.deb",
"./findface—data—glassesB.vO—cpu_S.0.0_all.deb",
"./findface-data-glasses3.v0O-gpu_3.0.0_all.deb",
"./findface-data-ifruit-160-cpu_3.0.0_all.deb",
"./findface—data—ifruit—160—gpu_3.0.0_all.deb",
"./findface-data-ifruit-320-cpu_3.0.0_all.deb",
"./findface-data-ifruit-320-gpu_3.0.0_all.deb",
"./findface—data—liveness.v3—cpu_3.0.0_a11.deb",
"./findface-data-liveness.v3-gpu_3.0.0_all.deb",
"./findface-data-medmask3.vO-cpu_3.0.0_all.deb",
"./findface—data—medmaskS.vO—gpu_S.0.0_all.deb",
"./findface-data-normalization-ant.v2-cpu_3.0.0_all.deb",
"./findface-data-normalization-ant.v2-gpu_3.0.0_all.deb",
"./findface—data—normalization—bee—fast—cpu_3.0.0_all.deb”,
"./findface-data-normalization-bee-fast-gpu_3.0.0_all.deb",
"./findface-data-normalization-bee.v2-cpu_3.0.0_all.deb",
"./findface—data—normalization—bee.V2—gpu_3.0.0_a11.deb",
"./findface-data-normalization-crop2x.v2-maxsize400-cpu_3.0.0_all.deb",
"./findface-data-normalization-crop2x.v2-maxsize400-gpu_3.0.0_all.deb",

(continues on next page)
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}

]’

"./findface—data—pedet—delta—cpu_3.0.0_all.deb",
"./findface-data-pedet-delta-gpu_3.0.0_all.deb",
"./findface-data-quality.vO-cpu_3.0.0_all.deb",
"./findface-data-quality.vO-gpu_3.0.0_all.deb"

"python3-pil.variant": "avx2",
"components": [

]’

"findface-data",
"memcached",

"etcd",

"redis",

"postgresql",

"pgbouncer",

"jq",

"python3-pil",
"findface-ntls",
"findface-extraction-api",
"findface-sf-api",
"findface-counter",
"findface-upload",
"findface-video-manager",
"findface-video-worker",
"findface-security",
"findface-tarantool-server"

"pgbouncer.config": {

}:
ng

}’
"t

llp

})
"y
ng

}’

"e

"ntech_password": "dGPOQc3yTAKbpa9jP5BueakzxJWcH61I"

indface-facerouter.config": {

"host": "127.0.0.1",

"plugin_source": "dir",

"port": "18820",

"sfapi_url": "http://127.0.0.1:18411",
"plugin_dir": "/etc/findface-facerouter-plugins"

nt_instances": 8,
ostgresql.config": {

"ntech_password": "dGPOQc3yTAKbpa9jP5BueakzxJWcH61I"

nter_ip.bind": "127.0.0.1",
indface-video-manager.config": {
"ntls": {
"url": "http://127.0.0.1:3185/",
"enabled": false
1,
"rpc": {
"listen": "127.0.0.1:18811"
1},
"listen": "127.0.0.1:18810",

"master": {
"self url_http": "127.0.0.1:18810",
"self_url": "127.0.0.1:18811"

}

xt_ip.bind": "0.0.0.0"
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1.9.4 Mopaenun HelipOHHbIX ceTei

B srom paszmene BbI Haiizere cBOmHYO HMHMOPMAIINIO IO MOJEISIM HEAPOHHBIX CETEH, CO3JTaHHBIM B HAIIEH
snaboparopun u ucnosbdyeMbiM B FindFace Security:

IIpumeuanune: Kouduryparus s recra npouspoguresiboctu Ha CPU u GPU:
e CPU - Intel® Core™ i7-5930K CPU @ 3.50GHz x 12
e GPU - GeForce GTX 1080

Baxkno: [lpu uncroii ycraHoBKe GMOMETPUYECKON MOJIEIBIO IO YMOJIIAHUIO sBjsieTcs ifruit_320.

Mogenb CPU, FPS | GPU, FPS Tun HelipoHHoli ceTu

face/ifruit 160 TectupoBanue B mporiecce Bromerpusa muma

face/ifruit 320 TecrupoBanue B mmporecce

faceattr/age.v1 14.99 529.35 PacmnosnaBanue Bo3pacta

faceattr /beard.v0 15.03 532.05 Pacnosznasanne 60pobr

faceattr /emotions.vl 10.99 235.59 Pacnosnasanne smormit
faceattr/gender.v2 15.01 523.22 PacnosnaBanne mosia
faceattr/glasses3.v0 15.01 529.64 PacrnioznaBanme 04koB

faceattr /medmask3.v0 Pacnosnapanne MequnmHCKON MacKn

1.9.5 Xpanunnuwa gavubix FindFace Security

B atom paspene:

e Cnucox Iparusuu

o [anepeu buomempuueckol 6a3v, daHHLT

Cnucok xpaHunnunuy

FindFace Security ucmonp3yer ciemayromupe XpaHUIAIIA JAHHBIX:

e Buomerpudeckas 6a3a JaHHBIX Ha ocHoBe Tarantool, B KOTOpoit XpaHATcs GuoMeTpudecKne o0pasIibl
(BEKTODBI IPU3HAKOB) U COOBITHsI UIeHTUMDUKAIMA JIAT,

e OcnoBHast 6a3a JTaHHBIX cUCTeMbI Ha OcHOBe PostgreSQL, B KOTOpOIl XpaHsiTCs BHYTPEHHUE IaHHBIE
CHCTEMBI, JI0Ch€, YUETHBIE 3aIMCH I10JIb30BaTesell 1 HACTPONKHN KaMep.

e Karasor /var/lib/ffsecurity/uploads, B KOTOPOM XPaHsITCHd 3arpy2KeHHble B j10che doTorpadun,
Busieodaitsbl u apredakThl cobbIThil (IOJHBIE KaJAphl, MUHAATIOPHI JIMI X HOPMAJIM30BaHHbIE N300pa-
JKEHUSI JIWIL).

e Karajor /var/lib/ffupload/, B KOTOPOM XPAHATCSI TOJBKO TaKue apTedaKThl COOBITHI, KAK MAHUAA~
TIOPBI JIAII.
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Fanepen buomerpuyeckoii 6asbl AaHHbIX

B 6uomerpuueckoit 6a3e mamubix Ha ocHOBe Tarantool ects 3 rasepeun:
e ffsec_dossier_face: bmomeTpudeckKue 00Opa3Iibl, n3BJIeUeHHbIE U3 (hoTorpaduit B 10CHE.
e ffsec_events: OmoMmerpuyeckue o0pasIibl, U3BJIEUEHHbBIE U3 JIUI, OOHAPYKEHHBIX Ha BHUJIEO.

(] ffsec_persons: TEHTPOU/bI ITEPCOH (BI/IpTyaJII)HbIe 6I/IOIVIeTpI/I‘IeCKI/Ie O6paBLU)I, YCpEAHCHHBIC II0 BCEM
JIAITaM HepCOHbI) 1 MeTaJaHHBbIE.

1.9.6 Onuun pesepBHOro KoNUpoBaHUs 0a3bl AAHHbIX

st pe3epBHOrO  KONUPOBaHUsI OMOMETPUYIECKOW 0a3bl JaHHBIX BaM  MOHAIOOUTHCS — YTUJIMTA
findface-storage-api-dump. /lanHasa yTH/INTa MOXKET OBITH 3aIIyIEHA CO CJIEIYIONUMU OIIIASIMU:

IIpumeuanue: Ber  moxkere  mafitm  mompobHYr0 < mHAMOpPMAIUIO 10 HUCIOJb30BAHUIO
findface-storage-api-dump B pa3szene Pesepsroe Konuposanue U 60CCMAHOBAECHUE TPAHUAUUL OaH-
HOUT .

findface-storage-api-dump --help

Usage of findface-storage-api-dump:

-cache string

Cache type: inmemory, redis or memcache (default "memcache")
-cache-inmemory-size int

Maximum number of items in ARC cache (default 16384)
-cache-memcache-nodes value

Comma-separated list of memcache shards (default 127.0.0.1:11211)
-cache-memcache-timeout duration

Specifies read/write timeout (default 100ms)
-cache-redis-addr string

Host:Port address (default "localhost:6379")
-cache-redis-db int

Database to be selected after connecting to the server.
-cache-redis-network string

Network type, either tcp or unix (default "tcp")
-cache-redis-password string

Optional password. Must match the password specified in the requirepass server;

—configuration option.

-cache-redis-timeout duration

Specifies dial/read/write timeout (default 5s)
-config string

Path to config file
-config-template

Output config template and exit
-continue-on-errors

Continue on errors instead of exiting
-cpu-profile string

Enable CPU profile and set output file
-extraction-api-extraction-api string

Extraction API address (default "http://127.0.0.1:18666")
-extraction-api-timeouts-connect duration

extraction-api-timeouts-connect (default 5s)
-extraction-api-timeouts-idle-connection duration

(continues on next page)
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extraction-api-timeouts-idle-connection (default 10s)
-extraction-api-timeouts-overall duration
extraction-api-timeouts-overall (default 35s)
-extraction-api-timeouts-response-header duration
extraction-api-timeouts-response-header (default 30s)
-limits-allow-return-facen
Allow returning raw feature vectors to detect responses if 7return_facen=true
-limits-body-image-length int
Maximum length of image supplied in request body (default 33554432)
-limits-deny-networks string
Comma-separated list of subnets that are not allowed to fetch from (default "127.0.0.0/8,
—192.168.0.0/16,10.0.0.0/8,::1/128,fe00::/8")
-limits-url-length int
Maximum supported url length in bytes (default 4096)
-listen string
IP:port to listen on (default ":18411")
-normalized-storage-enabled
Enables normalize saving (default true)
-normalized-storage-s3-access-key string
Access key for the object storage
-normalized-storage-s3-bucket-name string
S3 storage bucket name
-normalized-storage-s3-endpoint string
83 compatible object storage endpoint
-normalized-storage-s3-operation-timeout int
Storage operations (Get,Put,Delete) timeout in seconds (default 30)
-normalized-storage-s3-public-url string
Storage public url
-normalized-storage-s3-region string
Storage region
-normalized-storage-s3-secret-access-key string
Secret key for the object storage
-normalized-storage-s3-secure
If 'true' API requests will be secure (HTTPS), and insecure (HTTP) otherwise (default true)
-normalized-storage-webdav-timeouts-connect duration
normalized-storage-webdav-timeouts-connect (default 5s)
-normalized-storage-webdav-timeouts-idle-connection duration
normalized-storage-webdav-timeouts-idle-connection (default 10s)
-normalized-storage-webdav-timeouts-overall duration
normalized-storage-webdav-timeouts-overall (default 35s)
-normalized-storage-webdav-timeouts-response-header duration
normalized-storage-webdav-timeouts-response-header (default 30s)
-normalized-storage-webdav-upload-url string
webdav storage for normalized, disable normalized if empty string (default "http://127.0.0.
<+1:3333/uploads/")
-normalized_storage string
Normalized storage type: webdav, s3 (default "webdav")
-output-dir string
Output directory (default ".")
-storage-api-max-idle-conns-per-host int
storage-api-max-idle-conns-per-host (default 20)
-storage-api-timeouts-connect duration
storage-api-timeouts-connect (default 5s)
-storage-api-timeouts-idle-connection duration
storage-api-timeouts-idle-connection (default 10s)
-storage-api-timeouts-overall duration

(continues on next page)
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storage-api-timeouts-overall (default 35s)
-storage-api-timeouts-response-header duration
storage-api-timeouts-response-header (default 30s)

1.9.7 Onuuun BoccTaHoBNeHUs Ba3bl AaHHbIX

g BoccTaHOBJIEHUS OMOMETPUYECKON 0a3bl MAHHBIX M3 PE3EPBHON KOIMHU BaM IOHAJOOUTCS YTHUINTA
findface-storage-api-restore. Jannas yTuanTa MOXKET ObITh 3aIYIIEHA CO CJIEAYIONUMIU OIIIASMU:

IIpumeuanue: Brr MOZKeTe HailTu TO/IPOOHY IO MHMOPMAIIIO 110 HICIIOJIL30BAHUIO
findface-storage-api-restore B pazieiie Peszepsroe KONuPoGaHUE U BOCCMAHOBAECHUE TPAHUAULL
darmvlr.

findface-storage-api-restore --help

Usage of findface-storage-api-restore:

-cache string

Cache type: inmemory, redis or memcache (default "memcache")
-cache-inmemory-size int

Maximum number of items in ARC cache (default 16384)
-cache-memcache-nodes value

Comma-separated list of memcache shards (default 127.0.0.1:11211)
-cache-memcache-timeout duration

Specifies read/write timeout (default 100ms)
-cache-redis-addr string

Host:Port address (default "localhost:6379")
-cache-redis-db int

Database to be selected after connecting to the server.
-cache-redis-network string

Network type, either tcp or unix (default "tcp")
-cache-redis-password string

Optional password. Must match the password specified in the requirepass server;

—configuration option.

-cache-redis-timeout duration

Specifies dial/read/write timeout (default 5s)
-config string

Path to config file
-config-template

Output config template and exit
-cpu-profile string

Enable CPU profile and set output file
-dont-create-gallery

Don't create gallery, fail if doesn't exist
-extraction-api-extraction-api string

Extraction API address (default "http://127.0.0.1:18666")
-extraction-api-timeouts-connect duration

extraction-api-timeouts-connect (default 5s)
-extraction-api-timeouts-idle-connection duration

extraction-api-timeouts-idle-connection (default 10s)
-extraction-api-timeouts-overall duration

extraction-api-timeouts-overall (default 35s)
-extraction-api-timeouts-response-header duration

extraction-api-timeouts-response-header (default 30s)

(continues on next page)

1.9. MpunoxeHns 171



FindFace Security, Boinyck 4.2 anti-COVID

(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

-limits-allow-return-facen

Allow returning raw feature vectors to detect responses if ?return_facen=true
-limits-body-image-length int

Maximum length of image supplied in request body (default 33554432)
-limits-deny-networks string

Comma-separated list of subnets that are not allowed to fetch from (default "127.0.0.0/8,

—192.168.0.0/16,10.0.0.0/8,::1/128,£e00::/8")

-limits-url-length int

Maximum supported url length in bytes (default 4096)
-listen string

IP:port to listen on (default ":18411")
-normalized-storage-enabled

Enables normalize saving (default true)
-normalized-storage-s3-access-key string

Access key for the object storage
-normalized-storage-s3-bucket-name string

S3 storage bucket name
-normalized-storage-s3-endpoint string

S3 compatible object storage endpoint
-normalized-storage-s3-operation-timeout int

Storage operations (Get,Put,Delete) timeout in seconds (default 30)
-normalized-storage-s3-public-url string

Storage public url
-normalized-storage-s3-region string

Storage region
-normalized-storage-s3-secret-access-key string

Secret key for the object storage
-normalized-storage-s3-secure

If 'true' API requests will be secure (HTTPS), and insecure (HTTP) otherwise (default true)
-normalized-storage-webdav-timeouts-connect duration

normalized-storage-webdav-timeouts-connect (default 5s)
-normalized-storage-webdav-timeouts-idle-connection duration

normalized-storage-webdav-timeouts-idle-connection (default 10s)
-normalized-storage-webdav-timeouts-overall duration

normalized-storage-webdav-timeouts-overall (default 35s)
-normalized-storage-webdav-timeouts-response-header duration

normalized-storage-webdav-timeouts-response-header (default 30s)
-normalized-storage-webdav-upload-url string

webdav storage for normalized, disable normalized if empty string (default "http://127.0.0.

—1:3333/uploads/")

-normalized_storage string

Normalized storage type: webdav, s3 (default "webdav")
-rename string

Ignore dump header and use this string as gallery name
-storage-api-max-idle-conns-per-host int

storage-api-max-idle-conns-per-host (default 20)
-storage-api-timeouts-connect duration

storage-api-timeouts-connect (default 5s)
-storage-api-timeouts-idle-connection duration

storage-api-timeouts-idle-connection (default 10s)
-storage-api-timeouts-overall duration

storage-api-timeouts-overall (default 35s)
-storage-api-timeouts-response-header duration

storage-api-timeouts-response-header (default 30s)
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[naBa 2

PykoBofcTeo onepaTtopa

2.1 Beb-unTtepdeiic

Pabora ¢ FindFace Security swimosasiercss depe3 BeO-uaTepdeiic. st Toro 4robbl oTobOpasuTh BeEH-
nHTEepdeEiic, BBEIUTE €ro ajpec B aJIPECHO CTpOKe Opay3epa U MpoiInTe aBTOPU3AIHIO.

ITpumeuanme: Jlorun u naposb It AaBTOPU3AIUN BBIIAIOTCH & IMIHICTPATOPOM.

Beb-unrepdeiic nmeer ymoOHBIN 1 MHTYUTUBHBIN Tu3aiiH 1 00ECIIEYNBAET JOCTYII K CJIEIYIONUM (DyHKITUSIM:
e ldenmugurauyus no 6a3am daHHbIT .
o lodenmudurayusi Jul 8 PEHCUME PEGNLHOZ0 BPEMEHU.
e Paboma ¢ docve (TOIBKO JUIsI IOJB30BATEJEN ¢ TIpABaMU OIlIEPaTOPA).

o Budeocmena.

2.2 Npentndpunkaums no 6asam gaHHbIX

FindFace Security 1o3BoJisier BbIIOJIHATD HaeHTUMDUKAIMIO ([IOUCK) JIUIL 110 CIELYIOmUM 6a3aM JaHHBIX:
e Basa maHHBIX 0OHADY>KEHHBIX Ha BUeo Jull (BKIaaka Cobvimus).
e Basa mansbix jocke (BRaajka Jocve). ComepKUT 3TATOHHBIE N300PAYKEHHs! JIHIL.

[Touck Jmit BeIONTHsIETCS Ha BKJIaIKe [louck.

B 3Ttoin rnase:
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o Hdenmugurayus auya no 6ase JGHHLLT 0OHAPYAHCEHHBLT AUY,

e lldenmugurayus suna no 6aze dannwvir docve

2.2.1 Npentndmkauymns nuua no base gaHHbIX OOHapPY>XeHHbIX Nu,

FindFace Security 1mo3BoJisier BBINOJIHSITD UIEHTH(MUKAIUIO JIUIA 110 H6a3e JaHHBIX OOHAPYKEHHBIX Ha BUJEO
JINIL.

IIpumeuanue: B unrepdeiice 6a3a MaHHBIX IIPEICTABIEHA CIUCKOM cOObITHil (BKIaaka Cobbimus).

ﬂﬂﬂ I/IJZLeHTI/I(i)I/IKaLII/II/I JINa 110 basze JAHHBIX BBIIIOJTHUTE CJIEIYIOIue ILefICTBI/IHZ

1. Ilepeitmure Ha BKIAIAKY [louck.

Mowck CobbiTia

BEIELE]
I

CEpocHTh QUNLTRLI

2. Ykaxkure Mecto roucka: Cobvimus.
3. BagaiiTe Jnio, KOTOpoe TPedyeTcst HATH, OJHUM U3 CJIELYIOIIUX CIIOCOOOB:
e 3amaB ID coOBITHS ¢ MCKOMBIM JIMIIOM.

e 3aznas ID mocbe ¢ mckombiM urom. Ecan 10oche comepKuT HECKOJIBKO (hoTorpaduii, BeibepuTe Te,
KOTODBIE OY/IyT UCHOJIBL30BAHBI JIJIsT IOUCKA.
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e Barpysus ¢dororpaduto. Pororpacus 6yger orobparkeHa B OJHOMMEHHOM M0Jjie. Eciau Ha doro-
rpaduu IPUCYTCTBYET HECKOJIBKO JINIL, BBIOEPHUTE HYKHOE.

4. Tlo ymosrqaHuio B pe3y/IbTraTax MOUCKA OTOOPAXKAIOTCS JINIA, CTEIEHb CXOXKECTU KOTOPBIX C MCKOMBIM
pasua mian npesbimaer 0.75. Ilpu HeobxomumocTn n3MeHnTE JaHHOE 3HAYEHUE.

5. Ilpy HeOOGXOAMMOCTH YKaXXWTe IPYIILy KaMep U IIepPHOJ BPEMEHU, B TeYeHHe KOTOPOI'O IIPOU3OIILIO
cobnITHE.

6. Buibepure MeTO COPTUPOBKY PE3YJILTATOB IIOUCKA: 110 CTEIIEHU YBEPEHHOCTH aJIrOPUTMA B COBIIAICHIHT
Jun (CTEIeHN CXOXKECTH MEKJLy JIMIAME) WA JaTe.

7. YKa)kKuTe MaKCUMaJIbHOE KOJUYIECTBO COOBITHII B PE3YJIbTATAX ITOMCKA.

8. Haxxkmure ITouck. Pe3ynbrarsl nmoucka 0yayT oroOparkeHbl HuzKe. JIJIst KaxKJI0ro HailJIeHHOro Jiuia Oy 1er
yKa3aHa BEPOSTHOCTH €ro COBIIAJIEHUsI C JIUIIOM Ha, (poTorpadumn.

2.2.2 Npentudmkauyms nuua no base gaHHbIX gocbe

FindFace Security mosBoJsiser BBITOIHATH HUICHTUMDUKAIMIO JIMIA 110 6a3e JAaHHBIX, COJepKallell J10Che ¢
STAJIOHHBIMU U300PAYKEHUSIMHU JIHII,

It naenTudpuKanyuy Juna mo 6a3e JaHHBIX BBIIOJHUTE CJEAYIONe JeHCTBU:

1. IlepeitmuTe Ha BKIAAKY [louck.

Nocbe CoumanbcHbie
—

CBpocHTh GUNLTPBI

2. YkaxkuTe MecTo mnoucka: /focve.
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3. BagaiiTe Jnio, KOTOpoe TPedyeTcsi HANTH, OJHUM U3 CJIELYIONIUX CIIOCOOOB:
e 3amaB ID coOBITHS ¢ MCKOMBIM JIMIIOM.

e 3aznas ID mocbe ¢ mckombiM urom. Ecn ochbe comepKuT HECKOJIBKO (hoTorpaduii, BeIOepuTe Te,
KOTOPBIE OY/IyT UCHOJIBL30BAHBI JIJIs IOUCKA.

e Barpysus ¢dororpaduto. Pororpacus 6yger orobparkeHa B OJIHOMMEHHOM M0Jjie. Eciau Ha doro-
rpaduu IPUCYTCTBYET HECKOJIBKO JINIL, BBIOEPHUTE HYKHOE.

4. Tlo ymosrqanuio B pe3y/IbTraTax MOMCKa OTOOPAXKAIOTCS JINIA, CTEIEHb CXOXKECTU KOTOPBIX C MCKOMBIM
paBua mian upesbimaer 0.75. Ilpu HeobxomumMmocTn n3MeHnTE JaHHOE 3HAYEHUE.

5. Bpibepure MeTON COPTUPOBKHU PEIYITATOB IIONCKA: 110 CTEIIEHN YBEPEHHOCTU AJITOPUTMa B COBIIA/IEHUN
sy (CTEIIEHN CXOXKECTH MEXKJy JIMIAMI) WA JIaTe.

6. YKaxkure MaKCUMAJIbHOE KOJUYECTBO COOLITUN B pe3ysbraTax IMOUuCKa.

7. Haxxwmure ITouck. PesynapraTs moucka 0yayT oToOpaskeHbl Huzke. J1j1st KayK10ro Haifi e HHOrO JTUia Oy/1er
yKa3aHa BEPOSITHOCTDH €ro COBIAJEHUs C JIMIIOM Ha (oTorpacdun.

2.3 NpenTtndpmnkauns nny, B pe>xxmme peanbHOro BpeMeHun

Pesynbrar paboThl cucTEMBI 10 YaCTU WJIEHTUMOUKAINN JIWI, HA BUIEON300PA’KEHUU B PEKUME PEahHO-
ro BpeMeHu oTobOpaxkaercs: Ha BKiagkax Cobwvimus u Inudodv. [loMuMo paboThl ¢ TEKYIMMEU COOBITUSIMUA
uIeHTUDUKAINY, TaHHbIEe BKJIAJIKH TAKXKe MPEJIOCTABJISIOT JOCTYI K HcTOpuu cobbituit. JJaHubiit pasmen
[TOJTHOCTBIO TIOCBsIIEeH pabore ¢ BKJIAAKOH Cobvimus.

CoBet: 9nu300v, TO3BOJISIOT MOJHATH O€30ITACHOCTD HA HOBBIN YPOBEHbB.

Cosert: Ilouck juna B crucke coObITHil 1 6a3e JaHHBIX JOChe C 3TAJOHHBIMU U300PasKeHUsIME JIUIL BBIITOJI-
HsileTcs Ha BKJajake [louck.

Coset: Jlna maenTuduKanm JINI, B ApXUBHBIX BUIEO CM. Mdenmupurauyus suy 6 opaatiin eudeo.

Baxkno: Bbr Mmoxkere srarowums 36ykosuie yeedomaerus Ijisi COOBITHUH, CBI3aHHBIX C KOHKPETHBIMU CITHAC-
KaMmu Hab/ronenns. B HeKOTOphIX Opay3epax [yt TOro YToObI BOCIIPOU3BOIMIICS 3BYK, BKJIAIKA C COOBITUSIMUI
JIOJIZKHA OCTaBaTHbCs B pokyce. UTOOBI BLIIECJUTH BKJIAJIKY, OTKPOUTE ee W IMeJKHUTE B JIIOOOM MecTe CTpa-
HUIIBI.

B 3T1oin rnase:

[ ] 1[])()(,‘./\40’!”[) cobvrmuti ’LL()(‘,HTTLUJJ.’LL%LL’@UU 6 PEAHCUME PEANBHO20 BPEMEHU

e PacnosnasaHue Hcusvlr AUY U ampu6ym06 AUUQ

[ Ka,pmmma cobvimuA. prmmue cobvLmus
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e Kapmouka cobvimus. Ilouc

2.3.1 TlpocmoTp cobbITHi naeHTUdMKaLMN B peXXumMe peasibHOro BpemMeHu

IIpu obHapy:xeHnN nia B cimcke COOBITHAN BBIBOIUTCS yBEIOMJICHHUE.

CobbiTus

Coenarno: 408, Beer

CobbiTia g n + [loaTeepauTs Bce Crpanmua 1l &

MYD-dossiers

MoareepxaeHo

MYD-dossiers

MoarsepxaeHo

Unmatched

HenpuHatsle

yBeﬂOM.HeHI/Ie COACP2KUT CJICYIOILYIO I/IHCbOpMaL[I/IIOZ

e Ecim Ha JM1I0 OTCYTCTBYET IOCHE: HOPMAJIM30BAHHOE N300PaKeHNe JIUIA, JaTa U BPeMs OOHADYKEHUs
JIIa, IpyIIa Kamep.

e Ecim Ha IO 3aBejieHO JI0Che: HOPMAJM30BaHHOE M300parKeHue Jula, gpororpadus u3 g0che, UM
IIEPCOHBI, CTEIIeHb CXOXKECTH JIUI, KOMMEHTapHuil U3 JI0Che, CIIUCOK JOChe, JIaTa M BpeMsl OOHADPY KEHUSI
JINTIA, TPyIIa KaMep.

ITpumeuanue: Cucrema MOXKeT OBITH HACTPOEHA TAKHM 00pAa30M, UTO YBEIOMJIEHUsI OY/IyT BBIBOJUTHCS
TOJIBKO JIJIsI JIUIL C JIOCKE.

Baxkno: /Iyt Toro 4ro6bl OCTAHOBUTH BBIBOJ, HOBBIX YBEJIOMJIEHUN, HAXKMUTE HA KHOIIKY @ HaJI, CIIUCKOM
COOBITHUIA.

K cobbrtusim (yBeZOMIEHUSIM) B CIIUCKE MOYKHO IIPUMEHHUTD CJIEYomue (DUILTPHL:
e Jlocve: oTobparkaTh TOJIBKO COOBITHS IO OIPEIETEHHOMY JTOChE.

o Cnucku nabarwdenus: 0ToOPaXKaTh TOJIBKO COOBITHS IO OIIPEJIEIEHHOMY CIUCKY HAOJIIOIEHMS.

IIpumeuanune: [lna npocMoTpa TOJIBKO JUIl €3 COBIAJIEHUI B CIIICKE COOBITUN, YCTAHOBUTE B (DUIIb-
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Tpe Be3 cosnaderudl.

o Cosnadenus: 0TOGPaZKATH TOJIBKO COOBITHSL C COBIIJICHUEM JInI/6e3 COBIAIECHNUS JIU U BCE COOBITUS.

o [Todmeeporcdeno: 0TOOParKATh TOJIBKO PUHSTHIE,/ HEIIPUHATHIE UJIA BCE COOBITHUSL.

o Kawmepwi: 0TOOPazKaTh TOJIBKO COOBITHS II0 OIIPEIEJIEHHOM KaMepe.

o ['pynnu. Kamep: 0TOOPAXKATH TOJIBKO COOBITHSI IO OIIPEIeJIEHHOM IpyIIe KaMmep.

o Cmapm, Koney: 0ToOpakaThb TOJIBKO COOBITHUS, CJIyIUBIINECH B OIPE/IETEHHBIN I€PUOJ BDEMEHN.

e id: oTOOpa3uThL COOBITHE C OmpeeseHubM 1D.

e FEpisode: orobpa3uTh cOOBITHS U3 3MU30/1a ¢ onpejeaeHHbiM [D.

2.3.2 Pacno3HaBaHue >XMBbIX J1y, U aTpubyTOoB Nnua

B 3aBucumocTn oT HaCTpOEK cHCTEMBI, BBl MOXKETE BHJETH ONEHKY Liveness jmia, a Tak»ke pe3y/bTraT pac-

[TO3HABAHUS aTPUOYTOB JINIA, TAKUX KAK II0JI, BO3PACT, IMOIINN, HAJININE OYKOB U OOPOIHI.

Herekrop kupbix s, (Liveness) B aBTOMATHYECKOM PeXKUME OTINIAET HACTOSIIEE JIUIO OT JIUNA Ha GoTo-
WM BUJIEON300PAKEHUH, TPEJOTBPAIAsT MOIIEHHITIECTBO.

ITpumeuanme: Pesysnbrar Liveness moxker 0biTh null. Tak TpOUCXOMUT, KOTJA JIETEKTOD KUBBIX JIAIL OT-

KJIIOYeH UJIN He MOXKET JOCTOBEPHO OIEHUTH Liveness Ha mpesoCcTaBIeHHOM N300DaKEHIH.

Pe3yJIbTaT pacrio3HaBaHUA anI/I6yTOB JIMIa BO3BPpalla€TCd B CJACIYIOIIEM (bopMaTe:

AtpubyT | @opmat pesynbtaTta Mpumep

nmua

Bos- ATpubyT: BO3paCT: IUCIIO JIeT BO3pact: 33

pacr

[Ton Pesynbrar: Myxcro#t/xemckuit (aTpubyT: mOJ): YBEPEHHOCTDb AJATOPUTMA B Pe- | XKEHCKHIA
3yJIbTaTE (moa): 0.95

Omonuu | Pesynbrar: 3mocTs/oTBpamerne/cTpax/c4acTbe/rpycTh/yausnenue (arpu- | cyacrbe (Mo-
OyT: MOIUK): YBEPEHHOCTh AJITOPUTMA B PE3YJIbTATE mmn): 0.99

Oukn Pesynbrar: mepunusckue/ contednse/HeT (aTpubyT: OYKY): YBEPEHHOCTD ajl- | HET  (OYKH):
TOPUTMa B pe3yibTaTe 0.87

Bopona | Pesyabrar: 6opozma/mer (arpubyT: 60pozma): YBEPEHHOCTH aJropur™a B pe- | Her (6opoja):
3yJIbTaTe 0.91
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CobbiTua

n « [loATBEepAMTh BCe - « CrpaHuua 1

COTPYLHMKW &

Groug

Crpanmua 1l &

IIpu HEOOXOAMMOCTH BBITIOMHATE (DUIBTPAITUIO COOBITHI IO aTpUOyTaM JINI, OTOOPA3UTE TOJHKO YKUBBIE JIV-
12/ HONBITKY CIyUHTa.
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CyacTee

YOuBNeHue

2.3.3 Kaptouka cobbiTus. MNpuHaTue cobbiTus

[yt TOro 9TOOBI EPEHiTH B KAPTOUKY COOBITHSI U3 CIIUCKA COOBITHIL, IMEJKHATE B YBEIOMJIEHHH 110 PE3YJIBTATY
pacnosHaBarus (Hem coenadenuti niam uMsi U3 J10Che).

Kaprouka comep:kuT Ty )Ke HHGOPMAIUIO, YTO U Y6eIOMACHUE, & TAKIKe IPEIOCTABIAET BO3SMOKHOCTD IPH-
HATH cobpITHe. J[J1sT TOro 9TodbI 3TO cHeaaTh, MocTaBbTe (h1axkok [lodmeepotcdenue cobvimus. Haxkmure Ha
kunonky Coxparumso.
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HenpuHATLI®

Haszapg

Cosert: Eciu na o6HApYyKEHHOE JIUIIO 3aBE/ICHO I0ChE, B HETO MOYKHO MTEPENTH, MEIKHYB [0 UMEHH IIePCOHBI
B KapTOYKE COOBITHS.

v

Coset: Jlis1 TOro 9To0OBI MPUHATH BCE COOBITHS, HAKMHUTE HA KHOIKY HaJT CITUCKOM COOBITHIA.

ITpumeuanue: [Ipunsarume coOBITUS MOXKET OBITH ABTOMATH3UPOBAHO JJIsi BBIODAHHBIX CIIMCKOB HAOJIIOIEHUS.

2.3.4 Kaptouka cobbiTus. Nouck nuuya

FindFace Security mosBosisier uckarh OOHapy»KeHHbIE JiMIla B 0a3e JaHHBIX OOHAPYXKEHHBIX JIWI[ U B 0Oa3e
JIAHHBIX JTOChE C ITAJIOHHBIMEU n300paxkeHusiMu Jutl. J[Jist iepexojia Ha BKJIAIKY ITOMCKa U3 KAPTOYKU COOBITHS
naxxmure Cobwmus u ocwve.

2.3. Npentudpmkaumsa nuy B pexxume peasibHOro BpeMeHu 181



FindFace Security, Boinyck 4.2 anti-COVID

CobbiTus

07

CmM.Tak>xke:

o lldenmugurayus no 6azam daHHbLT .

2.4 Snu3oabl coObITUIA

PesympraTr paboThl cucTeMbl MO YACTU WACHTHMDUKAIUN JIUIT HA BUICON300PaKEHUU B PEKUME PEATHHO-
ro BpeMmeHu orobpazkaercs Ha BkJIankax Cobvomusa u Inuszode.. Ilomumo paboThl ¢ TEKYIIUMU COOBITHSIMU
UJIEHTU(DUKAIINY, JTaHHbIE BKJIAJKUA TaKXKe IMPEIOCTABJIAIOT JOCTYII K McTOpuu coObiTuit. JlaHHBIN pasmen
MMOJTHOCTBIO TOCBSIIEH padboTe ¢ BKIAAIKON Inusodul.

CmMm.Tak>xke:
o ldenmugurayus sul, 8 PEXHCUME PEGNLHOZ0 BPEMEHU
e Hacmpotixa snusodos

Duu3o1 — 9T0 HAOOP COOBITHI UACHTUMUKAINY, B KOTOPHIX (DUTYPUPYIOT JIUIA OJHOTO M TOTO K€ IeJIOBEKa,
OoOHApYKEHHBIE B TEUYEHUE OIPEEJEHHOTO Meproja BpeMmeHnu. [1ockoabKy cobbiTusi Ha BKJajke Cobvimus
0TOOPAKAIOTCS B TMIPOU3BOJIHLHOM TOPSIKE, 00PabOTKa OOJIBIIION0 KOJUIECTBA PA3ZHOPOIHBIX COOBITHI MOYKET
OBITH JIEJIOM 3ATPYIHUTEIbHBIM U He(deKTuBHBIM. OyHKIINsT DU30/IbI ITO3BOJISIET aBTOMATAYECKU 00'be 1~
HSITh BXOJIsIIFe COOBITHS Ha OCHOBE BPEMEHH OOHApPYKEHUsI U CXOXKECTHU JIUIl. DTO ITO3BOJISIET C JIEFKOCTHIO
06pabaThIBATL PA3HOPOIHBIE COOBITHS JTaKe B OOJIBINNX KOJTHIECCTBAX.

Coset: Ilouck iuma B crucke coObITHit U 6a3e JaHHBIX JOChe C ITATOHHBIMUA N300PAKEHUSIMY JIUIT BHITTOJI-
HsileTcs Ha BKJajke [louck.

Coset: g naenTuduKanm JINI, B ApXUBHBIX BUIEO CM. Mdenmupurauyus suy 6 opaatiin eudeo.
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B atoir rnase:

e [Ipocmomp smu3odos

[ prmmue cobvimus u anu30da

o Duavmpayus cobvimuti no ID snusoda

2.4.1 lNpocmoTp ann3oaos

D306l OBIBAIOT JIBYX THUIIOB:
e LIVE: OTKpBITHII HA JAHHBIM MOMEHT 3MU30[I, B KOTOPBI MOT'YT J100aBJIEHBI HOBBIE COOBITHS.
e 3aKpBITHI: 3aKPBITHIN MMU30/1, 100ABIEHUE COOBITUN HEBO3ZMOXKHO.

Crucok 31u30/10B ¢ (pUJIbTpaMy U CTATUCTUKON 0TOOparkaeTcst Ha BKIaJIKe Inu3odv. CobbITHE OOHADYKEHUS
Jiatia ubo pobasiisiercs B cymectByromumii LIVE-snuzom, mubo nHUIMupyer co3manune HOBOro snu3oja. Kax-
JIOMY STHM30/ly pUCBauBaeTcs id, KOTOPBIA BIOCIEICTBUNA MOYKHO HCIIOJIB30BATH JIJIsl (DUIIHTPAIUN COOBITHIA
7 3IA30/0B.

3Snusobl

Cosnano: 29, Becero: 216

n < Crpanuua 1 &

#216 r"'
} ]

Margo

l ‘
Emil

K smuzonam B crincke MOXKHO IPUMEHHUTD CJIEYIOMNE (DUILTPHL:

Charlie Root

o ,ZZOC’b(iZ OTO6pa}KaTB TOJIBKO 3IIU30/IbI 110 OIIPpEJIE/JICHHOMY JI0ChE.

o Cnucku nabarodenus: 0TOOPaKATH TOJIHKO SMI30BI IO ONPEIETIEHHOMY CITUCKY HAOJIIOIEHUS.

IIpumeuanme: [l mpocMoTpa TOMBLKO Jinil 6€3 COBIAIEHN B CIUCKE SMU30/I0B, YCTAHOBUTE B (DUJIb-
Tpe Bes cosnadenui.
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Cosnadenus: 0TOOpazKaTh TOJBKO SMU30/IbI C COBIAJEHUEM JIUTT/6e3 COBIAEHNUST JIUT UIU BCE SMU30/IbI.

Todmeeporcdeno: 0TOOParKATh TOJBKO IPUHATHIE,/ HEIIPUHATHIE UJIA BCE SMU30/IBI.

o Kamepnvi: 0TOOPAKATEH TOJHKO IMUB0JBI IO OMPEJIETICHHON KaMepe.

e I'pynnu, kKamep: 0TOOPAZKATH TOJBKO MU0/ 10 OIPEIEJEHHON TPYIIIE Kamep.

e Cmapm, Koney: oTobpazKaTh TOJBKO STU30/bI, CJAYUUBIINECS B ONPEIEJICHHBIN eprol BPEMEHN.
e jd: 0TOOpa3UThL MU0 ¢ onpeneaeHHabM 1D.

Bbl Takzke Moxkere 0TGUIBTPOBATH 1KM30/bI 110 Liveness u arpubyram Jjmna (€cju 310 IPUMEHUMO K Barieii
CHCTEME).

151 IpocMOTpa COOLITHUI IIEJKHATE [0 HY>KHOMY SIU30/ly B CIIUCKe. BbI Oyiere mepenpasieHbl Ha BKIAIKY
Cobvimus ¢ coorBercrBytonmum 1D snuzona B duabrpe Inusoo:

CobbiTus
Bnano: 4(
CobbiTns + T[loATBEPAMTS BCE CTpanuual &

MYD-dossiers

MopTeepXxaeHo

MYD-dossiers

MopaTsepxaeHo

MYD-dossiers

MopTeepxaeHo

=

Pabora ¢ Briagkoit Cobwmus onmcana B pazuese Mdenmudurkayus Aul, 6 PESCUME DEANOHO20 BPEMEHU.

2.4.2 TpuHAaTue cobbITNA 1 3Nu3oaa

st TOro 94T00BI MOATBEPANTE SMU30, IIEJTUKOM, HaxKMuTe Henpunamoie B cucke 3mu30710B. B pe3ynbrare
BCE COOBITHS B 3MU30/ie OYIYT aBTOMATUIECKHU MOATBEPKIEHDI, BK/IIOUAs COOBITHs, KOTOPBIE eIe He J100aB-
Jenbl (B ciyuae smusona LIVE).

184 Fnasa 2. PykoBoactBo onepatopa



FindFace Security, Boinyck 4.2 anti-COVID

[
\ ]

HenpuHATbIE

SHI/ISO,ZL TaK>Ke aBTOMATHICCKHU IIOATBEP2KIACTCA, €CJIN Bbl IPUHAIN BCE COOBITHS 110 OTOEJIbHOCTH.

2.4.3 ®unbTpaumnsa cobbiTuii no ID 3nusopa

st Toro arobel 0TobpasuTh cobbitus 1o 1D smu3oma, ucnosb3yiite GUAbTp id Ha BKIAJKe INu30odv, WIH
buabTp ID snusoda Ha Briagke Codvimus.

2.5 Paborta c pocbe

FindFace Security mosBoJister co3zmaBarh 10Che Ha WHTEPECYIONINX JIUIl, COIEPIKAINee OHY WMJIA HECKOJIHKO
dororpadmuit. JHocke Kiraccudurmpyercs 1Mo IpuHAIICKHOCTA K TOMY WX WHOMY CIUCKY HAOJIIOIEHUSI.

B atom paspene:

o (Cosdanue docve

[ Hpocmo'm,p docve us cnucka Habaroderus,

2.5.1 Co3paHune gocbe

s co3manus 0Che BBIIOJHATE CIIEAYIONne JAefiCTBUS:
1. B BebG-untepdeiice nepeitiure Ha BKIAJIKY locve.

2. Haxxmure +.
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Co3partb pocbe

CoxpaHuTb

3. Hobasbre omHy mim HeCKOIbKO (hoTorpaduit u BBeauTe MMs dejioBeka. [Ipu nHeobxomumocTu 1006aBbTe
KOMMEHTapUii.

Baxkno: Jluno ma gororpacdun HOKHO OBITH HAJIEXKAIIEr0 KadecTBa, T. €. B OJIU3KOM K amdac

nooxkennu. [Ipu HecoorBeTcTBUM hboTOrpadun JaHHOMY TPEOOBAHWIO OYIET BBIBEICHO COOOIIEHUE C
ONUCAHUEM OIITNOKM.
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Co3spaTb oocbe
MNakeTHyto 3ary

THHIK OTeL

KpacHui cnucok &

w| AKTHEH

CoxpaHWTh

4. Us PaCKPBIBAIOIIETOCA CITUCKa Cnucku nabarodemnus BbI6epI/ITe CITMCOK (I/IJII/I HECKOJIBKO CIIMCKOB, IIO

ouepejin), B KOTOPBIi ciieyer jg00aBUTh J0ChE.

IIpumeuanue: Ecan oy oauH CIHUCOK HAOIIOAEHUST HE MOIXOMUT, c030aUme HOBBI WU MOIMPOCUTE
aJMUHUCTPATOPA CIeJIaTh 3TO.

5. Y6ennrech, uTo nocrasieH daaxkok Axmuenoe. Ecim moche HEAKTHBHO, OHO HE OYIET HCIOJIbL30BATHC
I Uenmu@urayul UL B PEPKAME PeaJbHOrO BPEeMEHHN.
6. Haxxmure Coxparumo.
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2.5.2 lMNMpocmoTp aocbe u3 cnucka HabnoaeHus

Bce cozmannbie B FindFace Security mocke orobparkarorcs Ha Braanke /focve. cnonbsyiite bunbsrp Cnucku
HaOA00eHUA, ITOOBI OT(UIBTPOBATE JIOChE IO CITUCKAM.

2.6 BupgeocteHa

B FindFace Security BcTpoen 6a30Bbiii (pyHKIIMOHA BUieoHaO 1I01eHus. VICII0/IB3yiiTe BUIEOCTEHY JJIsi OTOD-
paXKeHusi BUJIEO C KaMep U BUIe0(MALIOB.

Buneocrena mMoxeT paforarh B ABYX pekuMax (110 4 PACKJIAIKU B KAXKJIOM):
® BUJICOTPAHCJISAIINSI,
® BUJIEOTPAHCJISIIIUSL C J€TEKTUPOBAHUEM JINII U JIEHTOM SIIU30/I0B.

st oroOpaXkeHusi Ha BUJIEOCTEHE BUI€OM300PAKEHNUsI BBIIIOJHUATE CJIEIYIOIINe IeCTBUs:
1. Tepeiiaure Ha BKAaJIKY Budeocmena.

2. Bribepure pekum pabOTHI BUIEOCTEHBI U PACKJIAJIKY KaMep.

Komnotoeka

BupeocTteHa TONHO3KPaHHbIA pexiM [

11-12-2019 13:28:52

Kamepsi

#292
15:29 - [LIVE

PUNLTREI

3. HepeTaH_LI/ITe Ha BUJICOCTEHY BI)I6paHHI)Ie KaMephbI.

Bor Mmoxkere paborarh ¢ JEHTOI 3MU300B HA BHIEOCTEHE N0 GHAA02UL C BKIATKONR INnu3odvl, BKIOUA CJe-

JAYIOIIUE OCHOBHbBIE (DUIIBTPHI:
o Cnucku nabarodenus
o (Cosnadenua.

e [lodmeepoicdeno.
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2.7 MobunbHbiii Beb-nHTepdeiic

s paborsr ¢ FindFace Security Tak:ke MOXKHO UCIOJIH30BATH YIIPOIMIEHHYIO MOOMIBHYIO BEPCUIO CUCTEMBI.
Mobuabsaoe npuioxkerne FindFace Security mocrasiisiercs: 1o 3ampocy st Android.

B atom pasgene:

[ ] P(i%(),/\/L(i/Il/dil/(i,M?)I,(f CUCmMemHvle '/IL])(,%G()G(MI/U.}Y,

o Dynruuu

2.7.1 PekomeHayemble cucteMmHble TpeboBaHus

e OC: Android 6.

IIpumeuanne: QyukimonupoBanne Ha Bepcusx 4.4-5.X BO3MOXKHO, HO HE TADAHTUPYETCS.

e CPU: 2 apa.
e RAM: 2 GB.

e Fmkocrh akkymysisitopa: He MeHee 4000 MA4Y i 8-yacoBoit pabodeil CMeHBI.

2.7.2 ®yHkyUN

B npuitoxkenuu BeeguTe cBoii jioru u maposib FindFace Security, a Takzke ajpec cepsepa FindFace Security
U TIPOHIATE aBTOPU3AIHUIO.
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16:43 @ + ¥

FindFace Security

Login

admin

Password

Url
http://172.20.77.58

LOGIN

Mobunbubrit BeG-uHTEpdEiic nMeeT yI0OHBI U MHTYUTUBHBIN IU3aitH 1 00eCIeanBaeT JOCTYII K CJIELYIOITIM
GyHKIIAAM:

o Ilouck Jsui B 6a3ax JaHHBIX.
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32 QO ail = (= 65%

Search in:

Source:
X

SOCIAL NETWORKS

Event Id:

Threshold: @ 52%

Limit;

10 50 m 200

CLEAR SEARCH

o U nentudbukarust jutl 1o 6a3aM JAHHBIX B PEXKUME PEAJLHOTO BPEMEHH

Baxknao: Jlns Toro uTobbl B MOOMILHON Bepcuu MOaydaTh coObITHS B (popMaTe push-omoserennii,
JIJIsT COOTBETCTBYIOIIETO CIIUCKA HAOJIIOJEHUs HYKHO MOCTaBUTh dutaxkku Tpebosams nodmeeporcienue
cobvimusa u Brarowums 3eykosoe onosewenue (depes noanodopMaTHbiil BeG-unTepdeiic).
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16:35 @ + ¥ 32 © il = (W 65%

0/50

Events

e PaboTa c j10che Ha IIepCOHYy.

Y

7 Minutes
16:28:13
2018-10-05

caml
(cams)

8 Minutes
16:27:07
2018-10-05

testssstsss0000
(cams)
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16:33 0 + < 322 © il = (W 65%

<« Edit Dossier Y 4

Photos +

Name: Sample

Comment: Comment

Watch lists:
allow v
Active: o

UPDATE

Pabora ¢ mamabiME DYHKIMAME aHAJOTUYHA TOJTHOMDOPMATHON BEPCUU.

Baxkno: lna moctyna B Hacmpotixu, Bam orpebyercst BBectu PIN-kom, mo ymosdanuio 1234.
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PykoBofcTBO no nHTerpauny

Jannas riaBa mocBsiiena Bo3MoxkuocTsaM naTerpanun ¢ FindFace Security. s waTerpanuu cBoeit cucremsr
ncnonbsyiite HT'TP API, Beb-xyku u marunbl. Tak:ke oOparuTe BHUMAHHAE HA CIIMCOK HAINUX I'OTOBBIX
UHTerpaluii ¢ napTHepaMu.

3.1 HTTP API

TTonpobuast unrepakrupnas jgokymentarus HTTP API FindFace Security jpocrynua mocje yCTaHOBKH 1O
anpecy http://<ffsecurity_ip:port>/api-docs. Uzyuaiire u mpobyiire.

Cosert: JloKyMeHTaIMIO TaK»Ke MOXKHO HaiiTu B BeO-uHTEp(eiice, mepeiijis B MeHIO 110 myHKTaMm Hacmpotiku
-> Jokymenmayus APL

195
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& FindFace Security API doc

Internal APl documentation

[ Base URL: 172.17.46.22/ ]

Iswagger,json

Authentication

All APl methods require a simple token-based HTTP Autt 1. In order to aL you should put word "Token" and a key into the Authorization HTTP header, separated by a whitespace:
"Authorization: Token be94403fb59¢3( 7eal1f20e018bef3: 10e0 1a3"

All requests that fail to provide a valid authentication token will result in a HTTP 401 Unauthorized response.

Parameters Format
There are two ways to pass parameters to the APl methods:

. licationfjson: are by a JSON contained in the body.
« multipart/form-data: parameters are encoded into separate parts. This way supports uploading a photo image file in the same request.

Additional Information
Standard extraction limits:

« Image formats: JPEG, PNG, WEBP
« Maximum photo file size: 10 MB
« Maximum photo resolution: 6000 pixels on the biggest side
+ Minimal size of a face: 50x50 pixels
Check /ete/linaface-extraction-api.ini for custom definition

Contact the developer

Schemes

System Preferences
auth >

3.2 Bebxykn

Bui mozkere Hacrpouts FindFace Security st aBromMaTuyeckoil OTIIpaBKK YBeIOMJIEHUI 00 OIpejeleHHbIX
COOBITHUSIX, MU30/IaX, 3AIMMCIX cueTdnKa Ha 3aanubii URL-anpec. st aToro cosmaiite u HacTpoiiTe BEOXyK.
Ipu HacTyILIEHUN Hy2KHOT'O COObITHS /31u30/1a,/3anucu cyerunka FindFace Security ornpasur HTTP-3anpoc
na URL-anpec, ykazannbiii B HACTPOHKax BEOXyKa.

Bebxyku MOYXKHO MCIOJIB30BATD [IJIsI PEIeHns] PA3HOOOPA3HbBIX 3324, HAIIPUMED, /I YBEIOMJIIEHHUS [I0JIH30-
BaTeJis 00 OIpeJIesIEHHOM COOBITHH, BBI30Ba OIIPEJIEJIEHHBIX JIEHCTBHUIl Ha I1€JIEBOM BeO-caiiTe, IPHU PelIeHnn
3a/1a1 0E30IIaCHOCTH, TAKAX KaK Y/IAJEHHOE aBTOMATHYIECKOE YIIPABJIEHUE JIOCTYIIOM U JIp.

B atom paspgene:

e Hacmpotixa sebxyxa

e Kax pabomaem eebxyx

3.2.1 Hacrpoiika Bebxyka

Baxkno: [ljis cozmanns BeOXyKa HEOOXOMMMBI IIPABA AIMIHIUCTPATOPA.

IMpumeuanme: Jljist TOro 9To6HI UCIOJIB30BATH BEOXYKH, 00s13aTEJILHO YKAXKUATE M0 KPailHel Mepe OJUH U3
napamerpos SERVICE_EXTERNAL_ADDRESS /EXTERNAL_ADDRESS B daiinie /etc/ffsecurity/config.py.
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s cozmanus BeOXyKa BBIIOJHATE CJELYIONIUE IefCTBIS:
1. Ilepeitgure Ha BKIaIKYy Hacmpotixu. Beibepure Bebryxu.

2. Haxxmure +.

Bebxykun

JCHOBHbIE

BHelHWI Bua

NuueH3na

eHTaums
vMeHTauma API

Bebxykun

ﬂ HacTpoiiku

3. BBemure nms Bebxyxka.
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Coszpgatb BebxyK

hitty

Fazmep nadki 16 L EH KA

I'I-.]-

w| AKTHEHBIMA

CoXpaHWTh

4. Ykaxure ajpec, Ha KOTOPBIl OYIyT OTIPABIISATHCHA OIIOBEIICHUA.

5. Bbr moxkeTe OTHIPABJIATH YBEJIOMJIEHNA B IIaAaKETHOM DEXKHMeE. VkaxKuTe MaKCUMaJIbHOE KOJUIECTBO yBe-
ILOMJIeHI/Iﬁ B nakere. akTrUYecKoe KOJUIECTBO MOXKET OLITH MEHDLIITIM.
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6. YKaxknTe MaKCHUMAJIbHOE KOJIUIECTBO ITOIIBITOK OTIIPaBUTH yBEJIIOMJIECHUE. I/IHTepBaJI Me2K/1y ITOIIbITKaMM1
yYBEINYINUBACTCA IKCIIOHECHIINAJIBHO C MaAKCUMYMOM 100 CEKYH/I.

7. FindFace Security 6ymer aBToMaTniecku OTIIPABJISTH OITOBEIIEHNUS O COOBITUSX, MU30/aX U TOKA3AHI-
AX CIETYNKA, VIOBIECTBOPATOMNX 3aJaHHBIM PUALTPaM. PUIbTPOBATD COOBITHST MOYKHO TIO CJIETYIOTITM
rapaMerpaM:

CobbiTus:
e allowed_bs_types: pesrcum OMCAENHCUBAHUA AUY, 1A 6UJEO, BOSMOXKHBIE 3HadeHUs:: overall,
realtime.
e camera_group_in: id rpynmnsl Kamep, UUCIO.
e camera_in: id KaMepbl, YUCJIO.
e matched_lists_in: id cumcka HAOJIOAEHUS, YUACTIO.
e matched_dossier_in: id coBmaBmiero mochbe, 9uco.
e matched: craryc cOOBITUSI COBIaZeHNE (true nJi false), JIOTMYCCKUI.

e confidence_gte: MUHUMAJIBbHOE 3HAUEHNUE YBEPEHHOCTH AJrOPUTMA, YUCIIO.

Anu3oabl:
e allowed_types: CTaTyC 3MM30/1a, BOSMOXKHbIE 3HAUEHHUs: OTKPHITHE 3u301a (episode_open), J10-
GapieHre HOBOrO COOBITHsI B 31n307 (episode_event), 3akpbiTue s1u3o/a (episode_close).
e camera_group_in: id rpymnmusl kKamep, IUCIIO.
e camera_in: id KaMepwl, TUCTIO.
e matched_lists_in: id criiucka HaOJIIO/IEHUST, YUCIIO.
e matched: craryc cobbiTusi coBnanenue (true win false), JOrHUECKUiL.
e events_count_gte: MUHUMAJIbHOE KOJIMYECTBO COOBITUI B 31IN3071€, THCJIO.

e events_count_lte: MakKCHMaJbHOE KOJUYIECTBO COOBITHI B SIMU30J€, UNCJIO.

CueTtyuknu:

e counter_in: id cuerumka, 4mciIO.

e camera_group_in: id rpynmnsl kamep, 4UCIIO.

e camera_in: id Kamepsl, IucIIO.

e faces_gte: MUHUMAJLHOE KOJIMYECCTBO JIMIL B 3AIIUCH CICTINKA, IHUCJO.

e faces_lte: MaKCUMaJbHOE KOJMYECTBO JIUI B 3aIIUCU CUETUUKA, YHUCJIO.

e silhouettes_gte: MUHUMAJJIbHOE KOJIMIECCTBO CUJIY9TOB B 3aIICU CUCTUYNKA, YUCJIO.

e silhouettes_lte: MakKCUMaJIbLHOE KOJIUYECTBO CUAYITOB B 3aIIUCU CYCTUYUKA, IUCIO.

"events": {
"allowed_bs_types": [
"overall",

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

"realtime"

1,

"camera_group_in": [],

"camera_in": [],

"matched_lists_in": [],

"matched_dossier_in": [],

"matched": true,

"confidence_gte": 0.75

}’
"episodes": {

"allowed_types": [
"episode_open",
"episode_event",
"episode_close"

]’

"camera_group_in": [],

"camera_in": [],

"matched_lists_in": [],

"matched": true,

"events_count_gte": O,

"events_count_lte": 999

},
"counters": {

"counter_in": [],

"camera_group_in": [],

"camera_in": [],

"faces_gte": O,

"faces_1lte": O,

"silhouettes_gte": O,

"silhouettes_1lte": O

Baxkno: lcnonb3yiite TobKO (DUIBTPHI, COOTBETCTBYIOIINE 11€JIA TOUCKA. i1t BBIKIIIOUeHNs (DUIBTPa
yaagure ero u3 Bebxyka. He ocrasusiive dusbrp mycreiM ([1), mockoibKy B 9TOM ciydae DUILTD
BEPHET IIyCTON pe3ysIbTar.

IIpumeuanne: [z mosyueHns BceX OMOBEINEHMIT epegaiiTe CKOOKN 06e3 BIIOKEHHBIX (DUIBTPOB:

{3

Coser: Ilpumep Nel. TTosryyenue omosenieHuii 060 Bcex COOBITHSX:

{ "events": {} }

[Ipumep Ne2. TTonyduenue onoBenieHuit 06 OTKPBITUN MU30/0B C COBIAJICHUSIME B JIOCHE:

{ "episodes": { "allowed_types": ["episode_open"], "matched": true }} - OTHPABIATH TOIBKO,
<»COBHTHSA CO3JaHMsA 3MU30La, KOTOPOE CMAaTIMIOCH C ZOChE.
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IIpumeuanue: Brr MoxXere 3ajaTh HECKOJIBKO 3HAYEHUN B (pUJIbTPAxX C KBaJIpaTHBIMU CKOOKaMu. B
9TOM CJIy4dae BeOXyK Oy/1eT aK THBUPOBATHCS IIPU COBIIAIEHNN OJIHOTO U3 3HadYeHu puabrpa. B mpumepe
HIZKE BbI Oy/1€Te OMOBEMIEHBI O COOBITUH C TPyIbl Kamep 1 mian 3, ecau coBnasio joche ¢ id 12 maum 25.

{
"events": {
"camera_group_in": [1, 3],
"matched_dossier_in": [12, 25],
},
}

8. IlocraBbre diaxkok AxmueHvil.
9. Haxwmure Coxpanummo.

3.2.2 Kak pabotaeTt Bebxyk

s TrectupoBanust pabOThI BeOXyKa MOXKHO HCIIOJIb30BATH CJIEAYIONINit TpocToii Beb-ceprep Ha Python, obec-
MEYMBAIOIIII 3aXBAT OTIPABICHHBIX BEOXYKOM OITOBENIEHUIT O COOBITUSIX:

from pprint import pprint
from aiohttp import web

async def handle(request):
pprint (await request.json())
return web.Response(status=200)

app = web.Application()
# for aiohttp v 3.z
# app.add_routes([web.post('/', handle)])

# for aiohttp v 2.z
app.router.add_post('/', handle)

web.run_app (app, port=8888)

Baxkno: lcmnoimb3yemblit BaMu cepBep-JIOBYINKA, OITOBENIEHUI 110 BEOXYKY JIOJI2KEH BO3BpaIarTh orBeT HTTP
200 mocJe nosyuenus: Bedbxyka ot FindFace Security, mo anajoruu ¢ mpuMepoM BBIIIIE.

Ecaun gna Bebxyka mHe 3a7aHO HE OTHOTO (DUILTpA, JAHHBIN BeO-cepBep OyAeT MOJydaTh OMOBEIIEHUS O
KaKJIOM TIPOM3OIIEIIEeM B CHCTEMe COOBITHH, 3MN30/e U 3amucu caerdnka. OMOBeneHns: OTIPABIISIOTCS B
cieayromieM popMare:

CoObiTne

[{'acknowledged': True,
'acknowledged_by': None,
'acknowledged_date': '2020-05-18T15:08:38+00:00',
'acknowledged_reaction': '',

(continues on next page)

3.2. Bebxyku 201




FindFace Security, Boinyck 4.2 anti-COVID

(mpomosKeHre ¢ NpeAbLAyIeil CTPAHHIb)

'bs_type': 'overall',
'camera’': None,
'camera_group': 1,
'confidence': 0.0,
'created_date': '2020-05-18T15:08:38+00:00"',
'episode': None,
'event_type': 'event_created',
'face': 'http://172.17.46.134/uploads/2020/05/18/event/150842_face_AgohWm. jpg',
'features': {'age': None,
'beard': None,
'emotions': None,
'gender': None,
'glasses': None,
'liveness': None,
'medmask': None},
'frame': 'http://172.17.46.134/uploads/2020/05/18/event/150842_full_frame_Y3vtGe. jpg',
'frame_coords_bottom': 320,
'frame_coords_left': 117,
'frame_coords_right': 170,
'frame_coords_top': 242,
'id': '4267625862518432158"',
'looks_like_confidence': None,
'matched': False,
'matched_dossier': None,
'matched_face': '',
'matched_lists': [-1],
'quality': -0.000766,
'scores': {'liveness_score': None,
'quality': -0.000766480341553,
"track': {'first_timestamp': '2020-05-18T15:08:38',
'id': '43277el7blc2-44"',
'last_timestamp': '2020-05-18T15:08:39'},
'track_duration_seconds': 2.502499999999997},
'video_source': 1,
'webhook_type': 'events'}]

OrkpbiTe anu3oga

[{'acknowledged': True,

'acknowledged_by': None,

'acknowledged_date': None,

'acknowledged_reaction': '',

'best_event': '4267637154774219594"',

'camera_groups': [1],

'cameras': [],

'closed_date': None,

'created_date': '2020-05-18T16:18:49.111880Z"',

'event_type': 'episode_open',

'events_count': 1,

'features': None,

'id': 2118,

'last_event': {'acknowledged': True,
'acknowledged_by': None,
'acknowledged_date': '2020-05-18T16:18:46+00:00',
'acknowledged_reaction': '',

(continues on next page)
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(mpomosKeHre ¢ NpeAbLAyIeil CTPAHHIb)

'camera’': None,

'camera_group': 1,
'confidence': 0.0,

'created_date':

'2020-05-18T16:18:46+00:00"',

'episode': 2118,
'face': 'http://172.17.46.134/uploads/2020/05/18/event/161849_face_j2TQuk. jpg',

'features':

'frame':
—Jjpg',

'frame_coords_bottom':

{'age': None,
'beard': None,

'emotions': None,
'gender': None,
'glasses': None,

'liveness': None,
'medmask': Nonel},

'http://172.17.46.134/uploads/2020/05/18/event/161849_full_frame_vTfuH9.

327,

'frame_coords_left': 778,

'frame_coords_right':

901,

'frame_coords_top': 161,

tid':

'4267637154774219594 ",

'looks_like_confidence': None,
'matched': False,

'matched_dossier':

None,

'matched_face': '',

'matched_lists':

[-11,

'quality': -0.000311,
'scores': {'liveness_score': None,

'quality': -0.000311948591843,
'track': {'first_timestamp': '2020-05-18T16:18:46',
'id': 'lee9a3612af3-9',
'last_timestamp': '2020-05-18T16:18:47'},
'track_duration_seconds': 2.039999999999999},

'video_source': 2},

'matched_event': None,
'matched_lists': [-1],
'open': True,

'webhook_type':

'episodes'}]

3akpbiTue anusoaa

[{'acknowledged': True,
'acknowledged_by': None,
'acknowledged_date': None,
'acknowledged_reaction': '

[

'best_event': {'acknowledged': True,

'acknowledged_by"':
'acknowledged_date':
'acknowledged_reaction':

None,
'2020-05-18T15:09:57+00:

00',

'camera': None,
'camera_group': 1,

'confidence':
'created_date':

0.0,
'2020-05-18T15:09:57+00:00"',

'episode': 518,
'face': 'http://172.17.46.134/uploads/2020/05/18/event/151012_face_5L1HQL. jpg',

'features':

{'age': None,

(continues on next page)
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(mpomosKeHre ¢ NpeAbLAyIeil CTPAHHIb)

'beard': None,
'emotions': None,
'gender': None,
'glasses': None,
'liveness': None,
'medmask': None},
'frame': 'http://172.17.46.134/uploads/2020/05/18/event/151012_full_frame_CdNn2N.
—Jpg',
'frame_coords_bottom': 299,
'frame_coords_left': 917,
'frame_coords_right': 1005,
'frame_coords_top': 179,
'id': '4267626103667833809"',
'looks_like_confidence': None,
'matched': False,
'matched_dossier': None,
'matched_face': '',
'matched_lists': [-1],
'quality': -0.653877,
'scores': {'liveness_score': None,
'quality': -0.653877139091491,
'track': {'first_timestamp': '2020-05-18T15:09:57"',
'id': '43277el7blc2-231"',
'last_timestamp': '2020-05-18T15:09:57'},
'track_duration_seconds': 0.250255555555554},
'video_source': 1},
'camera_groups': [1],
'cameras': [],
'closed_date': '2020-05-18T15:10:42.870851Z"',
'created_date': '2020-05-18T15:10:12.201230Z"',
'event_type': 'episode_close',
'events_count': 1,
'features': None,
'id': 518,
'last_event': {'acknowledged': True,
'acknowledged_by': None,
'acknowledged_date': '2020-05-18T15:09:57+00:00"',
'acknowledged_reaction': '',
'camera': None,
'camera_group': 1,
'confidence': 0.0,
'created_date': '2020-05-18T15:09:57+00:00"',
'episode': 518,
'face': 'http://172.17.46.134/uploads/2020/05/18/event/151012_face_5L1HQL. jpg',
'features': {'age': None,
'beard': None,
'emotions': None,
'gender': None,
'glasses': None,
'liveness': None,
'medmask': Nonel},
'frame': 'http://172.17.46.134/uploads/2020/05/18/event/151012_full_frame_CdNn2N.
—Jjpg',
'frame_coords_bottom': 299,
'frame_coords_left': 917,
'frame_coords_right': 1005,

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

'frame_coords_top': 179,
'id': '4267626103667833809',
'looks_like_confidence': None,
'matched': False,
'matched_dossier': None,
'matched_face': '',
'matched_lists': [-1],
'quality': -0.653877,
'scores': {'liveness_score': None,
'quality': -0.653877139091491,
"track': {'first_timestamp': '2020-05-18T15:09:57',
'id': '43277e17b1c2-231"',
'last_timestamp': '2020-05-18T15:09:57'},
'track_duration_seconds': 0.250255555555554},
'video_source': 1},
'matched_event': None,
'matched_lists': [-1],
'open': False,
'webhook_type': 'episodes'}]

3anucb cyetT4uka

[{'camera': 3,
'camera_group': 1,
'counter': 2,

'counter_name': 'smosh',
'created_date': '2020-05-18T16:15:06.679592Z"',
'event_type': 'counter_record',

'faces_bbox': [[[700, 2101, [894, 2101, [894, 4641, [700, 46411,
[[160, 190], [304, 1901, [304, 394], [160, 394111,

'faces_count': 2,
'fullframe': 'http://172.17.46.134/uploads/2020/05/18/counters/161506_fullframe_7Z8n7X.jpg',
'id': 16,
'silhouettes_bbox': [[[15, 135], [584, 135], [584, 7091, [15, 70911,

[[585, 80], [1194, 80], [1194, 684], [585, 684]],

[fo, 3801, [69, 3801, [69, 7141, [0, 714111,
'silhouettes_count': 3,
'"thumbnail': 'http://172.17.46.134/uploads/2020/05/18/counters/161506_thumb_XLMFWE. jpg',
'webhook_type': 'counters'}]

st mpocmoTpa craryca ormpaBku Bebxyka B FindFace Security, BbImosHATE CIEAYIONIYIO KOMAHLY:

sudo journalctl -u findface-security.service | grep 'WebhooksManager'

OTBeT B cnyyvae ycnexa:

May 18 21:21:38 qa-2 ffsecurity[17851]: INFO [WebhooksManager] Updating "events" workers for,
—webhooks: {2}
May 18 21:21:52 qa-2 ffsecurity[17851]: INFO [WebhooksManager] [SC:9KHqkQg7-VW:aa3afb8f],

—Webhook updater processing message(type-"events:event_created"). Consumer reception delta: 0.
002617

May 18 21:21:52 qa-2 ffsecurity[17851]: INFO [WebhooksManager:2] <queue: 0> Webhook worker (id-
2, type-"events") sent batch(len-1, type-"events"): ['4267685965791894192']

(continues on next page)
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May 18 21:21:53 qa-2 ffsecurity[17851]: INFO [WebhooksManager] [SC:v59UsC1V-VW:75c4a9ec],
—Webhook updater processing message(type-"events:event_created"). Consumer reception delta: O.
—002386

May 18 21:21:53 ga-2 ffsecurity[17851]: INFO [WebhooksManager:2] <queue: 0> Webhook worker (id-
—2, type-"events") sent batch(len-1, type-"events"): ['4267685968207813297']
May 18 21:21:53 qa-2 ffsecurity[17851]: INFO [WebhooksManager] [SC:vKN1XiIn-VW:c0219d31],

—Webhook updater processing message(type-"events:event_created"). Consumer reception delta: 0.
—004499

May 18 21:21:53 qa-2 ffsecurity[17851]: INFO [WebhooksManager:2] <queue: 0> Webhook worker (id-
2, type-"events") sent batch(len-1, type-"events"): ['4267685968837561053"']
May 18 21:21:55 ga-2 ffsecurity[17851]: INFO [WebhooksManager] [SC:zZ08v4LJ-VW:feff75dd]

—Webhook updater processing message(type-"events:event_created"). Consumer reception delta: 0.
—001905

May 18 21:21:55 ga-2 ffsecurity[17851]: INFO [WebhooksManager:2] <queue: 0> Webhook worker (id-
2, type-"events") sent batch(len-1, type-"events"): ['4267685973269790230']
May 18 21:21:57 ga-2 ffsecurity[17851]: INFO [WebhooksManager] [SC:EbpDel24-VW:083688e2],

< Webhook updater processing message(type-"events:event_created"). Consumer reception delta: O.
—002017

May 18 21:21:57 ga-2 ffsecurity[17851]: INFO [WebhooksManager:2] <queue: 0> Webhook worker (id-
—2, type-"events") sent batch(len-1, type-"events"): ['4267685977917324748']
May 18 21:21:57 qa-2 ffsecurity[17851]: INFO [WebhooksManager] [SC:L5XoQTdq-VW:6£1e397£]

—Webhook updater processing message(type-"events:event_created"). Consumer reception delta: O.
—009237

May 18 21:21:57 qa-2 ffsecurity[17851]: INFO [WebhooksManager:2] <queue: 0> Webhook worker (id-
—2, type-"events") sent batch(len-1, type-"events"): ['4267685979796372941']
May 18 21:21:58 qa-2 ffsecurity[17851]: INFO [WebhooksManager] [SC:ZZ33mwuv-VW:adcad3a2]

—Webhook updater processing message(type-"events:event_created"). Consumer reception delta: O.
008542

May 18 21:21:58 qa-2 ffsecurity[17851]: INFO [WebhooksManager:2] <queue: 0> Webhook worker (id-
2, type-"events") sent batch(len-1, type-"events"): ['4267685980899116054"']
May 18 21:21:58 ga-2 ffsecurity[17851]: INFO [WebhooksManager] [SC:BfAQRgpO-VW:4c19b207]

—Webhook updater processing message(type-"events:event_created"). Consumer reception delta: O.
—003183

May 18 21:21:58 ga-2 ffsecurity[17851]: INFO [WebhooksManager:2] <queue: 0> Webhook worker (id-
—2, type-"events") sent batch(len-1, type-"events"): ['4267685982215838395']

OTBET, ecnn nonbiTka 6bina Heyp,aHHoﬁ:

May 18 21:29:09 qa-2 ffsecurity[17851]: INFO [WebhooksManager] [SC:jrGdiC7e-VW:2def51cf],
—Webhook updater processing message(type-"events:event_created"). Consumer reception delta: O.
—003909

May 18 21:29:09 qa-2 ffsecurity[17851]: WARNING [WebhooksManager:2] <queue: 1> Webhook worker(id-
2, type-"events") Error sending webhook: 405, message='Not Allowed'. Attempt 2 out of 10. Next
—attempt in 0.729 seconds.

May 18 21:29:10 qa-2 ffsecurity[17851]: INFO [WebhooksManager] [SC:jgqlszI7-VW:6a7feald]
—Webhook updater processing message(type-"events:event_created"). Consumer reception delta: O.
002402

May 18 21:29:10 qa-2 ffsecurity[17851]: WARNING [WebhooksManager:2] <queue: 2> Webhook worker(id-
—2, type-"events") Error sending webhook: 405, message='Not Allowed'. Attempt 3 out of 10. Next
—attempt in 1.968 seconds.

May 18 21:29:10 qa-2 ffsecurity[17851]: INFO [WebhooksManager] [SC:LLGB1RRR-VW:053d7c7d]
—Webhook updater processing message(type-"events:event_created"). Consumer reception delta: 0.
—003794

May 18 21:29:11 qa-2 ffsecurity[17851]: INFO [WebhooksManager] [SC:4V123NQD-VW:a4640479],
—Webhook updater processing message(type-"events:event_created"). Consumer reception delta: O.
—037162 (continues on next page)
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May 18 21:29:11 ga-2 ffsecurity[17851]: INFO [WebhooksManager] [SC:QKY577ed-VW:41cd531al,,
—Webhook updater processing message(type-"events:event_created"). Consumer reception delta: O.
005274

May 18 21:29:12 ga-2 ffsecurity[17851]: INFO [WebhooksManager] [SC:SVSrljln-VW:973ae0dd],,
—Webhook updater processing message(type-"events:event_created"). Consumer reception delta: O.
004273

May 18 21:29:12 qa-2 ffsecurity[17851]: WARNING [WebhooksManager:2] <queue: 6> Webhook worker(id-
2, type-"events") Error sending webhook: 405, message='Not Allowed'. Attempt 4 out of 10. Next
—attempt in 5.314 seconds.

May 18 21:29:12 ga-2 ffsecurity[17851]: INFO [WebhooksManager] [SC:phoO3HFd-VW:9c6812d1],
—Webhook updater processing message(type-"events:event_created"). Consumer reception delta: 0.
—019604

May 18 21:29:13 ga-2 ffsecurity[17851]: INFO [WebhooksManager] [SC:WDMmZ5MO-VW:842b3397],

< Webhook updater processing message(type-"events:event_created"). Consumer reception delta: O.
—231164

3.3 NuTterpayumn c naptHepamn

3.3.1 Genetec Security Center

WMurerpanust FindFace Security ¢ mporpammubim komiuiekcom Genetec Security Center mozBosisier 106aBisTh
GbYHKIMOHAJI PACIIO3HABAHUS JIAIL B CUCTEMBI Oe3onacHocTu Ha Oaze Genetec.

Hacrpoiika nHterpayun

WNurerpanusa ¢ Genetec Security Center peasmsyercs uepes mrarnt findface-genetec. Ilo ymosrganuio
IIJIATMH OTKJIIOYCH.

[epen, macrpoiikoit maTerpanun Ha cropone FindFace Security passepruTe mporpammuoe obecriedenne
Genetec Web SDK u Media Gateway u coznaiite B Genetec Security Center omoserenre Alarm, KoTopoe
Oyzer orobpaykarhes 1pu HacTymuiennu B FindFace Security coObITHst pacrio3HaBaHus JIUIA.

Baxkno: st Toro urodnr marerpanus Genetec-FindFace paborasa, Bam Takxke monamoburcs mpuobpe-
CTH COOTBETCTBYIOILYyI0 juneH3uio y Genetec (Homep 1o karasory surensuii GSC-1SDK-Ntech-FindFace) u
akTuBupoBaTh ee B Genetec Security Center.
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Purchase order

Part # Description

GSC-5.8 VYersion 5.3

GSC Omnicast Enterprise Package which includes: Archiving and Auxiliary Archiving support, Media Router, Audio, Remolte
Security Desk, Camera Sequences, Camera Blocking, Camera Dewarping, Hardware Malrix Support, Time Zone, Edge
recording and trickling, Keyboard and Joystick Support, Max. 300 cameras per Archiver f 100 cameras on the Directory
machine

Genetec Security Center (GSC) Base Package - Yersion 5.8 which includes: 1 Directory, 5 Security Desk client connections
{incl. Web Client), Plan Manager Basic, Alarm hManage ment, Advanced Reporting, System Partitioning, Zone Monitoring,
K3 Modules Support. Email Support, Macros Support (actual maco

GSC-
Base-5.8

GSC-Om- 1 camera connection
E-1C
GSC- One (1) Genetec Security Mobile app connection Supported only with G5C Mobile
1MobileU " ' ' " i v B
GSC-
15DHK-
Mtech-
FindFace

One (1) Genetec SDK connection for Mtech with FindFace

B 3Ttoin rnase:

e Hacmpotiixa Genetec Web SDK u Media Gateway

Cosdanue onosewenusn ¢ Genetec Security Center

e Brarouenue unmezpayuyu Genetec 6 FindFace Security

Hacmpotixa movex docmyna 6 FindFace Security
o mnopm xamep us Genetec Security Center

e (Cozdanue cnuckos nabaodenus u docve 6 FindFace Security

Hactpoiika Genetec Web SDK n Media Gateway

st Toro urobnl paseepayTh Web SDK, ucnosibsyiite IIO Genetec Config Tool. [lerau HacTpoiiku mpu-
BeJIeHBI B ODUITNAJIBHON cripaBodHOil mokymenTaruu Security Center Administrator Guide -> Chapter 52:
Role Types -> Web-based SDK configuration tabs.
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# Config Tool ® System = Video .,‘- Alarms

® Generalsettings " Roles EEl Schedules @ Scheduledtasks ® Macros Output behaviors Bl o« Web-based SDK

Y = L
Identity | Properties  Resources

& Archiver
B Health Monitor
Map Manager
® Media Gateway
“+ Media Router
Report Manager

- Webh-basedSDK |

Zone Manager

=k Addanentity 2 Delete 4% Maintenance ~

st roro arobsr passepuyTh Media Getaway B Genetec Config Tool, o3HaKOMBTECH € COJIEPKAHUEM TJIABBI
Security Center Administrator Guide -> Chapter 24: Video Deployment.

# Config Tool * System ™ Video / Alarms Network view

® Macros Output behaviors | € B ™ Media Gateway

m L]
Identity | Properties | Resources

* General settings ! Roles BEl Schedules @ Scheduled tasks

B Health Monitor

Map Manager
Start multicast addre 116 . 117 1

Media Router
B Report Manager Listening port: 654 % |
{ox Web-based SDK
Zone Manager
User authentication: (@RI
¥ Admin
% ntech

Sample URL:

Use the default web ports of the sen,

Web addr

=4 Addanentity J Delete 4% Maintenance +

Baxkno: VYb6emurech, uro daitpBoa HacTpoeH TakuMm obpazom, uro moprbl WebSDK u Media Gateway

209
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OCTaIOTCA OTKPbLITBIMMU.

Cozpganue onoseuweHns B Genetec Security Center

Cospaiite u Hactpoiite HoBOe onosernenue Alarm B Genetec Config Tool, pyKoBoacTBysich pas3zesiom Security
Center Administrator Guide -> Chapter 48: Alarms -> Creating Alarms.

# Config Tool . / ™ Video

5 Marms

& Alarms %z Monitor groups iy ® ntech test alarm

Recipients:

Broadcast mode:

Attached en

Video display option:

Content cycling:

& Alarm 2 Delete 2 Trigger alarm

[1 %] highest (D

Recipient
9 ntech
17 Admin

1% Administrators

+

Playback
Live

Playback

Live and playback
Live and still frames

Still frames

Network view

= | =
Identity | Properties | Advanced

lowest

+ | sec. before alarm

lopy configuration tool ™ Audit trails

Coser: Ha Brutasike Properties BbIOepuTe Ty OHIHIO OTOOpaXKkeHust Bujieo Video display option, koropas B
HamnbOJIBIIel CTeIeHN COOTBETCTBYeT BamuM HyxKaaMm. ocrymasie onmun Live, Playback, u . n.

Coser: ljist Toro 4Tobbl aKTUBHPOBATE oreparuu ¢ onopeniearneM Alarm Procedures u aBTomoBopor Bujeo
HEIIOCPEICTBEHHO BO BCILIBIBAIOIIEM OKHE OLIOBelleHud, BKiounte Content cycling.

IIpu macrpoiike marerpanun Ha cropone FindFace Security Bam morpebyercs BBecTu jiormdeckoe id ormose-
IeHns, KOTOpoe 3a/1aeTcst Ha BKaagKe Identity.
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/™ Video 2 " Netwoark view

= Monitor groups i © ntech test alarm

(=] =
Identity | Properties  Advanced

Type: Alarm

ech test alarm

* ntech test alarm
» 1 Redpients

»  Actions

= Alarm v ) Delete  ® Triggeralarm ¥/ Forcibly acknowledge all slarms P Copy configurationtool = Audit trails

Bkntouenne unterpauumn Genetec 8 FindFace Security

Hna sximrovyenns: nnarnHa findface-genetec orkpoiite daiin konduryparuu findface-security u pac-
KOMMeHTupyiTe cTpoky INSTALLED_APPS.append(‘ffsecurity_genetec’).

Takxke yOemurech, 9YTO 1O KpaifHei#i Mepe OIWH ®3  CJEAYIONUX  I[APAMETPOB  3aJIaH:
SERVICE_EXTERNAL_ADDRESS niu EXTERNAL_ADDRESS.

sudo vi /etc/ffsecurity/config.py

# SERVICE_EXTERNAL_ADDRESS ts prioritized for FFSecurity webhooks and Genetec plugin.
# EXTERNAL_ADDRESS is used instead tf SERVICE_EXTERNAL_ADDRESS is mot provided.

# You must provide either SERVICE_EXTERNAL_ADDRESS or EXTERNAL_ADDRESS in order

# to be able to work with FFSecurity webhooks and Genetec plugin.
SERVICE_EXTERNAL_ADDRESS = 'http://127.0.0.1'

# EXTERNAL_ADDRESS is used to access objects created inside FFSecurity via exzternaly
—links.

EXTERNAL_ADDRESS = ''

# FINDFACE SECURITY PLUGINS

# Uncomment lines below to enable plugins. Please consult documentation for
# a plugin specific settings.

# =============== (enetec s===============
INSTALLED_APPS.append('ffsecurity_genetec')

Ilepezamycrure findface-security.
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sudo systemctl restart findface-security.service

Hacrpoiika touek gocryna B FindFace Security

Ijist Toro uTobbl ycraHoBUTH coequHeHue Mexk iy FindFace Security u Genetec Security Center, BoimoJiHuTe
caenyomue neicTBus:

1. Tlepeitgure Ha BRIaAKY Hacmpotixu. Beibepure Genetec.

HacTponku genetec

KoHburypauus

Cepeep

2. B cekmusax Cepsep u Media, ykaxkure nacmpotku Todek poctyna Web SDK u Media Gateway.
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Baxkno: ITlopret WebSDK u Media Gateway mo0/izKHBI OBITH OTKPBITHI.

3. B cekmun guilabel:Ids ykaxkure sozuveckuti id onoBemenusi Alarm, KOTopoe OymeT 0TOOpaxKaTbCsd B
Genetec Security Center npu nacrymieHnn cobbitusi pacro3naBanus Jjuia B FindFace Security.

CoXpaHuTb

4. Haxmure Coxparnums. Ecau coenunenune ¢ Genetec Security Center ycremmno ycTaHOBJIEHO, CTaTyC
OysieT aBTOMATHYeCKU n3MeHeH Ha Ckondu2ypuposan.

Umnopt kamep n3 Genetec Security Center

Kak rmosibko coemmuenne ¢ Genetec Security Center ycTaHOB/IEHO, MOXKHO UMIIOPTHPOBATH Kamepbl. Jljist
sroro BeibepuTe Kamepv, Ha BKIajke Genetec u Haxkmure Mmnopm.

Genetec Settings

EINEIES

Import Cameras

Import

Janrnoe geiicTBue cosmact 2pynny kamep Genetec, BKIIOTAIONLYIO B cebs Bce kamephl m3 Genetec Security
Center.

Camera Groups

Jlj1st Toro 9TOOBI TOCMOTPETH CIUCOK KaMep, Ha nanen Hapurarun FindFace Security nepeiigure Ha BKIAIKY

Kamepo. st TOro 9100BI UCKIIIOUUTH KAMEPY M3 PACIO3HABAHUS JIUIL, IPOCTO E3aKTUBUPYITE €€ B 3TOM
CITHCKE.
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Cospganue cnnckos Habnogenns n gocbe B FindFace Security

Tlocie macTpoiiky TOUEK JOCTyIIa W UMIIOPTA KaMep 3aBEPINTUTE WHTETPAIUIO, CO3MAB 003y Jannvir Jocve.
ITocste aToro omnoBerrennst 0 COOBITHSAX PACIIO3HAHUS JIAIL OYIyT aBTOMATHYECKH OTHPABJIsSThC B Genetec
Security Center. Cm. Onosewerus ¢ Genetec Security Center.

Onoseuienusn B8 Genetec Security Center

Kazkmoe cobbiTre pacro3HaBaHus Juia ¢ Kamepbl Genetec, Jist KOTOPOIo HaiieHO 10Che, AKTUBUPYET COOT-
BeTcTByOIIEee onoselenne alarm B Genetec Security Center. Kaxxioe onosernienne, ormnpasiiennoe FindFace
Security, cBsi3pIBaeTCsI ¢ KAMEPOH-NCTOYHUKOM COOBITHsI PACIIO3HABAHIS JIUIA, TIO9TOMY BBl MOYKETE Cpa3y Ke
IPOCMATPUBATH KUBOE WU apXUBHOE Bueo B 3ajade Alarm Monitoring B Genetec Security Desk. FindFace
Security Takke ucnosb3yer omepanuu ¢ omnosernennem Alarm Procedures jjist obecriedenus moJib30BaTENs
JIOIOJIHUTEIbHBIMU JAHHBIMU 110 COOBITUIO, TAKUMU KaK:

e oDHapy’KeHHOE Ha BUJEO JIUIIO

® HaliJIEHHOE MTOX0XKee JINIO U3 06a3bl JAHHBIX J0ChE

® IIMs YeJIOBeKa M KOMMEHTApHUil U3 JI0Che

® CTENeHb CXOXKecTH JuI (YBEPEHHOCTDh AJTOPUTMA B COBIIAJIEHVN )
® Ha3BaHUE CITUCKA HAOJIIOICHUS

® IIO/IHBIA KaJap

Current entity:

= 1722321711 - Camera.. |

O6paboTKa MOJIYyUIEHHOTO OIMOBEIIEHNs] O PACIIO3HABAHWS JIMIA BBITOJHSIETCsSI AaHAJIOTUIHO JIPYTUM OIOBeIIe-
uusim B Genetec Security Center.

3.3.2 Axxon Next

WNurerpanus FindFace Security ¢ mporpammubivm komrmurekcom Axxon Next moszsosisier o6pabarbiBaTh BH-
JIEOTIOTOKU M3 CHCTEMbI 6e30macHOCTH Ha 6a3e AXXon W aHAJM3WPOBATHL WX HA IMPEAMET HAJWYUs JIAI U3
JIoChe.
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Baxkno: Omun sk3emmisp FindFace Security MmoxkeT B3anMoieficTBOBaTh TOJILKO C OTHUM cepBepoM Axxon

Next.

WNurerpanus ¢ Axxon Next BBITOJIHsIETCST ¢ UCTIOJIB30BanneM marnia ffsecurity_axxon.

st Toro urobs! HacTpouTh nHTErpanuio ¢ Axxon Next B OC Ubuntu, BeInoJiHUTE Clieyolue AeificTBUsI:

1. AxTuBupyiiTe mIarvH, pacKOMMEHTHpOBaB B daiiie Kouduryparun /etc/ffsecurity/config.py
crpoky INSTALLED_APPS.append(‘ffsecurity_axxon’).
sudo vi /etc/ffsecurity/config.py
# ==============================================================================
# FINDFACE SECURITY PLUGINS
# ==============================================================================
# Uncomment lines below to enable plugins. Please consult documentation for
# a plugin specific settings.

# =============== Jppom ================
INSTALLED_APPS.append('ffsecurity_axxon')

2. B daite koudurypanun packommernTupyiire cexnuio FFSECURITY->AXXON. 3amosHure ee Tak, Kak
[OKa3aHO B IpuMepe HiKe. B mapamerpe api ykaxkure ajpec cepBepa Axxon Next, mo kKoropomy
FindFace Security 6ymer obpamarsest k APl Axxon n 3a HLS-morokamu apxusa. B mapamerpe rtsp
yKaxKuTe obImil ajJpec BUIEONOTOKOB Ha cepBepe Axxon Next. name, user, password: uMsl cepBepa
Axxon Next u y4yeTHbIe JaHHBIE JJIsI JIOCTYIIA K HEMY.

FFSECURITY['AXXON'] = [
{
'name': 'server_name',
'api': 'http://example.com/',
'rtsp': 'rtsp://example.com:554/"',
'user': 'user',
'password': 'password',
}
]

3. (OunumonanbHo). Ecin B cOOBITHSIX paCIlO3HABAHUS JIUIL TPeOyeTcst 0ToOparkaTh KJIUIIbI BUJIEO U3 AXxon
Next, packommenTupyiite cekimioo FFSECURITY_UI_CONFIG[‘dossier’].
FFSECURITY_UI_CONFIG['dossier'] = {

'video': True,
}

4. Coznaiire kameps! B FindFace Security (cm. Ynpasaenue sudeoxamepamu). Ilpu coznannm kamep Bam
norpebyercs BBectn ux URL B dopmare axxon:<friendlyNameLong>, rne friendlyNameLong - mms
kaMepsl Ha cepBepe Axxon Next. /lanHoe uMsi MOKHO IIOCMOTpPeTh B MHTepdeiice Axxon, uiau yepes
API Axxon, BBITIOJTHUB KOMaHTY:
curl http://user:password@127.0.0.1/video-origins/

{
"OLOLOE-DEV/DevicelIpint.vhod_1/SourceEndpoint.video:0:0" : {
"friendlyNameLong" : "vhod_1.Vhod_1",
"friendlyNameShort" : "Vhod_1",
(continues on next page)
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"origin" : "OLOLOE-DEV/Devicelpint.vhod_1/SourceEndpoint.video:0:0",
"state" : "signal_restored"

Jis equncTBEeHHON KaMepbl n3 mpumMepa Bbite URL mommken O6bITH 3a7a0 Kak axxon:vhod_1.Vhod_1.

Ha sToM Hacrpoiika uHTerpaiuu OyneT 3aBeplieHa. Eciu MHTerpalysi HacTpoeHa KoppekTHo, FindFace
Security Gy/jieT BBIIOJIHSATH IPOBEPKY HAJUYUS JHI U3 JI0che B Bujeonorokax Axxon Next, a B coObITHsIX
pacro3HaBaHUs JIAI Oy/IyT 0TOOpaykaThesd KIUIbl Bueo n3 Axxon Next (IpH COOTBETCTBYIONUX HACTPOW-
Kax).

3.4 Mnarunub

B xo11e HacTpoiiKK cHUCTEMBI BbI MOXKETE YCTAHOBUTH COOCTBEHHbBIE IIPaBUIa 00pabOTKY JIKIl, OOHAPYKEHHBIX
Ha Buzeo. st aToro nmonanoburcs HanmcaTh mwarud Ha Python.

ILnarmasr moak/IogatoTes depe3 daitn Koudurypannn kommonenTa findface-facerouter. Mcnonb3oBanue
[JIATHHOB TI03BOJISIET WHAMBUIYAJIBHO U OYEHb TOYHO BBIIOJIHUTH HACTPOIKY BUJICOJIETEKIINN JIUIL B TOM, ITO
KaCcaeTcs Ollepalyii ¢ OOHAPYKEHHBIMU JIUI[AMH.

Coger: B kavecrBe npumepa cM. IJIaruH 110 ymosrdanuio /opt/ffsecurity/fr_plugin/ffsec_fr_plugin.
py.

3.4.1 PasBeprtbiBaHue findface-facerouter B FindFace Security

st pa3BeproeiBanus komrnonenta findface-facerouter BhIOSHUTE CEYIONTNE JACHCTBUS:

1. Ycramosure findface-facerouter aub0 U3 KOHCOALHO20 UHCMAAAAMOPG, TAOO U3 apt-pPerrO3UTOPHUsT
CJTEIYTOIIIM 00Pa30M:

sudo apt update
sudo apt install -y findface-facerouter

2. Orkpoitre daitn kouduryparun /etc/findface-facerouter.py.

sudo vi /etc/findface-facerouter.py

3. Ecimm kommnonentsl findface-facerouter m findface-sf-api ycTaHOBJIEHBI Ha pa3HBIX Gu3UUe-
CKHX cepBepax, packoMMmeHTHpy#iTe mnapamerp sfapi_url wm ykaxkure B Hem [P-agpec cepsepa
findface-sf-api.

sfapi_url = 'http://localhost:18411"'

4. Orxkpoiire daitn koudurypanuu /etc/ffsecurity/config.py. B mapamerpe ROUTER_URL akTyaJn3u-
pyitre IP-anpec u nopr findface-facerouter (o ymosuanuio nopr 18820). IP-aapec ykasbiBaercs
BHEIIHUI WJIM BHYTPEHHUI B 3aBUCUMOCTHU OT ceTH, 110 KoTopoii findface-video-worker B3aumoneii-
creyer ¢ findface-facerouter.
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6.

sudo vi /etc/ffsecurity/config.py

FFSECURITY = {
'"ROUTER_URL': 'http://127.0.0.1:18820/v0/frame?',

Hobasbre ceppuc findface-facerouter B aBro3arpy3ky Ubuntu u 3amycrure cepBuc.

sudo systemctl enable findface-facerouter.service &% sudo systemctl start findface-facerouter.
—service

Ilepesanycrure cepBuc findface-security.

sudo systemctl restart findface-security.service

3.4.2 Hacrtpoiika findface-facerouter Ha Mcnosb30BaHue NJArMHOB

Cosger: Jlns navasia nornpo0Oyitre mwrarnt no ymosrdanuio /opt/ffsecurity/fr_plugin/ffsec_fr_plugin.
py. Umm cosdaiime ceoti cobemeseniuii.

Baxkno: O6s3aTebHO IPEIBAPUTEIBHO UsMeHUumMe CTPYKTYpy Omomerpudeckoii 6a3br Tarantool B coor-
BETCTBUE C IpaBujiaMu 06pabOTKH, 3aJJaHHBIMA B ILJIATWHAX.

Baxxno: Kowmmonent findface-facerouter J0OKeH OBITH YCMAHOBAEH U HACTPOEH.

Lt mactpoiikn komnonenTa findface-facerouter Ha HCIIOIb30BaHUE IJIATMHOB BBLIITOJHUATE CJIETYIOIIIE
JefiCTBUS:

1.

IlomecTuTe IarnH B KaTajor 1o Bamiemy BI)I60py. Bee HCIIOJIb3yeMbI€ IIJIaI'MHBI JTOJIZ2KHBI HaXOIUTbCA
B OJJHOM KaTaJiore.

. Orkpoiire daitn konduryparnun findface-facerouter. Packommentupyiite napamerp plugin_dir u

YKazKUTe€ KaTaJor C IIJIAarmHOM.

ITpenynpexaenne: Conepxkumoe findface-facerouter.py J0JKHO IIPEJCTABIATD COOOI CHUH-
TaKCUIeCKU KOPPeKTHBIN Ko Python.

sudo vi /etc/findface-facerouter.py

plugin_dir = '/etc/findface/plugins/"'

Ilepezamnycture findface-facerouter.

sudo systemctl restart findface-facerouter.service

3.4.3 MNMpuHunnbl HanucaHus naaruHa
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B atom pasgene:

o A prumermypa naacura

Memod preprocess

e Memod process

o Memod shutdown

ApxuTtekTypa nnaruHa

TTocne Toro kak kommonenT findface-video-worker oOHApy»KUBaeT JIUIO, OH OTIPABJISIET €ro B KOMIIO-
wenT findface-facerouter B Buje HTTP API 3anpoca. g 06paboTku 3ampoca KaxKJIblil JIAruH JOJIKEeH
9KCIOPTUPOBAThL DyHKIMIO activate (app, ctx, plugin_name, plugin_source).

ITapameTps! pyukmum activate:
® app: CymHOCTb tornado.web.Application komnonenTa findface-facerouter.
e ctx: KOHTEKCT, llepe/laBaeMblil IJIaruHy IIPU aKTUBALUU.
e plugin_name: UM aKTUBHAPYEMOI'O IJIarnHa.
e plugin_source: 00bEKT UCTOYHUKA, U3 KOTOPOT'O 3arPyKaeTcs IJIaruH.
IIpu axkTrBamuy NJIarnHy repeaeTcs CJIeIyIONil KOHTEKCT:

1. request.ctx.sfapi: HacTpoenHusbIit 9k3emIuIap ntech.sfapi_client.Client, K KOTOPOMY MOXKHO 00-
paIaThcsd HAIPAMYIO JJist 06paboTKK pe3yJibTaTa BUIEOJETeKMU (CO3IaHne HOBOM rajepen, gobasie-
HUE JINIA B TAJepero U T. J1.).

2. plugins: OrderedDict co Bcemu mtarunavu (key: ums Iiarua, value: pe3yJibTaT, BO3BPAIIECHHBIN
dyukuumeii activate).

3. idgen: rereparop id, KOTOPBIIl MOXKET BBI3BIBATHCA Kak ctx.idgen().

Oyukius activate(app, ctx, plugin_name, plugin_source) J0/2KHA BEPHYTH OOBEKT CO CJIEJLYIOIIIMUI
METOJIAMHU:

1. preprocess,
2. process,

3. shutdown (OIIIHOHATBHO).

MeTtop preprocess

B nmanmnoM meTojie ILUTATMH pEIIaeT, MHTEPECYET JIM €0 MOJIYyIEHHOe JIUIO, U €CJIU /1, BO3BPAIIAET KOPTEXK
WJIA CIUCOK, COJEPKAIN OJIHY WJIM HECKOJIBKO CTPOK: ‘facen’, ‘gender’, ‘age’, ‘emotions’, 4TO COOTBET-
CTBEHHO O3HAYAET, YTO HY>KHO M3BJIEYb BEKTOD IIPU3HAKOB, PACIIO3HATH I0JI, BO3PACT U /WK 3Monuu. Ecan
BO3BpAIlleHHbIE KOPTEXK MJIA CIUCOK HEIyCcThl, KoMnoneHT findface-facerouter mepeHamnpasiisier OOHAPY-
JKeHHoe Jinto B KommoneHT findface-sf-api B 3ampoce /detect POST ¢ COOTBETCTBYIONIMME apaMeTPaMU
B query string (facen=on, gender=on, age=on, emotions=on).

Cunrakcuc 6a30BOro MeTo/la preprocess, 0T KOTOPOro CJle/yeT HacJenoBarbes (cM. Kiacc Plugin):

preprocess(self, request: FrHTTPRequest, labels: typing. Mapping[str, str]) —
typing.Tuple[str]

218 Fnaesa 3. PykoBoacTBo no uHTerpauymm



FindFace Security, Boinyck 4.2 anti-COVID

ITapameTrpsl

e FrHTTPRequest (tornado.httpserver. H-TTPRequest) — HTTP API zanpoc,
KOTODBIN BKJIIOYAaeT B Ce0sl JOMOJHUTEIbHBI apryMeHT params

e labels (dictionary) — HOJB30BATENbCKUII HAOOP METOK KaJpa, KOTODLIi
3aJaeTcd B IIapaMeTpax 3aJaHud Jjd KoMnoHeHTa findface-video-worker
7 3aTeM IPUCBAUBAETCS KaJpy

Apryment params FrHTTPRequest cogepkut cresyrormue most:
ITapameTpst
e photo (bytes) — kaup c JjunoM B popmare JPEG
e facel (bytes) — HOPMAIM30BAHHOE U300parKEHHE JIHIA

e bbox (list of integers [[x1,y1,x2,y2|], where x1: x coordinate of the top-left
corner, y1: y coordinate of the top-left corner, x2: x coordinate of the bottom-
right corner, y2: y coordinate of the bottom-right corner) — xoopuunaTs
PAMKH C JIMIIOM B KaJIpe

e cam_id (string) — id BugeoKameps!
e timestamp (datetime.datetime) — BpeMeHHAs METKA KaJpa

e detectorParams (dictionary ) — CJOBaph CO CIIyKeOHO-OTIIA0UHON HHMOD-
Malleil OT JeTeKTopa

e bs_type (string) — peXuM NOHMCKa JIydiiero Kajapa. JloCTylHbIE OIIuu:
overall (GydepHblii pexkuMm: Ha CepBep OTHPABIIETCH KaJp, KOTOPBIH ObLI
JIUIIUM 32 BECh II€PHOJ] HAXOXKJEHWs JIMIA B I10JI€ 3PEHUs BUIEOKAMEDDI),
realtime (pexkuM peasibHOrO BPEMEHH: Ha CEPBEp OTIPABJISIIOTCH KaJIPhl, CUU-
TAIOIIMECS] JIYUIIUME B IIOCJIEI0BATENbHBIX HHTEPBAJIAX ).

e labels (dictionary) — (JnyGaupyer params.labels) mosp3oBaTenbckuil Ha-
60p METOK KaJipa, KOTOPBII 3a/IaeTCs B MapaMerpax 3aIaHus /i KOMIIOHEeH-
Ta findface-video-worker u 3aTemM HpucBamBaeTCd Kaapy

Pemmenne 06 obpaborke JuIa NpruHUMAaeTCs Ha OCHOBAHUU JIAHHBIX U3 request.params, B TOM YHCJE IIOJIb-
30BATEJILCKOI0 HAOOpa METOK, a TaKKe U3 JIF0OBIX JIPYIUX COODparKeHMil.

Mertopg process

JaHHBII METO/[ BLI3BIBAETCH, €CJIM METO/] Preprocess BepHyJI HellycToil Koprexk miu cnucok ('facen’; ‘gender’,
‘age’, ‘emotions’). ITociie Toro, kak komioneHT findface-sf-api BEPHYI OTBET C PE3YJIBTATOM JETEKIMA (CM.
zanpoc /detect POST) co BceMHu 3aIpPOIIEHHBIME IIapaMeTpaMu Jimia, Komnonent findface-facerouter
BBI3BIBAET METOJI ~ Process IUIATWHA ISl BBIITOJTHEHNsI COOCTBEHHO 00PAbOTKY JIUTIA.

g Beimosnenns 06paboTKu JIMIla IJIAMKH UCIIOJIb3yeT request.ctx.sfapi.
Cunrakcuc 6a30BOro MeTO/Ia process, OT KOTOPOro CJelyeT HacJaeIoBaThes (cM. Kiacc Plugin):

process (self, request: FrHTTPRequest, photo: bytes, bbox: typing.List[int], event id: int,
detection: DetectFace)

MeTtog shutdown

JlaHHBIN METOJ BBI3BIBAECTCH TOJIBKO IEpeJ] 3aBepinenneM paboTsl KoMmoHnenTa findface-facerouter.

Cunrakcuc 6a30Boro merojia shutdown, oT KOTOPOro CJeflyeT HacjeaoBaThes (cM. Kiaacc Plugin):
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shutdown (self)

3.4.4 Knaccbl n meToabl

B atom paspene:

e Lasoswvie xaaccol

Kaacco obsexmos

Obnapyorcerue auua u paboma ¢ 2arepeiamu

o Duavmpoi, 044 Noucka no baze JaHHHLT

e Omobpasicenue coobuienuti 06 owubkar

Basosble knaccol

class facerouter.plugin.Plugin
JaHHBIH KIacc IpefocTaBIdeT 0a30Bble METOABI JIJId HAIIMCAHUS IIJIaIMHA, OIIICAHHBIE B pasaeite [Ipun-
yunot nanucanus naazura. 1loap3oBaTebCKUil KIace, BBIIOJIHAIOMIN POIb 000JI0YKY JJId IIJIArHHA,
JOJIZKeH HaCJeI0BaTh OT KJacca Plugin.

preprocess (self, request: FrHTTPRequest, labels: typing. Mapping[str, str]) — typing.Tuple[str]
Bossparaer Koprek, BKJIOUAONUil B cebsl OJHY MM HECKOJIBKO CTpok: ‘facen’, ‘gender’,
‘age’, ‘emotions’, YTO COOTBETCTBEHHO O3HAJaeT, YTO KOMIOHEHT findface-facerouter mos-
JKeH 3alpochTh y KoMmoHeHTa findface-sf-api u3Biledenme BeKTOpa IPU3HAKOB, PACIO3HATH
II0J1, BO3PACT U/ SMOIHN.

ITapameTrpsl

e FrHTTPRequest (tornado.httpserver.HTTPRequest) — HTTP API zampoc, xo-
TOPBIN BKJIIOYAaeT B ceOsl JIOMOJHUTEIbHBII apryMeHT params

e labels (dictionary) — HOJIB30BATENbCKIE METKH U3 request .params
Pesynbrar onna nim Heckoiabko cTpok 'facen', 'gender', 'age', 'emotions'’
Twun pesyabrara tuple

Apryment params FrHTTPRequest comepxur ciemyiormupe moJis:
ITapameTrpsl
e photo (bytes) — kaup ¢ yunom B popmare JPEG
e face0 (bytes) — HOPMATM30BAHHOE N300parKEHHE JIHIA

e bbox (list of integers [[x1,y1,x2,y2]|, where x1: x coordinate of the top-left corner,
y1: y coordinate of the top-left corner, x2: x coordinate of the bottom-right corner,
y2: y coordinate of the bottom-right corner) — Koop/EHATHI paMKH € JUIOM B KaJipe

e cam_id (string) — id Kamepsr
e timestamp (datetime.datetime) — BpeMeHHAs METKA KaJpa

e detectorParams (dictionary) — cjaoBaph €O CIyKeOHO-OTIIAIOUHON nHbOpMAIH-
el OT JleTeKTopa
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e bs_type (string) — pexuM MOMCKa Jyqniero Kazgpa. JlocrymHbie ommum: overall
(6ybepHbIi pexkuM: Ha CepBEp OTIPABJIACTCS KAIP, KOTOPbIi ObLIT JIy 9IIUM 38 BECh
[epPHUOJI HAXOXKJICHUS JIUTA B [OJI€ 3PEHUsl BUJICOKaMephl), realtime (pexum peasib-
HOTO BPEMEHU: Ha CEPBEP OTIIPABJISIIOTCS KAJIPBI, CAUTAIOIIIECS JIyIIIIIMHA B TIOCTIEe-
JIOBATEJIbHBIX UHTEPBAJIAX).

e labels (dictionary) — (umyOsupyer params.labels) mnosbsoBaresbckuii HabOD
METOK KaJipa, KOTOPBI 3aJaeTcs B IapaMeTpax 3aJaHus JJis KOMIIOHEHTa
findface-video-worker u 3aTeM NIpUCBaWBAETCA KaJIpy

process(self, request: FrHTTPRequest, photo: bytes, bbox: typing.Listfint], event id: int,

detection: DetectFace)
IIpuanMmaer aTpubyThl OOHAPYKEHHOTO JIUIA.

ITapameTrpst

e request (tornado.httpserver.HTTPRequest) — HTTP APIl-sampoc or
findface-video-worker

e photo (bytes) — kajp ¢ yunom B popmare JPEG u3 request . params

e bbox (list of integers [[x1,y1,x2,y2|], where x1: x coordinate of the top-left corner,
y1: y coordinate of the top-left corner, x2: x coordinate of the bottom-right corner,
y2: y coordinate of the bottom-right corner) — KoopuHATBI paMKH € JUIOM B KaJipe
u3 request.params

e event_id (uint64) — id oOHapy:KEHHOrO Ha BHJEO JIHIA (ABTOMATIYE-
ckua 3ajaercda KomnoHeHToOM findface-facerouter npu noJiydeHWH JIHAILIA OT
findface-video-worker). MoxeT HCIOJIB30BATHCA B KAYECTBE [0JIH30BATEIHCKO-
ro uaeHTudUKATOpa IHUIa B 6a3e JTaHHBIX.

e detection (objects.DetectFace) — pe3ysbTaT JETEKIUHU, IOJyYEHHBIH OT KOM-
morenTa findface-sf-api, BKIIIOYAIONINIT B ce0si 3aIIPOIIEHHbIE TAPAMETPHI JIUIIA,
TaKHe KaK BEKTOD IIPU3HAKOB, I10J1, BO3PACT, SMOINH.

Pesynbrar H/I
Tun pesysabraTa n/a

shutdown (self)
JlaHubBIT ~ MeTOT  BBI3BIBAETCA  TOJBKO  TEpea  3aBepiieHneM  paboThl  KOMIIOHEHTA
findface-facerouter.

ITapamerps! H/I

Pesyabrar H/I

Knaccbl 06bexToB
class objects.BBox
IIpencrasisger coboil KOOPAWHATEI PAMKY C JIUIIOM.

class objects.DetectFace
IIpencrasiisier coboit pe3yspTaT JETEKIINU CO CJIELYIOIIUMU TIOJISIMHE:

ITapameTrpsl
e id (string) — id pesynbrara mereknuu B memcached

e bbox (objects.Bbox) — KOODAUHATHI PAMKU C JIULIOM

3.4. Mnarunsbl 221


https://docs.python.org/3/library/stdtypes.html#bytes

FindFace Security, Boinyck 4.2 anti-COVID

e features (dictionary) — undopmarus o nose (gender), Bospacre (age) U IMOIUIX
(emotions) (onmmoHAILHO)

class objects.DetectResponse
IIpexncrasisier coboit cmmcok 00beKTOB objects.DetectionFace ¢ IONOJHATENBHBIM —IIOJIEM
orientation, comepxkamum nHbopMmarmio 06 opuerTaruu EXIF mura.

ITapamerpsl orientation (EXIF orientation) — opueHTAIuUs OOHAPYKEHHOTO JIMIA

class objects.Faceld(namedtuple(’Faceld’, (‘gallery’, face’)))
IIpencrasisier coboit 0OBEKT MOIB30BATETBCKOTO UIEHTH(MUKATOPA JIUIA B Tajepee.

ITapameTrpsnl
e gallery (string) — umMs rajepen
e face (integer) — 1m0Jb30BATE/ILCKUI UIEHTH(MUKATOD JIUIA B rajepee

class objects.Face
IIpeacrasisier coboit pe3yIbTaT MOKUCKA JINIA B 0a3e JAHHBIX 110 OMOMETPUIECKOMY 00pa3Iry

ITapameTrpsl
e id (objects.FaceId) — obobekT Faceid
e features (dictionary) — undopmalys O [oJe, BO3PACTE U IMOIUIX
e meta (dictionary) — MeTaJAHHBIE JINIA

e confidence (float) — CTelEeHb CXOXKECTH JIUNA C 3aJaHHBIM OHOMETPUIECKUM 00-
pasuom

class objects.ListResponse
IIpeacrasisier coboii crrcok 06beKTOB objects.Face (T. €. CIMCOK pe3yJIbTaToB [IOUCKA 110 OHOMeTpHU-
9eCKOMy 00pasily) ¢ JIONOJIHUTEbHBIM MOJEeM next_page, COIepKaIM HHMOPMAIMIO O CJIeyorei
CTPAHUIE C Pe3YIbTaATAMU.

ITapamerpsl next_page (string) — Kypcop CJeiyomieii CTPAHUIIbI ¢ PE3YJIbTaTaMU [OMCKA

O6Hapy>xeHue nuua v pabora c ranepesmn
class ntech.sfapi_client.client.Client
IIpenocraBisier 6a30BbIe METOMBI JJIst OOHAPYKEHUsI JIUI HAa N300pakKeHuu u pabOThI C TAJePEsiMU.

detect (self, *, url=None, image=None, facen=Fualse, gender=False, age=False, emotions=False,
return_ facen=False, autorotate=False, detector: str = None, timeout=None) —

DetectResponse
O6HapyzKuBaeT JIiiia Ha N300parkKeHnH U BO3BPAIlaeT OOHADPYKEHHbBIE JIUIA.

ITapameTrpnbi

e url (URL) — URL uzobpaxkenusi, ecju Bbl liepejaere o0IIe[0CTYIIHOE u300pakenue
U3 WHTEpPHETA,

e image (bytes) — daitn PNG/JPG/WEBP, eciu BBl nepenaere u306pazkeHne B
Buje aitna

e facen (boolean) — U3BJIEYb BEKTOD PU3HAKOB U3 OOHAPYKEHHOrO Jmia. s co-
XpameHus pe3ysabTaTa gerTekiun B memcached mepemaiite facen=True.

e gender (boolean) — u3BJeYb U BEPHYTH MHMOPMAIHUIO O TOJIE

e age (boolean) — u3BJeYb U BEpHYTh MHMOPMAIIUIO O BO3pacTe
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e emotions (boolean) — u3BJIEYb U BEPHYTH NHPOPMAIMIO 06 IMOIHSIX

e return_facen (boolean) — BEpHYTHh BEKTOD IPU3HAKOB B pe3yJbrare paboThl Me-
TOJ1a

e autorotate (boolean) — aBTOMATUYIECKU TOBEPHYTHh n300parkeHne B 4-X Pa3HBIX
OPHEHTAIUX JJIs OOHAPYKEeHU JINIL B KazK10#1 nx HuX. llepecekaromuecs Hampas-
gerust ¢ IOU > 0.5 OyayT o0beuHeHbI

e detector (boolean) — MOXKeT IPUHAMATDH 3HaUYeHue nnd win normalized. [erek-
Top normalized ucnoab3yercsd mjid 0OpabOTKHM HOPMAJIM30BAHHBIX H300parKeHHl,
HalpUMeP, HOCTYHAIOMKUX OT BUAEOAETEKTOPA, JIUII

e timeout (number) — MakcUMasbHOE BpeMs oxuuanus orsera or siupa FindFace B
CeKyHIax (eciu none, HCIOIb3YETCsI BPEMsI OXKUIAHNS OTBETA, 33JAHHOE [0 YMOJI-
YAHMIO)

Pesynabrar Pesyabrar merexiun
Tun pesynbrara O6bexT DetectorResponse

gallery (self, name)
Bozsparmaer oobekT sfapi_client.Gallery jyist mocjemyromeii ¢ HUM pabOThI (Haan/IMep, Io-
JIYYEHUS CIMCKA JIULL).

ITapamerps! name (string) — ums rajepeu
PesynpraT 0OGLEKT THIIA <«Tajepes»
Tun pesynbsrara sfapi client.Gallery

list_galleries(self, timeout=None):
Bosspaiiiaer crimcok raJiepeii.

ITapamerps! timeout (number) — MaKCHMAaJbHOE BPeMsi OXKHJAHUsS OTBETA OT sijIpa
FindFace B cexyngax (ec/iu none, UCHOJIb3YeTCd BPEMs OXKUJIAHUS OTBETA, 3aJaHHOE
10 YMOJTIAHHIO )

PesysbraTr crumcok rajepeii co cpoiictBamu name (uMsi rajieped, CTpoKa) u number (Ko-
JIMYECTBO JINI B TaJlepen, THcJIO)

Tun pesysbrara list of GalleryListItem

class ntech.sfapi_client.gallery.Gallery
IIpenocrasisier MeTOBI 7151 PAOOTHI € rajiepesiMU U JIUIIAaMU B HUX.

list(self, * filters: typing.Iterable[filters.Filter] = None, limit: int = 1000, sort: str = 7,
page=None, ignore_errors=False, timeout=None) — ListResponse
Bosspaiaer 06beKT THIIA CIUCOK C JIALAMHA U3 Tajeper, YIOBIETBOPAIOIINMY 3aJaHHBIM (DUJIb-

TpaMm. Bo3Bpaiaemblit 00bEKT THIA CIIMCOK COIEPXKUT JOMOTHUTEIBHOE CBOMCTBO next_page, Ko-
TOPOE MOXKET HCIIOJIb30BAThCA KaK 3Ha4YeHUe llapaMeTpa page B IIOC/IeIYIONINUX 3allpocax.

ITapameTrpbi
e filters (sfapi_client.filters.Filter) — cuncok GUIBTPOB
e limit (4nteger) — MAKCUMAJIbHOE KOJIMYECTBO JIAL B OTBETE

e sort (string) — MeTOs COPTHPOBKHU Jinil. Bo3MoxKHbIe 3HaueHns: id (1o Bospac-
taruio id), -id (mo yoeiBanmio id), -confidence (10 yOBIBAHUIO CTEIEHN CXOXKECTH
sur). CopTupoBka 110 id BO3MOXKHA TOJIBKO IIPH OTKJIIOYEHHOM (dbuibrpe facen, Ko-
TOPBIH 38/146T BEKTOP NPU3HAKOB JIJIsA IOMCKA B 6a3e MaHHbIX (T.H. naeHTHdUKAIMS
snna). HaoGopor, coprupoBka 110 cremnenu cxoxkecru Jjiul, (confidence) BO3MOXKHA
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TOJIBKO IIpU BKJIOYeHHOM (uiibrpe facen. Ilo ymosraanuio MeTos HCIOIB3YET COP-
TUPOBKY 10 Bo3pacTanuio id (BEKTOD IIPU3HAKOB He 3a/1aH) U 0 YObIBAHUIO CTEleHN
cxozkecTH Jinll, (BEKTOD IPU3HAKOB 3aJaH).

® page — BePHYTHb Pe3yJIbTAThI, HAYNHAS C yKa3aHHo# crpanuisl. Homep ciemyromeit
CTPAHUIIBI C Pe3yJIbTaTaMH BO3BpAIlaeTCs B OTBETE cepBepa B BHJEe next_page.

e ignore_errors (boolean) — Urnopuposarh omubKy obpaieHus K 6a3e JaHHBIX,
€CJIM TIOWCK IO Tajiepee BBIMOJIHSIETCs, KOIJa HEKOTOPhbIe cepBepa 0a3bl JaHHBIX
HEJIOCTYIHBL. B 3TOM cirydae mouck OyJ1eT BBIITOJTHEH C UCIOJIb30BAHNEM JIOCTYITHBIX
CepBEPOB.

e timeout (number) — MakcHMaJbHOE BpeMs OXKHIaHus orBera or siapa FindFace B
CeKyH/Iax (ecjm none, UCIOJb3yeTCsT BPEMsl OKUJAHAS OTBETA, 3a/IaHHOE 110 yMOJI-
YAHMIO)

PesynbraTr crmcok c simnamun u3 rajepen, yI0BIeTBOPSIONIMMEA 33 aHHBIM (DUIBTPAM.
Tun pesynbraTta ListResponse object

add(self, new_id: typing.Unionfint, typing.Callable], source: typing. Union[DetectFace,
Face, str], *, meta: typing.Dict[str, typing.Unionfint, str, typing.List[str[[] = None,
regenerate_ attempts=None, timeout=None) — Face
Coszmaer JiaIo B rajepee.

ITapameTrpst

e new_id (integer or callable)— moaB30BATENLCKUIN NAEHTUMOUKATOD JIHIA B Oa-
3e nanHbIx. Moxker GbiTh (async) callable, koropsiit Bosepamaer id. st renepanun
id mozkeT ucnoab30BaTbCA QYHKIUA ctx.idgen() U3 KOHTEKCTA.

e source (sfapi_client.DetectFace, sfapi_client.Face, sfapi_client.
FaceId, or string) — HCTOYHHUK, M3 KOTOPOIO JIMIO JjobaBisercd B 6asy
JIAHHBIX, MOXKET IIPEJICTABJISATH CODOIl /MO B 0a3e JAHHBIX WM PE3YIbTaT
JETeKINH.

e meta (d'ict'ionary) — MeTaJlaHHble Juia. Kirtoan MOTyT OBITH CTPOKAMH, a 3Ha-
YeHUS — TEJBIMHA IHUCIaMU, CTPOKAME WM CIOUCKaMHU CTPoK. Ilepen mobasiienunem
MeTaIaHHBIX B 0a3e JaHHBIX JOKHA OBITH CO3/IaHA COOTBETCTBYIONIAs CTPYKTYpa.

e regenerate_attempts — KOJIMYECTBO IONBITOK I'€HEPAINH YHUKAJIbHOrO id pyHK-
nueit ctx.idgen(), eciu new id callable.

e timeout (number) — MakcuMaJbHOE BpeMst okuJaHus orseta oT sapa FindFace B
CeKyH/IaX (€c/m none, UCIOIb3YETC BPEMsl OXKHUIAHNS OTBETA, 33aHHOE 10 YMOJI-
YAHUIO)

PesynbTaT npencrasienne co3JaHHOTO JIUIA
Tun pesysnbraTta Face object

delete(self, face: typing. Union[Face, int], timeout=None) — None
Viansger JUIo U3 rajepen.

ITapameTrpsl

e face (sfapi_client.Face, sfapi_client.Faceld or id in integer) — ju-
110, KOTOPO€e HYZKHO YJAJUTh U3 0a3bl JAaHHBIX

e timeout (number) — MakCHMaJbHOE BpeMs OxKujaHus orBera or siapa FindFace B
CeKyH/Iax (ecsm none, UCIOJb3yeTCsI BPEMsl OKUJIAHAS OTBETA, 3a/IaHHOE 110 yMOJI-
YAHMIO)

Pesyabrat None
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get (self, face: typing. Union[Face, int], timeout=None) — Face
Bossparmaer simio u3 rajepen.

ITapameTrpst

e face (sfapi_client.Face, sfapi_client.Faceld or id in integer) — ju-
110, KOTOPO€e HY2KHO U3BJjledb u3 0a3bl JaHHBIX

e timeout (number) — MakcuMaJbHOE BpeMsl OKujaHus orseTa oT siapa FindFace B
CeKyH/laxX (ecju none, MCIOJb3yeTCs BPEMsl OKUJAHUS OTBETA, 3a/IaHHOE 110 yMOJI-
YAHMIO)

PesynbraT npencraBienue Jimma
Twun pesyabraTta Face object

create (self, timeout=None) — None
Cozmaer ranepeio B findface-sf-api B Buue oObekra sfapi_client.Gallery. OObekT
sfapi_client.Gallery mpencraBiisieT OO0 MPOMEXKYTOIHBIA OOBEKT, U Jisi PAOOTHI C HUM HE
TpebyeTCsl HAJIMIUU TAJIEPer Ha CepBepe.

ITapamerps! timeout (number) — MaKCHMAaJbHOE BpeMsi OXKHJAHUsS OTBETA OT siIpa
FindFace B cexyngax (ec/iu none, UCHOJIb3YeTCd BPEMs OXKUJIAHUS OTBETA, 3aJaHHOE
10 YMOJTIAHHIO )

PesyabraTr None

drop (self, timeout=None) — None:
VYnanser ranepero u3 findface-sf-api.

ITapamerps! timeout (number) — MakCUMAaJIbHOE BPEMs OKHJAHHs OTBETA OT s/pa
i B CeKyHax (ecuau HUCIIOJIb3YeTCsl BpeMe OKUIAHNUS OTBET HH
FindFace B ce ax (ecji none, UCIOJIB3YETC eM O a OTBETa, 3aJaHHOEe
[0 YMOJTIAHUIO)

PesyabpraTr None

update(self, face: typing.Union[Face, str], * meta: typing.Dict[str, typing.Unionfint, str,
typing. List[str]]] = None, timeout=None) — Face
PenakTupyer MeTaJaHHbIE JIUNA B rajepee.

ITapameTrpsl

e face (sfapi_client.Face, sfapi_client.Faceld or id in integer) — Ju-
10, MeTaJaHHble KOTOPOro HY2KHO 3aMEHHUTH B 6a3e JaHHBIX

e meta (dictionary)— MeTaJaHHBIE JHIA, KOTOPbIE HY?KHO 3aMeHuThb. Kiioun MoryT
OBITH CTPOKAMU, & 3HAYEHUS — IEJIBIMU YUCJIaAMU, CTPOKAME WUJIM CIUCKAMU CTPOK.
Ecan nonst meta me nepenarorcs wian null, oHn He u3MeHSAIOTCS B 6a3€ JTaHHBIX.

e timeout (number) — MakcuMaJbHOE BpeMst OkuJaHus orseTa oT sapa FindFace B
CeKyH/IaxX (ecim none, UCIOIb3YETC BPEMsl OXKHUJAAHHS OTBETA, 33JaHHOE [0 YMOJI-
YAHUIO)

Pe3yJ'II:TaT IpeacTaBJICHHE N3MEHEHHOI'O JIUIIA

Twun pesyabraTta Face object
PunbTpbl A5 Noucka no b0ase gaHHbIX
class ntech.sfapi_client.filters.Filter

O6muii kinacc. [Ipencrasisger coboil CBOAHBIH CIUCOK (DUILTPOB (CO 3HAUEHUSIMHU), KOTOPBIE JOJIZKHBI
OBITH TPUMEHEHBI K COJIEPYKUMOMY TaJjiepen.
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serialize (self)
Meton s nepesiadn criucka (GUIBTPOB CO 3HAYEHUsAMH B KOMIOHeHT findface-sf-api.

PesynbraT mMeHa m 3HAYEHUS 3aJAHHBIX (DUILTPOB
Tun pesyabrara tuple (filtername”, [«valuels, «value2»|)

class ntech.sfapi_client.filters.Id
Hpe,ZLOCTaB.HHeT MeTOAbI JJIdA (bI/IJIpraHI/II/I COLEPZKUMOTI'O TraJjiepeun 1mo ld ﬂJIH HCIIOJIb30OBaHUA (l)I/I.Hpra
HY?KHO HAIIPSIMYIO BBI3BaThL cooTBeTcTBYIoMmuMi classmethod, ne cozmasas sk3eMIuisp Kiacca.

classmethod 1lte(cls, value: int) — Filter
Ounrptp LTE. Beibpats Bce mnia ¢ id, MEHBINTUM MJIM PABHBIM YKA3aHHOMY.

ITapamerps! value (integer) — 3Hauenue id
Pesyabrar nma duisrpa (LTE) u ero 3uauenue.
Twun pesyabraTta 00bekT Kiaacca Filter.
IIpumep: Id.1te(1234) BbIOUpaeT Jauma ¢ id, MEHBITUM WM paBHBIM 1234.

classmethod gte(cls, value: int) — Filter
Ounbrp GTE. Bribpars Bce sumia ¢ id, OOJBIIMM WK PABHBIM YKA3aHHOMY.

ITapamerpsr value (integer) — 3uadenue id
Pesynbsrar nms dmwisrpa (GTE) u ero snavenne.
Tun pesysnbrara obbekT Kiaacca Filter.
IIpumep: Id.gte(1234) BoiOupaer Jmna ¢ id, 6osabmumM nin paBabiM 1234,

classmethod oneof (cls, *value: typing. Unionfint]) — Filter
Ouirstp IN. Boeiopars suma ¢ id u3 3aaHHOi 1T0C/Ie10BATEILHOCTH.

ITapamerpsl value (1ist of integers) — cimcok 3HadeHwit id
Pesyabrar nma duisrpa (IN) u ero snagenue.
Twun pesyabraTta 00beKkT Kiaacca Filter.

TIpumep: Id.oneof (1234, 5678) Boibupaer Jjmno ¢ id 1234 u/umu 5678.

class ntech.sfapi_client.filters.Meta
IIpeocrasiisier MeTOBI 151 (DUIBTPAIINN COJIEPKUMOTO rajIlepeu 110 MeTaJaHHbIM. JIJIs HCIIo/Ib30BaHus
buiIbTpa HY?KHO HAIIPSIMYIO BbI3BATh COOTBETCTBYIOIIMIT METOJI, HE CO3/IaBasl S9K3eMILISP KJIACCa.

classmethod lte(self, value: typing. Unionfstr, int]) — Filter
Ounbrp LTE. Beibpars Bce juila, y KOTOPBIX OIpe/ie/IeHHAsT CTPOKa B METAIAHHBIX MEHBIIE WJIH
paBHA YKa3aHHOMY 3HAYEHUIO.

ITapamerpsr value (string or integer) — 3HAYEHME CTPOKHU C META[AHHBIMU
Pesynbrar nms duisrpa (LTE) u ero 3nauenue.
Twun pesynbrara o0bekT Kiaacca Filter.

IIpumep: Meta(‘foo’).1lte(1234) Bwibupaer Jmia C METa-CTPOKOH foo, MMEIOIEl 3HadeHue
MeHblIlee Ui paBHoe 1234.

classmethod gte (self, value: typing. Unionfstr, int]) — Filter
®unbrp GTE. Beibparh Bee Jmifa, y KOTOPBIX OIIPeJIe/IEHHAS CTPOKA B METaaHHBIX 0OOJIbIIe WJIH
paBHA yKa3aHHOMY 3HAYEHUIO.

ITapamerpsr value (string or integer) — 3HAYEHME CTPOKHU C METAAHHBIMU
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Pesyabrar nma duisrpa (GTE) u ero snavenue.
Tun pesynbrara 00bekT Kiacca Filter.

IIpumep: Meta(“foo?) .gte(1234) BrIOUpPAET JUIA C META-CTPOKOIL £ 00, nMeroITei 3HateHne 60JIb-
mee Wi pasHoe 1234.

classmethod oneof (self, *value: typing. Union/str, int]) — Filter
OuisTp IN. Bribpars Bce Jniia, y KOTOPBIX OIpPEJIEIEHHAsT CTPOKA B METAJIAHHBIX COBIQJIAET C
ONHUM W3 3HAYEHUI U3 3aJaHHOU IOCJIETOBATEIbHOCTH.

ITapamerpsr value (list of strings or integers) — CHMCOK CTPOK C METaJAHHBI-
MH

Pesynbsrar nvst Guisrpa (IN) u ero snauenue.
Tun pesynbrata o0bekT Kiaacca Filter.

[Tpumep: Meta.oneof (1234, 5678) BLIOMpaeT JIUIA C MeTa-CTPOKOM, MMerorieil 3nadenne 1234
u/unu 5678.

classmethod subset (self, *value: str) — Filter
Ounbrp SUBSET. Breibpars Bce Juia, y KOTOPBIX OIIPEJIEIEHHAS CTPOKA COMEPKUT BCE 3HAUEHUS
U3 yKa3aHHOM MMOCIeI0BaTEILHOCTH.

ITapamerpsr value (list of strings or integers) — CHHCOK CTPOK C MeTaJaHHBI-
MM

Pesyabrar nma buasrpa (SUBSET) u ero suagenue.
Tun pesynbrata 00bekT Kiaacca Filter.

[Ipumep: Meta(‘foo’) .subset (‘‘male’’, ‘‘angry’’) BhIOMpAaEeT JIMIA C METa-CTPOKOil foo, comep-

JKaleil Bee 3HaYeHUA U3 HocsenoBaTeIbHocTH [“male”, “angry”|.

class ntech.sfapi_client.filters.Detection(Filter)
Ipepocrasisier MeTon Jyisa upeHTHuUKaImMK (IOUCKA IIOXO0XKUX JIUI B 6a3e JAHHBIX) 0OHADYKEHHOIO
JIUIIA.

__init__(self, id: typing. Union/[str, objects. DetectFace], threshold: float)
ITapameTrpsl

e id (objects.DetectFace or temporary face id in memcached returned by
sfapi_client.Client.detect(), string) — siunio (pe3y/brar JeTeKIun), KOTOpOoe HYKHO
HaiiTu B 6a3e JaHHBIX

e threshold (floa,t) — MHHHMAaJIbHAsI CTelleHb cxoxkecTu Jjutl oT 0 1o 1

IIpumep: Detection(detl, 0.77) BwIOMpaer JmIla, MOXOXKHWE Ha pe3yabTaT gerekiuu detl co
CTEIEeHbIO CXOXKecTH, OoJIbIneil nim paBHoi 0.77.

class ntech.sfapi_client.filters.Face(Filter)
[IpemocraBisier MeTO, JIJIsI TOUCKA, JIAIL B Oa3e JAHHBIX, [IOXOXKHUX Ha JIAIO U3 Tajepeu.

__init__(self, id: typing. Union/[str, objects.Face], threshold: float)
ITapameTpst

e id (objects.Face, objects.Faceld or custom face id in the gallery, string) — smuro
u3 6a3bl JAHHBIX, KOTOPOE HY?KHO HAWTH

e threshold (float) — MUHHUMAJbHAS CTeNEHb cxoxkecTn Jur oT 0 j1o 1
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IIpumep: Detection(FaceId(‘‘gall’’, 1234), 0.77) BpIOumpaer JUIA, IIOXOXKME Ha JIUIO C II0JIb-
30BaTEILCKUM ujeHTHdUKaTOpoM face 1234 u3 rasepen gall co CTENEHBIO CXOYKECTH, OOJIBIIe
U paBHOI 0.77.

I'Ipmmep NcnoJib30BaHNA HECKOJIbKUX LbVIﬂprOB

filters=[filters.Id.gte(123456), filters.Meta('age').gte(45), filters.Meta('camera').oneof('abc',
—'def')]

OTobpaxxeHue coobuieHunii 06 owmnbkax

class sfapi_client.SFApiRemoteError
Jannoe coobuienue 06 omubKe IMOABIISETCA, €CJIA OMKOKA IIPOU3OILIA 110 IPHYUHE, OTJINYHOHR OT ceTe-
BOro c6osl.

Coobrerne 06 ormubKe COJEPKUT KaK MIUHUMYM JIBA TIOJIS:

e code — 310 KO omuOku B Buge CAPS_AND_UNDERSCORES, KOTOpPBIfi MOXKET OBITH HCIIOJIB30BAH JIJIsT
aBTOMATHUYECKOTO IIPEOOPA3OBAHNUS.

® reason — 3TO OIIMCaHHEe OIHI/I6KI/I, IpeaHa3sHaYeHHOe OJId IMIPOYTEHUA Y€ IOBEKOM.

MonHblA cnucok owmnbok

Kog ownbkn | Onucanue

UNKNOWN_ERRQORO1mu6Ka HEM3BECTHOTO MPOUCXOXKICHUS .

BAD_PARAM Sampoc MOXKeT OBITH IPOYUTAH, OJIHAKO HEKOTOPBIE IIapaMETPhl METO/1a HeJIeHCTBUTE/IbHBI.
JlaHHBI TUII OTBETa, COJIEPXKUT JIOTIOJIHUTE/IbHBIE aTpUOYTHI param u value Jijis OIMUCAHUST
OIMMOOYHBIX TAPAMETPOB.

CONFLICT Koundaukr.

EXTRACTION_ERR@RiOKa mpu M3BJICUEHUN U3 JIUIA BEKTOPA IIPU3HAKOB.

LICENSE_ERRORKonduryparus cucTeMbl He COOTBETCTBYET JIUTIEH3UM.

MALFORMED_REQBZS{oc HenmpaBmiibHO COOPMUPOBAH U HE MOYKET OBITH IPOYUTAH.
OVER_CAPACITYIIpeBnimien pa3smep odepeseil B komnonenTe findface-extraction-api.
SOURCE_NOT_FUBNidapamerpe from 3aJaHO HECYIIECTBYIOIIEE JIUIIO.

SOURCE_GALLERB_N4)Tak6UN® from 3aaHa HECYIIECTBYIONIAs Tajepes.

STORAGE_ERRORBuomMerpmyeckas 6a3a JaHHBIX HEIOCTYIIHA.

CACHE_ERROR | Xpanuumie memcached HemocTyIHO.

NOT_FOUND Ilonxonsmue muia He HalIeHB.

NOT_IMPLEMENT@YHKIIMOHA HE PEAU30BaH.

GALLERY_NOT | FO@MBosi1iie Tajiepen He HaliIeHbI.

class sfapi_client.SFApiMalformedResponseError
D10 coobirenne 06 onmbKe MOSIBJISIETCST, €CJIA OIMNOKA TPOU30IIIIA U3-3a cO0sl B ceTH, Win ecju KimenT
ue cmor npountatb APIl-orBer or findface-sf-api.

3.4.5 Mpumep

Cremyomuii IpuMep UJLIIOCTPUPYET OCHOBBI HAIIMCAHUSI IIAIMHA U MCIIOJIb30BaHUE KJIacCOB 1 MeTooB. JlaH-
HBII TIJIATKH 3anpaiiuBaeT arpuOyTol i y findface-sf-api, a 3arem ornpasiser 3anpoc B <FFSEC_URL>/
video-detector/process g co3maHus COOBITUS C JAHHBIME, [TOJIyIeHHbIME u3 findface-sf-api.
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Ber moxkere naiiTn gmansblil nuiaruH B karajore /opt/ffsecurity/fr_plugin/ffsec_fr_plugin.py. Ha-
cmpotime CACTEMY Ha €ro HCIIOJb30BAaHUE U IOIpodyiiTe.

Baxkno: VYo6emurech, uro B mepemenuoit FFSEC_URL ykasaubl akryaabHbiii [P-anpec m moprt cepsepa
findface-security.

import datetime
import logging
import aiohttp
from dateutil.tz import tzutc
from facerouter.plugin import Plugin
from ntech import sfapi_client
from ntech.asyncio_utils import wrap_future
from ntech.asyncio_utils.noop_cookie import NoopCookieJar
from ntech.tornado_utils import asyncio_to_tornado
# change this if your ffsecurity is located on another host or listens on a non-default port
FFSEC_URL = 'http://127.0.0.1:8002"
logger = logging.getLogger(__name__)
class FFSecurityPlugin(Plugin):
def __init__(self, ctx, ffsec_url):
super () . __init__(ctx)
self .ffsec_url = ffsec_url.rstrip('/')
self.session = aiohttp.ClientSession(cookie_jar=NoopCookieJar())
self.future_wrapper = asyncio_to_tornado
def deactivate(self, *args):
self .session.close()
def request_headers(self, request):
return {
"Authorization": request.headers['Authorization'],
'X-Request-ID': request.request_id,
}
Qwrap_futures
async def preprocess(self, request, labels):
# somewhat hacky way to pass data between preprocess and process:
request.ffsec_reception_timestamp = datetime.datetime.now(tzutc())
headers = self.request_headers(request)
async with self.session.post(self.ffsec_url + '/video-detector/preprocess',,
—headers=headers) as resp:
resp.raise_for_status()
resp_json = await resp.json()
logger.debug("request_id=/r preprocess: ffsecurity response: /r", request.request_id,
—resp_json)
plugin_wants = resp_json['plugin_wants']
request.ffsec_plugin_wants = plugin_wants
logger.info("request_id=/r preprocess: ffsecurity requested features: /r", request.
—request_id, plugin_wants)
return plugin_wants
Qwrap_futures
async def process(self, request, photo, bbox, event_id, detection: sfapi_client.DetectFace):
headers = self.request_headers(request)
with aiohttp.MultipartWriter('form-data') as mpwriter:
part = aiohttp.payload.BytesPayload(request.params.photo)
part.set_content_disposition('form-data', name='photo', filename='photo.jpg')
mpwriter.append(part)
part = aiohttp.payload.BytesPayload(b'')
part.set_content_disposition('form-data', name='face0', filename='norm.png')

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

mpwriter.append(part)
part = aiohttp.payload.JsonPayload(request.params.detectorParams)
part.set_content_disposition('form-data', name='detectorParams')
mpwriter.append(part)
part = aiohttp.payload.JsonPayload([list(bbox)])
part.set_content_disposition('form-data', name='bbox')
mpwriter.append(part)
part = aiohttp.payload.StringPayload(request.params.cam_id)
part.set_content_disposition('form-data', name='cam_id')
mpwriter.append(part)
part = aiohttp.payload.StringPayload(request.params.timestamp.isoformat())
part.set_content_disposition('form-data', name='timestamp')
mpwriter.append(part)
part = aiohttp.payload.StringPayload(request.ffsec_reception_timestamp.isoformat())
part.set_content_disposition(‘form—data‘, name=‘reception_timestamp‘)
mpwriter.append(part)
part = aiohttp.payload.JsonPayload(request.ffsec_plugin_wants)
part.set_content_disposition(‘form—data‘, name=‘p1ugin_wants‘)
mpwriter.append(part)
if request.params.bs_type is not None:
part = aiohttp.payload.StringPayload(request.params.bs_type)
part.set_content_disposition('form-data', name='bs_type')
mpwriter.append(part)
part = aiohttp.payload.JsonPayload({
'id': getattr(detection, 'id', Nomne),
'features': detection.features,
'bbox': detection.bbox._asdict(),
'facen': getattr(detection, 'facen', Nomne),
'attributes': detection.attributes,
»
part.set_content_disposition('form-data', name='detection')
mpwriter.append(part)
async with self.session.post(
self .ffsec_url + '/video-detector/process',
data=mpwriter,
headers=headers
) as resp:
await resp.read()
resp.raise_for_status()

logger.info("request_id= process: ffsecurity accepted event", request.request_id)

async def activate(app, ctx, plugin_name, plugin_source):

plugin = FFSecurityPlugin(ctx=ctx, ffsec_url=FFSEC_URL)
return plugin
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[naBa 4

BruomeTpunyeckoe pewenne npotns COVID-19

FindFace Security anti-COVID Bkiouaer B cebst cucTeMy KapaHTUHHOTO KOHTPOJIS U ODOPBOBI ¢ TaHIeMueit

COVID-19.

Crangaprubie anroputMbl FindFace Security BMecTe ¢ 1iesieBbIM MOJyJIEM YIPABJIEHUS U AHAJATHKA anti-
COVID sBasttorcst BBICOKOI(DMEKTUBHBIMI UHCTPYMEHTAME JIJIsl BBIsIBJIEHUs] HapYIIUTe/ell KapaHTHHA, OT-
CJIEYKUBAHUST COIUAJIBHBIX B3aUMOJEHCTBUI MEXK/ Ty MOTEHITNAIBHO HH(MUITMPOBAHHBIMU JIFOJIbMU U OITEPATUB-
HOTO YBeJIOMJIEHUsI COOTBETCTBYIOMNX HAI30PHBIX CJIYKO.

Bazkno:

Kniouesble ocobennoctn Anti-COVID
AHann3 counanbHbIX B3aNMOAENCTBUIA

COKpaTI/ITe KOJIMYEeCTBO IIOTEHIINAJILHO I/IH(bI/IL[I/IpOBaHHbIX JIIO,QeI./JI7 nmMmest J0CTyIl K KOMIIJIEKCHOMY DPaCIIO3Ha-
BaHUIO U TIOUCKY IIO UCTOPUMU.

OTcnexuBaHne HapyuwieHuii B peasibHOM BpPEMEHU

Cucrema pacro3naeT JTIOILeﬁ, HaXOJAIIMUXCA Ha JJOMalTHEM KapaHTHUHE, 1 Cpal3y 2Ke€ OTIIpaBJIdeT YBEIOMJICHUA
00 UX MOABJICHUHU B II0JIE 3peHndA KaMepbl, JazKe eCJIn JIMIO YaCTUIHO CKPbITO Me,ZLI/IL[HHCKOﬁ MAaCKOM.

KoHTponb coumanbHOro AMcrTaHuupoBaHns

Brnaronaps ajropurMmy pacro3HaBaHUs CHIYITOB MOXKHO OOECIIEUYHTDH PEryJNpPOBAHUE COIMAIBLHOIO JUCTAH-
[IUPOBaHUS ¥ IIPEJIOTBPATUTh 06pa3oBaHue CKOIjIeHui jirojeii. CucreMa OTIIPABUT yBeJIOMJIEHNE, KAK TOJIBKO
B KOHTPOJIIPYEMOIT 30HE TMOABUTCS CJIUIIKOM MHOTO JIIOJEH.
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OnpepeneHve Bo3pacra

FindFace oupezensier Bo3pacT, 9T0 HOMOTaeT KOHTPOJIMPOBATL HOXKUIIBIX Jiojeh (604 ), KOTOpbIM HACTOs-
TEJIbHO PEKOMEHIyeTCs TIOCTOSTHHO HAXOMUThCs joMa Bo Bpems napigemun COVID-19, tak kak oHE O4YeHb
YA3BUMBI JJId BUpYyca.

4.1 Pa3BepTbiBaHne BMOMETPUYHECKOro peLleHns

B atom paspgene:

e O cucmeme ysedomaeHutl

e Cosdanue Telegram-6oma

e Passepmuicanue FindFace Security anti-COVID

4.1.1 O cucteme yBefOMJIEHNIA
FindFace Security anti-COVID npenocrasiisier nHTepakTUBHBIE yBemoMmienus depe3 Telegram o curyarnum Ha

Kamepax BuaeoHabomeHns. [lomaroBoe pykKoBoaCcTBO O TOM, KaK MPUCOEINHUTHLCS K JaTy Telegram, Oyaer
OTIIPABJIEHO TI0 JIEKTPOHHON MMOYTE MOJb30BATEIISIM, YKA3AHHBIM B NPAGUALE YEEIOMACHUS.

4.1.2 Co3spaHune Telegram-6ota

s macrpoiiku Telegram-yBenomiienuii cosmaiire Telegram-6orta cranmaptao depe3 @BotFather.

Coser: CM. 0punuajbHYIO JOKYMEHTAIINIO.

Brimonnure ciiemyrorniue feicTBuS:

1. Cozmnaiire HoBOroO 6OTA.

/newbot

2. Hpunymaiite mist 60Ta KPACHBOE UMS.

3. 3apnaiite BuyTpennee uMms 6ora (username). OHO JO/ZKHO OKaHYMBaTHCs HA bot. JlanHoe uMs mona0-
ourcst nosowce npu HacTpoiike uHTerpanuu ¢ FindFace Security anti-COVID.

4. Kparko onumure HazHadeHue 6ota, 10 120 cuMBOJIOB.

/setabouttext

Coser: <«Bbor yBegomennit FindFace Securitys

5. (Onmmonanso) Yeranosure nzobpazkerne npoduis 6ora, muaumyM 150x150 nukceseii.
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6.

4.1.

’ /setuserpic

3ajaiiTe IPUBETCTBEHHOE COODIIEHUE.

’ /setdescription

Cosert: «/lo6po moxasioBaTh Ha Kanas yBepomienuit FindFace Security. 9Tor 60T co3nan s Toro,
9r00bI BBl GBICTPO ¥ yI00HO TOIyYa I YBEIOMJIEHUsI WHTEIIEKTYATbHON CHCTEMBI BUICOAHATUTUKI
FindFace Security.

Hazxmure /start 4TOOLI AKTUBUPOBATH YBEJOMJIECHHNS B 9TOT YaT.

Ecmu y Bac Bo3HukHYT Kakmne-1ub0 BOIPOCHI, MTOXKAILYHCTA, CBSIXKATECH C & IMIHUCTPATOPOM < KOHTAK-
TBI>.»

SBaaiiTe crpaBky 1o 60Ty.

Coger: «Ecan y Bac ectp Bommpocsr, moxkairyiicta, CBsIXKUTECh € aIMAHACTPATOPOM < KOHTAKTHI>>.

Jist Toro uTo0BI mosyunTh mHpopMannio o Kommanun NtechLab n mpoaykrax FindFace, mocernte
Hamm caiitel: https: //findface.pro https://ntechlab.coms

3 PasBeptbiBaHue FindFace Security anti-COVID

g paszsepreiBanus FindFace Security anti-COVID BeimosiauTe ciemyromniue neiiCTBUs:

1.
2.

Vemanosume FindFace Security B COOTBETCTBUU C TPeOYEeMOIl apXUTEKTYPOI IPOEKTA.

CozpaiiTe TpyIIbl KaMep, KaMepbl, CIIUCKY HabJIIOIeHNUs], JO0Che, POJIH, II0JIb30BaTeeil U JIPpyrue KOM-
MOHEHTHI NH(MPACTPYKTYPHI Batreil cucrembl. [logpobree cm. Ilepsvie wazu nocie yYycmanosky.

Bxarowume pacClIio3HaBaHUE€ CHUJIY3TOB.

BkuiounTe pacnosHaBaHue MEIUIMHCKON MAcKH, BO3PACTa, 110J1a U, €CJIH HeOOXOAUMO, APYTuX aTpudy-
toB juna. CMm. Pacnosnasanue ampubymos auuya 1 Pacnosnasanue scusus auly 6 peasvhom pement
(Liveness).

Bxurounte xitactepusaruio mepcon n uactpyMentsl anti-COVID. g storo orkpoiite daitn kKoudu-
rypanunu findface-security u u3menure paszesn SERVICES ciemxyromum obpasom:

sudo vi /etc/ffsecurity/config.py
SERVICES = {
"ffsecurity": {

"persons": True,
"covid": True,

B pesynbrare B Be6-unTepdeiice FindFace Security nosiBsires Brimagku Iepconn u Anti-COVID.

6. B ToMm ke daitne Kondurypanun yKaxKure HaCTPOUKN cepBepa 3JEeKTPOHHOI ouThl u Telegram-6ora:

4.1.
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FindFace Security anti-COVID wue paboraer.

IIpenynpexxaeume: /lanHble mapaMeTphbl siBJIAIOTCS 0032 TEILHBIMHU, IIOCKOJIBKY 0€3 HUX CHCTEMA

e VKaxkuTe yueTHble JaHHbIe cepBepa SMTP.

e Vkaxkure BHyTDeHHee WMsl (username) co3danH020 00Ma, & TaKyKe TOKEH, II0JIyJIeHHBIH

BotFather.
e YKaXuTe UMsI U aJpec JEKTPOHHON MOYTHI aIMAHACTPATOPA, & TaK:Ke MMsT KOMIIAHUM.

e Bruibepure SI36IK yBeIOMJICHUN W YKAKUTE IACOBOM TOSIC.

oT

COVID_NOTIFICATIONS = {
# email credentials
'SMTP_USER': '1111@example.com',
'SMTP_PASSWORD': '1111"',
'SMTP_TLS': True,
'SMTP_HOSTNAME': 'smtp.gmail.com',
'SMTP_PORT': 25,
'SMTP_SENDER': '111l@example.com',
'EMAIL_SUBJECT': 'Invitation to "FindFace Security Anti-COVID-19"',
# telegram bot name, take <t from BotFather, should end with 'bot' postfiz
'BOT_NAME': '1111111_bot',
# telegram bot token to be retrieved from BotFather
'BOT_TOKEN': '111111111°',
# admin info to be displayed in email
'ADMIN_NAME': 'Jane Smith',
'ADMIN_EMAIL': 'jane@admin.com',
# company name to be displayed in email
'COMPANY_NAME': 'Task Force "Safe City"',
# should be in ('en', 'ru', 'es')
'LANGUAGE': 'ru',
'TIMEZONE': 'Europe/Moscow'

7. Ilepezanycture findface-security u findface-extraction-api.

sudo systemctl restart findface-extraction-api.service && findface-security.service

8. B Be6-unrepdeiice FindFace Security mepeitnure Ha BriIagKy Poau u 3ajaiiTe pa3pelneHus sl Ha-

cTpoiiku npaBmi yBegoMiennit (covidnotificationrulegroup).
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Pazpeuwenna
—

Administrator

£ B R EEEERERREREE
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4.2 VYnpasneHue n aHanutuka anti-COVID

WMucrpymentsr yupasienus u anajautukn anti-COVID nocrynubr #Ha Braagke Anti-COVID.

B atom paspene:

o Veedomaenus

— Hacmpotixa ysedomaeruti

— Monumopune omnpagku ysedomaenut
o Anaaus coyuarvrur 3aumodeticmeuil

o Cmamucmuneckull ananus

4.2.1 YBepomneHus

Hacrpoiika yBegomneHuii

FindFace Security anti-COVID npeocraBiisier WHTEPAKTHUBHBIE HACTPAUBAaeMble YBEJIOMJIEHHUS depe3
Telegram.

st co3manns mpaBuiia OTIPABKY YBEIOMJICHUST BBITIOJIHATE CJIELYIONIe AefiCTBUS:

1. Hepeiinure Ha BrIAaIKY Anti-COVID. Beibepure Hacmpotixu -> Yseedomaenuas.
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2. Haxxmure +.

Anti-COVID

HacTponku yBegoMneHnm

1 Moxnnbie nogu

AHanUTHKa Tun: QUNLTE | AKTHBHbINA

Bospacr: > 58

r

YeepnomneHusa

CkonneHwe nopei

Tun: CHETYMK || AKTUBHbLIF
Kamepbl: 123

CunyaThl 0T: 26 WHTepean: 60

Anti-COVID

3. YKaxknuTe Ha3BaHUE IIPABUIIA.
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Co3partb npasuno

rtmp://restreamer.... &

DOUNeTp

Default Watch List &

4. BpibepuTe rpymnnsl KaMep U KaMepbl, Y4acTBYIOIIUE B IIPABUJIE.
5. Bagalite coObITHSI/3aUCH CIETINKA, IPUA HACTYIJIEHUN KOTOPBIX OY/IyT OTHPABJISTHCS yBEIOMIICHHUS.

s cobbrtuit ucmonb3yitte BKIAAKYy Quavmp. Boibepure crmcok HaOMIONEHUS U yKaXKUTE BO3PACT,
moJ1 1 haKT HOIMEHUS MEJIUIMHCKON MACKH.

st HacTpOMKHU yBeJOMJIEHUI 110 3allUCAM CUeTdHKa OTKpoiire BKiIaiaky Cuemuuk. 3ajaiire MuHN-
MaJIbHOEe KOJIMYEeCTBO CHJIYITOB, O KOTOPOM HEOOXOJIMMO OIIOBEINATh, 8 TaKXKe MHTEPBAJ B CEKYHIIAX
MEXKJY JBYMsl [OCJIEJ0BATEILHBIMU CHUMKAMU € KAMEPBI, UCIIOJL3YEMbIMHA [ mojcdera (cM. 00b-
sgcaenue B C'mamucmuka auy, u cuayomos). Ecmu yeranosien duaxok Cymmuposams 6ce CAYHauU,
cucreMa OyIeT PACCINTHIBATE 00ITlee KOJTUIECTBO CUIYITOB HA 8CEX KAMEPAT B IPABUJIE U OTIPABJISATH
yBeJIOMJICHUs Ha OCHOBAHUM 3TOI'O YHUCJIA.
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CYeT4uk

6. Boibepure posn FindFace Security, mist kKoTopbix B Beb-umHTEepdeiice OyieT JOCTyIeH MOHUTOPHHT OT-
IpaBKU yBeIOMJIeHUi i ororo npasumia (B Anti-COVID -> Yeedomaerus).

7. YKa)kuTe OJMH WM HECKOJIBKO aJIPECOB IJIEKTPOHHON MOYTHI B KAYECTBE IMOJIydaTe el yBeIOMICHMIA.
DT JIIOU MOJy9daT MOIMIArOBOe PYKOBOJICTBO IO 3JEKTPOHHON MoYTe O TOM, KaK MPUCOCTUHUTHCS K
qary Telegram ¢ yBeIOMJIEHUSIMU.

MBHbIH

8. Haxxmure Coxpanumo.

MOHI/ITOpI/IHI' oTnpaskn yBep,omneHmﬁ

s mpocMoTpa OTIPABJIEHHBIX YBEIOMJIEHUN MepeiiinTe Ha BKIAJAKY Y6e00MACHUA.
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Anti-COVID YBepomneHus 3Snusop; 579

YeenomneHus

ble Noan

ANblE Noan

ITpumeuanme: s Toro 4TodObl yBUAETH YBEIOMJIEHNE, BAIIA POJIb JTO/KHA OBITH YIOMAHYTA B COOMGEENM-
CMEYI0WemM Npacuie.

4.2.2 AHanu3s coumanbHbIX B3aUMOAEACTBUA

FindFace Security anti-COVID aBromarwdecku pacro3HAeT JIUIA, IPUHAIJIEKAIINE OIHOMY YEJIOBEKY, U
TPYIIUPYET UX C CO3IAHUEM TaJIePEn MEPCOH. BhI MOXKeTe MOCMOTPETh KPYT JIOeil, C KOTOPBIMHU I€JI0BEK 10
9TOr0 KOHTAKTUPOBAJI. JIJIs KarKI0T0 YeI0BeKa M3 IMEPBOTO KPYyTa CUCTEMA UIMET €Ie OINH KPYT CBI3aHHBIX
C HUM JIIO/IeH, u T. 7. B 1esioM, conuaibHoe B3anMOJIEHCTBIE aHAIU3UPYETCs IO TPEX KPYTOB B TJIYOUHY.

AHayin3 conuabHBIX B3aMMOJIEHCTBUN JTOCTYIIeH Ha BKJIajKe C6A3u.
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Anti-COVID

Cesazn

AHanWTUKa

Unmatched

Unmatched

ITesknuTe O MEpcone, ITOOBI OTOOPA3UTH HEPBLIA KPyT cBsideil. IIpomoskaiiTe, mMoOKa MOJTHOCTHIO HE Pac-
KpoOeTe BCe J1epeBO COLMAJIbHBIX B3aUMOACHCTBUMA.
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Anti-COVID

Kpyr1

Cesisn

AHanuTvka

Unmatched

Unmatched

4

Unmatched

42 7881

Unmatched

Monyns anti-COVID mpepocrasisier pacimupeHHbd HAOOp GUIBTPOB It pabOThI ¢ Tajiepeeil MepcoH U
aHaJIN3a COIUAJbHBIX B3aNMOJIENCTBUIMA:

Baxkno: QuiabTpbl MOXKHO IPUMEHSITH K KaXKJ0My Kpyry. Hampumep, BbI MOXKeTe HANTH BCEX MOXKUJIBIX
JIrofiet 6e3 MacKu, KTO TMPSIMO MJIM KOCBEHHO B3aUMOJAEHCTBOBAJ € MOTEHITUAILHO WH(OUIIMPOBAHHLIM YeI0Be-
KOM.

e Jlocwe

e C coBnajenusivm/6e3 coBnajieHnii/Bee
o Cuucku HabJIIOIEHUS

o Kamepnt

e ['pynmsl Kamep

e [lepuosi Bpemenu

e Id mepcombt

e Boszpact

o Ilon

o MeaumuHcKas MacKa

e Dmouuu, 0uKH, 60poJa U Jpyrue arpubyThl JHI@ (€CJU UCIOIb3YIOTCH).
o Liveness (eciu HCIOIB3YeTCs)

IIpu moucke Mo Kpyry cBA3ell MPUMEHSIOTCS CJIEIYIONINe HACTPONKI:
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e Jlcnoavazosams nocaednee cobvimue: NCIOIB30BATD MOC/EHEe COOBITUE IMU30/Ia JIJIsT AaHAJIN3a KOHTAK-
TOB MEXJy JIIOJbMU. B sTOM ciiydyae HamboJiee BEpOSITHO OOHapy»KeHUe JIeHCTBUTEILHO CBSI3aHHBIX
MeXKIy CODOOIl JIrofieil, MOCKOJIbKY OHM OJHOBPEMEHHO MOKHUIAIOT ITI0JI€ 3PEeHus KaMmepbl. Fcjm omrus
OTKJTIOYEHA, CUCTEMA JIJTsi TIONCKA CBsI3eil OyIeT MCIIOIb30BATh JIydIliee COOBITHAE SMM30/IA.

o (8A3u Nopoez: MAKCHUMAJILHOE BPEMsI B CEKYHIAX MEXK/Iy MOsIBJIEHHEM B KaJIpe JIiojieil, 9TOObI CAuTaTh
UX CBA3AHHDBIMU.

4.2.3 Cratncrtnyeckuii aHanms

JJtst TOrO 9TOOBI TOCTPOUTH CTATUCTUYIECKUE JIMATPAMMBI 10 KOJIUYIECTBY OOHAPYKEHHBIX IIEPCOH U SIIU30/10B
¢ UX y4acTueM, rnepefiinre Ha BKIAJAKY Anasumuka.

Anti-COVID YHuKanbHble o6HapyXeHuA

L)

78 nepcoH

Bce o6HapyxeHun
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Habop mepeMeHHBIX IS TOCTPOEHUsT AMArpaMM OOIMTUPEH n obecrednBaeT ObICTPYIO U 3DDEKTUBHYIO aHa-
JINTUKY:

Coset: Hampumep, BbI MOkeTe HAOIIOAATH, CKOJIBKO ITOXKUJIBIX JIIOJIEH TOKMHYJIO CBOM KBAPTUPLI B TEUCHUE
YCTaHOBJIEHHOI'O II€PpUO/JIa BPEMEHH.

e lluTepBas] MOHUTOPUHTA

o Crmcku HaOJIIOMEHIS

o Kamepsnr

e I'pynms! xamep

e Ilepuon Bpemenu

e Id mepconnr

e Boszpact

e Ilou

e Memununckas Macka,

e Dmormu, 04KH, 60pojia U Jpyrue arpuOyThI JUlia (€CIaH UCIOIb3YIOTCS ).

e Liveness (eciiu HCIIOJIB3yeTCs)
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Copepxatune mogynein Python

]C

facerouter.plugin, 220

n

ntech.sfapi_client.client, 222
ntech.sfapi_client.filters, 225
ntech.sfapi_client.gallery, 223

0]
objects, 221
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246 Copepxanune moagynein Python



AndaBuTHbI yKa3aTenb

CumBonbl

__init__Q (memod ntech.sfapi_ client.filters. Detection),

227
__init__(Q) (memod ntech.sfapi_client.filters.Face),
227

A

add() (memod ntech.sfapi_ client.gallery. Gallery),

224
B

BBox (xaacc 6 objects), 221

C

Client (kuacc 6 ntech.sfapi_ client.client), 222
create() (memod ntech.sfapi_ client.gallery. Gallery),
225

D

delete () (memod ntech.sfapi_ client.gallery. Gallery),
224

detect () (wmemod ntech.sfapi client.client. Client),
222

Detection (kaacc 6 ntech.sfapi_ client.filters), 227

drop() (wmemod ntech.sfapi_ client.gallery. Gallery),
225

F

Face (xaacc 6 ntech.sfapi_client.filters), 227
facerouter.plugin (modyav), 220
Filter (xaacc e ntech.sfapi_client.filters), 225

G

Gallery (xsacc e ntech.sfapi_ client.gallery), 223
gallery () (memod ntech.sfapi_ client.client. Client),
223

(memod ntech.sfapi_ client.gallery. Gallery),
225

get O

gte() (memod xaacca ntech.sfapi_client.filters.Id),

226
(memod KAGCCA

ntech.sfapi_ client.filters. Meta), 226

gte()

Id (knacc e ntech.sfapi_ client.filters), 226

L

list() (memod ntech.sfapi_client.gallery. Gallery),
223

1te() (memod xaacca ntech.sfapi_client.filters.Id),
226

1te()

(memod KAACCA

ntech.sfapi_ client.filters. Meta), 226

M

Meta (xaacc 6 ntech.sfapi_ client.filters), 226

N

ntech.sfapi_client.client (modyav), 222
ntech.sfapi_client.filters (modyav), 225
ntech.sfapi_client.gallery (modyas), 223

O

objects (modyan), 221

objects.DetectFace (xaacc 6 objects), 221
objects.DetectResponse (kaacc 6 objects), 222
objects.Face (xaacc 6 objects), 222
objects.Faceld (xaacc 6 objects), 222
objects.ListResponse (kaacc 6 objects), 222

oneof () (memod KAQCCO
ntech.sfapi_ client.filters.Id), 226
oneof () (memod KAGCCA

ntech.sfapi_ client.filters. Meta), 227

P

Plugin (kusacc s facerouter.plugin), 220
preprocess (), 218
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preprocess() (memod facerouter.plugin. Plugin), 220
process(), 219

process () (memod facerouter.plugin. Plugin), 221

S

serialize() (memod
ntech.sfapi_ client. filters. Filter), 225

sfapi_client.SFApiMalformedResponseError
(kaacc 6 ntech.sfapi_ client.filters), 228

sfapi_client.SFApiRemoteError (kaacc 6
ntech.sfapi_ client.filters), 228

shutdown (), 220

shutdown () (memod facerouter.plugin. Plugin), 221

subset () (memod KAQCCA
ntech.sfapi_ client.filters. Meta), 227

U

update () (memod ntech.sfapi_ client.gallery. Gallery),
225

248
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