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FindFace Security — 3r0 cumcrema OHMOMETPHYECKON BHJICOMAEHTU(DUKAIIMH, B OCHOBE KOTOPOI JIEXKHUT
FindFace Enterprise Server, mepegoBasi TEXHOJIOIUsI PACIIO3HABAHUS JIUI] HA 6a3e MCKYCCTBEHHOIO WHTEJLJIEK-
ta. FindFace Security mpejcrasisier coboii TOTOBBII K HCIIOJIB30BAHUIO MPOILYKT, KOTOPBIA MOXKET HCIIOJIb-
30BATHCA B TAKUX O0JIACTSX, KAK TPAHCIOPT, PO3HUYHAS TOPIOBJIs, ODAHKOBCKOE OOC/IyKUBAHUE, WHTYCTPHUS
pPAa3BJIEYEHHUI, CIIOPTUBHBIE MEPOIIPUSITHSI, OPTAHI3AIMsT MEPOIIPUSITHI, CEPBUCHI 3HAKOMCTB, BUICOHADIIIO E-
Hre, OOIEeCTBEHHAS U KOPIIOPATUBHAs 0€30IIaCHOCTD U .

FindFace Security obnapyxkuBaer u ujieHTU(MUIIPYET YeJI0BEIECKUE JIUIA U YBEJIOMJISIET OTBETCTBEHHBIX JIUIT
00 nx nmosisneruu. FindFace Security Takxke pacro3naer Takue aTpuOyThI JUIA, KAaK II0JI, BO3PACT, IMOIUH,
OYKH, HAJMYNE MEIUIIMHCKON MacKd, 00poma u Ap., W OTOOpakaeT JAHHYI0 WH(MOPMAIUIO [JIsi KaXKIO0TrO
0OHAPY?KEHHOTO HA BUICOM300PAXKEHUH JIUIIA.

WNurerpuposannas B FindFace Security anruciydunroBast cucrema rapaHTUpyeT, 9TO Hepe] KAMEPOW HaXo0-
JIATCSI YKUBOH YEJIOBEK, U UCKJIIOYAeT BO3MOYKHOCTb MOIIEHHIYECTBA C UCIOJb30BaHUEM (HOTOrpaduu Juna
Ha Gymare miam dKpane MOOUIBLHOIO YCTPOUCTBA.

FindFace Security moiep:kuBaer nHTErpaIuio cToponaux periennit ueped HTTP API, sebxyku u naazumol,
TaK 9TO BBI C JIETKOCTHIO CMOYKETe yCOBEPIIEHCTBOBATH CBOIO TEKYIIYIO CHCTEMY WJIM IPUJIOXKEHNe, J00aBUB
B HUX (DYHKIIMOHAJI PACIIO3HABAHUS JIKII.

MonHbIA CNNCOK BO3MOXXHOCTEIA:

e ApxurekTypa Ha ocHoBe Al
e BricTpas u Hajie:kHast GuoMeTpuyieckas naeHTH(UKAINS B PEAJLHOM BPEMEHH 110 6a3aM JJAHHBIX JTOCHE.

e lloBbimennas IIPOU3BOIUTE/IbHOCTD U OTKa3OYCTOI71‘IHBOCTb B BBICOKOHAI'DY2K€HHBIX CHCTEMaX C 00JIL-
IIM KOJIMYIEeCTBOM IIOAKJ/JIIOYCHHBIX KaMep U KJIMCHTOB.

o Ilommepkka Kak BHIEOIOTOKOB C KaMepP, TaK M aPXUBHBIX (DAMIIOB.
e BricTpoe cozanue 6a3bl JaHHBIX JTOCHE.

e Pacmpesiesienne 6a3bl JaHHBIX JIOChE MEXKJy HECKOJIBKHMU CEPBEpaMU C CHHXPOHUBAIMENH M PerinKa-
nue.

e Ilommasa HacTpoiiKa H0Che.
o IlomiepKKa JieIyIJINKAIIAA COOBITHI U JIOCHE.
e Bepuduxrarus Juir.

e Al-pacmnosnaBanue 1oJjia, BO3pacrTa, IMOIMIA, OYKOB, OOPOJIbI, MEIUITUHCKON MACKU U JIPYTUX aTPUOYTOB
JIATA.

e Al-nerekrop »xkusbix Jui (Liveness).

e Al-pacrnosnaBanue MepcoH.

e Anayimruka “3Hail cCBOEro KJueHTa .

e Bo3MOXKHOCTD MOJICUIeTa JIUI] U CUJIYITOB Ha MOJIKIIOUEHHBIX KaMEPax.
e Buneonabiionenue.

e Ilouck o 6a3aM JaHHBIX.

e Pacmmpenusrit HaOOp MONCKOBBIX (PUIHTPOB.

e JleTasM3upoOBaHHBIE OTYETHI HA COOBITUS PACIO3HABAHUS JIUIL, SMM30/bI, COOBITUS TIOUCKA, ITEPCOHDI,
KaMepsbl, J0cbe u aHaymuTuky KYC.

e AHaJu3 CONUAJIbHBIX B3aUMOACHCTBUIA.

CopepxxaHue 1
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e 3Bammra nepcoHabHbIX JaHHbIX (coracto GDPR u aHagornaHbIM 3aK0HAM).
e Be30macHOCTb TaHHBIX B JJOCHE.

e Pacimmpennoe yrpaBjieHUE TOJIb30BATEISMHA.

o AyrenTnduxamnys 1o MapoJio Uil CePTU(QUKATY.

e CPU- u GPU-yckopenue Ha Balll BbIOOD.

e YI00HBI KOHCOIBHBIN MHCTAJISTOP U APY2KEeCTBEHHbI nHTEepdeiic.

e PazBeprhiBanne HA OJHOM WJIN HECKOJIBKUX CEPBEPAX.

e B03MOXXHOCTH JINIIEH3UPOBAHUS B OTKPBITHIX U 3aKPBITHIX CHCTEMAX.

e Unurerpamus uyepes HTTP API, Bebxyku u miarussr Ha python.

e [lapTHepCcKMe MHTErpAIMY C TIOMYJISIPHBIMA CHCTEMAMU.

e MobubHoe MpUIoKeHne.

2 CopepxxaHue



[naBa ]_

PyKoBOACTBO CUCTEMHOrO agMUHUCTpPaTOpa

DTa TyIaBa MOCBSINEHA PA3BEPTHIBAHUIO U TOCIEAYIOMEMY OOHOBJIEHHIO M TEXHUIECKOMY OOCITY?KUBAHIIO
FindFace Security Bo BpeMsi 3KCILIyaTAIIAN.

1.1 ApxutekTtypa

Xorsa Bsanmmogeiicteue ¢ FindFace Security mpoucxoaur B ocHOBHOM depes Beb-uHTepdeiic, He 3abyiapTe
VIIeJIUTh HEMHOI'O BPEMEHH H3yYeHWIO apXUTEKTYPhl IPOTPAMMHOIO KOMILJIEKCA. JTH 3HAHWS HEOOXOIUMBI
JJIs Pa3BePThIBAHNS, HHTErPAINY, OOCTyKMBaHUA U yCcTpaHeHus mpodsem npu pabdore FindFace Security.

B 3Ttoin rnase:

o Aprumerxmypruie aaemenmaol

— Czema aprumexmypol

— dpo FindFace

— Ilpuksadroti modyav FindFace Security
o Asmonommuie cepsucol

[ ] P(LSG@p’NLbLBG/HUC HA 0OUHOUHOM cepsepe uAu 6 Kaacmepe

o Annapammnoe ycropenue nwa CPU uw GPU

1.1.1 ApxuntekTypHble 3/IeMeHTbl

FindFace Security cocrout u3 ciie1yormx OCHOBHBIX apXUTEKTYPHBIX IJIEMEHTOB:
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e dapo FindFace, mepemoBast TeXHOJOTUS paCIO3HABAHUS JINI, HA 0a3€ MCKYCCTBEHHOTO HHTEJLIEKTA,
KOTOpasi MOXKET UCIOJIb30BaThbCsl B Ka4eCTBE OTIAeIbHOrO mpojaykTa FindFace Enterprise Server.

e FindFace Security, rorossrit mpukiagaoit mogayas k FindFace Enterprise Server.

Cxema apxutekTypbl

moBansHbIA
cepBep npoBepKu
nuueH3auA Ntech
Lab

API-O

BupeonoTok

Anpo FindFace
SR R
| v 2 USB-Kr1Ko4 annapaTHoi 3almrsl
findfa
api.service ntls.service
O-API — erererererees OTILMOHANE HO -,
Bupeogerexumn nuy (findface-
video-manager.service)
nuya BnomeTpu4eckuin o6pasey
—
ETCD
—
findface-sf-api.service ;Iar::ifral;:l.lel-er.service
C-an Job-3adaHun/cmamucmuka
memcached Tﬁ%”ﬂ*’; |
)
BupeoneTekuMa Ny
BrUOMETpUYECKWA o6pasew Kfinetinge-videe-
MeTanaHHbie nuua (ipg/png) Kadpet (Jpg/png) worker.service)
findface-tarantool-
server findface-upload
CrAPI i
Earamud DB MNginx
v

findface-liveness-api

]

MpuKknanHoi FindFace Security

APl

O—API

v

findface-security.service

fisecurity-ui

Redis
PostgreSQL

T

findface-counter

PostgreSaL

naea 1. PyKOBOACTBO CNCTEMHOIro agMmmMHUCTpAaTopa
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Aapo FindFace

Anpo FindFace Bkiatouaer B cebsi ciieryromnme KOMIIOHEHTHI:

Kowm- | Onuncatne Mo-

no- cTaB-

HEHT LMK

findfageCepnuc, ncnosb3yromuiics st OOHAPY XKEHUS JIMIL Ha CTATUIECKUX n300parkeHusx n u3- | CobcTBeHHAS

extragtiomevuennst u3 Ju GHOMETPUIECKUX 00pasIoB (BeKTOpoB mpusHakoB). CepBuC TakKe BBI- | paspa-

api [IOJIHSIET PACIIO3HABaHUE TAKMX aTpUOYTOB JIUIA, KaK I10JI, BO3PACT, IMOIuU, Oopoma, | OBOTKa
OYKH, MEJIUINHCKAS MaCcKa U JP., a TAK¥Ke PACIO3HABAHUE dejIoBedecKux curydToB (ecau | NtechLdb
ObLIM 3aJIaHbI COOTBETCTBYIONME HACTPOiiKu). Pabora na 6Gase ueiiponnbix cereil. [log-
nepxkubaercs CPU- wim GPU-yckopenue.

findfaceCeppuc, peasmsyromuit HT'TP API obHapy:keHust 1 paclio3HAHUSI JINII,

st-

api

findfareCepBuc, obecmeunBaronuit B3anMomeiicTere Mexk 1y cepsucoMm findface-sf-api u Owo-

taranfoslerpuyeckoii 6a30it ganubix (6a30ii, B KOTOPOIi XpaHaTCa GuoMeTpudecKue 00pasipl) Ha

server] ocuose Tarantool.

findfareBeb-cepBep Ha 6ase NginX, UCIOJIB3yeMbIil KaK XPAHUJIUIIE UCXOIHBIX M300parKeHU,

upload MUHHATIOP JIUI] 1 HOPMAJIU30BAHHBIX U300PaKEHU JINII,

findfageCepBuc, KOTOpBI WCIOMB3yeTCS s 3aJaHdsi MPABUI 00PabOTKH OOHAPYKEHHBIX

faceroutsr Bumeo smr. B FindFace Security dymkmun findface-facerouter BBITONHAIOTCH
findface-security (cm. Ilpuraadnoic modyaw FindFace Security). OaHako B Lessx
HHTErpaluy Bbl MOYXKETE YCTAHOBUTH M HACTPOUTH JAHHBIH KoMIoHEHT (cM. [loav3osa-
MENLCKUE NAAZUHDL).

findfageCepBuc, sBIIsIFOIUIICS YACTHIO MOMYJIA BUIEOJETEKIIUU JIUIL, Yepe3 KOTOPBIA OCYIIeCTB-

video] JisieTcst yripaBjieHue JIeTeKIel NI Ha BUIEO, a UMEHHO 33JIal0TCsl HACTPOUKHU U CIIUCOK

managesuIe0IOTOKOB i 00paboTKM.

findfageCepBuc, 4acTh MOJYJIsE BHJIEOJETEKIIMH JIMI, KOTODPBI pPaCIO3HAET JIUI@A Ha BUIEO

videoq m oTHpaBjsieT UX HOPMaJjU30BaHHBbIE W300pParKEHUsi, COOTBETCTBYIOIINE BUJIEOKAIPHI

worker 1 merazannble (Takue kak 1D Kamepbl U BpeMsl OOHAPYKEHUS JIAIA) B CEPBUC
findface-facerouter mjs gajabHeineir 00pabOTKH B COOTBETCTBHUE C 3aJaHHBIMU IIPa-
Brtamu. OBECIIeIUBACT PACNO3HABAHUE IHCUBHIT AU, TIPA COOTBETCTBYIONNX HACTPOMKAX.
MomnepxuBaercs CPU- u GPU-yckopenue.

findfaceHlokabHBIN cepBep JIUIEH3MII, KOTOPbIN MIPOBEpsieT HOIIUHHOCTE auveHsuy FindFace

ntls | Security, B3aumoseiicTByst ¢ riobaibHbBIM cepBepoM Jinnien3uii NtechLab. /ljist 3akpbiThix
cucTeM TOJePXKUBaeTcs paboTa C almapaTHbIMU JIMIIEH3NOHHBIME Kirtodamu. 1lommep-
JKUBAETCs JINIEH3UPOBAHUE Yepe3 MPOKCH-CEPBEp.

Tarantddroponnee mporpaMmHuoe obecriedeHre, Ha OCHOBE KOTOPOro peajim3oBaHa buomerpude- | Tarantopl
ckag 6a3a JAHHDBIX, XPAHANIAs U3BJECUEHHBbIE GHOMETpUYECKHe 06pa3ibl (BEKTOPDI IIpH-
3HAKOB) U cOoObITUA oOHapyzKenus Jjmll. CUCTEeMHbIE JaHHBIE, JOCHE, MOJL30BATEILCKUE
AKKAYHThl U HACTPOWKHN Kamep xpauarca B PostgreSQL (dacTb IpUKIIAIHONO MOIYJIs
FindFace Security).

etcd | CropoHHee mporpaMMHOe obecIiedeHre, peaJn3yoliee Paclpe e/ IeHHOe XPAHUIUINE Kito- | eted
qeit 1151 KommonenTa findface-video-manager. Vcnosb3yercs B KauecTBE KOOPIUHAIIN-
OHHOM CJTy>KOBI B PACIIPE/IEIEHHON CHUCTEeMe, 00eCIIeInBas OTKAa30yCTONIMBOCTD BUIEOIE-
TEKTOpA, JIAII.

NginX CroponHee mporpaMMHOe o0Oecriedenne, KOTOPoe pean3yeT Bed-uaTepdeiichl CUCTEMBI. nginx

memcadliedpornee mporpaMMHoe obecrievueHre, pean3yolee CepBUC KIMUPOBAHNs JTAaHHBIX B | memcached
OIlepPaTUBHON AMSATH Ha OCHOBE Xen-TabJiniibl. Vcoib3yercs st BDEMEHHOIO XPaHEHUsI
W3BJIEYEHHBIX OMOMETPUYECKUX 0OPA3IOB Iepe]] UX 3alUChbio B 6a3y maHHbix Tarantool.

1.1. A

pXMTEKTYpa


https://tarantool.io/en/
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MpuknagHoii moayns FindFace Security

IIpukaanuoit momyas FindFace Security Britogaer B cebst ciemyronine KOMIIOHEHTHI:

Kom
no-
HEHT

Onucanne

Mo-
cTaB-
LMK

secul

findfad€omiionenT, obecHEeYUBAIOIIMI JOCTYIl KOHEYHOIO IM0JIb30BaTe/ss K (DYyHKIUIM SIAPa

itfindFace. ObecnieunBaer B3aumMojeiictBue Mexay siupom FindFace u BeG-mrTEpdeiicoMm,
dyuknuonuposanue cucrembl B 1esioM, HTTP u Beb-coker, 0OHOBJIEHIE OHOMETPUIECKOI
0a3bl JTAHHBIX, OTIPABKY YBEIOMJIEHUN O COOBITHSX, O0beINHEHNE COOBITHII B SMIU30/IbI, Pa-
60Ty BeOXYKOB, CIYETUUKHU, IOCTAHOBKY B OvYepeisb BuieodaiiaoB Ha 0bpaboTky. Brirogaer
B cebs CIieyIolie BHYTPEHHNE CEPBUCHL: IPOBEPKA JINIIEH3UU, MEHE/ZKED CUETIMKOB, Me-
HeJ[PKep BeOXYKOB, I'DYIIINPOBIIUK IIEPCOH, MEHE/IZKEDP SIN30/[0B, MEHE/IZKEP OYepen HA 00-
paborky Bugeodaiiios. [locienare YyeTbipe cepBruca MOXKHO BKJIFOYATh W BBIKJIIOUATH YEPE3
daitr koudurypanun findface-security.

findf
secul
ui

AdOCHOBHOIT BeO-mHTEpdEliC, UCHoab3yIonuiica st B3anmozeiictBusi ¢ FindFace Security.

itflozBosisier paborarh ¢ cOOBITHSAME HWAEHTHU(DUKAIINN JIUI, UCKATH JUIA B 0a3ax JAHHDIX,
YIPABJISITH KAMEPAMU, MOJb30BATEIISIMIE, JI0Che U CIMCKAMU HAOJIIOJIeHNsI, COOUPATh CTaTH-
CTUKY B pPe€aJIbHOM BPEMEHHU U MHOI'O€ Jpyroe.

findf;
coun|

WdEepBUC, UCIIOJIb3yEeMblil JIJIsl JIe/IYILINKAIIAN JIUIL.
ber

Cober
pas-
pa-
6oT-
Ka

BeHHaA

NtechlLab

Post

or€3QhoHHee nporpaMMHOe obeciiedeHne, peau3yollee OCHOBHYIO 0a3y JAaHHBIX CHUCTEMBI.

B nanHOil 6a3ze XpaHSITCs JE€TAJIM3UPOBAHHBIE JIOCHE IIEPCOH C pa3bUeHUeM 110 KaTeropu-
sam (crimckaM HabJIOJEHNUs ), & TAKXKe JaHHbIE BHYTPEHHErO XapakTepa, TaKue Kak Ipodum
nons3oBaresieit FindFace Security, mactpoitku Bugeokamep u np. Buomerpuueckue maHHbIE
Jart u cobbitust uneaTudukanuy Jjul xpauarcd B Tarantool (uacts siapa FindFace).

PostgreSQL

Pgbq

u@epoHHee TporpaMMHOe obeciieueHmne, 0OecIeanBaoIIee 06JIerYeHHBIH ITyJI COeIUHEHU J1J1sT
PostgreSQL. Heobsi3aTeibHbIH KOMIIOHEHT, UCIOIL3YETCS I YBEJIUICHUS TIPOU3BOIUTE b-
HOCTH 0a3bl JAHHBIX IIPU BLICOKON HATPY3KE.

PgBo

Redi

5 CTopoHHee IporpaMMHOe ObeclevueHHe, KOTOPOe peasln3yeT OpOKep COOOIIeHHNt BHYTPH
findface-security.

Redis

Djang& roponnee mporpammHoe obecriedenne, peannsymoiiee BeO-bpeiiMBOpK 11iist Beb-uHTEepdeiica

FindFace Security.

Djang

CmMm.Tak>xke:

ITodpo

1.1.2

OHO 0 KOMNOHEHMAT

ABTOHOMHbIE CEPBUCDI

TTomumo BcTpoerHOTO (DYHKITMOHATA, IperocTaBiasgeMoro findface-video-worker, pacrno3HaBaHUe YKUBBIX
qar;, (liveness) TakxKe IIpeIOCTABIISIETCS ABTOHOMHBIM cepBucoM findface-liveness-api. Cepsuc Geper
OTIPeIeJIEHHOE KOJIMIEeCTBO Ka/IPOB U3 BUAeO(MPArMeHTa U BO3BPAIAeT N300parKeHne JIUIa HAWIY YIIero Kade-
CTBA U JECATUYHBIA PE3YJIbTAT liveness, ycpeIHEHHBIH 110 B3ATHIM KaJpaM. FEcim 3a/1aHbl COOTBETCTBYIONINE
HACTPOWKH, CEPBUC TAKXKe MOXKET BO3BPAIATH ITOJHOKA/IPOBbIE U HOPMAJU30BAHHBIC M300paKEHUs JIUTI, U

COXPaHSATh PE3yJIbTAT JeTeKIuu B kaiie findface-sf-api, Bosepamas detection_id. Cm. Liveness kax

a8MOHOMMHDIT C epeuc.

naea 1. PyKOBO,D,CTBO CNCTEMHOIro agMmmMHUCTpAaTopa

mcer

o


https://www.postgresql.org
https://www.pgbouncer.org
https://redis.io
https://www.djangoproject.com
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1.1.3 Pa3sBepTbiBaHMe Ha OAUHOYHOM CepBepe Uau B KiacTtepe
Bur moxkere paseepayrh FindFace Security kak Ha ogmHOYHOM cepBepe, Tak W B KjacTtepHoil cpeme. [lpu
BBIOOpE TIOCIEHETO BAPUAHTA JOCTYIIHBI CJIELYIONINE CXEMBI PA3BEPTHIBAHMUS:

e Ilenrpasbhsbiii cepep FindFace Security, B3ammoieiicTByonuil ¢ HECKOJIBKUMHU JOTIOJTHUTETbHBIME CEP-
BepaMu JJisi 0OpabOTKHU BUIEO (c OJIHAM YCTAHOBJICHHBIM KOMIIOHEHTOM f indface—video-worker).

e IlomHOoCTBIO pacnpenenennasi apxurekrypa FindFace Security. Moxker monamobuthest OalaHCHPOBKA
Harpy3KH.

Ilogpobuee cMm. pazzen Tunuuwras ycmanoska 6 kaacmepe.

1.1.4 AnnapaTtHoe yckopeHue Ha CPU n GPU

Cepsucel findface-extraction-api u findface-video-worker moryT ucnosib3oBatb Kak CPU-, tak u
GPU-yckopenne. Hy2kHbIit THIT yCKOPEHUS BBIOMPAETCS BO BPEMsl yCTAHOBKH U3 KOHCOJIBHOTO UHCTNAAAAMOPG..

Eciu ycranoka FindFace Security Bwimosasiercst uz apit-penosumopus, aa CPU-cepBepe Hy>KHO pa3Bep-
HyTb nakersl findface-extraction-api u/uim findface-video-worker-cpu, a na GPU-cepBepe nakerst
findface-extraction-api-gpu u/min findface-video-worker-gpu.

Baxkno: [lna Beibopa konduryparuu obopymoBanus cMm. Cucmemmvie mpebosanus.

Baxxno: Eciu pa3sperienue ucrnosib3yemoit Kamepsbl npeBbimiaer 1280x720 nukcesieit, HACTOATETHHO PEKO-
MEH/IYeTCsI UCIIOJIb30BaTh maker ¢ yckopeaneM Ha GPU findface-video-worker-gpu.

ITpumeuanme: Liveness-demexmop wa CPU paboraer ropasio meiennee, yem Ha GPU.

1.2 CucremHble TpeboBaHus

s pacaera xapakrtepuctuk cepepos FindFace Security ncmonbayiite npuBe/ieHHBIE HUXKE CHCTEMHBIE TPE-
6GoBaHUs.

Coser: Caauaja 0bsizaTeIbHO O3HAKOMbTECH ¢ aprumekxmypot FindFace Security.

B 3Toin rnase:

e Basosas kondueypayus

e Heobxodumvie Hawviky GOMUHUCTPATIODG,

1.2. Cucremtnblie TpeboBaHus 7
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1.2.1 BbasoBas koHcurypauus

Baxkno: Ecan paspemrenne ncrosb3yemoit kamepnl npesbimaer 1280x720 nukceseil, HACTOATEILHO PEKO-
MEH/IYeTCsI UCIOJIb30BaTh maker ¢ yckopenneM Ha GPU findface-video-worker-gpu.

ITpumeuanue: B ciaydae BBICOKOHATDYKEHHON CHCTEMbI PEKOMEHIIYeTCsl UCIOIb30BaTh SSD.

MunnmanbHas Pekomenpyemasi
CPU Intel Core 15 CPU ¢ 4+ dusuveckumu si- | Intel Xeon Silver/Gold ¢ 6+ dbusungeckn-
pavu 3+ I'T'i. Tlommepxkka AVX2 MU SpaMu

Ha cobcreennnie myx/p1 FindFace Security tpebyerca 2 smpa HT > 2.5 I'Tn. Xa-
PaKTEPUCTUKHN TaK»Ke 3aBUCHUT OT KoJimdecTBa Kamep. [ly1s oqHO Kameps! 720pQ@25FPS
rpebyercs 2 siapa >2.5 I'T'i. Tlogmepxka AVX2

GPU (ommmo- Nvidia Geforce@® GTX 1060 6 I'6 Nvidia Geforce® GTX 1080Ti+ ¢ 11+
HAJIBHO) I'c6 RAM

Ionnep:kusaemble cepun: GeForce (Maxwell, Pascal, Turing u seime), Tesla (Maxwell,
Pascal, Volta v100, Turing u BblIe)

RAM 10T6 | 16+ I6

Ha cobcreennnie Hykb1 FindFace Security tpebyercst 8 I'6. Ilorpebsienune namsitu
TaKKe 3aBUCHUT OT KoJjimuecTBa Kamep. Jlns omHoit kKamepsr 720p@25FPS Tpebyercs: 2
I'b RAM

HDD (SSD mas | 16 T'6 16+ I'o

JIyquieil Impous-
BoguresbaocTr) | Ha cobcrBenmble HyzKpl onepanuonnoii cucrembl u FindFace Security TpeGyercs 15
I'b. Cymmapublit 00beM OIpeIessieTcss B 3aBUCUMOCTH OT TPpebyeMoil TyiyOrHbI apXuBa
cobbITHit B 06a3e JaHHBIX U B jore u3 pacdera 1.5 M6 ua 1 cobbrtue

OmneparmonHast Ubuntu 18.04, Tonbko x64

cucreMma

ITpumeuanme: Bbr Takxke MoXKeTe UCIOJb30BATh BUPTYAJbHYIO MalinmHy Ha 0ase mporeccopa Intel, ec-
Jm nojiepykuBatoTest nHerpykinmn AVX2, a 8 dusmdeckux sep BBILIEIEHBI UCKIIOYATEIBHO BUPTYATHLHON
MallliHe.

Coset: [ljia Gosiee TOYHOrO OAOOPA KOH(MUTYPAIUH CBSKATECH C HAIUMU TEXHUYECKUMU IKCIIEPTAMU 10
aapecy support@ntechlab.com.

1.2.2 Heobxoaumble HaBblIKM agMUHUCTpaTOpa

Avunuctparop FindFace Security goszken obiasars zabikamu paborsl ¢ OC Ubuntu ma ypoBsHe IIpoiBu-
HYTOrO TOJIE30BATEJIS.

8 FnaBa 1. PykoBopcTBO cucTtemMHOro agMuHucTpaTopa
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1.3 TpeboBaHusa kK kamepam BuageoHabnogeHUs

K ycramoBke m xapakTepuCTHKaM KaMep BHJICOHAOIONEHUSI B CHCTEME DPACIO3HABAHUS JIUI Ha OCHOBE
FindFace Security npeabsBisiioTcst cjie/Iyfomne OCHOBHbIE TPEOOBAHMSI:

1. JIjisi KOpPEKTHOI! JIETEKINY B BUJIEOIOTOKE YCTAHOBUATE KAMEDPY TAKUM 00pa30M, 9TOOBI B €€ T10J1e 3pEHUsT
00513aT€eJILHO TOSIBJISIIIOCH JINIO KarKJI0T'0 Y€JI0BEKA, BXO/ISINEI0 B 30HY HAOJIIO/IEHUSI.

2. Y10 BEPTUKAJIBHOIO HAKJIOHA BUIEOKAMEDHI HE JOJKEH IpPeBhImaTh 15°. BeprukajbHbIil HAKIOH —
9TO OTKJIOHEHHE OITHYeCKOU OCH BHJeOKaMepbl OT I'OPU30HTAJIBLHON IIOCKOCTH, PACIOJIOKEHHOHN Ha
YPOBHE CepeJIMHBI JINIA YejoBeKa cpeHero pocra (160 cm).

3. YroJ rOpU30HTAJILHOIO OTKJIOHEHUS He JIoJKeH mnpeBbimaTh 30°. Topu3onraabnoe OTKIIOHEHHE — 3TO
OTKJIOHEHUE ONTUYECKON OCH BHJIEOKAMEPHI OT BEKTOPA JBUKEHUS OCHOBHOI'O ITIOTOKA OOBEKTOB PACIIO-
3HABAHUAA.

1.3. TpeboBaHua k kamepam BugeoHabnogeHus 9
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30° -

4. MunuMaJibHag IIOTHOCTD IuKceteil qys uaenrudukanuu — 500 nukcesieli /M (IpUMEPHO COOTBETCTBYET
mupuae auna 80 muKcesei).

31.25 nuke/m = 5 px 42.5 nuke/m =10 px 125 nuakesm = 20 px 200 nukedm = 32 px 500 nuke/m = 80 px 1000 nuke/m =160 px

5. MOKyCHOE pACCTOSTHIE O0BEKTUBA JIOJIKHO BBIOMPATHCS TAKUM 00pa3oM, ITOOBI MIPU 33/ IAHHOM pac-
CTOSTHUH JI0 OO'BEKTOB CheMKHU ObecIieunBajach HeoOXouMasl IJIOTHOCTD nukcesieil. Ha pucyHke Huxke
[IPUBEJICH TpUMeEp pacdeTa (POKYCHOIO PACCTOSHUS OOBEKTUBA OT PACCTOSHUS MEXK, Ty KAMEPOil 1 00beK-
Tamu cbeMku. s pacyera hOKyCHOTO PACCTOSTHUS JJIsi KOHKPETHOI KaMephbl TPeOyeT s NCII0/IB30BaTh
KaJIbKYJISATOPBI NI METOJI0JIOTHIO, IIPEIOCTaBIsIeMble ITPOU3BOINTENIEM KaMePHI.

10
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23.3 M

Paape WweHWe BUOABONOTOKA

B.7m
58m
4.3 M
29m
2Zm Y
2.8mmM b MM 6 mm 8 MM 12 Mm 32 MM
6. DKcmo3uIms JO/KHA ObITH HACTPOEHA TAKUM 00pasoM, 4rolbl Jimia 6bum peskumu (“B dokyce”), He
CMa3aHHBIMU M PABHOMEDPHO OCBEICHHBIMU (HE 3aCBEUCHHBIMU U HE CJIUIIKOM TEMHBIMH).

7. B 3aBucuMOCTH OT yCJI0BUil OCBeleHusl (IpKasi 3aCBETKA, CJIUIIKOM SIPKOE UJIU CJUIIKOM TYCKJIOE OCBe-
MEHne) PEKOMEH IYETCsT UCTIONTb30BaTh KaMephl ¢ anmapatabiv WDR (Wide Dynamic Range) nmm npy-
VMU TEXHOJIOTUSAMHU, 00ECTIeTBAIONTIMI KOMIIEHCAIINIO BCTPETHON 3aCBETKU U/ WiIH CIaboil OCBeIeH-
Hocru (BLC, HLC, DNR, BBICOKasi CBETOUyBCTBUTENBHOCTH, Smart NK-noxcserka, AGC u ap.).

1.3. TpeboBaHua k kamepam BugeoHabnogeHus 11
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8. Cxkarue Buueo: H.264, MJPEG.
9. IIporokosnsr mepemaun Bumeonoroka: RTSP, HTTP.
10. MakcumasbHBIe pa3perienne u 4acToTa Kajapos: 1080Q25 FPS.

11. Burpeiit gy H.264 moroka 1920x1080 mpu 25 FPS: #e menee 4 M6ur/c.

Cosert: [ljia pacuera TO9HOI KOHMUTYpAIH 000PY/IOBAHNS B COOTBETCTBUU C BAITUMU IEJIsIMU OOPATUTECH
K HAIAM CIEIUAJnCTaM 1o agpecy support@ntechlab.com.

1.4 JlnueHnsnposaHune

B sT1oin rnase:

[] Upuméun AUUEH3UPOBAHUA

o [Ipocmomp u 0bHOBAECHUE AUYEHIUL

1.4.1 TMpwHuuN NMuUeH3npoBaHNs

FindFace Security smnensupyercst o CIeLyonmM KPUTEPUSIM:

1. KonudecTBo M3BIEKAEMBIX OMOMETPHIECKUX 00pa3ioB. bumomerpudeckue 0Opa3Ibl U3BIEKAIOTCS U3
Jiail, OOHAPYKEHHBIX Ha BUJEO, U3 (poTorpaduii, 3arpyKaeMblX B JOCbe, a TaKyKe IPHU IIOCTPOEHUH
T. H. [IEHTPOUJIOB B IIPOIIECCE KAACTNEPUSAUUL NEPCOH.

CxeMa JINIIEH3NPOBAHNS BBITVISIAT CJIEILYIONTIM 00pa30M:
e CoObiTust: 1 coOBITHE PACIO3HABAHUS JIUIA HA BUI€O = 1 JIMIO B JIMIIEH3UN.
e Jlocwe: 1 dororpacdust B jocbe = 1 JIUIO B JIMIIEH3HUH.
e Ilepconbr: 1 mepcona = 1 JAIO B JIUTEH3UU.
2. KommgecrBo Kamep B cucTeMe.
3. KonmyecTBo 3K3eMIIsIpoB MOjesteit, ucnosblyembix findface-extraction-api.

4. PacnosnasaHue aTpubyToB JILNA: [0JI/BO3PACT /9MONIUK /0UKH /GOPO/Ia,/ MEIMIIMHCKAST MACKA.

12 FnaBa 1. PykoBopcTBO cucTtemMHOro agMuHucrpaTtopa
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5. PacnosHaBaHue »KUBBIX JuI B peasbHOM Bpemenu (Liveness).
6. MaTerpamun ¢ napTHEPAMH.
Bbr MOzKeTE BBIOPATH MEZK/Iy OHJIAHH-JNIIEH3NPOBAHAEM W JIATICH3NPOBAHUEM B 3aKPBITON CETH:

o OwujaitH-IMIeH3UpPOBaHUe BBIIOJIHsIETCsT Yepe3 [tobanbubrit Mmenemkep jmrensuit NtechLab license.
ntechlab.com u Tpebyer HajMuKs CTabUILHOrO uHTEpHET-coeauuenusi 1 DNS. Tlocie oTkitouenust ot
WHTEpPHeTa CHUCTEeMa IPOIOJIKUAT paboTarh B aBTOHOMHOM peKHMe B TedeHue 4-X 9acoB. YBEIOMHTE
CBOEro MEeHeIZKepa, eciu TpebyeTcs IPOJINTDL JAHHBIA 1epuos (10 2-X jHeil).

o Jlng nuneH3upoBaHus B 3aKPBITON ceTn Heobxoaumo najmane USB-mopra Ha dbusmaeckoM cepsepe ¢
komioHenToM findface-ntls (cepsep JimneH3upoBanusi B cocrase sdpa FindFace) s NOAKIIOYeHUsT
npegocTasisiemoro USB-kiriova anmapaTHOil 3aiuTh.

s obecriedennst pyHKITMOHUPOBAHUS CUCTEMBI JIOCTATOYHO OJIHOTO 9K3eMiuisipa findface-ntls. Eciu Ba-
I CUCTEMa HYKIAeTCs B OOJIbITEM KOJMYECTBE CEPBEPOB JIUIECH3MPOBAHNS, 320 Iar0BPEMEHHO coodIuTe 00
sroMm cBoeMmy meHemkepy NtechLab, uro0br mpenoTBparuTh GJIOKHPOBKY CHCTEMBI.

1.4.2 lNpocmoTp n obHoBNEHME NULUEH3UN

ITocse ycranosku FindFace Security 3arpysure B cucreMmy MOJIy9eHHBIN OT MeHezKepa dails aunensuu. st
storo rnepeitinre B Hacmpotixu -> Jluuensus.

NuueHana

JrpaHn4erns
BHellHuit Bua

Ponu
Tvn MUeH3M

3UTb HOBbIH Gaitn NULEH3MK

KynuTh uni 0BHOBNTS NULLEHSUI0

Ananutuka

HacTpoiikn

UcnonbayiiTe Ty 2Ke BKIAJIKY [JIsl IPOCMOTPA TEKyIIed nH(GOPMAIMY 110 JIMIEH3UU U OOHOBJIEHUS JINIIEH3UH.
CmM.Tak>xke:

Vempanenue nenonador ¢ auvensuposanuem u findface-ntls

1.5 Pa3sBepTbiBaHne FindFace Security

st Barmero ymo6eTBa MBI IIpejjiaraeM HeCKOJIbKO BapuanToB passeprhiBanus FindFace Security:
e PasBeprhiBaHUEe U3 KOHCOJIBHOI'O MHCTAJLIATOPA

e [JomaroBoe pa3BepTHIBaHUE U3 apt-PEHIO3UTOPUST

1.5. PaseeprtbiBanue FindFace Security 13
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Baxkno: IlepBeIit mOCEe pa3BepThIBaHWSA 3alycK cepBucoB findface-extract-api-gpu u
findface-video-worker-gpu MOXKeT 3aHATH NPOJODKUTEIbHOE BpeMsl, 10 45 MHUHYT, H3-3a IpoIecca
K3IIUPOBAHUS.

1.5.1 Pa3sBepTbiBaHME U3 KOHCOJIbHOIO UHCTANNATOPA

s paszsepreiBanus FindFace Security mcrosib3yercsi KOHCOJIbHBIN HHCTAJLISTOP.

Coset: Ilepen Tem Kak MPUCTYIUTH K Pa3BEPTHIBAHUIO, 00SI3aTEILHO O3HAKOMBTECH C CUCTEMHBLMU TPe-
006aHUAMU.

Baxkno: g ycnemHoro ¢GpyHKIIMOHMPOBAHUS CUCTEMbI ITOC/Ie YCTAHOBKU U3 WHCTAJIATOpa [P-amgpec cep-
Bepa MIOJKeH ObITh crarmdeckuMm. s Toro 4robsr cuenars IP-ampec crarmyeckmm, oTkpoiite daiin etc/
network/interfaces n U3MEHUTE TEKYIILYIO 3AIMCH JIJIsT OCHOBHOTO CETEBOTO MHTEepdeiica TaK, KaK TOKA3aHO
B nipuMepe Hike. He 3abynpTe 3aMeHUTDH ajpeca B IIpUMepe Ha aKTYaJIbHbIE C YI€TOM HACTPOEK CETU.

sudo vi /etc/network/interfaces

iface ethO inet static

address 192.168.112.144
netmask 255.255.255.0

gateway 192.168.112.254
dns-nameservers 192.168.112.254

Ilepesanycrure cereBble mHTEPDENCHI.

sudo service networking restart

C 0CTOpPOXKHOCTBIO pejlakTupyiiTe haiiyi etc/network/interfaces. Ilepes TeM Kak MPUCTYIUTh K PEIAKTHU-
POBaHMIO, O3HAKOMBTECH C MHCTPYyKIeil 1o Hactpoiike cereit Ubuntu.

s pazseproiBanus FindFace Security u3 uncTa/uisitopa BBITOJHATE CJIEYIONHE JEHCTBIS:
1. Barpysure daitr nacrauisropa findface-security-and-server-4.4.run.
2. Tlomecture daiin .run B 06O KaTaaor Ha cepBepe yeTaHOBKM (Hampumep, /home/username).

3. W3 mannoro xaraJora caenaiiTe paifa . run UCHIOJTHIEMBIM.

’chmod +x findface-security-and-server-4.4.run

4. 3Bamycrure daitn .run.

’ sudo ./findface-security-and-server-4.4.run

WNucrammarop 3amacT BaM HECKOJIBKO BOIIPOCOB, IOCJIE YErO IMPOBEPUT, COOTBETCTBYET JIM CEPBED CU-
cTeMHBIM TpeboBaHusaM. Bompocsk! ciremyromme:

1. Ycranapiausaemsrii npoaykr: FindFace Security.
2. Tun ycranoBKu:

e 1: ycranosuth FindFace Security ma onmuHouHOM DU3MIECKOM cepBepe.

14 FnaBa 1. PykoBopcTBO cucTtemMHOro agMuHucrpaTtopa
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e 2: ycranoBuTh FindFace Security B kKadyecTBe IEHTPaJIbHOI'O CepBepa MW HACTPOUTH €ro Ha
B3auMOJelcTBUE ¢ JOIIOJHUTE/ILHBIMUI yaa/leHHbIMU cepBepamu findface-video-worker.

Coser: /s ornenbHolt yeranosku findface-video-worker cm. Jonoanumenviioe
passepmuisanue findface-video-worker na yoarennvix cepeepar.

® 3: yCTAaHOBHUTDH TOJIBKO apt-pernosuropuii JJisi nouaz06020 pa3eepmuviéars B OyIyImeM.

Baxkno: [lpu manaoM TuIe yCTAHOBKU MOJIE/N HEHPOHHBIX CeTell, HeoOXomuMble s PyHK-
numonnposanus findface-extraction-api, He ycranaBiauBaiorcs. O6s3aTeIbHO YCTAHOBHUTE
nx epywnyto Ha cepsepax ¢ findface-extraction-api.

® 4: [I0JIHOCTBIO HACTPAMBAaEMasl YCTAHOBKA (YCTAHOBKA HYKHBIX [AKETOB).

Baxkno: Ob6s13aTesIbHO  yemanosume MOAENN HEHPOHHBIX ceTeifl Ha cepBepax ¢
findface-extraction-api.

3. Tun makera findface-video-worker: CPU wm GPU.
4. Tun nakera findface-extraction-api: CPU wm GPU.

OrBeTnl Ha BOHPOCHI OyayT coxpaHeHnbl B daitr /tmp/<findface-installer-*>.json. Brr Moxkere
OTPEJAKTUPOBATh €ro W HCIO0JIb30BaTh it ycraHoBku FindFace Security ma apyrux cepsepax, He
OTBeYast IOBTOPHO Ha BOIIPOCHI MHCTAJISITOPA.

IIpu BBIOOpE ycTanoBKM ommHOouHOrO cepBepa FindFace Security, ero KoMImoHeHTBI OyIyT aBTOMAaTHIE-
CKHU YCTAHOBJIEHBI, HACTPOEHBI U 3aILyIIE€Hbl B COOTBETCTBUU CO CJIEIYIOIIel KOH(MUIYPAIUeii:

Baxno: B caywae  umcroit  yCcTAHOBKHM <~ HHCTAJUIATOD  ABTOMATHYECKH  HACTPOUT
findface-extraction-api Ha uCHOJIb30Banue HeWpoHHOU cerm ifruit_320. B mporusBHOM ciydae
BaM OyJIeT IPEJJIO?KEHO CIe/1aTh BhIOOp MexKay ifruit_320 u npempiayiieit Mogeabio. Kareropuaeckn
HE PEKOMEH/IYeTCsl UCIIOJIb30BATh MHCTAJLISITOP JIJisi OOHOBJIEHUsI cucTeMbl. CM. MHCTPYKIUHN B Pas3iesie
Obnosaerue FindFace Security 0o 4.4 .

1.5. PasseptbiBanue FindFace Security 15



FindFace Security, Boinyck 4.4

Cep- KoHndurypauus

BUC

postgresq¥eTaHABIMBACTCS U 3AITyCKACTCS.
10

redis- | YcraHaB/IMBAETCS W 3AILyCKAETCS.
server

eted VceraHaBIMBAETCS U 3AILyCKACTCH.

pgbouncé¥cTaHaBIMBAETCS U 3AILyCKAETCH.

memca¢h¥dranaBinBaeTcs U 3aIyCKaeTCs.
nginx | YcTaHaBJIMBAETCS U 3aIlyCKAETCS.
django | YcranaBiuBaeTcs W 3alyckaerTcs Kak BeO-dpeiiMBOpK st BeO-mHTepdeiica FindFace

Security.

ntls

findfacd- YcranapiuBaeTcs u 3amyckaercs.

taranto
server

findface- Yeranasiusaercs u 3airyckaercs. KoamuecTBo 9K3eMIIIsipoB (IIap/0B) PACCUUTHIBAETC 110

olpopmyste: N = min(max(min(mem_mb // 2000, cpu_cores), 1), 16 * cpu_cores). T.
€. KOJIMYECTBO PaBHO pa3Mepy olepaTuBHON mamsitu B MO, pasmesennomy Ha 2000, wim
KosmmgecTBy bU3MIECKUX g1ep mnporeccopa (HO He MeHee 1 mapia), Uin Ke KOJIUIeCTBY
dusnIecKux sAep MPoIeccopa, YMHOKEHHOMY Ha 16, ecau mepBoe MOJyvIeHHOe 3HAYeHNe
GoJIbIIIe.

extract
api

findface¢- YcranaBiamBaeTcss U 3aI1yCKAETCH.

on-

sf-api

findfacd- YcranaBiamBaeTcst U 3aI1yCKAETCH.

upload

findface- Ycranasimsaercd.

video-

findfacg- Yeranasnusaercs n 3amyckaercs (CPU/GPU-yckopenue).

managegr

video-

worker-
*

findfacg¢- YcranaBiamBaeTcss U 3aIlyCKaeTCH.

data-
*

findface- Mogesin HefipOHHBIX ceTeil JJisl PACIIO3HABAHMSI JIUIL ¥ UX aTpUOyTOB (II0JI, BO3PACT, SMOIIUH,

0uKH, 60POJIa, MEJUIMHCKA MACKA 1 JIP.). YCTAHABIMBAIOTCS.

data

findfacg- Tanasie gpu-merekropa NTechLab. Ycranasmusaercs.
gpudete¢ctor-

python

client

ntech.ffsecurity-

B-Bubsmoreka kianenta Python, ucnosnbzyemast B8 API FindFace Security. Yceranasnusaercs.

findface¢- YcranaBiamBaeTcss M 3aIlyCKaETCH.
security

counter|

findface- YcranaB/imBaeTcst U 3aIlyCKaeTCsl.

jq

Vceranapauaercsa. Mcmomb3yercs gyt crpykrypupoBanust API-orBeros or FindFace
Security B ¢popmare JSON.

o 3aBepriennu ycTaHOBKH B KOHCOJIb OY/IET BbIBEI€HA NH(MOPMAIIHS, HEOOXOIMMAs I NCIOJIH30BAHUS
FindFace Security:

16
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Coser: 00s13aTe/ILHO COXPAHUTE 3TH JAHHBIC: OHU BaM ITOHAI00ATCS.

RERBRBRRARBRRRRARRRRARRRRRBRRRABRRRAARRRRARBRRARBRBRRRRRARRRRARRBRARRRRAR RS
# Installation is complete #
HARBRBRBRRRRRRBRBRRRARARR AR RRRRRRRRRRRRRRRARRARRA R RRRRRRRRRRRRR RS
- upload your licemse to http://172.20.77.17/#/license/
- user interface: http://172.20.77.17/

superuser: admin

password: admin

documentation: http://172.20.77.17/doc/

Sarpysure daiist TureH3un depe3 oCHOBHOI Beb-unTepdeiic http://<IP_ampec_cepsepa>/#/license.
st noctymna B Beb-uHTEpdEIC NCIOMB3YHTE JIOTHH U TAPOJIb 8 IMIHUCTPATOPA, BHIBEJICHHBIE B KOHCO-
JIN.

IIpumeuanne: IP-agpec cepsepa B cchuikax na BeO-maTepdeiics FindFace mmeer Bum 127.0.0.1
wim <IP _anpec B cerm>, B 3aBUCHMOCTH OT TOT'O, IIPUHAJIEIKUT JIU CEPBEP K CETH.

Baxuo: He nepenasaiite nannbie superuser (Cynep Aavunucrparopa) TperbumM junaMm. st aavu-
HUCTPUPOBAHUSI CUCTEMBI CO3JaiiTe HazHaYaeMoro aamuaucrparopa. OrTindre Ha3HAYAEMOTO aJIMAHU-
crparopa ot Cymep AJIMUHHCTPATOPA B TOM, 9TO TOCJIETHUI HE MOXKET JIMIIUTHCS PAB 8 IMAHUCTPA~
TOpa JlaxKe IIPU CMEHe POJIH.

s Toro urober aBToMaTnaecku ycranoBuTh FindFace Security Ha apyrux cepBepax, He OTBedasi Ha, BO-
[IPOCHI MHCTAJISITOPA, UCHOIB3YiiTe daiin /tmp/<findface-installer-*>.json. SamycTure WHCTAI-
JIATOP CJIeAYIOmeil KOMaH OM:

sudo ./findface-security-and-server-4.4.run -f /tmp/<findface-installer-*>.json

Coset: IIpumep gamHHOrO (haitsa MOXKHO IOCMOTPETH B pasfaene Dalin ¢ napamempamy, Yemarosry.

Baxkuo: [ljist Toro 9robnl coxpanuth copmectumocth FindFace Security co cpefioit ycTaHOBKH, HACTOATEIHHO
PEKOMEH/IyeTCsl OTKJIIOYUTh aBTomMarndeckoe obnossenne Ubuntu. B sTom ciiydae BbI cMOXKeTe OOHOBJIATH
OC BpyYHYI0, KOHTPOJIMPYS IIPOIECC OOHOBJIEHUS OTJIEJIbHBIX IIAKETOB.

s oTrITOUeHUsT apToMaTndeckoro ooHoBeHust Ubuntu BBIIOJTHUTE CJIETYIOITIE KOMaHIbL:

sudo
sudo
sudo
sudo
sudo

apt-get remove unattended-upgrades
systemctl stop apt-daily.timer
systemctl disable apt-daily.timer
systemctl disable apt-daily.service
systemctl daemon-reload

1.5.2 lNowaroBoe pa3BepTbiBaHWe N3 apt-penosntopus

JlaHHBIN pa3/es coePKUT MOAPOObHYI0 HHMOPMAIINIO O IONIaroBoM pa3seproeiBannu kKoMounenTos FindFace
Security. BeirmosmHuTe npuBeieHHbIE HI2KE UHCTPYKIIAU, IPUJIEPKUBASICH 38/ JAHHOTO TOPSJIKA.

1.5.
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B atom pasgene:

o Vemanoska apt-penozumopus

e Vemanoska neobxodumozo cmopornezo 110
o Obecnevenue AUUEH3UPOBAHUS

o Paszsepmuisanue ocnoehol 6a3v, aHHHLL

e Paszsepmuwisarue sdpa FindFace

e Paszsepmuisarue npuksadnozo modyss FindFace Security u 6uomempuveckot 6a3v. daHHvLT

YcraHoBKa apt-peno3untopus

[Ipex e Bcero ycranosute apt-penosutopuii FindFace ciemyromum obpaszom:
1. Barpysure daitn nacraisaropa findface-security-and-server-4.4.run.
2. Tlomecture daiin .run B 06O KaTaaor Ha cepBepe ycTaHOBKM (Hampumep, /home/username).

3. U3 mannoro xaraJora caenaiite paifa . run UCHOJTHIEMBIM.

chmod +x findface-security-and-server-4.4.run ‘

4. Bamycrure daiin . run.

sudo ./findface-security-and-server-4.4.run ‘

Mucrammarop 3amacT BaM HECKOJIBKO BOIIPOCOB, MOCJE YErO IMPOBEPUT, COOTBETCTBYET JIM CEPBED CU-
cTeMHBIM TpeboBaHusaM. Bompocs! ciremyroripe:

1. VYcranapnusaewmsrii nponykT: FindFace Security.
2. Tun ycranosknu: repo: Don't install anything, just set up the APT repository.

3. YcranaBiauBaeMble MOJIEJIN HEHPOHHBIX cereil (1ipu HeobxomumocTH ). [ljist Toro 4To6bl BHIGPATH MO-
JieJid, CHAYAJIa CHUMUTE BbIJIeJIEHUE, BBE/IsI B KOMAHIHON CTPOKE -*, 3aTeM BBEJUTE depe3 mpobes
[IOPSIIKOBbIE HOMEPA HYXKHBIX MoOjesieii, Hanmpumep: 1 3. Beaure done juist coxpaHeHusi BbI6Opa
U TIepexo/ia K CJIEAYIONIEMY IIary.

Baxkno: JlomkHa OBITH yCTAHOBJIEHA KAK MUHUMYM OJHA MOJEDb JIjIs OMOMETPHUH JIUIA.

ITocae sroro apt-penosuropuit FindFace Gymer aBTroMarndeckn yCTaHOBJIEH.

YcraHoBka Heobxogumoro ctopoHHero MO

s padorsr FindFace Security neobxoumo croponnee nporpamvuoe obecrievuenne PostgreSQL, Pgbouncer,
Redis, etcd m memcached. BrimostauTe cieyionue aeiicTBUA:

1. YcranoBuTe nakeThl ¢ yKazaHHbIM cTopoHHUM 110 ciemgyromum obpazom:

sudo apt update
sudo apt install -y postgresql-10 redis-server etcd memcached pgbouncer
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2. Orkpoiire daitn koHpurypamuun memcached. YcraHOBUTE MaKCUMAJIbHBIN pa3Mep HaMsaTH B Merabaii-
Tax, UCIOJIb3YEMBIil [IJIsT XpaHEeHUs 3J1eMeHTOB: -m 1024. YcTaHOBUTE MaKCUMAJIbHBIN Pa3Mep JIeMeHTa:
-1 16m. Eciu onun min 0b6a 3THX mapaMerpa OTCyTCTBYIOT, 700aBbTe uX B (haii.

sudo vi /etc/memcached.conf

-m 1024
-I 16m

3. IIpemocraBbre HAJIEXKHBIN APOJIB MOJab30BaTe 0 ntech (9T3g1nXy9yx3y8MIGmIfbef3dia8UTc3 B upu-
Mepe HIKe). BHecuTe ydeTHbIe JlaHHBIE B CIUCOK IOJIb30BaTelell pgbouncer.

echo '"ntech" "9T3glnXy9yx3y8MIGmIfbef3dia8UTc3"' | sudo tee -a /etc/pgbouncer/userlist.txt

4. Hacrpoiite pgbouncer. OTkpoiite daiin /etc/pgbouncer/pgbouncer.ini u mobaBbTe 6a3y TAHHBIX
ffsecurity B pa3aen databases. HacrpoiiTe ykazannble mapaMeTpbl, KaK IOKA3aHO B IPUMEPE HUXKE.
OcTraspable TapaMeTpPhl JTOJI?KHBI OBITH 3aKOMMEHTHPOBAHEL.

sudo vi /etc/pgbouncer/pgbouncer.ini

[databases]

ffsecurity = dbname=ffsecurity host=localhost port=5432 user=ntech
[pgbouncer]

logfile = /var/log/postgresql/pgbouncer.log

pidfile = /var/run/postgresql/pgbouncer.pid
listen_addr = 127.0.0.1

listen_port = 5439

unix_socket_dir = /var/run/postgresql
auth_type = plain

auth_file = /etc/pgbouncer/userlist.txt
pool_mode = transaction
server_reset_query = DISCARD ALL
max_client_conn = 16384
default_pool_size = 20

syslog = 1

5. Jobasbre cepucs croponnero I10 B aBrozarpysky Ubuntu n 3amycrure nx:

sudo systemctl enable postgresql@l0-main.service redis-server etcd.service memcached.service
—pgbouncer.service
sudo systemctl start postgresql@l0O-main.service redis-server etcd.service memcached.service
—pgbouncer.service

ObecneyeHue nuueH3nposaHus

CmMm.Tak>xke:
Jluuenauposanue

Ber nonygaere daiir munensun Bmecre ¢ ycranopounbivu nakeramu FindFace Security. st nmunensuposannst
B 3aKPBITOI ceTn BaM TakrkKe OyJIET IIPeJOCTaBJIEH KJIIOY allllapaTHOMN 3alUThl.

Jlunensuposanue FindFace Security obecrieunBaercst ciieiyonmM obpa3oM:

1. Paseepuure findface-ntls, cepsep JmieHs3uii B cocrase sijipa FindFace.
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Baxkmo: Cucrema na 6a3e FindFace Security moxkeT BKIOYATH B Ce0sl TOJIBKO OJMH SK3EMILISID
findface-ntls.

Coser: B caiisie koudurypanun findface-ntls Bbl MOXKETE M3MEHHUTH IAIIKY I XpaHeHUs! (aiiia
JINTIEH3UU M HACTPOUTH YAJEHHBIH JocTyn K Beb-uHTepdeiicy findface-ntls, UCIOJB3yEMOMY st
yupasjenus Jjurensueit. [logpobuee cm. findface-nils.

sudo apt update
sudo apt install -y findface-ntls
sudo systemctl enable findface-ntls.service &&% sudo systemctl start findface-ntls.service

Sarpysure daitn jgurensun depes BeO-unTepdeiic findface-ntls ogHUM U3 CJIEAYIOMINX CIIOCODOB:

e Ortkpoiite BeO-unTepdeiic findface-ntls: http://<NTLS_IP_address>:3185/#/. 3arpysure
daitn TuIeH3un.

Cosert: Brocencrsuu ucroib3yiite ocHoBHOM BeO-uaTepdeiic FindFace Security, uro6br mocMoT-
perb uadOpPMAIHIO 0 JIUIEH3UsIX, 0OHOBUTD WU IPOIUTh jmnensuio (Hacmpotixu - > Jluyensus).

e Henocpezncreenno mosioxkure Gaill JUNEH3UM B [OPeJHASHAYEHHYIO I 9TOr0 Hanky (1o
yMoganuio, /opt/ntech/license, MoxkeT OBITH uU3MeHeHa B dailne KoHdurypamun /etc/
findface-ntls.cfg).

IIpu siunien3upoBanuu B 3aKpbITOil cucreme BeraBbre USB-kimrou ammaparwoit 3amurer B USB-mopT.

Eciu munensupyeMbie KOMIIOHEHTBI yCTAHOBJIEHBI Ha YIAJEHHBIX CepBepax, BIOCJeIcTBUN yKaxKuTe [P-
aapec cepepa findface-ntls B ux aitnax korduryparuu. Ilogpobuee cm. findface-extraction-api,
findface-tarantool-server, Budeodemexuus auy: findface-video-manager u findface-video-worker.

CmMm.Tak>xke:

Jluyensuposanue

Pa3BepTbiBaHMe OCHOBHO 0a3bl AAHHbIX

Ocuosnas 6a3a ganubix FindFace Security moctpoena ma PostgreSQL. st Toro 9Tobbl pa3BepHYTh OCHOB-
HyI0 0a3y JAHHBIX, BBIIOJHUTE CJIEIYIONNE NeHCTBUS:

1.

OTtkpoiiTe cnmcok mosb3oBatTesieil pgbouncer /etc/pgbouncer/userlist.txt. Ckonupyiite maposnb
nosb3oBatess ntech (9T3g1nXy9yx3y8MIGmIfbef3dia8UTc3 B mpuMepe HUXKE).

sudo cat /etc/pgbouncer/userlist.txt

"ntech" "9T3glnXy9yx3y8MIGmOfbef3dia8UTc3"

B komcosin PostgreSQL cozzaiiTe mosbp30BaTess ntech 1o CKONUPOBAHHBIM IAPOJIEM, & TaKKe 0a3bl
nanabix ffsecurity u ffcounter PostgreSQL.

sudo -u postgres psql

postgres=# CREATE ROLE ntech WITH LOGIN PASSWORD '9T3ginXy9yx3y8MIGmIfbef3dia8UTc3’;

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

postgres=# CREATE DATABASE ffsecurity WITH OWNER ntech ENCODING 'UTF-8' LC_COLLATE='en_US.UTF-
—8' LC_CTYPE="en_US.UTF-8' TEMPLATE template(;

postgres=# CREATE DATABASE ffcounter WITH OWNER ntech ENCODING 'UTF-8' LC_COLLATE='C.UTF-8',
—~LC_CTYPE='C.UTF-8' TEMPLATE template0;

Coset: /lns Bbixona u3 konconu PostgreSQL BBenure \q n Haxkmute Enter.

3. Paspemmure apropusanuio B PostgreSQL no UID knuenra cokera. Ilepesanycrure PostgreSQL.

echo 'local all ntech peer' | sudo tee -a /etc/postgresql/10/main/pg_hba.conf

sudo systemctl restart postgresql@l0-main.service

PassepTbiBatHune sigpa FindFace

s passeproiBanus sjapa FindFace BeimosauTe ciemyromniue neiicTBus:

CoBer: Bbl Moxkere HaiiTu onmcanme KOMIIOHeHTOB sjpa FindFace n nx mapamerpoB KoHUrypamum B
paznenax Aprumexmypa u Ilodpobro o xKomnonenmax.

1. Jns FindFace Security wa GPU ycemanosume dpatisepwo, NVIDIA.

2. ¥YcranoBure KoMIoHeHTHI sipa FindFace:

sudo apt update
sudo apt install -y findface-tarantool-server findface-extraction-api findface-sf-apij
—findface-upload findface-video-manager findface-video-worker-cpu

ITpumeuanme: g Toro 4tobbl ycTaHOBUTH KoMioHeHT findface-extraction-api ¢ GPU-
yckopenneM, BMecTo findface-extraction-api B komanae Beeaure findface-extraction-api-gpu.

ITpumeuanme: [l Toro 4urobbl ycranoBuTh KommoHeHT findface-video-worker ¢ GPU-
yckopenneM, BMecTo findface-video-worker-cpu B koMane BeeguTe findface-video-worker-gpu.
Ecin na dusmdeckoM cepBepe yCTAHOBJIEHO HECKOJILKO BHJICOKAPT, CM. M Cnoab306anue MeckonbRuT
sudeokapm.

Baxkno: Obs13aTenIbHO  ycmanosume — MOJETN — HEHPOHHBIX — ceTeil  Ha  cepBepax €
findface-extraction-api.

3. B daiise xouduryparnun findface-sf-api Bkiodnte nmapamerp allow-return-facen.

sudo vi /etc/findface-sf-api.ini

limits:

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

allow-return-facen: true

4. B ¢aitne xouduryparun findface-extraction-api BKJIIOYHATE MOJEIN PACIIO3HABAHUS aTPUOYTOB
JINTIA, TAKAX KaK I0JI, BO3PACT, SMOIIUU, OYKH, O0PO/Ia U MEIUITMHCKAS MACKa, B 3aBUCUMOCTH OT BAIIUX
HY2KJI. YJIOCTOBEPBTECH, UTO JJIsI KAyKJON MOJIEJN BBl yKasajm npaBmibHbIil Tun yckopeanss CPU nan
GPU: on momxen cosmajgarh ¢ TurnoMm yckopennsi findface-extraction-api. Obparure BHUMaHUE,
qro findface-extraction-api va CPU moxker paborars Toabko ¢ CPU-momensymu, B TO BpeMs Kak
findface-extraction-api Ha GPU mommepxkusaer kak CPU-, tak u GPU-moznenu. ITogpobuee cm.
Pacnosnasanue ampubymos auua.

sudo vi /etc/findface-extraction-api.ini

models:
age: faceattr/age.vl.cpu.fnk
emotions: faceattr/emotions.vl.cpu.fnk
face: face/ifruit_320.cpu.fnk
gender: faceattr/gender.v2.cpu.fnk
beard: faceattr/beard.v0.cpu.fnk
glasses3: faceattr/glasses3.v0.cpu.fnk
medmask3: faceattr/medmask3.v2.cpu.fnk

JloCTyIIHBI CJIeIYIONTNE MOJIEIIH:

ATpunbyT nuua VYckope- Mapametp B chaiine koHdnrypauun
Hne
OHOMETDUS JIUIA CPU face: face/ifruit_320.cpu.fnk face: face/ifruit_160.
cpu.fnk
GPU face: face/ifruit_320.gpu.fnk face: face/ifruit_160.
gpu.fnk
BO3PacCT CPU age: faceattr/age.vl.cpu.fnk
GPU age: faceattr/age.vl.gpu.fnk
101 CPU gender: faceattr/gender.v2.cpu.fnk
GPU gender: faceattr/gender.v2.gpu.fnk
3MOIUHU CPU emotions: faceattr/emotions.vl.cpu.fnk
GPU emotions: faceattr/emotions.vl.gpu.fnk
OYKH CPU glasses3: faceattr/glasses3.v0.cpu.fnk
GPU glasses3: faceattr/glasses3.v0.gpu.fnk
6oposa CPU beard: faceattr/beard.v0.cpu.fnk
GPU beard: faceattr/beard.vO.gpu.fnk
Mmeaunuackas mac- | CPU medmask3: faceattr/medmask3.v2.cpu.fnk
Ka GPU medmask3: faceattr/medmask3.v2.gpu.fnk

Coser: /[ly1s1 TOro 4To0bI OTKIIOYUTH MOJE/Ib PACIIO3HABAHNSA, [I€PEJaliTe B COOTBETCTBYIOMINIA 1apa-
MeTp mycroe 3Hadenue. He yrnansiiTe cam mapameTp, IOCKOJBKY B 9TOM ciy4dae OyJ/ieT BBIIOTHSATHCSI
IIOUCK MOJIEJIN 10 YMOJIYaHUIO.

models:
gender: ""
age: nn
emotions:
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5. Orxkpoiite dait KOH(UT'Y AT /etc/findface-video-worker-cpu.ini (/etc/
findface-video-worker-gpu.ini). B mnapamerpe mgr-static ykaxkure IP-ampec cepsepa
findface-video-manager, kKoTopbiii Oymer obecreunBarh findface-video-worker wHacTpoOiika-
MH ¥ CIHCKOM BHJIEOIIOTOKOB [jisi 00paborTku. B mapamerpe capacity ykaxKhTe MaKCHMAaJbHOE
KOJIUIECTBO BUJIEOMIOTOKOB, KOTOpOe MOXKeT ObITh obpaborano findface-video-worker. B pasmere
streamer ykaxkute [P-asipec u mopr jyist jjoctyna K sudeocmene. 3HadeHne port JO/KHO ObITh 18999.

sudo vi /etc/findface-video-worker-cpu.ini
sudo vi /etc/findface-video-worker-gpu.ini

mgr-static=127.0.0.1:18811
capacity=10
[streamer]

## streamer/shots webserver port, O=disabled

## type:number env:CFG_STREAMER_PORT longopt:--streamer-port
port = 18999

## streamer url - how to access this worker on streamer_port
## type:string env:CFG_STREAMER_URL longopt:--streamer-url
url = 127.0.0.1:18999

6. Jlobasbre cepruchl siapa FindFace B aBro3arpy3ky Ubuntu u 3amycture ux.

sudo systemctl enable findface-extraction-api findface-sf-api findface-video-manager findface-
—Vvideo-worker-cpu
sudo systemctl start findface-extraction-api findface-sf-api findface-video-manager findface-
—Vvideo-worker-cpu

PasBeptbiBaHue npuknagHoro mogyns FindFace Security u buomerpuyeckoin 6asbl gaHHbIX

s pazBeprhiBaHus npukiIagaoro Mmomyis FindFace Security, BeimosiHuTe ciemgyomme aeiicTBUsL:

1. VYcranoBure KomroHenTsl findface-security, findface-security-ui m findface-counter. Jlo-
6asbre ceppuc findface-counter B aBrozarpy3ky Ubuntu u 3amycrutre ero.

sudo apt update
sudo apt install -y findface-security findface-security-ui findface-counter
sudo systemctl enable findface-counter && sudo systemctl start findface-counter

2. Ilepenecutre cxemy 6a3br mannabix u3 FindFace Security B PostgreSQL, co3maiiTe rpy bl MOJIb30BATEIEH
¢ NPedycmanoBACHbIMU IPABAME U IIEPBOIO OJIb30BaTEIIsl ¢ HpaBamMu ajMmuaucrparopa (. H. Cyuep
A nvunaECTPaTOpA).

Baxkno: Cynep AaMuHHCTPATOD HE MOXKET JIMIIUTHCS TPaB aJMUHUCTPATOPA JIaKe [IPU CMEHE POJIH.

sudo findface-security migrate
sudo findface-security create_groups
sudo findface-security create_default_user

3. CozpnaiiTe cTpyKTYpy OMOMeTpruvecKoil 6a3bl JaHHBIX HA OocHOBe Tarantool.
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sudo findface-security make_tnt_schema | sudo tee /etc/findface-security/tnt_schema.lua

. Orkpoiite ¢aitn korduryparuu /etc/tarantool/instances.available/FindFace.lua. [IpoBepsbre,

comepkuT Jin daitsi komauty dofile, a Takxke onpejeeHns meta_indexes u meta_scheme, Kak I0-
Ka3aHo B mpumepe Huzke. [Ipu neobxomumoctn m3menuTe aiir.

sudo vi /etc/tarantool/instances.available/FindFace.lua

dofile("/etc/findface-security/tnt_schema.lua")
-- host:port to bind, HTTP API
FindFace = require("FindFace")
FindFace.start("127.0.0.1", 8101, {
license_ntls_server="127.0.0.1:3133",
meta_indexes=meta_indexes,
meta_scheme = meta_scheme

b

. obasbre cepBuc findface-tarantool-server B aBro3arpy3ky Ubuntu u 3amycrure ero.

sudo systemctl enable tarantool@FindFace.service && sudo systemctl start tarantool@FindFace.
—service

. Orkpoiire daiin kouduryparuu /etc/findface-security/config.py. 3amaiite cieiyromye mapa-

METPBbI:

e SERVICE_EXTERNAL_ADDRESS: IP-anpec miaum URL FindFace Security, sBastormumcss mpuopurer-
veiM st Genetec m BeOxykoB. Fcsim mapamerp He 3ajaH, CHCTeMa WCHOOJb3yeT s pabo-
ThI C JaHHBIM yHKImoHajgoM EXTERNAL_ADDRESS. [Iyis mcnosb3oBanusi Genetec m BeOXYKOB
00s13aTeIbHO YKaXKUTE 10 KpaiiHeil mepe oqun u3 napamerposB SERVICE_EXTERNAL_ADDRESS/
EXTERNAL_ADDRESS.

e EXTERNAL_ADDRESS: (Omrmonasbuo) IP-agpec niau URL, koropbiil ucnosnb3yercs jis JOCTya K
BeO-unTepdeiicy FindFace Security. Ecim mapamerp He 3ajiaH, cucremMa aBTOMATHIECKH OIIPE/Ie-
Jisier ero Kak BHemHui IP-agpec. s jgocrymna B FindFace Security Bel MoxkeTe HMCIIOIB30BATH
oba IP-ajipeca: kak aBTOOIpE/eIeHHBIN, TaK U yKas3aHHbiii B EXTERNAL_ADDRESS.

e VIDEO_DETECTOR_TOKEN: mpuaymaiiTe TOKEH U yKaKUT€ €ro B JAHHOM apaMeTpe, 9TOObI aBTO-
pHU30BaTh MOJLYJIb BUJICONECTEKIIUNA JINII.

e VIDEO_MANAGER_ADDRESS: IP-anpec cepsepa findface-video-manager.
e NTLS_HTTP_URL: IP-aapec cepepa findface-ntls.

e ROUTER_URL: IP-ampec cepsepa findface-security, Koropsblil Oymer mosydaTb OOHADPYKEHHBIE
HA BUJEO JiUIa OT 9K3eMIuisipoB findface-video-worker. Ajpec yKa3blBaeTcsi BHYTDEHHWUI
WM BHEIIHUN, B 3aBUCUMOCTH OT ceTH, B KoTopoil findface-video-worker B3amMoaeicTByeT C
findface-security. lI3menuTe opT 10 yMOJIMaHUIO C yueTOM Hacmpoek nepeadpecayun ¢ HT'TP
wa HTTPS wuiu Boobiie He yKasbiBaiiTe ero, ocraBub TOJbKO [P-anpec.

e SF_API_ADDRESS: IP-agpec cepsepa findface-sf-api.

e DATABASES (paspes): 3alloJiHUTE €ro cjelyiomumM obpasom: 'PORT': 5439, 'USER': 'ntech',
'"PASSWORD': ‘<maposp u3 /etc/pgbouncer/userlist.txt>’ (cMm. Vemanoska neobrodumozo
cmoponnezo I10).

Coger: Ecau mHeobxomumo obecrednTh 0€30MaCHOCTh JAHHBIX, BKIOUNTE S5 L-wugdposariue.

24

naea 1. PyKOBO,D,CTBO CNCTEMHOIro agMmmMHUCTpaTopa




FindFace Security, Boinyck 4.4

Cosert: IIpu Heobxomumoctn ycranoure > IGNORE_UNMATCHED : True, 9TOOBI OTKJ/IIOUYUATH 3aIHCH CO-
ObiTHs B 6a3y JAHHBIX, €CJIM OOHAPYKEHHOE JIMIO OTCYTCTBYET B CIHMCKAX HaOmogeHus (Bepudukaus
Jlajia, OTPUIATENbHBIH pe3ysbTar). JJaHHyo HACTPOIKY PEKOMEHJIyeTCsl UCIOJIb30BATh HPU OOJIBIIOM
KoJimyecTBe roceruresieii. Iloporosast crenens cxoxkecTn Ipu BepuUKAIINN JIUI OLIPEIENISIeTCs Iapa-
merpom CONFIDENCE_THRESHOLD.

Cogetr: He pekomenmyercs pegakTupoBaTh 3HadeHue napamerpa MINIMUM_DOSSIER_QUALITY. lan-
HBIIl IapaMeTp OIIPeJe/isieT MUHUMAJIbHOE KadecTBO Jinna Ha ¢ororpadun B gocke. Eciun kadecTBo
JIUIA Xy2Ke MUHUMAJIBHOTO, [TOJIb30BATEb He CMOYKET 3arpy3uTh Takyio dgororpaduio B gocke. [Ips-
Mble N300paXKeHUs JIHIL aH(aC CIUTAIOTC HanboJIee KadeCTBEeHHBIMH.

BaxkHno: Ecmm  Bbl  BrIIOUMIM — MOJEIM  paclo3HaBaHuws B Qaiie  KoHdUTypamn
findface-extraction-api, T00aBbTE CJICAYIOILY IO CTPOKY B CEeKIUAIO FFSECURITY:
JEVENTS FEATURES“ [,gender®, ,age“, .emotions*, ,beard”, ,glasses*, ,medmask®], B 3aBucu-
MOCTH OT TOTO, KAKHE MOJEeIU ObLIN BKIIOUYeHbl. JlaHHas CTpOKa MOJI?KHA OBITH PACIIOJIOKEHA MEXKILY
crpokamu SF_API_ADDRESS m LIVENESS_THRESHOLD, Kak moKa3aHO B mpuMmepe Huxke. [logpobree cwm.
Pacnosnasarue ampubymos auya.

sudo vi /etc/findface-security/config.py

H*

Thts config file is written in Python's syntaxz and interpreted at FindFace Security
service startup. You have to restart the service in order to apply changes.

HOR R R W

If you have any questions or suggestions, please contact us at support@ntechlab.com

# enables additional logs
DEBUG = False

# media files directory
MEDIA_ROOT = "/var/lib/findface-security/uploads"

# static files directory
STATIC_ROOT = "/var/lib/findface-security/static"

# language code
LANGUAGE_CODE = 'en-us'

# time zone
TIME_ZONE = 'UTC'

# Database is used by FindFace Security to store cameras,
# camera groups, watchlists and so on. Only PostgreS{L is supported.

(continues on next page)
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(mpomosKeHre ¢ NpeAbLAyIeil CTPAHHIb)

DATABASES = {
'default': {
'ENGINE': 'django.db.backends.postgresql',
'DISABLE_SERVER_SIDE_CURSORS': True,
'NAME': 'ffsecurity',
'"PORT': 5439, 'USER': 'ntech', 'PASSWORD': 'g3PNKWnh6EABpxiYqWp9LswOhmPLwknQ'

# Signature key for session encryption
# Use pwgen -sncy 50 1[/tr "'" "." to generate your own unique key
SECRET_KEY = '2d294d1fbc7cObf76e26e718b5f2eact"’

# SERVICE_EXTERNAL_ADDRESS is prioritized for FFSecurity webhooks and Genetec plugin.
# EXTERNAL_ADDRESS is used instead tf SERVICE_EXTERNAL_ADDRESS is mot provided.

# You must provide either SERVICE_EXTERNAL_ADDRESS or EXTERNAL_ADDRESS in order

# to be able to work with FFSecurity webhooks and Genetec plugin.
SERVICE_EXTERNAL_ADDRESS = 'http://172.20.77.117"'

# EXTERNAL_ADDRESS ts used to access objects created inside FFSecurity via external links.
EXTERNAL_ADDRESS = ''

# - Base FFSecurity settings -

# enable permissions system
ENABLE_ACL = True

FFSECURITY = {
# findface-video-worker authorization token
'VIDEO_DETECTOR_TOKEN': 'Ob600a94fe39c73e681a5f0da917efd0"’,

# base face matching confidence threshold
'CONFIDENCE_THRESHOLD': 0.739,

# episodes specific matching threshold that @s used to join faces in an episode
'EPISODES_THRESHOLD': 0.689,

# minimum face quality sufficient to add it to a dosstier
'MINIMUM_DOSSIER_QUALITY': 0.45,

# do not save unmatched events (GDPR support)
'IGNORE_UNMATCHED' : False,

# blur all unmatched faces on the full frame of the matched event (GDPR support)
'BLUR_UNMATCHED_FACES': False,

# full frame jpeg quality when 'BLUR_UNMATCHED_FACES" is enabled
'BLURRED_FULLFRAME_JPEG_QUALITY': 85,

# matched events older than EVENTS_MAX_MATCHED_AGE w<ll be automatically
# deleted (every night at 1:17 am by default)
'EVENTS_MAX_MATCHED_AGE': O,

(continues on next page)
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# same as above but for unmatched events
'EVENTS_MAX_UNMATCHED_AGE': 30,

# same as EVENTS_MAX_MATCHED_AGE but for matched full frame images only (thumbnails won 'ty
—be deleted)
'EVENTS_MAX_FULLFRAME_UNMATCHED_AGE': 30,

# same as above but for unmatched full frame images only (thumbnails won't be deleted)
'EVENTS_MAX_FULLFRAME_MATCHED_AGE': 30,

# same as above but for counter records
'COUNTER_RECORDS_MAX_AGE': 30,

# same as above but for person events (if mo person events left in person, it is deletedy
—too)
'PERSON_EVENTS_MAX_AGE': 90,

# when closing episode, delete all events except the best episode event
'EPISODE_KEEP_ONLY_BEST_EVENT': False,

# NTLS licence server url
'NTLS_HTTP_URL': 'http://127.0.0.1:3185"',

# findface-video-worker face posting address,

# 1t must be set to either FFSecurity EXTERNAL_ADDRESS (by default)
# or findface-facerouter url (in some specific cases)

'ROUTER_URL': 'http://127.0.0.1',

# send sertalized dossiers, dossier-lists, camera and camera groups in webhooks
'VERBOSE_WEBHOOKS': False,

# jpeg quality used when saving thumbnails
'THUMBNAIL_JPEG_QUALITY': 75,

# FFServer services urls

'VIDEO_MANAGER_ADDRESS': 'http://127.0.0.1:18810',
'SF_API_ADDRESS': 'http://127.0.0.1:18411"',
'FFCOUNTER_ADDRESS': 'http://127.0.0.1:18300',

# upload video archives to this path, it differs from media root and
# you have to change alias in corresponding nginz location also (/videos/)
'VIDEO_ARCHIVE_UPLOAD_PATH': '/var/lib/findface-security/uploads/videos/',

additional events features.
are licensed and enabled at findface-extraction-api config file.

avatlable features are: gender, age, emotions, beard, glasses, medmask.
'EVENTS_FEATURES': [],

#
# make sure that corresponding extractors
#
#

# feature specific confidence thresholds
'LIVENESS_THRESHOLD': 0.75,
'EMOTIONS_THRESHOLD': 0.25,
'BEARD_THRESHOLD': 0.7,

# counters full frame saving options:

(continues on next page)
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# “always® - save always
# “detect’ - save only if faces or silhouettes have been detected
# “never’ - never save full frames

'COUNTERS_SAVE_FULLFRAME': 'always',
' COUNTERS_FULLFRAME_JPEG_QUALITY': 75,
'COUNTERS_THUMBNAIL_JPEG_QUALITY': 75,

# maxz camera frames_dropped percent
'"MAX_CAMERA_DROPPED_FRAMES': {'yellow': 0.1, 'red': 0.3},
# maz camera faces_fatiled percent
'"MAX_CAMERA_FAILED_FACES': {'yellow': 0.1, 'red': 0.3},

# -- Persons configuration --

# rrule (recurrence rule) for scheduling persons clusterization

# WARNING: all scheduling works with UTC time and NOT aware of any timezone

'PERSONS_CLUSTERIZATION_SCHEDULE': 'RRULE:FREQ=DAILY;INTERVAL=1;WKST=MO;BYHOUR=0;
—BYMINUTE=0",

# face to person matching confidence threshold
'PERSONS_CONFIDENCE_THRESHOLD': 0.739,

# minimum required face quality for person creation
'PERSON_EVENT_MIN_QUALITY': 0.45,

# minimum required number events in episode for person creation
'PERSON_EVENT_MIN_EPISODE_EVENTS': 1,

# mazimum concurrent video manager jobs for video archives processing
'MAX_VIDEO_ARCHIVE_JOBS': 3,

# reports image saving options

'REPORT_THUMBNAIL_JPEG_QUALITY': 75,
'REPORT_THUMBNAIL_MAX_HEIGHT': 100,
'REPORT_FULLFRAME_JPEG_QUALITY': 75,
'REPORT_FULLFRAME_MAX_HEIGHT': 250,

# -- Optional parameters --

# Edit CUSTOM_FIELDS->dossier_meta section to customize dossier content.
# Below is an example for integration FindFace Security with Sigur.

# Edit CUSTOM_FIELDS->dossier_face section to customize dossier face content.
# Below is an example with every field type possible.

# 'CUSTOM_FIELDS': {

# 'dossier_meta': {

# 'items': [

# {

# 'name’': 'personid’,

# 'default': "',

# '"label': 'PersonID',

# 'display': ['list’', 'form'],
# 'description’': 'Sigur person ID'
# 4,

# {

# 'name’': 'firstname’,

(continues on next page)
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# 'default': "',

# '"label': 'First Name',

# 'display': ['list’', 'form'],
# 'description’': 'Sigur first name'
# 4,

# {

# 'name’': 'lastname’,

# 'default': "',

# '"label': 'Last Name',

# "display': ['list’, 'form'],
# 'description’': 'Sigur last name'’
# +

# {

# 'name’': 'version',

# 'default': "',

# 'label’': 'Version',

# 'display': ['list’', 'form'],
# 'description’': 'Sigur photo version'
# }

# 7,

# 'filters': [

# {

# 'name': 'personid’,

# "label’': 'Sigur person ID filter',
# 'field': 'personid'’

# }

# ]

# +

# 'dossier_face': {

# "gtems': [

# {

# "field_name": "tag_name_1",
# "type": "string",

# "default": "change_me"

# 1,

# {

# "field_name": "tag_name_2",
# "type": "uint",

# "default": 123

# 4

# {

# "field_name": "tag_name_3",
# "type": "bool",

# "default": True

# +

#

#

#

.}’

# 'EPISODE_SEARCH_INTERVAL': 60,

# mazimum episode duration (episode is closed after)
# 'EPISODE_MAX_DURATION': 300,

# mazimum event age in seconds than could be added to an episode.

# If none of these events matched, new episode is created.

(continues on next page)
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**

FHOR O O O R W

1f no new event added to an eptisode during this timeout, eptisode will be closed.
'"EPISODE_EVENT_TIMEOUT': 30,

mazimum created thumbnail width
'"THUMBNAIL_MAX_WIDTH': 320,

url of the backend which is used for soctal network search.
contact support for additional information.
'SOCIAL_BACKEND': Nome,

additional social backend headers.
'SOCIAL_HEADERS': {},

unacknowledged events notification interval
'"UNACKNOWLEDGED_NOTIFY_INTERVAL': 1,

set to True to run all media requests (photos, attachments) through the
django application for acl checks.

enabling this setting slightly increases security but

has severe negative effects on performance.

you will also have to mark /uploads/ location as 'internal' in nginz config

'OVERPROTECT_MEDIA': False,

# - FindFace Security user interface configuration dictionary -

FFSECURITY_UI_CONFIG = {

< "neutral"],

"event": {
"features": {
"f_gender_class": ["male", "female"],
"age": {
"f_age_gte": "",
"f_age_lte": ""
},
"f_emotions_class": ["angry", "disgust", "fear", "happy", "sad", "surprise",
"f_glasses_class": ["none", "eye", "sun"],
"f_beard_class": ["none", "beard"],

}’

"f liveness_class": ["real", "fake"],
"f_medmask_class": ["none", "incorrect", "correct"],

# Adjustable confidence threshold presets for face matching.
# Please consult with our support before changing.
"confidence_display": [

{"confidence": 0.00, "color": "#000000", "label": {"ru": "Ouemp Humskmii", "en": "Very,

—Low"}},

{"confidence": 0.65, "color": "#FF0300", "label": {"ru": "Husxui#t", "en": "Low"}},
{"confidence": 0.70, "color": "#FFB700", "label": {"ru": "llomuxenmmi", "en":

<"Slightly Low"}},

—"}},

{"confidence": 0.72, "color": "#B8FAOO", "label": {"ru": "Hopmanbzmii", "en": "Moderate

{"confidence": 0.75, "color": "#7EFF2B", "label": {"ru": "lloBmmenHui", "en":

—"Slightly High"}},

(continues on next page)

30

naea 1. PyKOBOACTBO CNCTEMHOIro agMmmMHUCTpaTopa




FindFace Security, Boinyck 4.4

(mpomosKeHre ¢ NpeAbLAyIeil CTPAHHIb)

{"confidence": 0.80, "color": "#4DFF60", "label": {"ru": "Bmcokui", "en": "High"}},

{"confidence": 0.85, "color": "#1DFF96", "label": {"ru": "Ouemsr Bmcorumi", "en": "Very,
—High"}},
1
}
# -- ASGI-server configuration --

# consult support before changing these settings.

# per worker thread pool size.
ASGI_THREADS = 32

UVICORN_SETTINGS = {
# worker processes count, 'auto' sets it to logical cpu count

'workers': 'auto',
'host': 'localhost',
'port': 8002,

# websocket worker processes count,

# 'auto' sets it to logical cpu count, but not more than 8.
'ws-workers': 'auto',

'ws-host': 'localhost',

'ws-port': 8003,

# disable unused services to increase
# overall system performance in some cases.
SERVICES = {
"ffsecurity": {
"episodes": True,
"webhooks": True,
# use queue manager to prevent drops of video archive events
"video_archive_events_manager": True,
"persons": False,

# -- Other settings --

# The number of threads in the night clusterization.

# Not recommended values are greater than the number of cores in the processor.
# Consult with support before changing this value.

NUMPY_OMP_NUM_THREADS = 'auto'

# Uncomment lines below to enable plugins. Please consult documentation for
# a plugin specific settings.

# s============== Jgpgon ================
# INSTALLED_APPS.append('ffsecurity_azzon')

# AXXon = [
# {
# 'name’': 'server_name',

(continues on next page)
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# "api': 'http://exzample.com/’,

# 'rtsp': 'rtsp://ezample.com:554/",
# 'user': 'user',

# 'password’': 'password’,

# }

# ]

# FFSECURITY_UI_CONFIG['dossier'] = {

# 'video': True,

# }

# s===sss==s====== (enetec ===s===ss=s==ss===

# INSTALLED_APPS.append('ffsecurity_genetec')

# ================ §oygq ==================

# ====s==ss==s==== §igur s=sss==ss=s==s=s====

# keep in mind, that SIGUR plugin also uses CUSTOM_FIELDS and THUMBNAIL_MAX_WIDTH settings
# INSTALLED_APPS.append('ffsecurity_sigur')

# SIGUR = {

# 'LOGIN': 'admin',

# '"PASSWORD': 'admin',

# '"MF_SELECTOR': 'biggest', # what to do with several faces in sigur person photo;,

—allowed ['biggest’, 'reject']

# '"ONLY_RT_EVENTS': True, # only events with bs_type == realtime,

# '"EVENT_DELAY': 0.004 # minimum time between two events of same person in seconds. If,
—enterval between two events with same person is less, than this value, second event will be,
—dropped

# 3

# ======= (ryptoPRO authentication =======

# INSTALLED_APPS.append('ffsecurity_cproauth')

# REST_FRAMEWORK['DEFAULT_AUTHENTICATION_CLASSES'] = [

# 'ffsecurity.auth. Tokenduthentication’,

# 'ffsecurity_cproauth.auth.CryptoProlrTokenduthentication’

# ]

# ========== Jossterlists sync ===========

# INSTALLED_APPS.append('ffsecurity_sync')

# token must be identical on master and slave

# use pwgen -s 64 1

# SYNC_TOKEN = 'change_me'
# SYNC_TIME = {

# # 24 hour format

# 'hour': 3,

# 'minute’: 0,

# }

(continues on next page)
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# ============== Pyppeteer ===============
# INSTALLED_APPS.append('ffsecurity_puppeteer')

# PUPPETEER_CONFIG = {

# '"UNSAVED_RESULTS_DELETION_TIMEOUT': 3600, # mazimum lifetime of search resultsy
—not saved involuntarily

# '"REMOTE_MONITORING_SYNC_INTERVAL': 600, # monitoring data synchronizationy
—1interval, seconds

# '"ENABLE_DAILY_SEARCH': True, # daily search activation (defaultu
—False)

# 'DAILY_SEARCH_PUSH_HOUR': 2, # daily search dossiers,
—synchronization hour

# '"DAILY_SEARCH_PULL_HOUR': 6, # hour in which results of dailyy
—search will be obtained

# 'puppets’: [

# {

# 'ed': 'first_puppet’, # puppet ID

# 'url': 'http://1.1.1.1:8010/", # puppet URL

# 'token': 'first_puppet_token’, # use pwgen -s 64 1 (should match they,
—token in puppet)

# 'facen_model': 'ifruit_320' # face model in puppet

# },

# {

# '7d': 'second_puppet’,

# 'url': 'http://1.1.1.1:8010/',

# "token': 'second_puppet_token',

#

# # 1f remote installation has a different face model than the one used iny
—FFSecurity -

# # you need to specify its name and ExtractiondPI URL where the corresponding,

— face model is specified
'facen_model': 'grapefruit_480',
'extractor': 'http://127.0.0.1:18667',
},

HORE R R R

. cnonp3ys komany pwgen -sncy 50 1tr «“> «.», creHepupyiiTe KJIIOU IOAMUCH Jisl MUMDPOBAHUS
ceccun (ucnosbsyercst B Django) u 3azaiite ero B napamerpe SECRET_KEY.

. 3amycTuTe CepBUCHL.

sudo systemctl enable findface-security
sudo systemctl start findface-security

. OrkurounTe cepBep nginx, aKTUBHBIH 110 yMOJIIAHUIO, 1 TobaBbTe cepBep findface-security B CIMCOK
BKJIIOYEHHBIX cepBepoB. [lepesamycTure nginx.

sudo rm /etc/nginx/sites-enabled/default
sudo 1n -s /etc/nginx/sites-available/ffsecurity-nginx.conf /etc/nginx/sites-enabled/

sudo nginx -s reload

Baxkno: [ljist Toro arobn coxpanuTh coBmectumocThb FindFace Security co cpemoit yctaHoBKH, HACTOSTETHHO
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PEKOMEHIyeTCsT OTKJ/IIOUATL aBToMaTndeckoe obnosiernune Ubuntu. B sToMm ciaydae BbI cMoxKeTe OOHOBJIATH
OC BpyuHYI0, KOHTPOJIMPYS MIPOIECC OOHOBJIEHUST OT/IEJIbHBIX ITAKETOB.

s oTritoUeHnst apToMaTndeckoro ooHoBaeHus Ubuntu BBITOJTHUTE CJIETYIOITIE KOMAaHIbL:

sudo apt-get remove unattended-upgrades
sudo systemctl stop apt-daily.timer
sudo systemctl disable apt-daily.timer
sudo systemctl disable apt-daily.service
sudo systemctl daemon-reload

1.5.3 OononHutenbHoe pa3sBepTbiBaHue findface-video-worker Ha yaaneHHbIX cep-
Bepax

st otnenbHON ycTanoBKu cepBuca findface-video-worker BBIMIOTHATE CJELYIONHE AeHCTBUS:

Cosert: Ilepen Tem Kak IPUCTYIHUTH K Pa3BEPTHIBAHUIO, 00A3aTEILHO O3HAKOMBTECH C CUCTIEMHOLMU TPE-
606aHUAMU.

Coser: Ecim Ha cepBepe HECKOJIBKO BUJICOKAPT, Iepej pasBeprbiBanneMm findface-video-worker-gpu
uzyaure pazuea Mcnoivsosanue HECKOALKUT Sudeokapm.

1. 3arpysure daitn nncrannaropa findface-security-and-server-4.4.run.
2. Tlomecrure dair .run B 11060# KaTagor Ha ceppepe ycraHOBKE (Hanpumep, /home/username).

3. N3 mannoro karaJora caenaiiTe paila .run MCIOJTHSIEMBIM.

chmod +x findface-security-and-server-4.4.run

4. Bamycrure daiur . run.

’ sudo ./findface-security-and-server-4.4.run

WHcTamiarop 3aacT BaM HECKOJIBKO BOIIPOCOB, ITOCJIE Y€ MIPOBEPUT, COOTBETCTBYET JIM CEpBEp CHU-
cTeMHBIM TpeboBaHUsIM. Bompocs! ciieryrorue:

1. VYcranaBausaewmsrit npoaykt: FindFace Video Worker.
2. Tun nmakera findface-video-worker: CPU wm GPU.
3. IP-anpec nenrpasbaoro cepeepa FindFace Security.

ITocae sroro mporecc yctaHOBKU OyIeT aBTOMATHIECKN 3AILYIIEH.

ITpumeuanme: OTBeThbI HA BOIPOCHI Oy1yT coxpaHneHsbl B (haiis /tmp/<findface-installer-*>. json.
OrpemakTupyiiTe ero u ucCHoJb3yiire s ycraHopku findface-video-worker Ha Jpyrux cepBepax,
HE OTBedas IIOBTOPHO Ha BOIPOCHI MHCTAJISATODA.

IIpumeuanue: FEcaun findface-ntls I/I/I/I.TII/I findface-video-manager OyayT yCTaHOBJIEHBI Ha Cep-
Bepax, OWINYHBIX OT cepBepa findface-security, ykaxkure ux IP-agpeca B aiisie koudwurypamnun
findface-video-worker mocae yCTAaHOBKH KOMIIOHCHTA.
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sudo vi /etc/findface-video-worker-cpu.ini
sudo vi /etc/findface-video-worker-gpu.ini

B mapamerpe ntls-addr ykaxkure IP-ampec cepBepa findface-ntls.

’ntls—addr=127.0.0.1:3133

B napamerpe mgr-static ykaxure IP-agpec cepsepa findface-video-manager, KOTOpbIit Oymer obecievn-
BaTh findface-video-worker HACTPONKAME U CIIMCKOM BUJIEOMTOTOKOB I OOPaOOTKM.

’mgr—static=127.0.0.1:18811

Coset: s Toro urobel apromarudecku ycraHoBuTh findface-video-worker Ha Jpyrux cepBepax, He
OoTBeYas Ha BOIPOCHI MHCTAJIATOPA, UCIONb3yiiTe daitn /tmp/<findface-installer-*>. json. 3amycTure
UHCTAJJIATOD CJAEAYIOME KOMaHIO0Ii:

sudo ./findface-security-and-server-4.4.run -f /tmp/<findface-installer-*>.json

IIpumep daitra /tmp/<findface-installer-*>. json MOXKHO TOCMOTPETH B pasmeiie Datin ¢ napamempamu
YCMaHOGKU.

Baxkno: st Toro urobst coxpanuts copmectuMocThb FindFace Security co cpeoit ycraHOBKH, HACTOSTETLHO
PEKOMEH/IyeTCs OTKJ/IIOYNTh aBTomMarmdeckoe obnosienne Ubuntu. B sTom ciydae BbI cMOxkeTe OOHOBJIATH
OC BpyuHYI0, KOHTPOJIUPYSI IPOTECC OOHOBJIEHHS OTIEJIHHBIX TAKETOB.

,Z[JIH OTKJIIOYEHMsI aBTOMATH4IecKoro oononjieHuss Ubuntu BeimosanuTe CJIeIyromue KOMaH/Ibl:

sudo apt-get remove unattended-upgrades
sudo systemctl stop apt-daily.timer

sudo systemctl disable apt-daily.timer
sudo systemctl disable apt-daily.service
sudo systemctl daemon-reload

1.5.4 YcraHoBKa mMmopgeneil HelipoOHHbIX ceTe

st o6Hapy keHus U MIeHTUMDHUKAIAN JIAL 1 UX aTpubyToB (110JI, BO3PACT, SMOIMH, 6OPO/IA, OUKH, MEIUIUH-
cKkas Macka u T. J1.) findface-extraction-api ucrosb3yer HEHPOHHBIE CETH.

Ecin HeobxoaumM pydHOI 3aIlyCK yCTAHOBKHU MOJIEJIeHl, BBIIOJHUTE CJIEIYIONIE TeHCTBUS:

1. Bamycrture moarorossennsiit daitn findface-security-and-server-4.4.run.

sudo ./findface-security-and-server-4.4.run

2. Tun ycranoBku: Fully customized installation.

3. Broibepure ycranasimBaembiii kommoneHT FindFace Security: findface-data. s aroro cHadasa cHu-
MHTE BBIJIEJIEHUE CO BCEX KOMIIOHEHTOB, BBeJld B KOMAHJIHOW CTPOKE -*, 3aTeM BBEJUTE MOPSIKOBBII
HOMEp KoMmIoHeHTa: 1. BBenure done st coxpaHneHusi BHIOOpa UM I€PEX0Ja K CJIEAYIOMEMY IIary.

4. Bwibepure momenu mis ycranoBku. [locse aToro mporecc ycTaHOBKHU OyJIeT aBTOMATHIECKN 3aIlyIIeH.
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ITpumeuanme: Bbl MoOXeTe HAWTH YCTAHOBJIEHHBIE MOJEJIU JJIs PACIIO3HABAHUS JIUI[ U ATPUOYTOB JIUI| B
Karasorax /usr/share/findface-data/models/face/ u /usr/share/findface-data/models/faceattr/
COOTBETCTBEHHO.

1ls /usr/share/findface-data/models/face/
ifruit_160.cpu.fnk ifruit_160.gpu.fnk ifruit_320.cpu.fnk ifruit_320.gpu.fnk

1ls /usr/share/findface-data/models/faceattr/

age.vl.cpu.fnk beard.vO.cpu.fnk emotions.vl.cpu.fnk gender.v2.cpu.fnk glasses3.v0.cpu.fnk
—liveness.alleyn.cpu.fnk liveness.v3.cpu.fnk medmask3.v2.cpu.fnk quality.vl.cpu.fnk
age.vl.gpu.fnk beard.v0.gpu.fnk emotions.vl.gpu.fnk gender.v2.gpu.fnk glasses3.v0.gpu.fnk
—liveness.alleyn.gpu.fnk liveness.v3.gpu.fnk medmask3.v2.gpu.fnk quality.vl.gpu.fnk

1.5.5 lNMonHocTblo HacTpaMBaemas ycTaHOBKA

Koncoubnsiit nacrasuiarop FindFace Security mpegocrasiisier HECKOJIBKO BADUAHTOB YCTAHOBKU, B TOM YKC-
JIe TIOJIHOCTBIO HACTPAMBAEMbBIA BapuaHT (YCTAHOBKY OTJE/IHHO BLIOPAHHBIX NMakeToB). JlaHHBIA Bapuant B
OCHOBHOM WCIIOJIb3yeTcCsi Ipu pasBeprhiBanuu FindFace Security B cuibHO paciipeiesieHHON cpejie.

s 3aIrycKa MOJHOCTHIO HACTPAMBAEMOM YCTAHOBKM HY?KHO OTBETUTH HA BOIPOCHI MHCTAJISTOPA CIIEILYTIO-
M 006Pa30oM:

e YcranaBiuBaeMblil TpoayKT: FindFace Security.
e Tum ycranoBku: Fully customized installation.

e YcranasiuBaembie KomrnouenTsl FindFace Security: mist Toro 9Tobbl BEIOpaTh HYZKHBIE, CHAYAA CHU-
MHATE BBIZEJEHNE CO BCEX KOMIIOHEHTOB, BBEJS B KOMAHHOH CTPOKE -*, 3aTeM BBEJHUTE IIODPSIKO-
BbIE HOMEpA HYKHBIX KOMIIOHEHTOB 4Uepe3 mpobes, Hanpumep: 1 7 (st Boibopa findface-data u
findface-extraction-api), 13 (findface-tarantool-server) wau 9 (findface-upload). Beemure
done /Jij1s1 COXpaHEHUsI BHIOOPA U IIEPEX0/Ia K CJIEAYIONIEMY IIary.

e CBs3aHHbIe BOIPOCHI, Takue Kak kak Tun yckopeausi: CPU uaun GPU.

1.5.6 TunuyHas ycTaHoBKa B Kfnactepe

Janubiii pazmen mocssiiieH paspeprbiBanuio FindFace Security B KitacrepHoii cpese.

CoBetr: FEcnu nocse npourenusi TaHHOrO pas3jesia y BAC OCTAJIUCH BOIPOCHI, HE CTECHSHTECH 33/aTh HX
HaIIMM dKCIlepTaM 10 ajpecy support@ntechlab.com.

PassepreiBanue FindFace Security B kitactepe MoxKeT OBITH HEOOXOIUMO IO CJICAYIOMIUM TPUINHAM:
e Hy:xmo pacupesenTh BBICOKYIO HATPY3KY IIpu 00pabOTKe BHUIEO.

e Tpebyercss ob6paboTKa BUIECOMOTOKOB OT T'PYIIILI KAMED B MecTe MX (DU3UTECKOTO PACIIOIOKEHUSI.

ITpumeuanme: AKTyaJbHO JJIs ceTell TOCTUHUI], MATA3UHOB, IPU HAJIMYUN HECKOJBKUX MIPOXOIHBIX B
OJTHOM 3JIaHUU U JIP.

CmM.TakxKe:

Ipusaska epynno. kKamep x sxzemnaapy findface-video-worker
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e Hy>xHO pacrpeiesuTh BBICOKYIO HATPY3KY IIPU U3BJIEYEHUN OMOMETPHUYECKHX O00PA3IOB.

e B noucke 3a/1eiicTBOBAHO HOJIBINOE KOJMYECTBO JINIL, 9TO TPeOyeT peasin3aiuy pPacipeie/ieHHON 6a3b
JAHHBIX.

Ilepen Tem Kak TpUCTYIUTH K Pa3BEPTHIBAHUIO, IOCTPOITE aAPXUTEKTYPHYIO CXEMY C y4eToM OymyIneil Ha-
IPY3KH CHCTEMbI U BBIJEJIEHHBIX 0/ Hee allapaTHeIX pecypcoB (cMm. Cucmemmnvie mpebosanus). Hanboee
PaCIIPOCTPAHEHHOI CXEMOM SIBJISIETCS CJIETYIOIIAs:

o llenTpanbHBINl cepBep € yCTaHOBJIEHHBIMU KoMIoHeHTaMn findface-ntls, findface-security,

findface-sf-api, findface-video-manager, findface-upload, findface-video-worker,
findface-extraction-api, findface-tarantool-server, a TakzKe CTOPOHHUM IIPOIDAMMHBIM
obecrieyeHneM.

e HecKOJIbKO JIONIOJIHUTE/IbHBIX CEPBEPOB [jisi OOPADOTKH BUJEO C YCTAHOBJIEHHBIM KOMIIOHEHTOM
findface-video-worker.

e (IIpu meobxomumocTn) HecKoMbKO MONOIHUTENBHBIX CePBEPOB JJisl U3BJIEYEHUsT OMOMETPUIECKUX 00-
pas3IoB C yCTaHOBJICHHBIM KOMIIOHeHTOM findface-extraction-api.

o (ITpu meobxomumocTu) JonoHUTEIbHBIE CepBEPhI 6a3bl JAHHBIX ¢ HECKOJbKUME Hiapgamu Tarantool
Ha KaXKJIOM.

MHcrpyKkiuy B HACTOSINEM pasjiesie IIPUBEJIEHBl JIJIsi OIMCAHHON BbIle HauOOJIee WacTO BCTPevaloniedi-
Ccs CXeMBbI Pa3BePThIBAHUS B KJjacTepe. B BBICOKOHAIDYKEHHBIX CHCTEMAaX TaKXKe MOYKET ITOTPebOBAThH-
cs1 pacupeneautb obpaborky API-3ampocos, T. e. opraHmzoBaTh HECKOJIHKO cepBepoB findface-sf-api u
findface-video-manager. B 3ToM ciydae pyKOBOJACTBYHTeCh MHCTPYKIMAME B pazzesne [loanocmuvio wa-
CMPau6aemas YcmaHo6Ka.

PaszseproiBanne FindFace B kiracTepHoii cpesie COCTOUT U3 CIIEAYIOMINX ITAIOB:

o Passepmuieanue yeHmpaioHo2o cepeepa

e Pazsepmuisarue cepeepos obpabomku 6udeo

o Pazsepmuisarue OBUOMEMPUUECKUT CEPBEPOS

o Pacnpedesenue 1azpysru mesncdy 6UOMEMPUNECKUMU CEPEEPAMU

e Opzanusayus pacnpedeserinoti 6adv, daHHLT

[ ] ][(LC'NL])()/[Z%‘LL cemes020 63aUMo0eticmeus,

Pa3BepTbiBaHWE LLEHTpPasibHOrO cepBepa

st pa3BepThiBaHus eHTpaibHOro cepsepa FindFace Security BbimosiHMTE Clteytoriue JeiicTBus:

1. Ha Beiuenmennom dusudeckom cepBepe ycmanosume FindFace Security n3 macTansasgTopa ciemyommm
obpazom:

e YcranasiubaeMblil nponyKT: FindFace Security.

e Tun ycranoskn: Single server, multiple video workers. B srom ciyuae FindFace Security
Oy/ieT yCTAaHOBJIEH B Ka4eCTBe IEHTPAJILHOIO CepBepa U HACTPOEH HA B3AUMO/IEHCTBHUE C JOIOJIHU-
TEJBbHBIMI YyIaJICHHBIMU dK3eMmiapaMu findface-video-worker.

e Tun yckopenus findface-video-worker (ua nenrpaasaoMm cepsepe): CPU wiu GPU, B 3aBucn-
MOCTHU OT KOH(Urypamnuu 000pyI0BaHUs.
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e Tun yckopenns findface-extraction-api (Ha menTpassaoM cepsepe): CPU wimu GPU, B 3aBu-
CUMOCTH OT KOH(UTYpAIu 000pyI0BaHUS.

o 3aBepiierny ycTaHOBKY B KOHCOJIH OY/IET BBIBEI€HA NH(MDOPMAIIHS, HEOOXOIMMAsT JJIs UCIIOJIB30BaHUS
FindFace Security:

HERBRBRRARBRRRRARRRRARRRE R B BB BRRRRIRBRRARRRRARRRBRBRRRABRRRARRRRA R BB RS
# Installation is complete #
RERBRBRRARBRRRRARRRRARBRRRRRRRARRRRABRRRRARBRRARBRBRRRRRARRRRARRBRARRBRA RS
- upload your licemse to http://172.20.77.17/#/license/
- user interface: http://172.20.77.17/

superuser: admin

password: admin

documentation: http://172.20.77.17/doc/

2. 3arpysure  aitn  JsmneHsun  depe3  BeO-mHTepdeiic  IeHTpajgbHOrO  cepBepa  http://
<IP_agmpec_cepBepa>/#/license. [lyis goctyma B BeO-unHTepdeiic MCHOMB3YHTE JIOTUH U IAPOJIb
aJIMAHHACTPATOPA, BbIBEJEHHBIE B KOHCOJIN.

IIpumeuanme: IP-agpec cepsepa B ccbiikax na BeO-unTepdeiics FindFace mmeer Bum 127.0.0.1
nin <IP _anpec_ B ceTm>>, B 3aBHCUMOCTH OT TOTO, IPUHAJJICXKUT JIU CEPBEP K CETH.

Baxkno: He unepenasaiite nannsie superuser (Cyuep Ajamunucrparopa) rperbuM JjunaM. s aavu-
HUCTPUPOBAHUSI CUCTEMBI CO3/iaiiTe Ha3HAaYaeMoro ajmuaucrparopa. OTindne Ha3HATAEMOTO aJIMAHU-
crparopa or Cynep AJMUHHCTPATOPA B TOM, UTO IOCJIETHUI HE MOXKET JIUIIUTHCS [IPaB aJIMIHUCTPA-
TOpa JaxKe IIPU CMeHe POJIN.

3. Paspermmure sinnen3upyeMbiM cepBrcaM obpamaTbes K cepBepy JautieHsuposanus findface-ntls c jo-
6oro IP-anpeca. s aroro, orkpoiite daitsn kondurypanuu /etc/findface-ntls.cfg u ycranosure
listen = 0.0.0.0:3133.

sudo vi /etc/findface-ntls.cfg

## Address to accept imcoming client comnections (IP:PORT)
## type:string env:CFG_LISTEN longopt:--listen
listen = 0.0.0.1:3133

PasBseprbiBaHue cepBepoB 0bpaboTkn Buaeo
Ha nomosmurenbHOM cepBepe /st 00pabOTKU BUIEO ycTaHoBUTe dk3eMIidp findface-video-worker, py-
KOBOJICTBYSICH N0ULG206bMU UHCmMpyKyuimt. OTBEThTe HA BOIPOCHI HMHCTAJISITOPA CJIE/LYIONIM 00pa30M:

e YcranasiupaeMbliil npoayKT: FindFace Video Worker.

e Tumn yckopenust findface-video-worker: CPU win GPU, B 3aBucumocTu ot KoHdUrypamuu obopy-
JIOBAHUSI.

e FindFace Security IP address: IP-ajpec 1ieaTpajibHOrO cepsepa.

TTocse sToro nporiece ycranoBku OyieT aproMmarndecku 3amyiner. OTBeThl Ha BOIIPOCH MHCTAJLISTOPA OYIyT
coxpanenbl B daiti /tmp/<findface-installer-*>.json. Vcmons3yiiTe manubiii ¢aita, 9T0OB yCTAHOBATH
FindFace Video Worker Ha Apyrmx cepBepax, He OTBeYas Ha BOIMPOCHI MHCTAJLISATOPA TOBTOPHO. [Ij1s1 3TOTO
3allyCTUTe NHCTAJIATOP KOMaHJIOM:
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sudo ./findface-security-and-server-4.4.run -f /tmp/<findface-installer-*>.json

IIpumeuanune: Ecim findface-ntls u/mwin findface-video-manager yCTaHOBJIEHbI HA JIPYTHUX
cepBepax, dem findface-security, ykaxxure ux [P-aapeca mociste ycramoBku B (aite koHbU-
ryparnuu findface-video-worker.

sudo vi /etc/findface-video-worker-cpu.ini
sudo vi /etc/findface-video-worker-gpu.ini

B napamerpe ntls-addr ykaxkurte [P-azpec cepepa findface-ntls.

’ntls—addr=127.0.0.1:3133 ‘

B napamerpe mgr-static ykaxure IP-agpec cepsepa findface-video-manager, KOTOpPBIii Oy/eT
obecrieunBath findface-video-worker HACTPOHKAME M CIUCKOM BHJIEOMOTOKOB JJisi OOPabOTKH.

’mgr—static=127.0.0.1:18811 ‘

Pa3sepTbiBaHne bMomeTpnyecknx cepsepos

Ha

JOIIOJITHUTEJIbHOM CcepBepe JId U3BJICYCHUA 61/IOMeTpI/I‘IeCKI/IX 06pa3u013 YCTaHOBHUTE 3IKIEMILJIIAPD

findface-extraction-api u3 KOHCOJILHOIO mMHCTa/LIATOpa. OTBETBTE HA BOIPOCHI MHCTAJLIATOPA CJIEJLY-
OIUM 00pPa3oM:

VcranasiauBaeMblit mpoaykT: FindFace Security.
Tun ycranosku: Fully customized installation.

YcranaBiauBaemble koMmioneHTbl FindFace Security: findface-extraction-api u findface-data.
st TOoro 9TOOBI UX BRIOPATH, CHAYAJIA CHUMUTE BBIJEJICHIE CO BCEX KOMIIOHEHTOB, BBE/IsI B KOMAH THOM
CTPOKEe -*, 3aTeM BBeguTe IOopaAnkobble HOMepa findface-extraction-api m findface-data 4depes
npoben: 1 7. Beeaure done s coxpameHns: BRIOOpa 1 MEPeXoaa K CAEIYIONEMY Iary.

Tun yckopenns: findface-extraction-api: CPU mwim GPU.

HeobxomumocTs B mamenenun aiiia koudurypanun findface-extraction-api: ykaxwure IP-ampec
cepBepa findface-ntls.

Ycranapiauaemble Mogesn Hefiponubix cereil: CPU/GPU-momensb s u3Biedenus GHOMeTPUYECKUX
JaHHBIX Jnna (obs3aresnbha s ycranosku) u (onmmonaasro) CPU/GPU monenn jyist pacnosHa-
BaHUsl I10JIa, BO3PACTa, IMOIUN, OYKOB, OOPOJBI U MEJIWIMHCKONW Macku. /[yt Toro 4robbl BBIOpaTH
Hy>KHBIE MOJIEJIA, CHaYaJa CHIMUTE YCTAHOBJIEHHOE 110 YMOJIYAHUIO BBIJEJIEHUE BCEX MOJIEJIEi, BBEIs
B KOMAHJIHOW CTPOKE -*, 3aTeM BBEIUTE MOPSIKOBbIE HOMEpa HYXKHBIX MOjeseil depes mpobesi, Ha-
npumep: 8 2 st Beibopa coorBercrBenno GPU-momenu jist m3BjiedeHus: OGMOMETpUIeCKIX JAHHBIX U
GPU-mozesu 17151 paciio3HaBaHus Bo3pacra. Beeure done i1 COXpaHEeHUsI BHIOOpa U IepeXojia K CJie-
JIYIOIIEMY TIary. ¥JI0CTOBEPbTECh, UTO JJIsl KaXKJI0i MOJIe/ i BbIOpaH mpaBuibHbIl Tuil yckoperus CPU
wimt GPU: on noyken coBmagarh ¢ TuoM yckopenus findface-extraction-api. Obparure BHEMA-
uue, aro findface-extraction-api ma CPU moxer paborars Tonbko ¢ CPU-Mmopmensimu, B TO Bpems
kak findface-extraction-api ma GPU nomgepxusaer kak CPU-, tak u GPU-monenu. Iogpobuee
cM. Pacnosnasanue ampubymos auya.

JloCTyIIHBI CJIETYIONTNE MOJIEIH:

1.5.
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ATpunbyT nuua VYckope- | lMaker
Hue
OGuoMeTpusl JIu- CPU findface-data-ifruit-320-cpu_ 3.0.0 _all.deb findface-data-ifruit-160-
a cpu_3.0.0_all.deb
GPU findface-data-ifruit-320-gpu_3.0.0 _all.deb findface-data-ifruit-160-
gpu_3.0.0_all.deb
BO3PaCT CPU findface-data-age.vl-cpu_3.0.0 all.deb
GPU findface-data-age.vl-gpu_3.0.0 _all.deb
T10JT CPU findface-data-gender.v2-cpu_3.0.0 all.deb
GPU findface-data-gender.v2-gpu_3.0.0 _all.deb
IMOIUN CPU findface-data-emotions.vl-cpu_3.0.0 _all.deb
GPU findface-data-emotions.v1l-gpu 3.0.0 all.deb
OUKH CPU findface-data-glasses3.v0-cpu_3.0.0 _all.deb
GPU findface-data-glasses3.v0-gpu_3.0.0 _all.deb
6opota CPU findface-data-beard.v0-cpu_3.0.0 _all.deb
GPU findface-data-beard.v0-gpu_3.0.0 all.deb
MeIUIIHCKAST CPU findface-data-medmask3.v2-cpu_3.0.0 all.deb
MacKa GPU findface-data-medmask3.v2-gpu_3.0.0 _all.deb

ITocste aToro nporecc ycranoBku OyieT apromarnyeckn 3amyiined. OTBEThI Ha BOIPOCHI HHCTAJLIATOPA Oy 1y T
coxpanenbl B daiti /tmp/<findface-installer-*>.json. Ucmons3yiiTe manubiii ¢aita, 9T00B yCTAHOBATH
findface-extraction-api Ha JAPYTIUX cepBepax, HE OTBeYas Ha BOIPOCHI MHCTAJIATOPA IIOBTOPHO.

sudo ./findface-security-and-server-4.4.run -f /tmp/<findface-installer-*>.json

Ilocne pasBepThIBaHUS OHOMETPHYECKUX CEPBEPOB pacnpedenume MeXKIy HUMH HAIPY3KY.

PacnpegeneHme Harpy3km mexay 6VIOMeTpI/I‘-IECKI/IMI/I cepsepammn

Pacupenenenne Harpysku mMexxiay HECKOJIBKAME OMOMETPUYIECKUMHU CEPBEPAMU BBIMOJIHIETCS depe3 Oasian-
CHPOBIIUK HArpy3Ku. [IpuBeennas Huzke MOMArOBas HHCTPYKIWS JEMOHCTPUPYET DAIAHCUPOBKY HATPY3KU
¢ TOMOIIBIo nginx B pexkume round-robin mist 3-x sk3emiisgpos findface-extraction-api, pacrosoxen-
HBIX Ha Pa3/INYHBIX (pusndeckux ceppepax. OuH 3K3eMILIsIP YCTAHOBJIEH Ha IeHTpaJibHOM cepBepe FindFace
Security (172.168.1.9), 2 Apyrux Ha JONOJHATEILHBIX yIAJEHHBIX cepBepax (172.168.1.10, 172.168.1.
11). Ecyiu B cucreme npucyTcTByeT GoJIbIee KOJIMIECTBO OMOMETPUIECKUX CEPBEPOB, 6aIaHCUPOBKA HATDY3KH
BBIIOJIHACTCA 10 aHAJIOTAM.

Coser: Brbl MoXKeTe UCIIOJIBL30BATEL JIIOOOI yﬂO6HbIIU/I BaM 6aJIaHCI/IpOBH_H/IK HaIr'py3KH. PyKOBO,HCTBO II0 ero
HCIIOJIb30BAHUIO UIITUTE B COOTBeTCTByIOH_[eIU/I CHpaBO‘IHOfI JAOKYMEHTAITUU.

s GaslaHCUPOBKYU HArpy3Kdn Mexky dK3emiuiipamu findface-extraction-api BBIIOJIHATE CJIEYIOIIHE
JefiCcTBUS:

1. Ha3Haque T. H. C€pBep MJII03a JIJId 6aJIaHCI/IpyeMOIU/I TPYIIIIbI 6I/IOM€TpI/I‘IeCKI/IX CepBEPOB. %0 MOZKeT
craTh neHTpabHblil cepBep FindFace Security (pexomenyercst) uim jito6oii Ipyroii cepsep ¢ yeTaHOB-
JIEHHBIM Nginx.

Baxkuo: Bawm HyzkHO Oynier ykazars [P-ajipec miio3a npu Hacrpoiike pacnpedesernoti cemu FindFace
Security.
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CoBeT: Bbl MOXkKeTe ycTaHOBUTH NEINX CJIEAYIONIM 00Pa30M:

sudo apt update
sudo apt install nginx

2. Ha cepsepe numo3a co3maiite HOBBIN (aitn kornduryparun Nginx.

sudo vi /etc/nginx/sites-available/extapi

3. Berasbre cieiyionmii TeKCT B co3aHublii daiin koudurypamuu. B aupekruse upstream (upstream
extapibackends) 3amenure npumepuble IP-agpeca Ha akryasbubie IP-anpeca 6uomerpudeckux cepse-
poB. B mupekTuBe server B napamerpe listen ykayKuTe HOMED CJIYIIAIOIIErO [IOPTa CEPBEPA IILIIO3A.
Bawm morpebyercst yKaszaTh JaHHBIA TOPT IIPU HACTPOIiKe pacnpedesennot cemu FindFace Security.

upstream extapibackends {
server 172.168.1.9:18666; ## " findface-extraction-api " on principal server
server 172.168.1.10:18666; ## 1st additional extraction server
server 127.168.1.11:18666; ## 2nd additional extraction server
}
server {
listen 18667;
server_name extapi;
client_max_body_size 64m;
location / {
proxy_pass http://extapibackends;
proxy_next_upstream error;
}
access_log /var/log/nginx/extapi.access_log;
error_log /var/log/nginx/extapi.error_log;

4. BxirounTe 6a1aHCUPOBINUK HAIPY3KHU B NEinX.

sudo 1n -s /etc/nginx/sites-available/extapi /etc/nginx/sites-enabled/

5. IlepesamycTute nginx.

sudo service nginx restart

6. Ha menTpaJsbHOM cepBepe n KazKJ/IOM U3 JIOIOJHUTEILHBIX OMOMETPUYECKUX CEPBEPOB OTKpOiiTe aiii
koudurypanuu /etc/findface-extraction-api.ini. 3amenunre ajgpec localhost B mapamerpe listen
Ha aJipec, KOTOPBIil BbI yKa3aJ/Iu JI0 9TOr0 B JUPEKTUBe upstream extapibackends daiiia KoHpUrypa-
mun Nginx /etc/nginx/sites-available/extapi. B mamem npumepe ajipec 1-ro JI0MOJTHATEIHHOTO
OMOMETPHIECKOT0 CEPBEPA JOJIZKEH OBITh 3aMEHEH Ha CJIeLyIONInii:

sudo vi /etc/findface-extraction-api.ini

listen: 172.168.1.10:18666

7. Ilepezanycture findface-extraction-api Ha IEHTPAJIHLHOM CEPBEPE U KAXK/IOM JOMOJHUTEILHOM 610-
METPUIECKOM CEPBEpE.

sudo systemctl restart findface-extraction-api.service

Bamancuposka Harpysku ycrermno HacrpoeHa. He 3a0ympre ykazarh akTyaabHbIN [P-agpec u cirymaronuit
IOPT CepBepa ILI03a IIpnu HAcCTpoiike pacnpedenennoti cemu FindFace Security.
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Opranusauyusa pacnpegeneHHoin 6a3bl gaHHbIX

Kommonenr findface-tarantool-server coeguHsier 0a3y JaHHBIX larantool w  KOMIIOHEHT
findface-sf-api, mepemaBas pe3ysbTaThl MMOUCKA OT 0a3bl JaHHBIX B findface-sf-api misa manbreiimeit
obpaborku. [Ijas yBenndeHUs CKOPOCTH TMOMCKA Ha KaXKJIOM cepBepe ¢ 0asoit jgamubix Tarantool moryT
OBITH CO3/IAHBI MHOIOYHC/EHHBIE cerMeHTHl (mapapl) findface-tarantool-server. lIx mnapasuresnbHOe
(BYHKIMOHUPOBAHUE ITPUBOIUT K 3HAYUTETBHOMY YBEJIUIEHUIO TPOM3BOAUTEIbHOCTH. KaXK Iplii 1ap1 MozKeT
obpabareiBaTh mpubau3uTesbHo 10 10 000 000 swur. [Ipm passepreiBanum findface-tarantool-server
73 MHCTAJUISITOPA IMaPIbl CO3AI0TCS aBTOMATUYECKH C YIETOM AalapaTHOil KOoHMuUrypamun (puanaecKoro
cepsepa.

s Toro 4ToOBI pacupeeuTh OMOMETPHYECKYIo 0a3y maHHBIX, yctaHoBuTe findface-tarantool-server
Ha KaXKJI0M cepBepe 6a3bl janHblX. OTBEThTE HAa BOIPOCHI HHCTAJLISITOPA CIASIYIONIIM 00pa30M:
e YcranaBimBaeMbIil TpoayKT: FindFace Security.

e Tun ycranosku: Fully customized installation.

e YcranaBinuBaeMble koMmioneHTbl FindFace Security: findface-tarantool-server. /st TOro 4ro0bI
ero BeIOpaTh, CHaYajla CHUMWTE BBIJIEJIEHHE CO BCEX KOMIIOHEHTOB, BBEJsi B KOMAHJIHON CTPOKe -*,
3aTeM BBeJIUTE MOPsi/IKOBBIi HOMep findface-tarantool-server: 13. Beequre done it coxpaHeHUst
BBIOOpA U Iepexojia K CJIEAYIONEMy Imary.

TTocste aroro mporiece ycranoBku OyieT apromarndecku 3amyiined. OTBEThI Ha BOIMPOCHI HHCTAJLISITOPaA Oy 1y T
coxpaneHsbl B daitn /tmp/<findface-installer-*>.json. Vcnosns3yiiTe nanuselii ¢aiiia, 4ToObl yCTAHOBUTH
findface-tarantool-server na JApyrux cepsepax, He OTBe4Yasd Ha BOIPOCHI HHCTAJLIATOPA IIOBTOPHO.

sudo ./findface-security-and-server-4.4.run -f /tmp/<findface-installer-*>.json

B pesyabrare ycranoBku mapgbl findface-tarantool-server OyayT aBTOMATHYECKH YCTAHOBJIEHBI B KOJIM-
gectBe N = min(max(min(mem_mb // 2000, cpu_cores), 1), 16 * cpu_cores). T. e. KoIU4ecTBO PABHO
pa3mepy omeparuBHoil namsTu B M6, pasnemennomy aHa 2000, mn KoJndecTBY (PU3NIECKUX SAEP MPOIECCO-
pa (Ho He MeHee 1 mapza), win ke KOJU4eCTBy (DU3MYECKUX siJIEP IPOLECccOpa, YMHOXKEHHOMY Ha 16, ecsin
IepBoe MOy IeHHOE 3HaYeHne OOIbIIe.

Ob6sizaTenbro yraxkute [P-agpeca u mopThl mapaoB npu HacTpoiike pacnpedesennoti cemu FindFace Security.
s TOoro 9Tobs! y3HATH HOMEPA MMOPTOB, HA KAXKIOM cepBepe 0a3bl JaHHBIX BBIIOJIHATE CJIEILYIONLYI0 KOMAaH-

AY:

sudo cat /etc/tarantool/instances.enabled/*shard* | grep -E ".start|(listen =)""

Byner Bo3Bpairien cieyromnmii pe3ysibrar:

listen = '127.0.0.1:33001",
FindFace.start("127.0.0.1", 8101, {

listen = '127.0.0.1:33002",
FindFace.start("127.0.0.1", 8102, {

Howmepa mopros mapmaoB ykasanbl B cekiinn FindFace.start: 8101, 8102 u T. 1.

Hacrtpoiika ceteBoro B3aumopgeiicteus

TTocne pazBeproeiBanns kommonenToB FindFace Security macrpoiite nux B3anmoseiicrsue mo ceru. BoimoHuTe
caeayomye neicTBUs:

1. Orkpoiite daitn koudurypanun /etc/findface-sf-api.ini:
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sudo vi /etc/findface-sf-api.ini

SBajaiiTe ciaemyionye mapaMeTpol:

extraction-api

MNapameTp Onucanne
extraction-api | IP-anpec u caymatommit opT cepBepa, sBJISIOMEroCs W.A1030M sl OUOMeTpu-
-> YECKUX CEPBEPOB C HACTPOEHHOU HAJIAHCUPOBKON HAIDY3KU.

storage-api

IP-agpec u nopr macrepa mapmaa findface-tarantool-server. OcrajibHble

-> shards -> | map/ bl IPONUCKHIBAIOTCS IO AHAJIOTUH.
master
upload_url Iyt B WebDAV nginx, mo koropomy B komioneHT findface-upload OymyT

OTIIPABJISITHCS UCXOTHBIE N300paskeHNsT, MUHHATIOPHI U HOPMAJIM30BaHHbIE N300~
pakeHus JIAIL.

webdav:
upload-url: http://127.0.

shards:
master:

slave:

master:

slave:

master:

slave:

master:

slave:

master:

slave:

master:

slave:

extraction-api:
extraction-api: http://172

storage-api:

http://172.168.

http://172.168.

http://172.168.

http://172.168.

http://172.168.

http://172.168.

0

1

1

1

1

.168.1.9:18667

.1:3333/uploads/

.9:8101/v2/
.9:8102/v2/
.12:8101/v2/
.12:8102/v2/
.13:8102/v2/

.13:8102/v2/

2. Orkpoitre daitn kouduryparun /etc/findface-security/config.py.

sudo vi /etc/findface-security/config.py

SBamaiiTe ciemyomnye mapaMeTphl:

1.5. PaseeprtbiBanue FindFace Security
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Mapa- Onucatue
MeTp
SERVICE| HRTERNAL rADDRERE, FindFace Security, sBstiornumest npuopurernbiM jyist Genetec n Be6-
xykoB. Eciin napameTp He 3a/1aH, CCTeMa UCIOJb3YeT 1 pabOThI ¢ JAHHBIM (DYHKIINOHA-
stom EXTERNAL_ADDRESS. /Iyt ucnionibzoBanust Genetec u BeOXyKOB 00s13aT€JIBHO YKAYKUATE
1o Kpaiineii Mmepe opun u3 napamerpos SERVICE_EXTERNAL_ADDRESS/ EXTERNAL_ADDRESS.
EXTERNAL (fNDRESSanbH0) IP-ampec mim URL, Koropbiii mcmosb3yercss [gist JoCTyma K - Beb-
untepdeiicy FindFace Security. Eciiu mapamerp He 3aj1aH, cucreMa aBTOMATUIECKH OIIpe-
gesisier ero kak paemHui [P-anpec. st mocryma B FindFace Security Ber moxkere ucriosib-
3oBarh 00a [P-agpeca: kak aBroonpee/ieHHbIH, Tak u yka3anubiii B EXTERNAL_ADDRESS.
VIDEO_DETESTARMEGKENTOKEH M yKaKUTE ero B JIAHHOM IapaMeTrpe, 9ToObl aBTOPU30BATbL MOJIYJIb
BUJIEOIETEKITIH JIAII.

VIDEO_MANRGERpADDREBBpa findface-video-manager.

NTLS_HTBPUREpec cepBepa findface-ntls.

ROUTER_UHnemmuuit IP-agpec cepsepa findface-security, KoTopslit Oy/eT mosydaTsb oOHADYKEH-
Hble JHIa 0T dK3eMiuapa(oB) findface-video-worker.

SF_API_ADPRESPec cepBepa findface-sf-api.

EXTRACTIAF-ARpec u cayIIaloOnuii IOPT CEPBEPA, SIBJSIONIETOCS ULAI030M JIJIs OHOMETPUIECKUX Cep-
BEPOB C HACTPOEHHO OaJIAHCUPOBKOI HATDY3KHU.

sudo vi /etc/findface-security/config.py

# SERVICE_EXTERNAL_ADDRESS prioritized for webhooks and genetec
SERVICE_EXTERNAL_ADDRESS = 'http://localhost'’
EXTERNAL_ADDRESS = 'http://127.0.0.1"'

FFSECURITY = {
'VIDEO_DETECTOR_TOKEN': '7ce2679adfc4d74edcf508beadd67208",

'"EXTRACTION_API': 'http://172.168.1.9:18667/"',
'VIDEO_MANAGER_ADDRESS': 'http://127.0.0.1:18810',

'"NTLS_HTTP_URL': 'http://127.0.0.1:3185',
'"ROUTER_URL': 'http://172.168.1.9',

'"SF_API_ADDRESS': 'http://127.0.0.1:18411"',

Ha sTom ycranoeka FindFace Security B KjiacrepHoii cpejie OyaeT 3aBeplleHa.

Baxkno: st Toro urobst coxpanuts copmectuMocThb FindFace Security co cpesoit ycraHOBKH, HACTOSTETLHO
PEKOMEH/IyeTCs OTKJ/IIOYNTh aBromarndeckoe obnosienne Ubuntu. B sTom ciydae BBl cMOxkeTe OOHOBJIATH
OC BpyuHYI0, KOHTPOJIUPYSI POTIECC OOHOBJIEHUS OTIEIHHBIX TTAKETOB.

,I[JIH OTKJIIOYEHMSI aBTOMATH4IeCKOro ooHonjieHuss Ubuntu BelmosanuTe CJIeIyrommue KOMaH/Ibl:

sudo apt-get remove unattended-upgrades
sudo systemctl stop apt-daily.timer
sudo systemctl disable apt-daily.timer
sudo systemctl disable apt-daily.service

(continues on next page)

44 Fnasa 1. PykoBoACTBO CMCTEMHOro agMuHucTpaTopa




FindFace Security, Boinyck 4.4

(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

sudo systemctl daemon-reload ‘

1.5.7 Job6asneHune penosutopusi NVIDIA n ycranoska gpaisepos (Tonbko GPU)

FindFace Security na GPU rpebyer npeasapurenbhoii ycranosku apaiisepos NVIDIA.

Baxxno: Jlna Tekyteit Bepcuu mporpaMMHOr0 obecrietenns: 3To nvidia-driver-455 unn 6ojee mo3gHue
BepCHUH.

g nobasnenus: pernosuropust NVIDIA u ycranoBku JipaiiBepOB BBITOJHUATE CJIEIYIONUE JeHCTBUS:

1. Cozpaiire CIIMCOK PEIO3UTOPUEB.

’sudo vi /etc/apt/sources.list.d/cuda.list ‘

2. JlobaBbTe B CIIMCOK PEITO3UTOPHUEB CJIEIYIONLYIO CTPOKY.

’deb http://developer.download.nvidia.com/compute/cuda/repos/ubuntul804/x86_64 / ‘

3. BrimonHuTe ciieyrorniue KOMaH/IbI:

sudo apt-key adv --keyserver hkp://keyserver.ubuntu.com:80 --recv 7FA2AF80
sudo apt update
sudo apt install nvidia-driver-455

1.6 Obcny>knBaHmne n ycTpaHeHue HencrnpaBHoOCTel

1.6.1 O6Hosnenune FindFace Security po 4.4

Ilpenynpexxneume: Hauunas ¢ Bepcun 4.1, FindFace Security ucnoss3yer moByto Bepcuto Tarantool.
Buomerpuueckas 6a3a gannbix u3 npeapiymux sepeuii FindFace Security (4.0 u 6osiee pannux) HECOB-
MECTUMA c FindFace Security 4.3. IIpu o6HOBIeHUY 11pojTyKTa, j10 4.4 06s13aTeIbHO UCIIONIB3yiiTe (DYHK-
U0 Pe3ePeH020 KONUPOSAHUA / 60CCMaH08.AeHUA (CM. TIOJNHBIH aJTOPUTM HUKE).

s obHoesienus FindFace Security c jiroboit npeapbiayiieit Bepcun 70 4.4 BBITIOJHUTE CJIEIYIONIE JefACTBUS:

1. Otrkpoiite daitn kouduryparun findface-security. Coxpanure Jis HOCIEIYIONIEIO HCIOJIb30Ba-
HHUd 3HadYeHus cienyrommx napaMmerpos: EXTERNAL_ADDRESS, SECRET_KEY, VIDEO_DETECTOR_TOKEN,
ROUTER_URL.

# FindFace Security 4.2 and earlier
sudo vi /etc/ffsecurity/config.py
# FindFace Security 4.3

sudo vi /etc/findface-security/config.py

(continues on next page)

1.6. O6cnyxusaHue n ycrpaHeHue HeMCNPaBHOCTEN 45



FindFace Security, Boinyck 4.4

(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

EXTERNAL_ADDRESS = "http://172.20.77.58"
# use pwgen -sncy 50 1[/tr "'" "." to gemerate your own unique key
SECRET_KEY = 'c8b533847bbf7142102de1349d33alf6"

FFSECURITY = {
'VIDEO_DETECTOR_TOKEN': '381b0f4a20495227d04185ab02f5085f ',

'ROUTER_URL': 'http://172.20.77.58"',

2. OcranoBure cepBuc findface-security.

sudo systemctl stop findface-security*

3. CozpmaiiTe pe3epBHYIO KOIUIO OMOMETpUIeCKO Oa3bl JaHHBIX Ha OCHOBe Tarantool B J1000it BRIOpaHHO

JupekTopun, Harpumep, /etc/findface_dump.

Coser: Ho;Lp06Hee CM. P€3€]76H06 ronuposaHue U 60CCMAHOBAEHUE TPAHUNUUL darnwvir.

sudo mkdir -p /etc/findface_dump
cd /etc/findface_dump
sudo findface-storage-api-dump -config /etc/findface-sf-api.ini

. Ycranosute apt-penosuropuii ¢ HoBoil Bepcueii FindFace Security, ncrosib3ysi KOHCOJIbHBIN MHCTAJLISI-

TOP COTJIACHO MHCTPYKIIUU B I7.0M p(],f)’d&/l/(i.

. YcraHOBHTE IIaKeT pgbouncer CeyonuM 00pa3oM:

sudo apt update
sudo apt install -y pgbouncer

. Hns obroBienusi FindFace Security ¢ Bepcum 4.1.2 myim 6ojiee paHHel BBIIOJHUTE CJIEIYIONIE €

CTBUA:

1. IlpemocraBbre HaJIEXKHBI IAPOJIBL OJIb30BaTe 0 ntech (9T3glnXy9yx3y8MIGmIfbef3dia8UTc3
B IIpuMepe HuzKe). BHecuTe yueTHBIE JaHHBIE B CIIICOK IOJIb30BaTeNell pgbouncer.

echo '"ntech" "9T3glnXy9yx3y8MIGmIfbef3dia8UTc3"' | sudo tee -a /etc/pgbouncer/userlist.
—txt

2. Hacrpoiite pgbouncer. OTkpoiite daiin /etc/pgbouncer/pgbouncer.ini u mobasbre 6a3y gaH-
weix ffsecurity B paszen databases. Hacrpoiite ykazaHHble napaMeTpsl, KaK IIOKa3aHO B [IPU-
Mepe HIKe. OcrajbHble TapaMETPBI JTOJKHBI OBITh 3aKOMMEHTHPOBAHBI.

sudo vi /etc/pgbouncer/pgbouncer.ini

[databases]

ffsecurity = dbname=ffsecurity host=localhost port=5432 user=ntech
[pgbouncer]

pidfile = /var/run/postgresql/pgbouncer.pid

listen_addr = 127.0.0.1

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

listen_port = 5439

unix_socket_dir = /var/run/postgresql
auth_type = plain

auth_file = /etc/pgbouncer/userlist.txt
pool_mode = transaction
server_reset_query = DISCARD ALL
max_client_conn = 16384
default_pool_size = 20

syslog = 1

3. Ckonupyiite napospb mnojb3oBaress ntech (9T3glnXy9yx3y8MIGmIfbef3dia8UTc3 B npumepe). B
PostgreSQL ycTaHoBHTE CKOMUPOBAHHBIN TApOJIb it poau ntech. OTKpoiiTe MHTEpaKTHUBHBIM
tepmuHaJ PostgreSQL. IlosBurcs crpoka postgres=#. Ilociie 3Haka # BBeIUTE CIIEIYIONIYIO KO-
magy: ALTER ROLE ntech PASSWORD ‘<ckomnmpoBaHHHI Iapoib>’.

sudo -u postgres psql

postgres=# ALTER ROLE ntech PASSWORD '9T3glnXy9yxz3yS8MIGmIfbef3dta8UTc3’;

4. Yepes nHTEpAKTUBHBIN TepMuHa PostgreSQL cozmaiite 6a3y mauubix ffcounter B PostgreSQL.

postgres=# CREATE DATABASE ffcounter WITH OWNER ntech ENCODING 'UTF-8' LC_COLLATE='C.UTF-
—~8' LC_CTYPE='C.UTF-8' TEMPLATE template0;

5. Coszpaiite u HacTpoiiTe pghouncer.service.

sudo touch /etc/systemd/system/pgbouncer.service
sudo vi /etc/systemd/system/pgbouncer.service

Bcerasbre cnemyrormuit Ko

[Unit]

Description=Pgbouncer service

After=postgresql.service

Before=findface-security.service

[Service]

User=postgres

Group=postgres

ExecStart=/usr/sbin/pgbouncer "/etc/pgbouncer/pgbouncer.ini"
[Install]

WantedBy=multi-user.target

6. JobaBbre pgbouncer.service B aBTO3arpy3Ky U IE€pPE3aIlyCTUTE CEPBUC:

sudo systemctl enable pgbouncer.service
sudo systemctl restart pgbouncer.service

7. YcranoBure u3 penosurtopusi HoBble cepBuchl FindFace Security B cooTBeTCTBUE € TEKyIIElH apXuTeK-
TYPHOI CXeMOMA.

CPU-Bepcus:

sudo apt update

sudo apt install findface-security findface-security-ui findface-extraction-api findface-ntls,
—findface-sf-api findface-tarantool-server findface-upload findface-video-manager findface-
—video-worker-cpu findface-counter
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GPU-Bepcust:

sudo apt update

sudo apt install findface-security findface-security-ui findface-extraction-api-gpu findface-
—ntls findface-sf-api findface-tarantool-server findface-upload findface-video-manager,
—findface-video-worker-gpu findface-counter

Baxkno: Jlna FindFace Security 4.4 sa GPU nHeobxomumbr jpaiiBepsl nvidia-455 u cuda 11.1 u
6oJtee 1TO3/1HIE Bepcuu. Y 0eInTech, YTO YCTAHOBJIEHBI IPABUJIbHBIE BEPCUU IPANBEDPOB.

Bakno: B kakoit-To MOMeHT BaM OyJeT TpPEJIO?KEHO BLIOpPATb, KaKyl0 BepCcHio KoHbUrypa-
nuonnoro aitsia findface-security wucnosib3oBarhb. Boeibepure BapmanT Install the packages
maintainer’s version.

8. lobasbre cepBuc findface-counter B aBTO3arpysKy.

sudo systemctl enable findface-counter

9. Orkpoiite daitn woudbwuryparuun findface-security u BcTaBbTe B HEr0 COXPaHEHHBIE 3HA-
gyeHusi mapaMeTpoB EXTERNAL_ADDRESS, SECRET_KEY, VIDEO_DETECTOR_TOKEN u ROUTER_URL.
Sanonuure pasmes DATABASES mo amasormm: °PORT’: 5439, ‘USER’: ‘ntech’, ‘PASSWORD’:
‘9T3g1nXy9yx3y8MIGmOfbef3dia8UTc’ (maposb u3 /etc/pgbouncer/userlist.txt).

sudo vi /etc/findface-security/config.py

# Database is used by FindFace Security to store cameras,
# camera groups, watchlists and so on. Only PostgreS{L is supported.
DATABASES = {
'default': {
'ENGINE': 'django.db.backends.postgresql',
'DISABLE_SERVER_SIDE_CURSORS': True,
'NAME': 'ffsecurity',
'"PORT': 5439, 'USER': 'ntech', 'PASSWORD': '9T3glnXy9yx3y8MIGmOfbef3dia8UTc3',

# Use pwgen -sncy 50 1[/tr "'" "." to generate your own unique key
SECRET_KEY = '002231ccb690586£4d33e98322c591bb'

SERVICE_EXTERNAL_ADDRESS = 'http://172.20.77.58"'
# EXTERNAL_ADDRESS is used to access objects created inside FFSecurity via external links.
EXTERNAL_ADDRESS = 'http://172.20.77.58'

# findface-video-worker authorization token
'VIDEO_DETECTOR_TOKEN': '8977e1b0067d43£f6c908d0bf60363255",

# findface-video-worker face posting address,

# it must be set to either FFSecurity EXTERNAL_ADDRESS (by default)
# or findface-facerouter url (in some specific cases)

'"ROUTER_URL': 'http://127.0.0.1:80"',

10. Orxkpoiire crapyio Bepcuto aiina koHdurypamun findface-ntls, mocrymnHyro 1o ajipecy /etc/
findface-ntls.cfg.dpkg-old, u cpaBHUTe ee ¢ HOBOI Bepcueil /etc/findface-ntls.cfg. Ybenu-
TECh, YTO BCE IMOJIHL30BATEJILCKUE TAPAMETPhI U3 CTApOil BEepCHU TPHUCYTCTBYIOT B HOBOI. Ciemaiite
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11.

12.

13.

14.

15.

16.

17.

TO Ke caMoe JJIs JAPYyTMX KOMIIOHEHTOB, Hampumep, ;i findface-extract-api nposepbre /etc/
findface-extract-api.ini.ucf-old na coorBercrBue /etc/findface-extract-api.ini u . 1.

sudo vi /etc/findface-ntls.cfg.dpkg-old

sudo vi /etc/findface-ntls.cfg

sudo vi /etc/findface-extraction-api.ini.ucf-old
sudo vi /etc/findface-extraction-api.ini

Wamennte cTpyKTypy 06a3bl JaHHBIX Tarantool ¢ momorbio (daiina tnt_schema.lua u3 HOBOI BEpCUU.

sudo findface-security make_tnt_schema | sudo tee /etc/findface-security/tnt_schema.lua

Ocranosure mapp! findface-tarantool-server. Yiajaure JaHHBIE U3 KATAJIOTOB, COOTBETCTBYIOIIUX
AKTUBHBIM IIap/IaM.

sudo systemctl stop 'tarantool@x'

sudo rm /opt/ntech/var/lib/tarantool/shard-*/{index,snapshots,xlogs}/*

Ilepeiinure B mupekTopmio ¢ daitmamu koudwurypamun Tarantool /etc/tarantool/instances.
enabled/. IIpoBepbTe, comep:KuUT i KaxkJablit (aitn Koudurypamnun shard-*.lua komanay dofile
U olpejselicHud meta_indexes u meta_scheme, Kak II0OKa3aHO B IIpUMepe HUZKE.

sudo vi /etc/tarantool/instances.enabled/shard-*.lua

dofile("/etc/findface-security/tnt_schema.lua")

FindFace.start("127.0.0.1", 8101, {
license_ntls_server="127.0.0.1:3133",
meta_indexes=meta_indexes,
meta_scheme = meta_scheme

b

Ilepezamycture mapap findface-tarantool-server.

TNT=$(1s /etc/tarantool/instances.enabled/ | cut -c 7,8,9)
for i in $TNT; do sudo systemctl restart tarantool@shard-$i.service ; done

Ilepesamnycture cepsuc findface-ntls.

sudo systemctl restart findface-ntls.service

Boccranosure 6a3y mammbix Tarantool w3 pesepBHO KO,

cd /etc/findface_dump

for x in *.json; do sudo findface-storage-api-restore -config /etc/findface-sf-api.ini < "$x";
— done

Ilepesarpysure cepBUCHI.

sudo systemctl restart findface-security.service
sudo systemctl restart findface-ntls findface-extraction-api findface-video-worker* findface-
—video-manager findface-sf-api findface-counter

1.6.
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18. Tlepenecure cxemy 6a3nl mannbix u3 FindFace Security B PostgreSQL, 3aHOBO co3/1aiiTe TPYIIIBI TOIb-
3oBaTesei ¢ NPedycmanosAeHbLMY TTPABAME U IIEPBOTO MOJb30BATENSI ¢ IPABAMU aJMUHICTPATOPA.

sudo findface-security migrate
sudo findface-security create_groups
sudo findface-security create_default_user

19. Ilepesamycrure PostgreSQL.

sudo systemctl restart postgresql@l0-main.service

Baxkno: st Toro urods! coxpanuTh copmectuMocThb FindFace Security co cpeioii ycraHOBKH, HACTOSITEILHO

)
PEKOMEH/IyeTCsI OTKJ/IIOUNATh aBToMaThdeckoe obnosiernne Ubuntu. B sToM ciydae BbI cMoxKeTe OOHOB/IATH
OC BpyuHYI0, KOHTPOJIMPYS MIPOIECC OOHOBJIEHUST OT/IEJIbHBIX ITAKETOB.

,Z[J'IH OTKJIIOUEHUSI aBTOMATHIECKOro 0OHOBIeHnss Ubuntu BeImoIHNATE cileayrmue KOMaHIbI:

sudo apt-get remove unattended-upgrades
sudo systemctl stop apt-daily.timer

sudo systemctl disable apt-daily.timer
sudo systemctl disable apt-daily.service
sudo systemctl daemon-reload

1.6.2 HacTpoiika wuncpoBaHMsa gaHHbIX

st obecnievennst 6e30MaCHOCTH JaHHBIX BKiounte SSL-mudposanue. Boimosnure cieyromue aeiicTBus:

IIpenynpexxaeumne: lcrosib30BaHue CaMOIOIINCAHHOIO CepTUdUKATa HE PEKOMEHYETCsI, TOCKOJIBKY
MOXKET CTATh IPUIUHON COOST MOOUNDHOZ20 TLPUNOHCEHUS.

1. B jgwmpekropun ¢ koudwuryparumeii nginx cosgaiite Kartajor st xpanenus uHpopmamum o SSL-
muPOBAHUN:

sudo mkdir /etc/nginx/ssl

2. Cozpnaiite k041 u ceprudukar SSL:

sudo openssl req -x509 -nodes -days 365 -newkey rsa:2048 -keyout /etc/nginx/ssl/my-example-
—domain.com.key -out /etc/nginx/ssl/my-example-domain.com.crt

Jlyist 3arioiHeHus 10JIeil ceprrduKaTa BaM OyIeT MPe JIOXKEeHO HECKOJIBKO BOIpocoB. OTBeThbTe Ha HUX,
yieauB ocoboe BHUMaHUe cTpoke Common Name. B Heil Hy»KHO BBecTn mms wim mybaundnbiil [P-anpec
JIOMeHa, CBs3aHHOTO ¢ cepBepoM. Cozmannble daityibl Kiaoda my-example-domain.com.key u cepru-
dukara my-example-domain.com.crt OyayT coxpaHeHbl B KaTajore /etc/nginx/ssl.

3. Hacrpoiire nginx st ucnoss3oBanus SSL. Otkpoiite daitn koudwurypaiun nginx /etc/nginx/
sites-available/ffsecurity-nginx.conf. Buecure B daii ciieayroniye n3MeHeHUS:

1. JlobaBbre HOBBIN pazjen server {...}, comepxkaruii npasuio 3amensl URL:

server {
listen 80;
server_name my-example-domain.com www.my-example-domain.com;

(continues on next page)
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(npojoKeHne ¢ IpeblLyIeli CTPAHUIbI)

rewrite ~(.*) https://my-example-domain.com$l permanent;
access_log off;

. 3aKOMMEHTHUPYTE CJIeIYIOIIe CTPOKHU B CYIIECTBYIOIIEM paszese server {...}:

# listen 80 default_server;
# listen [::]:80 default_server;

3. [lobaBbTe ciejyrolnye CTPOKH, BKJIIOYas IyTH K cepTUMHUKATY U KJIIOYY, B CYIIECTBYIO-

muii pasaen server {...}:

listen 443 ssl;

ssl_certificate /etc/nginx/ssl/my-example-domain.com.crt;
ssl_certificate_key /etc/nginx/ssl/my-example-domain.com.key;

. B obmem aiste woudwurypaimn /etc/nginx/nginx.conf wHaiinure pazgen SSL
Settings u 100aBbTE B €ro KOHEIL CJIE/IyIOIINe CTPOKMU:

ssl_session_cache shared:SSL: 10m;
ssl_session_timeout 1h;

[Ipumep daiina konduryparun /etc/nginx/sites-available/ffsecurity-nginx.conf c
KOPPEKTHO 33/IaHHBIMI HacTpoiikamu SSL mmokazan B mpuMepe HUXKe:

upstream ffsecurity {
server 127.0.0.1:8002;
}

upstream ffsecurity-ws {
server 127.0.0.1:8003;
}

map $http_upgrade $ffsec_upstream {
default "http://ffsecurity-ws";
"" "http://ffsecurity";

}

server {
listen 80;
server_name my-example-domain.com www.my-example-domain.com;
rewrite ~(.*) https://my-example-domain.com$l permanent;
access_log off;

}

server {

# listen 80 default_server;

# listen [::]1:80 default_server;

listen 443 ssl;

ssl_certificate /etc/nginx/ssl/my-example-domain.com.crt;
ssl_certificate_key /etc/nginx/ssl/my-example-domain.com.key;

root /var/lib/findface-security;

autoindex off;

(continues on next page)
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(npozoIKeHne ¢ IpeblLyIel CTPAHUIBI)

server_name _;
location = / {

alias /usr/share/findface-security-ui/;
try_files /index.html =404;
}
location /static/ {

}
location /uploads/ {
add_header 'Access-Control-Allow-Origin' 'x';
add_header 'Access-Control-Allow-Methods' 'GET';
add_header 'Access-Control-Allow-Headers' 'DNT,User-Agent,X-Requested-
—With,If-Modified-Since,Cache-Control,Content-Type,Range,Authorization';

add_header 'Access-Control-Expose-Headers' 'Content-Length,Content-Range

[
'y

add_header 'Access-Control-Max-Age' 2592000;
}
location /ui-static/ {
alias /usr/share/findface-security-ui/ui-static/;
}
location /doc/ {
alias /opt/findface-security/doc/;
}
location ~ /videos/(7<video_id>[0-9]+)/upload/(.*)$ {
if ($request_method = 'OPTIONS') {
add_header 'Content-Type' 'text/plain; charset=utf-8';
add_header 'Content-Length' O;
return 204;
}
set $auth_request_uri "http://ffsecurity/videos/$video_id/auth-upload/";
auth_request /video-upload-auth/;

alias "/var/lib/findface-security/uploads/videos/$video_id.bin";
client_max_body_size 15g;

dav_access user:rw group:rw all:rw;
dav_methods PUT;

create_full_put_path on;
autoindex off;
autoindex_exact_size off;
autoindex_localtime on;
charset utf-8;

add_header 'Access-Control-Allow-Origin' 'x*';

add_header 'Access-Control-Allow-Methods' 'PUT, OPTIONS';

add_header 'Access-Control-Allow-Headers' 'authorization';
}
location = /video-upload-auth/ {

internal;

client_max_body_size 15g;

proxy_set_header Content-Length "";

proxy_set_header Host $http_host;

(continues on next page)
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(npozoIKeHne ¢ IpeblLyIel CTPAHUIBI)

proxy_set_header X-Forwarded-For $remote_addr;
proxy_set_header X-Forwarded-Proto $scheme;
proxy_pass_request_body off;

proxy_pass $auth_request_uri;

location / {
client_max_body_size 300m;
proxy_set_header Host $http_host;
proxy_set_header X-Forwarded-For $remote_addr;
proxy_set_header X-Forwarded-Proto $scheme;
proxy_http_version 1.1;
proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection "upgrade";
proxy_pass $ffsec_upstream;
proxy_read_timeout 5m;

location ~ ~/(cameras|videos)/([0-9]+)/stream/?7$ {
proxy_set_header Host $http_host;
proxy_set_header X-Forwarded-For $remote_addr;
proxy_set_header X-Forwarded-Proto $scheme;
proxy_pass http://ffsecurity;

}

location ~ ~/streams/(.*)$ {
internal;
proxy_pass $1;

}

}
}

4. Tlepezamycture nginx.

sudo systemctl restart nginx.service

5. Buecure n3amenenus B daitsn konduryparun findface-security. B napamerpax EXTERNAL_ADDRESS

u ROUTER_URL u3MeHunTe pucTaBKy http:// Ha https://.

sudo vi /etc/findface-security/config.py

EXTERNAL_ADDRESS="https://my-example-domain.com"

ROUTER_URL="https://IP_address"

6. Eciiz ects 3amymiennnie mporeccer findface-video-worker, HyKHO JuDO IT€PECO3TATH KAMEPHI B BeO-

nnrepdeiice, OO0 U3MEHUTH 3HAUYEHHE ITapaMeTpa router_url B job-3aJaHusX, 3aMEHHUB [IPUCTABKY

http:// Ha https://. TO MOXKHO CJI€JATH C IIOMOMNIHIO0 KOMAH/IbI, AHAJOTUIHON CJIe/IyIOIIeit:

curl -s localhost:18810/jobs | jq -r '.[J["id"]"' | xargs -I {} curl -X PATCH -d '{"router_url
—": "https://my-example-domain.com/video-detector/frame"}' http://localhost:18810/job/{}
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1.6.3 Pe3epBHOe konnpoBaHMe N BOCCTAaHOBJIEHUE XPaHUAULL AaHHbIX
DTOT pa3ies MOCBIIEH PE3EPBHOMY KOMMPOBAHUIO M BOCCTAHOB/IEHUIO XpaHuauil gaHubix FindFace Security.
CucremMa HCIOJB3YET CJEAYIONINE XPAHIIIHINA!

e Buomerpudeckas 6a3a JaHHBIX Ha ocHOBe Tarantool, B KOTOpoi#t XpaHATCsS 6GuoMeTpudecKue o0pasIibl
(BEKTODBI IIPU3HAKOB) U COOBITHsI UASHTU(MDUKAIMA JIALI,

e OcHoBHast 6a3a JTaHHBIX cUCTeMbl Ha OcHOBe PostgreSQL, B KOTOpOIT XpaHsiTCs BHYTPEHHUE TaHHBIE
CHCTEMBI, JIOChe, YIeTHbIE 3aIlICH TT0JIb30BaTe el 1 HaCTPOUKH KaMep.

e Karasor /var/lib/findface-security/uploads, B KOTOPOM XPaHATCH 3arpyzKeHHbIE B J[0Che (POTO-
rpacdun, Bueodaiisibl, a TakXkKe Takue apredakThl COOBITUI, KaK IOJIHbIE KaJPbl, MUHUATIOPHI JIAI] 1
HOPMAaJIN30BAHHBIE M300parKEeHUsT JIII.

e Karajor /var/lib/ffupload/, B KOTOPOM XPAHATCS TOJBKO TaKue apTedaKThl COOBITUI, KAK MAHAA~
TIOPBI JIAII.

B atom paspene:

e Pesepshoe KonuposaHue U 60CCMAHOBACHUE buoMeMPuueckot: basv, aHHLT
— Ymuaumw
— Pesepsroe konuposarue 6a3v, 0aHHBLT
— Bocemanosaerue 6asvl darmvlx

[ P@{}Gp(??l,()(i ronuposarnue u 80CCMAHOBAECHUE 0cH06HOT 6a3bL daHHBLT

e Pesepenoe konuposarue apmedarmos

Pe3epBHoe konupoBaHue 1 BOCCTAHOBJIEHNE OBuomeTpuyeckoii 6asbl JaHHbIX

B 6uomerpuyeckoit 6aze manHbIX Ha ocHOBe Tarantool ectb 3 rajepeu:
e ffsec_dossier_face: Omomerpuyeckue oOpa3Iibl, M3BJIeUYeHHBIE U3 (hOTOrpaduii B J0CHE.
e ffsec_events: OmomeTpudecKme 0OPa3Iibl, N3BJICICHHBIEC U3 JIUIl, OOHAPYKEHHBIX Ha BUJIEO.

L] ffsec_persons: HEeHTPOU/IbI ITEePCOH (BI/IpTyaJIbeIe 6I/IOl\leTpI/I‘IeCKI/Ie O6pa3U,I)I7 YCpeJHEHHbIE II0 BCEM
JIMIaM HepCOHbI) 1 MeTaJdaHHbIe.

q)yHKL[I/IOHaJ'I PE3EPBHOTO KOIIMPOBaAHUA WM BOCCTAHOBJICHUA 6as3nl JAaHHBIX IIO3BOJIAET IIpHU HeO6XO,ILI/IMOCTI/I
BOCCTaHAaBJINBATL COACPZKHUMOE JaHHBIX Faﬂepeﬁ‘

s npeoTBpaleHus IOTePH JAHHBIX CO3JaHUe PE3EPBHOM KON O1OMeTpUYecKOil 6a3bl JAHHBIX PEKOMEH-
JIyeTCsl BBIIIOJIHATH 1O KpaitHeil Mepe 1 pa3 B HeJeJo.

PezepBryto komuio 6a3bl JAHHBIX TAK2KE HY2KHO CO3JATh HEPEN, Mu2payueli CACTEMBI Ha APYTYI0 OMOMeTpu-
YeCKYyIO0 MO/IeJb.

YTunnrol

111 pe3epBHOrO KOMMPOBAHUSI M BOCCTAHOBJIEHUsT broMeTprdaecKoii 6a3nl manubix FindFace Security meobxo-
JIUMBI CJIEJTYIOIIHIE Y TUITATHL:
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1. pesepBHoe Konmposanue: findface-storage-api-dump,
2. BoccranosjieHue: findface-storage-api-restore.

JlaHHBIE YTUINTHI ABTOMATUYIECKN YCTAHABINBAIOTCS BMecTe ¢ KoMmoHeHTOM findface-sf-api.

Pe3epsHoe konuposaHue 0a3bl JaHHbIX

s PE3epBHOTO KOIIIPOBAHUA OGHOMeTPUIECKOI 6a3bl  JAHHBIX  HCHOJB3YiTe YTHAIATY
findface-storage-api-dump ciemyomumM o6pa3oM:

Baxkno: Cepsucol findface-tarantool-server u findface-sf-api MO/KHBI OBITH AKTUBHBI.

Ilpumevuanue: PesepBHoe KonmmpoBaHme MOXKHO TaKxKe MPUMEHUTb K pacupeaeseHHoil O6aze maHHbIX. B
3TOM ciay4dae yruianTa findface-storage-api-dump co3/iacT pe3epBHBbIE KOIIMU BCEX MIAPIA0B, YKA3aHHBIX B
/etc/findface-sf-api.ini.

1. Berimosiaute pesepsroe konupoanue Tarantool.

sudo cp -r /etc/tarantool /home/<some_directory>
sudo cp -r /opt/ntech/var/lib/tarantool/ /home/<some_directory>/shardsbackup

2. Ha cepsepe ¢ ycranoBnenusiM findface-sf-api cosnaiite Karasor Jjs XpaHEHUs] PE3€PBHBIX KOIWMA
(/etc/findface_dump B puMepe HUKE).

3. Bamycrure yruauty findface-storage-api-dump cieayroreii KOMaHIOM’:

’sudo findface-storage-api-dump -output-dir=/etc/findface_dump -config /etc/findface-sf-api.ini

Yruimra co3/1acT pe3epBHbIE KOIIMU BCEX TaJiepeil U 3aluIeT UX B yKa3aHHBIN KaTaJor B Buje (haitjioB
¢ coorBercTBylomuMn nMeHamn ffsec_dossier_face. json, ffsec_events. json u ffsec_persons.
json. DTu daitael comepKaT BCe JAHHbIE, HEOOXOMUMBbIE Il ITOJHOI'O BOCCTAHOBJIEHUS raJjepeit.

BoccraHosneHnue 6asbl gaHHbIX

st BoccTaHOBIIEHNST OMOMETPUYIECKO# 0a3bl JTAHHBIX BBITTOJHUATE CJIEIYIONINE IeHCTBUS:

1. Ucnonszys HTTP API, cosmaiite rajsepen B Oaze manubix: ffsec_dossier_face, ffsec_events,
ffsec_persons.

Coser: Cm. HTTP API.

curl -D - -X POST -s 'http://localhost:8101/v2/galleries/add/ffsec_dossier_face'
curl -D - -X POST -s 'http://localhost:8101/v2/galleries/add/ffsec_events'
curl -D - -X POST -s 'http://localhost:8101/v2/galleries/add/ffsec_persons'

2. Bamycrure yrwinty findface-storage-api-restore st Becex (DailjioB B IANKe ¢ PE3€PBHBIME KOTIH-
AMU:

sudo findface-storage-api-restore -config /etc/findface-sf-api.ini /etc/findface_dump/*.json
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IIpomecc BoccTaHOBIEHUS MOXKHO IIPH HEOOXOAWMOCTH IPEpBaTh € COXPaHEHHEM BBIIIOJHEHHOH pa-
60Tel. s TOro YTOOBI IIPOMOJIKUTBH IIPOLECC IIOCJE IIPEPLIBAHUS, CHOBA 3AIlyCTUTE YTHJIATY
findface-storage-api-restore.

CwMm.Takxke:
o Onyuu peaepsrozo KonuposaHus 6a3v. 0GHHHLT

° O’IMIﬂLU/ 60CCMANO0BAEHUA 6a3VL OAHHBLT

Pe3sepsHoe konupoBaHue v BOCCTAHOBJ/IEHNE OCHOBHOW 0a3bl gaHHbIX

st pesepBHOTO KommpoBanus 6a3bl JaHHBIX PostgreSQL BoimosHuTe KOMAHTY:

sudo -u postgres pg_dump ffsecurity > ffsecurity_postgres_backup.sql

st BoccranoByienus 6a3bl JaHHBIX PostgreSQL BeimosmanTe KOMAaHTY:

Baxkno: /[lis1 ycrieniHoro BOCCTaHOBJICHHS B HAJIMYNAN JOJKHA OBITH ITycrast 6a3a JanHbix ffsecurity.

sudo -u postgres psql -d ffsecurity -f ffsecurity_postgres_backup.sql

Pe3sepsHoe konuposaHue aptedakTos

Apredartel FindFace Security, Takue kak 3arpyzkensbie (pororpacuu, ujgeodailisbl 1 apredakThbl COObI-
Tuii (IOJHBIE KaJphl, MUHUATIOPHI JIMI U HOPMAJIN30BAHHbIE M300DAKEHUs! JIUI) XPAHATCS B CIEYIONINX
KaTaJIorax:

e /var/lib/findface-security/uploads
e /var/lib/ffupload/

Jlj1si pe3epBHOIO KOIMPOBaHUs apTedaKTOB BBIIOJHATE KOMAH/LY:

tar -cvzf var_lib_ffsecurity_uploads.tar.gz /var/lib/findface-security/uploads
tar -cvzf var_lib_ffupload.tar.gz /var/lib/ffupload/

1.6.4 Murpauusa Ha gpyryto mogenb buometpuyeckoro obpasua

CoBetr: He crecusiiTech obpamarbcsd K HAIMAM CIEIUAIACTAM II0 BOIPOCAM MUTPAIMHM IO aJapecy
support@ntechlab.com.

B mporecce akcuryatanuu cucreMbl (HapuMep, IpU ODHOBJIEHUH JIO0 HOCJEAHEH BepCUM HPOJYKTa) BaMm
MOXKET TOTPEOOBATHCS MUTDAIUS OMOMETPUIECKUAX JAHHBIX HA JIPYTYIO MOJE/b HEHPOHHON CEeTH.

g Murparuu Ha APYry0 MOJEb HEHPOHHOM CEeTU BBIIIOJIHUTE CJIEYIOIINe JefCTBIA:

1. CosmaiiTe pe3epBHYIO KOIIUIO OHOMETPUYECKOi 6a3bl JaHHbIX Ha ocHOBe Tarantool B jir06oit BEIOpaHHO
JupekTopun, Harpumep, /etc/findface_dump.

Coser: Hogp06Hee CM. PGSBPGH()e ronuposaHue U 60CCMAHOBAEHUE TPAHUNUUL JaHHBLT .
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mkdir -p /etc/findface_dump
cd /etc/findface_dump
sudo findface-storage-api-dump -config /etc/findface-sf-api.ini

2. OcranoBure cepBuc findface-sf-api.

sudo systemctl stop findface-sf-api.service

3. CosmaiiTe HOBBIE IMIAP/BI, B KOTOPBIX OyJyT XPAHUTCS 3aHOBO CreHEPUPOBAHHBIE OHOMETpUYIECKHEe 00-
pasIpbL.

1.

Orkpotite nupekroputo /etc/tarantool/instances.available/ u moacuuTaiiTe KOJIUIECTBO
MIAP/IOB 110 KOJIUYIeCcTBY (haityioB Koudurypamnun shard-*.lua.

IIpumevanue: B npumepe HuKe deTbIpe Iap/ia.

cd /etc/tarantool/instances.available/

1s -1

shard-001.1lua
shard-002.1ua
shard-003.1ua
shard-004.1ua

. CozpaiiTe HOBBIE MIAP/IBI B TOM K€ KOJUIECTBE, CKOMUPOBaB (aitibl kKondurypanun shard-* . lua.

IIpumevuanue: g ymobcTBa B KadecTBe BTOPOU IMUMPHI B HOBBIX MMEHAX HCIOJIb3yeTcs 1:
shard-01x*.1ua.

sudo
sudo
sudo
sudo

cp
cp
cp
cp

shard-001.1ua
shard-002.1ua
shard-003.1lua
shard-004.1ua

shard-011.1lua
shard-012.1ua
shard-013.1ua
shard-014.1lua

3. B daiine koudurypamum KaxkIoro mapia U3MEHUTE CJIEIYIONe CTPOKH B 3aBUCAMOCTH OT €ro

umenu (B Harem npumepe shard-011, shard-012 u 1. a.):
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MpexHee 3HaveHne

HoBoe 3HaueHne

listen — ,,127.0.0.1:32001°

Listen — ,,127.0.0.1:32011°

vinyl _dir
,,/opt/ntech /var/lib /tarantool /shard-
001«

vinyl dir
.,/ opt/ntech /var /lib /tarantool /shard-
011

work dir
,,/opt/ntech /var/lib /tarantool /shard-
001«

work dir
.,/ opt/ntech /var /lib /tarantool /shard-
011

memtx dir
,»/opt /ntech /var /1ib /tarantool /shard-
001 /snapshots*

memtx _dir
,,/opt /ntech /var/lib/tarantool /shard-
011 /snapshots®

wal dir
,»/opt /ntech /var /lib /tarantool /shard-
001 /xlogs*

wal dir
,,/opt /ntech /var/lib/tarantool /shard-
011/xlogs"

FindFace.start(«127.0.0.1», 8101, {

FindFace.start(«127.0.0.1», 8111, {

4. CozpaiiTe CUMBOJIMYECKUE CCHIJIKU Ha HOBBIE IIaPJIbI.

cd /etc/tarantool/instances.enabled/

sudo 1ln -s /etc/tarantool/instances.available/shard-01*.lua /etc/tarantool/instances.
—,enabled/

5. CozpaiiTe TUPEKTOPHUH, B KOTOPBIX OyJyT XpaHUTbCsi (pailjibl HOBBIX IapioB. Ha3HaubTe mpasa
Ha CO3JIaHHbIE JIMPEKTOPUU.

cd /opt/ntech/var/lib/tarantool/

mkdir -p shard-01{1..4}/{index,snapshots,xlogs}

chown tarantool:tarantool shard-01* shard-01x*/x*

4. Orkpoiite daitn kouduryparun findface-extraction-api u 3aMeHUTe B HEM MOJEJb HEHPOHHOMN
cern Ha HOBYIO (ifruit_320.cpu.fnk B npumepe).

sudo vi /etc/findface-extraction-api.ini

face: face/elderberry_576.r2.cpu.fnk -> face: face/ifruit_SZO.cpu.fnk

Ilepesanycrure cepBuc findface-extraction-api.

’sudo systemctl restart findface-extraction-api.service

5. 3amycTure HOBBIE IIAP/IBI.

’for i in {11..14}; do sudo systemctl start tarantool@shard-0$i; done

6. Ha ocHoBaHuu npuBeneHHOro HIZKE IIPUMepa co3faiiTe (aityl KonpuUryparuu ¢ HacTPOIKaMu MUTDAIUN
<migration.ini>.

extraction-api:
timeouts:
connect: 5s
response_header: 30s
overall: 35s

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

idle_connection: Os
extraction-api: http://127.0.0.1:18666
storage-api-from: # current location of the gallery
timeouts:
connect: 5s
response_header: 30s
overall: 35s
idle_connection: 10s
max-idle-conns-per-host: 20
shards:
- master: http://127.0.0.1:8101/v2/
slave: ""
- master: http://127.0.0.1:8102/v2/
slave: ""
- master: http://127.0.0.1:8103/v2/
slave: ""
- master: http://127.0.0.1:8104/v2/
slave: ""
storage-api-to:
timeouts:
connect: 5s
response_header: 30s
overall: 35s
idle_connection: 10s
max-idle-conns-per-host: 20
shards:
- master: http://127.0.0.1:8111/v2/
slave: ""
- master: http://127.0.0.1:8112/v2/
slave: ""
- master: http://127.0.0.1:8113/v2/
slave: ""
- master: http://127.0.0.1:8114/v2/
slave: ""
workers_num: 3
faces_limit: 100
extraction_batch_size: 8
normalized_storage:
type: webdav
enabled: True
webdav:
upload-url: http://127.0.0.1:3333/uploads/
s3:
endpoint: ""
bucket-name: ""
access-key: ""
secret-access-key: ""

secure: ""

region: ""
public-url: ""

operation-timeout: 30

B pazznene storage-api-from yKaxKuTe map/ibl, ¢ KOTOPBIX OCYIIECTBIISAETCS MUTDAIUS.

storage-api-from: # current location of the gallery

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

shards:
- master: http://127.0.0.1:8101/v2/
slave: ""
- master: http://127.0.0.1:8102/v2/
slave: ""
- master: http://127.0.0.1:8103/v2/

slave:
- master: http://127.0.0.1:8104/v2/

B pazzgene storage-api-to ykaxkKuTe HOBBIE IIAPIbI, B KOTOPBIX OY/yT XPAHUTHCs JAHHDBIE IIOCTIE M-
rpalym.

storage-api-to:
shards:

- master: http://127.0.0.1:8111/v2/
slave: ""

- master: http://127.0.0.1:8112/v2/
slave: ""

- master: http://127.0.0.1:8113/v2/
slave: ""

- master: http://127.0.0.1:8114/v2/
slave: ""

7. Banycrure yrunuty findface-sf-api-migrate c ommumeit -config u ykaxkure daila KoHpurypamun

<migration.ini>.

findface-sf-api-migrate -config migration.ini

IIpumeuanme: Ecium B cucreme MHOTO COOBITHI W JIOCHE, IMPOIECC MUTPAITUU MOYKET 3aHSITh 3HAUHU-
TeJIbHOE KOJIMYECTBO BPEMEHH.

. TTocse 3aBepriennst MUIpalul OCTAHOBUTE MIAPABI ¥ OTKJIOYNTE X aproMarudeckuii 3anyck B OC (e

yaaJsiiTe ux).

for i in {01..04}; do sudo systemctl stop tarantool@shard-0$i.service ; done

for i in {01..04}; do sudo systemctl disable tarantool@shard-0$i.service ; done

. Orkpoiite daitn koudurypanun findface-sf-api u m3MeHHTE MOPTHI MAPJAOB B 3aBUCUMOCTH OT HO-

BbIX HacTpoek. [lepesamycrure cepBuc findface-sf-api.

sudo vi /etc/findface-sf-api.ini

shards:

- master: http://127.0.0.1:8111/v2/
slave: ""

- master: http://127.0.0.1:8112/v2/
slave: ""

- master: http://127.0.0.1:8113/v2/
slave: ""

- master: http://127.0.0.1:8114/v2/

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

slave:

sudo systemctl start findface-sf-api.service

10. Ummoprupyiite cTpyKTypy 6a3bl maHHbIX n3 daiiia tnt_schema.lua.

sudo findface-security make_tnt_schema | sudo tee /etc/findface-security/tnt_schema.lua

CMm.TakxKe:
Hzmenernue cmpykmypv, buomempuieckot 6a3v, daHHHIT .

11. Tlepenecure cxemy 6a3nl jannbix u3 FindFace Security B PostgreSQL, 3aHOBO cO3/1aiiTe TPYIIIBI TOJb-
3oBaTesIeil ¢ npedycmano8ACHH LMY TIPABAMEI U IIEPBOIO TOJb30BATEISI C IIPABAMHU & IMIHUCTPATOPA.

sudo findface-security migrate
sudo findface-security create_groups
sudo findface-security create_default_user

12. TlepesarpysuTte cepBUCHI.

sudo systemctl restart findface-security.service
sudo systemctl restart findface-extraction-api findface-video-worker* findface-video-manager
—findface-sf-api

1.6.5 VN3meHeHune cTpykTypbl OuomeTpuyeckoin 6asbl gaHHbIX

B HEKOTOPBIX ciTydasx BaM MOXKET ITOTPeO0BATHCS TPUMEHUTH HOBYIO CTPYKTYPHYIO CXeMy K OMOMETPUIECKOit
6asze ganabrx Tarantool, HampuMep, TP OOHOBJIEHUH JIO TTOCEIHENR BEPCUM MTPOLYKTA UM €CJU HEOOXOIMMO
YCOBEPIIIEHCTBOBATh CTPYKTYPY 0a3bl JIaHHBIX, 00aBUB B Hee JIONOJHATE/IbHbIE TapaMeTPhl, PACIINPEHHbBIE
MeTaJIaHHbIe JIUIL U T. JI.

B atom paspene:

o O cmpyxmype buomempuueckot 6a3vl GHHHLT

o [l3menenue cmpyxmypol

O cTpykType buomerpuyeckoit 6a3bl JaHHbIX
B FindFace Security crpykrypa 06a3bl JaHHbIX 3amaercs depe3 daitin /etc/findface-security/
tnt_schema. lua.

CrpyKTypa Ipe/icTaBisgeT coboil Habop moJieil, KaK0e U3 KOTOPBIX OIUCHIBAETCH CJIEAYIONIME apaMeTpa-
MU

e id: id mous;
e name: Ha3BaHUE I0JI, JOJXKHO COBIIJIATh C HA3BAaHUEM COOTBETCTBYIOIIErO lapaMeTpa JINIA,;

o field type: Tun nanHbIX;
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e default: sHauenne o ymonuanuoo. Eciu 3HaueHue 1o ymosrdanuio 6osbie ‘leld — 17, To ero ciemyer
3alliChbIBaTh B BUJE CTPOKH, T. e. ¢123123..°’ BMecTO 123123. ..

Wcmnonbayemsbrit 1o ymosrganuio daiiin tnt_schema.lua IpuBeieH HUKE:

meta_scheme = {
-- internal.normalized_id:

{
default = '',
field_type = 'string',
id = 1,
name = 'normalized_id',
1},
-- internal.feat:
{
default = '',
field_type = 'string',
id = 2,
name = 'feat',
1,
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:acknowledged:
{
default = 0,
field_type = 'unsigned',
id = 3,
name = 'm:acknowledged',
},
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:acknowledged_by:
{
default = 0,
field_type = 'unsigned',
id = 4,
name = 'm:acknowledged_by',
1,
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:acknowledged_date:
{
default = O,
field_type = 'unsigned',
id = 5,
name = 'm:acknowledged_date',
1,
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:acknowledged_reaction:
{
default = '',
field_type = 'string',
id = 6,
name = 'm:acknowledged_reaction',
1,
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:camera:
{
default = O,
field_type = 'unsigned',
id =7,
name = 'm:camera',
1,
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:camera_group:
{

default = O,

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

}’

field_type =
id = 8,
name =

'unsigned’,

'm:camera_group',

<class 'ffsecurity.entities_tnt.event.

default = "10000000000000000000",
field_type = 'unsigned',
id = 9,

name 'm:confidence’,

<class 'ffsecurity.entities_tnt.

default = 0,
field_type =
id = 10,

'm:created_date',

'unsigned’,
name =
<class 'ffsecurity.entities_tnt.
default = O,
field_type =

id = 11,
name = 'm:episode’,

'unsigned’',

<class 'ffsecurity.entities_tnt.

default = O,

field_type = 'unsigned',
id = 12,

name = 'm:episode_open',

<class 'ffsecurity.entities_tnt.

default = "10000000000000000000",
field_type = 'unsigned',
id = 13,

name = 'm:f_age',

<class 'ffsecurity.entities_tnt.event.

default = '',
field_type =
id = 14,

'm:f_beard_class',

'string’',

name =

<class 'ffsecurity.entities_tnt.event.

default = "10000000000000000000",
field_type = 'unsigned',
id = 15,

name = 'm:f_beard_score',

<class 'ffsecurity.entities_tnt.event.

default = '',

event.

event.

event.

event.

models.

models.

models.

models.

models.

models.

models.

models.

ListEvent'>.

ListEvent'>.

ListEvent'>.

ListEvent'>.

ListEvent'>.

ListEvent'>.

ListEvent'>.

ListEvent'>.

m

m

m

m

m:

m

m

m

:confidence:

:created_date:

:episode:

:episode_open:

f_age:

:f_beard_class:

:f_beard_score:

:f_emotions_class:
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

field_type = 'string',
id = 16,
name = 'm:f_emotions_class',
},
-- <class 'ffsecurity.entities_tnt.event.
{
default = "10000000000000000000",
field_type = 'unsigned',
id = 17,
name = 'm:f_emotions_score',
},
-- <class 'ffsecurity.entities_tnt.event.
{
default = '',
field_type = 'string',
id = 18,
name = 'm:f_gender_class',
},
-- <class 'ffsecurity.entities_tnt.event.
{
default = "10000000000000000000",
field_type = 'unsigned',
id = 19,
name = 'm:f_gender_score',
},
-- <class 'ffsecurity.entities_tnt.event.
{
default = '',
field_type = 'string',
id = 20,
name = 'm:f_glasses_class',
},
-- <class 'ffsecurity.entities_tnt.event.
{
default = "10000000000000000000",
field_type = 'unsigned',
id = 21,
name = 'm:f_glasses_score',
},
-- <class 'ffsecurity.entities_tnt.event.
{
default = '',
field_type = 'string',
id = 22,
name = 'm:f_liveness_class',
},
-- <class 'ffsecurity.entities_tnt.event.
{
default = "10000000000000000000",
field_type = 'unsigned',
id = 23,
name = 'm:f_liveness_score',
},
-- <class 'ffsecurity.entities_tnt.event.
{

default = '',

models.ListEvent'>.m:f_emotions_score:

models.

ListEvent'>.m:f_gender_class:

models.

ListEvent'>.m:f_gender_score:

models

.ListEvent'>.m:f_glasses_class:

models.

ListEvent'>.m:f_glasses_score:

models.

ListEvent'>.m:f_liveness_class:

ListEvent'>.m:f_liveness_score:

models.

models.ListEvent'>.m:f_medmask_class:
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

field_type = 'string',
id = 24,
name = 'm:f_medmask_class',

-- <class 'ffsecurity.entities_tnt.event.

default = "10000000000000000000",
field_type = 'unsigned',

id = 25,

name = 'm:f_medmask_score',

-- <class 'ffsecurity.entities_tnt.event.

default = '',

field_type = 'string',
id = 26,

name = 'm:f_race_class',

-- <class 'ffsecurity.entities_tnt.event.

default = "10000000000000000000",
field_type = 'unsigned',

id = 27,

name = 'm:f_race_score',

-- <class 'ffsecurity.entities_tnt.event.

default = '',
field_type = 'string',
id = 28,

name = 'm:thumbnail',

-- <class 'ffsecurity.entities_tnt.event.

default = '',
field_type = 'string',
id = 29,

name = 'm:frame'’,

-- <class 'ffsecurity.entities_tnt.event.

default = 0,

field_type = 'unsigned',

id = 30,

name = 'm:frame_coords_bottom',

-- <class 'ffsecurity.entities_tnt.event.
default = 0,
field_type = 'unsigned',
id = 31,
name = 'm:frame_coords_left',

-- <class 'ffsecurity.entities_tnt.event.

default = 0,

models.

models.

models.

models.

models.

models.

models.

models.

ListEvent'>.

ListEvent'>.

ListEvent'>.

ListEvent'>.

ListEvent'>.

ListEvent'>.

ListEvent'>.

ListEvent'>.

m

m

m

m

m

m

m

m

:f_medmask_score:

:f_race_class:

:f_race_score:

:thumbnail:

:frame:

:frame_coords_bottom:

:frame_coords_left:

:frame_coords_right:

(continues on next page)

1.6. OOcnyxuBaHue n yctpaHeHue HeMCnpaBHOCTENR

65




FindFace Security, Boinyck 4.4

(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

}’

field_type = 'unsigned',
id = 32,
name = 'm:frame_coords_right',

<class 'ffsecurity.entities_tnt.

default = O,

field_type = 'unsigned',

id = 33,

name = 'm:frame_coords_top',

<class 'ffsecurity.entities_tnt.

default = 0,

field_type = 'unsigned',
id = 34,

name = 'm:pk',

<class 'ffsecurity.entities_tnt.

default = 0,

field_type = 'unsigned',
id = 35,

name = 'm:matched’,

<class 'ffsecurity.entities_tnt.

default = O,

field_type = 'unsigned',

id = 36,

name = 'm:matched_dossier',

<class 'ffsecurity.entities_tnt.

default = 0,

field_type = 'unsigned',
id = 37,

name = 'm:matched_face',

<class 'ffsecurity.entities_tnt.

default = {7},

field_type = 'set[unsigned]',
id = 38,

name = 'm:matched_lists',

<class 'ffsecurity.entities_tnt.

default = '',

field_type = 'string',

id = 39,

name = 'm:normalized_photo',

<class 'ffsecurity.entities_tnt.

event.

event.

event.

event.

event.

event.

event.

event.

default = "10000000000000000000",

models.

models.

models.

models.

models.

models.

models.

models.

ListEvent'>.

ListEvent'>.

ListEvent'>.

ListEvent'>.

ListEvent'>.

ListEvent'>.

ListEvent'>.

ListEvent'>.

m

m

m

:frame_coords_top:

:pk:

:matched:

:matched_dossier:

:matched_face:

:matched_lists:

:normalized_photo:

:quality:
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field_type = 'unsigned',

id = 40,
name = 'm:quality’,
}’
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:scores:
default = '',
field_type = 'string',
id = 41,
name = 'm:scores',
}’
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:temperature:
default = "0",
field_type = 'unsigned',
id = 42,
name = 'm:temperature’,
}’
-- <class 'ffsecurity.entities_tnt.event.models.ListEvent'>.m:video_source:
default = 0,
field_type = 'unsigned',
id = 43,
name = 'm:video_source',
}7
-- <class 'ffsecurity.entities_tnt.dossier_face.models.DossierFace'>.m:dossier:
default = O,
field_type = 'unsigned',
id = 44,
name = 'm:dossier’,
}’
-- <class 'ffsecurity.entities_tnt.dossier_face.models.DossierFace'>.m:modified_date:
default = 0,
field_type = 'unsigned',
id = 45,
name = 'm:modified_date',
}’
-- <class 'ffsecurity.entities_tnt.dossier_face.models.DossierFace'>.m:source_photo:
default = '',
field_type = 'string',
id = 46,
name = 'm:source_photo',
}7
-- <class 'ffsecurity.entities_tnt.dossier_face.models.DossierFace'>.m:source_photo_name:
default = '',
field_type = 'string',
id = 47,
name = 'm:source_photo_name',
}’

}

-- Fields referenced by multiple models: m:thumbnail, m:frame_coords_left, m:frame_coords_right,
—m:pk, m:frame_coords_bottom, m:created_date, m:frame_coords_top

meta_indexes = {'m:episode', 'm:episode_open', 'm:video_source'}
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N3meHeHne cTpykTypbl

,B;J'ISI U3MEHEHUA CTPYKTYPBL 0as3nl JAaHHBIX BBIITOJITHUTE CJIEAYIOIue ILGI;'ICTBI/IHI

1. OcranoBute cepBuc findface-security.

sudo systemctl stop findface-security.service

2. CozpaiiTe pe3epBHYIO KOIMIO OMOMETPUIECKOi 6a3bl TAHHBIX B JTI000I BEIOPAHHOI JIUPEKTOPUH, HAIPH-
Mep, /etc/findface_dump.

Coser: HO,ZLpO6HCC CM. P(ES(ZpG?l/()R KOnupoearue U 60CCMAHOBAEHUE TPAHUAUUL JaHHbBLT .

mkdir -p /etc/findface_dump
cd /etc/findface_dump
sudo findface-storage-api-dump -config /etc/findface-sf-api.ini

3. Ioaroroswre daitn tnt_schema.lua ¢ HOBOI CTPYKTYpOit 6a3bl JIAHHDIX.

4. Namenure cTpyKTypy 0a3bl JAHHBIX C IOMOIIBIO MOATOTOBIEHHOTO (aitia tnt_schema.lua.

sudo findface-security make_tnt_schema | sudo tee /etc/findface-security/tnt_schema.lua

5. Orkpoitre daitn kondurypanun Tarantool. Yb6emurech, uro mepes, cexnueii FindFace.start mobas-
sena crpoka dofile("/etc/findface-security/tnt_schema.lua"), a nepemennble meta_scheme u
meta_indexes omnpejesnensl B napamerpax FindFace.start.

sudo vi /etc/tarantool/instances.enabled/<shard_OON>.lua
dofile("/etc/findface-security/tnt_schema.lua")

FindFace.start("127.0.0.1", 8001, {
license_ntls_server="127.0.0.1:3133",
meta_indexes=meta_indexes,
meta_scheme = meta_scheme

b

6. Ouucrure JAUPEKTOPUHN C JaHHBIMHA [JId BCEX aKTHUBHLIX IIapIOB.

sudo rm /opt/ntech/var/lib/tarantool/shard-*/{index,snapshots,xlogs}/*

7. Boccranosure 6a3y mannbix Tarantool u3 pe3epBHOil Kommm.

Baxkno: Ecjm HeKoTOpBIE IpexKHME I0Jisi OTCYTCTBYIOT B HOBOIl CTPYKType 0a3bl JAaHHBIX, CHAYAJIA
moTpebyeTcss BpYYHYIO YAAJUTh COOTBETCTBYIONINE JAHHBIE U3 PE3EPBHON KOIUU.

cd /tmp/dump

for x in *.json; do curl -X POST "http://127.0.0.1:18411/v2/galleries/${x// .json}"; done

for x in *.json; do sudo findface-storage-api-restore -config /etc/findface-sf-api.ini < "$x";
— done

8. Bamycrure ceppuc findface-security.

sudo systemctl start findface-security.service
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CMm.Tak>xke:

Hoavzosamenvcrkue memadanmvie auy docve 6 Tarantool

1.6.6 VYpaneHue ak3emnisipa NnpoaykTta

Ber moxkere aBromarmuecku yaaanth FindFace Security Bmecre ¢ 0a30if HaHHBIX C ITOMOIIBIO CKPHUIITA
ffsec_uninstall.sh. Ilepen ymamsenueMm OymayT cO3maHbI pe3epBHBbIE KOMWHU (DAlIoB KOHMUTYpAIMH U Oa-
3bI JJaHHDbIX.

Brimonnure ciemyrorniue feicTBus:

1. Barpysure ckpunt ffsec_uninstall.sh B 060l KaTaJor Ha cepBepe yCTaHOBKH (Harpumep, B /home/
username/).

2. U3 JaHHOI'O KaTaJiora C,J:Le.ﬂaﬁTe CKPHUIIT UCIIOJTHAEMbBIM.

’chmod +x ffsec_uninstall.sh

3. 3alycTuTe CKpWIIT.

’ sudo ./ffsec_uninstall.sh

4. Otrserbre all Ha BOIPOC MHTEPAKTHUBHOIO MacCTepa yiaJieHusi, YTOObI IOJHOCTHIO yiaaauTh FindFace
Security Bmecre ¢ 6a30ii JTaHHBIX.

1.6.7 lpoBepka cTaTyca KOMMNOHEHTOB

IIpoBepbTe cTaTyCc KOMIIOHEHTOB, €CJIU BbI CTOJKHYJIACH C IIPODJIEMOIT B CHCTEME.

KomnoneHT KomaHga gnsi npocmoTpa craTyca cepsuca
findface-extraction-api sudo systemctl status findface-extraction-api.service
findface-sf-api sudo systemctl status findface-sf-api.service
findface-tarantool-server sudo systemctl status tarantool.service

IlTapaer findface-tarantool-server | sudo systemctl status tarantool@shard-00*
findface-video-manager sudo systemctl status findface-video-manager.service
findface-video-worker sudo systemctl status findface-video-worker*.service
findface-ntls sudo systemctl status findface-ntls
findface-security sudo systemctl status findface-security™
findface-counter sudo systemctl status findface-counter.service

etcd sudo systemctl status etcd.service

NginX sudo systemctl status nginx.service

memcached sudo systemctl status memcached.service
postgresql sudo systemctl status postgresql*

redis sudo systemctl status redis.service

pgbouncer sudo systemctl status pgbouncer.service

1.6.8 Jlor-cpainbl

IIpu pazbope HemITATHBIX CHUTYAIMl UCIOABL3YHTE JIOTH, COAEPIKAIINAE TOIPOOHYIO JETAJTUPOBKY BCEX COOBI-
THIA, TTPOU3OIIE/IIINX B CUCTEME.
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KomnoHeHT

Komanga ans npocmoTtpa sora

findface-extraction-api

sudo tail -f /var/log/syslog | grep extraction-api

findface-sf-api

sudo tail -f /var/log/syslog | grep sf-api

findface-tarantool-server

sudo tail -f /var/log/tarantool/shard-00*

findface-video-manager

sudo tail -f /var/log/syslog | grep video-manager

findface-video-worker

sudo tail -f /var/log/syslog | grep video-worker

findface-security

sudo tail -f /var/log/syslog | grep findface-security

findface-ntls
findface-security
etcd

pgbouncer
findface-counter

sudo tail -f /var/log/syslog | grep ntls

sudo tail -f /var/log/syslog | grep security
sudo tail -f /var/log/syslog | grep etcd

sudo tail -f /var/log/syslog | grep pgbouncer
sudo tail -f /var/log/syslog | grep counter

Brr Takake MoxkeTe IMOCMOTPETH AYAUT-JIOTU JJIs KaXKJIOT0 KOMIOHEHTa. Jljis 9Toro ncmonb3yiiTe KOMaHIy
journalctl -u <component>, Halpumep:

journalctl -u findface-extraction-api

Baxkno: st Toro 94ro0bl BKJIIOYUTH XpaHeHue ayauT-joros Ha kecrkoM jucke B OC Ubuntu, B daiine
/etc/systemd/journald.conf pacKOMMEHTHUPYHTE U U3MEHHTE apaMeTp Storage CJeAyIONM 00pa3oM:

sudo vi /etc/systemd/journald.conf

[Journal]
Storage=persistent

IIpu HeobxommMoCTH Tak»Ke PACKOMMEHTHDYiiTe U U3MEHHUTe 3HatdeHne napamerpa SystemMaxUse. Jlanubrit
napaMerp OUpee/seT B MPOIEHTaX MAKCUMAJIbHBI 00beM JIOroB Ha KecTKoM jucke (o ymosrdanuio 10%).

’SystemMaxUse=15

st Toro arobet ipocmorpers ayaur-jgoru B OC Ubuntu, BeITOJHATE CIIEYIONYIO KOMAHTY:

’journalctl -o verbose SYSLOG_IDENTIFIER=ffsecurity

IIpu pacmudpoBke ayauT-g0roB B IEpBYIO 04Yepenb obpaiiaiTe BHUMAHIE HA CJIEAYIOIINe TapaMeTPhI:
e REQUEST_USER: 11osib30BaTe/Ib, KOTOPbIH BBIIOJHUI U3MEHCHULI;
e REQUEST_PATH: URL 3zampoca;
e REQUEST_DATA: naHHBIE 3a1IpOCa.

Huzke mpuBenen nmpumep Jora co3aaHus 1oche ¢ 1d=1879 moab3oBaTesieM admin:

Fr 2017-12-22 17:53:32.436258 MSK [s=0b5566699751426983e13241301205e9;1i=e26015;
—b=907c34cc1fded398af63bb575587d9ba ;m=246f620c449 ;t=560eefaf59bch;x=ed60a136c8fc6362]
PRIORITY=6
_UID=123
_GID=130
_CAP_EFFECTIVE=0
_BOOT_ID=907c34cc1fde4398af63bb575587d9ba
_MACHINE_ID=a3eeab1c03e041ef8e64d5c72f5fce4d0
_HOSTNAME=ntechadmin

(continues on next page)
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SYSLOG_IDENTIFIER=ffsecurity

THREAD_NAME=MainThread

_TRANSPORT=journal

_PID=6579

_COMM=findface-securi

_EXE=/opt/findface-security/bin/python3

_CMDLINE=/opt/findface-security/bin/python /opt/findface-security/bin/findface-security,
—runworker

_SYSTEMD_CGROUP=/system.slice/system-findface\x2dsecurity\x2dworker.slice/findface-security-
—worker@4.service

_SYSTEMD_UNIT=findface-security-worker@4.service

_SYSTEMD_SLICE=system-findface\x2dsecurity\x2dworker.slice

CODE_FILE=/opt/findface-security/lib/python3.6/site-packages/ffsecurity/mixins.py

CODE_LINE=94

CODE_FUNC=finalize_response

REQUEST_USER=admin

LOGGER=ffsecurity.audit

MESSAGE=N8Be05il POST /dossier-faces/ 201 by admin

REQUEST_DATA={"dossier": "'1879'", "source_photo": "<InMemoryUploadedFile: 14927016033292449.
—jpeg (image/jpeg)>"}

REQUEST_PATH=/dossier-faces/

REQUEST_ID=N8Be05il

_SOURCE_REALTIME_TIMESTAMP=1513954412436258

B caemxyromem npumepe g gocbe ¢ id=1879 3ampammmBaeTcs CIIICOK JIUTL:

Fr 2017-12-22 17:53:32.475467 MSK [s=0b5566699751426983e¢13241301205e9;1=e26016;
—b=907c34cc1fded398af63bb575587d9ba ;m=246£6215d82;t=560cefaf634fe;x=b1374a144a46b5cd]

PRIORITY=6

_UID=123

_GID=130

_CAP_EFFECTIVE=0

_BOOT_ID=907c34cc1fde4398af63bb575587d9ba

_MACHINE_ID=a3eea61c03e041ef8e64d5c72f5fce40

_HOSTNAME=ntechadmin

SYSLOG_IDENTIFIER=ffsecurity

THREAD_NAME=MainThread

_TRANSPORT=journal

_COMM=findface-securi

_EXE=/opt/ffsecurity/bin/python3

_CMDLINE=/opt/ffsecurity/bin/python /opt/ffsecurity/bin/findface-security runworker

_SYSTEMD_SLICE=system-findface\x2dsecurity\x2dworker.slice

_PID=6588

_SYSTEMD_CGROUP=/system.slice/system-findface\x2dsecurity\x2dworker.slice/findface-security-
—worker@2.service

_SYSTEMD_UNIT=findface-security-worker@2.service

CODE_FILE=/opt/findface-security/lib/python3.6/site-packages/ffsecurity/mixins.py

CODE_LINE=94

CODE_FUNC=finalize_response

REQUEST_USER=admin

REQUEST_DATA={}

LOGGER=ffsecurity.audit

MESSAGE=Dee7Qvy4 GET /dossier-faces/7dossier=1879&1imit=1000 200 by admin

REQUEST_ID=Dee7Qvy4

REQUEST_PATH=/dossier-faces/?dossier=1879&1imit=1000

_SOURCE_REALTIME_TIMESTAMP=1513954412475467
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1.6.9 YcrpaHeHue Henonagok c nuueHsvmpoBaHnem n findface-ntls

Ipu ycrpanenuy HEIOJIAIOK ¢ Juien3ueii u cepsepom findface-ntls (em. Juyensuposariue) IEPBBIM MIATOM
SIBJISIETCST TIOJTydeHne nHGMOPMAIME O JINIEH3UN W CTATYCe CepBepa. JTO MOXKHO Cjiejarh, ornpasus API-
3anpoc B findface-ntls. JleficTBus MO yCTpAHEHUIO HEMOJAIOK MPEIIPUHUMAIOTCI B YIETOM COIEPKAHUS
API-orBera.

CoBetr: Ilo Bompocam ycrpaHneHusl HEMOJAJOK OOpaIlmaiiTecb K HAIMAM CIENUAJIUCTAM IO  aJPECy
support@ntechlab.com.

ITpumeuanune: OnnaiiH-TUIIEH3NPOBAaHNE BBINOJIHsIETCS Yepes3 11obasbHbIil Menekep aurensuit NtechLab
license.ntechlab.com. [Iposepbre ero goctynHocTh. Jjist OHTAMH-TUIIEH3UPOBAHUST HEODXOIUMBI CTAOUITb-
Hoe mHTepHeT-coenuuerue u DNS.

s monydenus: magopmanun o Auuersuu FindFace Security u craryce findface-ntls, BbIIOJIHUTE B KOH-
cosu cepBepa findface-ntls ciaemyroniyro KOMaHIy:

curl http://localhost:3185/license.json -s | jq

Orser Oyzer BosspatieH B ¢popmare JSON. Oaum n3 Hanbosiee 3HATUMBIX TAPAMETPOB B OTBETE SIBJISIETCS
last_updated. Ou moka3bIBaeT B CEKYH/IaX, KaK JIABHO B MTOCJEIHUN Pa3 IIPOBEPSJIACH JIOKAJIbHAST JINIIEH3US.

MuTepnpernpyiite 3Ha4YeHne napaMeTpa last_updated ciaemxyromum oOpasoMm:

e [0, 5] — Bce paboTaeTr OTIIMYHO.

(5, 30] — BO3BMOKHO MMEIOT MECTO OBbITh KaKue-TO MPOBJIEeMbL CO CBHA3BIO, JUOO € JIOKAJLHBIM HAKOLIM-
TeseM, Tje XpaHsaTcs (paitabl Juien3uii.

(30; 120] — mouTH HABEPHSIKA CIIyUUJIOCh YTO-TO HEXOPOIIIEE.

(120; 00) — He yzaeTcs HOJIYYIUTh OTBET OT UCTOYHUKA JIMIEH3UPOBAHUS B TEUEHUE JJINTELHOIO Bpe-
mern. HeobxoamMo BMeNaTeb5CTBO.

e "valid": false: CBsI3b C HCTOYHUKOM JIUIEH3UPOBAHUS TaK M HE OBbLIA YCTAHOBJICHA.

curl http://localhost:3185/license.json -s | jq
{

"name": "NTLS",

"time": 1565186356,

"type": "online",

"license_id": "61063ce4b86945e1b70c3bdbedead4b3b",

"generated": 1514467939,

"last_updated": 5,

"valid": {
"value": true,
"description":

1,

"source": "/opt/ntech/license/import_

—b68d7b7ec9a7310d18832035318cf£0c9ddf11e3a9ab0ae962fbed8645e196d1.1ic",

"limits": [

{

"type ": "time",

"name": "end",

"value": 1609161621
} >

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

{
"type": "number",
"name": "faces",
"value": 9007199254740991,
"current": 0

}’

{
"type": "number",
"name": "cameras",
"value": 4294967295,
"current": 0O

}’

{
"type": "number",
"name": "extraction_api",
"value": 256,
"current": 0O

}’

{
"type": "boolean",
"name": "gender",
"value": true

},

{
"type": "boolean",
"name": "age",
"value": true

},

{
"type": "boolean",
"name": "emotions",
"value": true

},

{
"type": "boolean",
"name": "fast-index",
"value": true

},

{
"type": "boolean",
"name": "sec-genetec",
"value": false

},

{
"type": "boolean",
"name": "countries",
"value": false

},

{
"type": "boolean",
"name": "beard",
"value": false

},

{

"type": "boolean",
"name": "glasses",

(continues on next page)
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"value": false

},
{
"type": "boolean",
"name": "liveness",
"value": false
¥
1,
"services": [
{
"name": "video-worker",
"ip": "127.0.0.1:53276"
},
{
"name": "FindFace-tarantool",
"ip": "127.0.0.1:53284"
},
{
"name": "FindFace-tarantool",
"ip": "127.0.0.1:53288"
}
1

1.6.10 AsBTomMaTuyeckoe BoccTaHoBneHue Tarantool

Ecmm apxurekrypa Bameit cucremsr He obecrieanBaer OecrepeboiiHy 0 T0CTynTHOCTh cepBepoB Tarantool, pe-
KOMEH/IYeTCsI BKJIIOYATH ABTOMATUIECKOE BOCCTAHOBJIeHUE 0a3bl JAHHLIX. B 9TOM ciryuae KarKIplil pa3 mpu
BO3HUKHOBEHUH OIIMOKHU BO BpeMs urTenus daiiia .snap uian .xlog, Tarantool monbitaercs mpoYuTaTh Kak
MOXKHO 00JibIlle HHPOPMAIKA U BOCCTAHOBUTH (aill, UTHOPUPYs ONThIE 3aIIUCH.

,ZLHH BKJIIOUEHHS aBTOMATAYECKOIO BOCCTAHOBJICHUS Oa3bI JIaHHBIX BBIIIOJTHUTE CJICJIYIOIINe ﬂeﬁCTBHHZ

1. Orkpoiire daitn koudurypamun Tarantool.

sudo vi /etc/tarantool/instances.available/<FindFace>.lua

2. Packommentupyiite force_recovery = true.

box.cfg{

force_recovery = true,

1.6.11 Py4Has o4ucTtka 0asbl gaHHbIX OT CTapbiX AAHHbIX

Coser: [lj1s1 HACTPOWKN aBTOMATUIECKOTO YIAAJIEHHs CTAPBIX JAHHBIX ¢M. Aemomamuueckoe ydanernue cma-
PuLT cobvimutl u aNU30008.

s pydHOro ynajieHns cTapbix JaHHBIX n3 0a3bl qanabix FindFace Security mcnosnssyiite yruiury cleanup.
Brr Mo2K€TE BBIOOPOYHO yIAIUTH CJIEIYIOIINE JAHHDIE:

L] CO6I)ITI/I${, JJ15 KOTOPBIX ObLII Haﬁ,ﬂ(eHbI COBIIa/JICHUA B basze JJaHHBIX, 1 CBA3aHHBbIC 3ITN30/1bI,
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e CoOBITHSI O€3 COBIIAIEHUN 1 CBSI3aHHBIE SITU30/IbI,
® IIOJIHBIE KaJIpPbl COOBITHII C COBIIAACHUSIMM,

® TIOJIHBIE KAJIPhI COOBITUI Oe3 COBIAIEHNUIA,

® 3allICU CUETYMKA,

e COOBITHS CO3IAHUS IIEPCOHBI.

CupaBka 10 yruuTe cleanup BBI3BIBAETCs CJIEAYIONIENH KOMAHIOM:

sudo findface-security cleanup --help

usage: findface-security cleanup [-h] [--as-configured]
[--events-matched-age EVENTS_MATCHED_AGE]
[--events-unmatched-age EVENTS_UNMATCHED_AGE]

[--events-fullframe-matched-age EVENTS_FULLFRAME_MATCHED_AGE]
[--events-fullframe-unmatched-age EVENTS_FULLFRAME_UNMATCHED_AGE]

[--counter-records-age COUNTER_RECORDS_AGE]
[--person-events-age PERSON_EVENTS_AGE]
[--configuration CONFIGURATION] [--version]
[-v {0,1,2,3}] [--settings SETTINGS]
[--pythonpath PYTHONPATH] [--traceback]
[--no-color]
Delete FFSecurity entities
optional arguments:
-h, --help show this help message and exit
--as-configured Apply config age options for events, counter records
and persons. Can't be used with other arguments.
--events-matched-age EVENTS_MATCHED_AGE
Minimum age in days of matched events to clean up
--events-unmatched-age EVENTS_UNMATCHED_AGE
Minimum age in days of unmatched events to clean up
--events-fullframe-matched-age EVENTS_FULLFRAME_MATCHED_AGE
Minimum age in days of matched events fullframes to
clean up
--events-fullframe-unmatched-age EVENTS_FULLFRAME_UNMATCHED_AGE
Minimum age in days of unmatched events fullframes to
clean up
--counter-records-age COUNTER_RECORDS_AGE
Minimum age in days of counter records to clean up
--person-events-age PERSON_EVENTS_AGE
Minimum age in days of person events to clean up
--configuration CONFIGURATION
The name of the configuration class to load, e.g.
"Development". If this isn't provided, the
DJANGO_CONFIGURATION environment variable will be
used.
--version show program's version number and exit
-v {0,1,2,3}, --verbosity {0,1,2,3}
Verbosity level; O=minimal output, l=normal output,
2=verbose output, 3=very verbose output
--settings SETTINGS The Python path to a settings module, e.g.
"myproject.settings.main". If this isn't provided, the
DJANGO_SETTINGS_MODULE environment variable will be
used.
--pythonpath PYTHONPATH
A directory to add to the Python path, e.g.
"/home/djangoprojects/myproject".
--traceback Raise on CommandError exceptions

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

’ --no-color Don't colorize the command output. ‘

st TTOSTHOTO y/AaJieHus COOBITUN U SMM30/I0B CTAPIIE OINPEIeJeHHOrO KOJUIeCTBa JHEH HMCIob3yiiTe ap-
IyMeHTHI -events-matched-age/-events-unmatched-age. Hanpumep, jjis yaaneHust COGBITHH U 330108
6e3 coBmajieHNil crapiie 5 qHE BBITOJHATE KOMAHILY:

’sudo findface-security cleanup --events-unmatched-age 5 ‘

s yrnasenust COOBITHI C COBIAJIEHUSIMU CTapIe 5 JTHel BBITOJTHUTE KOMAHLY:

sudo findface-security cleanup --events-matched-age 5

Cremyromire KOMaH bl YIAJISIOT TOJBKO IMOJTHBIE KaJIPbl COOBITHIA ¢ COBIAICHUAME U Oe3:

sudo findface-security cleanup --events-fullframe-matched-age 5
sudo findface-security cleanup --events-fullframe-unmatched-age 5

,Z[.HH TOrO YTOOBI YVOIaJIUTHb TOJIBKO 3allCHU CYETYUKA, BBIIIOJTHUTE KOMaHIY:

sudo findface-security cleanup --counter-records-age 5

s Toro 9T00B! YAAJIATH TOJIBKO COOBITHS CO3/IAHUS [IEPCOH, BBHIITOJIHUTE KOMAHLY:

sudo findface-security cleanup --person-events-age 5

Baxxno: [lomken OBITH 3alaH XOTs ObI OJUH apryMeHT U3 YKa3aHHBIX.

1.6.12 OTkntoyeHue cepBUCOB

Cy1tmecTByeT BO3MOXKHOCTH OTKJIIOUHTE ciemyomue ceppuchl FindFace Security, ecsiu BbI nMmu He IOIb3yeTech:
® SIU30/IbI
e MeHeKep odepejieit 00pabOTKU BHIC0aPXUBOB
® BeOXyKH
® IIEPCOHBI

g storo orkpotite daiin kouduryparun findface-security u BHecuTe usMenenus B paszesn SERVICES.

sudo vi /etc/findface-security/config.py

# disable unused services to increase
# overall system performance in some cases.
SERVICES = {
"ffsecurity": {
"episodes": True,
"webhooks": True,
# use queue manager to prevent drops of video archive events
"video_archive_events_manager": True,
"persons": False,
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B pesynbrare cooTBeTCTBYIONME BKJIAJIKNA UCIE3HYT U3 BeO-mHTEpdeiica.

IIpumeuanue: Bkiajka ocranercs, ecjiu Ha Hell eCTh Kakue-a1u00 00beKThl (HAIpUMED, HA BKIAIKe Beo-
yku cozpannl BeOXyKn). OHaKO HOBbIe apTedaKThl IEPECTAHYT MOCTYIAT.

1.6.13 Cbpoc napons

st Toro 4TobBl COPOCUTH IMOJIB30BATE/ILCKUI 1aposib B BeO-uHTepdeiice FindFace Security, BeimosiHuTe
CJIEJIYIONIYIO0 KOMAH/LY:

’findface—security changepassword username

1.7 MpunoxxeHus

1.7.1 MNoapobHO 0 KOMMNOHEHTaxX

findface-extraction-api

KowmmonenT findface-extraction-api ¢ mOMOIIBIO HEUPOHHBIX ceTell OOHAPYKUBAET JIMIO HA M300parke-
HUU, U3BJIEKAET U3 JIMIA OMOMETPHYECKHii 00pasell, a TakKe pPACIO3HAeT I0JI, BO3PACT, SMOIMHA U JIPyrue
aTpubyTHI JIUIA.

KowmmonenT B3anmozeiicrByer ¢ cepsucom findface-sf-api caemyromum obpazom:
e Ilomywaer o Hero ¢gpororpaduio ¢ JIUIOM UM HOPMATU30BAHHOE M300paskKeHne JIUIA.

e Bosspalaer KoopJuHATHI paMKHU C JIUIIOM, & TakKyKe BEKTOp MPU3HAKOB, JAaHHBIE O II0JIe, BO3PACTE,
SMOIUSX U JIPYTUX aTpudyTax JIUIa (eC.HI/I oHU ObLIH 3anpoinensl ffindf ace-sf-api).

Tlonmbrit ciimcok dyHKIMIA:

e Jerexius (OOHApYyZKeHME) JIUIA Ha UCXOJHOM M300parKeHUN ¢ BO3BPAILEHUEM KOODIMHAT PAMKU C JIU-
10M,

® TIOJIyYEeHUE U3 UCXOTHOT'O I/I306pa}KeHI/I$I HOPMaJIN30BaHHOT'O I/I306pa}K€HI/IH JIAITa,

® U3BJIEUEHUE M3 HOPMAJIM30BAHHOIO U300paKeHMs JIMIA BEKTOPA [PU3HAKOB (6MOMETpUIecKoro obpas-
na),
e pacro3HaBaHWe aTpubyTOB JHUNa (IO, BO3PACT, IMOIUH, 0OPOIA, OUKN, MEJUIMHCKAsT MACKa ¥ JIp. ).
Cepsuc findface-extraction-api moxer paborarh ¢ yckopenunem na CPU (ycranasiupaercs U3 Imaxe-
ra findface-extraction-api) wiu GPU (ycranasiusaerca u3 nakera findface-extraction-api-gpu).

Kak jgiua CPU-, tak u gy GPU-cepBuca, mactpoiika BbimosiHsieTcst depes daitn koudwuryparuu /etc/
findface-extraction-api.ini, ogaako cojepxkumoe pannoro daita na CPU u GPU ormnnuaercs.

®daiin koHpurypauun cepsuca Ha CPU:
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detectors:

max_batch_size: 1

instance
models:

s: 1

cheetah:

alia
- fa

ses:
ce

- nnd

model: facedet/cheetah.cpu.fnk

opti

min_object_size: 32
resolutions:

quality_
normalizer
max_batc
instance

models:
carlic
mode
croplx
mode

ons:

256x256
384x384
512x512
768x768
1024x1024
1536x1536
2048x2048

estimator:

s:
h_size: 8
s: 1

plate:
1: '

1

crop2x:
model: facenorm/crop2x.v2_maxsize400.cpu.fnk

cropbbox:

mode
norm20

model: facenorm/bee.v2.cpu.fnk

1: "
0:

extractors:

max_batch_size:

instances: 1

models:
age:
beard:
caratt

carattr_description:
carattr_license_plate:

carattr_make: ''

r_color:

carattr_trash:

countries47:
emotions:
face: face/ifruit_320.cpu.fnk
gender:
glasses3:
headpose:
liveness:
luminance_overexposure:
luminance_underexposure:

(N

(N

medmask3: "'
pedattr_color:

pedestrian:

8

(continues on next page)

78

naea 1. PyKOBOACTBO CNCTEMHOIro agMmmMHUCTpaTopa




FindFace Security, Boinyck 4.4

(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

quality: faceattr/quality.vl.cpu.fnk
sharpness: ''
validity: ''
ascend_device: 0
gpu_device: 0O
models_root: /usr/share/findface-data/models
cache_dir: /var/cache/findface/models_cache
listen: 127.0.0.1:18666
license_ntls_server: 127.0.0.1:3133
fetch:
enabled: true
size_limit: 10485760
max_dimension: 6000
allow_cors: false
ticker_interval: 5000
debug: false
prometheus:
timing_buckets:
- 0.001
.005
.01
.02
.03
.05
.1

w N

.75

1
T WNR, PR ER,R,RO0OO00000O0O0O0O0 O
~N o0l Ww o1

[N
N =
o O

- 50
resolution_buckets:
- 10000
- 20000
- 40000
- 80000
- 100000
- 200000
- 400000
- 800000
- 1let+06
- 2e+06
- 3e+06
- 4e+06
- be+06

w
o

(continues on next page)
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- 6e+06

- 8et+06

- 1le+07

- 12000000.0
- 15000000.0
- 18000000.0
- 2e+07

- 3et+07

- be+07

- 1e+08
faces_buckets:
-0

-1

-2

-5

- 10

- 20

- 50

- 75

- 100

- 200

- 300

- 400

- 500

- 600

- 700

- 800

- 900

- 1000

®daiin koHpurypauum cepsuca Ha GPU:

detectors:
max_batch_size: 1
instances: 1
models:
cheetah:
aliases:
- face
- nnd
model: facedet/cheetah.gpu.fnk
options:
min_object_size: 32
resolutions:
- 256x256
- 384x384
- 512x512
- 768x768
- 1024x1024
- 1536x1536
- 2048x2048
quality_estimator: true
normalizers:
max_batch_size: 8
instances: 1

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

models:
carlicplate:
model: ''
croplx:
model: ''
crop2x:
model: facenorm/crop2x.v2_maxsize400.gpu.fnk
cropbbox:
model: ''
norm200:
model: facenorm/bee.v2.gpu.fnk
extractors:
max_batch_size: 8
instances: 1
models:
age: ''
beard: ''
carattr_color: ''
carattr_description: "'
carattr_license_plate: ''
carattr_make: ''
carattr_trash: ''
countries47: ''
emotions: ''
face: face/ifruit_320.gpu.fnk
gender: ''
glasses3: ''
headpose: ''
liveness: ''
luminance_overexposure: '
luminance_underexposure:
medmask3: "'
pedattr_color: '
pedestrian: ''
quality: faceattr/quality.vl.gpu.fnk
sharpness: ''
validity: "'
ascend_device: 0O
gpu_device: 0O
models_root: /usr/share/findface-data/models
cache_dir: /var/cache/findface/models_cache
listen: 127.0.0.1:18666
license_ntls_server: 127.0.0.1:3133
fetch:
enabled: true
size_limit: 10485760
max_dimension: 6000
allow_cors: false
ticker_interval: 5000
debug: false
prometheus:
timing_buckets:
- 0.001
- 0.005
- 0.01
- 0.02

(continues on next page)
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resolution_buckets:

.03
.05

w N

.75

O WNRFR,r R RFRRFPRRPROOOOOOOO
~N oW ©

W N =
O O O

50

10000
20000
40000
80000
100000
200000
400000
800000
1e+06
2e+06
3e+06
4e+06
5e+06
6e+06
8e+06
1e+07
12000000.0
15000000.0
18000000.0
2e+07
3e+07
5e+07
1e+08

faces_buckets:

0

1

2

5
10
20
50
75
100
200
300
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- 400
- 500
- 600
- 700
- 800
- 900
- 1000

Tonb3oBaTenbekast HacTpoiika findface-extraction-api (kak CPU, tak u GPU) BBIOIHSIETCS ¢ UCIOb-
30BaHUEM CJIEAYIOMIUX [IapaMeTPOB:

Mapamertp Onncanne

cheetah -> | MuHMMaJbHBIN pa3Mep JIAIA, KOTOPoe Oy/eT rapaHTHpOBaHHO Haiifeno. Oupeessercs
min_object_sizesmepom pamku ¢ jurom (bbox). Yem Gosbliie 3HaMEHHE, TEM MEHEE PECYPCOEMOK IIPO-
1ecc OOHAPYKEHUs JIUIIA.

gpu_device (Tombko JLIsT GPU) Homep GPU-ycrpoiicrsa, HCII0JIBb3YEeMOTO
findface-extraction-api-gpu.

license_ntls|dé&kuapec u mopr cepBepa qaunensupopanus findface-ntls.

B 3aBucumocTu ot HykK Bamero OusHeca, BaM TaK>Ke MOYXKET TOTPEOOBATHCH BKIIOYUTH MOJEN PACIO3HA~
BaHug arpubyTOB JIKIA, TAKUX KaK I0JI, BO3PACT, SMOIMU, OYKU H,/Miu 60poja. YI0CTOBEPHTECh, YTO JJisl
KaKJI0i Mojiesin Bbl yKazasm npaBmwibhbiil Tun yckopenuss CPU min GPU: on joskeH coBnaiaTh ¢ TUIIOM
yckopernust findface-extraction-api. O6parure Buumanue, uro findface-extraction-api nva CPU mo-
xeT paborars ToJibKO ¢ CPU-Momesnsimu, B To Bpems kKak findface-extraction-api na GPU nomiepxkuBaer
kak GPU-, tak u CPU-momenn.

models:
age: faceattr/age.vl.cpu.fnk
emotions: faceattr/emotions.vl.cpu.fnk
face: face/ifruit_320.cpu.fnk
gender: faceattr/gender.v2.cpu.fnk
beard: faceattr/beard.v0.cpu.fnk
glasses3: faceattr/glasses3.v0.cpu.fnk
medmask3: faceattr/medmask3.v2.cpu.fnk

JloCcTyHBI CIeAyIONNe MOIEIIH:
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ATpunbyT nuua VYckope- MapameTp B chaiine kKoHdurypauun
Hne
O6uoMeTpHs JIUIIA CPU face: face/ifruit_320.cpu.fnk face: face/ifruit_160.cpu.
fnk
GPU face: face/ifruit_320.gpu.fnk face: face/ifruit_160.gpu.
fnk
BO3PACT CPU age: faceattr/age.vl.cpu.fnk
GPU age: faceattr/age.vl.gpu.fnk
TIOJT CPU gender: faceattr/gender.v2.cpu.fnk
GPU gender: faceattr/gender.v2.gpu.fnk
SMOIINNI CPU emotions: faceattr/emotions.vl.cpu.fnk
GPU emotions: faceattr/emotions.vl.gpu.fnk
OYKH CPU glasses3: faceattr/glasses3.v0.cpu.fnk
GPU glasses3: faceattr/glasses3.v0.gpu.fnk
6opoa CPU beard: faceattr/beard.v0.cpu.fnk
GPU beard: faceattr/beard.v0.gpu.fnk
MeIUIUHCKAas Mac- CPU medmask3: faceattr/medmask3.v2.cpu.fnk
Ka GPU medmask3: faceattr/medmask3.v2.gpu.fnk

7151 TOro 94T06B!I BKIIIOYNTH MOJIENIb HEHPOHHOM CeTH, IPEIOCTABIISIONIEH a6moroMmHbiti cepsuc liveness, yKa-
JKHUTE ee B napamerpe liveness: faceattr/liveness.alleyn.cpu.fnk/faceattr/liveness.alleyn.gpu.
fnk.

models:

liveness: faceattr/liveness.alleyn.cpu.fnk

models:

liveness: faceattr/liveness.alleyn.gpu.fnk

Cosert: [lnsg TOoro 4To0bI OTKIIIOYUTH MOJIEJIb, I€peJaiiTe B COOTBETCTBYIOIIUI MapaMeTp I[yCToe 3HAYCHIUE.
He ynamasiite cam mapamerp, MOCKOJIBKY B 3TOM CJIydae OYJeT BBIIOJIHATHCS MOUCK MOJIEIU 10 YMOJTIAHUIO.

models:
gender: ""
age: nn
emotions: "'

findface-sf-api

Kommonent findface-sf-api npemcrasisier coboit cepsuc, peanusymomuit HTTP API ocroBHOro dhysk-
muonasa siipa FindFace (oGHapy:keHuwe um paclio3HaBaHWe JIMIl, IPU ITOM CAMH ONEpaldy OOHADY KEeHHUSI
U PACIO3HABAHUS JIUII BBIIOJHAIOTC KOMIIOHeHTOM findface-extracton-api). Bzaumogeiicrsyer ¢ 6a3zoit
6uomerpudeckux gaHHbIX Tarantool gepe3 kommonenT findface-tarantool-server, a TakxKe C KOMIIOHEH-
ramu findface-extraction-api (obuapy:kenue u pacrosnasanue Jiui) u findface-upload (xpanusuiie
UCXOJHBIX u30bpazkeHuii u apredaxros paborsl siipa FindFace).

st obnapyzkenus Juia Ha ¢ortorpadun B koMminoneHT findface-sf-api momxken 6biTh ornpasien API-
3aIpoc, nepegannmii 1aaayo ¢ororpaduio B Buje daitia win URL. JlanHBINH 3ampoc 3aTeM mepeHamnpas-
Jagerca B KoMnonenT findface-extraction-api.
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Ipu wHammuum B cucreme Bujgeogerekropa Jurn (npucyrcrsyer B FindFace Security) kommnonenT
findface-sf-api noJsiydaer manable 00 OOHAPYKEHHBIX JIMIIAX BMECTE C IIPABIJIAMH UX 00PabOTKU OT KOM-
nonenTa findface-facerouter u 3aTeM BBINOJIHSET IIOJLyYE€HHBIE JUPEKTUBBI (HAIPUMED, COXPAHSIET JIAIA
B OIIPEJICJIEHHYTO Tajiepeio 6a3bl JaHHBIX).

Ilpumevuanue: B FindFace Security, &ynkmun findface-facerouter BBIIOJHSIET CEPBUC
findface-security.

Tlosmbrit cimcok dynKIMIA:

o peasmmzarusa HTTP API nmo uwactu obmapy»KeHusi u pacro3HaBaHWUs JIHUIL (ONEPAIUH BBIIOJIHSIIOTCS
findface-extraction-api).

e coxpanenue JjiuI B 6a3y OnomeTrpuueckux JaHHbIX (uepe3 cepsuc findface-tarantool-server),

® COXpaHeHWE WCXOJHBIX N300PaKeHuil, MUHUATIOPD W HOPMAJN30BAHHBIX H300parkKeHwii Jui Ha Bebd-
cepeepe nginx (uepes cepsuc findface-upload).

e obecrevyenue B3aI/IIVIOIL€IU/ICTBI/IH BCeX KOMIIOHCHTOB CHUCTEMDbI.

Hacrpoiika kommonenta findface-sf-api BoemmosHsiercs  depe3d  aitn  koudurypamum /etc/
findface-sf-api.ini.

listen: 127.0.0.1:18411
extraction-api:
timeouts:
connect: b5s
response_header: 30s
overall: 35s
idle_connection: 10s
extraction-api: http://127.0.0.1:18666
storage-api:
timeouts:
connect: 5s
response_header: 30s
overall: 35s
idle_connection: 10s
max-idle-conns-per-host: 20
shards:
- master: http://127.0.0.1:8101/v2/
slave: ''
- master: http://127.0.0.1:8102/v2/
slave: ''
- master: http://127.0.0.1:8103/v2/
slave: ''
- master: http://127.0.0.1:8104/v2/
slave: ''
read_slave_first: false
max_slave_attempts: 2
cooldown: 2s
limits:
url-length: 4096
deny-networks: 127.0.0.0/8,192.168.0.0/16,10.0.0.0/8,::1/128,fe00::/8
body-image-length: 33554432
allow-return-facen: false
cache:
type: memcache
inmemory:

(continues on next page)

1.7. MNpunoxeHns 85




FindFace Security, Boinyck 4.4

(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

size: 16384
memcache:
nodes:
- 127.0.0.1:11211
timeout: 100ms
dns_cache_timeout: 1mOs
redis:
network: tcp
addr: localhost:6379
password: ''
db: O
timeout: 5s
normalized-storage:
type: webdav
enabled: true
webdav:
upload-url: http://127.0.0.1:3333/uploads/
timeouts:
connect: 5s
response_header: 30s
overall: 35s
idle_connection: 10s
s3:
endpoint: ''
bucket-name: ''
access-key: ''
secret-access-key: ''
secure: true
region: ''
public-url: ''
operation-timeout: 30

TlonbzoBaTenbckas HacTpoiika findface-sf-api BBRIIOIHSAETCS C NCIOJIB30BAHUEM CJIEIYIONINX TaPAMETPOB:

MapameTp Onucanne

extraction-api -> extraction-api IP-anpec u IIOpT cepsepa
findface-extraction-api.

limits -> body-image-length MaxkcumasbHbBIil pasmep B Oaiirax m300parkeHus,

nepegapaeMoro depe3 API-zampoc.
I[Iyts 8 WebDAV nginx, mo KoTopoMy B KOMIIO-
menT findface-upload OymyT OTHPABIATHCHA WC-

normalized-storage -> webdav -> upload_url

XOJIHBIE M300PaKEHNsI, MUHUATIOPHl M HOPMAJIA30-
BaHHbIE N300PaKEHUsI JIUII.

storage-api -> shards -> master IP-azgpec ¢pusmaeckoro cepsepa ¢ MACTEPOM IIapAa
findface-tarantool-server.
storage-api -> shards -> slave IP-axpec dusnaeckoro cepsepa ¢ PEIIMKOM mapia

findface-tarantool-server.

findface-tarantool-server

Cepsuc findface-tarantool-server obecrieanBaeT B3anMoieiicTBue Mexk 1y ceppucoM findface-sf-api u
bmomeTpmdecKoit 6a30it mamubix Tarantool cremyrorum o6pas3om:
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Coser: Ilompobree cM. opuIma bHyo JOKyMeHTanmo Tarantool.

e findface-tarantool-server mosyuaer or findface-sf-api gammble [uist 3amucu B 0a3y JAHHBIX
(manpumep, 06 O6GHAPYKEHHBIX JIAIAX).

e ITo zampocy or findface-sf-api findface-tarantool-server BBIIOJIHAET IIOUCK IO 6a3e JAHHBIX U
BO3BpalllaeT ero pe3yJIbTaT.

s yBetmaeHnst CKOPOCTH MTOMCKA Ha KaXKI0M cepBepe ¢ 6a30it manubix Tarantool MOTyT OBITH CO3IaHBI MHO-
rOYKC/IEHHBbIE cerMeHThl («mapapl» ) findface-tarantool-server. lx napasuienbaoe pyHKINOHUPOBAHNIE
NPUBOJUT K 3HATUTEIHHOMY YBEJIMIEHUIO npoussoauresnbaocta (B 70-100 pas).

Ilomubiit crincok dyHKIHMIL:
e coxpaHeHUe JIUI B 0a3y OMOMeTPUYECKHUX JIAHHBIX,
® BBINIOJIHEHHUE IOUCKA 110 6a3e OHOMETPUIECKUX JIAHHBIX,

e peasm3aIysi IPsIMBIX 3aIpPOCOB B 6ady manubix Tarantool (em. ITpamwe API-zanpocw k 6ase darmvix
Tarantool).

Hacrpoiika kommonenta findface-tarantool-server BoimosiHseTCst depe3 daiti kouduryparuu /etc/
tarantool/instances.available/<shard-*>.lua. B kjacrtepmoii cpeme ¢daitn xoHduUryparmm HaCTpau-
BaeTCs OTJEJIBHO Il KayKJIO0T0 TIap/ia.

-- Please, read the tarantool documentation at https://www.tarantool.io/en/doc/1.10/

box.cfg{
-- THIS IS NOT HTTP API PORT, it's for admin operations
listen = '127.0.0.1:32001',

--Directory to store data

vinyl_dir = '/opt/ntech/var/lib/tarantool/shard-001',

work_dir = '/opt/ntech/var/lib/tarantool/shard-001',

memtx_dir = '/opt/ntech/var/lib/tarantool/shard-001/snapshots',
wal_dir = '/opt/ntech/var/lib/tarantool/shard-001/xlogs’,

--Maximum mem usage in bytes
memtx_memory = 200 * 1024 x 1024,

checkpoint_interval = 3600%4,
checkpoint_count = 3,

--uncomment only if you know what you are doing!!! and don't forget box.snapshot()
-- wal_mode = 'momne',

--if true, tarantool tries to continue if there is an error while reading a snapshot/xlog
—~files: skips invalid records, reads as much data as possible and re-builds the file

-- force_recovery = true,

}

pcall(function() box.schema.user.grant('guest', 'execute,read,write', 'universe') end)

dofile("/etc/findface-security/tnt_schema.lua")

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

-- host:port to bind, HTTP API

FindFace = require("FindFace")

FindFace.start("127.0.0.1", 8101, {
license_ntls_server="127.0.0.1:3133",
meta_indexes=meta_indexes,
meta_scheme=meta_scheme

b

ITopzoBaTenbckass Hactpoiika findface-tarantool-server BBINOJHAETCA C UCIOJIH30BAHUEM CJIETYIONIAX
napaMeTpOB:

Ma- | Onucaxne
pa-
meTp
forcel RscomanyT/oTK/II0YaET ABTOMATHIECKOe BOCcCTaHoBJeHue 6a3bl jganubix Tarantool. Eciau aBroma-
TUYECKOE BOCCTAHOBJIEHUE NAHHBIX BKJIOYEHO (true), KasKablii pa3 NpU BOSHUKHOBEHUM OIMINOKU
BO BpeMs ureHus daiita .snap mwim .xlog, Tarantool monbiTaeTcst TPOIUTATH KAK MOYKHO OOJIbINE
nHdOPMAIE U BOCCTAHOBUTH daill, UTHOPUPYSI OUTHIE 3AIINCH.

licenséPriipecernepr cepsepa nuren3upoBanus findface-ntls.

memtx|_MdarTyMaIbHbI pa3Mep OLepaTUBHON HaMsITH B 6aiiTax, KOTOPBIN MOYXKET OBITh MCIIOJIL30BAH IIIap-
nom Tarantool. Ilepen u3amenermem TaHHOrO HapamMeTpa OOPATUTECH K HAIIMM SKCIIEPTAM 38 KOH-
cynpTamnueit mo agpecy support@ntechlab.com.

meta_s€hgmekTypa 6a3bl JAHHBIX I XPaHEHUs] OMOMETPUYIeCKuX apaMerpoB. [Ipescrasisier coboit na-
60p ToJIelt, 115 KayKI0r0 N3 KOTOPBIX YKA3bIBAIOTCS CJeAyomue napamMeTpsl: id: id moJist, name: Ha-
3BaHME II0JIA, JOJKHO COBIIQJATh C HA3BAHUEM COOTBETCTBYIOIIEro napamMerpa Jjmna, field_type:
THN JaHHbIX, default: 3HaYeHue 110 yMoT4anuio. Eciin 3HaueHne 110 yMOTIAHUIO JIJTs [I0JIs O0JIbIIe
‘lel4 — 1’, To ero cieqyeT 3aluUCHIBATh B BUJE CTPOKH, T. €. “123123” BmecTo 123123.

Crpykrypa 6a3bl TaHHBIX Hepeaercs u3 daitna /etc/findface-security/tnt_schema.lua B mapamerp
meta_scheme. IToapoGuee cM. Hamernerue cmpykmypo, 6uomempuueckot 6a3v, OGHHOLT .

findface-upload

Kommonent findface-upload mpescrasisier coboii Beb-cepBep Ha 6a3e WebDAV nginx, KOTopbiii HCTOTB3Y-
€TCsl U1l XPAHEHHs] MCXOIHBIX U300parkeHuil, MUHUATIOP ¥ HOPMAaJIM30BAHHBIX M300parkeHuil sy (11oJsydaer
ux or KomnoHeHTa findface-sf-api).

ITo ymomganuio ucxo/iHble N300parKeHNsI, MUHAATIOPHI U HOPMAJIM30BaHHbIE N300pPAXKEHMs JIUI XPAHATCS B
karaJsiore /var/lib/ffupload/uploads/.

Kowmmonent findface-upload aBromaruyecku HacTpanBaeTcsl IIpU yCTaHOBKe. HacTpoiika He MpeLycMOTpPeHa.

Bupeopetekuus nuuy: findface-video-manager n findface-video-worker

IIpumeuanue: Kommonenr findface-video-worker mocraBisieTcss B makerax ¢ yckopenmem uHa CPU
(findface-video-worker-cpu) u GPU (findface-video-worker-gpu).
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B atom pasgene:

o Dynrxuuu findface-video-manager
o Dynuxyuu findface-video-worker

e Hacmpotixa eudeodemexyuu auy,

o Job-zadanusn

®DyHkuun findface-video-manager

Cepsuc findface-video-manager SBJIsI€TCS YACTHIO MOJIYJIsi BUJICOIETEKIINY JIUII, ¥ UCIIOJIb3yeTC sl JJIs HEello-
CPEJICTBEHHOT'O yTIPABJIEHUS JIETEKITNel JINI Ha BUIEO.

Cepsuc findface-video-manager B3aumojeiicrByer ¢ findface-video-worker ciemyromum o6pa3oMm:

e ObecreunBaer findface-video-worker HaCTPOWKAME U CIIMCKOM BHJIEOTIOTOKOB it 0Opaborku. st
sToro oH BbimaeT findface-video-worker Tak HazbIBaeMoe job-3zadarue, 3amady Ha 0OPabOTKY BHUIEO,
KOTOpasl COJEPKUT ITapaMeTPhl KOHMUTYPAIIUN U CBEJIEHUS O BUIEOIIOTOKE.

e B pacupenenennoit cucreme pacupeesseT BUIEOMOTOKN (jOb—3aLLaHI/IH) 110 CBODOJIHBIM 3K3EMILISIPaM
findface-video-worker.

ITpumeuanmue: Ilapamerpsr kordurypamuu, nepegaBaemMble depe3 job-3amanus, UMeOT OOJIBIIII TPUOPHU-
TeT, YeM aHAJOTWYHbIE TapaMeTphl B daiiie Koudurypanuu findface-video-manager.

st paborer findface-video-manager tpebyercs ycranoBienubiii cepsuc ETCD. ETCD unpencras-
Jisier coboil CTOpPOHHEE MPOTpaMMHOE O0eCIevueHne, Pean3yIoIiee pPaCIpeIeleHHOe XPAHUJIAIIE KJIIOJIeit
findface-video-manager. Vcmonb3yercs B KadecTBe KOODIWHAIMOHHONW CJIy2KOBI B PAaCIpEIeIeHHON Cu-
creMe, obecriednBasi OTKa30yCTONINBOCTD PAOOTHI BUIEOIETEKTOPA JIUIL,

Tomueiit ciincok dyuxnuit findface-video-manager:
e KOHMUTYPUPOBAHNE TAPAMETPOB BUIEOIETEKTOPA, JINII,
e yIpaBJieHNe CIIMCKOM BUJIEOMTOTOKOB I 0OpabOTKM,

e yIpaBJleHUe BUeoeTeKIIueil JINII.

®DyHkuyun findface-video-worker

Kowmmonent findface-video-worker (mim findface-video-worker-gpu) sIBJASIETCS 9aCTBIO MOJYJIsSI BU-
JIEOTETEKIINN JIUIL U CJIY?KUT JJIsi OOHAPY KEHUs JIAI <Ha JIeTy» B BUJEONOTOKe min Buueodaitte. On moz-
JIEP2KUBAET OOJIBIIUHCTBO BRIEODOPMATOB U KOIEKOB, KOTOPBIE MOI'YT ObITH JeKonuposansl FEmpeg.

CepBuc findface-video-worker B3ammogeiictByer ¢ cepBucamu findface-video-manager u
findface-facerouter cjeayomuM 06Pa3oOM:

e ITo 3anpocy findface-video-worker nomy4aer or findface-video-manager job-3ananue ¢ HacTpOii-
KaM¥ U CIIHCKOM BHUJIEOIIOTOKOB Jjisi 0OPabOTKM.

e Cepauc findface-video-worker OTIIpPaBJISET MOy I€HHbIE HOPMATN30BaAHHBIE M300PAKEHNUST JIUIL BMe-
CTe C MOJHBIMHU KaJPaMU U METaJAaHHBIMU, TAKAMU KAaK PaMKa BOKDYT Juia, ID kaMmepsl u Bpems
nereknun, B cepBuc findface-facerouter s majbHelner 06pabOTKH.
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IIpnmeuanne: B FindFace Security ¢&ynknun findface-facerouter BBIIOJHSIOTCH CEPBUCOM
findface-security.

Tlonuerit ciimcox dynknumit findface-video-manager:

e oOHApYKEeHUE JIUI] Ha BUJIEO,
® U3BJICUEHNE HOPMAJIU30BAHHBIX N300paKeHuil JIniI,
® [IOMCK HAWIYYIIero n300pakeHus JINIA,

o JIe/IyTUIMKAIMS KJIPOB C JIMIOM (TOJIBKO OJIMH KaJIp Ha KayK/0e COOBITHE PACIO3HABAHUS JINIIA).

IIpu o6paborku Bujeo findface-video-worker mocjeq0BaTe/IbHO UCIOJIB3YET CJIEYIOIIe AJITOPUTMBI:

e JleTerTOop mBuXeHUA. J[aHHBIN AJrOPUTM MO3BOJISIET CHU3UTH HNOTPEOJICHUE PECYPCOB, TOCKOJBKY Je-

TEKTOP JIAI] BKJIIOIaE€TCA TOJILKO II0 ABHU2KCHUIO B KaJpe.

e JleTexTop nun. AJITOPUTM JIETEKTUPYET, OTCIEKUBACT U 3aXBaThIBAET JiNla Ha Bujeo. Moxer paborarh

OJJHOBPEMEHHO C HECKOJIbKUMHU JINIaMu B Kajpe. C IMOMOIIbI0 BCTPOEHHON HEHPOHHON CEeTU BBIIOJIHSET
ITOVCK KaJIpa, C JIydIiuM n3obpazkerueMm Jjuia. Kak TobKo Jrydiinee n3obpakeHue HailJleHO, OTIIPABJISIeT
ero B KomnoneHT findface-facerouter.

Tlogbop mydrmero n306paskeHust JIUIA MOYKET OBIThH BBITTOJIHEH B OJIHOM U3 CJIEIYIONINX PEYKUMOB:

o Pexxum PeaJIbHOTI'O BpEeMEeHU

e BydepHsblit pexxum

Pe>xxum peanbHoro spemexHu

B pexxume peanbroro Bpemenn findface-video-worker HaUMHAET OTIPABISITH N300PAYKEHUS JIUIA B KOM-
nonenT findface-facerouter Ha JeTy Iocje TOsIBJCHUs JIUIA B TOJIe 3PEHUS BUJICOKAMEPHI. J[OCTyIIHBI
ciepyionue omyu ornpasku (cM. /etc/findface-video-manager.conf u Jlobusacnue Kamepo):

e Ecian napamerp realtime_post_every_interval: true, JeTEKTOD JIAI[ BBIOMpAET JIyUINUil KaJp B

TeYeHNe KarKJI0T0 U3 IOCIEN0BATE/ILHBIX IIPOMEXKYTKOB BpEMEHH, PaBHbIX realtime_post_interval,
u orupasider ero B findface-facerouter.

Eciu realtime_post_every_interval: false, JleT€KTOp JINI[ BEIOMPAET Jiydlllee N300paKeHne JINIa
JAHAMWICCKU:

1. Cuauajia OIEHHBAETCS KAYeCTBO M300paykeHust JUIA. ECIM OHO MPEBBINIAeT HEKOE MPEeyCTaHOB-
JIGHHOE II0POI'0BOE 3Ha4eHue, To JUlo oTnpasiadercd B findface-facerouter.

2. TMopor moBeimaeTcs mocjie Kaxk a0t OTupaBKu n3obparkenust jimna B findface-facerouter. Kax-
IBlif pa3, KOTJIa JETEKTOP JIWI MOJIYyJaeT M300pa’keHue TOrO 2Ke JIUIA JIYUIIero KadecTBa, OHO
OTIIPABJIAECTCH.

3. Ilpu ncue3HOBEHUU JIMTIA U3 IIOJI 3PEHUS BUJIEOKAMEDPHI CHOBA YCTAHABJINBAETCS [IOPOrOBOE 3HA-
YeHHe 110 YMOJTYaHUIO.

Ecmm realtime_post_first_immediately: true: AeTeKTOp JHI] OTIPABJAET IE€PBOE JUIO U3 TPe-
Ka Cpa3y II0Cje TOro, KaK OHO IpoiifieT depe3 (GumibTphl KadecTBa, pa3Mepa W PEernoHa 3axXBaTa
(ROI), me noxkumasich OKOHYAaHUsI IepBoro realtime_post_interval B peKuMe peajbHOIO Bpe-
menu. Crocob OTIPaBKU MOCJIEIYIONUX U300pakeHnl JINIA 3aBUCUT OT YCTAHOBJIEHHOTO 3HAYEHUSI
realtime_post_every_interval. Ecin realtime_post_first_immediately: false, jeTeKTOp JIHI]
OTIIPABJILET IIEePBOE JIULO II0CJIe OKOHYaHUs IIepBoro realtime_post_interval.
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BydepHbliii pexxum

Bydepnsriit pexkum Tpebyer MeHbIMIT 00bEM JTUCKOBOTO IPOCTPAHCTBA [0 CPABHEHUIO ¢ PEXKUMOM PEAILHOTO
BPEMEHHN, MOCKOJBKY JJId KaxkKIoro Juna KomrnoHeHT findface-video-worker oTmpabisgeT TOJIBKO OJHO

I/1306p3,7KeHI/Ie U3 TpEKa, HO HaUBBICHIETO KadeCTBa.

BydepHublii pexkuM BKIrOUaeTcs depes napamerp overall_only (cMm. /etc/findface-video-manager.conf

u Jlobasaenue Kamepo).

Hacrpoiika Bugeogerekunu nuy,

Hacrpoiika BujieoieTekTOpa JIUI BBIIOJIHIETCS Yepe3 Ciellytolue (pailjibl KOHMDUrypauu:

1. Paitn xouduryparun koMmmnonenTa findface-video-manager /etc/findface-video-manager.conf:

listen: 127.0.0.1:18810
etcd:

endpoints: 127.0.0.1:2379

dial_timeout: 3s
kafka:

enabled: false

endpoints: 127.0.0.1:9092
master:

lease_ttl: 10

self _url: 127.0.0.1:18811

self_url_http: 127.0.0.1:18810
rpc:

listen: 127.0.0.1:18811

heart_beat_timeout: 4s
router_url: http://127.0.0.1:18820/v0/frame
exp_backoff:

enabled: false

min_delay: 1s

max_delay: 1mOs

factor: 2
flush_interval: 2mOs
ntls:

enabled: false

url: http://127.0.0.1:3185/

update_interval: 1mOs
prometheus:

jobs_processed_duration_buckets:

-1

- 30

- 60

- 500

- 1800

- 3600

- 21600

- .inf
job_scheduler_script: '
stream_settings:

ffmpeg_params: []

md_threshold: 0.002

md_scale: 0.3

fd_frame_height: -1

uc_max_time_diff: 30

(continues on next page)
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uc_max_dup: 3
uc_max_avg_shift: 10
det_period: 8
realtime: false
npersons: 4
disable_drops: false
tracker_threads: 4
parse_sei: false
image_arg: photo
additional_headers: []
additional_body: []
api_timeout: 15000
api_ssl_verify: true
post_uniq: true
min_score: -2
min_d_score: -1000
realtime_dly: 500
realtime_post_perm: false
rot: ''

roi: ''

draw_track: false

send_track: 0O

min_face_size: 0O

max_face_size: O

overall: true

only_norm: false

max_candidates: O

jpeg_quality: 95

ffmpeg_format: ''
stream_settings_gpu:

play_speed: -1

filter_min_quality: 0.45

filter_min_face_size: 1

filter_max_face_size: 8192

normalized_only: false

jpeg_quality: 95

overall_omnly: false

use_stream_timestamp: false

ffmpeg_params: []

router_timeout_ms: 15000

router_verify_ssl: true

router_headers: []

router_body: []

start_stream_timestamp: O

imotion_threshold: 0

rot: ''

roi: ''

realtime_post_interval: 1

realtime_post_every_interval: false

ffmpeg_format: ''

disable_drops: false

router_full_frame_png: false

router_disable_normalized: false

crop_fullframe_rot: false

realtime_post_first_immediately: false

post_first_track_frame: false

(continues on next page)
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post_last_track_frame: false
track_max_duration_frames: O
send_track_history: false
stream_data_filter: ''

ITonb3oBaTenbckas HacTpoiika findface-video-manager BBIIOIHSIETCS C MCIIOJIb30BAHUEM CJle-
AYIOIUX IapaMeTPOB:

Onuus Onucanue

etcd -> | IP-axapec u nopt cepBuca etcd. 3HadeHue 110 ymodanuio: 127.0.0.1:2379.

endpoints

ntls -> | Ecin true, komnonent findface-video-manager ornpasisieT B KOMIIOHEHT

enabled findface-video-worker 3a/aHus TOJHKO HA OOPAOOTKY TOTO KOJUIECTBA
BHJIEOKAMeP, KOTOPOe yKa3aHOo B JIUIEH3UU. JHaUeHue 1o ymodanuio: false.

ntls -> url IP-azpec u opr cepeepa findface-ntls. 3Hadenne o yMoTIaHuio: http:/
/127.0.0.1:3185/.

router_url IP-agpec u nopr cepBepa findface-facerouter, KOTOpHIi TOJydaeT OOHA-
pyxkennbie juia u3 findface-video-worker. B FindFace Security dyuxmnun
findface-facerouter BoimosHsgeT KOMIOHEHT findface-security. 3uade-
HUe 10 yMoJ4danuio: http://127.0.0.1:18820/v0/frame.

Brbr Tak:ke MoxKeTe MCIIOIB30BATDH cireaymmue ImapaMeTpbl:

ITpumeuanme: B pasnerne ¢daitia stream_settings-gpu Bbl Haiijere HacTpoOWKH, oOIIHIe
JIJsI BceX BHeomoToKoB. Hacrpoiikum B mammom paszene paboraior kak B GPU, tak u CPU-
kouduryparuu. HacTpoiiku ompenesieHHOrO TOTOKA, MePeIaHHble B job-3aMaHnn, MMEOT IPHO-
purer HaJ[ HAacTpoiikaMmu B daiuie Koudurypamuu (cMm. Job-sadanus).

IIpumeuanue: Paznen stream_settings daita ycrapesa u HeOOXOIUM TOJIBKO JIJIsi OOPATHON
COBMECTUMOCTH.
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Onuus

OnucaHue

crop_fullfny

Ao Th oTHpaBisieMble nosable Kaiapbl 10 ROT (peruony orciexkupanust).
3uadenue 1o ymosrdanmio: false.

disable_drqg

pBxiouaer/oTKI09aeT  OTHpaBky B KoMmmnonent findface-facerouter
BCEX  NOAXOAAIMUX  Jjmi 0e3  mpomyckoB. [lo  ymosganumio,  ecin
findface-video-worker me oOJiamaeT JOCTATOYHBIMU PECypCcaMu JJIst 00-
paboTKU BCEX KaJIPOB C JIUIAMHU, OH OTOpachbIBaeT HEKOTOpble u3 HuUX. Kciam
JlaHHad olus akTuBHA, findface-video-worker nomemniaer JUIIHUE Ka/JIPbI B
odepeib, 4TOObI 00pabOTaTh UX BIIOC/IEICTBUU. JHAYEHUE 110 yMOT4aHuto: false.

ffmpeg_form

atlepenaer dpopmar FFMPEG (mxg, flv u 7. 1.), ecain oH He MOXKeT OBITH aBTO-
MATUYECKHU OIPEIETICH.

ffmpeg_para

mEcok fimpeg-mapamMeTpoB BHIEOMOTOKA €O 3HAYEHUSIMH B BHUJE MACCUBA
KJoY=3HaueHue: [‘rtsp _transpotr=tcp”, .., “ss=00:20:00”]. ITosmuplii crincok na-
pamerpoB Ha caiite FFMPEG. 3HaueHne 110 yMoJYaHWIO: IIapaMeTPhl HE yKa-
3aHBbI.

filter_max_|

f QepesiezBieT MAKCHMAJILHBIN pa3Mep JINIa B MUKCeIsX. JIuma 60bImero pasme-
pa He OTHPABJISIOTCA. 3HAYEHHE 110 yMoJdannio: 8192,

filter_min_|

f EepesiezeieT MUHUMAJILHBIN Pa3Mep JIUIA B THKCEIsIX. J 1A MEHBIIero pa3mepa
HE OTIPAaBJISIOTC. SHAYEHNE IO YMOTIaHuo: 1.

filter_min_|

qidiayraIbHOE TIOPOrOBOE 3HAYEHNE KAavYeCcTBa N300parkeHusl JIUIa. SHAYEHHE 10
ymouraanuio: 0.45. He mensiiite 3Hadenne 1o yMordanuio 0e3 IpeIBapuTeIbHOM
KOHCYJIBTAIMU ¢ HAIIUMM TeXHUIeCKuMu 3kcnepramu (support@ntechlab.com).

imotion_thi|

edfwidva bHas MHTEHCHBHOCTD JIBHKEHUs, KOTOpas Oy/IeT perucTrpupoBaThCH
JIETEKTOpOM JiBUKeHusi. [loporoBoe 3HateHne orpeiesseTcs SMIupuiecku. Pe-
nepubie Touku: 0 = merekTop BhIKIIOUeH, 0.002 = 3HAYEHWE MO YMOJYAHUIO,
0.05 = MUHUMAaJIbHAS WHTEHCUBHOCTH CJIMIIKOM BBICOKA, 9TOOBI 3aPErUCTPUPO-
BATH JIBUYKEHIE.

jpeg_qualit

yKauecrBo cxxkarua ucxognoro kagpa B JPEG. 3uauenue no ymorganuo: 95 %
OT UCXOJHOTO pa3Mepa.

normalized |

oBkyriouaer/OTKIII0OYAET OTIIPABKY TOJIBKO HOPMAIM30BAHHBIX JIAL] 0€3 UCXOHBIX
KaJIpOB. 3HaUeHue 10 yMoJdaHuio: false.

overall_onl

vBydepubiit pexkum. OTOPaBIATH JJis JUNA OJUH KAJIP HAUIYUIIEr0 Ka4eCTBa.
3HadeHne o yMOJTIaHuIo: true.

play_speed | Ecan MeHBINe HysIs, TO CKOPOCTb He OTpaHMYMBaeTCA. B OCTAJIBHBIX CIIydasx
IIOTOK YUTAETCH CO CKOPOCThIO play_speed. He npumennmo 11t MOTOKOB € Ka-
Mep BUIEOHAOIIOICHMSI.

post_first_|tOuakpdareme nepBbIil KaJap Tpeka. 3HadeHue 1o yModanuto: false.

post_last_t

r&rkfremers 0C/IeIHII KaJIp TpeKa. 3HadeHue 1o ymordanuio: false.

realtime_pqg

stloewemy1iatperralia peaJbHOIO BpeMeHN. BKITlouaeT OTIpaBKy JIydIIero Kaapa
B TedeHHe rnepuomia BpeMeHu realtime_post_interval. Ecmu false, mywmmit
KaJIp UINETCs JUHAMUYECKH B MOPSIKE BO3DACTAHUsI KAYeCTBa. JSHAUEHHE 110
yMorganuio: false.

realtime_pqg

sOfiirstdmnmediat €bp3y 1ocje ero IMOsIBIEHNs B II0JI€ 3PEHUs] BUIEOKAMEpDI
(pexkuM peasbHOrO BpeMeHH). 3HadeHue 1o ymosrdanuio: false.

realtime_pg

stoimkeruad pexxuma peanbHOro Bpemenu. llepuoji BpemMenu B ceKyHIax, B Te-
YeHre KOTOPOro JETEKTOP JIUI[ BEIOMPAET JIyINInil KaIp U3 TPEKA U OTIPABJISIET
ero B koMmrnoHeHT findface-facerouter. 3Hauenue Mo ymoadanuio: 1.

router_body

Maccus gonosnHuTe/bHbIX nojieit B POST-3amnpoce ¢ n3obpakeHuem Jmi@a B
dopmare [‘kmou=3nauenne”’|. Tlo yMOIIaHUIO IONOJHUTENbHBIE TI0JS HE Ie-
peIaroTCs.

roi Brurrouaer ornpasky #Ha CepBep Juil, 0OHADYKEHHBIX TOJBKO BHYTPH WHTEPE-
cytomeit obsractu WxH-+X+Y. Ilo ymoruanuio o61acTh He 3a/aHa.
rot Bkiouaer merekTmpoBaHWE W OTC/IEXKUBAHUE JIMIL TOJBKO BHYTDH 33JIaHHON

npsmoyrosbHoit obiactu WxH-+X+Y. Mcnonp3yiiTe HaHHYIO ONITUIO, YTOOBI

94

YMEHBIIUTH HArpy3Ky Ha flri.dface—v1zi13eo—worker. IIo élMOJ'I‘{aHI/IIO 00J1aCThb
He sa 1A naBa 1. PykoBOACTBO CUCTEMHOFO aAMWHUCTP

aTopa

router_disa

b Qermoamuadtiz @/ 1bKO TTOJTHBIE Ka pbl 6€3 HOPMAJIN30BaHHBIX n3obpaxkenuit. He
BKJIIOYANTE 9TOT IIapaMeTp, He IIOCOBETOBABIINCH C HAlllell KOMaH0H, TaK KaK
OH MOKET TTORTIITE HAa DAOOTV RCOT CUICTOMET . RHHHGHVTQ T7T0 VMOITTYUAHIHKO® fa]se
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. Ecam Bbr BoIOpasin nmaker findface-video-worker-cpu ¢ yckoperuem Ha CPU, mcnosmbayiite daiin
koudurypamnun /etc/findface-video-worker-cpu.ini:
## read streams from file, do mot use VideoManager
## type:string env:CFG_INPUT longopt:--input
input =
## exit on first finished job, only when --input specified
## type:bool env:CFG_EXIT_ON_FIRST_FINISHED longopt:--exit-on-first-finished
exit_on_first_finished = false
## batch size
## type:number env:CFG_BATCH_SIZE longopt:--batch-size
batch_size = 4
## http server port for metrics, 0=do not start server
## type:number env:CFG_METRICS_PORT longopt:--metrics-port
metrics_port = 0
## resize scale, 1=do not restize
## type:double env:CFG_RESIZE_SCALE longopt:--resize-scale
resize_scale = 1.000000
## maxzimum number of streams
## type:number env:CFG_CAPACITY longopt:--capacity
capacity = 10
## command to obtain videomanager's grpc ip:port
## type:string env:CFG_MGR_CMD longopt:--mgr-cmd
mgr_cmd =

## wvideomanager grpc ip:port
## type:string env:CFG_MGR_STATIC longopt:--mgr-static
mgr_static = 127.0.0.1:18811

## ntls server ip:port
## type:string env:CFG_NTLS_ADDR longopt:--ntls-addr
ntls_addr = 127.0.0.1:3133

## debug: save faces to dir
## type:string env:CFG_SAVE_DIR longopt:--save-dir
save_dir =

## minimum face size
## type:number env:CFG_MIN_FACE_SIZE longopt:--min-face-size
min_face_size = 60

## preinit detector for specified resolutions: "640x480;1920x1080"
## type:string env:CFG_RESOLUTIONS longopt:--resolutions
resolutions =

## worker labels: labels = k=v;group=enter
## type:string env:CFG_LABELS longopt:--labels
labels =

## use timestamps from SEI packet
## type:bool env:CFG_USE_TIME_FROM_SEI longopt:--use-time-from-set
use_time_from_sei = false

(continues on next page)
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## reader frame buffer size
## type:number env:CFG_FRAME_BUFFER_SIZE longopt:--frame-buffer-size
frame_buffer_size = 128

## skip count
## type:number env:CFG_SKIP_COUNT longopt:--skip-count
skip_count = 2

## streamer/shots webserver port, 0O=disabled
## type:number env:CFG_STREAMER_PORT longopt:--streamer-port
port = 18999

## streamer url - how to access this worker on streamer_port
## type:string env:CFG_STREAMER_URL longopt:--streamer-url
url = 127.0.0.1:18999

## path to liveness fnk
## type:string env:CFG_LIVENESS_FNK longopt:--liveness-fnk
fnk =

## path to mormalization for liveness
## type:string env:CFG_LIVENESS_NORM longopt:--liveness-norm
norm =

## liveness internal algo param
## type:double env:CFG_LIVENESS_INTERVAL longopt:--liveness-interval
interval = 1.000000

## liveness internal algo param
## type:number env:CFG_LIVENESS_STDEV_CNT longopt:--liveness-stdev-cnt
stdev_cnt = 1

## use shared decoder for imotion (experimental)
# type:bool env:CFG_IMOTION_SHARED_DECODER longopt:--imotion-shared-decoder
shared_decoder = false

## posting faces threads
## type:number env:CFG_SEND_THREADS longopt:--send-threads
threads = 8

## posting faces mazimum queue size
## type:number env:CFG_SEND_QUEUE_LIMIT longopt:--send-queue-limit
queue_limit = 256

(continues on next page)
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## interpolate undetected bbozes in track
## type:bool env:CFG_TRACKER_INTERPOLATE_BBOXES longopt:--tracker-interpolate-bbozes
interpolate_bboxes = true

## maz face miss duration, sec
## type:double env:CFG_TRACKER_MISS_INTERVAL longopt:--tracker-miss-interval
miss_interval = 1.000000

## overlap threshold
## type:double env:CFG_TRACKER_OVERLAP_THRESHOLD longopt:--tracker-overlap-threshold
overlap_threshold = 0.250000

## path to pedestrian detector fnk
## type:string env:CFG_MODELS_BODY_DETECTOR longopt:--models-body-detector
body_detector =

## path to detector fnk
## type:string env:CFG_MODELS_DETECTOR longopt:--models-detector
detector = /usr/share/findface-data/models/facedet/cheetah_fast.cpu.fnk

## path to quality fnk
## type:string env:CFG_MODELS_QUALITY longopt:--models-quality
quality = /usr/share/findface-data/models/faceattr/quality.vl.cpu.fnk

## path to morm for quality fnk
## type:string env:CFG_MODELS_NORM_QUALITY longopt:--models-norm-quality
norm_quality = /usr/share/findface-data/models/facenorm/bee_fast.cpu.fnk

## path to nmorm200 fnk, for face send
## type:string env:CFG_MODELS_NORM_200 longopt:--models-norm-200
norm_200 =

## path to morm_crop2z fnk, for face send
## type:string env:CFG_MODELS_NORM_CROP2X longopt:--models-norm-crop2c
norm_crop2x = /usr/share/findface-data/models/facenorm/crop2x.v2_maxsize400.cpu.fnk

## path to cache directory
## type:string env:CFG_MODELS_CACHE_DIR longopt:--models-cache-dir
cache_dir = /var/cache/findface/models_cache

Ecau Bol Boibpasm naker findface-video-worker-gpu c yckoperunem Ha GPU, ucrosbsyiite daiin
koudurypanun /etc/findface-video-worker-gpu.ini.

## cuda device number

## type:number env:CFG_DEVICE_NUMBER longopt:--device-number
device_number = 0

## apply getprop patch

## type:bool env:CFG_PATCH_GETPROP longopt:--patch-getprop
patch_getprop = false

(continues on next page)
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## read streams from file, do mot use VideoManager

## type:string env:CFG_INPUT longopt:--input

input =

## exit on first finished job, only when --input specified
## type:bool env:CFG_EXIT_ON_FIRST_FINISHED longopt:--exit-on-first-finished
exit_on_first_finished = false

## batch size

## type:number env:CFG_BATCH_SIZE longopt:--batch-size
batch_size = 8

## http server port for metrics, 0=do nmot start server

## type:number env:CFG_METRICS_PORT longopt:--metrics-port
metrics_port = 0

## resize scale, 1=do not restize

## type:double env:CFG_RESIZE_SCALE longopt:--resize-scale
resize_scale = 1.000000

## maxzimum number of streams

## type:number env:CFG_CAPACITY longopt:--capacity

capacity = 30

## command to obtain videomanager's grpc ip:port

## type:string env:CFG_MGR_CMD longopt:--mgr-cmd

mgr_cmd =

## videomanager grpc ip:port

## type:string env:CFG_MGR_STATIC longopt:--mgr-static
mgr_static = 127.0.0.1:18811

## ntls server ip:port

## type:string env:CFG_NTLS_ADDR longopt:--ntls-addr
ntls_addr = 127.0.0.1:3133

## debug: save faces to dair

## type:string env:CFG_SAVE_DIR longopt:--save-dir

save_dir =

## minimum face size

## type:number env:CFG_MIN_FACE_SIZE longopt:--min-face-size
min_face_size = 60

## preinit detector for specified resolutions: "640x480;1920x1080"
## type:string env:CFG_RESOLUTIONS longopt:--resolutions
resolutions =

## worker labels: labels = k=v;group=enter

## type:string env:CFG_LABELS longopt:--labels

labels =

## use timestamps from SEI packet

## type:bool env:CFG_USE_TIME_FROM_SEI longopt:--use-time-from-sei
use_time_from_sei = false

## reader frame buffer size

## type:number env:CFG_FRAME_BUFFER_SIZE longopt:--frame-buffer-size
frame_buffer_size = 128

## skip count

## type:number env:CFG_SKIP_COUNT longopt:--skip-count
skip_count = 0

## streamer/shots webserver port, 0O=disabled

## type:number env:CFG_STREAMER_PORT longopt:--streamer-port
port = 18999

## streamer url - how to access this worker on streamer_port
## type:string env:CFG_STREAMER_URL longopt:--streamer-url

(continues on next page)
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url = 127.0.0.1:18999

## use tracks instead detects for streamer

## type:bool env:CFG_STREAMER_TRACKS longopt:--streamer-tracks

tracks = false

## use tracks with lastFrameId=currentFrameId (.tracks must be true)

## type:bool env:CFG_STREAMER_TRACKS_LAST longopt:--streamer-tracks-last
tracks_last = false

## path to liveness fnk

## type:string env:CFG_LIVENESS_FNK longopt:--liveness-fnk

fnk =

## path to mormalization for liveness

## type:string env:CFG_LIVENESS_NORM longopt:--liveness-norm

norm =

## liveness internal algo param

## type:double env:CFG_LIVENESS_INTERVAL longopt:--liveness-interval
interval = 1.000000

## liveness internal algo param

## type:number env:CFG_LIVENESS_STDEV_CNT longopt:--liveness-stdev-cnt
stdev_cnt = 1

## use shared decoder for imotion (experimental)
## type:bool env:CFG_IMOTION_SHARED_DECODER longopt:--imotion-shared-decoder
shared_decoder = false

## posting faces threads

## type:number env:CFG_SEND_THREADS longopt:--send-threads

threads = 8

## posting faces mazimum queue size

## type:number env:CFG_SEND_QUEUE_LIMIT longopt:--send-queue-limit
queue_limit = 256

## interpolate undetected bbozes in track

## type:bool env:CFG_TRACKER_INTERPOLATE_BBOXES longopt:--tracker-interpolate-bbozes
interpolate_bboxes = true

## maz face miss duration, sec

## type:double env:CFG_TRACKER_MISS_INTERVAL longopt:--tracker-miss-interval
miss_interval = 1.000000

## overlap threshold

## type:double env:CFG_TRACKER_OVERLAP_THRESHOLD longopt:--tracker-overlap-threshold
overlap_threshold = 0.250000

## path to pedestrian detector fnk

## type:string env:CFG_MODELS_BODY_DETECTOR longopt:--models-body-detector
body_detector =

## path to detector fnk

(continues on next page)
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## type:string env:CFG_MODELS_DETECTOR longopt:--models-detector
detector = /usr/share/findface-data/models/facedet/cheetah_fast.gpu.fnk
## path to quality fnk

## type:string env:CFG_MODELS_QUALITY longopt:--models-quality

quality = /usr/share/findface-data/models/faceattr/quality.vl.gpu.fnk

## path to morm for quality fnk

## type:string env:CFG_MODELS_NORM_QUALITY longopt:--models-norm-quality
norm_quality = /usr/share/findface-data/models/facenorm/bee_fast.gpu.fnk
## path to norm200 fnk, for face send

## type:string env:CFG_MODELS_NORM_200 longopt:--models-norm-200
norm_200 =

## path to norm_crop2z fnk, for face send

## type:string env:CFG_MODELS_NORM_CROP2X longopt:--models-norm-croplz
norm_crop2x = /usr/share/findface-data/models/facenorm/crop2x.v2_maxsize400.gpu.fnk
## path to cache directory

## type:string env:CFG_MODELS_CACHE_DIR longopt:--models-cache-dir
cache_dir = /var/cache/findface/models_cache

## decode video on cpu
## type:bool env:CFG_VIDEO_DECODER_CPU longopt:--video-decoder-cpu
cpu = false

TTosnb3oBaTenbekasi HacTpoiika findface-video-worker Ha CPU/GPU BbInoJHSETCS € HCIOIB30Ba~
HUEeM CJIeAyIOMNX IIapaMeTPOB:
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CPU \ GPU Onucatxne

batch_size OrnpaBiaaTh Iua B AKeTaX YKA3aHHOTO pa3Mepa.

capacity MaxkcnmanabHOe KOJINYECTBO BUJIE€O0IIOTOKOB, 0bpabaThIBAEMBIX
findface-video-worker.

H/u cpu IIpu HeobxomuMocTu mekoaupoBarTh Bujeo Ha CPU.

H/u device_nlhmerp ucnoss3yemoro GPU-ycrpoiictsa.

exit_on_first_fifliehead eciu ykaszan input) Beiiitu nocie 3aBepienus nepsoro job-3aianusi.

input O6pabaThiBaTh BUJICONOTOKN U3 (ailjia, UITHOPUPYs JTaHHbIE IIOTOKOB, ITOCTYTIa~
romue or findface-video-manager.

labels Metku, mcronb3yeMble Ui MpUBA3KHA K3eMiisgpa findface-video-worker K
ompenesiennoit rpymme Kamep. Cwm. [lpuesaska epynno. Kamep K 9K3EMNAADY
findface-video-worker.

liveness -> ITyTe K jerexropy orcusvix jui (Liveness).

fnk

liveness -> IIyrh K HOpMAJIM3ATODY, UCIOJIbL3YEMOMY B JleTekTope orcusvir jul (Liveness).

norm

mgr-cmd Komanga jyist nostyuenus IP-agpeca komionenra findface-video-manager (on-
[MOHAJILHO BMECTO mgr-static).

mgr-static IP-anpec  cepsepa  findface-video-manager, KOTODBIi  ObeclleYnBacT
findface-video-worker HacTpoiKaMM # CIHCKOM BHJIEOIMIOTOKOB IS O0-
paboTKM.

metrics_port TIopt HTTP-cepBepa a5t oripaBku MeTpuk. Eciiu 0, METPUKY HE OTIIPABJISIIOTCS.

min_face_size | MunuMmasabHBIN 00HAPYKUBAEMBIIl pa3Mep JIAIA.

ntls-addr IP-aspec u nopt cepsepa findface-ntls.

resize_scale MacmmrabupoBaTh BUIEOKAIPHI C 33 TAHHBIM KOI(DOUITIEHTOM.

resolutions IIpensapurenbuo naunruam3upyiite findface-video-worker it KOHKPETHBIX
paspemennit. Hanpumep, «640x480;1920x1080».

save_dir (dua ornanku) CoxpasaTh oOHAPY2KEHHBIE JIAIA B 33/[AHHBIA KATAJIOL.

streamer -> IP-agpec u mopt a1 moctymna K sudeocmene.

port, url

use_time_from_seilia MPEG-2) Ucnonssyiite Bpemennbie merku SEI (supplemental enhancement
information).

Job-3apanus

Cepsuc findface-video-manager Boimaer findface-video-worker tak Ha3biBaemoe job-3amaHue, 3a1ady
Ha 00paboTKy BHIE0, KOTOPAas COIEPKUT HapaMeTPbl KOH(MDUTYPAIIUN U CBE/IEHNs O BUIEOIIOTOKE.

CymectByer 2 Turia job-3a1aHnii:

e KaMepa:

curl http://127.0.0.1:18810/job/ffsec-camera:22 | jq
{
"id": "ffsec-camera:22",
"enabled": true,
"stream_url": "rtsp://ntech:!Ntech110172.20.77.33:654/000000010000babe0000accc8e9e3ab8/1live

n
',

"labels": {3},
"router_url": "http://127.0.0.1/video-detector/frame",
"single_pass": false,
"stream_settings": {
"ffmpeg_params": [],

(continues on next page)
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})

"md_threshold": 0.002,
"md_scale": 0.3,
"fd_frame_height": -1,
"uc_max_time_diff": 30,
"uc_max_dup": 3,
"uc_max_avg_shift": 10,
"det_period": 8,
"realtime": false,
"npersons": 4,
"disable_drops": false,
"tracker_threads": 4,
"parse_sei": false,
"image_arg": "photo",
"additional_headers": [],
"additional_body": [],
"api_timeout": 15000,
"api_ssl_verify": true,
"post_uniq": true,
"min_score": -2,
"min_d_score": -1000,
"realtime_dly": 500,
"realtime_post_perm": false,
"rot": "",

"roi": "",
"draw_track": false,
"send_track": 0,
"min_face_size": O,
"max_face_size": O,
"overall": true,
"only_norm": false,
"max_candidates": O,
"jpeg_quality": 95,
"ffmpeg_format": ""

"stream_settings_gpu": {

"play_speed": -1,
"filter_min_quality": 0.45,
"filter_min_face_size": 1,
"filter_max_face_size": 8192,
"normalized_only": false,
"jpeg_quality": 95,
"overall_only": false,
"use_stream_timestamp": false,
"ffmpeg_params": [J,
"router_timeout_ms": 15000,
"router_verify_ssl": true,
"router_headers": [
"Authorization=Token 7db297c4107518b52b4e2195b72c5947"
1,
"router_body": [],
"start_stream_timestamp": O,
"imotion_threshold": O,
"rot": "",
"roi": "",
"realtime_post_interval": 1,
"realtime_post_every_interval": false,

(continues on next page)
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"ffmpeg_format": "",

"disable_drops": false,
"router_full_frame_png": false,
"router_disable_normalized": false,
"crop_fullframe_rot": false,
"realtime_post_first_immediately": false

},
"status": "INPROGRESS",
"status_msg": "",

"statistic": {

"processed_duration": 5729.5728,

"faces_posted": 43,

"faces_failed": O,

"faces_not_posted": O,

"processing_fps": 15.589469,

"frames_dropped": O,

"frames_processed": 87121,

"frames_imotion_skipped": O,

"decoding_soft_errors": O,

"frame_width": 1920,

"frame_height": 1200,

"job_starts": 1
1,
"restream_url": "ws://127.0.0.1:18999/stream/ffsec-camera:22",
"shots_url": "http://127.0.0.1:18999/shot/ffsec-camera:22",
"worker_id": "tevmenova-ntechlab_gpu_2a1fd5290195670b689d8e01e93b673c",
"version": "bt1ls8kjm51nv2hqc4qg0"

® BUJICOAPXUB:

curl http://127.0.0.1:18810/job/ffsec-video-archive:1 | jq

% Total % Received 7, Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 2094 0 2094 0 0 2044k 0 --t--t-- —-t--i-- ——i1--:1-- 2044k
{
"id": "ffsec-video-archive:1",
"enabled": true,
"stream_url": "file:///var/lib/findface-security/uploads/videos/1.bin",
"labels": {
"camera_group_id": "1",
"camera_id": ""
1,

"router_url": "http://127.0.0.1/video-detector/frame",

"single_pass'": true,

"stream_settings": {
"ffmpeg_params": [],
"md_threshold": 0.002,
"md_scale": 0.3,
"fd_frame_height": -1,
"uc_max_time_diff": 30,
"uc_max_dup": 3,
"uc_max_avg_shift": 10,
"det_period": 8,
"realtime": false,
"npersons": 4,
"disable_drops": false,

(continues on next page)
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"tracker_threads": 4,
"parse_sei": false,
"image_arg": "photo",
"additional_headers": [],
"additional_body": [],
"api_timeout": 15000,
"api_ssl_verify": true,
"post_uniq": true,
"min_score": -2,
"min_d_score": -1000,
"realtime_dly": 500,
"realtime_post_perm": false,
"rot": "",
"roi": ""

"draw_track": false,

"send_track": O,

"min_face_size": 0,

"max_face_size": O,

"overall": true,

"only_norm": false,

"max_candidates": O,

"jpeg_quality": 95,

"ffmpeg_format": ""
}’
"stream_settings_gpu": {

"play_speed": -1,

"filter_min_quality": 0.45,

"filter_min_face_size": 1,

"filter_max_face_size": 8192,

"normalized_only": false,

"jpeg_quality": 95,

"overall_only": false,

"use_stream_timestamp": false,

"ffmpeg_params": [],

"router_timeout_ms": 15000,

"router_verify_ssl": true,

"router_headers": [

"Authorization=Token 7db297c4107518b52b4e2195b72c5947"

1,

"router_body": [1,

"start_stream_timestamp": O,

"imotion_threshold": O,

"rot": ""
"roi": "",
"realtime_post_interval": 1,
"realtime_post_every_interval": false,
"ffmpeg_format": "",
"disable_drops": true,
"router_full_frame_png": false,
"router_disable_normalized": false,
"crop_fullframe_rot": false,
"realtime_post_first_immediately": false

3,
"status": "INPROGRESS",
"status_msg": "",

"statistic": {

(continues on next page)
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"processed_duration": 291,

"faces_posted": 335,

"faces_failed": O,

"faces_not_posted": O,

"processing_fps": 359.69928,

"frames_dropped": O,

"frames_processed": 8731,

"frames_imotion_skipped": O,

"decoding_soft_errors": O,

"frame_width": 1280,

"frame_height": 720,

"job_starts": 1
1,
"restream_url": "ws://127.0.0.1:18999/stream/ffsec-video-archive:1",
"shots_url": "http://127.0.0.1:18999/shot/ffsec-video-archive:1",
"worker_id": "tevmenova-ntechlab_gpu_2a1£fd5290195670b689d8e01e93b673c",
"version": "bt1ltm3bm51nv2hqc4ghO"

Kaxoe job-3amanune nmeer cieayroriye mapaMeTphr:

id: id job-zamammus.
enabled: cTaTyC akKTUBHOCTH.
stream_url: URL/anpec Bumeonoroka win daiiia s 06paboTKH.

labels: MeTKH, 110 KOTOPBIM OyJIET OCYIIECTBJSTbCS 00PabOTKa OOHAPYKEHHBIX JIUI B KOMIIOHEHTE
findface-facerouter (findface-security B cranmapruoii koudurypamuu FindFace Security).

single_pass: ecau true (mo ymosuanumio false), To He mepesamyckaTh 0OpabOTKy IMOTOKA B CIydae
OIIIOKU.

router_url: IP-aapec u nmopr komnonenta findface-facerouter (findface-security B cranmapr-
noit kouduryparuu FindFace Security), B koropsiit kommnonent findface-video-worker ormpasiser
obHapy KEeHHbIE JIUIA M1 TOCaeayIonel 00paboTKM.

stream_settings: HCIIOIB3yeTCs TOIBKO I OOPATHON COBMECTHMOCTH.

stream_settings_gpu: mapaMeTphl BUIEOIOTOKA, LyOIUpyIoLIHe napamemps: B dailine KOHGUrYyparun
findface-video-manager (006Ja/asi IPU 9TOM IPHOPUTETOM ).

status: craryc job-3aganmus.
status_msg: jonoJHuTEIbHAS HH(MOPMAIUSI O CTATyce job-3a/1aHusl.

statistic: craTUCTUKA BBIIOJIHEHUS job—3a,zLaHI/I$1 (HpO,uOJDKI/ITeJIbHOCTb rporecca 06paboOTKI, KOJIIIe-
CTBO OTIIPABJEHHBIX 1 HEOTIIPABJIEHHBIX JINII, KAIPOBasa IacTOTa 00PabOTKM, KOJIMIECTBO 0OPAbOTAHHBIX
7 TPOIYIIEHHBIX KaPOB, BpeMs Havdaaa oOpabOTKHU H T. ;L.).

worker_id: id sx3emmisipa findface-video-worker, BBIIIOJHSIONIETO job-3a/1aHue.

findface-ntls

JlokasbHbIn cepBep aunersnpoBanns findface-ntls — 9T0 cepBUC, KOTOPBII YCTAHABINBAETCS HA BHIOpPAH-
HOM (DUBUTECKOM CcepBepe U CayKuT s Bepudukarun jgunens3un FindFace. s Bepudukannmm ncmoib3y-
FOTCsI CJIEJIYIONINE UCTOUYHUKMU:

Imobasbabiit ceprep surensuit NtechLab. Coyxut f1st iuiieH3upoBaHust B CETSX € JIOCTYIIOM B HHTEP-
HEeT, B TOM YHCJIE C JOCTYIIOM depe3 MPOKCHU-CEPBED.
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e Kumrou ammapatHoit 3amutbl. CIyzKuT 715 JIUIEH3UPOBAHNS B 3aKPBITHIX CETSIX.

st ynpasiienns: findface-ntls ucnonb3yiite ocHoBHOI BeO-unTepdeiic FindFace Security. JlocrymnHbr cie-
JYIONIHEe BO3MOXKHOCTH:

® IIPOCMOTP CITMCKA MPUOOPETEHHBIX (DYHKITHIA,

® IIPOCMOTP CIIMCKA TEKYIIUX OrpaHUYeHUH,

e 3arpyska aiia Junen3ny,

® ITPOCMOTP CHHCKA HOJKJIIOYEHHBIX B JIAHHBIIT MOMEHT KOMIIOHEHTOB.
JIUIeH3upyI0TCs CIIe/1yIoNue KOMIIOHEHTHI:

e findface-tarantool-server,

e findface-extraction-api,

e findface-video-manager,

e findface-video-worker.

Baxkno: Ilocse paspbiBa coeimHeHNsT MEXK LY CepBEPOM JiniieH3upoBanus findface-ntls u IUIEH3NDYEMBIM
KOMIIOHEHTOM WJIA MEXKJY cepBepoM JurersnpoBanus findface-ntls u rirobaJbHBIM CEPBEPOM JIUIIEH3UPO-
BaHUsl, BpeMsi pabOThI KOMIIOHEHTa COCTaBJIsIeT 6 IacOoB.

Hacrpoiika kommnonenTa findface-ntls BoinosiHsieTcs: dyepes daiin koudurypamuu /etc/findface-ntls.
cfg.

## Address to accept incoming client connections (IP:PORT)
## type:string env:CFG_LISTEN longopt:--listen

listen = 127.0.0.1:3133

## Directory where license files are stored

## type:string env:CFG_LICENSE_DIR longopt:--license-dir
license_dir = /opt/ntech/license

## Use specified prozy (MUST support HTTP CONNECT method) to access global license server (IP:PORT)
## type:string env:CFG_PROXY longopt:--prozy

proxy =

## Bind address for embedded UI (IP:PORT)

## type:string env:CFG_UI longopt:--ui

ui = 127.0.0.1:3185

ITonpzoBaTenbckast HacTpoiika findface-ntls BBINOJIHAECTCS € UCIOTB30BAHUEM CJIEYIONINX TTAPAMETPOB:

Mapa- | Onucanue
MeTp
license Karasor mist xpanenus daiiyia JIMIEH3UN.

listen| IP-anpec cepBepa, ¢ KOTOPOro OCYIIECTBJIA€TCS OOpAIleHHEe JIUIIEH3UPYEMBIX KOMIIOHEHTOB B
findface-ntls. Jlja Toro 4Tobsl pa3pemuTs obparienue ¢ jgoboro IP-angpeca, yctanosnure 3Ha-
qenue 0.0.0.0:3133.

proxy | IP-aapec u nopr nupokcu-cepsepa (OLIMOHAIBHO).

ui IP-ampec cepBepa, ¢ Koroporo Oyzer pocrynen Beb-unrepdeiic findface-ntls. s Toro arobsr
pa3pemuTh JOCTYII CO BCeX aJlpecoB, U3MEHUTe 3Hadenue Ha ‘0.0.0.07°.
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findface-security

Komnonenr findface-security obecnedmBaeT JJOCTYII KOHEYHOI'O II0JIH30BaTesst K (YHKIUSM sIpa
FindFace. OrBeuaer 3a B3anmoseiictsue mex;ty sipoMm FindFace Core u BeG-unTepdeiicom, a Takzxke GyHKIH-
OHWPOBAHUE CHCTEMBI KaK €JMHOTO 1es10r0, peanusyer HTTP- u Be6-cokernr (Bmecte ¢ Django), oGHOBIEHNE
0a3bl TAHHBIX U 6COTYKU.

Kowmmnonent findface-security tak:ke BbimosHsier dyHKIuM KommnoHeHTa findface-facerouter (4acrs
anpa FindFace), sajaBas npasuia 06paboTku 00HAPYKEHHBIX Jull. OH IOJyYaeT PAMKy C JIMIOM U HOD-
MaJIM30BaHHOE U300payKeHUe JIUIA BMECTe ¢ MCXOAHBIM KaJPOM U JAPYTUMH JAHHBIME (HAIPUMED, JATOW U
BpeMeHeM JieTekiuu) oT cepsuca findface-video-worker u nepeHanpasiisieT ux Jyisl JaJjbHeiimeii 06pabor-
K1 B cepBuc findface-sf-api.

Hactpoiika komnonenta findface-security BoimosHsercss depe3 aitn  kKoHdbwurypamun /etc/
findface-security/config.py.

sudo vi /etc/findface-security/config.py

H*

Thts config file is written in Python's syntaz and interpreted at FindFace Security
service startup. You have to restart the service in order to apply changes.

HOR R R W

If you have any questions or suggestions, please contact us at support@ntechlab.com

# enables additional logs
DEBUG = False

# media files directory
MEDIA_ROOT = "/var/lib/findface-security/uploads"

# static files directory
STATIC_ROOT = "/var/lib/findface-security/static"

# language code
LANGUAGE_CODE = 'en-us'

# time zone
TIME_ZONE = 'UTC'

# Database is used by FindFace Security to store cameras,
# camera groups, watchlists and so on. Only PostgreSQL is supported.
DATABASES = {
'default': {
'ENGINE': 'django.db.backends.postgresql',
'DISABLE_SERVER_SIDE_CURSORS': True,
'NAME': 'ffsecurity',
'PORT': 5439, 'USER': 'ntech', 'PASSWORD': 'g3PNKWnh6EABpxiYqWp9LswOhmPLwknQ'

(continues on next page)
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# Signature key for session encryption
# Use pwgen -sncy 50 1[/tr "'" "." to generate your own unique key
SECRET_KEY = '2d294d1fbc7cObf76e26e718b5f2eact’

# SERVICE_EXTERNAL_ADDRESS is prioritized for FFSecurity webhooks and Genetec plugin.
# EXTERNAL_ADDRESS is used instead tf SERVICE_EXTERNAL_ADDRESS is mot provided.

# You must provide either SERVICE_EXTERNAL_ADDRESS or EXTERNAL_ADDRESS in order

# to be able to work with FFSecurity webhooks and Genetec plugin.
SERVICE_EXTERNAL_ADDRESS = 'http://172.20.77.117'

# EXTERNAL_ADDRESS ts used to access objects created inside FFSecurity via exzternaly
—links.
EXTERNAL_ADDRESS = ''

# - Base FFSecurity settings -

# enable permissions system
ENABLE_ACL = True

FFSECURITY = {
# findface-video-worker authorization token
'VIDEO_DETECTOR_TOKEN': 'Ob600a94fe39c73e681a5f0da917e£fd0"',

# base face matching confidence threshold
' CONFIDENCE_THRESHOLD': 0.739,

# episodes specific matching threshold that is used to join faces in an episode
'EPISODES_THRESHOLD': 0.689,

# minimum face quality sufficient to add it to a dossier
'MINIMUM_DOSSIER_QUALITY': 0.45,

# do nmot save unmatched events (GDPR support)
'IGNORE_UNMATCHED' : False,

# blur all unmatched faces on the full frame of the matched event (GDPR support)
'BLUR_UNMATCHED_FACES': False,

# full frame jpeg quality when "BLUR_UNMATCHED_FACES" s enabled
'BLURRED_FULLFRAME_JPEG_QUALITY': 85,

# matched events older than EVENTS_MAX_MATCHED_AGE will be automatically
# deleted (every night at 1:17 am by default)
'EVENTS_MAX_MATCHED_AGE': O,

# same as above but for unmatched events
'EVENTS_MAX_UNMATCHED_AGE': 30,

# same as EVENTS_MAX_MATCHED_AGE but for matched full frame timages only (thumbnatils,
—won't be deleted)
'"EVENTS_MAX_FULLFRAME_UNMATCHED_AGE': 30,

(continues on next page)
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# same as above but for unmatched full frame images only (thumbnails won't bey
—deleted)
'EVENTS_MAX_FULLFRAME_MATCHED_AGE': 30,

# same as above but for counter records
'COUNTER_RECORDS_MAX_AGE': 30,

# same as above but for person events (if no person events left in persom, it is,
—deleted too)
'PERSON_EVENTS_MAX_AGE': 90,

# when closing episode, delete all events except the best episode event
'EPISODE_KEEP_ONLY_BEST_EVENT': False,

# NTLS licence server url
'NTLS_HTTP_URL': 'http://127.0.0.1:3185"',

# findface-video-worker face posting address,

# 1t must be set to either FFSecurity EXTERNAL_ADDRESS (by default)
# or findface-facerouter url (in some specific cases)

'ROUTER_URL': 'http://127.0.0.1',

# send serialized dossiers, dossier-lists, camera and camera groups in webhooks
'VERBOSE_WEBHOOKS': False,

# jpeg quality used when saving thumbnails
'THUMBNAIL_JPEG_QUALITY': 75,

# FFServer services urls

'VIDEO_MANAGER_ADDRESS': 'http://127.0.0.1:18810',
'SF_API_ADDRESS': 'http://127.0.0.1:18411"',
'FFCOUNTER_ADDRESS': 'http://127.0.0.1:18300',

# upload video archives to this path, it differs from media root and
# you have to change alias in corresponding nginz location also (/videos/)
'VIDEO_ARCHIVE_UPLOAD_PATH': '/var/lib/findface-security/uploads/videos/',

additional events features.

make sure that corresponding exztractors

are licensed and enabled at findface-extraction-apt config file.
avatilable features are: gender, age, emotions, beard, glasses, medmask.
EVENTS_FEATURES': [1,

H oW R W

# feature specific confidence thresholds
'LIVENESS_THRESHOLD': 0.75,
'EMOTIONS_THRESHOLD': 0.25,
'BEARD_THRESHOLD': 0.7,

# counters full frame saving options:

# “always’ - save always

# “detect’ - save only if faces or silhouettes have been detected
# ‘never® - never save full frames

'COUNTERS_SAVE_FULLFRAME': 'always',
'COUNTERS_FULLFRAME_JPEG_QUALITY': 75,
' COUNTERS_THUMBNAIL_JPEG_QUALITY': 75,

(continues on next page)
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# maxz camera frames_dropped percent
'MAX_CAMERA_DROPPED_FRAMES': {'yellow': 0.1, 'red': 0.3},
# max camera faces_failed percent
'MAX_CAMERA_FAILED_FACES': {'yellow': 0.1, 'red': 0.3},

# -- Persons configuration --
# rrule (recurrence rule) for scheduling persons clusterization

# WARNING: all scheduling works with UTC time and NOT aware of any timezone
'PERSONS_CLUSTERIZATION_SCHEDULE': 'RRULE:FREQ=DAILY;INTERVAL=1;WKST=MO;BYHOUR=0;

—BYMINUTE=0"',

# face to person matching confidence threshold
'PERSONS_CONFIDENCE_THRESHOLD': 0.739,

# minimum required face quality for person creation
'PERSON_EVENT_MIN_QUALITY': 0.45,

# minimum required number events in episode for person creation
'PERSON_EVENT_MIN_EPISODE_EVENTS': 1,

# mazimum concurrent video manager jobs for wvideo archives processing
'MAX_VIDEO_ARCHIVE_JOBS': 3,

# reports image saving options

'REPORT_THUMBNAIL_JPEG_QUALITY': 75,
'REPORT_THUMBNAIL_MAX_HEIGHT': 100,
'REPORT_FULLFRAME_JPEG_QUALITY': 75,
'REPORT_FULLFRAME_MAX_HEIGHT': 250,

# -- Optional parameters --

# Edit CUSTOM_FIELDS->dossier_meta section to customize dossier content.
# Below ts an exzample for integration FindFace Security with Sigur.

# Edit CUSTOM_FIELDS->dossier_face section to customize dossier face content.
# Below 7s an exzample with every field type possible.

# 'CUSTOM_FIELDS': {

# 'dossier_meta': {

# "items': [

# {

# 'name’': 'personid’,

# 'default': '',

# '"label': 'PersonID',

# "display': ['list’, 'form'],

# 'description’': 'Sigur person ID'
# },

# {

# 'name’': 'firstname',

# 'default': "',

# '"label’': 'First Name',

# 'display': ['list’, 'form'],

# 'description’': 'Sigur first name'
# 4

# {

# 'name’': 'lastname’,

(continues on next page)
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'default': "',
'label': 'Last Name',
"display': ['list’, 'form'],
'description’': 'Sigur last name'’
1,
{
'name’': 'version',
'default': "',
"label': 'Version',
"display': ['list’, 'form'],
'description’': 'Sigur photo version'
}
7,
'filters': [
{
'name’': 'personid’,
"label': 'Sigur person ID filter',
'field': 'personid’
}
]
4,
'dosstier_face': {
"items': [
{
"field_name": "tag_name_1",
"type": "string",
"default": "change_me"
1,
{
"field_name": "tag_name_2",
"type": "uint"”,
"default": 123
4,
{
"field_name": "tag_name_3",
"type": "bool",
"default": True
1,
]
}

y
mazimum event age in seconds than could be added to an episode.
'"EPISODE_SEARCH_INTERVAL': 60,

If none of these events matched, new episode ©s created.

mazimum episode duration (episode is closed after)
'"EPISODE_MAX_DURATION': 300,

if no new event added to an episode during this timeout, episode will be closed.
'"EPISODE_EVENT_TIMEOUT': 30,

mazimum created thumbnail width
'"THUMBNAIL_MAX_WIDTH': 320,

url of the backend which is used for soctal network search.

(continues on next page)
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# contact support for additional information.
# 'SOCIAL_BACKEND': None,

# additional social backend headers.
# 'SOCIAL_HEADERS': {},

# unacknowledged events notification interval

# 'UNACKNOWLEDGED_NOTIFY_INTERVAL': 1,

# set to True to run all media rTequests (photos, attachments) through the

# django application for acl checks.

# enabling this setting slightly increases security but

# has severe mnegative effects on performance.

# you will also have to mark /uploads/ location as 'internal' in nginz config
#

# '"OVERPROTECT_MEDIA': False,

# - FindFace Security user interface configuration dictionary -

FFSECURITY_UI_CONFIG = {
"event": {
"features": {

"f_gender_class": ["male", "female"],
"age": {
"f_age_gte": "",
"f_age_lte": ""
1,
"f_emotions_class": ["angry", "disgust", "fear", "happy", "sad", "surprise",
< "neutral"],
"f_glasses_class": ["none", "eye", "sun"],
"f_beard_class": ["none", "beard"],
"f_liveness_class": ["real", "fake"],

"f_medmask_class": ["none", "incorrect", "correct"],
},

# Adjustable confidence threshold presets for face matching.
# Please consult with our support before changing.
"confidence_display": [
{"confidence": 0.00, "color": "#000000", "label": {"ru": "Ouens Hu3Kui", "en":
—"Very Low"1}},
{"confidence": 0.65, "color": "#FF0300", "label": {"ru": "Huskuit", "en": "Low"}}
o
{"confidence": 0.70, "color": "#FFB700", "label": {"ru": "llomuxenmmi", "en":
—"Slightly Low"}},
{"confidence": 0.72, "color": "#B8FAOO", "label": {"ru": "HopmManbumii", "en":
< "Moderate"}},
{"confidence": 0.75, "color": "#7EFF2B", "label": {"ru": "losmmenuui", "en":
—"Slightly High"}},
{"confidence": 0.80, "color": "#4DFF60", "label": {"ru": "Bmcoxkui", "en": "High

‘—>"}}3
{"confidence": 0.85, "color": "#1DFF96", "label": {"ru": "Ouensr BhCOKu#", "en":
—"Very High"}},
1
}

(continues on next page)
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# -- ASGI-server configuration --
# consult support before changing these settings.

# per worker thread pool size.
ASGI_THREADS = 32

UVICORN_SETTINGS = {
# worker processes count, 'auto' sets it to logical cpu count

'workers': 'auto',
'host': 'localhost',
'port': 8002,

# websocket worker processes count,

# 'auto' sets it to logical cpu count, but not more than 8.
'ws-workers': 'auto',

'ws-host': 'localhost',

'ws-port': 8003,

# disable unused services to increase
# overall system performance in some cases.
SERVICES = {
"ffsecurity": {
"episodes": True,
"webhooks": True,
# use queue manager to prevent drops of video archive events
"video_archive_events_manager": True,
"persons": False,

# -- Other settings --

# The number of threads in the night clusterization.

# Not recommended values are greater than the number of cores in the processor.
# Consult with support before changing this value.

NUMPY_OMP_NUM_THREADS = 'auto'

# Uncomment lines below to enable plugins. Please consult documentation for
# a plugin specific settings.

# =s============== /Jgppop ================

# AXXON = [

# {

# 'name': 'server_name',

# "api': 'http://example.com/’,

# "rtsp': 'rtsp://example.com:554/",
# 'user': 'user',

# 'password’': 'password’,

# }

(continues on next page)
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# ]

# FFSECURITY_UI_CONFIG['dossier'] = {

# 'video': True,

#}

# =============== (epetec ================

# INSTALLED_APPS.append('ffsecurity_genetec')

# ================ §oyq ==================

# s===sss==ssss=s=== Jigur sssssssssssssssss

# keep in mind, that SIGUR plugin also uses CUSTOM_FIELDS and THUMBNAIL_MAX_WIDTH,
—settings

# INSTALLED_APPS.append('ffsecurity_sigur')

# SIGUR = {

# 'LOGIN': 'admin',

# 'PASSWORD': 'admin',

# '"MF_SELECTOR': 'biggest', # what to do with several faces in sigur person photo;
—allowed ['biggest’, 'reject']

# "ONLY_RT_EVENTS': True, # only events with bs_type == realtime,

# '"EVENT_DELAY': 0.004 # minimum time between two events of same person in seconds.y

—If interval between two events with same person ©s less, than this value, secondy
—event will be dropped

#}

# ======= (ryptoPR0O authentication =======

# INSTALLED_APPS.append('ffsecurity_cproauth')

# REST_FRAMEWORK['DEFAULT_AUTHENTICATION_CLASSES'] = [

# 'ffsecurity.auth. Tokenduthentication’,

# 'ffsecurtty_cproauth.auth.CryptoProlrTokenduthentication'
# ]

# ========== DossierLists sync ===========

# INSTALLED_APPS.append('ffsecurity_sync')

# token must be identical on master and slave

# use pwgen -s 64 1

# SYNC_TOKEN = 'change_me'

# SYNC_TINE = {

# # 24 hour format

# 'hour': 3,

# 'minute’: 0,

t}

# ============== Pyppeteer ===============

# INSTALLED_APPS.append('ffsecurity_puppeteer')

(continues on next page)
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# PUPPETEER_CONFIG = {

— (default False)

—synchronization hour

4,

HHOR R R ®

# "UNSAVED_RESULTS_DELETION_TIMEOUT': 3600, # mazimum lifetime of searchy
—results not saved involuntarily

# "REMOTE_MONITORING_SYNC_INTERVAL': 600, # monitoring datay
—synchronization interval, seconds

# '"ENABLE_DAILY_SEARCH': True, # daily search activationy

# '"DAILY_SEARCH_PUSH_HOUR':

# '"DAILY_SEARCH_PULL_HOUR': # hour in which results of dailyy
—search will be obtained

# 'puppets’: [

# {

# '2d': 'first_puppet’, # puppet ID

# 'url': 'http://1.1.1.1:8010/", # puppet URL

# 'token': 'first_puppet_token', # use pwgen -s 64 1 (shouldy,
—match the token in puppet)

# 'facen_model': 'ifruit_320' # face model in puppet

# 4

# {

# '?d': 'second_puppet’,

# 'url': 'http://1.1.1.1:8010/",

# 'token': 'second_puppet_token',

#

# # 1f remote installation has a different face model than the one used iny
—FFSecurity -

# # you need to specify its name and ExtractiondPI URL where the,

—corresponding face model s spectified
'facen_model': 'grapefruit_480',
'eztractor': 'http://127.0.0.1:18667',

# daily search dossiers,

TlosnbzoBaTenbckast HacTpoiika findface-security BBLIMOJIHAETCS C UCIOJIB30BAHUEM CJIELYIONINX [TAPaMeT-

poB:

[MapameTp

Onucanne

BEARD_THRESHOLD

IIpucyrcrBue Ha Juie GOPOJIBI OIEHUBAETCS C OIPEIE/IEHHON JI0CTOBEPHOCTHIO.

CONFIDENCE_THRESHOLD

Tloporosas cremeHnb CXOXKeCTH JjIsd BEPUMUKAIIHN JUI B COOBITHSX.

COUNTERS_FULLFRAME_JPEG_QUALITY

KauecrBo JPEG moJiHBIX KaJIpOB B CYETUUKAX.

COUNTER_RECORDS_MAX_AGE

Bospacr 3anmceit cyervynka, Ipu JIOCTUKEHIH KOTOPOTO IIPOUCXOIUT UX ABTOM:

COUNTERS_SAVE_FULLFRAME

ITapaMeTpbl COXpaHEHUs! HOJHBIX KaJPOB IPU paboTe CUeTYNKOB: always (Bcer

COUNTERS_THUMBNAIL_JPEG_QUALITY

Kadectso JPEG MuHHATIOP B CYETYHKAX.

CUSTOM_FIELDS

PackommenTupyiite u mamenunTe paszesi, ITO0ObI HACTPOUTH COJIEPXKAHUE JTOCHE.

DATABASES (pasmen)

Hactpoiiku 6a3bl gaHHBIX. 3aM0JHATE CIeAyonmM obpa3om: 'PORT': 5439,

EMOTIONS_THRESHOLD

IIpucyrcTBre sMOIMiT OTIEHUBAETCS C OMPEJIEIEHHON JIOCTOBEPHOCTHIO. B 3aBHC

EPISODE_EVENT_TIMEOUT

MaxkcumaabHOe BpeMsl B CEKYHIaX C MOMEHTA JT00aBJICHUS TTOCTIETHETO COOBITH:

EPISODE_KEEP_ONLY_BEST_EVENT

HpI/I 3aKPBITUU IMU30/1a yAAJIATh B HEM BCE COOBITHS 38 UCKJIIOUEHIEM JIyqdmer

EPISODE_MAX_DURATION

MakcumasbHast IPOAOJ/IZKUTEJIbHOCTD 91IU30/Ja B CEKYH/IaX. Ilo ucreyenun 3Tor

EPISODE_SEARCH_INTERVAL

Ilepuon Bpemenu, mpemecTBY Ol COOBITHAIO, B TE€UEHNE KOTOPOI'O CHCTEMA U

EPISODES_THRESHOLD

TloporoBast cTerneHb CX0XKeCTH s BepUMUKAITIN JIUIL B MU30/IaX.

EVENTS_FEATURES

Ilepeunciure 316Ch MOAEN [IUTsT PACIIO3HABAHNA ATPUOYTOB JIUIA, KOTOPHIE BbI
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MapameTp

Onucaxne

EVENTS_MAX_FULLFRAME_MATCHED_AGE

To »xe, aro EVENTS_MAX_MATCHED_AGE, TOJIBKO /IJIsi TIOJTHBIX KaJIPOB.

EVENTS_MAX_FULLFRAME_UNMATCHED_AGE

To ke, uro EVENTS_MAX_UNMATCHED_AGE, TOJIBKO JIJIsl TIOJIHBIX Ka/IPOB.

EVENTS_MAX_MATCHED_AGE

Bospacr cobbiTust ¢ coBuaenneM, Ipu JTOCTUKEHIH KOTOPOTO JIOJIKHO IIPOUCX(

EVENTS_MAX_UNMATCHED_AGE

Bospacrt cobbiTust 63 coBnaieHusi, Ipu JOCTUKEHUN KOTOPOIrO JIOJZKHO ITPOKC

EXTERNAL_ADDRESS

Buemnnit IP-anpec win URL, KoTopsIit OyzeT HCIIOIB30BaH I8 TOCTYIa K Bel

EXTRACTION_API

IP-anpec cepBepa findface-extraction-api.

IGNORE_UNMATCHED

Orrinrouaer 3anuch coObITHs B 6a3y JAHHBIX, €CJIU OOHAPYKEHHOE JIUIO OTCYTC

LIVENESS_THRESHOLD

JleTeKTop »KUBBIX JIUI] OIIEHUBAET >KUBOCTH JIUIIA C OIPEIEJIEHHON JTOCTOBEPHOC

MAX_CAMERA_DROPPED_FRAMES

IIBeTOBOE TIpECTABIEHNE CTATYCOB KAMEDPBI (KeJTHII 1 KPACHBIH) HA OCHOBAHY

MAX_CAMERA_FAILED_FACES

IIBeToBOE IIpEICTABIEHEE CTATYCOB KaMepbl (XKeJIThIl 1 KPACHDIH) Ha OCHOBAHY

MAX_VIDEO_ARCHIVE_JOBS

MaxkcumaabHOe KOJIUIeCTBO OJHOBPEMEHHBIX 3alaHuil Ha 00pabOTKy BHICOAPX]

MINIMUM_DOSSIER_QUALITY

MunnmanbHOE KadecTBO Jmna Ha dororpadun B mocke. Kcu KagecTBo uia X

NTLS_HTTP_URL

IP-aspec cepsepa findface-ntls.

PERSONS_CLUSTERIZATION_SCHEDULE

Pexyppenrnoe npasusio (RRULE), 3anaromiee paciucanue miaHoBoOi KjiacTepu

PERSONS_CONFIDENCE_THRESHOLD

HOpOI‘OBaH CTEIIeHb CXO2KECTU JIJIdd IMIPUHATUSA PEIIeHUd O IIPUHAIJIIE2KHOCTH JINI

PERSON_EVENT_MIN_EPISODE_EVENTS

MunrMaabHOE KOJMIeCTBO COOBITHI B SMU30/[aX, YIACTBYIONINX B KJIACTEPU3AL

PERSON_EVENT_MIN_QUALITY

MunumajbHOE KauecTBO JIAIT, UCIIOJIb3YEMbBIX B KJlaCTe€pU3allul IIE€PCOH. He wer

PERSON_EVENTS_MAX_AGE

Bozpacr cobbiTuit pacmosnaBanust M€PCOH, IPU JTOCTUKEHIH KOTOPOTO IIPOUCXO

ROUTER_URL

IP-anpec cepsepa findface-security, KOTOpHIil OyJeT HOIy4aTh OOHAPYKEHH

SERVICE_EXTERNAL_ADDRESS

(Ommmonansuo) IP-azpec, IprOpUTETHO UCIIOJIB3YEMBIH B BEOXYKAX U UHTErPAI

SF_API_ADDRESS

IP-anpec cepsepa findface-sf-api.

THUMBNAIL_JPEG_QUALITY

Kauecrso JPEG munuariop.

THUMBNAIL_MAX_WIDTH

MaxkcumasbHas HInpuHa MUHHUATIOPBI.

VERBOSE_WEBHOOKS

OTnpaBiasTh B 6¢0XyKar CEpUATN30BAHHBIE JIOChE, CIIUCKU HADJIIOIEHUST, KaMep

VIDEO_DETECTOR_TOKEN

IIpuaymaiire TOKEH U yKasKUTe €ro B JAHHOM IapaMerpe, 9TOObl aBTOPU30BATE

VIDEO_MANAGER_ADDRESS

IP-anpec cepsepa findface-video-manager.

findface-facerouter

Baxxno: Kowmmonent findface-facerouter He BXOJUT B cocTaB cranjapTHoii kondurypamuun FindFace
Security. IIpu HeobxomumocTu ucnosb3yiire ero jyisg uarerpamun. Cum. [Toav3osamenverkue naazumoL.

Kowmmonent findface-facerouter mpescrapisier coboil cepBHC, Uepe3 KOTOPDIN 3aai0TCsI MpaBuaa odpa-
60TKHN OOHADY2KEHHBIX Ha Bujeo Jinil. IIpaBuia 3amaioTcs B BUJE TOIb30BATENBCKUX [IJIATUHOB.

Kommnonent findface-facerouter mpumHMMaeT HOPMAJIM30BAHHBIE W300Pa’KEHUs JIMI] BMECTE C HUCXOJ-
HBIM KaJIpOM u JApyroii wuHdopMaimeil (Hampumep, JaToifi U BpPEMEHEM JeTeKIUH) OT KOMIIOHEHTa
findface-video-worker. B obmmem ciaydae mo3BosisseT 00pabaThIBATE JINIIA TPOU3BOJIBHBIM CIIOCODOM, B TOM
quciie OTIPABIATH UX HAIPAMYIO B IAPTHEPCKOE IpuiioxkeHne. B 6a30B0il peasn3anuy mepeHanpaBIser nx
B KomnoHeHT findface-sf-api jysa naspHeiineit 0OpabOTKH B COOTBETCTBHUU C 33/[@HHBIMU ITPABUJIAMI.

Ilonusiit crincok dyHKIWMiL:
e 3ajaHVe IPaBUI 00pabOTKN OOHAPYKEHHBIX JIUI HA BUJIEO,

® [iepeHAllpaBJIeHIe OOHAPYZKEHHBIX JiIl B KoMioHeHT findface-sf-api wim apyroii cepsuc (B TOM
9HCJIe CTOPOHHEE TPUJIOXKEHNE) JJIsl TTIOCIIEIYoIIel 06paboTKu.

Hacrpoiika ommonenta findface-facerouter BoimosiHsieTcss depe3 aiii  kondwuryparuum /etc/
findface-facerouter.py.
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# main.py options:

# debug = False

## debug - debug mode

# detector = '

## detector - Detector to use if client fails to provide mormalized face

## (nnd).Use "nnd" if you need to detect faces in such requests. Empty value
## rejects requests without normalized.

# host = !

## host - host to listen

# port = 18820
## port - port to listen

# prometheus_timing_buckets = None

## prometheus_timing_buckets - prometheus histogram buckets (python list of
## numbers, e.g. [1,2,3])

# sfapi_url = 'http://localhost:18411"'
## sfapi_url - SF-API URL
# version = False

## version - print version

# plugin_dir.py options:

# plugin_dair = !

## plugin_dir - Plugin directory for plugin_source='dir'
# abstract_define.py options:

# plugin_source = 'dir'

## plugin_source - Plugin source (dir)

# log.py options:

# log_file_maz_size = 100000000

## log_file_maz_size - mazxz size of log files before rollover
# log_file_num_backups =10

## log_file_num_backups - number of log files to keep

# log_file_prefiz = Nome

## log_file_prefiz - Path prefiz for log files. Note that <f you are running
## multiple tornado processes, log_file_prefix must be different for each of
## them (e.g. include the port number)

# log_rotate_interval =1

## log_rotate_interval - The interval value of timed rotating
# log_rotate_mode = 'size'

## log_rotate_mode - The mode of rotating files(time or size)
# log_rotate_when = 'midnight’

## log_rotate_when - specify the type of TimedRotatingFileHandler interval other
## options:('S', 'M', 'H', 'D', '"WO'-'W6')

# log_to_stderr = None

## log_to_stderr - Send log output to stderr (colorized if possible). By default
## use stderr if --log_file_prefiz is nmot set and no other logging 1is

## configured.

# logging = 'info’

## logging - Set the Python log level. If 'none', tornado won't touch the

## logging configuration.

TTonmpzoBaTennckast HacTpoiika findface-facerouter BBITOHIETCS C WCIOIB30BAHUEM CJIEIYIONINX TTapa-

MEeTPOB:

[Mapametp Onucanne

sfapi_url IP-agpec u mopr cepsepa findface-sf-api.

JIUTI,

plugin_dir | Karajor ¢ miaruHaMu, OnpesessONIMK IpaBHIa 00pabOTKN OOHAPYXKEHHBIX Ha BUJIEO
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1.7.2 ®aiin c napameTpamMu yCTaHOBKM

IIpu ycranoeke FindFace Security u3 mHCTa//IsiTOpa TApaMETPBI YCTAHOBKU aBTOMATUYIECKU COXPAHSIOTCS B
daitn /tmp/<findface-installer-*>.json. Ber MoxkeTe OTpeakTUPOBATH JAHHBIN (DA U MCIIOIB30BATH
ero ipu ycranoBke FindFace Security ma apyrux cepBepax, He oTBeYasi Ha BOIMPOCHI HHCTAJIISITOPA TOBTOPHO.

Cogsert: [lomgpobuas nadopMalms 00 HHCTAJIATOPE PUBEJEHA B pasjeie Pa3sepmuleanue us KOHCONHO20
UHCMAANANOPA.

Baxkno: O6s3aresnbHo ymasuTe 1o * . config, exp_ip u int_ip nepen ycranoskoit FindFace Security na
cepsepe ¢ gpyrum [P-asipecom.

IIpumep daitina ¢ mapamMeTrpamMu yCTaHOBKU:

{
"findface-tarantool-server.config": {

"shard-003": {
"TNT_FF_LISTEN_PORT": "8103",
"TNT_META_SCHEME": "meta_scheme",
"TNT_FF_LISTEN_IP": "127.0.0.1",
"TNT_EXTRA_LUA": "\ndofile(\"/etc/findface-security/tnt_schema.lua\")\n",
"TNT_FF_NTLS": "127.0.0.1:3133",
"TNT_DATA_DIR": "/opt/ntech/var/lib/tarantool/shard-003",
"TNT_LISTEN": "127.0.0.1:32003",
"TNT_META_INDEXES": "meta_indexes"

},

"shard-004": {
"TNT_FF_LISTEN_PORT": "8104",
"TNT_META_SCHEME": "meta_scheme",
"TNT_FF_LISTEN_IP": "127.0.0.1",
"INT_EXTRA_LUA": "\ndofile(\"/etc/findface-security/tnt_schema.lua\")\n",
"TNT_FF_NTLS": "127.0.0.1:3133",
"TNT_DATA_DIR": "/opt/ntech/var/lib/tarantool/shard-004",
"TNT_LISTEN": "127.0.0.1:32004",
"TNT_META_INDEXES": "meta_indexes"

1,

"shard-008": {
"TNT_FF_LISTEN_PORT": "8108",
"TNT_META_SCHEME": "meta_scheme",
"TNT_FF_LISTEN_IP": "127.0.0.1",
"TNT_EXTRA_LUA": "\ndofile(\"/etc/findface-security/tnt_schema.lua\")\n",
"TNT_FF_NTLS": "127.0.0.1:3133",
"TNT_DATA_DIR": "/opt/ntech/var/lib/tarantool/shard-008",
"TNT_LISTEN": "127.0.0.1:32008",
"TNT_META_INDEXES": "meta_indexes"

3,

"shard-001": {
"TNT_FF_LISTEN_PORT": "8101",
"TNT_META_SCHEME": "meta_scheme",
"TNT_FF_LISTEN_IP": "127.0.0.1",
"TNT_EXTRA_LUA": "\ndofile(\"/etc/findface-security/tnt_schema.lua\")\n",
"TNT_FF_NTLS": "127.0.0.1:3133",
"TNT_DATA_DIR": "/opt/ntech/var/lib/tarantool/shard-001",
"TNT_LISTEN": "127.0.0.1:32001",

(continues on next page)
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"TNT_META_INDEXES": "meta_indexes"
},
"shard-006": {
"TNT_FF_LISTEN_PORT": "8106",
"TNT_META_SCHEME": "meta_scheme",
"TNT_FF_LISTEN_IP": "127.0.0.1",

"TNT_EXTRA_LUA": "\ndofile(\"/etc/findface-security/tnt_schema.lua\")\n",

"TNT_FF_NTLS": "127.0.0.1:3133",
"TNT_DATA_DIR": "/opt/ntech/var/lib/tarantool/shard-006",
"TNT_LISTEN": "127.0.0.1:32006",
"TNT_META_INDEXES": "meta_indexes"
}’
"shard-005": {
"TNT_FF_LISTEN_PORT": "8105",
"TNT_META_SCHEME": "meta_scheme",
"TNT_FF_LISTEN_IP": "127.0.0.1",

"TNT_EXTRA_LUA": "\ndofile(\"/etc/findface-security/tnt_schema.lua\")\n",

"TNT_FF_NTLS": "127.0.0.1:3133",
"TNT_DATA_DIR": "/opt/ntech/var/lib/tarantool/shard-005",
"TNT_LISTEN": "127.0.0.1:32005",
"TNT_META_INDEXES": "meta_indexes"
1,
"shard-002": {
"TNT_FF_LISTEN_PORT": "8102",
"TNT_META_SCHEME": "meta_scheme",
"TNT_FF_LISTEN_IP": "127.0.0.1",

"TNT_EXTRA_LUA": "\ndofile(\"/etc/findface-security/tnt_schema.lua\")\n",

"TINT_FF_NTLS": "127.0.0.1:3133",
"TNT_DATA_DIR": "/opt/ntech/var/lib/tarantool/shard-002",
"TNT_LISTEN": "127.0.0.1:32002",
"TNT_META_INDEXES": "meta_indexes"
1,
"shard-007": {
"TNT_FF_LISTEN_PORT": "8107",
"TNT_META_SCHEME": "meta_scheme",
"TNT_FF_LISTEN_IP": "127.0.0.1",

"INT_EXTRA_LUA": "\ndofile(\"/etc/findface-security/tnt_schema.lua\")\n",

"TNT_FF_NTLS": "127.0.0.1:3133",

"TNT_DATA_DIR": "/opt/ntech/var/lib/tarantool/shard-007",
"TNT_LISTEN": "127.0.0.1:32007",

"TNT_META_INDEXES": "meta_indexes"

}
1,
"findface-video-worker.variant": "cpu",
"product": "security",

"ignore_nolicense": true,
"findface-sf-api.config": {
"extraction-api": {
"extraction-api": "http://127.0.0.1:18666"
},
"limits": {
"allow-return-facen": true
}!
"listen": "127.0.0.1:18411",
"storage-api": {
"shards": [

(continues on next page)
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{
"slave": "",
"master": "http://127.0.0.1:8101/v2/"
},
{
"slave": "",
"master": "http://127.0.0.1:8102/v2/"
},
{
"slave": "",
"master": "http://127.0.0.1:8103/v2/"
}’
{
"slave": "",
"master": "http://127.0.0.1:8104/v2/"
},
{
"slave": "",
"master": "http://127.0.0.1:8105/v2/"
1,
{
"slave": "",
"master": "http://127.0.0.1:8106/v2/"
}’
{
"slave": "",
"master": "http://127.0.0.1:8107/v2/"
},
{
"slave": "",
"master": "http://127.0.0.1:8108/v2/"
}
]
}
1,
"findface-extraction-api.variant": "cpu",

"memcached.config": {

"listen_host": "127.0.0.1",
"max_memory": 1024,
"item_size": 16

1,

"type": "stand-alone",

"findface-video-worker.config": {
"streamer": [

"port = 18999",

"url = 127.0.0.1:18999"
1,
"FKVD_WRK_CAP": "10",
"FKVD_MGR_ADDR": "127.0.0.1:18811",
"FKVD_NTLS_ADDR": "127.0.0.1:3133"

1,

"findface-security.config": {
"SERVICE_EXTERNAL_ADDRESS": "http://172.17.46.98",
"FFSECURITY": {

"ROUTER_URL": "http://127.0.0.1"
},

(continues on next page)

120 FnaBa 1. PykoBopcTBO cuCTEMHOro agMuHuCTpaTopa




FindFace Security, Boinyck 4.4

(mpomosKeHre ¢ NpeAbLAyIeil CTPAHHIb)

"ntech_password": "dGPOQc3yTAKbpa9jP5BueakzxJWcH61I"
},
"findface-counter.config": {
"listen": "127.0.0.1:18300",
"database": {
"connection_string": "dbname=ffcounter host=/var/run/postgresql sslmode=disable"
}
},
"findface-extraction-api.config": {
"extractors": {
"models": {
"quality": "faceattr/quality.v0.cpu.fnk",
"face": "face/ifruit_320.cpu.fnk",
"gender": "",
"emotions": "",
"age": ""
1,
"instances": 2
3,
"normalizers": {
"instances": 2
3,
"listen": "127.0.0.1:18666",
"detectors": {
"quality_estimator": true,
"instances": 2
}’
"license_ntls_server": "127.0.0.1:3133"
1,
"inter_ip.advertised": "127.0.0.1",
"findface-ntls.config": {
"NTLS_LISTEN_UI": "127.0.0.1:3185",
"NTLS_LICENSE_DIR": "/opt/ntech/license",
"NTLS_LISTEN": "127.0.0.1:3133"
1,
"facen_model": "face/ifruit_320.cpu.fnk",
"ext_ip.advertised": "172.17.46.98",
"findface-data.models": [
"./findface—data—age.v1—cpu_3.0.0_a11.deb",
"./findface-data-age.vl-gpu_3.0.0_all.deb",
"./findface-data-beard.vO-cpu_3.0.0_all.deb",
"./findface—data—beard.vO—gpu_3.0.0_all.deb",
"./findface-data-detector-cheetah-cpu_3.0.0_all.deb",
"./findface-data-detector-cheetah-fast-cpu_3.0.0_all.deb",
"./findface—data—detector—cheetah—fast—gpu_3.0.0_all.deb",
"./findface-data-detector-cheetah-gpu_3.0.0_all.deb",
"./findface-data-detector-mtcnn-cpu_3.0.0_all.deb",
"./findface—data—emotions.v1—cpu_3.0.0_a11.deb",
"./findface-data-emotions.vl-gpu_3.0.0_all.deb",
"./findface-data-gender.v2-cpu_3.0.0_all.deb",
"./findface—data—gender.v2—gpu_3.0.0_all.deb",
"./findface-data-glasses3.v0O-cpu_3.0.0_all.deb",
"./findface-data-glasses3.v0O-gpu_3.0.0_all.deb",
"./findface—data—ifruit—160—cpu_3.0.0_all.deb",
"./findface-data-ifruit-160-gpu_3.0.0_all.deb",
"./findface-data-ifruit-320-cpu_3.0.0_all.deb",

(continues on next page)

1.7. MNpunoxeHns 121




FindFace Security, Boinyck 4.4

(mpomosKeHre ¢ NpeAbLAyIeil CTPAHHIb)

"./findface—data—ifruit—320—gpu_3.0.0_all.deb",
"./findface-data-liveness.v3-cpu_3.0.0_all.deb",
"./findface-data-liveness.v3-gpu_3.0.0_all.deb",
"./findface—data—medmaskS.v2—cpu_3.0.0_all.deb",
"./findface-data-medmask3.v2-gpu_3.0.0_all.deb",
"./findface-data-normalization-ant.v2-cpu_3.0.0_all.deb",
"./findface—data—normalization—ant.v2—gpu_3.0.0_all.deb",
"./findface-data-normalization-bee-fast-cpu_3.0.0_all.deb",
"./findface-data-normalization-bee-fast-gpu_3.0.0_all.deb",
"./findface—data—normalization—bee.v2—cpu_3.0.0_all.deb",

"./findface-data-normalization-bee.v2-gpu_3.0.0_all.deb",
"./findface-data-normalization-crop2x.v2-maxsize400-cpu_3.0.0_all.deb",
"./findface-data-normalization-crop2x.v2-maxsize400-gpu_3.0.0_all.deb",

"./findface-data-pedet-edie-rc2-cpu_3.0.0_all.deb",
"./findface-data-pedet-edie-rc2-gpu_3.0.0_all.deb",
"./findface-data-quality.vO-cpu_3.0.0_all.deb",
"./findface-data-quality.vO-gpu_3.0.0_all.deb"
]’
"python3-pil.variant": "avx2",
"components": [
"findface-data",
"memcached",
"etcd",
"redis",
"postgresql",
"pgbouncer",
'3a",
"python3-pil",
"findface-ntls",
"findface-extraction-api",
"findface-sf-api",
"findface-counter",
"findface-upload",
"findface-video-manager",
"findface-video-worker",
"findface-security",
"findface-tarantool-server"
1,
"pgbouncer.config": {
"ntech_password": "dGPOQc3yTAKbpa9jP5BueakzxJWcH61I"
1,
"findface-facerouter.config": {
"host": "127.0.0.1",
"plugin_source": "dir",
"port": "18820",
"sfapi_url": "http://127.0.0.1:18411",
"plugin_dir": "/etc/findface-facerouter-plugins"
1,
"tnt_instances": 8,
"postgresql.config": {
"ntech_password": "dGPOQc3yTAKbpa9jP5BueakzxJWcH61I"
1},
"inter_ip.bind": "127.0.0.1",
"findface-video-manager.config": {
"ntls": {
"url": "http://127.0.0.1:3185/",
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"enabled": false
},
"rpc": {
"listen": "127.0.0.1:18811"
},
"listen": "127.0.0.1:18810",
"master": {
"self_url_http": "127.0.0.1:18810",
"self_url": "127.0.0.1:18811"
}
},
"ext_ip.bind": "0.0.0.0"
}

1.7.3 Mopgenu HelipOHHbIX ceTei

B srom pasesie BbI Haiijere CBOJHYIO MHMOPMAIINIO IO MOJEISIM HEAPOHHBIX CeTeil, CO3J[aHHBIM B HaIlei
Jraboparopun u ucmnosibdyeMbiM B FindFace Security:

IIpumeuanue: Koudburyparus s recra npouspogurenproctu na CPU u GPU:
e CPU - Intel®) Core™ i7-5930K CPU @ 3.50GHz x 12
e GPU - GeForce GTX 1080

Baxxno: Ilpu uncroit ycTaHoBKe 6MOMETPUYIECKON MOJIEIBIO IO YMOTUIAHUIO siBjsgeTcs ifruit_320.

Mopgens CPU, FPS \ GPU, FPS Twun HelipoHHOIA ceTn
face/ifruit 160 TectupoBanue B mporecce Buomerpus sma

face/ifruit 320 TecrupoBanue B mporecce

faceattr/age.v1l 14.99 529.35 PacnioznaBanue Bozpacra
faceattr /beard.v0 15.03 532.05 Pacnoznasanne 60po/ip
faceattr/emotions.v1l 10.99 235.99 PacnoznaBanue smormit
faceattr/gender.v2 15.01 523.22 Pacnosnasanue 1moja
faceattr/glasses3.v0 15.01 529.64 PacnoznaBanue 04KoB
faceattr /medmask3.v2 Obnapy:KkeHne MeINIUHCKON MacKH
faceattr/liveness.alleyn | Tecruposanue B mporecce AsronomubIit cepBuc Liveness
faceattr /quality.v1 TectupoBanme B mporiecce OrneHKa KavgecTBa JIAIA

1.7.4 Xpanunnnwa pganxbix FindFace Security

B atom paspene:

o Cnucox TPaHUAUU

o [unepeu buomempuueckoli 6azv. daHHLL
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Cnucok xpaHunnunuy

FindFace Security ucronb3yer ciemayromupe XpaHUIAIIA JTAHHBIX:

e Buomerpudeckas 6a3a JaHHBIX Ha ocHOBe Tarantool, B KOTOpoit XpaHATCcsS 6GuoMeTpudecKne 00pasIibl
(BEKTODPBI IPU3HAKOB) U COOBITUST MICHTH(MUKAIN JIAILL.

e OcHoBHast 6a3a JIaHHBIX CUCTeMbI Ha OcHOBe PostgreSQL, B KOTOpOIl XpaHsITCs BHYTPEHHUE JaHHBIE
CHCTEMBI, JIOCh€, YUYETHBIE 3aIMCH I10JIb30BaTesell 1 HACTPONKHN KaMep.

e Karasor /var/lib/findface-security/uploads, B KOTOPOM XPaHSITCS 3arpyzKeHHBbIE B J[0Che (HPOTO-
rpadun, Bugeodailiibl 1 apredakTbl cOObITUIl (II0JIHBIE KAJPbl, MUHUATIOPHI JIAI U HOPMAJIM30BAHHbIE
n300parkeHNsl JINIL).

e Karajor /var/lib/ffupload/, B KOTOPOM XPAHSTCSI TOJBKO TaKue apTedaKThl COObITUI, KAK MUHUAA~
TIOPBI JIAII.

Fanepen buomerpuyeckoii 6asbl JAHHbIX

B 6uomerpuueckoit 6aze manHbIX Ha ocHOBe Tarantool ects 3 rajepeun:
e ffsec_dossier_face: Omomerpuyeckue oOpa3Iibl, M3BJIEUYEeHHBIE U3 (hOTOrpaduii B J0CHE.
e ffsec_events: Omomerpudeckme 0OPa3Iibl, U3BJICICHHBIE U3 JIUIl, OOHAPYKEHHBIX Ha, BUJIEO.

e ffsec_persons: IEHTPOUJIBI IEPCOH (BUPTYAJbHBIE GHOMETPUIECKHE 00PA3IBI, YCPEJIHEHHBIE [0 BCEM
JIIIAM TIEPCOHDBI) U METa[AHHbIE.

1.7.5 Onuun pesepBHOro KonupoBaHusa 0a3bl JaHHbIX

s pe3epBHOrO  KONWPOBAHWS OWOMETPUYIECKON 0a3bl JaHHBIX BaM  [IOHAJOOUTHCS — YTHINTA
findface-storage-api-dump. Jlanuas yTuanTa MOXKET ObITH 3aIIyIEHA CO CJIEMLYIONINMU OIIIASMU:

IIpumeuanue: Beor MOYKeTe HAATH TO/IPOOHY O MHMOPMAIIIO o HCII0JIb30BAHUIO
findface-storage-api-dump B pazgeine Pesepsroe Konuposanue U G0OCCMAHOBNEHUE TPAHUNUL, OGH-
HOLT .

findface-storage-api-dump --help

Usage of findface-storage-api-dump:

-cache string

Cache type: inmemory, redis or memcache (default "memcache")
-cache-inmemory-size int

Maximum number of items in ARC cache (default 16384)
-cache-memcache-nodes value

Comma-separated list of memcache shards (default 127.0.0.1:11211)
-cache-memcache-timeout duration

Specifies read/write timeout (default 100ms)
-cache-redis-addr string

Host:Port address (default "localhost:6379")
-cache-redis-db int

Database to be selected after connecting to the server.
-cache-redis-network string

Network type, either tcp or unix (default "tcp")
-cache-redis-password string

(continues on next page)
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Optional password. Must match the password specified in the requirepass server
—configuration option.
-cache-redis-timeout duration
Specifies dial/read/write timeout (default 5s)
-config string
Path to config file
-config-template
Output config template and exit
-continue-on-errors
Continue on errors instead of exiting
-cpu-profile string
Enable CPU profile and set output file
-extraction-api-extraction-api string
Extraction API address (default "http://127.0.0.1:18666")
-extraction-api-timeouts-connect duration
extraction-api-timeouts-connect (default 5s)
-extraction-api-timeouts-idle-connection duration
extraction-api-timeouts-idle-connection (default 10s)
-extraction-api-timeouts-overall duration
extraction-api-timeouts-overall (default 35s)
-extraction-api-timeouts-response-header duration
extraction-api-timeouts-response-header (default 30s)
-limits-allow-return-facen
Allow returning raw feature vectors to detect responses if 7return_facen=true
-limits-body-image-length int
Maximum length of image supplied in request body (default 33554432)
-limits-deny-networks string
Comma-separated list of subnets that are not allowed to fetch from (default "127.0.0.0/8,
—192.168.0.0/16,10.0.0.0/8,::1/128,fe00::/8")
-limits-url-length int
Maximum supported url length in bytes (default 4096)
-listen string
IP:port to listen on (default ":18411")
-normalized-storage-enabled
Enables normalize saving (default true)
-normalized-storage-s3-access-key string
Access key for the object storage
-normalized-storage-s3-bucket-name string
S3 storage bucket name
-normalized-storage-s3-endpoint string
S3 compatible object storage endpoint
-normalized-storage-s3-operation-timeout int
Storage operations (Get,Put,Delete) timeout in seconds (default 30)
-normalized-storage-s3-public-url string
Storage public url
-normalized-storage-s3-region string
Storage region
-normalized-storage-s3-secret-access-key string
Secret key for the object storage
-normalized-storage-s3-secure
If 'true' API requests will be secure (HTTPS), and insecure (HTTP) otherwise (default true)
-normalized-storage-webdav-timeouts-connect duration
normalized-storage-webdav-timeouts-connect (default 5s)
-normalized-storage-webdav-timeouts-idle-connection duration
normalized-storage-webdav-timeouts-idle-connection (default 10s)
-normalized-storage-webdav-timeouts-overall duration

(continues on next page)
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normalized-storage-webdav-timeouts-overall (default 35s)
-normalized-storage-webdav-timeouts-response-header duration

normalized-storage-webdav-timeouts-response-header (default 30s)
-normalized-storage-webdav-upload-url string

webdav storage for normalized, disable normalized if empty string (default "http://127.0.0.

<+1:3333/uploads/")

-normalized_storage string

Normalized storage type: webdav, s3 (default "webdav")
-output-dir string

Output directory (default ".")
-storage-api-max-idle-conns-per-host int

storage-api-max-idle-conns-per-host (default 20)
-storage-api-timeouts-connect duration

storage-api-timeouts-connect (default 5s)
-storage-api-timeouts-idle-connection duration

storage-api-timeouts-idle-connection (default 10s)
-storage-api-timeouts-overall duration

storage-api-timeouts-overall (default 35s)
-storage-api-timeouts-response-header duration

storage-api-timeouts-response-header (default 30s)

1.7.6 Onuun BoccTaHoBNeHUst Ba3bl AaHHbIX

Il BocCTaHOBJIEHUST OMOMETPUYECKON O0a3bl MaHHBIX W3 PE3ePBHON KOIMHU BaM IOHAJOOUTCST YTHUIUTA
findface-storage-api-restore. Jlannas yTuauTa MOXKET OBITH 3aIIyIIEHA CO CJIEYIONUME OIIINSIMU:

IIpumevuanue: Bt MOYKeTe HalTH MOPOOHYI0  WHMOPMAITUIO II0  HUCHOJIb30BAHUIO
findface-storage-api-restore B pazzeiie Pesepsroe KONUPOGaHUE U  BOCCMAMOBACHUE TPAHUAUUL
daHHvLT .

findface-storage-api-restore --help

Usage of findface-storage-api-restore:

-cache string

Cache type: inmemory, redis or memcache (default "memcache")
-cache-inmemory-size int

Maximum number of items in ARC cache (default 16384)
-cache-memcache-nodes value

Comma-separated list of memcache shards (default 127.0.0.1:11211)
-cache-memcache-timeout duration

Specifies read/write timeout (default 100ms)
-cache-redis-addr string

Host:Port address (default "localhost:6379")
-cache-redis-db int

Database to be selected after connecting to the server.
-cache-redis-network string

Network type, either tcp or unix (default "tcp")
-cache-redis-password string

Optional password. Must match the password specified in the requirepass server

—configuration option.

-cache-redis-timeout duration

Specifies dial/read/write timeout (default 5s)
-config string

(continues on next page)
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Path to config file
-config-template

Output config template and exit
-cpu-profile string

Enable CPU profile and set output file
-dont-create-gallery

Don't create gallery, fail if doesn't exist
-extraction-api-extraction-api string

Extraction API address (default "http://127.0.0.1:18666")
-extraction-api-timeouts-connect duration

extraction-api-timeouts-connect (default 5s)
-extraction-api-timeouts-idle-connection duration

extraction-api-timeouts-idle-connection (default 10s)
-extraction-api-timeouts-overall duration

extraction-api-timeouts-overall (default 35s)
-extraction-api-timeouts-response-header duration

extraction-api-timeouts-response-header (default 30s)
-limits-allow-return-facen

Allow returning raw feature vectors to detect responses if 7return_facen=true
-limits-body-image-length int

Maximum length of image supplied in request body (default 33554432)
-limits-deny-networks string

Comma-separated list of subnets that are not allowed to fetch from (default "127.0.0.0/8,

~192.168.0.0/16,10.0.0.0/8,::1/128,fe00::/8")

-limits-url-length int

Maximum supported url length in bytes (default 4096)
-listen string

IP:port to listen on (default ":18411")
-normalized-storage-enabled

Enables normalize saving (default true)
-normalized-storage-s3-access-key string

Access key for the object storage
-normalized-storage-s3-bucket-name string

S3 storage bucket name
-normalized-storage-s3-endpoint string

83 compatible object storage endpoint
-normalized-storage-s3-operation-timeout int

Storage operations (Get,Put,Delete) timeout in seconds (default 30)
-normalized-storage-s3-public-url string

Storage public url
-normalized-storage-s3-region string

Storage region
-normalized-storage-s3-secret-access-key string

Secret key for the object storage
-normalized-storage-s3-secure

If 'true' API requests will be secure (HTTPS), and insecure (HTTP) otherwise (default true)
-normalized-storage-webdav-timeouts-connect duration

normalized-storage-webdav-timeouts-connect (default 5s)
-normalized-storage-webdav-timeouts-idle-connection duration

normalized-storage-webdav-timeouts-idle-connection (default 10s)
-normalized-storage-webdav-timeouts-overall duration

normalized-storage-webdav-timeouts-overall (default 35s)
-normalized-storage-webdav-timeouts-response-header duration

normalized-storage-webdav-timeouts-response-header (default 30s)
-normalized-storage-webdav-upload-url string

webdav storage for normalized, disable normalized if empty string (default "http://127.0.0.

—»1:3333/uploads/")

(continues on next page)
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-normalized_storage string
Normalized storage type: webdav, s3 (default "webdav")
-rename string
Ignore dump header and use this string as gallery name
-storage-api-max-idle-conns-per-host int
storage-api-max-idle-conns-per-host (default 20)
-storage-api-timeouts-connect duration
storage-api-timeouts-connect (default 5s)
-storage-api-timeouts-idle-connection duration
storage-api-timeouts-idle-connection (default 10s)
-storage-api-timeouts-overall duration
storage-api-timeouts-overall (default 35s)
-storage-api-timeouts-response-header duration
storage-api-timeouts-response-header (default 30s)

128 Fnasa 1. PykoBOoACTBO CMCTEMHOro agMuHucTpaTopa




[naBa 2

Py KOBOACTBO NOJ1b30BATENA

B sroii ritaBe onuceiBaercs, kak paborars ¢ Beb-unTepdeiicom FindFace Security, Bkiiouast ero pacimpenHbie
BO3MOXKHOCTH. JlaHHBIE CBeJIeHMsT OY/LyT HHTEPECHBI 8 IMIHUCTPATOPAM, AHAJIUTUKAM, OIIEPATOPAM U JPYTUM
[TOJTH30BATEJISIM.

2.1 lNepBble warmn nocne yctaHOBKWU

Tlocne ycmemnoro paseepreiBanus FindFace Security mpumniio Bpemsi OTKpPBITH seb-unmepdetic u HAYATH
paboty. B aT0it ritaBe BbI HailieTe PEKOMEHYEMYIO TIOCIEI0BATEIHHOCTD MATOB, CJIELYsI KOTOPOIl BBl CMOXKETE
3a1eficCTBOBATL BECh CIIEKTP (DYHKIMOHAJIBHBIX Bo3MoxkHOCTel FindFace Security.

B atoii rnase:

Zlobasaenue xamep

o Cocmasaenue cnuckos nabaodenus u 3a2py3ka docve
o (osdanue noavaosameneti u npedocmasierHue um Npaes
o Monumopune auy,

e Opzanusayusa sudeonabrrodenus

o [lodcuem auy u cuaysmos

e Paboma FindFace Security

e basosoe 06{3./1@/.’)/(3”(3(1””(3 CUCIMEMDL

e Loavwe so3moorcrocmetd
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2.1.1 OobGasneHue kamep

1. Cozdaiime nosyro epynny kamep WU UCHOJb3YHTE CO3MAHHYIO MO yMOJTYAHUO. [ pynmna Kamep — 3TO
CHCTEMHBINT O0BEKT, KOTOPBII ITO3BOJISIET IPYIINPOBATH KAMEDPBI C YIETOM UX (PU3NIECKOrO PACIIOJIO-
xxenns. K npumepy, KaMepbl, PACIIOJIOXKEHHBIE Ha BXOJIE B 3/IaHUE, MO2KHO OObEJUHUTD B OJIHY TDYIIILY
un paboTaTh C HUMU KaK C €IMHBIM IEJIBIM.

2. Jlobasvme kamepv, B CO3MAHHYIO TPYIITY U NPOGEPHLIME UL PAbOMY.

OononHurensHo:
1. HacrpoiiTe cucremy Ha 00pabOTKY BHIEOIIOTOKOB C IPYIIIIBI KAMEP B MECTe UX (PU3UIECKOTO PACIIOIO-
JKEHUsI. DTO MOXKeT ObITh aKTyaJjbHO B PacCIpeJie/IeHHOl apxurekrype. [lodpobree.

2. PaccmoTpuTe BO3MOXKHOCTH BKJIIOUEHUS JEAYILIAKAIIAA COOBITUI, €C/IM CIIeHbl HAOJIOICHUS KaMep B
rpyie nmepekpbiBatoTcs. Jlannas GdyHKINs T03BOJISET UCKIIOIUTDh PETUCTPAIIIIO OMHAKOBBIX COOBITHIT
B IIpejesax OaHOoit rpynnsl KaMep. [lodpobrice.

2.1.2 CocraBneHne cnuckoB HabAOAEHMA 1 3arpy3ka Aocbe

1. Cosdatime nosoili cnucor nabaroderus WA ACHOAB3YHTe CO3/aHHbI 110 yMordannio. CIHCOK HabJIIo-
JIEHUST — 9TO CUCTEMHBIN OOBEKT, C MMOMOIIBI0 KOTOPOT'O BBIMOTHSIETCS KJIACCU(DUKAINS JIOEi 0 IIPo-
M3BOJIHBIM KPUTEPUsIM: UEPHBIH CIUCOK, Po3bicK, VIP, mepconas u 1. 1.

2. 3arpysure J0Che U J00ABbTE WX B CO3IAHHBINA CIUCOK HADJIOIEHUSI GPYWHYIO, NAKEMHO “epe3 6eh-
unmepgpelic NN UCHOJb3Ysd (DYHKIIUIO NAKeMHOl 342PY3KU YePe3 KONCOAD.

OononHurtensHo:
1. Pacnpedesume 6a3y dannvir docve MEXKIY HECKOIBKHUMHU cepBepaMu. baza MaHHBIX J0Che OyIeT JI0-
CTYIHA JIUIsI PEJIAKTUPOBAHUST HA TOJIOBHOM CEpBepe, a JiJIsi 9TeHUsl © MOHUTOPUHTA — Ha BEJIOMBIX.

2. Hacmpotime codepoicumoe docve. CozmaiiTe TOMOTHATENBHbBIE [T0JIs1, BKIAJIKHI U IOMCKOBBIE (DUILTPHI.

2.1.3 Co3paHue nonb3oBaTeneil n NpeaocTasieHne UM npas

1. O3HaKOMBTECH CO CIIMCKOM NPEIYCMaHOBACHHBLT NOAB30GATEALCKUL POACT T TIPA HEOOXOIUMOCTH CO-
3datime 1Hosevie.

2. /lobasvme noavszosamenetl, B CHCTEMY U IIPEJIOCTABbTE UM ITOJTHOMOYHSI.

2.1.4 MoHUTOpPUHI Nuy,

TIo ymomaanuio FindFace Security oTcjexkuBaer TOJBKO HE3APETMCTPUPOBAHHBIE B CUCTEME JIUIA, T. €. JI-
oa, JJIgd KOTOPBIX OMCYImcimeyom COS’IL(L()CHUﬂ C ()()Cb(;’. ,ZLIIH TOTO tITO6I)I BKJIIOYUTH OTCJIC2KUBaHUE JIUIL U3
II0JIb30BAaTEJIBCKOT'O CIIUCKa Ha6.HIO,D;eHI/I$I7 C,Z];eﬂaﬁTe 9TOT CIIMCOK aKImueHbLM. BI)I TaK>Ke€ MO2KeT€ BKJIIOYUTH
3BYKOBOE OITOBEIIEHNE U C/IeIATh 00S3aTeTbHBIM IPUHITHE BPYIHYIO CBA3aHHBIX CO CIIUCKOM COOBITHUI.
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JononHutenbHo:

1

2

2.1

. obaBbre madopManum B cOObITHS, BKJIIOYNB PACIIO3HABAHNE I10JIa, BO3PACTA, IMOINIL, OOPOILI, MeIU-
IIMHCKOIT MacKu U 0IKOB. [lodpobhee.

. 3amuTuTe CUCTEMY OT CILy(DHHIa, BKIIOYUB (QYHKIUIO pacino3HaBanus xKusbix jui (Liveness). ITodpoo-
Hee.

.5 Opranunzauyus suageoHabnoaeHuns

Hacmpotime packaadky xamep njist 6a30BOro BUICOHAOIIOIECHUS .

2.1

.6 loacyeTr nuuy n cnnyatos

Hacrpoiite cuemuuku miis ojcyeTa JUIl U CHIIyITOB Ha MOJKJIIOYEHHBIX KaMmepax. Jlannyo gyHKIMOHAIb-
HOCTh MOKHO HCIIOJIb30BaTh B PA3JIMYHBIX IIEJIAX, HAIIPUMED, JJIs TOJICYeTa JIIOJel B OdepeisiX M 30HaX

OKNJJaHUA, MOHUTOPUHTA O6L[I€CTB€HHI)IX C06paHI/IIU/I, IpeJOoTBpallleHnsd CKOILJICHU A .HIO,HQIU/I nu T. IO.

2.1.7 Pa6orta FindFace Security

1. Hodenmuduyupyime obrapyoicennvie 1a 6udeou3odpatcenul AuLa, TPOBEPsis UX B PEaJbHOM BpeMe-
HU Ha COBIAJEHUE C JUIAMU W3 CIUCKOB Habsomenus. PaboTaiiTe ¢ mcropumeit COOBITHI, MCIOTB3YST
paziuynble PUILTPHI.

2. Paboraiire ¢ snuszodamu. Iuuzox — 910 HAOOP COOBITHII MIEHTU(MOUKAIUN, B KOTOPHIX (DUTYPUPYIOT
JIUIA OJTHOTO W TOTO YK€ YeJIOBEKA, ODHADYKEHHBbIE B T€UEHUE ONPEEIEHHOrO mepuoia Bpemenu. [lo-
CKOJIbKY WHMOpMAIUst 0 COOBITHAX OTODOpaxKkaeTcs Ha BKJIajke Cobvimus B TPOU3BOJBLHOM TOPSJIKE,
006paboTKa OOJIBITIOTO KOJUIECTBA PA3HOPOIHBIX COOBITHI MOXKET OBITh JIeJIOM 3aTPYIHUTEILHBIM M
HespderTuBHbiM. C pyHKIMEH DU30/1bI, CHCTEMA UCIOJB3YET UCKYCCTBEHHBIN UHTEJJIEKT JIJIsl TPYII-
MMUPOBKU BXOJSIIMX COOBITUI HA OCHOBE BPEMEHU OOHAPYKEHWs] U CXOYKECTH JIMIl. IJTO MO3BOJISIET C
JIEFKOCTHIO 00pabaThIBATH PA3HOPOHBIE COOBITUS JIaXKe B OOJIBIINX KOJIMIECTBAX.

3. Bpmosasiite npenrudukanuio (IOUCK) JIUIL 10 CJIELYIOMUM 6a3aM JaHHBIX:

e Baza mannabix obnapykeHHbIX JUIl. [lodpodee.
e Basa mannbix jnocwe. I[lodpobree.

4. Hwume 6 aprushvir udeo JUIA U3 CIIUCKOB HAOJIOIEHUS.

5. Cpasnusaiime Auya BPYIHYIO, 9TOOBI IIPOBEPUTH WX HA IPUHAJJIEXKHOCTH OJIHOMY YEJIOBEKY.

6. UcnoswayiiTe MoOUAHOE NPUAOIHCEHUE.

JononHurensHo:

1. Brurounre pacnosnasanue nepcon. B cucreMHbIX 6a3aX JTAHHBIX MOSBUTCS HOBas CYMIHOCTH «PErson
event» (coObITHe MOSIBJIEHUsI TIEPCOHBI), CBA3AHHAS CO BCEMU 2NU3000MU, B KOTOPBIX (DUIypHPOBAIIO
JIUIIO TOTO WJIM WHOI'O dYeJsioBeKa. BbI MoxkeTe paboraTh C rajiepeeil mepCcoH 0 aHAJOTHH CO CIIMCKAME
COOBITHUIT U 3MU30/I0B.

2. IlpocmarpuBaiiTe aHAJUTHKY IO KOJUYECTBY ITOCETHUTEJIEH, UX IOJLy, CPEIHEMY BO3PACTy, Hambojee
9aCTO IOCEeNaeMbIM 30HAM U XapaKTepy IocelieHuii (1iepBoe mocelenue uin Bo3sparienue). ITodpoodiee.
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2.1.8 Bba3oBoe obcnyxxnBaHue cucTeMbl

1. Hacmpotime aBTOMaTAIeCKOE YAAJEHUE CTAPBIX COOBITHI, SMU30/I0B U MOJHBIX KaIPOB.
2. Ilpu meobxommmocTu ydasume cTapble COOBITHS, SMU30ABI U MOJIHBIE KQIPhl BPYIHYIO.

3. Perynsapno coznasaiite pesepenyro konuto 6a3bl JAHHBIX.

2.1.9 Bonble BO3MOXKHOCTEN

1. Hacrpoiite sebxryru JJisi aBTOMATHIECKON OTIIPABKU yBEJIOMJIEHHI 00 OIPEIe/IEHHBIX COOBITUSIX, I~
30/1aX U 3amucax cdyerdnka Ha 3amaHubiii URL-aapec. [lpu wacrymrenun myxuoro coosrrus FindFace
Security ornpasutr HTTP-3anpoc na URL-asipec, ykazanHublil B HacTpoiikax BeOXyKa. BeOXyKr MOXKHO
HCIIOJIB30BATD JIJIsI PEIeHUsT pa3HOOOPA3HBIX 3aJ/1ad, HAIPUMED, JJIs YBEJIOMJICHHs IOJb30BaTess 00
OIIPeJIeJIEHHOM COOBITUU, BhI30BA OIPEJIEJIEHHBIX JIeCTBUN Ha 11€JIEBOM BeO-caiiTe, Ipu pereHnn 3a1a9
6e30IaCHOCTH, TAKUX KaK YIAJIEHHOE aBTOMATHYECKOE yIIPaBJIEHNE JOCTYIIOM u Jp. [lodpobnee.

2. Bageticryiite dyuknun FindFace Security wepes HTTP API.

3. O3HaKOMBTECH CO CIUCKOM HAIUX NAPIMHEPCKUT UHMELPAUUTL.

4. 3agmeiicTByiiTe NAG2UHDL, ITO 33/1aTh COOCTBEHHBIE TIPaBUia 00pabOTKN OOHAPYKEHHBIX Ha BUJIEO JIUIL.
Cwm.Takxke:

o Vnpasaerue sudeoramepami

e Monumoputre aut. Ynpasaenue 6a301 darnvix docve

e Vnpasierue noav3o6amenamu

o ldenmugpurayus suy 6 oparatin 6udeo

o Cuemuuku AUl U CUNYIMOS

o Pacuwupernvill GYHKUUOHAA

o Obcayorcusarue u YCMPaHeHue HEUCTPABHOCTNEN

2.2 Pab6ota c FindFace Security

Pabora ¢ FindFace Security sbimosiasiercss depe3 BeG-untepdeiic. s Toro 9robbl 0TOOpa3uTh BEO-
unTepdeiic, B ajpecHoii crpoke Gpaysepa BBenuTe 0a30BbBIN ajipec BeO-uHTepdeiica U HpoiiauTe aBTOPH-
3AIUIO.

IIpumeuanue: Bazoswiii agpec 3amaerca upu yemanoske FindFace Security.

Baxkno: [ljs nepBoro Bxoma B cucremy mocie passeprbiBanus FindFace Security ncmoms3yiite
YUYETHYIO 3alliCh aMUHUCTPATOPA, CO3MAHHYIO NpHU ycmanoske. s CO3Tanns IPYTUX MOJIB30-
BaTeJIell CM. Pa3AeN YNpasaeHue NoAb308ATMEAAMU.

Beb-unrepdeiic nmeer yroOHBIN 1 MHTYUTUBHBIN U3aiiH 1 00ECIIEYNBAET JOCTYII K CJIEIYIONUM (DyHKITUSIM:

o O0benuHEHNE KAMED B I'PYIIbI B 3aBUCHMOCTH OT WX (DU3UYIECKOTO pacrojioxkenns. JlobaBienne n
HacTpoiika kamepbl. CM. Vnpasaenue xamepamis.
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e YupapjieHne cuuckamu HaOsonenusi. Co3nanue J10che BpydHyH0 u nakerno. Cm. Monumopune auu.
Vnpasaenue 6a3oti dannvix docve.

o Vnpasaerue noab3o6amessmu U POALMU.

o Cuemmuru auy u cunysmos. Ilogcuer KoJMvecTBa JIUI U CAIY3TOB HA IIOAK/IIOYEHHBIX KaMepax.
o [louck auy B cimcKe cOOBITHI U 6a3e JaHHBLIX JT0CHE.

o ldenmugpurayusi AUl B PeaJbHOM BPEMEHU B BHIEOIIOTOKAX.

o Dnuszodv, cobvimui.

o Uodenmugurayus auy 6 sudeodaitiie.

e Cpasnenue 2-r aui. IlpoBepka 2-X JIUIL HA UIEHTUIHOCTD.

e Pacnosnasanue nepcon. ABroMaTHdeckasi IPYNIUPOBKA JIAI, TPUHAJIEXKAIUX OJHOMY UYEJIOBEKY.

o Budeoanarumura. AHaTN3 JAHHBIX PACIO3HABAHUSI JIUI. [[POCMOTD CTATUCTUKU MO KOJUIECTBY TOCE-
THTEJeH, UX MOJLY, CPeIHEMY BO3PACTy, HAnOoJiee YACTO IOCEIAeMbIM 30HAM U XapPAKTEPy ITOCEIeHIi
(mepBoe IoceleHre WM BO3BPAIICHHE).

e Basosoe sudeonabarodenue.

o Jlemanusuposarivie omuemy, IO COOBITUSAM PACIO3HABAHUS JINII, SII30/1aM, COOBITASIM IIOUCKA, €D~
COHaM, KaMepaM, JIoChe U aHaJUTHUKE.

e OcrosHoie Hacmpotixy. VI3meHeHne mopora cpabaThlBaHUsl CHCTEMBI (IIOPOTa MOJIOKUTENHHON Bepudu-
KaI[U{ JIMI[) 1 HACTPOHKA aBTOMATHYECKON OYMCTKHU 6a3bl JJAHHBIX OT CTapPBbIX COOLITHIL.

g padorsr ¢ FindFace Security moxxHO Takke HCIOIB30BATD MOOUALHOE NPUAOIHCEHUE.
2.2.1 VYnpaBneHue Bugeokamepamu

st HacTpoiiku Bujeo-uiaeHTUGUKaIMKU Jul jgobapbre Kamepbl B FindFace Security, crpynmmpoBaB ux ¢
YUIETOM PAaCIIOJIOKEHUS.

ITpumeuanme: IlpaBa Ha co3mamme TPy KaMep W KaMep HACTPAMBAIOTCH B PAa3PEIICHUSIX OJIb30BATEIS
(eM. Vnpasaerue noavaosameiimu).

B atoii rnase:

e (Cosdanue epynnovl, Kamep
o Jlobasaerue Kamepvl

o Monumopumre pabomovl kamep

Co3paHue rpynnbl kKamep

CoBeTt: B cucreme mocrymaa rpymmna KaMep M0 YMOJTIAHUIO.

Jutst co3manus TPyNbl KAMepP BBITTOJTHUTE CJIEIYIONINE JICHCTBUS:
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1. Tlepetinure Ha BKIaAKy Hacmpotxu. Beibepure I'pynno. xamep.

2. Haxxkmure +.

HacTtpounku [pynnbl Kamep

BHbIE
BHelHWiA Bua
Ponu
Mons3oeareny

[pynnbl kKamMep

3. Ha Bkuajsike Ungopmayus, BBeIUTE UMl TPYIIIBI ¥ IPH HEOOXOAUMOCTH KOMMEHTAPUil K HEil.
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Co3pgatb rpynny Kkamep Wndopmauys

1TE WK B

WEHaA

COXpaHWTh Hasag

4. Ecau BaM HYKHO BBIJIEJIUTH ONpeeeHHbIit sx3eMiisap findface-video-worker /st 00pabOTKU BU-
JIEOTIOTOKOB C JIAHHOW I'PYIIIBI KaMep, CO3/aiiTe Il BEIOEPUTE U3 YiKe CO3IAaHHBIX OJHY WM HECKOJIBKO
METOK.

IIpumeuanme: [Ijag Toro 4ToOBI 3aBEPIINTD BHIAEICHNE, TIEPEINCINTE METKNA B (bailae xoudurypa-
nuu findface-video-worker. Ilogpobuee cMm. [Ipusaska epynno. xKamep ¥ ax3emniapy findface-video-
worker.

5. Ecau cobpiTust oT KaMep, TpUHAJIEKAIUX OJHON I'PyIIe, TPeOyeTCs MeIyIIUIUPOBATD, T. €. UCKJIIO-
YUTh OJMHAKOBBIE COOBITHUs, ITOCTaBbTe (PJIaKOK Jledynauyuposams cobvimus 1 3aJaiTe B CEKYHIAX
UHTEPBaJ JelylInKanuy (MHTepBaJl, ¢ KOTOPBIM COOBITUS IIPOBEPSIOTCS HA YHUKAJIBHOCTD).

Ilpeaynpexxaenune: cmomp3yiiTe aeayIINKAIAIO OU€Hb OCTOPOXKHO. Kcam Kamepbl M3 OHOM
IPYIIBI HAOJIIOMAI0T Pa3Hble CIEHbI, HEKOTOpBIE JINIA MOTYT ObITh IpoIylleHbl. [lojgpobHee cM.
Ledynaurayus cobvimud.
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6. Ilo ymomganuio Ha Bcex ITPYIIAX KaAMep B CUCTEME MCIOJIB3YETCS YHUBEPCANLHDIT NOPO2 CPADATHIBAHUSI.
st Toro 4ToOBI YCTAHOBUTH WHIMBU/yaJbHBIN MTOPOr I TPYIIILI KaMep, nmocraBbre (iiaxkok Ilopoez
cpabamuiearus U YKAYXKUTE HYKHOE TIOPOrOBOE 3HAYECHIE.

Baxkno: g 607bIInHCTBA CIyYaeB PACIO3HABAHUS JIAI 3HAYEHNE, YCTAHOBJIECHHOE 10 YMOJIIAHIIO
JUIS YHUBEPCAJIBHOI'O II0POra CPA0OATBHIBAHUMA, SIBJIFETCH ONTHMAJIbLHBIM. He pexkomeHjyercss camocTo-
SITeJIBHO MeHSITh ero. Q0si3aTe/IbHO MPOKOHCY/IBTUPYATECh C HAIMMEU TEXHUYECKUMU IKCIIEPTAME 110
aapecy support@ntechlab.com.

7. Iocrasbre dazkok AxmusHas.
8. Haxxmure Coxparums.

9. Ha Bkianke Paspewenus Ha3HaYbTE IpaBa Ha pabOTy C IPYNIONH KaMep, YKa3aB, MOJIb30BaTesIM C
KAKUME POJISIMU PA3PEIIeHO U3MEHHATD/IPOCMATPUBATD €€ HaCTPONKU.

PegakTupoBaTh rpynmny Kamep / uus  PaspeweHus

CoXpaHnTb Haszag

10. Haxxmure Coxparnumo.

OobaeneHue kamepbl

s mobaBiieHust KaMephbl B IPYIIILY BBIIOJIHUTE CJIELYIONIUE IeACTBUS:
1. Tlepetinure Ha BKIAAJAKY Kamepot.

2. Haxxmure +.

Kamepbl

—
(8]
-

}& Kamepbi

3. Bsemure HazBaHue Kamepsl 1 J00aBbTe ee B OJIHY U3 rpyiil. [Ipu HeobxomMocT BBeUTE KOMMEHTAPHT
K Kamepe.
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HobasnTb Kamepy

MBHaA

MapameTpbl

4. Bamaitre URL kameps! wim azipec Bujieodaiira st obpaborku, nanpumep, file:///data/some . mp4.
5. (Ounuonaynbho) Ykazkure reorpaduiecKue KOOPIUHATH KAMEDHI.

6. ITo ymomganuio Ha BCEX KaMepPax B CUCTEME UCIOJIb3YETCH YHUBEPCAAbHBIT nopoe cpabarbiBanus. s
TOroO 9TOOBI YCTAHOBUTDH WHIANBUIYAJILHDBIN ITOPOT JJIsT KaMepbl, TocTaBbTe (diiaxkok [lopoe cpabamuiea-
HUA U YKAXKATE Hy>KHOE IIOPOrOBOE 3HAYEHUE.

Backno: i G0ILIIMHCTBA CIyYaeB PACIIO3HABAHUS JIMI] 3HAYECHHUE, YCTAHOBJIEHHOE TI0 YMOJIAHUIO
J7IsI YHUBEPCAJTHHOTO TOPOra CpabaThIBAHUsI, SIBJASIETCS ONTUMAJBHBIM. He peKoMeHIyeTcs camMoCTo-
SITeJIBHO MeHSITh ero. Q0s13aTesIbHO IIPOKOHCY/IBTUPYATECh ¢ HAIIMMHA TEXHUYECKUMU IKCIEPTAME II0
ajgpecy support@ntechlab.com.
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7. TocraBbre duiazkok AxmueHas.

8. ,ZLHH TOTO YTOOLI HaCTpOUTHb o6pa60TKy BUJ€0, HaA2KMUTE Ha KHOIIKY HapaMempm 1 BHECUTE U3MCHCHUA:

Munumanrvroe xawecmeo uszobpasicenusa auye (filter_min_quality): MunnMmanbHOe Kade-
cTBO mn300pasKeHUdA JIUIA Mg OTHPaBKH Ha cepsep. He MenaiiTe 3HadeHme 1o yMoIda-
o (0.45) 6e3 npeABapUTEIbHON KOHCYJIBTAIMH C HAIIMMEH TEXHHYECKUMH CIEIUATHCTAMI
(support@ntechlab.com).

Murumarvrvits padmep AUUG (f ilter_max_f£f ace_size): MunuMa bHBINR pa3Mep JINIA B ITTKCEISIX
IIJId OTIIPABKU Ha CepBep.

Maxcumanorod pasmep auya (filter_max_face_size): MakcuMaJbHBI pa3Mep Jiula B IUKCe-
JIAX JJIsl OTIIPaBKU Ha CepPBeD.

Kauecmeo corcamus (jpeg_quality): KauecTBo cxkarTus HOJIHOrO Kajpa JJid OTIIPABKH.

Onyuu FFMPEG (ffmpeg_params): Onnuu ffmpeg syia Buzieonoroka. 3aJa10Tcs MACCUBOM CTPOK
KJIIOY—=3Ha4eHune, Hanpumep, “rtsp _transport=tcp ss=00:20:00".

Bydgepruiti pesrcum (overall): Bydepnsiii peskum. OTIpaBisTh 115 JIUNA OJMH KAIP HAUITY IIIEro
KavecTBa.

Bpemennoti unmepsas (realtime_post_interval): BpemeHHON MHTEPBaJ B MUJUIUCEKYHIAX, B
TedeHre KOTOPOro B PEXKUMeE PEeaJbHOTO BPEMEHU BLIOMPAETCs JIyUIIni KaJIp C JIUIOM.

Omnpasasmy nepsoe auyo cpasy (realtime_post_first_immediately): Ecim true, ormpas-
JISITH TIepPBOE JIUIO U3 TPeKa cpaly IMOCje TOro, KaK OHO MPOiJeT yepes (pUIbTPHI KAYeCTBa, Pas3-
Mepa U peruoHa 3axBaTa (ROI), He JO0XKHUJIasgACh OKOHYaHUA IIepBOro realtime_post_interval
B peXrMe peasibHOro BpeMmenn. Croco0 OTIIPABKU MOCJIEIYIONINX N300PaKEHNUIl JINIA, 3aBUCUAT OT
YCTAHOBJIEHHOTO 3HadeHusi realtime_post_every_interval. Eciu false, oTmpaBiadTh mepBoe
JINIIO TIOCJIE OKOHYaHUdA IIepBOro realtime_post_interval.

Omnpasasmo aywwud kadp (realtime_post_every_interval): Eciu true, ornpaBiasiTs jrydmmii
KaJIp B KaxKJIOM mHTepBaJsie BpeMenu realtime post interval B pexxmme peaspHoro spemenn. Ec-
sn false, oTupaBagATh JIydmunil KaJp, TOJIBKO €CJIM €ro KadecTBO YJIYHUINNJIOCH 110 CPABHEHUIO C
NpeAbIAYyIIIM OTIPABJICHHBIM KaJIPOM.

Bpema ootcudarus omeema wa 3anpoc (router_timeout_ms): Bpems 0xKUIAHWS B MUJLINCEKYH-
JaxX OTBeTa Ha OTIIPABJIEHHBIN 3aIIpOC ¢ JIUIIOM.

Hoaywamo epementvie memyu u3 nomoka (use_stream_timestamp): Eciu true, ornpasiars Ha
cepBep BpeMeHHbIE METKU IOy YeHHbIe 13 TTOTOKa. Eciu false, orpaBisgTs TekyIue JaTy u Bpems.

IIpubasaams % epementvim memram (start_stream_timestamp): Ilpubapisars ykazsaHHOE KOJIU-
YeCTBO CEKYH]I K BPEMEHHBIM MeTKaM U3 ITOTOKA.

Ozpanuuenue ckopocmu npouepuisanus (play_speed): Eciau Menbie Hysisi, TO CKOPOCTb HE Orpa-
HAYUBAETCS. B OCTAIBLHBIX CIydasix MOTOK YUTAETCsI CO CKOpocThio play_speed. He nmpumennmo
J1JIsT TIOTOKOB C KaMep BUIEOHAOIIIOEHUS.

Pezuon caeorcenus (ROT): BritoyaeT [1eTeKTHPOBAHNE W OTCJIEKUBAHUE JIUI[ TOJBKO BHYTPHU 3a-
JTaHHOM MPSMOYTOJIBbHON 06s1acTh. Vcmonb3yiiTe NaHHYIO ONIUIO, YTOOBI YMEHBIINTL HAIPY3KY HA
cepsep.

Pezuon saxsama auya (ROI): Briroyaer orupaBKy Ha cepBep Jiul, OOHAPYKEHHBIX TOJbKO BHY TPH
WHTEPEeCYIONeit 00IacTH.

Coser: [lna zananus ROT/ROI yno6uo ucnonb3osarh Busyasbhblii Macrep. CHadasia cozmaiire
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kamepy 6e3 ROT/ROI, sarem oTkpoiiTe ee Jjisi peaKTUPOBaHWsI U HaXXMHUTe Ha KHONKY [lapa-

MEMPDL. Brur yBuauTe BI/ISyaJIbHI)Iﬁ MacCTep.

IIpu meobxommMocTH 3aaiiTe OMIMOHAJBHBIE MapaMeTpbl 00paboTku Buaeo. Jlas 3T0 HaxKmuTe Ha

KHOTIKY /[0noarumesbhoe napamempo..

e @opmam FFMPEG (ffmpeg_format): Ilepenars dopmar FFMPEG (mxg, flv, u T. x1.), ecam on

He MOXKET OBLITh ABTOMATHYECKU OoIpeaeJieH.

e [Iposepamv SSL-cepmugpuram (router_verify_ssl): Ecuu true, nposepsars SSL-ceprudukar
cepBepa IIpu OTIpaBKe Ha Hero Jull yepe3 https. Eciu false, MoxkeT ObITH NIPUHAT CAMOIIOIIINCAH-

HBIM cepTudUKaT.

o Munumasvnan unwmencuerocmo deusicenus (imotion_threshold): MuHHMAa/JbHAS HHTCHCHB-

HOCTHh ABH2KEHUA, KOTOPad 6y;1eT PETUCTPUPOBATLCA AETCKTOPOM JABUZKCHUA.

9. Haxxmure Coxpanumso.

ITpumeuanme: Kaxxiasi kamepa CBsi3aHa C TaK Ha3bIBaeMbIM job-3ajaHueM, 3aja4eii Ha, 00pabOTKy BHIEO,
coJiepaKaliieil mapamMeTpbl KOH(MUIYPAINT U JJAHHBIE BUIEOIIOTOKA, KOTOPasi HA3HAYAETCS OIPEIEIEHHOMY K-
semiuisipy findface-video-worker. Jannas 3amada MOXKeT ObITh nepesaityiieda (cM . Monumopune pabomaol

Kamep).

MonuTtopurr paboTbl kamep

MounuTopuHT paboTHl KaMep BBIOJIHAETCS Ha BKIaIKe Kamepoi.

Kamepbl

)6pabaTbiBaloTcs

CTpahuua 1 &

Coapaare oT4er

Crarychl Kamep:
e 3eJsieHblil: njer 06paboTKa BUIEOIIOTOKA C KaAMEPhI, Ipo0JIeM He 0OHAPYIKEHO.

o JKenrwiit: kKamepa paboraer Menee 30 CeKyHJ WJIM HMEIOT MECTO OJHA WJIA HECKOJBKO OIMOOK
OTIIPABKE JIATI,

e Kpacuprit: kamepa He paboTaer.

e Cepblil: KaMepa OTKJIIOYEHA.

pu

CoBet: Bor MoxkeTe HaCTpoUTh O0TOOpPAXKEHUE ZKEATOTO U KPACHOTO CTATYCOB HA OCHOBAHUU JOJIU IIPOITY-
MIEHHBIX KAJPOB U JIOJU HEYJAYHBIX OTIIPABOK JIUI HA cepBep. s 9Toro u3dMeHuTe CjieIyiomniie mapaMeTphl

B daitste koudwuryparun findface-security:
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sudo vi /etc/findface-security/config.py
FFSECURITY = {

# maxz camera frames_dropped percent
'MAX_CAMERA_DROPPED_FRAMES': {'yellow': 0.1, 'red': 0.3},
# maz camera faces_failed percent
'"MAX_CAMERA_FAILED_FACES': {'yellow': 0.1, 'red': 0.3},

s KaXk0if KaMepbl MPEJOCTABJISETCS MTOJTHAST CTATUCTUKA: ITPOJIOJIKUTETFHOCTh TEKYIei ceccuu obpa-
OOTKM, KOJUIECTBO OTIPABIEHHBIX JIUIl, KOJUIECTBO JIHUI, OOpabOOTAHHBIX C OMMOKAMHI ITOCJE ITOCJIETHETO
repe3alycKka job-3aaHusi, KOJIUYECTBO MPOILYIIEHHBIX KAJPOB U JIPYrue JIaHHbIE.

ITpumeuanmne: Kaxmas kamepa cBsi3aHa C TaK Ha3bIBAEMbIM job-3ajanueM, 3aja4eil Ha 00pabOTKy BUJIEO,
coJiepIKaIieil mapamMeTpbl KOH(MUIYPAINT U JTAHHBIE BUIEOIIOTOKA, KOTOPasi HA3HAYAETCS OIPE/IEIEHHOMY K-
zemmisipy findface-video-worker. Jlammas 3a/adua MOXKET OBITH MTEpE3amyIIeHA.

st mepesattycka job-3ajiaHusi OTKPOiiTe HACTPONKU KaMephl U HAaXKMUTe Ha KHOUKY [lepesanycmums. [lpu
9TOM KOJIMIECTBO OIMMOOK OyeT 0OHYJIEHO.

IIpu 6osbroM KOTMYECTBE KAMEP B CHCTEME UCIOJIb3YITe Ciemayonue (DuaIbTPhL:
o ['pynnoi Kamep,
o Axmuenwil,
o C'mamyc.
CmMm.Tak>xke:
o [Ipusaska epynno. kamep x sxzemnaapy findface-video-worker

o Jledynaukayus cobvimuil

2.2.2 MoHuTopuHr nuy,. YnpasneHue 06a30ii gaHHbIX A0OCbe

Jannas riaaBsa MoCBAIEeHa MOHUTOPUHTY 00HAPYKEHHBIX JIUI] 1 paboTe ¢ 6a30i# JaHHbIX Jocke. Kazkmoe moche
COJIEP’KUT OJIHY WJIH HECKOJBKO (boTorpaduii IMepcoHbl U KIACCH(MUIUPYETCs IO TPUHAJJIEXKHOCTH K TOMY
WJIM UHOMY CIUCKY HAOJIIOJEHNs, HAIIPUMED, K YEPHOMY WJIU OeJIOMy B CaMOM IIPOCTOM cJiydae. Bbl MoxKkeTe
CO3/1aTh HECKOJIBKO CIIMCKOB HabJIFO/IEHNsI, HAIIPUMED, B 3aBUCUMOCTH OT yPOBHSI OIACHOCTH WJIM, HA00OPOT,
CTATyCa MEPCOHBI.

Coser: [ly1s1 aBTOMATHIECKOTO CO3/IaHUsT OOJIBITOTO KOJUIECTBA JOChEe UCIOIb3yHTe (hyHkiuonar nakemiot
3G2PY3KU.

B atom paspgene:
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o Monumopune ne3apezucmpuposaHnls AUl
e Cosdanue cnucka nabaroderus

e (Cosdanue docve spyunyio

o [laxemmnas 3aepysxa gomozpaduil

o Quavmparus docve No CnUCkam HabA00eHU

o Ouucmra 6a3v. darnvix docve

MoHUTOPUHI He3aperncTpUpoBaHHbIX KL,

Baszosas kouduryparusa FindFace Security yke cojiep:kuT mpe ryCTaHOBIEHHBIN CIICOK HAOJIIOIEHNUSI, [IPEJI-
Ha3HAYEHHBII JIJI MOHUTOPUHIA HE3APEIrUCTPUPOBAHHBIX B CUCTEME JIUIL, T. €. JIUIL, JIJII KOTOPBIX OTCYTCTBY-
0T COBIIaJIeHMs € Joche. JaHHBIN ClMCOK HAOJIIOJeHNsT He MOXKET ObITh yiaJieH u3 cucrembl. st pemax-
TUPOBAaHUS HACTPOEK WJIM JE3aKTUBAIMM CIUCKa, mepeiinnre Ha BKIaIKy Hacmpotixu. Beibepure Cnucku
nabarodenus U OTKPOTe HACTPOUKHU crmcka, meakuays Unmatched B Tabmuie.

HacTpoiiku PepakTuposath cnncok HabnioaeHuns WHbopMaLms

Cnucku HabniogeHna

Ny

ABHbIH

CoxpaHWTb

Ilpumevanue: [Insg Toro 9Tobbl OTOOPA3UTh B CIUCKE COOBITHIl TOJIBKO HE3aPErMCTPUPOBAHHbBIE JIUIIA,
BeIOepuTe 3HaueHne Unmatched B dunbrpe Cnucku nabardenus Ha Briaake Cobvmus (10apoOHEe CM.
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Paboma ¢ cobwmusamu).

CospaHune cnucka HabnwogeHus

Itst co3mannst mMob30BaTEIHLCKOTO CITMCKA, HADJIIOMEHNS BBITIOJIHUTE CJISIYIONINEe TeHCTBUI:

Cosert: Ilomumo cimcka Habaogenns Unmatched njist MOHUTOPHUHTA HE3aPETUCTPUPOBAHHBIX JIUII, B CHCTEME
110 YMOTYAHHIO y?Ke CO3JAH CIMCOK JJIT MOHUTOPHUHTA JIUIL 110 6a3e moche. JIaHHbIit CInCcOK HAOIIOICHNA He
MOYKET OBITH YIAJEH U3 CHCTEMBI.

1. Tlepeiigure Ha BRIagaky Hacmpotixu. Beibepure Cnucku nabaroderus.

2. Haxxmure +.

HacTtpoiku Cnunckn HabnogeHua YAanuTh Bce Aoche

OBHble
BHeWHWK B1A
Ponn
B
Mpynnbl
Cnucku HabniogeHMa

Ny

HTauua

HTaumnsa APl

3. B masurpe Memxa BeiOepuTe 1IBET, KOTOPBI OYIET UCIIOJIB30BATHCsT B COOBITHSX PACIIO3HABAHUSI TIEPCOH
13 JJAHHOTO CIHCKA. [IpaBMIbHO BHIOPAHHBIN IIBET MOBBINIAET OBLICTPOTY PEarnpoBaHUs OlepaTopa Ha
cobbITHE.
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Cospartb cnucok HabnoaeHus WHbopmaLms “a3peLleHna

Default Camera G

CoXpaHWTh

4. Beemure HazBanue crucka Habonenus. 1Ipu HeobxommmocTn 100aBbTE KOMMEHTADHH.

5. Bwibepure rpymimy Kamep, KOTOpast OyIeT NCIOIb30BaThHCS JIJI MOHUTOPWHTA CIIMCKa, HabTIoAeHust. Eemn
rpyIia KaMep He BbIOpaHa, CIIUCOK HaOJIIOJIeHNsT OYJIeT OTCIEXKMBATHCS BCEMU aKTHUBHBIMU KaMePaMU
B CHCTEME.

6. ITocraswre baaxok Tpebosamv nodmeepoicdenue, eCan mjig JAHHOTO CIIUCKA OMEPATOP JIOJKEH B 00si-
3aTeIbHOM IOPSJIKE IIOATBEPIUTH IPUHATHE COOBITHUS.

7. Ilpu HEOOXOAMMOCTHU BKJIIOUNTE 3BYK IIPHU MOSBJICHUN COOBITUS I JIAHHOTO CIIUCKA.

8. Ilo ymosruaHuio KO BCEM CITMCKAM HAOJIIOEHUsI B CHCTEME MPUMEHSIETCS YHUBEPCAALHVIL TLOPO2 CPa-
oamuvisanus. st Toro 9TobBI 33aTh WHAMBUIYAIbHBI TOPOT st CIUCKA HAOJIIOIEHUS, TTOCTABHTE
daaxok I[lopoz cpabamvisarus 1 yKaKUTe HY2KHOE 3HATEHUE.

Baxkuo: Jljis 60/bIInHCTBA CIydYaeB PaclO3HABAHUS JIUI, 3HAYEHUE, YCTAHOBJIEHHOE 110 YMOJIYAHIIO
JJIsT YHUBEPCAJILHOTO TIOPOra CPabaThIBAHUS, sIBJIIETCS ONTHUMAJIBHBIM. He peKoMeHIyeTcs caMoCTo-
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ATEILHO MEHATH ero. O6g3aTesIbHO POKOHCYILTUPYHTECh ¢ HAIMUMHA TEXHUIECKUMU JKCIIEPTAMU II0
agpecy support@ntechlab.com.

9. IMocrasbre duraxkor Axmuenuiil.
10. Haxwmmure Coxparumo.

11. Ha Bruajke Paspewenus Ha3HAUBTE IIPaBa Ha CIMCOK HAOJIIOJECHUs, YKA3aB POJIHU MI0JIb30BaTEEeH, KO-
TOPBIE CMOT'YT U3MEHSITh/IIPOCMATPUBATH €r0 HACTPONKH.

Pe,ﬂ,aKTMDOBaTb CMUCOoK Haf)ﬂIO,EI,EHMﬂ /IHQopMaLma PaspelueHns

CoxpaHuTh [gEEET

12. Haxwmmure Coxparumo.

Co3zpaHue gocbe BpyUHyto

st co3manus 10Che BPYYHYIO BBIIOJHUTE CJIEYIONINE JeHCTBUS:
1. B Beb-unTepdeiice nepeitaure Ha BKIAIKY Jocve.

2. Haxxmure +.
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Default Watch List

Default Watch List

3. HobaBbre OmHY WM HECKOJIHKO (hoTOrpaduii, NMenne OTHOIMIEHNEe K eIy (Dailyibl U BBEIUTE MMS
qesioBeka. [Ipu HeobxoanmocTn 106aBbTe KOMMEHTAPHUI.

Baxkno: Jlumo #a dororpadun 10/KHO OBITH HAJJIEXKAIIET0 KAUeCTBa, T. €. B OJIM3KOM K aHdaC 10J10-
xkennu. Paccrosgane mexay 3paukamu: 60 px. [Tommepxkusaembie hopmarsr: WEBP, JPG, BMP, PNG.
IIpu mecoorBercTBUM (hoTOorpadun TpebOBAHUSIM OYIET BHIBEICHO COOOINEHNE C OMUCAHNEM OITHOKM.
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Cos3paTtb gocbe

Default Watch List &

v

CoXpaHuTh

4. 13 packpsiBatorerocst cnucka Cnucku nabatodenus BbIOEpUTE CIMCOK (MM HECKOJBKO CIIUCKOB, 110
o4epe/in), B KOTOPBIH cyiefiyeT J100aBUTh J0CKE.

5. Tlocrasbre daxok Axmustoe. Eciu qocke HeaKTUBHO, OHO He OyJeT UCIOIb30BATHCS JJIsT UAeHTH(hDU-
KalliU JIUIA B PEKNMe peaslbHOTO BPeMEeHM.

6. Haxxmure Cozxparumo. Eciin moxoxee Jochbe yzke CyIeCTBYeT B 0a3e JaHHBIX, BbI CMOYKeTe BbIOpaTh,
OO'BEIMHUTH JIX €0 C HOBBIM JIOChe, OTMEHHUTH CO3/IaHIe HOBOT'O JIOCHE, B JIIOOOM CJlydae CO3/IaTh HOBOE.

MakeTHas 3arpy3ka dotorpadumii

st cozmanust OOBITOTO KOJMYECTBA, JIOChE UCIOIB3yiTe (DYHKIIMOHAJ MAKeTHON 3arpy3ku. Boimoamnte
cJeAyIolue NeiCcTBUS:
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Coser: Eciu kommuectBo gocke npesbimaer 10000, ucronsayiire [akemuas 3azpyska gomozpadut wepes
KOHCOAD.

Baxxno: Jluno ma dororpadusx JOKHO ObITH HAJIEXKAIEro KadecTna, T. €. B OJU3KOM K aHdac ImoJjo-
xennu. Paccrosane mex iy 3paukamu: 60 px. [lognepxusaembre opmarer: WEBP, JPG, BMP, PNG. Ilpu
HecooTBeTcTBUM (hoTorpadun TpeboBaHusIM Oy1eT BBIBEJIEHO COODIEHNE C OIMMCAHUEM OINUOKMU.

1. B Beb-untepdeiice mepeiiaure Ha BKIAIAKY /ocve.

2. Haxkmure +.

Default Watch List

Default Watch List

3. Haxwmure axemnasn 3aepysra docve.

Co3patb oocbe

_|_

4. Beibepure dororpadun mjs 3arpy3ku 1modaioBo mwim yKayKuTe Hanky ¢ ¢pororpadusMu.
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5.

NELGIGEE 3darpy3ka gocbe

JKypHansl

BuiGpaTh Gaiins WK BhiGpaTh MMPEKTOPUIO

Nwmena daitnos ¢ dpororpadusiMu MOXKHO UCIOIB30BATh KAK OCHOBY JIJIsl UMEH U/UIM KOMMEHTAPUER
B CO3/IaBAEMBIX JI0Che. Boibepure Hy:KHBIH BapuanT(bl). 3areM HACTPONUTE MPABUJIO (DOPMUPOBAHUS
UMEHU ¥,/MI1 KOMMEHTapus, Z00aBUB [OJIb30BATeIbCKUN peduke u,/min nocrduke Kk umenu daiiia.

CoBer: Bo usbexanme ciusnne 3-X CJIOB B OIHO, UCHOJIB3YUATE CUMBOJI [IOYEPKUBAHUS WU IPOOES
B ipedpurce um moctTdurce.

U3 packpsiBatorerocs cimcka Cnucku nabarodenus BbibepuTe COUCOK (UM HECKOJIBKO CIHMCKOB, II0
ouepejin), B KOTOPBIi ciieiyer j100aBUTh CO3aBaeMble J[0Che.

B napametpe Iapasresvras 3aepyska 3a1aiiTe KOJMIECTBO TOTOKOB 3arpy3Ku dororpaduit. Hem 60J1b-
Ile TIOTOKOB, TeM ObIcTpee OyJIeT 3aBepIieHa 3arpy3Ka, OJIHAKO TaKxKe HoTpebyercs u OoJibliiee KOJIU-
YECTBO PECYPCOB.

148

Cnaea 2. PyKOBOJJ,CTBO nonb3oBartens



FindFace Security, Boinyck 4.4

8. U3 packpbiBarolierocsi crucka I pynnosas gomozpadus BbIOEPUTE, KAK JOJIKHA IIOCTYIUTH CACTEMa
[IpY HAJIMYMH HECKOJIbKUX JIUI[ Ha (oTorpaduu: OTKJIOHUTE (oTorpaduio, 3arpy3uTh camMmoe OOoJIbIIoe
JINTIO, 3arPY3UTDh BCE JIUIA.

9. [z 3ammycKa MakeTHOro CO3JaHust J0Che HaXkMuTe Ha KHOUKYy Cmapm.

Baxkno: st mpocMoTpa Jjiora makeTHON 3arpy3Ku Ha)KMUTe Ha KHONKY X YypHaavl. 3aTeM IIpu Heob-
XOJIUMOCTHU MOYKHO CKadaTh JIOI B hopMaTe .CSV.

>KypHanbl NakeTHOM 3arpy3ku

CTpanmua 1 &

CkavaTb

Ckad4aTb

CkavaTb

CTpaHuua 1 &

dPunbTpaums gocbe NO cnuckam HabnwogeHus

Bce cozmannbie B FindFace Security mocke orobparkarorcs Ha Braaiake /locve. Vcnonbsyiite dunbsrp Cnucku
nabarodenus, 9T00bI OTHUIBTPOBATH OCHE TI0 CITUCKAM.
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CTpaHuua 1 &

Default Watch List

AT QUNLTPLI

Default Watch List
Co3patb oT4eT

Default Watch List

OuucTka 6a3bl gaHHbIX A0Cbe

Bor moxkere ounctuTh 6a3y JAaHHBIX JIOCHE B OJMH KWK IeaukoM. J[jist aToro mepeiinnre Ha BKIaaky Ha-
cmpotiku. Beibepure Cnucku nabarodenua. Haxxvure Ydaaumsv ece docwe.

Cnucku HaGI"IIO,EI,EHMﬂ Y[OanuTh BCE QOChLE

2.2.3 VYnpasneHune nosib3oBaTensimu

B aTtoin rnase:

[ Hp(ﬁ()y(,”ln(I,H()S/L(ﬁHH’DLC poau
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Cosdarue Hosot poau
o [nasHas u dONOAHUMENDHAA POAL NOABI0BAMENT

Cosdarue noavaosamens

o ﬂea%mueamm U ’yda/l,(iHU(i NoADB306ANENA

[ Hpcdocmaaﬂ,euue (],dM,UJ1,71,(377’7/]7(],777/0]7:{/ npase Ha CuCmemHvble NAa2UHdL

MpepycraHoBneHHble ponu

st paborsl ¢ FindFace Security mpeaycMoTpeHbl ciieyolye IpeyCTaHOBJIEHHBIE POJIN:

e Anvuancrparop. O6sa1a€T MOJHBIMU MPABAMU HA YNPAEACHUE 6UICOKAMEPAMU, 60301 danHuT docve,
cobbrTnit, nosp3oBaTessiMu FindFace Security, a Tak:Kke HOJHBIM JJOCTYHOM KO BCEM OCTaJIbHBIM (DYHK-
THSIM.

Baxkno: Cynep AILI\H/IHI/ICTpa.TOp HE MOXKET JIMIUTHCA IIpaB a/IMUHUCTPAaTOPa JazKe IIpU CMeHe PDOJIN.

e Omeparop MOXKET CO3aBaTh JIOChE BPYIHYIO, MOJIYIATh U IMOATBEPIKIATH COOBITHS, BBIIOTHATD ITOUCK
JuI B crucke coobrtuit. OcrajibHble JaHHbIE JIOCTYIIHBI B PEXKUMe dTeHusl. BO3MOXKHOCTD Nnakemmozo
cosdanus docve HEIOCTYITHA.

e Ilonb3oBarens. Obiagaer mpaBaMu TOJILKO Ha HMOATBEPIKICHNE COOLITHI U IMOMCK JIUIL B 6a3e COOBITHIA
u nocbe. OcragbHas HHGOPMAIWS JOCTYIIHA B PEXKUME UTEHUS.

Brr MO2xk€TE M3MEHUTD IPUBUJIETUN PEIYCTAHOBJIEHHBIX POJiel, a TAKXKe CO3/[aTh HOBBIE DOJIH.

CozpaHue HoBoW ponn

Jyisi co3maHusi HOBO# POJIU BBITIOJIHUATE CJIEIYIONINE AeCTBUSL:
1. Ilepeitgure na BKIaaKy Hacmpotixu. Beibepure Poau.

2. Haxxmure +.
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Hactponkn

SHble
BHeLlHWin Bua,

Ponwm

eHTaluna

eHTaums API

HacTtpoiiku

3. Ha Bkaajske Ungopmayus 3amaiiTe UMs pOJIN.

NHdopmauma

CoXpaHUTh

4. Haxxmure Coxparums. Psiom ¢ Britagkoit Hugopmaryus MOSBITCS JOMOJHATEbHBIE BKIaaku. Ha man-

HBIX BKJIQJIKaX MOXKHO 33/IaTh [IPABa Ha OlPee/IeHHble Ccrncku Habmonenus (BKiaagka Cnucky 1abaio-
denus) u rpynnst Kamep (I'pynno, xamep), a TAKKe MPUBHIECTUN HA PAGOTY ¢ CUCTEMHBIMA (DYHKIUAME
u obbekramu (Paspewenus).
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IIpumeuanmne: Hamnpumep, eciu Bl ycTaHaBIuBaeTe HeT J71s1 ONIpeie/IEHHON IPYIIIBI KAMED Ha BKJIA]I-
ke I'pynnoet kamep, IOJB30BATEIN C JIAHHON POJIBIO HEe CMOTYT paboTaTh ¢ 9TOM rpyImioil kamep. Ycra-
HoBKa HeT 1 cameragroup Ha BKJajgke Paspewenus He MO3BOJUT MOJIH30BATEISIM IPOCMATPUBATD 1
paboTarh CO BCEMH I'DYIIIAMHI KaMep.

IIpumeuanune: IIpaBo Ha cOOBITHE CKIIAJBIBAETCS M3 IIPAB HA COOTBETCTBYIONLYIO KAMEPY W CIIMCOK
nabsonenns. s mpocMoTpa cOOBITHIR, /I KOTOPBIX HE HaiiJeHbl COBHAJEHUS C JI0ChE, TPEOyIOTCS
TOJIBKO MpaBa Ha KaMepy.

[omusrit cincok 06bekToB FindFace Security:

dossierlist: cnucku nabarodenus;

dossier: docwe;

dossierface: ¢omo 6 docwe;

cameragroup: 2pynna Kamep;

camera: Kamepa;

listevent: cnucox cobvmuil;

eventepisode: anusodu

uploadlist: ciimcok dororpaduii B naxemnol 3a2pyske;
upload: ssemenT (HOTO) B NAKETHOIl 3arpy3Ke;

user: NoAb306aAMeEND;

webhook: sebryK;

videoarchive: udenmugpurayus suy 6 sudeopaiing.
counter: cuemuyuku AUY U CUAYIMOE

person: 2anepes NEPCoOr

Bu1 Takke MoxkeTe BKJIIOYATH U OTK/IIOYATH IPABa HA CJIEIYIONUI (DYHKITMOHAJ:

configure_sova: koHdurypamnus uarerpaiuu ¢ cucremoir Coa
configure_genetec: Koudurypamus unmezpayuu ¢ Genetec;
configure_ntls: koudurypanus cepsepa auuensui findface-ntls.
batchupload_dossier: nakemioe cozdanue Jdocve;
view_runtimesetting: mpocmoTp ochoshwir nacmpoek FindFace Security;

change_runtimesetting: uamenenue ocHoBHbIX HacTpoek FindFace Security
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BriBpaTtb BCE OTMEHWTb BCE

v
v
v
v
v
v
v
v
v
v
v
v
v
v

FnasHas un AgonosniHUTeNlbHaa poJib NOJsib30oBaTens

Bbl MOKeTe HA3HAYUTH II0JIb30BATEIIIO IPUBUJICTUN, UCIIOJIB3Yyd CJIEAYIOIIUE POJIN:

o [rasHan POAb: OCHOBHadA POJIb IIOJIbB30BaTE A, 00s13aTeIbHAS JJIdd Ha3HaAYCeHUA. Ilonb30BaTE IO MOYKHO
Ha3HAYUTDH TOJIBKO OJHY IVIaBHYIO POJIb.

e Poav: nonosHuTEIbHAS POJIb HOJIB30BATEsI, Heobs3aTeIbHas 11 HazHadenus. OHOMY [TOJI30BATEIIIO
MO2KHO HA3HAYUTh HECKOJIBKO pouieit. CBs3aHHbIe ¢ HUMU IIpaBa OyayT J00aBJIEHBI K IIpaBaM, MIPEI0o-
CTaBJIAeMbIM IVIABHOI POJIbIO.

Bce nmonpzoBarenn, nprHajexamuye K OnpeeeHHON OCHOBHON POJIM, aBTOMATHYECKH MOJIYYAIOT JOCTYII K
rpymnmaM Kamep (1 KaMepaM BHYTDPU IPYIIIbI) U CIICKaM HabiroaeHns (1 JOChe B 9TUX CIIICKAX ), CO3JIAHHBIM
II0JIb30BAaTEJIEM C TON 2Ke OCHOBHOI POJIbIO, C YYETOM HIPUBUJIETHUI, ONPEESIEHHBIX WX JIONOJHUTEIbHBIMHI
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POJISIMH.
CmMm.Tak>xke:

Cozdanue norvzosamens

Co3paHune nonb3oBarens

JJtsl co3manust HOBOTO TIOJIb30BATEIST BBIIIOJIHUTE CJICYIONINEe NeHCTBUS:
1. Ilepeitgure na BrRIanKy Hacmpotixu. Beitbepure IToavzosamenu.

2. Haxxmure +.

Hactpouku [Nonb3oBatenu

HOBHbIE

BHeWwHWin Bua,

JNnueH3ua

1eHTaUWA

HTauwa API

3. Bajaiite uMs MOJIB30BaTE s, JIOTUH U 1apoJib. [Ipu HeobxouMocTn 106aBbTe KOMMEHTAPHIA.

4. U3 packpsiBatorierocs MeHio Roles BbibepuTe OJIHY WU HECKOJIHKO TT0JIb30BaTeIbCKUX poJeit. Haznaun-
Te OHM U3 HUX OCHOBHOIA.
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Cospatb nonb3oBaTens

huccab-bt Strong Pas

narkyw-huccab-hi Strong Password

Co3naTh

5. IocraBbre diiaxkok AxmueHbiil.
6. Haxxmure Cosdamo.
deakTuBauus wnn yganeHne nonb3osBatens

[yt Toro 9To0Bl JeaKTHBEPOBATH MOJIb30BaTe s, CHUMUTE (BIIakoK AKmuenvill B CIUCKe MOoJIb30BaTeseil
(Hacmpotixu -> Ioavsosamenu).

s yrnanenus noas3oBarens u3 FindFace Security menkauTe mo ero joruny B crimcke. Haxkmure Ydaaumso.
MpepocraBneHne agMUHNCTPaATOPYy NPaB Ha CUCTEMHbIE MAMUHDI

ITaker FindFace Security Bkitouaer B cebsi OOIMUPHBII HAOOP CUCTEMHBIX ILIATMHOB, KOTOPhIE 00ECIETNBAIOT
caemytorye QyHKIUI:
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® IIapTHEPCKUE MHTerpalluu,
e yIIpaBJieHHE PacIIpejie/IeHHOM 6a30ii J0Che,
® ABTOpU3AINS C MCIOJI30BAHUEM KPUITOIPAGUIECKOTO CePTUMUKATA.

CucreMHBIE TJIATUHBI BKJIIOYAIOTCS BPYJIHYIO depe3 dair kKordurypanun findface-security.

ITo YMOJ/I9aHUIO Aﬂl\lI/IHI/ICTpaTOp He O6JIaﬂa€T IIpaBaMM Ha CUCTEMHBIC ITJIal'MHBbI. ZLJISI IIpeJoCTaBJ/IeHUA ITpaB
A,HI\’II/IHI/ICTpaTOpy, BBIIIOJIHUATE CJIEAYIOIue ,HGIU/ICTBI/IHI

1. Brurrounte cucremusbiit miarud B (aitie koudurypamnun findface-security.

2. TIoBTOpPHO BBIMIOJIHATE TIEPEHOC OCHOBHOHN apxXUTeKTypbl 0a3bl gaHHbIXx n3 FindFace Security B
PostgreSQL.

sudo findface-security migrate ‘

3. 3aHoBO co3jaiiTe rpyIIbl TOJIB30BaTE el B OCHOBHON Oa3e JaHHBIX.

’sudo findface-security create_groups ‘

4. Ilepezamycture cepuc findface-security.

’sudo systemctl restart findface-security.service ‘

2.2.4 CyeTymku nuy N cCUNysToB

Baxkno: [lis nmojcuera CHIYyITOB HYKHO IIPEIBAPUTEIBHO BKJIIOUUTh UX 0eMeKmuposaHue.

FindFace Security mo3BoJisieT 1o/ICIUTHIBATE JINIA U CHIYITH Ha IIOJIKJIOUEHHBIX KaMepax. Jlanuyio dyHk-
IIMOHAJILHOCTb MOXKHO HCIOIB30BATh B PA3IMIHBIX IEJIAX, HAIPUMep, AJId HMOJCYeTa JIoAei B odepelax U
30HAX OXKMJIAHUsI, MOHUTOPUHIA ODIINECTBEHHBIX COOPaHUil, IPEJOTBPAIEHIs CKOILJIEHUST JIIO/Iel U T. .

MGTO,H I1o0Jic4eTa OCHOBaH Ha BPEMEHHBLIX Cpe3aX. 910 O3Ha4daeT, 9TO CYETUYUK CHUTaAET JINla U CUJIY9ThI Ha
CTaTUYIECKUX CKPpUHIIIOTaX, KOTOPbIE JeJIal0TCdA C 3aJaHHBIM HUHTEPBaJIOM. Cuerunk ITIOKa3bIBa€T, KaK KOJIN-
9EeCTBO JIAI[ U CUJIYy9TOB MEHIAETCA CO BpEMEHEM.

B atom pasgene:

[] H(LCWL])OQ?{?(L CHEMMYUKOB

Cosdanue cuemyuxa

I'pagpux cuemuura

Paboma ¢ sanucamu cuemvura

o Hacmpotixa eebryka 0ra cuemuuka

Hacrpoiika cuer4yukos

st HaCTpOUWKHM CcUeTdYnKOoB OTKpoiiTe daitn koudurypanun findface-security m m3MeHUTE CJIEIYIOIIHE
napaMeTpBhL:
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e COUNTERS_SAVE_FULLFRAME ompeiesisieT mapaMeTpbl COXpAaHeHUs MOJHBIX KaJIpOB Ipu paboTe cueTdn-

koB: always (Bcerza), detect - COXPAHATH, TOIBLKO €CJIH GbIIM OOHAPYKEHBI JINIA UJIH CULYyIThHI, Never
(HuKOTIA).

e COUNTERS_FULLFRAME_JPEG_QUALITY: kauectBo JPEG mosmmbix Kaapos,
e COUNTERS_THUMBNAIL_JPEG_QUALITY: kauectBo JPEG Munuatiop.

sudo vi /etc/findface-security/config.py

# counters full frame saving options:

# “always’ - save always
# “detect’ - save only i1f faces or silhouettes have been detected
# “never® - never save full frames

'COUNTERS_SAVE_FULLFRAME': 'always',
'COUNTERS_FULLFRAME_JPEG_QUALITY': 75,
'COUNTERS_THUMBNAIL_JPEG_QUALITY': 75,

Co3paHune cuetyunka

JJtsl co3manus cueTYnKa BBINOJHATE CJASIYyIONue AeHCTBUS:
1. Ilepeitgure Ha BKIauky Cuemuuku.

2. Haxxmure +.

CyeTumnkm

i
Ak e /
(0o%)  CyeT4ymrn

3. Ykaxkure uMs cUyeTduKa.
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Co3pnartb cYeTunK NHbopmaLua

\KTHBHbIIA

CoxpaHuTh

4. Beibepure Kamepy Jjisl MOCYETA.

5. BamaiiTe HHTEPBAJI MEXKJY ABYMsI IIOCIEI0BATEIbHBIMI CKPUHIIIOTAME, UCIOIH3YEMBIMA Il TO/ICIETA
JIUIL ¥ CHJLYSTOB.

6. Ycranosure duiazkok Onpedeasmv Auya JJisl IOJACIYETa, JIALL,

7. YcraHoBUTE Cb.)'[a}KOK Onpe@eﬂ.ﬂmb CUAYIMDBL JJId TOACHETa CHUJIYITOB. ﬂeTeKTI/IpOBaHI/Ie CUJIy9TOB
JOJIZKHO OBITH GKAIOUEHO.

8. Y6emurech, 94TO JJIsI CIETUNKA YCTAHOBJIEH (DIIAKOK AxmueHoiil.
9. Haxxmure Cozparumos. B pesysibrare HOSBITCS JIBE HOBBIE BKJIAJIKU.

10. (Onnmonasnbno) Ilepeiinure na BKIaaky Pezuon 3axeama, 9To6bl 3aJIaTh PErMOH OTCJICKUBAHUS JIMI]
7 CWJIYITOB B IOJIE 3PEHUS KaMePhI.
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PEﬂ,aKTMDOBaTb cCYEeTHYUK Wudopmauma PervoH saxsata nuua

aTta nuua

Fpacduk cuetumnka

Jljist Toro uTo6BI YBUETh IpaduK CUETINKA 38 MOCIEIHUE Yac, CyTKHU WA HEJEJI0, epeiiuTe Ha BKIAIKY
I'pagpux B HACTPONKAX CUETUUKA.
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Mpadumi
—

pe,ﬂ,aKTMpOBaTb CYETHMK

Yac | [eHb Hepena

PaboTa c 3anucsammn cuyetyumka

Crarndeckue CKPHUHIIIOTHI, CAECJIaHHbIE CIETIUKOM, C YKa3aHUEM KOJIMYECTBa JIUI[ U CUJIY9TOB Ha HHUX COXpPa-

HAIOTCA KaK T. H. 3allUCU CHETYUKA.

Jlis mpocMmoTpa 3amuceil cueTunka nepeiiure Ha BKIAAKY Cuemuuku W HAXKMHUTE Ha HYXKHBI CUETINK.
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3anucK cHeTYmKa

CTtpanuua 1 2

CBpocuTb HUNLTPLI

st paboTHI € 3AMACSIMEU CUETUMKA UCIOJIB3YHTE CIeIYIomme (pUIbTPhL:
o Cueruuk
o Kamepsnr
e ['pynmsl xamep
e [lepuosi Bpemenu
o KosmuecTBo Il B 3a11cu
e KonmudecTBo CHIySTOB B 3aIiCH

e Id zamnucu

Hacrtpoiika Bebxyka ans cuet4ymka
Jtst TOro YT06BI ABTOMATU3UPOBATH MIPOIIECC cOOPa CTATUCTUKU, HACMPOUme 6edxyr Ha cpabaTbhIBaHKe, €CITI
3allMCh CUYETUYMKA COJEPXKUT ONpeIeJIeHHOE KOJIMIECTBO JIUIl U CAJTyITOB.
CwMm.Tak>xke:
o Jlemexmuposanue cuiysmos

e Bebxyru

2.2.5 Npentndukayus no 6aszam gaHHbIX

FindFace Security 10o3BoJigeT BBIIOJHATD UaeHTUMDUKAIMIO (IIOUCK) JIUIL [0 CIELYIOMUM 6a3aM JaHHBIX:

e Baza nanubix o0HApyzKeHHBIX Ha BHeO Jull (BKIagka Cobvimus).
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e Basa manubIX n0che (BKiIaaka Jlocve). ComepKuT 3TajIOHHbIE N300parkKeHusl JIAI.

ITonck JINIL BBIIIOJIHACTCA Ha BKJIAJKE Touck.

B aTtoin rnase:

o Hodenmugurayus auya no base JGHHLLT 0OHAPYHCEHHBIT AUY,

o ldenmugurayus auua no baze dannvz docve

Npentudmkauma nuuya no 6ase gaHHbIX 0OHAPYXKEHHbIX NuLY

FindFace Security 1mossoJisier BBIIOIHATD UAEHTH(MUKAIUIO JUIA 110 Ha3e JaHHBIX OOHAPY?KEHHBIX Ha BUIEO
JINII,

IIpumeuanue: B unrepdeiice 6a3a JaHHBIX IIPEJCTABIEHA CIUCKOM cOObITHil (BKIaaka Cobbimus).

st mamenTuduKaIuy JUia Mo 0a3e JAHHBIX BBITOJIHUTE CJICAYIONINE IeHCTBUS:

1. Tlepetinure Ha BKIAAJKY Ilouck.

Mouck Cobbita [0

To4H

CHpoCHTL GUNLTPBI
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2.

Vkaxkure mecto noucka: Cobvimus.

3. BagaiiTe o, KOTOpoe Tpedyercsi HANTH, OJHUM U3 CJIEYIONINX CIIOCOOOB:

e 3amaB ID coOBITHS ¢ MCKOMBIM JIUIIOM.

e 3anas ID joche ¢ nckoMbiM oM. Ecim gocke coiepKuT HeCKOIbKO (hororpaduii, Beibepure Te,
KOTOPBIE OYJIyT UCIIOIH30BAHBI JIJIsl TIOMCKA.

e Barpysus ¢dororpaduto. Pororpacus Oymer orobparkeHa B OJHOMMEHHOM moJjie. Ecian Ha doro-
rpadun TPUCYTCTBYET HECKOJIBKO JIUII, BLIGEPUTE HYKHOE.

IIo ymosrqanuio B pe3yJsibrarax MOMCKA OTOOPAXKAIOTCS JIMIIA, CTEIEHb CXOXKECTU KOTOPBIX C MCKOMBIM
paBHa uian npesbimmaer 0.75. Ipu HeobX0IUMOCTH U3MEHUTE JTaHHOE 3HAYEHHE.

HpI/I HeO6XOILHIMOCTH yKa}KI/ITe prHHy KaMep " IIepuoJi BpEMEHH, B Te€4dYeHrne KOTOPOr'o IIPOU30UIIJIO
coobITHE.

Bribepure MeTos COPTUPOBKH PE3YJILTATOB ITOUCKA: TI0 CTEIIEHN YBEPEHHOCTH AJTOPATMA B COBIIAICHIH
JuLl (CTEIeHN CXOXKECTH MEKJLy JIMIAME) MU JaTe.

VYKazkure MaKCUMaJIbHOE KOJIMYECTBO COOBLITHI B pe3ysibTaTaX IIOUCKa.

Haxxmure Iouck. Pesynbrarsr moncka OyryT oroOparkenbl Hike. J[J1s KaxK10ro HailleHHOro Jiuia oyaer
yKa3aHa BEPOSITHOCTD €ro COBIAACHUsI C JIMIIOM Ha (poTorpacdun.

Naentudmnkauyms nuuya no 6ase gaHHbIX 40Cbe

FindFace Security mo3Bosisier BBITOJHSATH WICHTU(PUKAIMIO JIUIA 110 0a3e JAHHBIX, COJEPKAIleil J0Che C
STATOHHBIMU N300paKeHUSIMU JINII,

st mamenTudukanum Juia mo 6ase JAHHBIX BBITOJIHUTE CJIEAYIONNe TeHCTBUS:

1.

Ilepetinure Ha BKIaIAKY Ilouck.
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ITHA [ocbe
—

CBpoCHTL GUALTPLI

2. YkaxkuTe MecTo noucka: /[ocve.
3. 3agaiite ymmo, KOTOpoe TpedyeTcst HANTH, OTHAM U3 CJIEIYIONUX CIIOCOOOB:
e 3asaB ID cobbITHS ¢ NCKOMBIM JIMIIOM.

e 3ajas ID jocbe ¢ ncKoMBbIM JUIOM. Ec/u J1oche cojlepKUT HECKOJIBKO (hoTorpaduii, BribepuTe Te,
KOTOpBIE OYyJIyT MCIIOJIb30BAHbI JIJIs IIOMCKA.

e Barpysus dororpaduio. Pororpacdus Oymer orobparkeHa B ogHOMMEHHOM moje. Ecian Ha doro-
rpadun TPUCYTCTBYET HECKOJIBKO JIHII, BHIOEPUTE HYKHOE.

4. Ilo YMOJ/IMaHUIO B pe3yJjibTaTaX IIOHUCKa OTO6pa}Ka.IOTCSI JINIQ, CTEIIEHb CXOXKeCTHU KOTOPBLIX C MCKOMBIM
PaBHa WJIA IIPpEBbIIIAECT 0.75. HpI/I HeO6XO,HI/Il\’IOCTI/I U3MEHUTE JaHHOE 3Ha4YCHHE.

5. Beibepure MeTOMI COPTUPOBKHU PE3YILTATOB MOUCKA: IO CTEIIEHN YBEPEHHOCTH AJITOPUTMA B COBIIA/ICHUN
sl (CTeIeHN CXOXKECTH MEKJLy JIMIAME) MU JaTe.

6. YKaxKuTe MaKCUMAaJbHOE KOJIMYECTBO COOBITHII B pe3yJbTaTax IIOMCKA.

7. Haxxwmwure ITouck. PesynapraTs moucka 6yayT oToOpaskeHbl HuzKe. J[j1s1 Kayk10ro Haii e HHOro JTuiia Oy et
yKa3aHa BEPOSATHOCTH €ro COBIIAJIEHUsI C JIUIIOM Ha, (oTorpadun.

2.2.6 PaboTa c cobbiTusamm

PesymbraTr paboThl cucTeMbl MO YACTU WACHTHMDUKAIUN JIUIT HA BUICON300PAKEHUU B PEKUME DPEATHHO-
ro BpeMmeHHu orobpazkaercs Ha BKiIankax Cobomusa m Inuszode.. Ilomumo paboThl ¢ TEKYIUMU COOBITHSIMU
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UIeHTU(PUKAIINN, JTAHHbIE BKJIAJIKHA TAaKXKe MPEJOCTABJIAIT JOCTYI K UCTOpUH cobbiTuii. JlaHHbIA pasmen
ITOCBSIIIEH paboTre ¢ BKIIKON Cobvbimus.

CoBet: 9nu300b, TO3BOJIAIOT MOAHATH O€30ITACHOCTD HA HOBBIN YPOBEHbD.

Coser: Ilouck Jinla B CIIMCKE cobnITHl U Dase JdaHHBIX JOChe C 3TaJJOHHBIMU I/I306pa}KeHI/IH1VII/I JINIL BBIIIOJI-
HAEeTCdAd Ha BKJIAJIKE Touck.

Cosert: Jljis uaenTuduKanum JuI B apxXUBHBIX BUJIEO cM. Mdenmuduranus suy 6 opaain 6udeo.

Baxkno: Bbl MoxkeTe gkA04umb 36YK06be YEeIOMACHUA JITIST COOBITHI, CBI3AHHBIX C KOHKPETHBIMH CITUC-
KaMu HaOIIoeHns. B HEKOTOPBIX Opay3epax Jijis TOro YToObl BOCIIPOU3BOINIICS 3BYK, BKJIAJIKA C COOBITUIMI
JIOJIZKHA OCTaBaThCsi B (pokyce. UToObI BBIJIEIUTD BKJIAJKY, OTKPOUTE ee U IIEeJIKHUTE B JIFOOOM MecTe CTpa-
HUIIBI.

B 3Ttoin rnase:

o [Ipocmomp cobvimutl udeHmupurayuu 6 pescume PEGNLHOZ0 8PEMEHU
e Pacnosnasanue HcuGvlT AUY U ampudymos Aula

[ ] Kapmc)'%%a cobvimuA. HpuHﬂTﬂU(i cobvmus,

o Kapmouxa cobvimusa. I[louck auya

MpocmoTp cobbITHiIl ngeHTUUKaALUN B peXXnme peasibHoro BpemMeHun

IIpu obHapy:xeHnn mia B crimcke COOBITHAN BBIBOIUTCS yBEIOMJICHHE.
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CobbiTus

snano: 0, Bcero: 20

CobbiTua S | | + [loaTBepanTh BCE 2 < < CTpanuua 1 &

MonreepxaeHo

e

F

MoaTteepiaexo

MoareepxaeHo

VBenoMIIeHIE COIEPIKUT CIIEIYIONLYI0 MHMOPMAIIUIO:

e Ecin Ha sM110 OTCYTCTBYET HOCHE: HOPMAJIM30BAHHOE N300PaKEeHNe JIUIA, JaTa U BPeMs O0HADYKEHUs
JiMIa, IpyIIa Kamep.

e Ecim Ha JIMIIO 3aBeJIEHO JIOChE: HOPMAaJIM30BaHHOe M300pakeHHe JnIa, ¢ororpadus u3 JI0Chbe, UM
[IEPCOHBI, CTEIIeHb CXOXKECTH JIUI, KOMMEHTapuil 13 JI0Che, CIIUCOK J0Che, JaTa M BpeMsl OOHADPY KEHUSI
JINTIA, TPYIIa KaMep.

ITpumeuanme: Cucrema MOXKeT ObITH HACTPOEHA TAKMM 0OpPa30M, YTO YBEIOMJIEHHUSI OYyT BBIBOJMTHCSI
TOJIBKO JIJIsI JIAIL C JIOCKE.

Baxkuo: [yt TOro 94To0bl OCTAHOBUTH BBIBOJ HOBBIX yBEJIOMJICHNN, HAXKMUATE HA KHOIIKY @ HaJ[ CIIICKOM
CcoObITHiL.

K cobbrtusm (yBeZOMIIEHUSIM) B CIIICKE MOYKHO IIPUMEHHUTD CJIeyIomiue (PUILTPHL:
e Jlocve: oTOOpazkKaTh TOJIBKO COOBITHS IO OIPEIEIEHHOMY JTOChE.

o Cnucku nabarwdenus: 0TOOPaXKATh TOJIBKO CODBITHS IO OIIPEIEIEHHOMY CIUCKY HAOJIIOIEHMS.

IIpumeuanme: [Ijst mpocMoTpa TOIBKO JIUI Oe3 COBIAIEHUT B CIIMCKE COOBITUH, YCTAHOBUTE B (DUJIH-
Tpe Be3 cosnadenudl.

o Cosnadenus: 0TOOPAZKATH TOJIBKO COOBITHS ¢ COBIIJICHUEM JINI/6e3 COBIAJIECHNUS JIUL U BCE COOBITUS.
o [Todmeeporcdeno: 0TOOPaXKATH TOJBKO MPUHSTHIE,/ HEIIPUHATHIE UJIA BCE COOBITHUSL.
o Kamepw,: 0TOOpaXkKaTh TOJIBKO COOBITHUS IO OIPEJIEIEHHON KaMepe.

o ['pynnu. Kamep: OTOOPAXKATH TOJIBKO COOBITHSI ITO OIIPEIeJIEHHOM IpyIIe KaMmep.
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e Cmapm, Koney: oTo0pazKaTh TOJBKO COOBITHS, CJIyUUBIINECH B OIPEIEICHHBIA MEePHO BPEMEHH.
e id: oTOOpa3suThL COOBITHE C OmpeaeeHHbIM 1D.

e FEpisode: oToOpa3suTh COOBITHS M3 MMU30Ma C OnpeaeeHHbM 1D.

Pacno3HaBaHue xuBbix nuy, n atpubytos nnua
B zaBucumocTn oT HaCTPOEK CHUCTEMBI, BbI MOXKETE BUJIETh OIEHKY Liveness JuIa, a Tak:Ke pe3yJIbTaT pac-
[TO3HABaHUSI aTPUOYTOB JIUIA, TAKUX KAK II0JI, BO3PACT, IMOINN, HAJIMINE OUYKOB U OOPOIHI.

Herekrop kupbix Jjiur (Liveness) B aBTOMATHYECKOM PEKHUME OTINYAET HACTOSIINEE JIMIO OT JHIa Ha (HOTO-
WA BUJIEON300parKeHnu, IPeIOTBPAIAs MOIIEHHUIECTBO.

ITpumeuanue: Pesysnbrar Liveness moxker 0biTh null. Tak mIpoMCXOMUT, KOTJA JIETEKTOD YKUBBIX JIAIL OT-
KJIIOYEH UJIU He MOXKET JOCTOBEPHO OIEHHUTH Liveness Ha mpegoCTaBICHHOM H300DaKEHUH.

PesynbraT pacnosnaBanust aTpubyTOB JIUIA BO3BPAIIAETCI B CIeayioneM dhopmaTe:

Atpunbyt | ®opmart pesynstata Mpumep

nnua

Bos- ATpubyT: BO3pacT: YUCJIO JIeT BO3pacT: 33

pact

Tlon Pesynbrar: Myxckoit/xeHckuit (aTpubyT: MON): YBEPEHHOCTb aJIlOPUTMA B pe- | KEeHCKuii
3yJIbTATE (mo): 0.95

Omonuu | Pesynbrar: 3nocTs/oTBpamernue/cTpax/c4acTbe/rpycTh/yousnenue (arpu- | cyacrbe (3Mo-
OyT: ®MOLUM): YBEPEHHOCTDb AJIFOPUTMA B PE3YJIbTare un): 0.99

Oukn Pesynbrar: mepunuackue/ conuednte/HeT (aTpubyT: OYKY): YBEPEHHOCTD ajl- | HET  (OYKH):
TOPUTMAa B pe3yjIbTaTe 0.87

Bopona | Pesyabrar: 6opoza/mer (arpubyT: 60pona): yBEpEHHOCTH aJropur™a B pe- | HeT (6opoga):
3yJbpTaTe 0.91

CobbiTua

+ ToATBEPAMTE BCE 0~ ‘ CTpaH1ual 2

COTPYLHMKW &

Groug

Crpannua 1l &

IIpu HEOOXOAMMOCTH BBITIOMHUATE (DUIBTPAIIUIO COOBITHI IO aTPUOyTaM JIUI, OTOOPA3UTE TOJHKO YKUBBIE JIV-
2/ IONBITKY CIyUHTA.
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ConHeYHble

TCTByeT
BM/NbHO Ha
WNLHO HafeTa

CBpocuTe GMNLTPBI

KapTtouka cobbitus. MpuHsartue cobbitns

Jtst TOro 9TOOBI IEPEfTH B KAPTOUKY COOBITHS M3 CITUCKA, COOBITUH, MEJKHUTE B YBEIOMJICHIH TI0 PE3YIbTATY
pacnosHaBanus (Hem coénaderudi Wiam UMs U3 JI0Che).

Kaprouka cogep:kut Ty ke MHMOPMAIIIO, UYTO U Y8eIOMACHUE, & TAKIKe TPEIOCTABIAET BO3MOKHOCTD TPH-
HATH cobbrTre. st Toro 94Tobb! 310 C/eraTh, mocraBbre (Maaxkok [lodmeeporcdenue cobvoimusa. Haxxkmure Ha
kuotky Corpanumao.
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HenpuHATLI®

Haszapg

Cosert: Eciu na o6HApYyKEHHOE JIUIIO 3aBE/ICHO I0ChE, B HETO MOYKHO MTEPENTH, MEIKHYB [0 UMEHH IIePCOHBI
B KapTOYKE COOBITHS.

v

Coset: Jlis1 TOro 9To0OBI MPUHATH BCE COOBITHS, HAKMHUTE HA KHOIKY HaJT CITUCKOM COOBITHIA.

ITpumeuanue: [Ipunsarume coOBITUS MOXKET OBITH ABTOMATH3UPOBAHO JJIsi BBIODAHHBIX CIIMCKOB HAOJIIOIEHUS.

KapTtouka cobbitus. Mouck nuua

FindFace Security nozsosisier uckarh obHapyrkKeHHbIe Julla B 0a3e JaHHBIX OOHAPYKEHHBIX JIUIL U B Oase
JaHHBIX JOCHE C 3TaJJOHHBIMUA I/I306pa}KeHI/IHMI/I JIMII. ,ZLHH mepexona Ha BKJIAIKY IIOUCKa U3 KapTOYKHU coObITHA
naxmure Cobwmus u Jocowe.
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CobbiTus

07

CmM.Tak>xke:

o lldenmugurayus no 6azam daHHbLT .

2.2.7 Onu3oabl codObLITMIA

Pezynbrar paboThl CHCTEMBI 10 YACTH WACHTU(MUKAIIMN JIWI Ha BUICOM300PAXKEHUH B PEKMME peabHO-
ro BpeMeHu oTobOpaxkaercss Ha BKJajkax Cobvimus u Inudodv. [ToMuMo paboThl ¢ TEKYIIMMHU COOBITUSIMU
MJIEHTU(DUKAIINY, JTaHHbIE BKJIAJKUA TaKXKe I[PEIOCTABJIAIOT JOCTYII K MCTOpuu coObiTuil. JlaHHBIN pasmen
MTOCBSIIIEH PadOTe ¢ BKJIAIKON Inusodot.

CmMm.Tak>xke:
e Paboma ¢ cobvimusamu

Duu307 — 5T0 HAOOP COOBITHI HICHTU(PUKAINK, B KOTOPBIX (DUT'YPUPYIOT JIUIA OJHOIO M TOTO K€ UeJIOBEKa,
OoOHApy2KEHHBIE B TEUYEHUE OIPEJIEJIEHHOrO nepuoia Bpemenu. Ilockonbky cobbiTusi Ha BKJajke Cobvimus
0TOOPAXKAIOTCA B MIPOU3BOJBHOM HOPSIKE, 00pabOTKa BOJIBIIIOTO KOJIMIECTBA PA3HOPOIHBIX COOBITUN MOYKET
OBITH JIEJIOM 3aTPY/IHUTETHLHBIM U HedhdeKTuBHBIM. PYHKINS DMHU30/IbI TIO3BOJISIET ABTOMATHIECKH 00HE M-
HSTb BXO/ISIINNE COOBITHSI HA OCHOBE BPEMEHU OOHAPYKEHUSI U CXOXKECTH JIUIl. DTO TMO3BOJISIET C JIETKOCTHIO
00pabaThIiBATh PA3HOPOIHBIE COOBITHUS J[a2Ke B OOJIBIINX KOJIMIECTBAX.

Coset: Ilouck muma B cucke coObITHiT 1 6a3e JAHHBIX JOCHE C ITATOHHBIMUA M300PasKEeHUSIME JIUIT BBITTOJI-
HeeTcd Ha BKJaake [louck.

Cosert: g upenrudukanum Juil B apXUBHBIX BUIEO cM. Hdenmugdurayus suy 6 opaatin 6udeo.

B 3Ttoin rnase:
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06 snuszodax

Iapamempol snusoda
Hasnavwernue npas Ha anusodv.
IIpocmomp anuzodos

HpYMI,ﬂ,TTL?I,(i cobbmus u 2nu300a

Quavmpayus cobvimut no ID snusoda

06 anusopax

Duu307 — 3T0 HAOOP COOBITHI HIEHTU(PUKAINK, B KOTOPBIX (DUT'YPUPYIOT JIUIA OJHOIO M TOTO K€ UeJIOBEKa,
OOHAPY>KEHHbIE B TEUYEHUE OIPEJEJIEHHOIO IepUoa BPEMEHH.

Ouu30oabl OBIBAIOT JBYX THUIIOB:

e LIVE: oTKpBITHIN Ha JAHHBIM MOMEHT 3MU30/I, B KOTOPBIIT MOTYT J00aBIE€HBI HOBBIE COOBITHUS.

SaKpBITHIi: 3aKPBITHII MKU3011, J00aBIeHNE COOBITUII HEBO3MOXKHO.

MapameTpbl anu3opa

s HacTpoiiKy 3MM30/10B BaM moHaoouTcs daiin kouduryparun findface-security. 3menure ciemayro-
mue mapaMerpsl B cekuuu FFSECURITY:

EPISODE_SEARCH_INTERVAL: mepuoj BpeMeHH, IPEIIIEeCTBYIONI COOBITHIO, B T€UYE€HHE KOTOPOI'O CH-
cTeMa UIeT B OMOMETpUIEeCcKOil Oa3e JAHHBIX COOBITHS C TMOXOKUMHM JINIIAMH. FKCIM TaKOTO COOBITHS He
HafZIeHO, CHCTeMa CO3/IaeT HOBBIN SMU30. B mpoTuBHOM ciIydae oHA BbIOMpaeT Hambojee MOIXOIAIIEe
cobbrrue u3 orkpeiroro (LIVE) suusona, orcopruposas 100 mocsieiHUX MOXOXKUX JIAII,

IIpumeuanue: Ilopor cpabaTbiBaHusI B SMU304aX OTJINIAETCS OT IIOPOTa IPU BePUPUKAIIII
sty B cobbitusax. Cm. Ocrosruvie nacmpotixi.

EPISODE_MAX_DURATION: MakcuMaJ/bHas MPOIOI2KUTETLHOCTD SMU30/1a B CeKyHaax. [lo ncredennn sTo-
I'0 BPEMEHU SIMN30/]] aBTOMATUYECKN 3aKPbIBAETCS.

EPISODE_EVENT_TIMEQUT: MakcMMaJbHOE BpeMsl B CEKYHJIAX C MOMEHTa J00aBJIEHUsI IIOCEIHErO CO-
6InITI/IH B 3IINU30M1. HO HUCTEYCHUHN 3TOT'O BPEMECHU 3IIU30/] aBTOMATHUYIECKU 3aKPbIBACTCA.

EPISODE_KEEP_ONLY_BEST_EVENT: Ilpu 3akpbiTun 31n30/a, YIAJISITH B HEM BCe COOBITHS, 38 MCKJIIO-
YeHreM COOBITHS C JIydImuM JjuioM. Vicnosb3oBaHue JAHHOM OIIUU MTOMOTAeT SKOHOMHUTH JIMCKOBOE
IIPOCTPAHCTBO.

sudo

vi /etc/findface-security/config.py

FFSECURITY = {

'EPISODE_KEEP_ONLY_BEST_EVENT': True,
'EPISODE_SEARCH_INTERVAL': 60,
'EPISODE_MAX_DURATION': 300,
'EPISODE_EVENT_TIMEOUT': 30,

(continues on next page)

172

Cnaea 2. PyKOBOJJ,CTBO nonb3oBartens




FindFace Security, Boinyck 4.4

(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

CMm.Tak>xke:

st Toro 9To0BI MOCMOTPETh, KaK PabOTAOT MU30Jbl, Hepeiiure Ha BKIAJAKY Jnusodv.. [logpobhHee cm.
Inuszodv. cobvimui.

HasHauyeHune npas Ha 3anu3opbl

ITosmb3oBaresnn IIoJiydaeT yBeJOMJIEHHE O HOBOM 3IIM30/I€, €CJIM Yy HETO €CThb IIpaBa Ha OTKPbIBalOIIee 3TOT
SIIM30/], cobOBITHE. HpOCMOTp HOBBIX COOLITUI B IIM30/IE TaKXKe Tpe6yeT COOTBETCTBYIOIINX IIDAB.

IIpaBo Ha cOOBITHE COCTOUT W3 IIPAB HA COOTBETCTBYIOIINE KAMEDPY W CIUCOK HAOJIIOIEHUS.

IIpumevanue: YToObI yBUIETH HECOMMOCTABIEHHDBIE C JIOChE COOBITHUSI, BaM MOHAIOOSITCS TOJILKO IpPaBa Ha
KaMepy.

s yupaBienust mpaBaMu Ha OODBEKT JIW30Z IepeliinTe B Pa3peIleHns NI COOTBETCTBYIOIIEH DOJU U
HacTpOliTe pa3pelreHue eventepisode.

Coser: Cwm. ana(?,/l,(mue nonv30684MENAMU.
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BuiBpatb BCE OTMEHWTb BCE

£ B K B R B K AREB

v
v
v
v
v
v
v
v
v
v
v
v
v
v

npOCMOTp ann3onos

Crmcok 3Mu30/10B ¢ (PUIBTPAMU U CTATHCTUKON 0TOOPAYKaeTCs Ha BKJIAIKe Inu3ods.. CoObITHE OOHADYKEHUS
smria oo gobasisercs B cymecTByomuit LIVE-anmusom, mubo nHUIMUpyeT co3anne HOBOTO mn301a. Kax-
JIOMY 31301y IPHUCBauBaeTcs id, KOTOPBIH BIIOCJIEICTBUN MOYKHO HCIIOJIB30BATD I (DUILTPAIIUN COOBITHI
U SIHU30/0B.
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3Anusonpl
Coenano: 146, E

Crpanmua 1l &

#33710

20

Charlie Root
K SIIN304aM B CIIMCKE MOXKHO IIPDUMEHHUTDL CJICAYIOIIe (bl/IJIprI:IZ

o ,ZZOC’b(iZ OTO6pa}KaTB TOJIBKO 3IIU30/IbI 110 OIIPEJIEJICHHOMY JIOChE.

o Cnucku nabarodenus: 0TOOPaXKATh TOJTBKO STU30bI IO OIPEIEIEHHOMY CIUCKY HAOJIIOICHIS.

IIpumeuanme: [l mpocMoTpa TOMBKO Jinil 6€3 COBIIAIEHN B CIIUCKE IMU30/I0B, YCTAHOBUTE B (DUJIb-
tpe Bes cosnadenui.

o (Cosnadenus: 0TOOPaXKATH TOJIHKO SMU30/IbI C COBIIAJICHUEM JINII/ (€3 COBIIAICHUS JIUIL UJIA BCE SUU30JbI.
o [Todmeeporcdero: 0TOBParKaTh TOJIBKO MPUHSTHIE,/ HEIIPUHATHIE UJIA BCE DIU30/IBL.

o Kamepoi: 0T0OpazkaTh TOJBKO SMU30/IbI [0 OIIPEJIEIEHHOI KaMepe.

e ['pynnoul Kamep: 0TOOPAKATH TOJTBKO SMU30BI IO OIPEJIEJIEHHON IPYIIe KaMep.

e Cmapm, Koney: orobpakaTh TOJBKO 3MU30/bI, CJIYYUBIINECS B OIPEIEJIEHHbIA 1eproJI BPEMEHN.

e id: 0TOOPA3UTh MU30/L C Oompe e ieHabIM 1D.

Bri Tak:ke moxkere OT(l)I/I.HI)TpOBaTb AMU30AbI II0 Liveness u anI/I6yTaM JIIIQ (eC.HI/I 9TO IPUMEHHUMO K BaIllei
cucreme).

st mpocMoTpa COOBITHI MIEJTKHUTE TI0 HY?KHOMY 3MH30/ly B CIIICKE. BBl OyaeTe mepenpaBiIeHbl Ha BKIAIKY
Cobvimus ¢ coorBercrBytonuM 1D snmzona B buibrpe Snusod:
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CobbiTus

CoBnano

CobbiTus ¢ 20 Crpanmual &

sss e
@ MepcoHb )
NTL

MoareepxpaeHo

[ITYTT]

NTL

MoaTeepxaeHo

CTpanmua 1 &

@ Charlie Root

Pabora ¢ Brkaagkoit Cobvimus onucana B pasaene Paboma ¢ cobvmusamu.

MpunsaTtue cobbiTns n anu3sopa
st TOro 9T0OBI MOATBEPAUTE MU0, MEJTUKOM, HaxKMuTe Henpunamoie B ciucke anu300B. B pe3ynbrare

BCe COOBITUS B 3MM307e OY/IyT aBTOMATHYECKU MOJTBEPK/ICHBI, BKJIIOYas COOBITHS, KOTOPBIE €Ile HE J00aB-
Jensl (B ciryuae snusona LIVE).

#216 '" T

HenpuHATbIE

SHI/ISO,D; TaK>Ke aBTOMaTHIECCKHU IIOATBEPZKTa€TCA, €CJIN Bbl IPUHAIN BCE COOBITHS 110 OTAEeJIbHOCTH.

®PunbTpaums cobbituii no ID ann3oga

Jis Toro urobsr 0T00pasuTh cobbiTus mo 1D smm3oma, ucmosb3yiite GuiabTp id Ha BKIAIKE INu3odsv, WiIn
buwitsrp ID snusoda na BrIagke Cobvimus.

176 Fnasa 2. PykoBoacteo nonb3osBaTtens



FindFace Security, Boinyck 4.4

2.2.8 WNpentndukauyus nuy 8 onaiii Buaeo

TTomumo mnenTndukaruu jua B pexkuMe peasibHOro Bpemenu, FindFace Security Tak»ke mo3BosisieT Bbi-
IOJTHATD UeHTHdUKANUIO Jull B odiaiin Bugeo. Jannas OyHKIIMOHAIHFHOCTS UMEET IIUPOKUIl CIIEKTP BO3-
MOXKHBIX IIPUMEHEHUl, Cpeu KOTOPBIX Hambojiee PAaCIPOCTPAHEHHBIM CJIydaeM SIBJISeTCS ODHapy2KeHue u
pacrio3HaBaHue JInl B apxuBHbIX Bujeo. IToguepxkusaemsbie popmarsr: MP4 u FLV (H.264).

B sT1oin rnase:

e Hacmpotixa obpabomxu eudeodatinoG

e (Oobpabomra sudeogpating

Hacrpoiika 06pabotku Bugeodpaiinos

Tlo ymomuanuio Bumeodailbl 00pabaATHIBAIOTCS B PEXKMME OYEpPEIn s MPEIOTBPAINEHNs] MPOITyCKa CO-
OBITHIl M3-3a YPE3MEPHOro IOTPEeOJIEHUsT PECYpPCOB. BBl MOKeTe U3MEHUTb KOJIUYECTBO OIHOBPEMEHHO
obpabaTbeiBaeMbIX BuaeodailioB, 3amanHoe mo ymomadanwmio. s aToro oTKpoiiTe daitn KoHduUrypaimn
findface-security u uamenute napamerp MAX_VIDEO_ARCHIVE_JOBS. IloxkaJtyiicTa, IpeaBapuTeIbHO CBS-
JKHUTECH € HAIMMHE dKcrepramu (support@ntechlab.com), aTobel y6eauThCst, 9TO PECYPCOB JIOCTATOTHO.

sudo vi /etc/findface-security/config.py

FFSECURITY = {

# mazimum concurrent video manager jobs for video archives processing
'MAX_VIDEO_ARCHIVE_JOBS': 3,

O6paboTtka Bugeodaiina

st mpentudukanun juia B opdiaiid BUIe0 BBITOJHUATE CJIEAYIONINe JTeHCTBUS:

1. st obpaborku oduiaifH-BUIeO HyKHA IpyIIia KaMmep. Bbl MoxkeTe co37aTh HOBYIO TPYIILy Kamep C
6a30BBIMHI HACTPONKAMHU WJIM UCIIOJIBb30BaTh Tpymmy Kamep Video Archive default, yxke cymectsyromntyio
B CHCTEME U IIPEIHA3HAYEHHY IO [IJIst 00paboTKy BureoapxuBos. [locse Toro kak rpymma Kkamep BeIOpana,
YKayKUTe ee B HACTPOMKAX TE€X CNUCK08 Ha0A00enus, AR B KOTOPBIX HY?KHO HANTH Ha BH/IEO.

2. Cozpaiire Bumeo B FindFace Security, 3arpysus ero us daiiia nim omnaiia-xpanuiuaiia/obaaka. s
9TOro, IepeiiauTe Ha BKIaIKy Budeo.

3. Haxxmure +.

2.2. Pabora c FindFace Security 177


mailto:support@ntechlab.com

FindFace Security, Boinyck 4.4

YOanuTs

4. YKaxknuTe Ha3BaHUE BUIEO.
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10.

11.

COcHOBHbIE

Co3paTtb BUOeo

BuiBpaTte dain

3arpyska

Vkaxknte URL Busieonzobparkenust B OHJIARH-XPAHUIUINE U BHIOEpUTE BUIe0Mai.

Haxxmure 3aepysxa.

Ilo 3aBeprennn 3arpy3ku Buzeo nepeiiaure Ha BKIAAKY [lapamempo. Beibepure ncmob3yemMyo rpyri-
Iy Kamep.

Pe,ﬂ,aKTMpOBaTb BMOEO OcHoBHble M [ononHuTensHble corid

. (Onnmonanbro) Bribepure Kamepy, ¢ KOTOPOH Gy/IyT aCCOIMUPOBATHLCS JINIA, HAlIeHHbIE HA BUJIEO.

. (Onmmonanbuo) Hacrpoiite MeTku BpeMeHu Jjist COObITUN pACIIO3HABAHUS JIULL.

(Ommmonansuo) Ha Briagkax Jonoanumenvrovie, ROI, ROT yxaxkure napamerpbl 00paboTKU BHIEO
110 AHAJIOTHH C TapaMeTpaMu 00pabOTKM BUIEOTIOTOKA C KAMEDDL.

Ilepeiipure Ha BRiIagky O6pabomxa. Haxxkmure Ipouece, 9To0bI 3aIlyCTUTD UACHTU(DUKAIIO JIALL.
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)NHWTENBHbIE Qbpabotka
——

PepaktupoBaTtb BUAEO

HeT aaHHbIxX

Mpouecc

Bbl MokeTe mpoCMOTPETh COOBITHS UACHTUMDUKAIMN JIUIA TIPAMO 3/eCh, a TakKe Ha BKaaakax Co-
boimus 1 Inu3odsl, OTGUIBTPOBAB CIIUCOK COOLITUI 110 rpyIie Kamep,/ Kamepe, acCOIUUPOBAHHON €
BH/IEO.

2.2.9 CpaBHeHue aByx nuy,

FindFace Security 1mo3BoJisier BBIIIOJHATH CPaBHEHME 2-X JINIl. BBINOJIHUTE CJIeLYIONIUE JIeHCTBUS:
1. Tlepeiinure Ha BRIaIKy Hacmpotixu. Beibepure CpasHerue.

CpaBHeHune

HcTouHmnk 2

Bbibpats dain Bbi6paTe Gain

CpaBHTE

2. Ykaxwure id coObITHIl, JTUIA U3 KOTOPBIX HY?KHO CPaBHUTH, U /WK 3arpysure dpororpadun ¢ JUIAMA.

Coset: ¥Y3uarb ID cobbrTist MOXKHO Ha BKIagke Cobvimus.
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3. Haxxmure Cpasnumo. B pesysibrare 6yser oroOpaykeHa BEPOSITHOCTb HPUHAJJIEXKHOCTHU JIUII, OJIHOMY
JEJIOBEKY.

Pe3ynsTat

2.2.10 PacnosHaBaHue nepcoH n aHa/u3 couunanibHbIX B3aUMOAENCTBUMA

FindFace Security MoxkeT aBTOMaTHYECKH PACIO3HABATH IepcoHbl. CrcTeMa Ha JIeTy PacIO3HAET JIUIA, [IPU-
HaJjIeXKallie OJHOMY U TOMY YK€ 9eJIOBEKY, i I'PYIIIUPYET UX C CO3IaHneM rajiepen nepcon. Pabora ¢ rasiepeeit
IIePCOH POU3BOJIUTCS Ha BKJaake [lepcorot.

Brr Mmo2KeTE IOCMOTPETH KPYT JIIO/IEl, C KOTOPBIMU Y€JIOBEK JI0 3TOI0 KOHTAKTUPOBAJL. [lJ1s KayK10ro JeioBeKa
73 IEPBOr0 KPyra CHCTEMa HIINET eIlle OJUH KPYT CBA3aHHBIX C HUM Jioeil u 1. 1. B mesom, cormasibHOe
B3anMO/IEIiCTBIE aHAJIU3UPYETCs 10 TPeX KPYTroB B NIyOuHy. AHa/u3 COIUabHOIO B3AUMOJIEHCTBUS JOCTYIIEH
HEIIOCPEJICTBEHHO U3 rajieper ITePCOH U Ha BKJajke C8a3u.

ITpumeuanmne: Eciu kiracrepusaliust IEPCOH BKJIIOYEHA, B CHCTEMHBIX 6a3aX JAHHBIX HOSBJISIETCS CYITHOCTH
«person event» (coObITHE MOSBIEHUS TIEPCOHBI), CBSI3AHHAS CO BCEMHU 5NU3000.MU, B KOTOPBIX (DUI'ypPUPOBAIIO
JIAIIO TO¥ WJIM MHOU IIEPCOHDLI.

Baxkno: Ilo ymomuanuio KJjacTepusalysl MEPCOH OTKIIIOYeHA. Brarouume u nacmpoime ee depe3 dailia
xouduryparuu findface-security.

B atom paspgene:

Memodv kaacmepusdayuy
o DBrarouenue u Hacmpolira KAGCmepu3auul nepcok

e Paboma c zanepeeti nepcon

o Anaaus c oUUANABHBLT 63AUM odeticmeutl

2.2. Pabora c FindFace Security 181



FindFace Security, Boinyck 4.4

MeTopabl knacrepusauyumn

FindFace Security ucnosins3yer ciemyroriye MeToO/Ibl IPYIIINPOBKH JINIL, IIPUHAJJIEXKAIINAX OJHOMY U TOMY 2Ke
4eJIOBEKY:

o Jlunammyeckas Kjacrepusanud. [Iponcxonur Ha JeTy mOcje 3aKpBITHA SMHU30/a. Pe3yaprar JuHaMu-

YeCKOH KJlacTepu3anuu OTO6pa}Ka€TCH B peaJIbHOM BpeMeEeHU Ha BKJIaJIKe Hepcomn.

IIpumeuanme: Texamdyeckme geTaan 3aKIOYAIOTCA B CaeayiomeM. He KaKIblit SMHU301 SBJIAET-
Cs TOIXONANIUM: YHCJIO COOBITHII B HEM JIOJ?KHO OBITH PABHO MJIM OOJIbIllE 3HAYEHUS HapaMerpa
PERSON_EVENT_MIN_EPISODE_EVENTS (3azaercs uepes daitn kondurypanun findface-security). Ec-
JIX 3MH30]I COOTBETCTBYET JAHHOMY TPEeOOBAHUIO, CHCTEMa BhIOMpAeT COObITHE HAMJIYYIIero KauecTBa 1
BBITIOJTHSIET CJIELYIOIIUE OIePAIlUN:

— Cosmaer HOByIO cymHOCTb PersonEvent B ocHoBHOI Oa3e manubix PostgreSQL. CymHOCTh comep-
JKAT MEeTa/IaHHbIE COOBITHS, OMOMETpUYIeCKUil 00pas3el] 1 MUHUATIOPY JIUIA, & TAKXKE CCHIIKY Ha
POAUTEJILCKUI SIIU3O0/I.

— BrinosiHsieT moucK MOXOXKEro IEHTPOHa JINIA B rajepee person_events OMOMETPHUYECKON Oa-
3bl JaHabiXx Tarantool. IlenTpous auna — 9T0 BUPTyasbHBIN OMOMeTpUYecKuit 00paserr, ycpe-
HEHHDLI [0 BCEM OOHAPYKEHHDLIM JIMIIAM TEePCOHBI. ECan MoXoXKuil MeHTpou HaiifeH, cucremMa
OOHOBJISIET €r0, UCIIOJb3ysl OMOMETPUIECKHUiT 00pas3ell m3 HOBOTO COOBITUsI. B mpoTuBHOM ciydae
CO3/1a€TCsl HOBBII [IEHTPOUJI.

Kracrepuzanus o pacrucanuto. Mbl peKOMeHIyeM ILIAHUPOBATH €€ Ha MO3JHUE HOYHBIE JAChI, TAK
KaK IPOIECC 3aHNMAET MHOI'O BPEMEHU U PECyPCOB.

ITpumeuanmue: Pacrucanue 3a/1aeTCs B dopmare RRULE B mapamMeTrpe
PERSONS_CLUSTERIZATION_SCHEDULE daiina woudwuryparun findface-security. B ocrasbroMm
TeXHUYECKAs PeAJN3alis HAIIOMUHAET IuHaMmuwdecknit meroq. OIHAKO KAadecTBO IEHTPOWIA JIUIA
[IpY KJIACTEPU3AINN 110 PACIUCAHUIO JIyUIlle, TOCKOJIbKY B 9TOM CJIy4ae IMEHTPOUILI yCPEIHSIOTCS 110
OOJIBITIEMY MACCHBY HAKOILJIEHHBIX OMOMETPUIECKUX 00pa3IoB.

Backnao: Kacrepusarus mo pacmucaHuio MOJHOCTHIO TEPE3AMMICHIBAET COAEPKUMOE TaJepen IePCoOH,
BKJIIo4ad id.

BknioyeHue n HacTpoiika knacrtepusauum NepcoH

Ilo ymomganuio kjacrepusanusi mepcoH OTKjiouYeHa. Jls BR/IOYeHMs MaHHON (QyHKIMU OTKpoitTe daitia
kouduryparun findface-security u BHecuTe cieyronye nu3MeHenus B pasmges SERVICES:

sudo vi /etc/findface-security/config.py

SERVICES = {

"ffsecurity": {

"persons": True,
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B pesysibrare B BeO-unTepdeiice FindFace Security nosiBurcst Bkiajgka Ilepcorol.
B Tom ke daiisie KoHUrYypalun MOXKHO U3MEHUTH CJIEYOIINe IapaMeTphL:
e PERSON_EVENT_MIN_QUALITY: MUHMMAaJIbHOE Ka4eCTBO JIUII, UCIOJIb3YyEMBIX B KJIACTEPU3AIUN IIEPCOH.

e PERSON_EVENT_MIN_EPISODE_EVENTS: MUHHUMAJIbLHOE KOJUIECTBO COOBITHI B 3MM30/aX, YIACTBYIONINX
B KJIaCTepU3alluy II€PCOH.

e PERSONS_CONFIDENCE_THRESHOLD: moporoBas CTeNeHb CXOXKECTU JJisl MPUHATHUS PelleHus O NPUHA/I-
JIE2KHOCTH JIAIA IIEPCOHE.

Ilpenynpexxaeuune: llepesn naMmeneHneM JaHHOTO MTapaMeTpa MPOKOHCYJIBTUPYUTECh C HAITUMUI
criermaJimcTamMu 1o agapecy support@untechlab.com.

e PERSONS_CLUSTERIZATION_SCHEDULE: pekyppentroe npasuwio (RRULE), sanatomee pacriucanue mia-
HOBOII KjlacTepu3aluy IIePCOH.

Coset: Cwum. kanbkynsrop RRULE.

# -- Persons configuration --

# rrule (recurrence rule) for scheduling persons clusterization

# WARNING: all scheduling works with UTC time and NOT aware of any timezone
'PERSONS_CLUSTERIZATION_SCHEDULE': 'RRULE:FREQ=DAILY;INTERVAL=1;WKST=MO;BYHOUR=0;BYMINUTE=0",
# face to person matching confidence threshold

'PERSONS_CONFIDENCE_THRESHOLD': 0.739,

# minimum required face quality for person creation

'PERSON_EVENT_MIN_QUALITY': 0.45,

# minimum required number events in episode for person creation
'PERSON_EVENT_MIN_EPISODE_EVENTS': 1,

Pab6ota c ranepeeii nepcoH

s mpocMoTpa rajepen MEPCOH IepeiiuTe Ha BKIAIKY Ilepconot.
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[epcoHbl

Crpavuual &

rlie Root

Ilist paboThI € Tajiepeeii IEPCOH UCIOB3YiiTe cienyomme (hUIbTPHL:
e Jlocwe
o CoBnagenns
o Kawmepsnr
e ['pynmsr xamep
o Crmcku HaOIIONEHUST
e Ilepuosn Bpemenn
e Id mepconsl
e Arpubyrsl juna (ec/iu UCIIOIb3YIOTCH)
e Liveness (ecsiu ucnosb3yercs)
CmMm.Tak>xke:
o Daiin xKonpueypayuu findface-security
e Bebryru

e Budeoararumura

Ananus couunanbHbIX Baammop,eﬁcrr:wlﬁ

Ananus coupabHBIX B3aUMOAEHCTBUN HOCTyIeH Ha BKIaaKe CeAsu.

Coser: Bpbr Takke MoxkeTe 0TOOPA3UTh KPYT CBSI3aHHBIX JIOJIEH HEIIOCPEICTBEHHO M3 BKJIAJKMU Ilepcorivt,
HaKaB Ha 3HAYOK PYKOIOXKATHS.
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[lepcoHbl

MepcoHbl
I

Ceazu

AHanUTUKa

Ha Brutasike Ceasu HaykMuTE Ha N300parKeHUe MEPCOHBI, 9TOOBI 0TOOPA3UTh MEPBLIi KPyT cBs3eil. [Ipomos-
2KafliTe, II0Ka HE pacKpoeTe BCe JIePeBO COLUAJIbHBIX B3aUMOJICHCTBUA.
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CobbiTna

4 4

Unmatched Jll Unmatched

4308620516638229435 4308614408

B9 Unmatched

4 4 1

Unmatched Unmatched

4

Unmatched

ie Root

cDI/IJII)TpI)I MO2KHO IIPUMEHATH K KazKJIOMY KPYTYy.

Coset: Hampumep, BbI MO2KeTE HARTH BCEX ITOXKUJIBIX JIFOIEH MH JTI0fieit 6e3 MaCKu, KTO IPSAMO MJIX KOCBEHHO
B3aUMO/IEICTBOBAJI C MMOTEHITNAIHHO HHMUIINPOBAHHBIM I€JIOBEKOM.

HpI/I IIOUCKE II0 KPYTYy cBsA3e IPUMEHAIOTCs CJIE/IyIoIne HaCTpOfIKHI

e lcnoavzosamv nocaedrnee cobvimue: UCIIOIB30BATH MOCIEHEE COOBITHE IMMM30/1a JIJIs AHAIN3a KOHTAK-
TOB MEXKJy JIoabMu. B srToM ciydyae nambosiee BepOSTHO OOHApY2KEHUE IEHCTBUTEIHLHO CBI3AHHBIX
MeK/1y CcOOOil JIofieil, IIOCKOJIbKY OHM OJHOBPEMEHHO ITOKHAIOT II0JIe 3PEeHHs Kamepbl. Ecim onrus
OTKJIIOYEHA, CUCTEMA JIJIsl TIONCKa CBsA3€ei Oy/IeT MCIIOIb30BaTh JIydlllee COOBITHE SIIU30/IA.

e (843U nopoz: MaKCHUMaJbHOE BpeMsI B CEKYHJIaX MEXKJIy IOsIBJIEHHEM B KaJjpe JIIO/el, 9TOObl CINTATh
WX CBA3aHHBIMU.
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2.2.11 BupeoaHanuTtuka

Buneoananuruka FindFace Security Bk/modaer cTaTUCTHKY 110 KOJIMYECTBY IOCETUTENEN, UX IOJY, CPEJHEMY
BO3pacTy, HauboJiee YacTo HOCEIAEeMbIM 30HaM (Cy/Id IO CAMBIM AKTUBHBIM KAMepPaM B CHCTEME) U XapaKTepy
nocerenuil (epBoe MOCeIeHNne WM BO3BPAIleHue). DTO OTIINIHbIH CTAPTOBbIA MHCTPYMEHT, HO3BOJISIIOIINI
BHEJIPUTH B OM3HEC IIPUHIUIIEI «3HANH CBOErO KJIMEHTA.

ﬂI/IanaMl\lbI C aHAJIUTUICCKUMU JaHHBIMU JOCTYIIHBI Ha BKJIAQ/JIKE Anasumuxa.

Baxkmno: HOCTpOGHI/Ie AHAJIUTUKH BBIIIOJTHAECTCA TOJIBKO IIPU BKJIIOYEHHOM pPACNO3HABAHUU NEPCOH.

AHanuTuka

Mocetutenu

8229

CpepnHuii BO3pacT a X MoceleHns

0 100%

Kamepsl

CBpOCHTL GUALTPLI

9 Charlie Root
st paboThl ¢ JAHHBIMU QHAJUTUKN UCIOJIB3YHTE CJIEIYIONIe (DUIbTPDHI:
e Ilepuos Bpemenu
o Illar mrkaJsnr
o Bpemst Mexx Ty mocenteHusIMu
e KoauuecTBo mocemnienuit
o Kamepnr
e Crucku HabJIIOIEHUS
e Bospact
o Ilou
CwMm.Takxke:

o Pacnosnasanue nepcorn u araiu3 CouyuatvbHvLT 83aumodeticmeutl
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2.2.12 BupeocrteHa
B FindFace Security Bcrpoen 6a3oBbriit (byukimonas sumeonadioenus. Vcmoip3yiiTe BUIEOCTEHY s OTOD-
paskeHust BUJIEO C KaMep U BUIe0(aiIoB.
Buneocrena MoxkeT paboTaTh B JBYX pexkuMax (1Mo 4 pacKIaJKu B KaXKI0M):
® BIUJIEOTPAHCIISIINS,
® BUICOTPAHCISINS C JeTeKTUPOBAHUEM JIUIL U JIEHTON SIIHU30/I0B.
st orobpakeHusi Ha BUIEOCTEHE BUI€OM300parKeHUsl BHIIIOJHUATE CJIEAYOIINe AefiCTBUS:
1. Tlepeiigure Ha BKIaaky Budeocmena.

2. Bpibeputre pexkuM pabOThI BUIEOCTEHBI U PACKJIAIKY KaMep.

KoMnoHoeka

BupeocTteHa MonHo3KPaHHbIA PexuM &3

o EE

Stadium

Unmatched

Kamepsi

® Airpo

Unmatched

DunsTPHI

BupeocteHa

Unmatched
Docbe

AHannTuka

Unmatched

3. IleperarmuTe HA BUIEOCTEHY BHIOPAHHBIE KAMEPHI.

Brr Mokere paboTaTh ¢ JIEHTOI SIM30/I0B HA BUJIEOCTEHE N0 (HAA02UL C BKIAIKON INu3odv, BKIIOTAST CIIe-
JIYIOIHe OCHOBHbBIE (DUIIBTPHIL:

o Cnucku nabarodenus
o (Cosnaderua.

o [lodmeepoicdeno.

2.2.13 OTueTsbl

FindFace Security mo3Bosisier cTpOUTH OTYETHI IO CJIEAYIONIAM CHCTEMHBIM OOBEKTAM:
® COOBITHUSI PACIIO3HABAHMUS JIHIL
® SIU30/IbI
® COOBITHUS TTONCKA
® TIEPCOHBI

® KaMephI
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® JI0Chbe

® aHaJIUTHYECKUE JaHHbIe

B aTtoin rnase:

[ HLLC'NL[)OITICG COTPAHEHUA US()6[)CL()1‘(I(€H’LL’& 6 om4emax

(] H()C’ﬂlp()(fHU(f omuema

Hacrtpoiika coxpaHeHns nsobpa>keHnin B oTyetax

IIpu cozmanum oTveTa MpeIoCTaBIsAeTCS BOSMOXKHOCTD BEIOPATH CIIOCOD MPEICTABIEHUS B HEM N300PaKeHUI:
B BHUJIE CCBLJIOK, MUHHMATIOP MJIA IOJIHBIX KaJpOB. BBl MoKeTe HACTPOHUTDL Mapamerpbl n3obpaxkenuit. s
3Toro orkpoiite daitn koudurypamun findface-security m u3MeHuTe 3aJaHHBIE IO YMOJYAHUIO KAYECTBO
JPEG u MakcuMaJIbHYIO BBICOTY MUHUATIOP U IOJIHBIX KaJPOB B 3aBUCHUMOCTH OT CBOOOIHOIO IHCKOBOTO
MIPOCTPAHCTBA.

sudo vi /etc/findface-security/config.py

# reports image saving options
'REPORT_THUMBNAIL_JPEG_QUALITY': 75,
'REPORT_THUMBNAIL_MAX_HEIGHT': 100,
'REPORT_FULLFRAME_JPEG_QUALITY': 75,
'REPORT_FULLFRAME_MAX_HEIGHT': 250,

MocTpoeHne otyera

s Toro 9TO6BI HIOCTPOUTH OTYET, BBIIOJIHUTE CJIE/LYIOITNE JIeHCTBHUS:

1. TlepeiinuTe Ha BKJIAJKY, COOTBETCTBYIOIIYIO HY?KHOMY CUCTEMHOMY 00bekTy: Cobvimus, Inusodo, Ilo-
uck, IHepconwo,, Kamepoi, Jocve nmu Anarumuxa.

2. ¥YcranoBure QUIBTPHI JJIA OTIETA.

3. Haxwmure Cosdamv omuem.
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[MepcoHsbl

MepcoHbl CTpaHuual &

MennumHekue

C6pOCKTL dnLTpsI /

Cosparts oTuer
Charlie Root

4. Ykaxxnre Ha3BaHUe OTYeTa. BhiOepure, Cieyer iU COXPaHSTbh M300parKeHWsl OTYeTa B BHUJE CCHLIOK,
MHUHHMATIOP WK HOJHBIX KaapoB. Haxxkmure Cosdamo.

Co3pnaTtbh oT4eT

Co3patb

5. Otduer Oyzer AOCTyIIEH i 3arpy3Ku Ha BKJIaake Omuyemol.
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OT4eThl

CTpaHuua 1 &

Tun

MepcoHsl

MepcoHsl

MepcoHsl

Otuersl

AHanuTUKa

2.2.14 OcHOBHble HACTPOKK

it m3Menenust mopora cpadbaThIBAHUS TPU BEPUMUKAIIH JINI, IIOPOTa CPadaThLIBAHUS I SITHU30I0B, Kate-
crBa JPEG MUHHATIOp 1 HACTPOMKYM ABTOMATUIECKOTO YIAJIEHUsT CTAPBIX JIAT, (COOBITHIT U SMM30/10B) U3 6a3bI
JIAaHHBIX, TepelinTe Ha BKIaIKy Hacmpotixu. Beibepure Ocnosnovie. Ilocie BHeceHUsT M3MeHEHNT HaXKMUTE
O6nosumao.

HacTtpoiikun OCHOBHbIE HACTPOMKHK

OCHOBHble

BHeLLHMIA BUL,

EHTauua

HTauwa AP
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B atom pasgene:

o Ynusepcasvroii nopoe cpabamovl8arua

Ilopoz cpabamwvisanus 0As INU30008

e Kauwecmeo JPEG munuamiop

o Asmomamuueckoe y()a,./LeH,ue cmapoulx cobvimuil u 2nu30006

YHuBepcanbHbli nopor cpabaTtbiBaHus

FindFace Security npunuMaer perienue o COBIAJEHINA OOHAPYKEHHOIO JIALA C JIUIIOM U3 I0Che (T. €. O I10JIO0-
JKUTEJILHON BepnudUKaIn) Ha OCHOBAHUY IIPEJIyCTAHOBJIEHHON TIOPOTOBOH CTEMEeHN CX0KeCTH. 110 yMOTIaHuio
YCTAHOBJIEHO ONTUMAaJIbHOE IIOPOroBoe 3Hadenue, pasHoe 0.739. IIpu HEOOXOMMMOCTH BbI MOXKETE U3MEHUTH
JIAaHHOE 3HAaYeHNeE.

ITpumeuanue: Yem BbIlIe TOPOroBast CTEIIEHD CXOKECTH, TEM MEHBIIIE IIIAHCOB Ha, TIOJIOKUTEJHHY IO JIOXKHY O
BepuUKAIINIO T€/I0BEKA, OJTHAKO HEKOTOPbBIE TIOIX0/Ismne (poTorpadun MOTYT Tak:Ke He TpoiTn Bepuduka-
IUO.

CoBert: Bbl MOxKeTe HACTPOUTDH MOPOT CpabATHIBAHNS MHIAMBUIYAIBHO JJIS KAXKION KaMEPLL, 2DYNNLL KAMED
U CNUCKa Haba00enus.

Baxkno: st GOJBIMUHCTBA C/IydaeB PACIIO3HABAHUS JIWI[ 3HAYEHNE, YCTAHOBJIEHHOE II0 YMOJIIAHIIO
JJIsT YHUBEPCAJILHOTO IIOPOra CPAaOATHIBAHUSA, SIBJISETCS ONTHUMAJILHBIM. He pekoMeHIyeTcs: caMOCTOSITeIN b
HO MeHsITh ero. O6si3aTesIbHO IIPOKOHCYJIBTUPYHWTECh € HAIIMMHU TEXHUYECKUMHU SKCIIEpTaMU 110 aJpecy
support@ntechlab.com.

Mopor cpabatbiBaHus gns anM3o0[08
IIpu popMupoBanum SUH30/1a CUCTEMA UITIET B OMOMETPHIECKO#T 6a3e JaHHBIX Heda6Hue COOBITHS C TOXOXKAMU
JINTIAMU BBIIIIE OIIpe/IeJIEHHON IOPOroBoil crenenn cxoxkectu. [lopor no ymosryanuro ycranosseH Ha 0.689. ITpn

HEOOXOIMMOCTH BBl MOYXKET€ M3MEHUTH 3TO 3HadeHue. O0si3aTe/IbHO CBSXKUTECH C HAINMME KCIIEPTAMU JIJIsT
koHCysbraruu (support@ntechlab.com).

Ka4vectso JPEG mununartiop

B saBucumocTu or kauectsa JPEG, daitibel MUHMATIOP MOTYT B KOHEYHOM CUETE 3aHATH 3HAYNTEIbHYIO YaCTh
JMCKOBOTO mipocTpancTBa. Vcmomb3yitre Bkaaaky Ocnoshbie Ijis HACTPOUKH MapaMeTpa.

ABTOMaTM4eCKOe yaaneHune cTapbix cobbITUiA 1 3Nn3onos

MCHOJIb3yﬁTe 9Ty 2K€ BKJIAJKY, 9TOOBI 33/1aTh PaCIIiCaHUE€ aBTOMATHUYIECCKOI'O YJIaJIEHUA CTapPbIX coObITHil U
SINU30J0B U3 6a3nl JaHHBIX. Moo HaCTpOUTL yIaaJieHue COOBLITHIT 1 SIIN3040B II0 PA3HBIM pPAaCIHCaHUAM B
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3aBUCUMOCTHU OT HAJHUUNS COBITAJEHUN ¢ 0a30#l JAHHBIX JIOChE, a TaKKe BLIOPATDH yAaJIEHHe TOJIBKO TOJHBIX
KaJTPOB.

2.2.15 lNepekntoyeHue A3blka

s Toro 9T0OBI EPEKIIIOINTD SI3bIK nHTEepdeiica, nepeiianre B MeHio Hacmpotixu -> Brewnud 6ud.

Hactpoikn BHewHWn BUA

OCHOBHble
BHeLlHWIA Bua,

P

2.2.16 MobunbHbii BeO-nHTepdeiic

st pabotsl ¢ FindFace Security Tak:ke MOXKHO HCIIOIB30BATH YIIPONIEHHYIO MOOMJIBHYIO BEPCUIO CUCTEMBIL.
Mobuibaoe npusioxkenue FindFace Security nocrasisiercs o 3amnpocy st Android.

B atom paspene:

e Pexomendyemuie cucmemmvie mpebosarus,

o Dynruuu

PeKOMEH,D.yEM blé CUCTEMHDbIE Tpe603aHm|

e OC: Android 6.

HpI/IMe‘-IaHI/Ie: cI)yHKL[I/IOHI/IpOBa,HI/Ie Ha BEPCUAX 4.4-5.x BO3MO>KHO, HO HE IrapaHTUPYETCA.

e CPU: 2 gapa.
e RAM: 2 GB.

e Emkocth akkymyssitopa: He MeHee 4000 MAY jy1st 8-vacoBoit paboueil CMEHbI.

DyHKUUN

B npuitoxkenun BBesuTe cpoii joru u maposib FindFace Security, a Tak:ke ajpec cepepa FindFace Security
U TIPOHINTE aBTOPU3AIUIO.
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16:43 @ + ¥

FindFace Security

Login

admin

Password

Url
http://172.20.77.58

LOGIN

Mobunbubrit BeG-uHTEpdEiic nMeeT yI0OHBI U MHTYUTUBHBIN IU3aitH 1 00eCIeanBaeT JOCTYII K CJIELYIOITIM
GyHKIIAAM:

o Ilouck Jsui B 6a3ax JaHHBIX.
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32 QO ail = (= 65%

Search in:

Source:
X

SOCIAL NETWORKS

Event Id:

Threshold: @ 52%

Limit;

10 50 m 200

CLEAR SEARCH

o U nentudbukarust jutl 1o 6a3aM JAHHBIX B PEXKUME PEAJLHOTO BPEMEHH

Baxknao: Jlns Toro uTobbl B MOOMILHON Bepcuu MOaydaTh coObITHS B (popMaTe push-omoserennii,
JIJIsT COOTBETCTBYIOIIETO CIIUCKA HAOJIIOJEHUs HYKHO MOCTaBUTh dutaxkku Tpebosams nodmeeporcienue
cobvimusa u Brarowums 3eykosoe onosewenue (depes noanodopMaTHbiil BeG-unTepdeiic).
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16:35 @ + ¥

= Events ¥/°°

e PaboTa c j10che Ha IIepCOHYy.

22O il = (=B 65%

Y

7 Minutes
16:28:13
2018-10-05

caml
(cams)

8 Minutes
16:27:07
2018-10-05

testssstsss0000
(cams)
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16:33 0 + < 322 © il = (W 65%

<« Edit Dossier Y 4

Photos +

Name: Sample

Comment: Comment

Watch lists:
allow v
Active: o

UPDATE

Pabora ¢ mamabiME DYHKIMAME aHAJOTUYHA TOJTHOMDOPMATHON BEPCUU.

Baxkno: lna moctyna B Hacmpotixu, Bam orpebyercst BBectu PIN-kom, mo ymosdanuio 1234.
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2.3 PacwwupeHHblii pyHKLMOHaN

2.3.1 lNpuBsaska rpynnbl kKamep K 3k3emnnsapy findface-video-worker

YacTo B pacipeiesieHHON apXUTEKType 00paboTKy BUICOM300paKeHUsI C TPYIIBI KaMep TpedyeTcs BBIIOJI-
HATH JIOKAJIBHO, HE 00PAIAsCh K IEHTPAJIHLHOMY CEPBEPY U HE IIEPEPACIIPEEsIs BUICOMOTOKA MEXKY YIa-
JeHHBbIMU 3k3eMIuigpaMu findface-video-worker.

HpI/IMeanne: I‘IaHpI/IMep7 3TO MOXKeT ObITh AKTyaJIbHBIM JIJIs1 cereit T'OCTUHUL, Mara3duHOB, IIPU HaJIMIUN
HECKOJIbKUX ITPOXOJHBIX B OJHOM 3JaHUW W T. II.

B »stom ciywae rpymnmy Kamep — OPUBA3LIBAIOT K JIOKAJIBHO — YCTAHOBJEHHOMY  9K3EMILISIPY
findface-video-worker.

Bermosiaure ciemgyromue geiicTBust:
1. Ilepeitgure na BKIanky Hacmpotxu. Beibepure I'pynnove xamep.
2. OTkpoiiTe HACTPONKHU TPYIIIBI KaMep.

3. B nosie Memxu cosnmaiite nin BoIOEpUTE U3 y2Ke CO3IAHHBIX OJHY WU HECKOJBKO METOK JIJIsl IIPUBSI3KHI
IpymInbl Kamep K 3k3eMiuisipy findface-video-worker. CoxpaHuTre m3MeHEHHUS.

4. Orkpoiite daiinn Korduryparun sxk3emiuisipa findface-video-worker m ykaskure B HEM 3aJaHHBIE
MeTku B popmaTe uMa_meTku=true (terminal_1 B mpuMepe HUXKe).

sudo vi /etc/findface-video-worker-cpu.ini
sudo vi /etc/findface-video-worker-gpu.ini

labels = terminal_1l=true

5. Ilepesamycture findface-video-worker.

sudo systemctl restart findface-video-worker-cpu.service
sudo systemctl restart findface-video-worker-gpu.service

ITpumeuanue: Ecim kamepe mnpmcBoeHa MeTKa, TO BHIEOMOTOK C Hee MOMXKeT 00pabaThIBATH-
cs Kak 9K3eMmiusipom findface-video-worker(-gpu) ¢ aHaJIOrMYHONW METKOH, TaK M SK3EeMILISIPOM
findface-video-worker (-gpu) 6e3 METOK.

IIpenynpexxknenue: Ecium Kamepa c METKOU 00pabaThIBAeTCst IK3EMIITISTPOM
findface-video-worker(-gpu) 06e3 MeTOK U IOSBJISI€TCS CBOOOIHBIN SK3EMILISAD C METKO, Kame-
pPa aBTOMATHYECKH HA HEro He IIePEKJIOUNTCH. ITOOBI IEPEeKIIOUNTh KaMepy, Iepe3allyCTUTe SK3EMILIAD
findface-video-worker (-gpu) ¢ MeTKOii.

2.3.2 PacnpepgeneHHas ba3a gaHHbIX gocbe

B pacmpenenennoit apxurekType 9acTo He0OXOIUMO, 9TOOBI 6a3a JAHHBIX JOChE PACIIPEIEISIACEH IO HECKOJIb-
KHAM CepBepaM.
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B rexyreit peanmzaium 6a3a JAHHBIX JOChe JOCTYITHA JJI PEIAKTUPOBAHNUS TOJIBKO HA TJIABHOM CepBepe, T. H.
master-cepsepe. Master-cepsep CHHXPOHU3UPOBAH ¢ HECKOJIBKUME JIOMOJHATEILHBIME Slave-sK3eMILsipaMu
FindFace Security. Ha slave-cepsepax 6a3a maHHBIX JOCbe JOCTYITHA TOJIBKO JjIsi YT€HUs 1 MOHUTOPHUHTA.

Baxkno: [locke moxkHO yrnaguTh Ha slave-cepsepe, eciin master-cepsep HeIOCTYIIEH.

Baxkno: Eciu B criucke mabsogenns Oyayiero slave-cepsepa y»ke eCTb J0Che, OHH OyJyT 3aMeHEHbI Ha

Jocke ¢ master-cepBepa BO BpeMsi IepPBOil cuHXpoHm3anuu. Best nadopManus B IPeAbIAYIIX J0Che Oy1er
oTepsHa.

Ilpenynpexxknenune: Ha cepsepax master u slave moymkHa MCIOTB30BATHCS OHA W Ta YKe HEHPOHHAS
CETh.

B atom pasgene:

e Hacmpotixa cunrporusayuu Master/Slave
e Penauxayus cnucka nabarodenus master -> slave
e Badanue spemery CUHIPOHUAUUL

e Ommena penaukauyuu U CUHTPOHUSAUUY CNUCKA HAOAOEHUSA

e Brarnuenue gynryuonasa 6 eeb-unmepetice

Hacrtpoiika cunxponusauun Master/Slave

st macTpoiiku cuHxpoHusanuu master/slave BbIIOJHHUTE CIIEAYIONIHE JIEHCTBIS:

1. Ha master-cepBepe orkpoiite daitr koudurypaimun findface-security. [lpuaymaiite TokeH cuaxpo-
HU3AIUU U yKaxkuTe ero B napamerpe SYNC_TOKEN (00si3aTeIbHO PACKOMMEHTUDPYTE €ro).

sudo vi /etc/findface-security/config.py

# ========== DossierLists sync ===========

# token must be tdentical on master and slave
# use pwgen -s 64 1
SYNC_TOKEN = 'ABC_123456789"'

2. CkonmpyiiTe TOKeH cHHXpoHn3aluu B ¢air kondurypannn findface-security na slave-cepsepax.

3. ¥Yb6enurech, uro mapamerp EXTERNAL_ADDRESS B daittax kouduryparun findface-security ma slave-
cepBepax COJIEPXKUT TOT Ke aj[pec, 9To U Ha master-cepsepe.

Cunxponunsanuga master/slave Terepb HacTpoeHa U OYJIET AKTUBHPOBAHA, KAK TOJBKO BbI HACTPOUTE PEILIH-
KaIWIO CIUCKa HabJIroIeHns ¢ master-cepsepa Ha slave.
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Pennukauusa cnucka HabnogeHus master -> slave

st TOro 94TO6BI PEIIUIUPOBATE CIIUCOK HABJIIOEHUsT OT master-cepBepa Ha slave-3K3eMILIsApbI, OTIPABbTE
na slave POST-3ampoc co ciemyomuMu mapaMeTpaMu B TeJie:

e remote_dossier_list: id mcxomHOrO CcrimcKa HaOJIIOMEHNs Ha master-cepsepe
e remote_url: URL master-cepsepa

e slave_dossier_list: id cumcka HabsoeHus Ha slave-cepBepe, KOTOPBIl OYIET PEIIUKON MCXOTHOTO
CIINCKa HAOJIIOAEHUS.

POST /sync/dossier-lists/
{remote_dossier_list: 1,
remote_url: "http://172.17.46.14",
slave_dossier_list: 3}

3apaHue BpemMeHn CMHXPOHM3aLUn

Ilo ymosrManuio peniuiupoBaHHbIe CIIUCKU HAOJIIOIEHNs Ha slave-cepBepax CHUHXPOHU3UPYIOTCS ¢ master-
cepBepoM Kaxk iyt HOUb B 3:00. BpeMmsi cMiHXpOHU3aIMy MOYXKHO U3MEHUTDH CJIELYIOIIM 00pa30M:

1. Orkpoiite daitn kouduryparun findface-security Ha master-cepsepe.

sudo vi /etc/findface-security/config.py

2. PackoMmmMmeHTHDYiiTE CIJI€IyIONIIE CTPOKHU U 3a/1aiiTe COOCTBEHHBIN IPAMUK PEILINKAIIN.

# ========== JossierLists sync ===========

SYNC_TIME = {
# 24 hour format
'hour': 3,
'minute': O,

OTmeHa penninkayumn m CUHXpoHM3auunm cnucka HaﬁJ'II'OAEHI/Iﬂ

Jtst TOro 9T00BI OTMEHUTD PEIIUKAINIO U CHHXPOHU3AIINIO CIIMCKA HAOJIIOIeHNsI, OTIIpaBbTe Ha Slave-cepBep
API-zanpoc ¢ {id} cooTBercTBYyIOIIErO ClIMCKa Ha slave-cepBepe:

DELETE /sync/dossier-lists/{id}/

Bkniouenne dyHkumnoHana B BedO-uHTepeiice

ITo ymomuanuio Bbl MOXKETE BKJIIOYATH U OTKJIIOYATH PEILUIMKAIUIO CIIMCKa HabJIIoeHust TOJbKO depe3 API.
s Toro 9Tobbl JaHHBIN QYHKITHOHA OBLT TaK¥Ke JOCTYIIEH depe3 BeO-mHTepdEeiic, BHITOTHUTE CIIEYOIIIe
JIeICTBUS:

1. Orkpoiite daitn koudurypanun findface-security na master-cepsepe.

sudo vi /etc/findface-security/config.py
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2. Brmounte mnsarmn ffsecurity_sync, packommeHTupoBaB cTpoKy INSTALLED_APPS.append
(‘ffsecurity_sync’) B pa3zjesie IJIATHHOB:

# ========== Jossierlists sync ===========
INSTALLED_APPS.append('ffsecurity_sync')

3. BemosanTe anajgornvHble IefCTBUS HA KaXKI0M slave-cepsepe.

4. Ha KaxXJIOM cepBepe BBIIOJHUTE [IEPEHOC OCHOBHOW apXuTeKTyphl 6a3bl jpanabix n3 FindFace Security
B PostgreSQL. 3aHoBo co3jaiiTe IPyIIbI [I0JIb30BaTes €l B OCHOBHOI 0a3e JaHHbIX. [lepesamycrure
cepsuc findface-security.

sudo findface-security migrate
sudo findface-security create_groups
sudo systemctl restart findface-security.service

2.3.3 lNonb3oBaTenbckne BKAAAKU, NONSA U (PUNLTPbI B AOCbe

YHacto HEOOX01MMO, ITOOBI JTOChe B BeO-mHTEpdeEice COIepKAIO JOTOJTHUTEIbHbIE BKAAJIKU U IOJIs, 110 KO-
TOPBIM MOKHO OCYIIIECTBJISITH TIOUCKOBBIE 3aIIPOCHI.

CMm.Takxke:

st Toro 9T0o0BI CO3ATH MOJIL30BATEILCKHE TOJIs J0Che B OMOMeTpuaecKoil 6a3e mamnbix Tarantool, cm.
Ioavzosamenverue memadarnvie auy docve 6 Tarantool.

Jtst mobaBJIeHHS TTOJIb30BATEIbCKUX BKJIAJIOK U TIOJIEH B JIOChE BBIIOJHUTE CJIEYIONINE JEeHCTBU:
1. IToaroroBbTe CIMCOK MOJIH30BATENILCKUX BKJIAJOK U ITOJIE AjIsT JOOABIEHUS B TOCDHE.

2. Orkpoitre daitn konduryparuu findface-security.

sudo vi /etc/findface-security/config.py

3. B pasnesie FFSECURITY packommentupyiite cexiumio CUSTOM_FIELDS u u3MeHHUTE ee IPUMEPHOE COJIED-
2KIMOE C y4eTOM CJIeJIYIONINX IIPaBUJIL:

items': crmcoK moJieii B Jocbe. Onuinure Kazk i0e MoJie CAeAyIOMUMA TapaMeTPaMu:
— 'name': BHyTpeHHee UM IOJId, string.
— 'label': ma3Banue moJisg B BeO-mHTEpdeEiice, string.

— 'display': ¢popmar orobpazkenus (form miau 1list), string wiam array.
play g y

— 'tab': BKJa/Ka, Ha KOTOPOI pacronaraercs mose. Eciu He 3a71ana, moJjie MOABUTCS Ha TJIaBHOM
cTpanutie Jiochbe (Toii, uro ¢ dbororpadueii).

— 'editable': peIaKTUPyEeMOCTD I0JIsI, boolean.
— 'type': THI JaHHBIX moJis, string. Bo3aMoxkHbIe 3HaUEHUS:

* list: Tpebyer 3ajaHus items, JONOJHUTEJIHHOIO HapaMeTpa Jjis CIUCKOB (CM. HUXKE),
oxugaer obbekrol {id, name} B ciaoBapsx;

* valuelist: oxxuJ1aeT 3JIeMEHTHI IIPUMUTUBHBIX TUIIOB.

* objectlist: I03BOJIAET CO3ABATDH MACCUBBI OOBEKTOB HY2KHOI'O THIIA.
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* datetime: IPUMUTHBHBIN THUI JAHHBIX, OTOOpakaeMbIil Kak cuucok datetime.
% date: IPUMHUTHUBHBII TUI JAHHBIX, OTOOParKaeMbIil Kak BBIOOD JATHI.
* boolean: IPUMHUTUBHBIN TUI JAHHBIX, OTOOPAXKAEMBIIT KaK (DJIaXKOK.
* string: IPUMUTHBHBINA THN JaHHBIX string.
— JIOIIOJIHUTEbHBIE APAMETPHI s CIIUCKOB (type=list, type=valuelist):
* multiple: BOBMOXKHOCTD BbIOOpA HECKOJIbKUX 3JIEMEHTOB B CIIUCKE, boolean.
* iltems: caoBapb, UCHOIb3yeMblil KaK UCTOYHHUK JAHHBIX JJIA CIHCKA.
* allow_create: BO3MOXKHOCTH JI00aBJIEHUsI HOBBIX 3JIEMEHTOB B CIIMCOK, boolean.
* custom_id: mosib30BaTesbekoe modte Jyist id (type=list).
— JIOLOJIHUTEJIbHBIE TIAPAMETPBI JIJIsl CIUCKOB 00beKTOB (type=objectlist).
* object: 0ObeKTHI, HCIIOJIb3yeMble KaK MCTOYHHK JAHHBIX JIJIsi CIINCKa OObEKTOB.

* simple: YKa3bIBa€T, 9YTO II0JI€ O2KHJIA€T JaHHbIE€ IIPDUMUTUBHOI'O TUIla BMECTO O6’]36KTOB7
HallpuMep, 02KH/J1a€T CTPOKU C Te.He(i)OHHI)IMI/I HOMEpaMU.

e 'filters': ciimcok GUIHTPOB JJIs MMOUCKA IO MOJIH30BATEIbCKAM M0JIstM. [lapameTpsr:
— 'name': BHyTpeHHee nMs (DUIBTPA,
— 'label': naspanue pujiIbTpa B BeO-unTepdeEiice,
— 'field': cBsa3anHOe noJie B popmare [umsa moss].

e 'tabs': cIMCOK BKJIAJIOK B Jochbe. llepBast BKiIajka B CIHUCKE COOTBETCTBYET TJIABHOWM CTPAHMUIIE
Joche.

FFSECURITY = {

# Edit CUSTOM_FIELDS section to customize dossier content.
# Below is an example for integration FindFace Security with Sigur.
'CUSTOM_FIELDS': {

'dossier_meta': {

'items': [
{
'name': 'personid',
'default': '',

'label': 'PersonID',
'display': ['list', 'form'],

'description': 'Sigur person ID'
1,
{
'name': 'firstname',
'default': '',
'label': 'First Name',
'display': ['list', 'form'],
'description': 'Sigur first name'
1,
{
'name': 'lastname',
'default': '',

'label': 'Last Name',
'display': ['list', 'form'],

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

'description': 'Sigur last name'
1,
{
'name': 'version',
'default': '',
'label': 'Versiomn',
'display': ['list', 'form'],
'description': 'Sigur photo version'
}
1,
'filters': [
{
'name': 'personid',
'label': 'Sigur person ID filter',
'field': 'personid'
¥
]
}
1,

4. Bor yBujguTe, UTO HOBast (hopMa JI0CHE MOsIBUJIACH B BeO-mHTEpdeiice.

2.3.4 lMonb3oBaTenbckue MmeTagaHHblie nuuy gocbe B Tarantool

YHacTo ObIBaeT HEOOXOINMO 33/1aTh B OHOMETPUYECKOil ba3e JaHHBIX Tarantool HomoaHUTEIbHBIE METa TAHHBIC
JIJIsT JTAIT] JOChe.

CmMm.Tak>ke:

st Toro 9TobBI CO3/aTh MOJIb30BATEILCKIE BKJIAJKH, 110JIs 1 (PUILTPHI B BeO-uHTepdeiice, cMm. [loavsosa-
menverue 6KAGOKU, NOAA U PuAsLMPYL 6 JOCHE.

st 33180 TOIb30BATETECKAX METAJAHHBIX JIUI] BLITOJIHATE CJIEAYIONINE TeHCTBUS:

1. ITogroroBbTe CIHCOK IIOJIB30BATENbCKUX MeTa-IIoJell, KOTOpble OyJyT IIPUCBOEHBI JIMIIAM J0ChE B
Tarantool.

2. Orkpoitre daitn konduryparun findface-security.

sudo vi /etc/findface-security/config.py

3. B pasnene FFSECURITY packommentupyiite ceknuio CUSTOM_FIELDS -> dossier_face u u3MeHuTe ee
IIPAMEPHOE COIEPXKAMOE C YIETOM CJICAYIOIMNX IIPABUJI:

e field_name: uMd I110J14;
® type: TUII JAaHHBIX;

e default: 3uadenue 1o ymosrdanuio. Eciau 3unadenne no ymosrdanuio 6osbire ‘leld — 1) To ero
cleJlyeT 3alliChbIBaTh B BIJE CTPOKH, T. €. ‘‘123123..°’ BmecTo 123123. ..

FFSECURITY = {

'CUSTOM_FIELDS': {

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

'dossier_face': {

'items': [

{
"field_name": "tag_name_1",
"type": "string",
"default": "change_me"

},

{
"field_name": "tag_name_2",
"type": "uint",
"default": 123

},

{
"field_name": "tag_name_3",
"type": "bool",
"default": True

},

},

4. Jlobasvme nosvie mema-nons B CTPYKTypy 6a3bl jmanabix Tarantool.

5.

Ber moxkere paborars ¢ HOBbIMu MeTa-mosisiMu aepe3 HTTP APl uctionb3yst meronsl dossier-faces.

2.3.5 lNakeTHas 3arpy3ka doTorpacunii 4Yepes KOHCOJb

TTomumo BeO-mHTEpdEiica, Ayst MakeTHON 3arpy3ku (poTorpaduit B 6a3y JAHHBIX J0CHE MOXKHO UCIIOIH30BATD
nocraBisieMyto BMecte ¢ FindFace Security yrusmry findface-security-uploader. cnonb3syiite yrunury,
Kora Tpebyercs 3arpy3uth 6oJibinoe Kosuudectso dororpaduii (6osaee 10000).

Cosert: Jlna Ber3oBa cupasku findface-security-uploader BBIIIOJHUTE KOMAHLY:

findface-security-uploader --help

Brimonnute cienyroriue neicTBUS:

1.

IToarorosere CSV- mim TSV-daitsr co crmckom dororpaduiit u MeTajaHHBIMA.

Baxxno: B kauecTBe nCTOYHHKA METAJAHHBIX (aill JOKEH WMeTh CJeAylomuit popMar: OyTh K
dpoTorpadpum | MeTazmaHH:He.

s monrorokun TSV-daiina MOXKHO HCIOJIB30BATH CKPUIIT, AHAJOTUYHBIN LAaHHOMY WA KOMAHILY
find.

ITpumeuanme: Kak ckpurr, Tak ¥ KOMaH/a B IpuMepax co3maioT ¢aityr images.tsv ¢ JaHHBIMHA B
dopmare momHbE myTh K Galiny ¢ dororpadmeir | mMeramammrie. B KauecTBe MeTagaHHBIX OyJIET CO-
3/laHa CTPOKa C UMeHeM daiia.

s 3amycka ckpunra Ha cosjganue TSV-daiina co cuuckom dororpaduii n3 yKasaHHOIO Karajora
(/home/user/25_celeb/ B mpuMepe) BBINOJIHATE CJIEILYIONLYI0 KOMAHILY:
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python3 tsv_builder.py /home/user/25_celeb/

IIpumep ucnosbzoBanust Komau bl find:

find photos/ -type f -iname '*g' | while read x; do y="${x%.*}"; printf "/s\t/s\n" "$x" "${y#
—#*/}"; done

2. Cozpaiire daiin 3ananus (job-daitin) uz CSV- wim TSV-daiuia, ucnonssys meron add yruiaursl. B
pe3yJbraTe B TEKYIIEM KaTaJjore OyaeT co3man daitr enroll-job.db.

findface-security-uploader add images.tsv

Omnmun add:
e —format: dopmar daitsia, 10 yMOTIAHUIO tSV,

e -delimiter: WCIIOIB3YEMBIN PA3MIEIUTENb, IO yModanuio °\t*’ mist TSV-daitra, *°,”” mis dop-
mara CSV.

IIpumeuanme: Daitn job mpejcrasisier coboit sqlite-6a3y, KoTopas MOXKeT ObITH OTKPBITA B KOHCOJIHI
sqlite3.

3. Brmosmunre 3amanne job, UCIOMb3yss METOM rUn Y THUIUTHL.

findface-security-uploader run --dossier-lists 2 --api http://127.0.0.1:80 --user admin --

—password password

Ourmu run:

e -parallel: KOJIUYIECTBO IOTOKOB 3arpy3ku dororpaduit, mo ymosdanuto 10. Hem Gosibire moro-
KOB, TeM ObICTpee OyIeT 3aBepIlleHa 3arpy3Ka, OJHAKO TaKKe MOTpedbyeTcs u DOJIbIIee KOJIUIECTBO

pecypcos.
e -api: URL API xommonenta findface-security, no ymosmganuio http://127.0.0.1:80/.

® -user: UMd II0JIL30BATEJIA.
e -password: IapoJb.

e -dossier-lists: mepedeHb pa3/ie/IEHHBIX 3andToil id CIUCKOB HaOJIIOAEHUs, B KOTOPbIE HYKHO
no6aBuTh ororpadun.

e -failed: B ciaydae HeyJa4du npu 06padorke job-daitia ucripasBbTe OMUOKY U HOBTOPUTE HOIBITKY
C JIAHHOU oITIueii.

2.3.6 Oepynnukauus coObiTnii

B atom pasgene:

e Brarouenue dedyniurayuu

o Anzopumm pabomovs dedynauranui

PaCCMOTpI/ITe BO3MOXKHOCTH BKJIIOYCHUA JACAYIIIMKAIIUN, 9TO0BI UCKJ/IIOYUTH ,ZLy6J'II/IpOBaHI/Ie CcoObBITHIA pac1io-
3HaBaHUs JIUI B IIpeJesiax O,HHOﬁ T'PYIIIbI KaMep.
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BknioueHue gepgynnuvkauum

st Toro 9TOOBI AKTUBUPOBATEH (DYHKITUIO JEeAYILUINKAIINN, BBIMIOJTHUTE CJIELYIONINE NeHCTBUS:

1. Jyist kaxk10if KamMepbl B IpyIiine BKJOYnTe OydepHbIil pexkuM aerektupoBanus Jur. CMm. mojapodbHee
Jlobasaenue xamepo.

2. Ilepeiiure Ha BRIAJAKY Hacmpotixu. Beibepure 'pynno. xamep.
3. OTkpoiiTe HACTPOUKHU T'PYIIIBI KAMED.

4. TTocraswre aaxkox Jledynaiuyuposamsd cobvimus 1 3a1aiiTe B CEKyHAAX MHTEPBAJ €1y IIUKAIUN.

Anroputm paboTtbl gegynnankauumn

Asrroput™ fetynMKanun paboraer CaeLyIoNuM 00pa3oM:

1. B GydepHOM pexkuMe 3a OJUH CeaHC OTCICKMBAHUSA Ha KaMepe CepBep IMOJIydaeT OJHO, HAMIydIlee,
n300pazkeHne JIuna (CeaHe OTCIEKMBAHNSI TIPOJIOIKAETCS IO TeX TI0P, TIOKA JIUTO He UCYE3HET U3 TI0JIs
3pEHUs] KAMEDHI).

2. Eciu B tipesiesiax OfHOI I'PYIIBI KAMED TPOU30ILIO HECKOJBKO CEAHCOB OTC/IEXKUBAHUST HA OJIHOM MJin
HECKOJIbKMX KaMepax B TeUYeHHe YKa3aHHOro nHTepBasia Aemaymmkarnmum, FindFace Security obpaboraer
TTOJTy I€HHbIe N300PAKEHUs JIUIT CJIeLYIONIM 00pa30M:

e Ecjiu B TeueHue mpejiecTBYOIEr0 IEPUO/IA, PABHOTO MHTEPBAJLY JI€/IyIIJINKAIUN, €CTh COBIA/Ie-
Hue ¢ gocke, FindFace Security ymajsier BHOBb mojiydeHHOe m300parkeHue. B mpoTuBHOM ciiydae
n300pakeHne CoOXpaHsercsi B 0ase JaHHBIX.

e [Ipu BBIOJIHEHUY JIeTyTUIMKAIINN He CcOBHABIMX ¢ jiocke Jjiml FindFace Security yanrsiBaer kak
CXOJICTBO MEXKJIy JIMIIAME Ha PAa3JIMIHBIX N300paykeHusix, Tak u kadectso Jjmil. FindFace Security
yJIAJISAET BCe N300pakeHnsl TTOXOKIX JIUIL B IIPEJIeIax WHTEPBAJIA JIe/YIINKAIIH, €CJIn OHU OoJiee
HU3KOI'O KadecTBa, YeM IEePBoe B JaHHOM HHTepBaJse. Eciu HOBoe juIo 6ojiee BBHICOKOI'O Kate-
CTBa, OHO COXPAHSETCSA. JTO TAPAHTUPYET, UTO CUCTEMA JEIYIININPYET COOBITUS, HE MPOIyCKast
BBICOKOKAYECTBEHHBIE JINIA, HEOOXOIUMBIE JJIs BUICOAHATUTUKA.

2.3.7 PacnosHnaBaHue xuBbix nuy, B peanbHoMm Bpemenu (Liveness)

IMpumeuanune: Liveness-demexmop wa CPU paboraer ropasmo memiennee, dem va GPU.

s obHapykenust (habITUBLIX JUI] U IPEIOTBPAINeHns (DOTO-ATaAK UCIOJIb3YHTEe HHTEIPHPOBAHHYIO AHTUC-
y(OUHTOBYIO CHCTEMY, OTJIUYAIONIYIO YKUBBIE JIUIA OT UX M300parkeHuil. AJropuTM aHAJU3UPYET HECKOJIb-
KO II0CJIeIOBATEJIbHBIX Ka/IPOB, PETUCTPUDPYAd U3MEHEHUsI B MUMUKE U TEKCType€ KOXKU, U 6.}1&1"0,&&1)5{ 9TOMY
OIIPEeJIEJIsIeT, sIBJISETCs JIU JIMIIO TIepejl KAMepOil »KUBBIM WM (DaJIbIIUBBIM. JTO HCK/IIOYAET BO3MOYKHOCTH
MOIIIEHHMYECTBA C UCIIOJIb30BAHUEM M300parkKeHus JIUIa Ha OyMare Wid 9KpaHe MOOMILHOIO yCTPOUCTBA.

Liveness-/1eTeKTop OIleHMBAET KUBOCTD JIUIA C OIIPE/IETEHHBIM YPOBHEM JOCTOBEPHOCTH U BO3BPAIIAET OIIEH-
Ky JIOCTOBEPHOCTH BMeCTe ¢ OMHAPHBIM Pe3ysibTaroM XuBoil denoBek/m3obpaxeHue, B 3aBUCUMOCTH OT IIPEJI-
YCTAHOBJIEHHOT'O IIOPOTa JIOCTOBEPHOCTH.

B atom pasgene:
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e Brarouenue Liveness-demexmopa

e Hacmpotixa nopoea Liveness

o IMnupopmarus o srcusom auue 6 seb-unmepgetice

Bkniouenune Liveness-getektopa

s Brmogenus: Liveness-/ieTeKTOpa BBITIOJHUTE CJIEIYIONINE JeHCTBUs:

1. Orkpoiire daitn KOHMUTY PAIIHT /etc/findface-video-worker-gpu.ini (/etc/
findface-video-worker-cpu.ini). B pasgene liveness ykaxkure IyTh K MOJEJNN HEHPOHHOMN
cern (fnk) u HOpManu3aTOpy (nOrm), KOTOpPBIE By/yT MCIOJIL30BAThCs B liveness-nerekrope.

sudo vi /etc/findface-video-worker-gpu.ini

## path to liveness fnk
## type:string env:CFG_LIVENESS_FNK longopt:--liveness-fnk
fnk = /usr/share/findface-data/models/faceattr/liveness.v3.gpu.fnk

## path to mormalization for liveness
## type:string env:CFG_LIVENESS_NORM longopt:--liveness-norm
norm = /usr/share/findface-data/models/facenorm/crop2x.v2_maxsize400.gpu.fnk

sudo vi /etc/findface-video-worker-cpu.ini

## path to liveness fnk
## type:string env:CFG_LIVENESS_FNK longopt:--liveness-fnk
fnk = /usr/share/findface-data/models/faceattr/liveness.v3.cpu.fnk

## path to mormalization for liveness
## type:string env:CFG_LIVENESS_NORM longopt:--liveness-norm
norm = /usr/share/findface-data/models/facenorm/crop2x.v2_maxsize400.cpu.fnk

2. Ilepesamycrure findface-video-worker.

sudo systemctl restart findface-video-worker-gpu
sudo systemctl restart findface-video-worker-cpu

Hacrpoiika nopora Liveness

IIpu HEOOXOUMOCTH BBI MOXKETE HACTPOWTBH IIOPOTOBOe 3HadeHue Liveness B (aiiyie KoHburypamnuu /etc/
findface-security/config.py. Liveness-jerekTop oleHIBAET ‘?KUBOCTH’ JIAIA C OLPEIEJEHHOMN JOCTOBED-
HOCTBIO. B 3aBHCHMOCTH OT MOPOrOBOTO 3HAYEHHUsT JOCTOBEPHOCTH, OH BO3BpAIaeT OMHAPHBIN pe3yabTar
XuBo#l uenoBek man UsobpaxeHue.

HpI/IMe‘IaHI/Ie: Snauenue 1o YMOJ/JT9aHUIO sABJISAETCA OINTUMAJIbHBIM. Hepe,a U3MEHEeHUuEeM IIOpoTra IIPOKOH-
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CyJIBTUPYHUTECH Y HAIIUX CIEIUAJMCTOB 10 ajpecy support@ntechlab.com.

sudo vi /etc/findface-security/config.py

‘LIVENESS_THRESHOLD’: 0.75,

Nndopmayus o xusom nuue B Bed-uHtepdeiice

ITocste nacrpoitku Liveness-gerekTopa i KaxKJI0ro coObITHs OyaeT oTobpazkaThcs oneHKa liveness oOHapy-
JKEHHOTO JIUTIA.

(Camera not

ITpumeuanme: Liveness MoxkeT IPUHUMATH 3HaAYeHME Null, €Cn AETEKTOP YKUBBIX JIUI] OTKJIIOYEH WJIU Ha
[IPEIOCTABJIEHHOM N300pPaKEHNN HEBO3MOXKHO JIOCTOBEPHO OIEHUTH Liveness.

Ucnonwzyiite unbrp Liveness ijst MpocMOTpa COOBITHI TOJBKO C KUBBIME JIFOJIbMU WJIA TOJBKO C U300pa-
JKEHUSIMU, €CJIA UMEJIU MECTO CITy(DUHTOBBIE ATAKM.

CHBpocHTh PHUNLTRBLI

CMm.Tak>xke:

Liveness xax a8moromHvill cepsuc
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2.3.8 Liveness kKak aBTOHOMHbIA cepBuC

CmMm.Tak>xke:
Pacnosnasanue stcusor auy 6 peasvhom epemenu (Liveness)

Bor Moxkere UCIOMB30BaThH  PAcno3HaAGAHUE ICUBHIE AUY, OTIEJHHO, B BHJAE AaBTOHOMHOTO CEPBUCA
findface-liveness-api. CepBuc Geper onpejiejieHHOE KOJUIECTBO KaJIpOB M3 BUJAeO(hparMeHTa U BO3Bpa-
maeT m300parKeHue JINA HAWTY 9IIero Ka4ecTBa U IeCATUIHBIN pe3ysbTar liveness, yCpeIHeHHBIH [0 B3STHIM
KagpaMm. Ecim 3aaHbl COOTBETCTBYIONINE HACTPONKM, CEPBUC TaKKe MOYKET BO3BPAINATH MTOJTHOKAIPOBBIE 1
HOPMAJIN30BAHHBIE M300parKeHUsl JIUI| U COXPAHATH PE3Yy/IbTaT jJeTekiun B kaiie findface-sf-api, Bo3Bpa-
miasi detection_id.

B atom pasgene:

o Vemanosxka u nacmpotiika findface-liveness-apt

o lcnoavsosanue Liveness API

YcTaHoBka u HacTpoiika findface-liveness-api

g ycranoBku cepsuca findface-liveness-api BBIIOJIHATE CIIEYIOIINE JAeHCTBUA:
1. Yemanosume APT-penosuropuit FindFace Security.

2. N3 APT-penoszuropusi yCTAaHOBUTE CEPBUC CJEAYIONIM 00Pa30M:

sudo apt update
sudo apt install findface-liveness-api

3. Ilpu meobxomumocTu nactpoiite mapamerps! findface-liveness-api:

sudo vi /etc/findface-liveness-api.ini

listen: :18301
liveness-threshold: 0.75
fullframe-jpeg-quality: 75
max-decoded-frames: 30
min-selected-frames: 10

extraction-api:

request-batch-size: 16

timeouts:
connect: 5s
response_header: 30s
overall: 35s
idle_connection: 10s

extraction-api: http://127.0.0.1:18666

sf-api:
timeouts:
connect: 5s
response_header: 30s
overall: 35s

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

idle_connection: 10s
sf-api: http://127.0.0.1:18411

limits:
video-size: 10485760
video-length-sec: 60
video-fps: 30
video-width-px: 1920
video-height-px: 1080

MNapameTp Onucanne

fullframe-jpeg-qualiayecrso JPEG nmosubix Kaapos B moje photo.
max-decoded-frames 3aBepiuTh JIEKOJAUPOBAHUE TOCJIE MOJIYIEHUs] YKA3AHHOIO KOJIMYIECTBA KaJl-
pOB.

min-selected-frameduHumaabHOE KOJIMIECTBO (PUHAIBHBIX KAJPOB, YCIIEITHO IIPOIIEIINX e~
KoJupoBanue u u3pjedenue liveness. /{omKHO OBITH PABHBIM MM MEHBIITUM
max-decoded-frames

extraction-api Pasmep makera ¢ xagpamu j1si m3Bjedenus liveness.
->

request-batch-size

limits -> | MakcumaJibHBII pa3Mep BHIEO, OANTHI.
video-size

limits -> | MakcumasbHas JJIMHA, BUJIEO, CEKYH/IbI.
video-length-sec

limits -> | Makcumasabaoe Kosmdectso FPS Buzeo.
video-fps

limits -> | MakcuManbHast MUPUHA BUJIE0, TUKCEH.
video-width-px

limits -> | MakcumaJsbHas BICOTA BUJIEO, ITUKCEIIN.

video-height-px

4. B daitne xoudurypamun findface-extraction-api ykaxKurTe MOjesb HEHPOHHON CeTH, IIPEIOCTaB-
JIgIommeli aBTOHOMHBIN cepBuc liveness: liveness.alleyn.cpu.fnk/liveness.alleyn.gpu.fnk.

sudo vi /etc/findface-extraction-api.ini
extractors:
ﬁééels:
ii&eness: faceattr/liveness.alleyn.cpu.fnk
extractors:
QQAels:

liveness: faceattr/liveness.alleyn.gpu.fnk

5. Bamycrure cepsuc findface-liveness-api u mo6aBbTe €ro B aBTO3arPy3KY.
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—api.service

sudo systemctl enable findface-liveness-api.service && sudo systemctl start findface-liveness-

Wcnonb3osaHue Liveness API

st B3anmoneiicTBus ¢ cepucom findface-liveness-api ucnosnsyiite 3anpocst HI'TP API. B npumepe
mmke 3anpoc POST ormpasiisiercst o CIeIyFOIMMEI OIITUOHATBHBIMU TAPAMETDAME:

e return_detection (default=False): coxpanuTb Jydiiee Juio B kaie findface-sf-api u BepHyThH

ero detection_id.

e return_normalized (default=False): BepHYTb HOPMAJIM30BAHHOE W300payKeHWe JMIA B II0JI€

normalized.

e return_photo (default=False): BepHYTbH IOJHbBI Kajp B 10jie photo

Mpumep

3anpoc

curl -i -X POST \

'http://127.0.0.1:18301/v1/video-1liveness?return_detection=true&return_normalized=true&return_

—photo=true' \
-H 'Content-Type: video/mp4' \
--data-binary '@/home/my_video.mp4'

OTBer

HTTP/1.1 100 Continue
HTTP/1.1 200 OK
Content-Type: application/json
X-Request-Id: LA:WSP2NcHc
Date: Mon, 07 Sep 2020 15:30:05 GMT
Transfer-Encoding: chunked
{
"alive": true,
"average_liveness": 0.8706386,
"best_face": {
"liveness": 0.74768883,
"quality": 0.89638597,
"bbox": {
"left": O,
"top": 578,
"right": 307,
"bottom": 1154
1},

"detection_id": "btb53vbp688sinjt3bv0",
"photo": "/9j/2wCEAAgGBgcGBQgHBwcJI...",
"normalized": "iVBORwOKGgoAAAANSUhEU...",

"frame_no": 1,
"frame_ts": 0.033275817
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2.3.9 Pacno3HaBaHue aTpubyToB nnua
FindFace Security mosBoJisier pacmo3naBaTh B peajJbHOM BPEMEHU TaKue aTPUOYTHI JIUIA, KAK IOJI, BO3PACT,

SMOIMH, OYKH, Oopoma m MemuruHckas Mmacka. Jlannaeii dynknmonas mocrynern kak Ha GPU-, tak u mHa
CPU-BueomeTeKTOpE JIMII,

B atom pasgene:

e Brarouernue Pacno3nasarua (],777/]771,6(@777/0(3 AUUQ

o Omobpasicerue pe3yavMamos pacno3nasahus ampudymos 6 coobvmuUAT

o Ampubymuo, auy 6 cobvimuAT

BknioueHue pacno3HaBaHnA anI/IGyTOB nua

Baxkno: Ha gannom mare BK/OYaeTcs pacino3HaBaHue arpubyTos juna Ha yposae HTTP APIL.

Jljist Toro 9TO6BI BKJIIOYATH aBTOMATHYECKOE PACIO3HABAHNE aTpUOyTOB JIMIA, OTKpoiiTe (aitin KoHpurypa-
nun /etc/findface-extraction-api.ini u BKJIIOYNTE COOTBETCTBYIOIIAE MOJEJIN: IIOJI, BO3PACT, IMOIUH,
0uKU, 6OPOJIA U MEIUITHCKAST MACKA. YJOCTOBEPBTECh, UTO JIIsi KaXKJI0H MOJEN Bbl YKA3A/IU [TPABUIHHBIN
tun yckoperuss CPU wim GPU: on mosmxken coBnanarh ¢ TumoMm yckopenust findface-extraction-api. O6-
parure BHuMaHue, 4to findface-extraction-api ma CPU moxer paborats Toibko ¢ CPU-momensymu, B
TO BpeMs Kak findface-extraction-api na GPU nomanepxkusaer kak GPU-, tak u CPU-mozemnn.

sudo vi /etc/findface-extraction-api.ini

models:
age: faceattr/age.vl.cpu.fnk
emotions: faceattr/emotions.vl.cpu.fnk
face: face/ifruit_SQO.cpu.fnk
gender: faceattr/gender.v2.cpu.fnk
beard: faceattr/beard.v0.cpu.fnk
glasses3: faceattr/glasses3.v0.cpu.fnk
medmask3: faceattr/medmask3.v2.cpu.fnk

JloCTyHBI CJIeTIyIONe MOICIH:

ITpumeuanue: Bor moxkere HAWTH MO /I PACIIO3HABAHUS aTpUOYTOB Jiniia B Katasore /usr/share/
findface-data/models/faceattr/.

1ls /usr/share/findface-data/models/faceattr/

age.vl.cpu.fnk age.vl.gpu.fnk beard.vO.cpu.fnk beard.vO.gpu.fnk emotions.vl.cpu.fnk emotions.
—vl.gpu.fnk gender.v2.cpu.fnk gender.v2.gpu.fnk glasses3.v0.cpu.fnk glasses3.v0.gpu.fnk,
—medmask3.v2.cpu.fnk medmask3.v2.gpu.fnk liveness.v3.gpu.fnk quality.vl.cpu.fnk quality.vl.gpu.fnk
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ATpunbyT nuua VYckope- MapameTp B chaiine kKoHdurypauun
Hne
O6uoMeTpHs JIUIIA CPU face: face/ifruit_320.cpu.fnk face: face/ifruit_160.cpu.
fnk
GPU face: face/ifruit_320.gpu.fnk face: face/ifruit_160.gpu.
fnk
BO3PACT CPU age: faceattr/age.vl.cpu.fnk
GPU age: faceattr/age.vl.gpu.fnk
TIOJT CPU gender: faceattr/gender.v2.cpu.fnk
GPU gender: faceattr/gender.v2.gpu.fnk
SMOIINNI CPU emotions: faceattr/emotions.vl.cpu.fnk
GPU emotions: faceattr/emotions.vl.gpu.fnk
OYKH CPU glasses3: faceattr/glasses3.v0.cpu.fnk
GPU glasses3: faceattr/glasses3.v0.gpu.fnk
6opoa CPU beard: faceattr/beard.v0.cpu.fnk
GPU beard: faceattr/beard.v0.gpu.fnk
MeIUIUHCKAas Mac- CPU medmask3: faceattr/medmask3.v2.cpu.fnk
Ka GPU medmask3: faceattr/medmask3.v2.gpu.fnk

Coset: [l TOro 9ro0bI OTKIIOYUTH MOJIEJb PACIIO3HABAHUS, II€PEJaliTe B COOTBETCTBYIOIINI TapaMeTp
nycroe 3uadenne. He ynassiite cam mapamerp, IOCKOJIBKY B 9TOM CJIydae Oy/IeT BBIIOJIHATHCS IOUCK MOJIETN
110 YMOJIYaHHIO.

models:
gender:
age B nn
emotions:

Ilepesamycrure findface-extraction-api.

sudo systemctl restart findface-extraction-api

Tlocsie BKIIOUEHMST MOJIENIElt 00SI3aTEIBHO HACMPOtime OTObpazKenrne aTpubyTOB B Beb-uHTEpdeiice.

OTtobpa>keHne pe3ynbTaToB pacno3HaBaHWUs aTPUOYTOB B COObLITUSIX

s orobpaxkeHusi pe3yJibTaTOB PACIO3HABAHWS ATPUOYTOB JIMIA B CIKUCKE COOBITHH, H00aBbTE CIIETYTO-
myio cTpoky B cekimio FFSECURITY: EVENTS_FEATURES’: [‘gender’, ‘age’, ‘emotions’, ‘beard’,
‘glasses’, ‘medmask’], B 3aBUCHMOCTHU OT TOrO, KAKHUE MOJE/HN OBLIN BKJIIOYEHDI.

Ilpenynpexxaeuue: /[lanHasi cTpoka OJKHA OBITH PACIOJIOXKEHA MexKTy crpokamu SF_API_ADDRESS
u LIVENESS_THRESHOLD, KakK IIOKa3aHO B IIpUMeEpE HUZKE.

sudo vi /etc/findface-security/config.py

FFSECURITY = {

(continues on next page)
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'SF_API_ADDRESS':
'EVENTS_FEATURES' :

'http://127.0.0.1:18411",

['gender', 'age', 'emotions', 'beard', 'glasses',

'LIVENESS_THRESHOLD': 0.75,

'BEARD_THRESHOLD' :

}

0.7,

'medmask'],

Ilepesanycture findface-security.

sudo systemctl restart findface-security

ATpubyTbl nny, B cobbITUAX

TTocste HacTpoiiku pacro3HaBanus ATPUOYTOB JIUIL PE3YJILTAT PACIIO3HABAHUS OYET BBIBOIUTCS JJIs KAYKIOTO
0OHAPY?KEHHOTO JINIA B CJeayiomeM ¢gpopmare:

ATpunbyT ®opmart pesynbTaTta Mpumep

nmua

Bospact ATpubyT: BO3pacT: KOJIMIECTBO JIET BO3pacT: 33

IMon Pesynbrar: Myxckoit/xernckuit (arpubyT: IO ): YBEPEHHOCTD AJIOPUTMA | JKEHCKUHA  (10J1):
B pe3yJabrare 0.95

OmMorun Pesynbrar: 3mocTs/oTBpamenne/cTpax/cyacTbe/rpyCcTh/yOUBIEHAE | CIACTHE (3mo0-
(arpubyT: MOLIWH): YBEPEHHOCTD AJIOPUTMA B PE3yJIbTaTe un): 0.99

Oukn Pesyabrar: mMemumuuckue/conneunne/HeT (aTpubyT: oukum): yBepeH- | Her (oukm): 0.87
HOCTb aJITOPUTMA B PE3YJIbTATE

Bopona Pesynbrar: 6opona/ueT (arpubyT: 60pofa): yBEPEHHOCTb AJIOPUTMA B | HET (6opoma):
pe3ybTare 0.91

Memuiun- | Pesynbrar: meT/ecTn/Henpasunbuo (arpubyT: MeAwnuHCKad Macka): | HET  (MeIUIUH-

CKasi MACKa | YBEPEHHOCTH ajI'OPUTMAa B PE3yJIbTaTe cKag MacKa):

0.93

IIpu HeobxomuMOCTH BBITIOJIHUTE (DUIHTPAIIIO COOBITHAN IO aTPUOyTaM JIUIIA.
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CHpOCUTL BUNLTPEI

2.3.10 [detekTupoBaHue cnnysToB

ﬂﬂﬂ C60pa Cmamucmury 9eJIOBe9IeCKUX CUJIY9TOB B peaJIbHOM BPEMEHU H€O6XO£LI/IMO npeaBapuTeJIbHO BKJIIO-
YUTHb UX JETEKTHUPOBaHUE.

B atom paspgene:

o Braruerue (}(’,WLS’}C'NL’U,[)O(i(LH’LLﬂ CuAYIMoe

BknioyeHne perekTuposaHusi cUay3ToB

,D;.HH BKJ/IIOYEHUA JIETCKTUPOBAHUA Y€JIOBEYCCKUX CUJIYSTOB BBIIIOJIHUTE CJIEAYIOIue ,I(eﬁCTBI/ISII

1. Orkpoiire daitn kouduryparuu /etc/findface-extraction-api u jg06aBbTe HOBBIN jJeTekTOp edie
(edie_rc2.cpu.fnk/edie_rc2.gpu.fnk) ¢ COOTBETCTBYIONMMHA HACTPONKAME, KAK HOKA3aHO B IIPH-
Mepe HUZKe.
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sudo vi /etc/findface-extraction-api.ini

detectors:
max_batch_size: 1
instances: 1
models:
cheetah:
model: facedet/cheetah.cpu.fnk
options:
min_object_size: 32
resolutions:
- 256x256
- 384x384
- 512x512
- 768x768
- 1024x1024
- 1536x1536
- 2048x2048
edie:
model: pedet/edie_rc2.cpu.fnk
options:
min_object_size: 16
resolutions:
- 1280x720
- 1920x1080

IIpumeuanne: 3uadenus onmnumii meTekTopa edie, IpUBEIEHHBIE B IPUMEPE, CAUTAIOTCS OIMITHMAJIbHBI-
Mu. Bbl MOXKeTE HACTPOUTH MX B 3aBUCUMOCTH OT CIIeH HAOJIIOIEHUST UCIIOJIb3yeMbIX Kamep. CBIKUTECh
C HAIIMU CIIeNraIncTaMu 1o anpecy support@ntechlab.com, ecnu y Bac ects Bompocsl.

2. Ilepezamycrure findface-extraction-api.

sudo systemctl restart findface-extraction-api

2.3.11 Vcnonb3oBaHue HECKONbKUX BUAEOKapT

Ecin #a dusnueckoMm cepBepe yCTAHOBJIEHO HECKOJIBKO BHJIEOKAPT, BbI MOXKETE CO3/ATh JIOIOJIHUTEIbHbIE
sk3eMIiApbl findface-extract-api-gpu nim findface-video-worker-gpu u pacupenesuTsb UX 10 OJJHOMY
9K3EeMIIAPY Ha KapTy.

B atom paspene:

e Pacnpedensenue sxsemnarapos findface-extraction-api-gpu no sudeokapmam

o [Ipusaska findface-video-worker-gpu x donoanumenrvholi sudeokapme

Pacnpepenenune aksemnnsapos findface-extraction-api-gpu no Bugeokapram

s pacnpenenenns 3xK3eMIuIApoB findface-extraction-api-gpu o HECKOJIBKIM BHIEOKAPTAM BBITOTHU-
Te CAeAyIole IeHCTBULA:
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1. OcranoBute ncxomubiit ceppuc findface-extraction-api-gpu.

sudo service findface-extraction-api stop

Coszmaiite HeckosbKO Komuil daitina koudurypanuu findface-extract-api-gpu, B 3aBUCHUMOCTH OT
TOr0, KAKOE€ KOJIMYECTBO BUJIEOKAPT OYJIET UCIIOJIBb30BATHCSI JIJIsl M3BJIEUeHNsT OMOMETPUIECKIX 00PA3IIOB.
Ilobasbre coorBercTBytomue HOoMepa ycrpoiictB GPU k nmenam HOBBIX (haiiyioB KOH(MUIYpAIUH, KaK
nokazano B npumMepe nuxke (yerpoiicrsa GPU NeQ u NeG).

/etc/findface-extraction-api@0.ini
/etc/findface-extraction-api@6.ini

OrkpoiiTe HOBBIE (bailyibl KOHMUrypanuu. YKaxure Homepa ycrpoiicts GPU, a Tak:ke HOMepa ciiyIia-
FOIIUX [IOPTOB.

sudo vi /etc/findface-extraction-api@0.ini

listen: 127.0.0.1:18666

gpu_device: 0O

sudo vi /etc/findface-extraction-api@6.ini

listen: 127.0.0.1:18667

gpu_device: 6

3alycTuTe HOBBIE CEPBUCHL.

sudo service findface-extraction-api@0 start
sudo service findface-extraction-api@6 start

Mpussska findface-video-worker-gpu K AONOMHUTENbLHOI BUAEeoKapTe

s co3manus AOMOJHUTEILHOTO dKk3eMiisgpa findface-video-worker-gpu u ero mpuBs3Kd K CBODOIHOM
BH/ICOKapTE BBIIOJJHUTE CJIeIyIONue JeiCTBUA:

1. Orobpasure craryc ncxojHoro ceppuca findface-video-worker-gpu, BBIIIOJHUB KOMAH/LY:

sudo systemctl status findface-video-worker-gpu.service

2. Haiiqure mnommelii myTh K cepBucy B crpoke Loaded: loaded (/usr/lib/systemd/system/

findface-video-worker-gpu.service; enabled; vendor preset: enabled. B mpusenenHOM IIpu-
Mmepe 310 findface-video-worker-gpu.service (uma moxer 6biTh apyrum). Co3naiite Konuio cep-
BHCa 110J], HOBBIM MMEHEM.

sudo cp /usr/lib/systemd/system/findface-video-worker-gpu.service /usr/lib/systemd/system/
—findface-video-worker-gpu2.service”

Takum ke 06pa30M co3,ua1?1Te 110/l HOBBIM MMEHEM KOIINIO MCXOJHOI'O d)af/'ma KOHCI)I/IpraHI/II/I.
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sudo cp /etc/findface-video-worker-gpu.ini /etc/findface-video-worker-gpu2.ini

4. OTKpoiiTe TOJBKO UYTO CO3JAHHBIN (aill KOH(MUIYpAIUN U aKTYAJU3UPYHATEe HOMED HCIOJIH3yEMOrO
GPU-ycrpoiicTsa.

sudo vim /etc/findface-video-worker-gpu2.ini

## cuda device number
device_number = 1

5. OTKpoiiTe HOBBII CEPBUC U YKAXKUTE TOJIBKO UTO CO3MAHHBIN (hailyl KOH(MUTYpATHAN.

sudo vim /usr/lib/systemd/system/findface-video-worker-gpu2.service

ExecStart=/usr/bin/findface-video-worker-gpu --config /etc/findface-video-worker-gpu2.ini

6. [nsa mpuMeHeHUsI U3MEHEHNI Ilepe3arpy3ure JeMoH systemd.

sudo systemctl daemon-reload

7. Jlob6aBbTe HOBBIII CEPBHUC B aBTO3arPy3KY.

sudo systemctl enable findface-video-worker-gpu2.service

Created symlink from /etc/systemd/system/multi-user.target.wants/findface-video-worker-gpu2.
—service to /usr/lib/systemd/system/findface-video-worker-gpu2.service

8. Bamycrure HOBBIN CepBUC.

sudo systemctl start findface-video-worker-gpu2.service

9. Ilposepsbre craTyc obonx cepBucoB findface-video-worker-gpu.

sudo systemctl status findface-video-worker-* | grep -i 'Active:' -B 3

findface-video-worker-gpu2.service - findface-video-worker-gpu daemon

Loaded: loaded (/usr/lib/systemd/system/findface-video-worker-gpu2.service; enabled; vendor
—preset: enabled)

Active: active (running) since Thu 2019-07-18 10:32:02 MSK; 1min 11s ago

findface-video-worker-gpu.service - findface-video-worker-gpu daemon

Loaded: loaded (/usr/lib/systemd/system/findface-video-worker-gpu.service; enabled; vendor,
—,preset: enabled)

Active: active (running) since Mon 2019-07-15 15:18:33 MSK; 2 days ago

2.3.12 lMpsimbie API-3anpocbl kK ba3e gaHHbix Tarantool

Bor moxkere ucnonbzosars HTTP API nyisa uzsiedenust HANPSMYIO JaHHBIX U3 6a3bl Janubix Tarantool.

B atom paspene:
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o Obwue ceederusn

e Jlobasaenue auna

o Viarenue auua

o [louck auua

o Pedaxmuposarue MEMAOGHHOIT U/ U BEKMOPA NPUSHAKOE
o [loayuenue cnucka 2arepets

o [loayuenue ungopmayuu o 2anepee

e (Cozdanue zanepeu

o Vidarenue canepeuy

Obwwme ceepgeHus

API-3ampocs! k 6a3e ganubix Tarantool Hy»KHO OTIIPaBJIATH 110 aJipecy http://<tarantool_host_ip:port>.

Coser: Ilopr mis API-3ampocoB moxkno ysnarh B pasjene FindFace.start aitna xouduryparmun
Tarantool:

cat /etc/tarantool/instances.available/FindFace.lua

##8101:
FindFace.start("127.0.0.1", 8101)

ITpumeuanme: B ciyuae ecium FindFace Security passBepHyT Ha OmMHOYHOM (DU3MIECKOM cepBepe, 6asa
nauabix Tarantool 1o ymosganuio 6ymeT JOCTYIHA TOJIBKO JOKaJIbHO (127.0.0.1). Eciun HeobGxomumo o1-
KPBITH JOCTYI K 6a3e manubix Tarantool ¢ ymasieHHOTO cepBepa, snecume uamenerus B gpaitl KoHurypamn
findface-tarantool-server.

API-zanpocs k Tarantool MOryT cojiepKaTh Cieyroline napaMeTpbl B CerMEHTax Iy TH:
e :ver: Bepcusa API (v2 na nanubiii MoMeHT).

® :name: UM rajiepeu.

Coser: /[list nosyueHust crimcka UMeEH rajiepeil Ha Iapje BBEIUTE CJIeIYONLyI0 KOMAHJIY B aJIPECHOM
ojie Opaysepa:

’ http://<tarantool_host_ip:shard_port>/stat/list/1/99 ‘

Ta ke camas KOMaH/Ja B KOHCOJIN:

’ curl <tarantool_host_ip:shard_port>/stat/list/1/99 \| jq ‘

Bur Takke MoXKeTe TOMyIUTH CIIMCOK UMEH Tajiepeii, orapaBuB B Tarantool mpsimoit 3ampoc:

’echo 'box.space.galleries:select()' | tarantoolctl connect <tarantool_host_ip:shard_port> ‘
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MNmeiiTe B By, 9YTO IPpU 3HAYNTEHHOM KOJIMYECTBE MIAP/IOB B CUCTEME IIPOU3BOILHO BRIOPAHHBIN ITAp]
MOXKeT He BKJIOYATh B ce0sI BCe CyIIECTBYIOIIME Tajeper. B 3ToM ciydae 0ToOpa3nuTe CIHMCOK raJjepeit
Ha HECKOJIBKUX IIap/lax.

Oob6asnenue nuua

POST /:ver/faces/add/:name

MapameTpbl B Tene:

Maccus jiunt B ipesgcrasiennn JSON co ciieiyonmmu moJsiMu:
e "id": id smmma B rajepee, uint64 t,
e ’facen’’: HeOOPAOOTAHHBIN BEKTOP MPU3HAKOB, base64,

e "meta': MeTa /laHHBIE JIAIA, CJIOBAPb.

Bo3sspawaer:

e HTTP 200 u mycroe Tesio B cirydae ycrexa.
e HTTP 404 ¢ onucanmem ommbKM, €CjIu rajiepes ¢ 3aJ[aHHbIM UMEHEM He CyIIeCTBYeT.

e HTTP c orymuaneiv ot 200 cTaTycoM M ONKCAHNE OIMUOKN B TeJjle B Cllydae HEyIadH.

Mpumep

3anpoc

curl -D - -s 'http://localhost:8101/v2/faces/add/testgal' --data '

[
{
"id": 9223372036854776000,
"facen": "qgI3vZRv/z...NpO09MdHavW1iWuTO=",
"meta": {
"cam_id": "223900",
"person_name": "Mary Ostin",
}
}
]
OTBer

HTTP/1.1 200 0Ok

Content-length: 1234

Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)
Connection: keep-alive
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YpanexHue nuuya

POST /v2/faces/delete/:name

I'Iapameprl B Tene:

Maccus B npeacrapiaenn JSON u3 cuucka id Jinil, moajiesKaliux yIaaeHuo.

Bo3sspawaer:

e HTTP 200 u mycroe Tesio B caydae ycrexa.

e HTTP 404, ecin o ¢ 3amanubiM id He HaiiaeHo B rajepee.

e HTTP c owmmaneiv o 200 craTycom u ommcaHue OMMUOKU B TeJjle B CIydae HEyIadu.
Mpumep

3anpoc

curl -D - -s 'http://localhost:8101/v2/faces/delete/testgal' --data '[1, 4, 922, 3]'

OTBer

HTTP/1.1 200 Ok

Content-length: 111

Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)
Connection: keep-alive

Mouck nuua

POST /v2/faces/search/:name

MapameTtpbl B Tene:

TTouckoseiii 3anpoc B npejicrapjieranu JSON co clIeyONUMA TOJISIMHA:
e limit: MakCcUMaJIbHOE KOJIMYECTBO JII B OTBETE.

e sort: BKJIOYAET COPTUPOBKY IO CIEAyIONuM mapamMerpam: id: mo Bo3pacrammio id, -id mo yObiBa-
uuio id, -score: 1o yObIBAHUIO CTEHEHU CXOXKECTU (€C/IU IOWCK BBIIOJHAETCS 110 CXOKHUM BEKTODAM
OPU3HAKOB).

e filter (dpuibrphl):

— facen: ONIUOHAJIBHBIN (PUIBTP IO CXOXKECTH BEKTOpa Ipu3HAKOB. llepemaiiTe cioBaps co ciemy-
omuMu nojisgmu: data: BeKTOp npu3HakoB B dopmare base64; score: amaa3oH KadecTBa JIHUIA,
MOJJIEP?KUBAIOTCS TOJBKO 3AIIPOCHI ¢ IPaBOi rpanuieil 1 (MakCuMaNIbHOE KAIeCTBO).

—idn meta/<meta_key>: GUIBTPHI IO II0JIb30BaTEJIbCKOMY id yar m COJIEP>KIMOMY IIOJIsI meta.
Iitst 3amannsa GUIbTPa UCIOIb3YIOTCS CJIEAYIOIIAE OIEePATOPHI:
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* range: Aualla3oH 3H3HGHI/II71, TOJIBKO JIJIgd 9YUCJIOBBIX oJiei.

* set: Ha6op 3Ha‘{eHI/II7I, OJTHO U3 KOTOPBIX JOJIZKHO IIPUCYTCTBOBAaTb B id mim MeTa/laHHbIX, JIJId
YHCJIOBBIX U CTPOKOBBIX TOJIEN.

* subset: HADOp 3HAYEHUIl, KAXKJI0e U3 KOTOPBIX JTOJKHO IIPUCYTCTBOBATH B id mym mMeTaran-
HBIX, JJIsl YUCJIOBBIX U CTPOKOBBIX IIOJIEH.

x like: amasjormuno like B SQL-sampocax: momuep:kupaiorcss TOabKO ‘aa%’ mmu ‘aa%’ wam
‘Y%aa%’. Tombko Jyuisi moneil string u set[string]. IIpm umcnosb3oBanuu set[string]
buIIbTP BepHET PE3yNIbTAT, €CJU XOTs OBl OJ[HO U3 3HAYMEHUI IPOIILIO IPOBEPKY.

% ilike (ToJIbKO JijIsi oJIeli string u set [string]): anasoruuno like, Ho Ge3 yueTa perucrpa.

Bo3Bpauaer:

e B ciyuae ycnexa maccus JSON ¢ mumamu. 3nadenne B 3aroioBke X-search-stat nmokassiBaer, ObLI Jin
MCIIOJIb30BAH OBICTPHIN WHIEKC JJTst TToncKa: with_index wmiam without_index.

IIpumeuanue: B API v2 ObICTpBIl HHIEKC HE UCIIOIB3YETCS.

e HTTP c ormmanasmv ot 200 craTycoM U onucanue OMMOKA B TeJE B CJIydae HEYIAdn.

Mpumep

3anpoc

curl -D - -s 'http://localhost:8101/v2/testgal/search' --data '

{
"limit": 2,
"sort": {
"score": -1
},
"filter": {
"facen": {
"data": "qgI3vZRv/zOBQTk9rcirOyZrNp09MdHavWiWuTO=",
"score": [0.75, 1]
},
id": {
"range": [9223372036854000000, 9223372036854999000]
},
"meta": {
"person_id": {
"range": [444, 999]
},
"cam_id": {
"set": ["12767", "8632", "23989"]
}
}
}
}l
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OTBer

HTTP/1.1 200 Ok

Content-length: 1234

X-search-stat: without_index

Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)
Connection: keep-alive

{
"results": [
{

"facen": " qgI3vZRv/zO0BQTk9rcir0yZrNpO9MdHavWiwuTO=",

"meta": {
"timestamp": O,
"photo_hash": "",
"person_id": 777,
"cam_id": "8632"

1,

"score": 0.9964,

"id": 9223372036854776000

PepakTtupoBsaHue metagaHHbixX n/nan BeKTopa npu3Hakos

POST /v2/faces/update/:name

I'Iapameprl B Tene:

Maccus jqurt B ipeactapiaennn JSON co cIeay oMy TOIsIMIT:
e "id": id juma, uint64 t,

e “facen’” (onuHOHaﬂbHo) HOBBIM BEKTODP NMpU3HAKOB, base64. Kciau mapamerp orcyrcTByeT mian null,
roJsie B Oa3e JAHHBIX HE OOHOBJISIETCSI.

e ’’meta’’: cJIOBapb, B KOTOPOM IIE€PEIAIOTCsS HOBbIE MeTalaHHble. e mose meta orcyTerByer wum null,
OHO He ODHOBJIeTCd B Oa3e JIaHHDBIX.

Bo3Bpauaer:
e HTTP 200 u cnoBaph co BceMu mapaMeTpaMu JIUIA, B TOM YUCIe HEM3MEHHBIMU, B CIyvae ycrexa.
o HTTP 404 c onucanmem ommbKH, €CiId JIUIA C TAKUM id HE CYIIIECTBYeT.
e HTTP c ormuunbim ot 200 cTarycoM U onmucaHue OMMOKN B Tejie B CIydae HEeyIadu.

Mpumep

3anpoc
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curl -D - -s 'http://localhost:8101/v2/faces/update/sandbox' --data '[{"id":1,"facen":null,"meta":{
—"m:timestamp":1848}}]"

OTBer

HTTP/1.1 200 Ok

Content-length: 151

Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)
Connection: keep-alive

{"meta":{"m:timestamp":1848, "normalized_id":"1_b9pkrfO0Omjt6hivmqlkg.png","m:cam_id":"a9f7a973-f07e-
—469d-a3bd-41ddd510b26£", "feat":"{\"score\":0.123}"}, "id":1, ... }

Monyyenue cnucka ranepeii

POST /v2/galleries/list

Bosspauwaert:

Maccus ¢ rajepesiMu, JIJIsi KasKJI0i U3 KOTOpOil Bo3Bpailaercs uMsi (name) u uncio jun (faces).

Mpumep

3anpoc

curl -D - -s -X POST http://localhost:8101/v2/galleries/list

OTBer

HTTP/1.1 200 Ok

Content-length: 42

Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)
Connection: keep-alive

{
"results": [
{
"name": "testgal",
"faces": 2
¥
1
}

Mony4enue nugopmauyum o ranepee

POST /v2/galleries/get/:name
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Bosspauiaer:

e HTTP 200 u cnoBaphb ¢ mapamMeTpaMu rajepen B CIydae yCIeXa.
e HTTP 404 ¢ onucannem ommbOKM, €CJIU TAJIEPEN C TAKIM NMEHEM HE CYIIECTBYET.

e HTTP c ommmanbim o 200 craTycoM U OIHCAaHUE OIMOKYU B Tejle B CIydae HeyIadu.

Mpumep

3anpoc

curl -D - -s -X POST http://localhost:8101/v2/galleries/get/testgal

HTTP/1.1 200 0Ok

Content-length: 11

Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)
Connection: keep-alive

{"faces":2}

CozgaHue ranepen

POST /v2/galleries/add/:name

Bo3sspawaer:

e HTTP 200 u mycroe Tesio B ciIydae ycrexa.

e HTTP c ommmuneiM oT 200 cTaTycoM U ONHCaHUE OIHMOKYU B Tejle B CIydae HeyTadu.
Mpumep

3anpoc

curl -D - -X POST -s 'http://localhost:8101/v2/galleries/add/123"'

OTBer

HTTP/1.1 409 Conflict

Content-length: 57

Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)
Connection: keep-alive

{"error":{"message":"gallery already exists","code":409}}
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YpaneHue ranepeu

POST /v2/galleries/delete/:name

Bo3Bpauaer:

e HTTP 200 u mycroe Tesio B cirydae ycrexa.

e HTTP c ommmansim or 200 craTycoM ¥ OommcaHue OMMUOKHU B Tejle B CIydae HeyIadu.
Mpumep

3anpoc

curl -D - -X POST -s 'http://localhost:8101/v2/galleries/delete/123"

OTser

HTTP/1.1 204 No content

Content-length: 0

Server: Tarantool http (tarantool v1.7.3-673-g23cc4dc)
Connection: keep-alive

2.3.13 BknroueHune 3aumTbl NepCcoHasibHbIX AaHHbIX

B FindFace Security peasim3oBana I0jjiep:KKa 3aKOHOB, CBSI3aHHBIX C 0OPabOTKOM MEPCOHABHBIX JAHHBIX
dusnaeckux jmn, (GDPR u anamoruynbie).

st TOro 9To0OBbl TPUMEHUTH K CHCTEME 3AIUTY MEePCOHATBHBIX JAHHBIX, BBITOJHUATE CJIEIYIONNE JeHCTBUS:

1. Orkpoiire daitn koudurypanun findface-security.

sudo vi /etc/findface-security/config.py

2. OrkmrounTe coxpaneHue coobiTuil 6e3 coBnaenuii, ycranosus ' IGNORE_UNMATCHED': True.

FFSECURITY = {

# do not save unmatched events (GDPR support)
'IGNORE_UNMATCHED': False,

3. st cobbITHii ¢ COBIIAIeHUSIMY BKJIIOUNTE PA3MBITHE B IIOJHBIX KaJIpaX BCEX JIMII, JJIs KOTOPBIX COB-
najenns He ObuIn HalimeHbl. /[s sToro ycranosure 'BLUR_UNMATCHED_FACES': True. Ilpu xkemanuun
BBl MOYKETE M3MEHUTDH YCTAHOBJIEHHOE IO YMOJIAHUIO JIJTsl JIAHHBIX KaJpoB KadecTtBo JPEG.
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FFSECURITY = {
# blur all unmatched faces on the full frame of the matched event (GDPR support)
'BLUR_UNMATCHED_FACES': False,

# full frame jpeg quality when ‘BLUR_UNMATCHED_FACES" s enabled
'BLURRED_FULLFRAME_JPEG_QUALITY': 85,

4. Ilepesamycrure findface-security.

sudo systemctl restart findface-security.service

2.3.14 Ovkntouenne ACL

TlocTosinabIe TPOBEPKY pa3periennii HOTPeOIIIOT OOIBINON 00beM CHCTEMHBIX pecypcoB. [Ipu HeobxomumocTn
ACL FindFace Security MOXKHO OTKJIIOUHUTE.

Beimostaure crestyroniue JeificTBust:

1. Orkpoiite daitr kouduryparuu findface-security.

sudo vi /etc/findface-security/config.py

2. ¥Ycranosute ENABLE_ACL = False.

ENABLE_ACL = False

3. Ilepezamycture findface-security.

sudo systemctl restart findface-security.service

2.3.15 BknwoueHune 3awnTbl gocbe

Ecim 3amura nocke orkiroueHa, (pororpaduu u BJIOXKEHUSI JIOChe OYIYT JTOCTYIIHBI IO IPSIMOIl CChLIIKE HE3aBU-
CHMO OT IIpaB MOJIb30BaTe s, st Toro 4robbsl MOBBICUTH 0E30TacHOCTh 10ckhe, HacTpoiTe FindFace Security
Ha BBINOJIHEHNE BCEX MeIna-3anpocoB depes npusokenne DJANGO mist pononaurensbroit nposepku ACL.

Baxkno: McnonpayiiTe 3auTy 10Che TOJBKO 1P HEOOXOIMMOCTH, IIOCKOJIBKY TaHHAas HACTPOiiKa OKa3bIBAET
CepbE3HOE HEraTUBHOE BJIUSHUE HA IIPOU3BOJIUTEIBHOCTh CUCTEMBL.

1t BKJTIOYEHNS 3aIUTHI JJOChE BLITTOJIHATE CJIEAYIOIIe TefiCTBHUS:

1. Orkpoiite daitn koudurypanuu findface-security.

sudo vi /etc/findface-security/config.py
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2. Packommentupyiite mapamerp OVERPROTECT_MEDIA u ycTaHOBHUTE €ro B 3HadeHue True.

'OVERPROTECT_MEDIA': False,

3. Orkpoiite daitr Kordurypanun nginx /etc/nginx/sites-available/ffsecurity-nginx.conf. Pac-
KOMMeHTHupyiiTe mapamerp internal B pa3zese location /uploads.

location /uploads/ {
internal; # Uncomment if you intend to enable OVERPROTECT_MEDIA

4. Ilepezamycture findface-security u nginx.

sudo systemctl restart findface-security.service
sudo systemctl restart nginx.service

2.3.16 AyteHTudukauus no ceptucdpukatam Kpuntollpo

ITo ymomganuio Bxos1 oib30BaTes el B CHCTEMY OCYINECTBJISIeTCs 110 JIOTMHY u naposto. IIpu HeobxommocTn
MOXKHO BKJIIOUATH ayTeHTHUKaImio mo ceprudukaram Kpumrollpo.

B atom paspene:

e Hacmpotxa aymenmugdurayuu no cepmugpuramam Kpunmollpo

e 3Bazpyska cepmudurama nosb306aMeENs,

Hacrtpoiika ayrentudmkaumm no ceptucdpukaram Kpuntollpo

st macTpoiiku ayrentudukamnuu mo ceprudukaram Kpunrollpo BoimonnuTe ciemayromme qeficTBUs:

1. Barpysure na cepsep FindFace Security apxuser Kpunrollpo CSP 4.0 s Linux (x64, deb) u Kpu-
tollpo IIIIT SDK 2.0 Linux x64.

2. Pacnaxkyiite 3arpykKeHHbIE APXUBBI.

3. U3 nupexropun /opt/findface-security/lib/python3.6/site-packages/ffsecurity_cproauth
3amycTuTe cKkpuur build. sh.

chmod +x build.sh
sudo ./build.sh

ITo TpeboBanmio CKpHUIITa yCTAHOBUTE JOMOJTHUTEIbHBIE deb-TTakeThl U3 pacmakOBaHHBIX APXUBOB.

Please install lsb-cprocsp-devel from CryptoPro CSP ( https://www.cryptopro.ru/
—products/csp/downloads )

apt install lsb-cprocsp-devel
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4. Orkpoiite daitsr kouduryparun findface-security.

’sudo vi /etc/findface-security/config.py

5. obaBbre/packKOMMEHTUDYIITE CJIe/yIOIe HACTPOMKIL:

UVICORN_SETTINGS = {

'proxy_headers': True

# ======= (CryptoPR0O authentication =======

INSTALLED_APPS.append('ffsecurity_cproauth')

REST_FRAMEWORK [ ' DEFAULT_AUTHENTICATION_CLASSES'] = [
'ffsecurity.auth.TokenAuthentication',
'ffsecurity_cproauth.auth.CryptoProOrTokenAuthentication'

6. Ilepezamycrure findface-security.

sudo systemctl restart findface-security.service

Ha stom nactpoiika ayrentudukaimn mo ceprudpukatam Kpunrollpo 6ymet 3asepinera. MoxKHO TPUCTYTIATD
K 3arpy3ke cepTugUKaTOB B CUCTEMY.

3arpyska ceptucpukara nosb3oBaTtens

Jy1st Toro 9T00BI 3arpy3uTh CEPTUMUKAT MOJIB30BATE/IS B CUCTEMY, BBIIIOJIHUTE CJIEIYIOIINE IeiCTBUA:
1. Tlepetinure Ha BKIaAKY Hacmpotixu. Beibepute Iloavsosamenu.
2. OTKpoiiTe KAPTOUKY TOJIB30BATEIS.

3. Haxwmure J[obasums cepmugduram.
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[naBa 3

PykoBofcTBO no nHTerpauny

Jannas riaBa mocBsiiena Bo3MoxkuocTsaM naTerpanun ¢ FindFace Security. s waTerpanuu cBoeit cucremsr
ncnonbsyiite HT'TP API, Beb-xyku u marunbl. Tak:ke oOparuTe BHUMAHHAE HA CIIMCOK HAINUX I'OTOBBIX
UHTerpaluii ¢ napTHepaMu.

3.1 HTTP API

TTonpobuast unrepakrupnas jgokymentarus HTTP API FindFace Security jpocrynua mocje yCTaHOBKH 1O
anpecy http://<ffsecurity_ip:port>/api-docs. Uzyuaiire u mpobyiire.

Cosert: JloKyMeHTaIMIO TaK»Ke MOXKHO HaiiTu B BeO-uHTEp(eiice, mepeiijis B MeHIO 110 myHKTaMm Hacmpotiku
-> Jokymenmayus APL
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& FindFace Security API doc

Internal APl documentation

[ Base URL: 172.17.46.22/ ]

Iswagger,json

Authentication

All APl methods require a simple token-based HTTP Autt 1. In order to aL you should put word "Token" and a key into the Authorization HTTP header, separated by a whitespace:
"Authorization: Token be94403fb59¢3( 7eal1f20e018bef3: 10e0 1a3"

All requests that fail to provide a valid authentication token will result in a HTTP 401 Unauthorized response.

Parameters Format
There are two ways to pass parameters to the APl methods:

. licationfjson: are by a JSON contained in the body.
« multipart/form-data: parameters are encoded into separate parts. This way supports uploading a photo image file in the same request.

Additional Information
Standard extraction limits:

« Image formats: JPEG, PNG, WEBP
« Maximum photo file size: 10 MB
« Maximum photo resolution: 6000 pixels on the biggest side
+ Minimal size of a face: 50x50 pixels
Check /ete/linaface-extraction-api.ini for custom definition

Contact the developer

Schemes

System Preferences
auth >

3.2 Bebxykn

Bui mozkere Hacrpouts FindFace Security st aBromMaTuyeckoil OTIIpaBKK YBeIOMJIEHUI 00 OIpejeleHHbIX
COOBITHUSIX, MU30/IaX, 3AIMMCIX cueTdnKa Ha 3aanubii URL-anpec. st aToro cosmaiite u HacTpoiiTe BEOXyK.
Ipu HacTyILIEHUN Hy2KHOT'O COObITHS /31u30/1a,/3anucu cyerunka FindFace Security ornpasur HTTP-3anpoc
na URL-anpec, ykazannbiii B HACTPOHKax BEOXyKa.

Bebxyku MOYXKHO MCIOJIB30BATD [IJIsI PEIeHns] PA3HOOOPA3HbBIX 3324, HAIIPUMED, /I YBEIOMJIIEHHUS [I0JIH30-
BaTeJis 00 OIpeJIesIEHHOM COOBITHH, BBI30Ba OIIPEJIEJIEHHBIX JIEHCTBHUIl Ha I1€JIEBOM BeO-caiiTe, IPHU PelIeHnn
3a/1a1 0E30IIaCHOCTH, TAKAX KaK Y/IAJEHHOE aBTOMATHYIECKOE YIIPABJIEHUE JIOCTYIIOM U JIp.

B atom paspgene:

e Hacmpotixa sebxyxa
e Kax pabomaem eebxyx

e [Todpobnwie darnwie 6 sebryrax (Verbose)

3.2.1 Hactpoiika Bebxyka

Baxkno: [ljis coznanns BeOXyka HEOOXOMMMBI IIPABA AJIMIHIUCTPATOPA.

HpI/IMe‘IaHI/Ie: ILTIH TOr'0 4TOOBI MCIIOJIb30BaTh Be6XyKI/I, 00s13aTeILHO YKaxKuTe 110 Kpa,leefI Mepe OJIuH U3
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napamerpos SERVICE_EXTERNAL_ADDRESS/EXTERNAL_ADDRESS B daiise /etc/findface-security/config.
py-

s co3manus BeOXyKa BBITOJHUTE CJIEIYIOMNINE TeHCTBU:
1. IlepeitauTe Ha BKIaAKYy Hacmpotixu. Boibepure Bebxyxu.

2. Haxxkmure +.

HacTtpounku Bebxyku

HOBHblE
BHeLWHWA BMA,
Ponwu

Mons3oeaTenwu

[pynnbl k

InueH3na

eHTaumA
eHTauwa API

Bebxyku

HacTpoiiku

3. BBemure nmsa BeOXyKa.
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Coszpgatb BebxyK

hitty

Fazmep nadki 16 L EH KA

I'I-.]-

w| AKTHEHBIMA

CoXpaHWTh

4. Ykaxure ajpec, Ha KOTOPBIl OYIyT OTIPABIISATHCHA OIIOBEIICHUA.

5. Bbr moxkeTe OTHIPABJIATH YBEJIOMJIEHNA B IIaAaKETHOM DEXKHMeE. VkaxKuTe MaKCUMaJIbHOE KOJUIECTBO yBe-
ILOMJIeHI/Iﬁ B nakere. akTrUYecKoe KOJUIECTBO MOXKET OLITH MEHDLIITIM.
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6. YKaxknTe MaKCHUMAJIbHOE KOJIUIECTBO ITOIIBITOK OTIIPaBUTH yBEJIIOMJIECHUE. I/IHTepBaJI Me2K/1y ITOIIbITKaMM1
yYBEINYINUBACTCA IKCIIOHECHIINAJIBHO C MaAKCUMYMOM 100 CEKYH/I.

7. FindFace Security 6ymer aBToMaTniecku OTIIPABJISTH OITOBEIIEHNUS O COOBITUSX, MU30/aX U TOKA3AHI-
AX CIETYNKA, VIOBIECTBOPATOMNX 3aJaHHBIM PUALTPaM. PUIbTPOBATD COOBITHST MOYKHO TIO CJIETYIOTITM
rapaMerpaM:

CobbiTus:
e allowed_bs_types: pesrcum OMCAENHCUBAHUA AUY, 1A 6UJEO, BOSMOXKHBIE 3HadeHUs:: overall,
realtime.
e camera_group_in: id rpynmnsl Kamep, UUCIO.
e camera_in: id KaMepbl, YUCJIO.
e matched_lists_in: id cumcka HAOJIOAEHUS, YUACTIO.
e matched_dossier_in: id coBmaBmiero mochbe, 9uco.
e matched: craryc cOOBITUSI COBIaZeHNE (true nJi false), JIOTMYCCKUI.

e confidence_gte: MUHUMAJIBbHOE 3HAUEHNUE YBEPEHHOCTH AJrOPUTMA, YUCIIO.

Anu3oabl:
e allowed_types: CTaTyC 3MM30/1a, BOSMOXKHbIE 3HAUEHHUs: OTKPHITHE 3u301a (episode_open), J10-
GapieHre HOBOrO COOBITHsI B 31n307 (episode_event), 3akpbiTue s1u3o/a (episode_close).
e camera_group_in: id rpymnmusl kKamep, IUCIIO.
e camera_in: id KaMepwl, TUCTIO.
e matched_lists_in: id criiucka HaOJIIO/IEHUST, YUCIIO.
e matched: craryc cobbiTusi coBnanenue (true win false), JOrHUECKUiL.
e events_count_gte: MUHUMAJIbHOE KOJIMYECTBO COOBITUI B 31IN3071€, THCJIO.

e events_count_lte: MakKCHMaJbHOE KOJUYIECTBO COOBITHI B SIMU30J€, UNCJIO.

CueTtyuknu:

e counter_in: id cuerumka, 4mciIO.

e camera_group_in: id rpynmnsl kamep, 4UCIIO.

e camera_in: id Kamepsl, IucIIO.

e faces_gte: MUHUMAJLHOE KOJIMYECCTBO JIMIL B 3AIIUCH CICTINKA, IHUCJO.

e faces_lte: MaKCUMaJbHOE KOJMYECTBO JIUI B 3aIIUCU CUETUUKA, YHUCJIO.

e silhouettes_gte: MUHUMAJJIbHOE KOJIMIECCTBO CUJIY9TOB B 3aIICU CUCTUYNKA, YUCJIO.

e silhouettes_lte: MakKCUMaJIbLHOE KOJIUYECTBO CUAYITOB B 3aIIUCU CYCTUYUKA, IUCIO.

"events": {
"allowed_bs_types": [
"overall",

(continues on next page)

3.2. Bebxykn 235



FindFace Security, Boinyck 4.4

(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

"realtime"

1,

"camera_group_in": [],

"camera_in": [],

"matched_lists_in": [],

"matched_dossier_in": [],

"matched": true,

"confidence_gte": 0.75

}’
"episodes": {

"allowed_types": [
"episode_open",
"episode_event",
"episode_close"

]’

"camera_group_in": [],

"camera_in": [],

"matched_lists_in": [],

"matched": true,

"events_count_gte": O,

"events_count_lte": 999

},
"counters": {

"counter_in": [],

"camera_group_in": [],

"camera_in": [],

"faces_gte": O,

"faces_1lte": O,

"silhouettes_gte": O,

"silhouettes_1lte": O

Baxkno: lcnonb3yiite TobKO (DUIBTPHI, COOTBETCTBYIOIINE 11€JIA TOUCKA. i1t BBIKIIIOUeHNs (DUIBTPa
yaagure ero u3 Bebxyka. He ocrasusiive dusbrp mycreiM ([1), mockoibKy B 9TOM ciydae DUILTD
BEPHET IIyCTON pe3ysIbTar.

IIpumeuanne: [z mosyueHns BceX OMOBEINEHMIT epegaiiTe CKOOKN 06e3 BIIOKEHHBIX (DUIBTPOB:

{3

Coser: Ilpumep Nel. TTosryyenue omosenieHuii 060 Bcex COOBITHSX:

{ "events": {} }

[Ipumep Ne2. TTonyduenue onoBenieHuit 06 OTKPBITUN MU30/0B C COBIAJICHUSIME B JIOCHE:

{ "episodes": { "allowed_types": ["episode_open"], "matched": true 1}}

IIpumeuanune: Brr Mmoxere 3a7aTh HECKOIBKO 3HAYEHUN B (pUIbTPAx C KBaJApaTHBIMEU CKOOKamMu. B
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9TOM cJIydae BeOXYK OyIeT aKTUBUPOBATHCS IIPY COBIIAIEHUH OJHOTO U3 3HadYeHn huabrpa. B mpumepe
HUKe BbI OyJ1eTe OIMOBEIIEHbI O COOBITUU C TPYIIbI Kamep 1 uian 3, ecau coBuaJio jocke ¢ id 12 uaum 25.

{
"events": {
"camera_group_in": [1, 3],
"matched_dossier_in": [12, 25],
},
}

8. Ilocrapbre iaxkok AxmueHbiil.
9. Haxxmure Coxparums.
3.2.2 Kak paboTtaeT Bebxyk

st TecTupoBamus paboThl BeOXyKa MOXKHO UCITOIb30BATH CACIYIONINIT MPpocToit BeO-cepBep Ha Python, obec-
MIEIMBAIOIIII 3aXBAT OTIPABICHHBIX BEOXYKOM OITOBENICHUIA O COOBITUSIX:

from pprint import pprint
from aiohttp import web

async def handle(request):
pprint (await request.json())
return web.Response(status=200)

app = web.Application()
# for aiohttp v 3.z
# app.add_routes([web.post('/', handle)])

# for aiohttp v 2.z
app.router.add_post('/', handle)

web.run_app(app, port=8888)

Baxkno: Vcnonb3yembrit BaMu cepBep-JIOBYIIIKA OMOBEIIEHU 10 BEOXYKY TOJI2KEH BO3BpaInarh orserT HTTP
200 mocJie mostyvyenust Beoxyka ot FindFace Security, mo anajorum ¢ mpumMepom BbIIIIE.

Eciu i Bebxyka He 3aJ1aHO HU OJHOrO (BWIbLTPA, JAHHBIN BeO-cepBep Oy/eT IOIydYaTh OIOBEIIEHUS O
KaXKJIOM IIPOU3O0IIEIIIeM B CHCTeMe COOBITUH, 3u30/e u 3amnucu cuerdnka. OIOBeIeHns OTIIPABIAIOTC B
ciemytomemM hopMaTe:

CobbiTne

[{'acknowledged': True,
'acknowledged_by': None,
'acknowledged_date': '2020-05-18T15:08:38+00:00"',
'acknowledged_reaction': '',
'bs_type': 'overall',
'camera': None,

(continues on next page)
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(mpomosKeHre ¢ NpeAbLAyIeil CTPAHHIb)

'camera_group': 1,

'confidence': 0.0,

'created_date': '2020-05-18T15:08:38+00:00"',
'episode': None,

'event_type': 'event_created',

'face': 'http://172.17.46.134/uploads/2020/05/18/event/150842_face_AgohWm. jpg',

'features': {'age': None,
'beard': None,
'emotions': None,
'gender': None,
'glasses': None,
'liveness': None,
'medmask': Nonel},

'frame': 'http://172.17.46.134/uploads/2020/05/18/event/150842_full_frame_Y3vtGe. jpg',

'frame_coords_bottom': 320,
'frame_coords_left': 117,
'frame_coords_right': 170,
'frame_coords_top': 242,
'id': '4267625862518432158"',
'looks_like_confidence': None,
'matched': False,
'matched_dossier': None,
'matched_face': '',
'matched_lists': [-1],
'quality': -0.000766,
'scores': {'liveness_score': None,
'quality': -0.000766480341553,
'track': {'first_timestamp': '2020-05-18T15:08:38"',
'id': '43277el7blc2-44"',
'last_timestamp': '2020-05-18T15:08:39'},
'track_duration_seconds': 2.502499999999997},
'video_source': 1,
'webhook_type': 'events'}]

OrkpbiTe anu3oga

[{'acknowledged': True,
'acknowledged_by': None,
'acknowledged_date': None,

'acknowledged_reaction': '',
'best_event': '4267637154774219594"',
'camera_groups': [1],

'cameras': [],

'closed_date': None,

'created_date': '2020-05-18T16:18:49.111880Z"',

'event_type': 'episode_open',

'events_count': 1,

'features': None,

'id': 2118,

'last_event': {'acknowledged': True,
'acknowledged_by': None,
'acknowledged_date': '2020-05-18T16:18:46+00:00',
'acknowledged_reaction': '',
'camera’': None,

'camera_group': 1,

(continues on next page)
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(mpomosKeHre ¢ NpeAbLAyIeil CTPAHHIb)

'confidence': 0.0,
'created_date': '2020-05-18T16:18:46+00:00"',
'episode': 2118,
'face': 'http://172.17.46.134/uploads/2020/05/18/event/161849_face_j2TQuk. jpg',
'features': {'age': None,
'beard': None,
'emotions': Nomne,
'gender': None,
'glasses': None,
'liveness': None,
'medmask': Nonel},
'frame': 'http://172.17.46.134/uploads/2020/05/18/event/161849_full_frame_vTfuH9.
—Jjprg',
'frame_coords_bottom': 327,
'frame_coords_left': 778,
'frame_coords_right': 901,
'frame_coords_top': 161,
'id': '4267637154774219594"',
'looks_like_confidence': None,
'matched': False,
'matched_dossier': None,
'matched_face': '',
'matched_lists': [-1],
'quality': -0.000311,
'scores': {'liveness_score': None,
'quality': -0.000311948591843,
"track': {'first_timestamp': '2020-05-18T16:18:46',
'id': 'lee9a3612af3-9',
'last_timestamp': '2020-05-18T16:18:47'},
'track_duration_seconds': 2.039999999999999},
'video_source': 2},
'matched_event': None,
'matched_lists': [-1],
'open': True,
'webhook_type': 'episodes'}]

3akpbiTne anusoaa

[{'acknowledged': True,
'acknowledged_by': None,
'acknowledged_date': None,
'acknowledged_reaction': '',
'best_event': {'acknowledged': True,
'acknowledged_by': None,
'acknowledged_date': '2020-05-18T15:09:57+00:00',
'acknowledged_reaction': '',
'camera': None,
'camera_group': 1,
'confidence': 0.0,
'created_date': '2020-05-18T15:09:57+00:00"',
'episode': 518,
'face': 'http://172.17.46.134/uploads/2020/05/18/event/151012_face_5L1HQL.jpg',
'features': {'age': None,
'beard': None,
'emotions': None,

(continues on next page)
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'gender': None,
'glasses': None,
'liveness': None,
'medmask': Nonel},
'frame': 'http://172.17.46.134/uploads/2020/05/18/event/151012_full_frame_CdNn2N.
—Jjpg',
'frame_coords_bottom': 299,
'frame_coords_left': 917,
'frame_coords_right': 1005,
'frame_coords_top': 179,
'id': '4267626103667833809"',
'looks_like_confidence': None,
'matched': False,
'matched_dossier': None,
'matched_face': '',
'matched_lists': [-1],
'quality': -0.653877,
'scores': {'liveness_score': None,
'quality': -0.653877139091491,
'track': {'first_timestamp': '2020-05-18T15:09:57',
'id': '43277el7blc2-231',
'last_timestamp': '2020-05-18T15:09:57'},
'track_duration_seconds': 0.250255555555554},
'video_source': 1},
'camera_groups': [1],
'cameras': [],
'closed_date': '2020-05-18T15:10:42.870851Z"',
'created_date': '2020-05-18T15:10:12.201230Z"',
'event_type': 'episode_close',
'events_count': 1,
'features': None,
'id': 518,
'last_event': {'acknowledged': True,
'acknowledged_by': None,
'acknowledged_date': '2020-05-18T15:09:57+00:00"',
'acknowledged_reaction': '',
'camera’': None,
'camera_group': 1,
'confidence': 0.0,
'created_date': '2020-05-18T15:09:57+00:00"',
'episode': 518,
'face': 'http://172.17.46.134/uploads/2020/05/18/event/151012_face_5L1HQL.jpg',
'features': {'age': None,
'beard': None,
'emotions': None,
'gender': None,
'glasses': None,
'liveness': None,
'medmask': Nonel},
'frame': 'http://172.17.46.134/uploads/2020/05/18/event/151012_full_frame_CdNn2N.
—jpg',
'frame_coords_bottom': 299,
'frame_coords_left': 917,
'frame_coords_right': 1005,
'frame_coords_top': 179,
'id': '4267626103667833809"',

(continues on next page)
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'looks_like_confidence': None,
'matched': False,
'matched_dossier': None,
'matched_face': '',
'matched_lists': [-1],
'quality': -0.653877,
'scores': {'liveness_score': None,
'quality': -0.653877139091491,
"track': {'first_timestamp': '2020-05-18T15:09:57",
'id': '43277el17blc2-231"',
'last_timestamp': '2020-05-18T15:09:57'},
'track_duration_seconds': 0.250255555555554},
'video_source': 1},
'matched_event': None,
'matched_lists': [-1],
'open': False,

'webhook_type': 'episodes'}]

3anucb cHeTyvumka

[{'camera': 3,

'camera_group':
'counter': 2,

'counter_name':
'created_date':

1,

'smosh',

'2020-05-18T16:15:06.679592Z",

'event_type':

'counter_record',

[894, 464],
[304, 394],

[700, 46411,
(160, 394111,

[[[700, 2101, [894, 210],
[[160, 1901, [304, 190],

'faces_count': 2,
'fullframe': 'http://172.17.46.134/uploads/2020/05/18/counters/161506_fullframe_7Z8n7X. jpg',

'id': 16,

'faces_bbox':

'silhouettes_bbox': [[[15, 135], [584, 135], [584, 709], [15, 70911,
[[585, 801, [1194, 801, [1194, 684], [585, 68411,
[[o, 380], [69, 3801, [69, 7141, [0, 714111,

'silhouettes_count': 3,
'thumbnail': 'http://172.17.46.134/uploads/2020/05/18/counters/161506_thumb_XLMFWE. jpg',

'webhook_type': 'counters'}]

st mpocmorpa craryca orupasku Bedxyka B FindFace Security, BbimtosiHuTE CIIEYIONYIO KOMAH/TY:

sudo journalctl -u findface-security.service | grep 'WebhooksManager!'

OTBet B cnyvae ycnexa:

May 18 21:21:38 qa-2 ffsecurity[17851]: INFO [WebhooksManager] Updating "events" workers for

—webhooks: {2}

May 18 21:21:52 qa-2 ffsecurity[17851]: INFO
—Webhook updater processing message(type-"events:event_created").
—002617

May 18 21:21:52 qa-2 ffsecurity[17851]: INFO [WebhooksManager:2] <queue:
—2, type-"events") sent batch(len-1, type-"events"): ['4267685965791894192"']
May 18 21:21:53 ga-2 ffsecurity[17851]: INFO [WebhooksManager] [SC:v59UsC1V-VW:75c4a9ec]
—Webhook updater processing message(type-"events:event_created"). Consumer reception delta: O.
002386

[WebhooksManager] [SC:9KHqkQg7-VW:aa3afb8f]
Consumer reception delta: O.

0> Webhook worker(id-

(continues on next page)
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May 18 21:21:53 qa-2 ffsecurity[17851]: INFO [WebhooksManager:2] <queue: 0> Webhook worker (id-
—2, type-"events") sent batch(len-1, type-"events"): ['4267685968207813297"']
May 18 21:21:53 qa-2 ffsecurity[17851]: INFO [WebhooksManager] [SC:vKN1XiIn-VW:c0219d31],

—Webhook updater processing message(type-"events:event_created"). Consumer reception delta: 0.
—004499

May 18 21:21:53 qa-2 ffsecurity[17851]: INFO [WebhooksManager:2] <queue: 0> Webhook worker (id-
2, type-"events") sent batch(len-1, type-"events"): ['4267685968837561053"']
May 18 21:21:55 ga-2 ffsecurity[17851]: INFO [WebhooksManager] [SC:zZ08v4LJ-VW:feff75dd]

—Webhook updater processing message(type-"events:event_created"). Consumer reception delta: 0.
—001905

May 18 21:21:55 ga-2 ffsecurity[17851]: INFO [WebhooksManager:2] <queue: 0> Webhook worker (id-
—2, type-"events") sent batch(len-1, type-"events"): ['4267685973269790230"']
May 18 21:21:57 ga-2 ffsecurity[17851]: INFO [WebhooksManager] [SC:EbpDel24-VW:083688e2],

< Webhook updater processing message(type-"events:event_created"). Consumer reception delta: O.
—002017

May 18 21:21:57 ga-2 ffsecurity[17851]: INFO [WebhooksManager:2] <queue: 0> Webhook worker (id-
—2, type-"events") sent batch(len-1, type-"events"): ['4267685977917324748']
May 18 21:21:57 qa-2 ffsecurity[17851]: INFO [WebhooksManager] [SC:L5XoQTdq-VW:6f1e397£]

—Webhook updater processing message(type-"events:event_created"). Consumer reception delta: O.
—009237

May 18 21:21:57 qa-2 ffsecurity[17851]: INFO [WebhooksManager:2] <queue: 0> Webhook worker (id-
—2, type-"events") sent batch(len-1, type-"events"): ['4267685979796372941']
May 18 21:21:58 qa-2 ffsecurity[17851]: INFO [WebhooksManager] [SC:ZZ33mwuv-VW:adcad3a2]

—Webhook updater processing message(type-"events:event_created"). Consumer reception delta: O.
008542

May 18 21:21:58 qa-2 ffsecurity[17851]: INFO [WebhooksManager:2] <queue: 0> Webhook worker (id-
2, type-"events") sent batch(len-1, type-"events"): ['4267685980899116054"']
May 18 21:21:58 ga-2 ffsecurity[17851]: INFO [WebhooksManager] [SC:BfAQRgpO-VW:4c19b207]

—Webhook updater processing message(type-"events:event_created"). Consumer reception delta: O.
—003183

May 18 21:21:58 ga-2 ffsecurity[17851]: INFO [WebhooksManager:2] <queue: 0> Webhook worker (id-
—2, type-"events") sent batch(len-1, type-"events"): ['4267685982215838395']

OTBET, ecnn nonbiTka 6bina Heyp,aHHoﬁ:

May 18 21:29:09 qa-2 ffsecurity[17851]: INFO [WebhooksManager] [SC:jrGdiC7e-VW:2def51cf],
—Webhook updater processing message(type-"events:event_created"). Consumer reception delta: O.
—003909

May 18 21:29:09 qa-2 ffsecurity[17851]: WARNING [WebhooksManager:2] <queue: 1> Webhook worker(id-
2, type-"events") Error sending webhook: 405, message='Not Allowed'. Attempt 2 out of 10. Next
—attempt in 0.729 seconds.

May 18 21:29:10 qa-2 ffsecurity[17851]: INFO [WebhooksManager] [SC:jgqlszI7-VW:6a7feald]
—Webhook updater processing message(type-"events:event_created"). Consumer reception delta: O.
—002402

May 18 21:29:10 qa-2 ffsecurity[17851]: WARNING [WebhooksManager:2] <queue: 2> Webhook worker(id-
2, type-"events") Error sending webhook: 405, message='Not Allowed'. Attempt 3 out of 10. Next
—attempt in 1.968 seconds.

May 18 21:29:10 qa-2 ffsecurity[17851]: INFO [WebhooksManager] [SC:LLGB1RRR-VW:053d7c7d]
—Webhook updater processing message(type-"events:event_created"). Consumer reception delta: O.
—003794

May 18 21:29:11 qa-2 ffsecurity[17851]: INFO [WebhooksManager] [SC:4V123NQD-VW:a4640479],
—Webhook updater processing message(type-"events:event_created"). Consumer reception delta: O.
037162

May 18 21:29:11 qa-2 ffsecurity[17851]: INFO [WebhooksManager] [SC:QKY577ed-VW:41cd531al,
—Webhook updater processing message(type-"events:event_created"). Consumer reception delta: O.
—005274 (continues on next page)
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May 18 21:29:12 qa-2 ffsecurity[17851]: INFO [WebhooksManager] [SC:SVSrljln-VW:973ae0dd]
—Webhook updater processing message(type-"events:event_created"). Consumer reception delta: O.
004273

May 18 21:29:12 qa-2 ffsecurity[17851]: WARNING [WebhooksManager:2] <queue: 6> Webhook worker(id-
—2, type-"events") Error sending webhook: 405, message='Not Allowed'. Attempt 4 out of 10. Next
—attempt in 5.314 seconds.

May 18 21:29:12 ga-2 ffsecurity[17851]: INFO [WebhooksManager] [SC:phoO3HFd-VW:9c6812d1],
—Webhook updater processing message(type-"events:event_created"). Consumer reception delta: 0.
—019604

May 18 21:29:13 ga-2 ffsecurity[17851]: INFO [WebhooksManager] [SC:WDMmZ5MO-VW:842b3397],
—Webhook updater processing message(type-"events:event_created"). Consumer reception delta: O.
—231164

3.2.3 MoppobHble paHHble B Bebxykax (Verbose)

Ilo ymosrganuio onoBemiennst MO0 BEOXYKY COIEPIKAT TOJBKO UACHTU(MOUKATOPHI TAKUX O0DHEKTOB, KaK JI0CHE,
CIIUCKY HAOJIONAEHUsI, KAMEPhl U TPyHbl KaMmep. JIIst TOro ITo0bI MOIydaTh MOAPOOHYI0 HH(MOPMAIIHIO 1O
JIAHHBIM O0O'bEKTaM, BKJIIOYHUTE TOAPOOHBII PeXKUM onoBernennii mo sedxykam (pexkum verbose).

st aroro orkpoitre daitsr konduryparun findface-security u ycranosure B HeMm 'VERBOSE_WEBHOOKS' :
True:

sudo vi /etc/findface-security/config.py

FFSECURITY = {

# send serialized dossiers, dossier-lists, camera and camera groups in webhooks
'VERBOSE_WEBHOOKS': True,

B monpobrom pexkume oroBerneHns Mo BeOXyKy UMEIOT CJIeIyIonumii (hopMar:

CobbiTne (Verbose)

[{'acknowledged': True,
'acknowledged_by': None,
'acknowledged_date': '2020-07-30T14:41:52+00:00',
'acknowledged_reaction': '',
'bs_type': 'overall',
'camera': {'active': True,
'azimuth': None,

'comment': '',

'created_date': '2020-07-12T05:57:50.459974Z",
'group': 1,

'health_status': {'code': 'yellow',

'code_desc': 'Some faces from this camera '
"couldn't be processed",

'enabled': True,

|msgl: |I’

'statistic': {'decoding_soft_errors': O,

(continues on next page)
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'faces_failed': 17,
'faces_not_posted': O,
'faces_posted': 185,
'frames_dropped': 1066,
'frame_height': 1080,
'frames_imotion_skipped': O,
'frames_processed': 36421,
'frame_width': 1920
'job_starts': 1,
'processed_duration': 1499.44,
'processing_fps': 38.595585},
'status': 'INPROGRESS'},
'id': 1,
'latitude': None,
'longitude': None,
'modified_date': '2020-07-20T06:38:58.607160Z',
'name': '1',
'screenshot': 'http://172.17.47.245/cameras/1/screenshot/",
'stream_settings': {'api_timeout': 15000,
'draw_track': False,
'fd_frame_height': -1,
'ffmpeg_format': '',
'ffmpeg_params': [J,
'jpeg_quality': 95,
'max_face_size': O,
'md_scale': 0.3,
'md_threshold': 0.002,

'min_d_score': -1000,
'min_face_size': 0,
'min_score': -2,

'npersons': 4,

'overall': True,

'realtime': False,

'realtime_dly': 500,

'realtime_post_perm': False,

'roi': '',

'rot': '',

'tracker_threads': 4},

'stream_settings_gpu': {'ffmpeg_format': '',

'ffmpeg_params': [],
'filter_max_face_size': 8192,
'filter_min_face_size': 1,
'filter_min_quality': 0.45,
'imotion_threshold': O,
'jpeg_quality': 95,
'overall_only': True,
'play_speed': -1,
'realtime_post_every_interval': False,
'realtime_post_first_immediately': False,
'realtime_post_interval': 1,
'roi': '',
'rot': '',
'router_timeout_ms': 15000,
'router_verify_ssl': True,
'start_stream_timestamp': O,
'use_stream_timestamp': False},

(continues on next page)
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'threshold': None,
'url': 'http://a3569458063-s26881.cdn.ngenix.net/live/smil:r24.smil/chunklist_
—b1200000.m3u8?codec=mpeg4 '},
'camera_group': {'active': True,

'comment': ''
'created_date': '2020-07-12T05:48:09.537724Z"',
'deduplicate': True,
'deduplicateDelay': 10,

rid': 1,
'labels': {7},

'modified_date': '2020-07-17T01:41:22.944825Z"',

'name': 'Default Camera Group',

'permissions': {'1': 'view', '2': ‘'view', '3': 'view'},

'threshold': Nonel},

'confidence': 0.0,
'created_date': '2020-07-30T14:41:52+00:00"',
'episode': None,
'event_type': 'event_created',
'face': 'http://172.17.47.245/uploads/2020/07/30/event/144203_face_5ks7RN. jpg',
'features': {'age': None,

'beard': None,

'emotions': None,

'gender': None,

'glasses': None,

'liveness': None,

'medmask': None},
'frame': 'http://172.17.47.245/uploads/2020/07/30/event/144203_full_frame_0C4sG3. jpg',
'frame_coords_bottom': 427,
'frame_coords_left': 367,
'frame_coords_right': 600,
'frame_coords_top': 119,
'id': '4284552331019521692"',
'looks_like_confidence': None,
'matched': False,
'matched_dossier': None,
'matched_face': '',
'matched_lists': [{'acknowledge': False,

'active': True,

'camera_groups': [],

'color': '"ffffff',

'comment': 'Default list for unmatched evenets',
'created_date': '2020-07-12T05:48:09.3242647Z"',
'id': -1,

'modified_date': '2020-07-12T05:48:09.324369Z"',
'name': 'Unmatched',

'notify': False,
'permissions': {},
'remote_url': None,
'threshold': Nonel}],
'quality': -0.000112,
'scores': {'liveness_score': None,
'quality': -0.00011235895362900001,
"track': {'first_timestamp': '2020-07-30T14:41:51"',
'id': '313e117d86b3-203',
'last_timestamp': '2020-07-30T14:42:01'},
'track_duration_seconds': 4.799999999999272},
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'temperature': None,
'webhook_type': 'events'}]

OvkpbiTue anusopa (Verbose)

[{'acknowledged': True,
'acknowledged_by': None,
'acknowledged_date': None,
'acknowledged_reaction': ''

'best_event': '4284565234541639834"',

'camera_groups': [{'active': True,

'comment': '',

'created_date': '2020-07-12T05:48:09.537724Z"',
'deduplicate': True,

'deduplicateDelay': 10,

'id': 1,
'labels': {},
'modified_date': '2020-07-17T01:41:22.944825Z"',
'name': 'Default Camera Group',
'permissions': {'1': 'view', '2': 'view', '3': 'view'},
'threshold': Nonel],
'cameras': [{'active': True,
'azimuth': None,
'comment': ''
'created_date': '2020-07-12T05:57:50.459974Z"',
'group': 1,
'health_status': {'code': 'yellow',
'code_desc': 'Some faces from this camera '
"couldn't be processed",
'enabled': True,
'msg': '',
'statistic': {'decoding_soft_errors': 0,
'faces_failed': 20,
'faces_not_posted': O,
'faces_posted': 1027,
'frames_dropped': 4082,
'frame_height': 1080,
'frames_imotion_skipped': O,
'frames_processed': 153841,
'frame_width': 1920,
'job_starts': 1,
'processed_duration': 6320.04,
'processing_fps': 49.990253},
'status': 'INPROGRESS'},
'id': 1,

'latitude': None,
'longitude': None,
'modified_date': '2020-07-20T06:38:58.607160Z"',
'name': '1',
'screenshot': 'http://172.17.47.245/cameras/1/screenshot/"',
'stream_settings': {'api_timeout': 15000,
'draw_track': False,
'fd_frame_height': -1,
'ffmpeg_format': '',
'ffmpeg_params': [],
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'jpeg_quality': 95,
'max_face_size': O,
'md_scale': 0.3,
'md_threshold': 0.002,

'min_d_score': -1000,
'min_face_size': O,
'min_score': -2,

'npersons': 4,
'overall': True,
'realtime': False,
'realtime_dly': 500,
'realtime_post_perm': False,
'roi': '',
'rot': '',
'tracker_threads': 4},
'stream_settings_gpu': {'ffmpeg _format': '',
'ffmpeg_params': [],
'filter_max_face_size': 8192,
'filter_min_face_size': 1,
'filter_min_quality': 0.45,
'imotion_threshold': O,
'jpeg_quality': 95,
'overall_only': True,
'play_speed': -1,
'realtime_post_every_interval': False,
'realtime_post_first_immediately': False,
'realtime_post_interval': 1,
'roi': '',
'rot': '',
'router_timeout_ms': 15000,
'router_verify_ssl': True,
'start_stream_timestamp': O,
'use_stream_timestamp': Falsel},
'threshold': None,
'url': 'http://a3569458063-s26881.cdn.ngenix.net/live/smil:r24.smil/chunklist_
—b1200000.m3u8?codec=mpeg4'}],
'closed_date': None,
'created_date': '2020-07-30T16:01:52Z"',
'event_type': 'episode_open',
'events_count': 1,
'features': None,
'id': 104229,
'last_event': {'acknowledged': True,
'acknowledged_by': None,
'acknowledged_date': '2020-07-30T16:01:52+00:00',
'acknowledged_reaction': '',
'camera': 1,
'camera_group': 1,
'confidence': 0.0,
'created_date': '2020-07-30T16:01:52+00:00"',
'episode': 104229,
'face': 'http://172.17.47.245/uploads/2020/07/30/event/160210_face_LnGXeX. jpg',
'features': {'age': None,
'beard': None,
'emotions': None,
'gender': None,
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'glasses': None,
'liveness': None,
'medmask': Nonel},
'frame': 'http://172.17.47.245/uploads/2020/07/30/event/160210_full_frame_2N1x5Y.
—jpg',
'frame_coords_bottom': 254,
'frame_coords_left': 223,
'frame_coords_right': 319,
'frame_coords_top': 137,
'id': '4284565234541639834"',
'looks_like_confidence': None,
'matched': False,
'matched_dossier': None,
'matched_face': '',
'matched_lists': [-1],
'quality': 0.000206,
'scores': {'liveness_score': None,
'quality': 0.00020667129138,
'track': {'first_timestamp': '2020-07-30T16:01:48"',
'id': '313e117d86b3-1047"',
'last_timestamp': '2020-07-30T16:02:09'},
'track_duration_seconds': 19.56000000000131},
'temperature': None,
'video_source': None}l,
'matched_event': None,
'matched_lists': [{'acknowledge': False,
'active': True,
'camera_groups': [],
'color': 'ffffff',
'comment': 'Default list for unmatched evenets',
'created_date': '2020-07-12T05:48:09.324264Z"',
'id': -1,
'modified_date': '2020-07-12T05:48:09.324369Z"',
'name': 'Unmatched',
'notify': False,
'permissions': {},
'remote_url': None,
'threshold': Nonel}],
'open': True,
'temperature': None,
'webhook_type': 'episodes'}]

3akpbiTue anusoga (Verbose)

[{'acknowledged': True,

'acknowledged_by': None,

'acknowledged_date': None,

'acknowledged_reaction': '',

'best_event': {'acknowledged': True,
'acknowledged_by': None,
'acknowledged_date': '2020-07-30T16:05:09+00:00",
'acknowledged_reaction': '',
'camera': 1,
'camera_group': 1,
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'confidence': 0.0,
'created_date': '2020-07-30T16:05:06+00:00"',
'episode': 104236,
'face': 'http://172.17.47.245/uploads/2020/07/30/event/160509_face_PXGmaZ. jpg',
'features': {'age': None,
'beard': None,
'emotions': Nomne,
'gender': None,
'glasses': None,
'liveness': None,
'medmask': Nonel},
'frame': 'http://172.17.47.245/uploads/2020/07/30/event/160509_full_frame_YeIRKk.
—Jjprg',
'frame_coords_bottom': 322,
'frame_coords_left': 465,
'frame_coords_right': 574,
'frame_coords_top': 190,
'id': '4284565716150084776',
'looks_like_confidence': None,
'matched': False,
'matched_dossier': None,
'matched_face': '',
'matched_lists': [-1],
'quality': -0.000468,
'scores': {'liveness_score': None,
'quality': -0.000468814512714,
"track': {'first_timestamp': '2020-07-30T16:04:56',
'id': '313e117d86b3-1071",
'last_timestamp': '2020-07-30T16:05:08'},
'track_duration_seconds': 8.159999999999854},
'temperature': None},
'camera_groups': [{'active': True,
'comment': '',
'created_date': '2020-07-12T05:48:09.537724Z"',
'deduplicate': True,
'deduplicateDelay': 10,

'id': 1,

'labels': {},

'modified_date': '2020-07-17T01:41:22.944825Z"',

'name': 'Default Camera Group',

'permissions': {'1': 'view', '2': 'view', '3': 'view'},

'threshold': Nonel}],
'cameras': [{'active': True,
'azimuth': None,

'comment': '',

'created_date': '2020-07-12T05:57:50.459974Z"',
'group': 1,

'health_status': {'code': 'yellow',

'code_desc': 'Some faces from this camera'
'cannot be processed',
'enabled': True,

msg': s

'statistic': {'decoding_soft_errors': 0,
'faces_failed': 20,
'faces_not_posted': O,
'faces_posted': 1051,
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'frames_dropped': 4253,
'frame_height': 1080,
'frames_imotion_skipped': O,
'frames_processed': 158401,
'frame_width': 1920,
'job_starts': 1,
'processed_duration': 6509.28,
'processing_fps': 48.428185},
'status': 'INPROGRESS'},
'id': 1,
'latitude': None,
'longitude': None,
'modified_date': '2020-07-20T06:38:58.607160Z"',
'name': '1',
'screenshot': 'http://172.17.47.245/cameras/1/screenshot/',
'stream_settings': {'api_timeout': 15000,
'draw_track': False,
'fd_frame_height': -1,
'ffmpeg_format': '',
'ffmpeg_params': [J,
'jpeg_quality': 95,
'max_face_size': O,
'md_scale': 0.3,
'md_threshold': 0.002,

'min_d_score': -1000,
'min_face_size': O,
'min_score': -2,

'npersons': 4,
'overall': True,
'realtime': False,
'realtime_dly': 500,
'realtime_post_perm': False,
'roi': '',
'rot': '',
'tracker_threads': 4},
'stream_settings_gpu': {'ffmpeg_format': '',
'ffmpeg_params': [],
'filter_max_face_size': 8192,
'filter_min_face_size': 1,
'filter_min_quality': 0.45,
'imotion_threshold': O,
'jpeg_quality': 95,
'overall_only': True,
'play_speed': -1,
'realtime_post_every_interval': False,
'realtime_post_first_immediately': False,
'realtime_post_interval': 1,
'roi': '',
'rot': '',
'router_timeout_ms': 15000,
'router_verify_ssl': True,
'start_stream_timestamp': O,
'use_stream_timestamp': False},
'threshold': None,
'url': 'http://a3569458063-s26881.cdn.ngenix.net/live/smil:r24.smil/chunklist_
—b1200000.m3u8?codec=mpeg4'}],
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'closed_date':
'created_date':

'2020-07-30T16:05:24.0773317Z2",
'2020-07-30T16:04:02Z",

'event_type': 'episode_close',

'events_count':

4,

'features': None,

'id': 104236,

'last_event': {'acknowledged': True,

;’jpg’ >

'matched_event':

'matched_lists'

'acknowledged_by': None,
'acknowledged_date': '2020-07-30T16:05:09+00:00',
'acknowledged_reaction': '',
'camera': 1,
'camera_group': 1,
'confidence': 0.0,
'created_date': '2020-07-30T16:05:06+00:00"',
'episode': 104236,
'face': 'http://172.17.47.245/uploads/2020/07/30/event/160509_face_PXGmaZ. jpg',
'features': {'age': None,
'beard': None,
'emotions': Nomne,
'gender': None,
'glasses': None,
'liveness': None,
'medmask': None},
'frame': 'http://172.17.47.245/uploads/2020/07/30/event/160509_full_frame_YeIRKk.

'frame_coords_bottom': 322,
'frame_coords_left': 465,
'frame_coords_right': 574,
'frame_coords_top': 190,
'id': '4284565716150084776',
'looks_like_confidence': None,
'matched': False,
'matched_dossier': None,
'matched_face': '',
'matched_lists': [-1],
'quality': -0.000468,
'scores': {'liveness_score': None,
'quality': -0.000468814512714,
"track': {'first_timestamp': '2020-07-30T16:04:56',
'id': '313e117d86b3-1071",
'last_timestamp': '2020-07-30T16:05:08'},
'track_duration_seconds': 8.159999999999854},
'temperature': None},
None,
: [{'acknowledge': False,
'active': True,
'camera_groups': [],
'color': 'ffffff',
'comment': 'Default list for unmatched evenets',
'created_date': '2020-07-12T05:48:09.324264Z"',
'id': -1,
'modified_date': '2020-07-12T05:48:09.324369Z"',
'name': 'Unmatched',
'notify': False,
'permissions': {},
'threshold': Nonel],
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'open': False,
'temperature': None,
'webhook_type': 'episodes'}]

3anuck cuetunka (Verbose)

[{'camera': {'active': True,
'azimuth': None,

'comment': '',
'created_date': '2020-07-12T05:57:50.459974Z",
'group': 1,
'health_status': {'code': 'green',
'code_desc': 'Bcé B mopsazmke',
'enabled': True,
'msg': '',
'statistic': {'decoding_soft_errors': 0,
'faces_failed': O,
'faces_not_posted': O,
'faces_posted': 55,
'frames_dropped': 309,
'frame_height': 1080,
'frames_imotion_skipped': O,
'frames_processed': 3181,
'frame_width': 1920,
'job_starts': 3,
'processed_duration': 139.68,
'processing_fps': 184.37485},
'status': 'INPROGRESS'},
'id': 1,

'latitude': None,

'longitude': None,

'modified_date': '2020-07-30T19:56:40.773455Z",

'name': '1',

'screenshot': 'http://172.17.47.245/cameras/1/screenshot/"',

'stream_settings': {'api_timeout': 15000,
'draw_track': False,
'fd_frame_height': -1,
'ffmpeg_format': '',
'ffmpeg_params': [],
'jpeg_quality': 95,
'max_face_size': 0,
'md_scale': 0.3,
'md_threshold': 0.002,

'min_d_score': -1000,
'min_face_size': O,
'min_score': -2,

'npersons': 4,

'overall': True,

'realtime': False,
'realtime_dly': 500,
'realtime_post_perm': False,

roi': .
lrotl: ll,
'tracker_threads': 4},
'stream_settings_gpu': {'ffmpeg_format': '',
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'ffmpeg_params': [],
'filter_max_face_size': 8192,
'filter_min_face_size': 1,
'filter_min_quality': 0.45,
'imotion_threshold': O,
'jpeg_quality': 95,
'overall_only': False,
'play_speed': -1,
'realtime_post_every_interval': False,
'realtime_post_first_immediately': False,
'realtime_post_interval': 1,
'roi': '',
'rot': '',
'router_timeout_ms': 15000,
'router_verify_ssl': True,
'start_stream_timestamp': O,
'use_stream_timestamp': False},
'threshold': None,
'url': 'http://a3569458063-s26881.cdn.ngenix.net/live/smil:r24.smil/chunklist_
—b1200000.m3u8?codec=mpeg4 '},
'camera_group': {'active': True,

'comment': '',

'created_date': '2020-07-12T05:48:09.537724Z"',

'deduplicate': True,

'deduplicateDelay': 10,

'id': 1,

'labels': {3},

'modified_date': '2020-07-17T01:41:22.944825Z",

'name': 'Default Camera Group',

'permissions': {'1': 'view', '2': 'view', '3': 'view'},

'threshold': Nonel},
'counter': {'active': True,
'camera': 1,
'count_interval': 5,
'created_date': '2020-07-30T17:56:01.469273Z"',
'detect_faces': True,
'detect_silhouettes': False,

'id': 1,
'modified_date': '2020-07-30T19:58:31.544631Z',
'name': '123',
'roi': [[0, 0], [1024, 0], [1024, 5761, [0, 57611},
'counter_name': '123',
'created_date': '2020-07-30T20:17:01.4435327"',
'event_type': 'counter_record',

'faces_bbox': [[[327, 289], [474, 289], [474, 485], [327, 485]11,

'faces_count': 1,

'fullframe': 'http://172.17.47.245/uploads/2020/07/30/counters/201701_fullframe_fDHIf4. jpg',
'id': 1253,

'silhouettes_bbox': None,

'silhouettes_count': O,

"thumbnail': 'http://172.17.47.245/uploads/2020/07/30/counters/201701_thumb_I5fzIP. jpg',
'webhook_type': 'counters'}]
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3.3 WNuTterpauyumn c naptHepamn

3.3.1 Genetec Security Center

Murerpanust FindFace Security ¢ mporpammubim komiuiekcom Genetec Security Center mozBosisier 106aBisiTh
GbYHKIMOHAJI PACITO3HABAHUS JIAIL B CUCTEMBI Oe3onacHocTu Ha Oaze Genetec.

Hacrpoiika nHterpayun

WNurerpanusa ¢ Genetec Security Center peasmsdyercsi uepes mrarnn findface-genetec. Ilo ymosrganuio
IJIarnH OTKJIIOYEH.

Ilepen, macrpoiikoit maTerparmuu na croporne FindFace Security paseeprnure mporpammuoe obecriedenne
Genetec Web SDK u Media Gateway u cozmaiite B Genetec Security Center oroserenre Alarm, KOTopoe
Oyaer orobpaxkarbcsi Ipu HacTyiiernn B FindFace Security cobbiTusi pacrio3HaBaHus JIUIA.

Baxkno: st Toro urobsr marerpanus Genetec-FindFace paborasa, Bam Takxke monamoburcs mpuobpe-
CTH COOTBETCTBYIOILYIO junen3uio y Genetec (Homep 1o karasiory sunensuii GSC-1SDK-Ntech-FindFace) u
akTuBupoBaTh ee B Genetec Security Center.

Furchase order

Part # Description Quantity

GSC-5.8 Yersion 5.8 1

GSC Omnicast Enterprise Package which includes: Archiving and Auziliary Archiving support, Media Router, Audio, Remote
Security Desk, Camera Sequences, Camera Blocking, Camera Dewarping, Hardvrare Malbrix Support, Time Zone, Edge
recording and trickling, Keyboard and Joystick Support, Max. 300 cameras per Archiver / 100 cameras on the Directory
machine

Genetec Security Center (GSC) Base Package - Yersion 5.8 which includes: 1 Directory, 5 Security Desk client connections
(incl. Web Client), Plan Manager Basic, Alarm Manage ment, Advanced Reporting, System Partitioning, Zone Monitoring,
K Modules Support, Email Support, Macros Support (actual macro

GSC-
Base-5.8

GSC-Om- 4 2 mera connection

E-1C

GSC- One (1) Genetec Security Mobile app connection Supported only with GSC Mobile
1Mobilel " ' ’ " B y B

GSC-

15DK-

Mtech-

FindFace

One (1) Genetec SDK connection for Mtech with FindFace

B 3Toin rnase:
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e Hacmpotixa Genetec Web SDK u Media Gateway

Cosdanue onosewenus 6 Genetec Security Center
o Brarwuenue unmezpavuy Genetec 6 FindFace Security
e Hacmpotixa movex docmyna 6 FindFace Security

o Hmnopm xamep us Genetec Security Center

e (Cosdanue cnuckos nabaodenus u docve 6 FindFace Security

Hacrpoiika Genetec Web SDK u Media Gateway

st Toro arobsr pazsepuyTh Web SDK, ucnonbsyitre I1I0 Genetec Config Tool. Jlerasun macTpoilku mpu-
BeJieHbl B oUIUAIBHON ciipaBodnoii mokymentaruu Security Center Administrator Guide -> Chapter 52:
Role Types -> Web-based SDK configuration tabs.

® General settings  Roles B Schedules @ Scheduled tasks % Macros Output behaviors B i Web-based SDK

hd m =} L

Identity | Properties | Resources

B Health Monitor
Map Manager
® Media Gateway Streaming port:
—T Media Router

B Report Manager

- Web-basedSDK | cl
EREEETT S Us- ss. comection: (@)

Zone Manager

Base URE | WebSdk

=4 Addanentity 2 Delete 4% Maintenance ~

st Toro urobbl paszsepuyTh Media Getaway B Genetec Config Tool, o3HakoMbTECH € COEP:KAHUEM IJIABbI
Security Center Administrator Guide -> Chapter 24: Video Deployment.
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* System = Video /] © Mams /. Network view

® General settings * Roles BB Schedules @ Scheduled tasks $ Macros Output behaviors £

? Media Gateway

L]

Identity | Properiss | Resources

Start multicast addr

Media Router
B Report Manager
wx Web-based SDK Sample URL:

User authentication: (R

%% Admin
%9 ntech

Listening port

Zone Manager

Use the default web ports of the

Web address:

= Addanentity ) Delete ¥ Mainterance =

Baxkno: VYo6emurech, uTo daiipBos HacTpoeH takuMm obpazom, uaro moptel WebSDK u Media Gateway

OCTAaIOTCA OTKPBITBIMMU.

Cozpanue onoseuweHns B Genetec Security Center

Cospaiite u macrpoiite HoBoe onosernenne Alarm B Genetec Config Tool, pykoBoscTBysich pazjesnom Security
Center Administrator Guide -> Chapter 48: Alarms -> Creating Alarms.
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# Config Tool " J/ B Video & Alarms Network view
© Marms "= Monitor groups iy © ntech test alarm

=] = B
Identity | Properties | Advanced

+| highest T lowest

Recipients: | Recipient
% ntech
% Admin

% Administrators
T

Broadcast mode: All at once

Attached entities:

+

ption: | Playback - Playii :}SEC before alarm

Live
Content cycling:
A = |Playback
Live and playback
Live and still frames

sk flarm v X Delete  ® Trigger alarm Still frames lopy configuration tool = Audit trails

Coset: Ha Bknanke Properties BeiOepute Ty om0 oTobparkenusi Bujeo Video display option, koropas B
HanbOJIBIIel CTeIreHn COOTBETCTBYeT BamuM HyxkKmaaM. ocrymnnse ommun Live, Playback, n . m.

Coser: JIjist Toro 4To6bl aKTUBUPOBATE orepaluu ¢ onoseniearneM Alarm Procedures u aBronoBopor Bujieo
HEITOCPEICTBEHHO BO BCILIBIBAIOINEM OKHe omoBemteHus, Bkaounte Content cycling.

IIpu macrpoiike unTerpaiun Ha cropone FindFace Security Bam morpebyercst BBecTn Jiormdeckoe id omose-
IeHnsI, KOTOpOe 3a/1aeTcs Ha BKJajke Identity.
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/™ Video 2 " Netwoark view

= Monitor groups i © ntech test alarm

(=] =
Identity | Properties  Advanced

Type: Alarm

ech test alarm

* ntech test alarm
» 1 Redpients

»  Actions

= Alarm v ) Delete  ® Triggeralarm ¥/ Forcibly acknowledge all slarms P Copy configurationtool = Audit trails

Bkntouenne unterpauumn Genetec 8 FindFace Security

st Toro urobs! akTuBUpoBaTh HHTErpanuto Genetec B FindFace Security, BbIloJiHUTE ClieyroIue AeficTBUs:

1. Bxmouure IJIaruH findface-genetec. Lot 39TOr'0 OTKpoiTe daitn KOH(DU-
rypanuau findface-security u PacKOMMEHTHUpYiTe CTPOKY INSTALLED_APPS.
append (‘ffsecurity_genetec’). Yoenurech, 9TO IO KpailHeil Mepe OIH U3 CJIELYIONNX IapAMETPOB
3anan: SERVICE_EXTERNAL_ADDRESS mymm EXTERNAL_ADDRESS.
sudo vi /etc/findface-security/config.py
# SERVICE_EXTERNAL_ADDRESS ts prioritized for FFSecurity webhooks and Genetec plugin.

# EXTERNAL_ADDRESS is used instead +f SERVICE_EXTERNAL_ADDRESS is mot provided.
# You must provide either SERVICE_EXTERNAL_ADDRESS or EXTERNAL_ADDRESS in order
# to be able to work with FFSecurity webhooks and Genetec plugin.
SERVICE_EXTERNAL_ADDRESS = 'http://127.0.0.1'

# EXTERNAL_ADDRESS is used to access objects created instide FFSecurity via external links.
EXTERNAL_ADDRESS = ''

# FINDFACE SECURITY PLUGINS

# ==================================-============================================
# Uncomment lines below to enable plugins. Please consult documentation for

# a plugin specific settings.

# s=s=====s=s====s=== (enetec ======s==ss==s=====
INSTALLED_APPS.append('ffsecurity_genetec')

2. ITlepenecure cxemy 6a3bl Janubix n3 FindFace Security B PostgreSQL u 3aH0BO co3/1aiiTe TPYIIIBI OJIb-
3oBaTeJIel ¢ nPedycmano8AeHHLMY TPABAMH.
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sudo findface-security migrate
sudo findface-security create_groups

3. Ilepezamycrure findface-security.

sudo systemctl restart findface-security.service

Hacrpoiika touek gocryna B FindFace Security

st Toro urobsr ycranoBuTh coenunenue mex iy FindFace Security u Genetec Security Center, BuimosiauTe
CcJeAyIome NeiicTBUAL:

1. Iepeiiaure Ha BRAaIKY Hacmpotxu. Beibepure Genetec.
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HacTponku genetec

KoHburypauus

Cepeep

Media

2. B cekmusax Cepsep u Media, yrkaxure nacmpotku Todek moctyna Web SDK u Media Gateway.

Baxkno: IToprer WebSDK u Media Gateway J0JIKHBI OBITH OTKPBITHI.

3. B cekmun guilabel:Ids ykaxure sozuveckuti id onopemenusi Alarm, KoTopoe OyIeT 0ToOpaxKaTbCsi B
Genetec Security Center npu mHactymiennn cobbiTusi pacrnosnaBanus Juia B FindFace Security.
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CoXpaHUTh

4. Haxmure Coxparnums. Ecan coenmnenune ¢ Genetec Security Center ycremno ycTaHOBJIEHO, CTaTyC
Oyzmer aBTOMaTHIecKu m3MeHeH Ha Ckonduzypuposan.

Mmnopt kamep n3 Genetec Security Center

Kak tonmbko coemumuenme ¢ Genetec Security Center ycTaHOBIEHO, MOXKHO WMIIOPTUPOBATH Kamephbl. Jljist
sroro Boibepure Kamepw Ha BiIaake Genetec nu Haxkvure Hmnopm.

Genetec Settings

EINEIES

Import Cameras

Import

JanHoe neiictBue cozmact 2pynny kamep Genetec, BKIIOUYAIONLYIO B cebst Bce Kamepbl u3 Genetec Security
Center.

Camera Groups

JLj1st TOoro 9TOOBI TOCMOTPETH CIIMCOK KaMep, Ha naHen Hapuraimn FindFace Security nepeiiure Ha BKJIQIKY
Kamepoi. st TOro 91001 UCKIIFOUUTD KAMEPY M3 PACIO3HABAHUSI JIUIL, IIPOCTO JIE3aKTUBUPYITE €€ B 3TOM
CTITICKE.

Co3paHune cnuckos HabnwgeHns n gocoe B FindFace Security

Tlocne macTpoiiku TOYEK TOCTYNa M UMIIOPTA KaMEp 3aBEPIIMUTE WHTETPAIUIO, CO3MaB 003y JaHHuL Jocve.
TTocste aToro omnoBerennsi 0 COOBITHSAX PACIIO3HAHUS JIUIL OYyT aBTOMATHYECKH OTHPaBJsThesa B Genetec
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Security Center. Cm. Onosewenusn ¢ Genetec Security Center.

Onoseuwenusn B8 Genetec Security Center

Kaxknoe cobbiTie pacroznasanus Juia ¢ kKamepbl Genetec, /st KOTOPOro HaliIeHO J0Che, AKTUBUPYET COOT-
BercrByomiee onoserienne alarm B Genetec Security Center. Kaxkioe onoserrienne, ornpasiennoe FindFace
Security, cBA3bIBAETCS ¢ KAMEPOW-UCTOTHUKOM COOBITHSI PACIIO3HABAHUS JIUIA, TIO9TOMY BbI MOXKETE CPa3y XKe
[IPOCMATPHUBATH KUBOE UJIU apXUBHOE Bueo B 3ajade Alarm Monitoring B Genetec Security Desk. FindFace
Security Takke ucnosb3yer omnepanuu ¢ omnosernenuem Alarm Procedures jist obecriedenust moJyib30BaTe st
JIOTIOJTHUTEJIbHBIMU JIAHHBIMUA IO COOBITUIO, TAKUMU KaK:

e oOHapy’KEeHHOE Ha BUJIEO JIUIIO

e HaliJleHHOE TIOXO0XKee JINIO U3 H6A3bl JAHHBIX JI0CHE

® UMsi YeJIOBEKA M KOMMEHTAPU U3 T0CHE

® CTEeleHb CXOXKECTH JHI (yBEPEHHOCTH AJrOPUTMA B COBIAJICHNN )
® Ha3BaHUE CHUCKA HADJIIOJICHUST

® IIOJIHBLIA KaJp

%, Alarm monit.

Current entity:

= 172232171 - Camera... |

O6paboTKa MMOJIyIEHHOTO OIOBEIIEHUs O PACIIO3HABAHUSI JINIA BBITOJHIETCS AHAJOTUIHO JPYTUM OIMOBEIIe-
uusim B Genetec Security Center.

3.3.2 Axxon Next

WNurerpanus FindFace Security ¢ mporpammubim komiutekcom Axxon Next moszsosisier oOpabarbiBaTh BU-
JIEOTIOTOKN M3 CHCTEMbI 6e30macHOCTH Ha 6a3e AXXon W aHAJM3WPOBATHL WX HA IMpEJAMeT HAJWYUS JIUI U3
JIOChe.

Baxkno: Opun skzemiuisip FindFace Security moxkeT B3anMomeiicTBOBATh TOJBKO ¢ OHUM cepBepoM Axxon
Next.

MHTeraHI/IH ¢ Axxon Next BBIIIOJIHSIETCS ¢ UCIIOJIb30BAHUEM ILJIArMHA, ffsecurity_axxon.
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st Toro urobsl HacTpouTh uHTerpanuio ¢ Axxon Next 8 OC Ubuntu, BeIlOJIHUTE ClIeyoIIne AefiCTBUs:

1. AxruBupyiiTe mJIaruH, packKOMMeHTHpPOBaB B ailie kKoudurypammu /etc/findface-security/
config.py crpoky INSTALLED_APPS.append(‘ffsecurity_axxon’).

sudo vi /etc/findface-security/config.py

# Uncomment lines below to enable plugins. Please consult documentation for
# a plugin specific settings.

# =============== Jggon ================
INSTALLED_APPS.append('ffsecurity_axxon')

2. B daite koudurypanun packommerntupyiire cexnuio FFSECURITY->AXXON. 3amosnure ee Tak, Kak
[OKa3aHO B NpHMepe HuXKe. B mapamerpe api ykaxkure ajpec cepsepa Axxon Next, mo KoTopomy
FindFace Security 6ymer obpamarbcs kK API Axxon u 3a HLS-nmorokamu apxusa. B mapamerpe rtsp
yKaxKuTe obImil ajipec BUIEONOTOKOB Ha cepBepe Axxon Next. name, user, password: uMsl cepBepa
Axxon Next n ydyerHble JaHHbIE IS JOCTYIIA K HEMY.

FFSECURITY['AXXON'] = [
{
'name': 'server_name',
'api': 'http://example.com/',
'rtsp': 'rtsp://example.com:554/"',
'user': 'user',
'password': 'password',
}
]

3. (Onuumonasbuo). Eciu B coObITHAX PACIO3HABAHUS JIULT TPEOYeTCst 0TOOPaXKaTh KJIUIbI BUIEO U3 AXXON
Next, packommentupyiire cekrnio FFSECURITY_UI_CONFIG[‘dossier’].

FFSECURITY_UI_CONFIG['dossier'] = {
'video': True,

4. Cospnaiire kamepsl B FindFace Security (em. Vnpasaenue sudeokamepamu). Tlpu cozmannu Kkavep BaM
norpebyercst BBectn ux URL B dhopmate axxon:<friendlyNameLong>, ryie friendlyNameLong - ums
kaMepbl Ha cepBepe Axxon Next. /lannoe uMsi MOKHO IMOCMOTpeTh B mHTepdeiice Axxon, uiam depes
API Axxon, BBIIIOJIHUB KOMAHLY:

curl http://user:password0127.0.0.1/video-origins/
{
"OLOLOE-DEV/DevicelIpint.vhod_1/SourceEndpoint.video:0:0" : {
"friendlyNameLong" : "vhod_1.Vhod_1",
"friendlyNameShort" : "Vhod_1",
"origin" : "OLOLOE-DEV/Devicelpint.vhod_1/SourceEndpoint.video:0:0",
"state" : "signal_restored"
}
}

Jnsa equncrBenHoit kKameps! u3 npumepa Boite URL momken ObITh 3a/1aH Kak axxon:vhod_1.Vhod_1.
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Ha stom nacrtpoiika mHTerparuu OyjaerT 3aBepiiena. Ecium wHTerparusi HacTpoeHa KoppekTHo, FindFace
Security 6yser BBINOJHSITH TPOBEPKY HAJUYHUsI JIWI[ U3 JIOChe B BujeonoTokax Axxon Next, a B cOOBITHSIX
pacnozHaBaHug Jiull OyJyT 0ToOpazKaThca Kauibl Bugeo u3 Axxon Next (mpu cOOTBETCTBYIONMX HACTPOIi-
Kax).

3.3.3 Sigur

MNarerpanust FindFace Security co CKY/I Sigur obecrieunBaer 3¢ppeKTUBHBIN KOHTPOJIb YIIPABJIEHHUS JOCTY-
[IOM C MUCHOJIb30BaHUEM CUCTEMBI PACIIO3HABAHUS JIUIL.

B atom paspgene:

o Ocobenrnocmu unwmezpayuu FindFace Security u Sigur
e Vemanoska u wacmpotika FindFace Security
e Vemanoska u wacmpotika 110 Sigur
— Yemanoska 110 Sigur
— Hacmpotika ydanennozo nodkaovwerus x 6aze 0aHHoT (0NUUOHAABHO)
— Hacmpotuxa Cepsepa Sigur
— Hacmpotxa Kauenma Sigur

— Jobasaenue noavsosamenet

L] H])OGC[)’)C(I CUHZPOHU3AUUU CUCITNEM

OcobenHoctn nurerpauumn FindFace Security u Sigur

L[] HHTeraHHH HE IIOAOEP2KUBAECT IIarnHaIUIO.

Kument Sigur ormaer FindFace Security Bce muiia cpasy B ogHOM json. [Ijist GOIBIIOrO KOJTMIECTBA JIHI]
9710 3aHMMaer MHOro Bpemenn (10x s Gostee 30 cexkynn). Ilpu HacTpoiike HEOOXOIMMO yBEJUUEHUE
TafiMayTOB, a TAKXKe HCIOJL30BAHUE BEPCUHM CepBEpa/KJIMEHTa Sigur ¢ yBEJUYEHHLIMU TaiiMayTaMu

(>= 1.0.60.23).
e luTerparus He MOIIEp:KUBAET 00PAbOTKY OmMuOOK poTorpadmii.

B cayuae eciim ma doto Oosiee ofHOrO JHUIA JUOO KATECTBO JIUIA HUKE TPEeOYyEeMOro YpPOBHS, TOCHE
Oyner cozmaBaThesa 6e3 dorto. Ilpu Hamuamu Ha PHOTO HECKOIHKUX JIUI] PEKOMEH/IYETCs MUCIOIH30BATH
onuuto biggest mjist BBIOOpa caMoro GOJIBIIONO JIUIA.

YcraHoBka n Hactpoiika FindFace Security

Vceranoeka FindFace Security He oryimuaercst or munosgot.

Ba>kno: FEcau BBl HacTpamBaeTe MHTErPAIUIO C yKe CYIIECTBYIONEH CUCTeMOIl, yOoeanTech, YTO B CIIMCKE
nabiofenns Default watch list ¢ id = 1 OTCYTCTBYIOT JIAIA, TIOCKOJIBKY 10 YMOJIAHIIO CHHXPOHU3AIIAS
Joche Sigur wjer ¢ JAHHBIM CIIUCKOM HAOJIIOJICHUsT M OH JOJIPKEH OBITH ILYCTBIM.
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'HJ'IH BKJIIOYE€HUA MHTErpaluun C Sigur BBIIIOJIHUTE CJIEJIYIOIIue JIeCTBUS:

1.

Orkpoiite daitn kouduryparun findface-security m packommentupyiite 6ok minaruaa SIGUR u
610k CUSTOM_FIELDS.

sudo vi /etc/findface-security/config.py

#================ §qgur =====s=s===========
# keep in mind, that SIGUR plugin also uses CUSTOM_FIELDS and THUMBNAIL_MAX_WIDTH settings
INSTALLED_APPS.append('ffsecurity_sigur')
SIGUR = {

'LOGIN': 'admin',

'PASSWORD': 'admin',

'MF_SELECTOR': 'biggest', # what to do with several faces in sigur person photo;
—allowed ['biggest’, 'reject']

'ONLY_RT_EVENTS': True # only events with bs_type == realtime
}

FFSECURITY = {

# -- Optional parameters --

# Edit CUSTOM_FIELDS section to customize dossier content.
# Below is an example for integration FindFace Security with Sigur.

'CUSTOM_FIELDS': {
'dossier_meta': {

'items': [
{
'name': 'personid',
'default': '',

'label': 'PersonID',
'display': ['list', 'form'],

'description': 'Sigur person ID'
1,
{

'name': 'firstname',

'default': '',

'label': 'First Name',

'display': ['list', 'form'],

'description': 'Sigur first name'
1,
{

'name': 'lastname',

'default': '',

'label': 'Last Name',

'display': ['list', 'form'],

'description': 'Sigur last name'
}’
{

'name': 'version',

'default': '',

'label': 'Versiomn',

'display': ['list', 'form'],

'description': 'Sigur photo version'
}

(continues on next page)
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2.

(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

1,
"filters': [
{
'name': 'personid',
'label': 'Sigur person ID filter',
'field': 'personid'
¥
]

}1

IIpuymaiiTe JJOrUH U APOJIb, KOTOPbIE OYJIyT MCIIOJIL30BaThCA it apropusanun FindFace Security B
I1O Sigur, u ykakute ux B nosssx LOGIN u PASSWORD 6soka SIGUR.

B napamerpe MF_SELECTOR Toro ke 0JI0Ka yKaXKuTe, KaK J0JIYKHA BBIIOJHITHCsT 00paboTKa HOTO, ecn
HA HEM IIPUCYTCTBYET HECKOJIbKO JiuIl: 06paborarh camoe Gosbmoe jmno (biggest) mim OTKIOHUTDH
dororpaduio (reject).

Ilepenecure cTpyKTypy ocHOBHOMI 6a3bl jJaHHbIX n3 FindFace Security B PostgreSQL. Ilepesamycrure
ceppuc findface-security.

sudo findface-security migrate
sudo systemctl restart findface-security.service

YcraHoBka un Hactpoiika MO Sigur

Ycranoska MO Sigur

s yecranosku 11O Sigur BbimosHuTE Caeyoomnue AeiiCTBUsL:

1. Ha caiite Sigur y3HaiiTe uMmeHa deb-miakeToB st caMOil aKTyaJIbHOI Bepcuu Sigur.
2. BarpysuTe CKpUIIT yCTAHOBKU sigur_install.sh B IpOM3BOJIBHBII KATAJIOT HA cepBepe (HAIpUMep, B
/home/username/). 3aMeHUTE B HEM MMEHA 3aIPY2KAEMbIX IIAKETOB Ha AKTyaJbHbIE.
Mpumep ckpunta
#!/bin/bash
#0wucmka neped ycmaHoskol
cd 7/
rm -R spnx/
mkdir spnx
cd spnx
#laa axkmusayuu sudo
sudo 1s
#Ycmaroeka 3asucumocmel
sudo apt update
sudo apt install -y openjdk-8-jre
sudo apt install -y mysql-server
#3a2pyska nakemoe - MSMEHUTE VMMEHA HA AKTYAJIBHHE
wget https://sigursys.com/dl/spnxclient_1.0.60.1-0_all.deb
wget https://sigursys.com/dl/spnxserver_1.0.60.1-0_amd64.deb
#Ycmaroska
sudo dpkg -i spnx*
(continues on next page)
266 Fnaesa 3. PykoBoacTBo no uHTerpauymm



https://sigursys.com/download.php

FindFace Security, Boinyck 4.4

(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

#3anyck
sudo spnxadmin &
spnxclient &

3. U3 karasora co CKpUIITOM CJiejIaifiTe CKPUIT UCIIOTHAEMBIM.

chmod +x sigur_install.sh

4. BeimosuuTe CKpPUIIT.

sudo ./sigur_install.sh

Hacrtpoiika yganeHHoro nogksntodeHus k 6ase gaHHbix (onumoHanbHO)

st HacTpoiiKy 6a3bl JTAHHBIX BBITOJHUTE CJIEIYIONINE JeHCTBUS:

1. 3agaiiTe naposb A5 IOJIL30BATENA TOOot.

~/spnx$ sudo mysql

mysql> ALTER USER 'root'@'localhost' IDENTIFIED WITH mysql_native_password BY
— 'YourRootPassword';
Query OK, O rows affected (0.00 sec)

2. B caydae eciiu TpebyeTcst 3allyCKaTh KJAUEHT Sigur Ha MallliHe U3 JIOKAJIBHOI ceTH, a He ¢ localhost,
UCITI0JIb30BaHUE [T0JIb30BATEIIs YOOt OyIeT HEBO3MOXKHBIM, IIOCKOJIBKY JIJIsi HEN'O €CTh TOJIBKO JIOKAJIBHBIH
JOCTYII.

s yajeHHOro MOAK/II0YeHnsT K 0a3e JaHHBIX CO3/afiTe OTAEIHHOTO MOJIHB30BATESI U IIPEJIOCTABHTE
eMy IIpaBa.

Huke nmpuBesieH npumep co3iaHus Moab30BaTe s skud ¢ TapoieM XXX.

# mysql

MariaDB [(none)]> GRANT ALL PRIVILEGES ON ~TC-DB-MAIN  .* TO 'skud' IDENTIFIED BY 'xxx';
Query OK, O rows affected (0.00 sec)

MariaDB [(none)]> GRANT ALL PRIVILEGES ON “TC-DB-LOG  .* TO 'skud';
Query OK, O rows affected (0.00 sec)

MariaDB [(none)]> FLUSH PRIVILEGES;
Query OK, O rows affected (0.00 sec)

Hacrtpoiika Cepsepa Sigur

s mactpoiiku n 3amycka CepBepa Sigur BBITIOJHUTE CJIEIYIONIAE JTeHCTBUS:

1. Orkpoiite maness agvmuancrparopa Cepsepa Sigur.

sudo spnxadmin

2. Cozpaiite 6a3y JTAHHDBIX:

3.3. WnTerpauun c naptHepamm 267



FindFace Security, Boinyck 4.4

1. B orkpeiBiiemcst okue nepeiiaure basa dannvr -> Ilapamempo. BBemure JIOTMH M 1APOJIb OT
6a3bl JAHHBIX.

2. Beibepure Tun Cepsepa 6a3bl maHubix Brewnutd MySQL.

3. Bomomrure Tecm nodkaouenus. Jomxna orobpasurcs omnbka HeZocTaToYHO mpaB Ha LOCTYN
K 6ase.... DTO 3HAYUT [IOJKJIOYUEHNE €CTh, HO Oa3a JAHHBIX elle He CO3/IaHA.

4. Haxxmure OK.

|5] ¥NnpaBnewne cepBepoM cHeTeMel Sigur 00 g
CoCToAHRE | baza gaHHbIX I HacTpolka yCTpoRcTE
Texywuit cepeep B[ 1
Tun cepee... [BHewnnit MySQL| | MNapamerpu | 5
Bepcun GopMAaTa faHHbix
Texkywl MapaMeTpel NogKNIOYENHA K cepepy Bl 0 - [&
Hy»xH
Tun cepeepa: [BHew Hmit MySQL [«
Cepang XocT: 127.0.0.1 |
.| nopr: 3306 i
E Norun: root | I
Napone: |

Ouwbka A

He pocTaroqHo Npae Ha goctyn K baze,
Bo3aumomHo, He coagada Ba3a,

[ox¥.

Tect noaxknioye g

ﬂ | OK | OTMena r

5. g cozmanus 6a3bl JaHHBIX HaxkmuTe Kaouky Cbpoc/Cosdarue 6asol.

3. Tlocne cosmanust 6a3bl JAHHBIX 3amycTuTe cepBepHbIil Momynb 110 Sigur. st sToro mepeiimnre Ha
BritaiKy Cocmosnue. Haxkmure kunonky Cmapm s nyakra Cepgseproiii modyas.
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baza faHHbixX | Hanpnﬁna yc‘rpuﬁcrn |

Bepcun nporpasMiore obecnevennn
CKY I Sigur, sepcun 1.0.59.39.5

COCTOAHWE KOMNOHEHTOR CEpBEpa

Ceprep BJ: | ecre canan

CepBepHbli MOgynb: [ sanywen

Hacrtpoiika Knuenrta Sigur

s macrpoitku KimenTa Sigur BBITOJTHUTE CJIEIYIONTHE TEHCTBUS:

1. OrkpoiiTe manenp KiaunenTa Sigur.

spnxclient

2. Jobaswre cepsep FindFace Security B Sigur:

1. B ruraBHOM Menio nepeitiure @atin -> Hacmpotixu -> Budeonabaroderue.
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Nporpamsa ynpasnenns [Administrator]
@ain” Npaska Cnpasxa

Wakie HiNTb coBCTEEHRBIR Napa ik

HacTpoikn —— t‘} El
Vnpasnenne Moy naMn

Brixog Ak -X

2. B orkpeiBmemMcs okHe BbiOepuTe mocTaBiuka NtechLab m BBeIuTE IPOM3BOILHOE UM CEPBEPA.

Pe,p,au‘mpoaauue HacTpoek

Habmopenne
Bugeonabinogenne - @4""'- H
E-Mail
Nepconan
Active Directory
Apxup
BnoMerpura
POBOAHBIE 3AMKNH
YCTpoRcTBa XpaneHns

5

Mifare u BLE ’
30HbI

MosTopHele NPOXoALI

[ONONHUT@ALHLIG NAPAMETPbI NoGasnenne “p“pf““..asm“.... T / e
Pacnosnapanne nuy

HTTP{WEB}
WEB-generupopanne Tun cepeepa: [lltldll.lb
MNaponu

Wun cepeepa: fest

~_|

; oK ‘ OTMena

yd

/

5

3. Ilocyie TOro KaK B CIIMCKE MOSABUTCS CEPBED, BBEIUTE HACTPOMKM JOCTYIIa, KOTOPBIE BbI YKa3aJIu B
daitne kouduryparnun findface-security (sozun u napoav B 610Ke MIarnHa Sigur).

270 FnaBa 3. PykoBogctBo no uHterpauyun



FindFace Security, Boinyck 4.4

PepakTuposaHne HacTpoex

Habnwoaenne
Bugeonabno genne

® O

E-Mail

Mepconan

[test (NtechLab) | Peaaxtwposanme

Active Directory

Wus ceppepa:  fest

Apxun

Tun cepBepa: [NtechLab

Mifare u BLE

buomeTpuka
BecnpoBogHLIE 3aMKK

YcTpoucrea xpaHenus Apjpec cepeepa:
Nopr cepsepa (HTTP): 8083

[+]

ELTTY

HTTP(WEB)

WMaA nons3oBarens: admin

MoBTOpHBLIE NPOX0ALI L
JononHUTENLHLIE NapaMeTpsl Mapone none3osarens:  [***** |
Pacnosuapanne nuy

MpHMEHNT b I

Naponu

WEB-pgeneruponanne

OTMEHNTL

IMpumeuanwue: [lopt Sigur mo ymoaganuio 80.

4. Haxxmure ITpumenums.

3. Iepeitnure Ha BRIagKy Pacnosnasanue Auy U TOCTABbTE (PIIaXKOK Braowumos pacno3nasanue Auy.

Baxkno: 3nauenue B nosie TouHocmsb pacnosnasanus suya (%) pEKOMEHyeTest yCTaHABIIN-
BaTh HUKE WJIM PABHBIM YCTAHOBJIEHHOMY B nacmpotraxr FindFace Security.

P RAKTRPOBEHNE HECT 0 &R
H eHe

Eail

Mepoowan
A

EHOMETPHES
Verpoisrmn xpawspnn
Eifare w BLE
ELL
Nowrapuee mposa g
JLONOAHHE NS DO TR
L Ll
HTTR{WER}

Y EE <L N2 TH R0 BN B
Mispcinm

| HEMGUNTE PACNGERIHRE ARIL

Bell i PCH e P L B B B00
FLARSHMAREHIE BECDED Ba g Cat)
FimHneanuHLE pamdep nHLa ® cagpe [ ]
BlaRCHk Ak HRER [0 e i & Eagpe (R ™3
TONHOCTE AETERTEPONEHAE NHILS {5E): 20
To4wacln PACHDIHARAMAA ARl | B0
HymHE HELATHIHLIE KSAPON ROAREA. Y1ofa "BoTepeTe” nuio: P
AecTaTo4qHs HAgPOn BOJPAA, 0 KOTOPLE “He BOTOPAR0" NHL0, §NA §ACHTHQELILNHN? s

TGCT ATOUHG MUARROE KY A NOAPEL. B K0T oPEE "HE DOTEpEN0" NUGG, 018 B eET ndeiguu: .‘_'-:IIJIJ
| T=li%
| L
[T 4

ARTODHTH JETeT i 0w s iy

ARTOPHTH Bl g AT 1] HHN TOSER HILD:

AmrofHTH P e 0 M T

{7h - ONHOCHTCR T0 MK D BT N0 ROy 3 O OO0 S0 KD DL Shgur.

i
i
| 5
|

=

[+1.4

DT i

4. HpI/IBS{}KI/ITe KaMepbl K TOYKaM BXO/la:
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Baxkno: O6GopyoBanue J0KHO OBITH JIOCTYIIHO B CETH U 3apaHee J100aBjieHO B Sigur.

1. Ilepeiigure B TIIaBHOE OKHO TIPOrpaMMbI, BeibepuTe BKIaAKy Obopydosanue.

2. Bribepure TOUKY BXOja, epeiiinTe Ha BKIAJAKy Budeonabaroderue.

Nporpasda ynpasnenss [Admindstrator]

@ain Npasea CNpanka

= 2

Klli‘_‘_.

QET FEE TR

¢ B OBopy gonawne

[83]

o @
el

3] )]
Coaroamne: Her conm, |
HacTpo@Kn: i

Crmomsmae | g eoms B e e

Kasiepa "Ha nuwo” | Kauepa "wa niog’

Cucrepg: |Atech (NtechL aly) - . -

Eame, .. T ance

5

4

i PP RLMT . W P M AR B0 ALY
BRMSYHTE WEHTHGEEIgUE No gy

NpaideHnTL
AINTOHOMEHE TN

WO o i

Ly (YR Y

AOCTyA

3. YcraHoBUTE CIIEYIOIINE HACTPONKU:

o Cucmema: NtechLab.

e Kamepa: B COOTBETCTBUN C KAMEPOil Ha JaHHON TOYKE BXO/A.

o dhnaxkku Paspewums sepudukayuro no auyy u Paspewums udenmudurayuio no Auyy ycra-

HOBJICHBI.

4. Haxmure IIpumernumso.

Oobasnenue nonb3osarenein

st moGaBJieHUs TIOJIB30BATEIST BBIIOJHUTE CJIELYIONINE NeHCTBUS:

1. B riiaBHOM OKHe IIporpaMMBbl mrepeiianre Ha BKIaIKy [lepcoran. Haxkmure KHONKY + U B MOsIBUBIIIEMCST
JIMAJIOTOBOM OKHE BBeJIUTE MMs moJib3oBaress. Haxvure OK.
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[ Mperpassda ynpannewss [Adminisiraior]
waiin Npanka Copankas

E® e 0 =A
7 [ Ofnexy

o @ Anranapr
- B THT SN

o

orgen: (OfwerT)

LLCER

e NHECT

Hoasep:

Tipusee canwe:

e —
Mponyex: [Wae |» i 18 | x Cinpain
TP ANIET L (POK RERCTEHA
Toum aecryna: [Bee Katanor: (O] Downleads »| [@][2] (=] B85

[Cimanieq

/ | Wun gadna:  [manjpg

[ —— PL—— Tanki painos:  @aimw msobpamenni Lipg. jpeq. .qgif. .png woe  bmpl | =

Fr— ToRymioe Wecrsnonosemme | oipam | premp—

Vowa: (uemmocann]

ncxary soaae - Ofnowmowo: (iemmocao) m

2. Ilpukpenure dororpaduio K MpoGUIIO TOTH30BATEI.

Baxkno: Eciau dororpadun 6butn cresianbl B MIOPTPETHOM PEXKMMeE, HEOOXOINMO UX MPEIBAPUTETLHO
[IEPECOXPAHUTD B HYKHON OPUEHTAIINN.

3. Haxxmure IIpumernumo.

MpoBepka cuHxpoHn3auum cucTem
TTocste Toro kaxk BbI 3arpy3mwin TpodUIN MoJb30BaTeseil B Sigur, yoeurech, 9T0 OHU OBLIN CUHXPOHU3UPO-
Banbl ¢ FindFace Security. [Ijist 5T0r0 BBIIOJHATE CJIeyOIINe JeACTBUS:

1. B FindFace Security mepeiinure B crimcok Habsogenus id = 1. B Hem H0/KHBI 0TOOpaXkarhCsi BCe
[TOJTb30BATEN Sigur.

2. OrdunbrpyiiTe J0Che 110 HAJIUYNAIO JUIA. ECIu CMHXpOHU3aIsl ObLIa BBIIIOJIHEHA YCIEIIHO U BCE JIaH-
Hble BepHbBIE, HE JIOJI?KHO OBITH JI0Che 6€3 JIUII.

3.4 lNonb3oBaTenbCKkue njarmvHbl

B xone macTpoiiku cucreMbl BBl MOXKETE YCTAHOBUTH COOCTBEHHBIE TpaBujia 00pabOTKU OOHADYKEHHBIX HA
Buzeo Juil. st 9T0r0 moHamobuTCs HAMCATD OJUH WM HECKOJIbKO mirarnHoB Ha Python. Ucnomas3oBanue
[JIATHHOB TTO3BOJIAT BaM BBINOJHUTEH HACTPONKY BUJICOJETEKIINN JIUI, HHIUBUIYAJIBHO JIJIsI KAXKIOTO CJLyUast
HCIIOJIb30BAHUS CUCTEMBI.

s akTUBaIMU TJIArHHA UCIOJB3yiiTe daitn kondurypanun findface-facerouter.

CoBer: B kadgectBe mnpummepa cMm. marud 1o ymosdanuio /opt/findface-security/fr_plugin/
ffsec_fr_plugin.py.
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3.4.1 PasBepTtbiBaHue findface-facerouter B FindFace Security

s pa3BepreiBanus komnonenta findface-facerouter BeIMOSHUTE CeAyIONTNE AEHICTBUS:

1. Ycramosure findface-facerouter Jaub0 U3 KOHCOALHO20 UHCMAAAAMOPA, TADO U3 apt-pPermo3UTOPHUsT
CJTEIYTOIIIM 00Pa30M:

sudo apt update
sudo apt install -y findface-facerouter

2. Orkpoitre daitn konduryparun /etc/findface-facerouter.py.

sudo vi /etc/findface-facerouter.py

3. Ecin xommonents! findface-facerouter m findface-sf-api ycTaHOBJIEHBI Ha Pa3HbBIX Gu3mde-
CKHX CepBepax, pacKoMMeHTupyfite mapamerp sfapi_url u ykaxkure B Hem IP-ajgpec cepsepa
findface-sf-api.

sfapi_url = 'http://localhost:18411"

4. Orkpoiite daitn kouduryparun /etc/findface-security/config.py. B mapamerpe ROUTER_URL ax-
ryasnusupyiire IP-anpec u nopr findface-facerouter (mo ymomuanuto mopr 18820). IP-axpec yka-
3bIBaeTCd BHEIIHUN WM BHYTPEHHUN B 3aBUCUMOCTHU OT ceTHd, 110 KoTopoil findface-video-worker
B3aumozeiicrsyer ¢ findface-facerouter.

sudo vi /etc/findface-security/config.py

FFSECURITY = {
'ROUTER_URL': 'http://127.0.0.1:18820/v0/frame?',

5. Hobasbre cepsuc findface-facerouter B aBro3arpy3ky Ubuntu u 3amycrure cepBuC.

sudo systemctl enable findface-facerouter.service && sudo systemctl start findface-facerouter.
—service

6. Ilepezamycture cepuc findface-security.

sudo systemctl restart findface-security.service

3.4.2 Hactpoiika findface-facerouter Ha Mcnosb30BaHUe NAArMHOB

Coser:  [Ina mavana nonpoOyiite minarma mo ymosdanuio /opt/findface-security/fr_plugin/
ffsec_fr_plugin.py. Wmm cosdatime ceoti cobemeenmoii.

Baxkno: O6sa3aTebHO IPEIBAPUTEIBHO UusMeHume CTPYKTYpy Omomerpudeckoii 6a3br Tarantool B coor-
BETCTBUE C IpaBujiaMu 06pabOTKHU, 3aJaHHBIMA B ILJIATAHAX.

Baxkno: Kommnonent findface-facerouter JosmKeH OBITH YCMaH06.AEH U HACMPOEN.
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st mactpoiiku kommonenta findface-facerouter Ha HCIOIb30BAHUE ILJIATUHOB BBLITOJHUATE CJIEIYIOIIIE
JIeiCTBUS:

1.

ITomecTuTe mmarna B KaTaJior mo Balemy BI)I60py. Bce UCIIOJIB3YEMbI€ TIJTIaTUHBI JTOJIZKHBI HAXOIUTHCA
B OOHOM KaTaJiore.

Orkpoiite daiin konduryparyn findface-facerouter. Packommentupyiite napamerp plugin_dir u
YKayKUTe KATAJIOr C IJIArUHOM.

ITpenynpexaenne: Conepxumoe findface-facerouter.py JOMKHO MPEJICTABISITL COOOM CHH-
TaKCUIECKN KOPPEKTHBINH Kox Python.

sudo vi /etc/findface-facerouter.py

plugin_dir = '/etc/findface/plugins/"'

3. Ilepezamycture findface-facerouter.

sudo systemctl restart findface-facerouter.service

3.4.3 lMpuHuuNbl HanucaHns nnaruvHa

B atom pasgene:

Apxumexmypa naazura
Memod preprocess

Memod process

Memod shutdown

ApxutekTypa nnaruHa

TTocne Toro kak kommonenTt findface-video-worker oOHApYKUBaeT JIUIO, OH OTIPABJSET €r0 B KOMIIO-
wenT findface-facerouter B Buje HTTP API 3anpoca. s 06paboTku 3ampoca KarKJIblil IJIAruH J0JIKEH
KCcHopTUpoBaTh GyHKIMO activate (app, ctx, plugin_name, plugin_source).

ITapamerpsl pyHKIMEN activate:

® app: CymHOCTb tornado.web.Application komnonenTta findface-facerouter.

® ctX: KOHTEKCT, llepeJlaBaeMblil IJIarnHy IPU aKTUBAIUH.

e plugin_name: UMsA aKTUBUPYEMOI'O IIJIaruHa.

(] plugin_source: 00LEKT HCTOYHUKa, U3 KOTOPOI'O 3arpyzKaeTcCs IIJIal'mH.

IIpn akTUBAIMY MJIATWHY MIE€PEIACTCs CAEAYIONTNH KOHTEKCT:

1.

request.ctx.sfapi: HacTpoeHHBIH SK3eMIIAp ntech.sfapi_client.Client, K KOTOPOMY MOYKHO 00-
palaTbcs HAIPAMYIO Juist 06paboTKK pe3yJibTaTa BUIEOJeTeKIMU (CO31aHine HOBOM rajepen, gobasie-
HI€ JINIA B TaJepero u T. J1.).
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2. plugins: OrderedDict co Bcemu mwiarnHamu (key: uMsi IUIaruHa, value: pe3ysibTaT, BO3BPAIEHHBIH
dbynkuumeit activate).

3. idgen: reneparop id, KOTOPBII MOXKeT BBI3BIBATHLCH Kak ctx.idgen().

Oyukiug activate(app, ctx, plugin_name, plugin_source) [0/KHA BEPHYTH OOBEKT CO CJIEILYIOIIIMI
METOAMIL:

1. preprocess,
2. process,

3. shutdown (OIIIHOHATIBHO).

Mertop preprocess

B nmammOM MeTonme marmH pernaer, MHTepPeCyeT JU €ro MOJIydeHHOe JININO, U €CJIM Ja, BO3BPaIlaeT KOPTexK
WJIH CIIFICOK, COJIEPZKAIIil OJIHY MM HECKOJIBKO CTPOK: ‘facen’, ‘gender’, ‘age’, ‘emotions’, UTO COOTBET-
CTBEHHO O3HAYAET, YTO HYKHO M3BJI€Yb BEKTOD [IPU3HAKOB, PACIIO3HATH I10JI, BO3pacT u/miu smonuu. Ecin
BO3BpAIIEHHBIE KOPTEXK WJIN CIIMCOK HEmycThl, KoMIoHeHT findface-facerouter mepenamnpasiisieT oOHAPY-
JKeHHoe Jinio B KomnoHenT findface-sf-api B 3anpoce /detect POST ¢ COOTBETCTBYIOIIMMHU ITapaMeTpPaMu
B query string (facen=on, gender=on, age=on, emotions=on).

Cunrakcuc 6a30BOro MeTo/la preprocess, 0T KOTOPOro CJelyeT HacJenoBarbes (cM. Kiaacc Plugin):

preprocess(self, request: FrHTTPRequest, labels: typing.Mapping[str, str]) —
typing.Tuple[str]

ITapameTrpsl

e FrHTTPRequest (tornado.httpserver. H-TTPRequest) — HTTP API zanpoc,
KOTODBIA BKJIOUAET B Ce0st JIOTIOMHATENHHBIN apTyMEHT params

e labels (dictionary) — [OJIB30BATENbCKUIT HAOOP METOK KaJipa, KOTOPBIi
3a/laeTcd B lapaMeTpax 3a/aHus i KoMioHeHTa findface-video-worker
U 3aTeM IIPUCBauBaeTCs KaJpy

Apryment params FrHTTPRequest comepxkutr cieyrorue moJist:
ITapameTpst
e photo (bytes) — kazp c qunom B dhopmare JPEG
e facel (bytes) — HOPMAIU30BAHHOE N300parKEHHE JIHIA

e bbox (list of integers [[x1,y1,x2,y2|], where x1: x coordinate of the top-left
corner, y1: y coordinate of the top-left corner, x2: x coordinate of the bottom-
right corner, y2: y coordinate of the bottom-right corner) — koopmuHATEI
PAMKH C JIUIIOM B KaJIpe

e cam_id (string) — id BumeokamepsI
e timestamp (datetime.datetime) — BpeMeHHAs METKA KaJpa

e detectorParams (dictionary) — CJIOBApb CO CJIy KeOHO-OTIAIOIHON HHDOP-
Maleil 0T geTeKTopa

e bs_type (string) — peXuUM HOHWCKa Jiydiiero Kazapa. JlocrynHble omuu:
overall (GydepHblil pexkuM: Ha CepBep OTHPABJSIETCH KaJp, KOTOPBIA ObLI
JIYUIIUM 32 BeCh II€PHOJ] HAXOXKJEHWs JIMIA B II0JI€ 3PEHUs] BHUJIEOKAMEDHI),
realtime (pexkuM peasibHOrO BPEMEHU: HA CEPBEP OTIPABJISIOTC KaJIPbl, CUU-
TAIONIUECs JIyYIIUMU B IIOC/IEI0BATE/IbHBIX HHTEPBAJIAX ).
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e labels (dictionary) — (myGampyer params.labels) monb3oBaTenbckuit Ha-
60p METOK KaJIpa, KOTOPBIH 3a/1aeTcs B MapaMeTpax 3ajaHusl J1jIsi KOMIIOHEH-
Ta findface-video-worker u 3aTeM IIpucBamBaeTCA KaJapy

Permenne 06 o6paborke uia npruHAMAETCS Ha OCHOBAHUU JAHHBIX U3 request.params, B TOM YHCJE IIOJIb-
30BaTEIHLCKOTO HADOpa METOK, & TaKKe M3 JIIOOLIX IPYTUX COOOparKeHwuil.

Mertop process

Janublii METO/[ BLI3BIBAETCH, €CJIU METO/] Preprocess BepHyJl HelyCcToil Koprexk mwiu cnucok ('facen’; ‘gender’,
‘age’, ‘emotions’). ITociie Toro, kaxk kommonenT findface-sf-api BepHYJI OTBET € PE3YJILTATOM JIETEKIUH (CM.
zanpoc /detect POST) co BceMHu 3alpOIIEHHBIMU IIapaMerpaMu Jimna, komnonent findface-facerouter
BBI3BIBAET METOJ| ~Process IIATMHA JIJIsl BBIIIOJIHEHNsI COOCTBEHHO 0OpPabOTKHU JINTIA.

st BoIosIHeHUsT 06pabOTKM JIMIIA IIJIAMMH UCIOJIB3YeT request . ctx.sfapi.
Cunrakcuc 6a30BOro MeTo/la process, 0T KOTOPOro CJeJyeT HacjaeaoBarbes (cM. Kiacc Plugin):

process (self, request: FrHTTPRequest, photo: bytes, bbox: typing.Listfint], event id: int,
detection: DetectFace)

MeTop shutdown

JlaHHBIIT METO/T BBI3BIBAETCS TOJIHKO TEepeT 3aBepiineHueM paboTsl kommnonenTa findface-facerouter.
Cunrakcuc 6a30Boro Merosa shutdown, or KOTOPOro cJejyer HacjeaoBarbest (M. Kiace Plugin):
shutdown (self)

3.4.4 Knaccbl 1 meTtoabl

B atom paspgene:

e basosvie Kaaccol

Kaacew, 0bsexmos

Obnapyotcenue auua U paboma ¢ 2aiePeam

Quavmpoi 045 NOUCKa Mo 6a3e JaHHHLT

Omobpasicernue coobwernut 06 owubkar

Basosblie knaccbl

class facerouter.plugin.Plugin
JlaHHBII KJ1acC MpeIocTaB/IsgeT 6a30Bble METOIbI JIJIsi HATTUCAHUS TIJIarHA, OIMCAHHbBIE B pasjeie [Ipuii-
yunov, Hanucanus naczuna. I1oap30BaTEIbCKII KJIACC, BBIIOJHSONUN POJIb 00OJOUYKH JJIsl ILJIarMHA,
JOJIZKEeH HacjIeloBaTh OT KJacca Plugin.

preprocess (self, request: FrHTTPRequest, labels: typing. Mapping[str, str]) — typing.Tuple[str]
Bozsparaer kKopTek, BKJIIOYAIONNI B ceOs OJIHY WJIM HECKOJIbKO CTpOK: ‘facen’, ‘gender?’,
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‘age’, ‘emotions’, YTO COOTBETCTBEHHO O3Ha4aeT, 4To KomuoneHT findface-facerouter mos-
JKeH 3alpocuTh y KoMnoHeHTa findface-sf-api usBiedenme BeKTOpa IIPU3HAKOB, PacCIO3HATH
I0JI, BO3PACT U/WJIU SMOIIUHU.

ITapameTpst

e FrHTTPRequest (tornado.httpserver. HTTPRequest) — HTTP API szampoc, Ko-
TOPBIN BKJIIOYAET B ceOsI JOMOJHUTEIbHBII ApIyMEHT params

e labels (dictionary) — HOJB30BATEILCKIE METKH M3 request.params
Pesynbrar onna mim meckoabko cTpok 'facen', 'gender', 'age', 'emotions’
Twun pesynabrara tuple

Apryment params FrHTTPRequest comepxkut ciesyrorue moJst:
ITapameTrpsnt
e photo (bytes) — kaup c Jjuuom B popmare JPEG
e face0 (bytes) — HOPMAIN30BAHHOE U300DPAXKEHUE JIUILA

e bbox (list of integers [[x1,y1,x2,y2]|], where x1: x coordinate of the top-left corner,
y1: y coordinate of the top-left corner, x2: x coordinate of the bottom-right corner,
y2: y coordinate of the bottom-right corner) — KoopsuHaTBHl pAMKH C JIUIOM B KaJpe

e cam_id (string) — id kamepsr
e timestamp (datetime.datetime) — BpeMeHHas METKa KaJpa

e detectorParams (dictionary) — cJoBaphb €O CIIy2KeOHO-OTIIANOIHON nHBOpPMAIIU-
eil oT JleTeKTopa

e bs_type (string) — pexxuM MmoMCKa Jyqniero kKazgpa. Jlocrymsabie ommuu: overall
(6ybepHbIil pexkuM: Ha CepBEp OTIPABJIAETCS KAIP, KOTOPbIi ObLI JIy9IIUM 38 BECh
[EepPHUOJI HAXOXKJICHUS JIUTA B NOJIe 3PEHUsl BUJICOKaMephl ), realtime (pexum peasib-
HOTO BPEMEHH: Ha CePBEP OTIPABJIAIOTCA KaJIPbI, CINTAIONIHeCs JIyIIIIMHI B TOCTIe-
JIOBATEJIbHBIX UHTEPBAJIAX).

e labels (dictionary) — (myGmupyer params.labels) nosbzoBaTenbckuit HaGOp
METOK KaJipa, KOTOPBIIl 3ajlaeTcs B [MapaMerpax 3aJaHus JJIs KOMIIOHEHTa
findface-video-worker u 3aTeM IPHCBAUBACTCA KaJIpy

process(self, request: FrHTTPRequest, photo: bytes, bbox: typing.Listfint], event id: int,

detection: DetectFace)
IIpuanMmaer aTpubyThl OOHAPYKEHHOTO JIUIA.

ITapameTpst

e request (tornado.httpserver.HTTPRequest) — HTTP APIl-zampoc or
findface-video-worker

e photo (bytes) — kajp ¢ yunom B popmare JPEG u3 request . params

e bbox (list of integers [[x1,y1,x2,y2]|, where x1: x coordinate of the top-left corner,
y1: y coordinate of the top-left corner, x2: x coordinate of the bottom-right corner,
y2: y coordinate of the bottom-right corner) — Koop/EHATBI paMKH € JUIOM B KaJipe
u3 request.params

e event_id (uint64) — id oOHapy:KEHHOrO Ha BHJEO JIUIA (aBTOMATIYE-
cku 3ajaerca KomnoHeHToM findface-facerouter npu noJiydeHHH JIAIA OT
findface-video-worker). MoxkeT HCIIOIB30BATHCS B KAYECTBE TIOJIB30BATEIHCKO-
ro uaeHTHhUKATOPA NI B 6a3e JTaHHBIX.
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e detection (objects.DetectFace) — pe3yJabTaT JETEKIUM, MOJYIEHHBIH OT KOM-
noneHTa findface-sf-api, BKIIOYAIONIHIT B ceOsl 3aIIPOIIEHHBIE TAPAMETPHI JIUIIA,
TaKue KaK BEKTOP IIPU3HAKOB, II0JI, BO3PAaCT, IMOIUU.

Pesyabrar /1
Tun pesynbrara n/a

shutdown (self)
JlaHubIii  MeTOX  BBI3BIBAETCA  TOJBKO  IIE€pel  3aBeplieHneM  paboThl  KOMIIOHEHTA,
findface-facerouter.

ITapameTpsnl H/I

Pesynbrar H/I

Knaccbl obbekToB
class objects.BBox
IIpencrasisier coboit KOOPIUHATHI PAMKHU C JIIIOM.

class objects.DetectFace
IIpencrasisger coboil pe3yabTaT NETEKIAU CO CJIEIYIOMUME IOIAMU:

ITapameTrpsnl
e id (string) — id pesynbrara gerekiun B memcached
e bbox (objects.Bbox) — KOOPJMHATHI PAMKH C JIAIIOM

e features (dictionary) — undopmarus o nose (gender), Bo3pacre (age) U IMOIUAX
(emotions) (onIMOHAIBHO)

class objects.DetectResponse
IIpencraBisier coboit crucok 00bEKTOB objects.DetectionFace ¢ JIONMOJIHUTEIBHBIM —IOJIEM

orientation, comepxkamum nadopMmarmio 06 opuentarumu EXIF jmia.
ITapamerpsl orientation (EXIF orientation) — opueHTalus OOHAPYKEHHOIO JIUIIA

class objects.Faceld(namedtuple(’Faceld’, (*gallery’, face’)))
[IpencraBisier coboit 0ObEKT HOIB30BATEIBLCKOTO NICHTU(MhUKATOPA JIUIA B Tajiepee.

ITapameTrpsbl
e gallery (string) — ums rajgepeu
e face (integer) — 1OJB30BATENbCKUI HIEHTUMHUKATOD JINA B Tajepee

class objects.Face
IIpencrasisier coboit pe3ysibTaT MOUCKA JIUIA B 6a3e JAHHBIX 110 OMOMETPUIECKOMY 00pa3ILy

ITapameTrpsI
e id (objects.FaceId) — obbekT Faceid
e features (dictionary) — undopmaiys O MoJe, BO3PACTE U IMOIUIX
e meta (dictionary) — MeTaJaHHBIC JIAIA

e confidence (float) — cTemneHb CXOXKECTH JIAIA C 3aJAHHBIM OUOMETPUIECKUM 00-
pasnoM
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class objects.ListResponse
Ipescrapisier coboii crmcok 06bLeKTOB objects.Face (T. e. CIIUCOK PE3YyIIbTATOB MOMCKA [0 GUOMETPHU-
YecKOMy 00pasily) ¢ JIONOJHUTELHBIM I0JIeM next_page, ColepKaIiuM UHMOPMAIUIO O CJIeLyomeit
CTPaHUIEe C Pe3yJIbTATAMHA.

ITapamerpsl next_page (string) — Kypcop CJeiyomieil CTPAHUIIbI ¢ PE3YJIbTaTaMi OMCKA

OGHapy>xeHue nuua u pabora c ranepesmn
class ntech.sfapi_client.client.Client
IIpemocTaBaser 6a30BbIe METOABI s OOHAPYZKEHUS JIUI, Ha, U300ParKEHNH 1 pabOTHI C TaJIepesiMH.

detect (self, *, url=None, image=None, facen=False, gender=False, age=False, emotions=False,
return_ facen=False, autorotate=Fualse, detector: str = None, timeout=None) —

DetectResponse
O6Hapy:KuBaeT JuIia Ha N300parkKeHNH U BO3BpAIaeT OOHADYKEHHBIE JIUIA.

ITapameTrpst

e url (URL) — URL uzobpakenusi, eciu Bbl liepejiaere 00IIe[0CTYIIHOe n300parkeHue
U3 WHTEPHETA,

e image (bytes) — daitn PNG/JPG/WEBP, eciu Bbl nepenaere u3o0pazkeHne B
Buze daitaa

e facen (boolean) — U3BJIEYb BEKTOD NPU3HAKOB U3 OOHAPYKEHHOrO JwIia. s co-
XpaHeHus pesyabrara gereknuu B memcached mepemaiite facen=True.

e gender (boolean) — u3BJeYb U BEPHYTHh MHMOPMAIHMIO O TIOJIE
e age (boolean) — U3BJeYb U BEPHYTh HHMOPMAIAIO O BO3PACTE
e emotions (boolean) — u3Biedyb U BepHYTH UHGMOPMAIMIO 00 IMOIHIX

e return_facen (boolean) — BEPHYTH BEKTOD IIPU3HAKOB B Pe3ysbraTe pabOTHI Me-
TOJIA

e autorotate (boolean) — aBTOMATUYECKU IIOBEPHYTH M300parKeHue B 4-X Pa3HbIX
OpUEHTAINSIX JIJIsi OOHAPY KEeHUsI JIUI B KaXK 0l ux Hux. [lepecekarommumecs: Harpas-
gerus ¢ IOU > 0.5 6yayT o0bemHeHbI

e detector (boolean) — MOXKET IPUHAMATD 3HaUYeHne nnd win normalized. [erek-
TOp normalized wucmoib3yercs jisi 00PabOTKM HOPMAaIU30BaAHHBIX M300parKeHUIA,
HaIpUMep, IMOCTYHAIOMNX OT BUICOAETEKTOPA JIUI]

e timeout (number) — MakcUMaJbHOE BpeMs OxKuuaHus orsera or siapa FindFace B
CeKyH/Iax (ecim none, UCIOJIb3yeTCsT BpeMsl OKUJAHAS OTBETA, 3a/IAHHOE 110 yMOJI-
YAHMIO)

Pesynbratr Pesynbrar merexiun
Tun pesynasrara O6bekT DetectorResponse

gallery (self, name)
Bosspamaer o6bexkT sfapi_client.Gallery g nociemytomeil ¢ HuM paboThbl (HAIPpUMED, IIO-
JIYYEHUS CIUCKA JIUIL).

ITapamerps! name (string) — ums rajepeu
Pesynabrar 00beKT THIA «Tajepess

Tun pesynasrara sfapi client.Gallery
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list_galleries(self, timeout=None):
Bosppamaer crnncok ragjepeii.

ITapamerps! timeout (number) — MaKCHMAaJbHOE BPEMs OXKUJAHHUS OTBETA OT sijipa
FindFace B cekyHmax (eciu none, HCIIOAb3YeTCs BPeMsl OKHJAHUS OTBETA, 3aaHHOE
10 yMOJIYAHHUIO)

PesynbraTr crumcok rajepeii co cpoiicreamu name (MMsl rajeper, CTpoka) u number (Ko-
JIMYECTBO JII B IaJiepen, IucJIo)

Tun pesysbrara list of GalleryListItem

class ntech.sfapi_client.gallery.Gallery
Hpe;LOCTaBﬂHeT MEeTOJIbI JIJId pa6OTI>I C rajiepesaMu 1 JIUIaMU B HUX.

list(self, * filters: typing.Iterable[filters.Filter] = None, limit: int = 1000, sort: str = 7,
page=None, ignore_errors=False, timeout=None) — ListResponse
Bozspaitiaer 00beKT THIIA CIHCOK C JIAIIAMHU U3 TaJIePeH, YAOBJIETBOPSIONINMY 33JaHHBIM (DUIIb-
Tpam. BosBparaemblit 00bEKT THITA CIIICOK COJIEPYKUT JIOTIOTHUTEIHLHOE CBOCTBO next_page, KO-
TOPOE MOXKET HCIIOJIb30BATHLCS KaK 3HAYEHHE IapaMeTpa page B IIOCJIE/IYIONUX 3alPOcax.

ITapameTpsbt
e filters (sfapi_client.filters.Filter) — cumucok puIBTPOB
e limit (4nteger) — MaKCHMAaJIbHOE KOJIMUECTBO JIUL, B OTBETE

e sort (string) — MeTOJ COPTHPOBKHU Jinil. Bo3MoxKHble 3HaueHus: id (1o Bospac-
rauuio id), -id (no yoeiBanuio id), -confidence (1o yOBIBAHUMIO CTENEHU CXOXKECTH
sury). CopTupoBKa 110 id BO3MOXKHA TOJIBKO IIPH OTKJIIOYEHHOM (dbuibTpe facen, Ko-
TOPBIH 3a/146T BEKTOP IPU3HAKOB JIJIs IOMCKA B 6a3e NAHHBIX (T.H. UIeHTH(UKAINS
nuna). HaoGopor, copruposka 110 crenenn cxoxkecru Jiml (confidence) BO3MOKHA
TOJIBKO TIpH BKJIIOYeHHOM (duibrpe facen. [Io yMOTUaHUIO METOJ HCIIOJIB3YET COP-
THPOBKY 110 Bo3pacTanuio id (BeKTOp IPU3HAKOB HE 33/1aH) U 110 YOBIBAHMIO CTETICHH
CXOKECTH JIAIL (BEKTOD IPU3HAKOB 3aJ1aH).

® page — BePHYTb Pe3yJIbTAThl, HAYNHAS C yKa3aHHOM cTpanuisl. Homep ciemyromnieit
CTPaHMUIIBI C pe3yJIbTaTaMH BO3BpAIllaeTCsd B OTBETe cepBepa B BUJE next_page.

e ignore_errors (boolean) — Urnopuposarsh omubKy obpainenus K 6a3e JaHHBIX,
€CJI TIOWCK IO TaJjiepee BBIMOJIHSETCHA, KOI/ia HEKOTOPBIe cepBepa 0a3bl JaHHBIX
HeJOCTYIHBL. B 3TOM ci1ydae mouck Oy/ieT BBIITOJIHEH ¢ UCIOIb30BAHIEM JIOCTYITHBIX
CepBepOB.

e timeout (number) — MakcuMaJbHOE BpeMsl OKujaHus orera oT siapa FindFace B
CeKyH/laX (ecjy none, MCIOJb3yeTCsS BPEMst OKHJIAHUS OTBETA, 3a/IAHHOE 110 yMOJI-
YAHMIO)

PesysbTaT crnmcok ¢ JUIaMu U3 rajieper, YAOBJIETBOPSIONIMME 38 JaHHBIM (DUIBTPAM.
Twun pesysnbrara ListResponse object

add(self, mnew id: typing.Unionfint, typing.Callable], source: typing.Union[DetectFace,
Face, str], *, meta: typing.Dict[str, typing.Unionfint, str, typing.List[str[[] = None,
regenerate_attempts=None, timeout=None) — Face
Coszaer Jaro B rajepee.

ITapameTrpsl

e new_id (integer or callable)— noab30BATENLCKUN NIEHTUMOUKATOD JHIA B 6a-
3e manabix. Moxer 6biTh (async) callable, koropoiit Bozpammaer id. s renepanuu
id mozkeT mcnosb30BaThed MYHKIUA ctx.idgen() U3 KOHTEKCTA.
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e source (sfapi_client.DetectFace, sfapi_client.Face, sfapi_client.

FacelId, or st'm'ng) — WUCTOYHWK, U3 KOTOPOrO JIHUIO Jj00aBjsieTcss B 0a3y
JIAHHBIX, MOXKET IIPEJICTABJIsITh CODOH JMIO0 B 0Oa3e JAHHBIX W PE3YJIbTaT
TeTEeKITUH.

e meta (dictionary) — Merazanuble Juia. Kiaoun MoryT 6bITh CTpOKaMM, a 3Ha-
YeHUs — IEeJIBIMHU YUCJIaMU, CTPOKAMU WJIN ciuckamMu cTpok. llepen mobasisienunem
MeTaJ[aHHBIX B 0a3e JIAHHBIX JO0JI?KHA OBITh CO3/IaHA COOTBETCTBYIOIIAS CTPYKTYPA.

® regenerate_attempts — KOJIMIECTBO IMOIILITOK I'€HEpAIUU yHUKAJIbHOI'O id dyHk-
nueit ctx.idgen(), ecau new _id callable.

e timeout (number) — MakcUMaJbHOE BpeMs OKuIaHus orBera or siapa FindFace B
CeKyH/Iax (ecsm none, UCIOJb3yeTCsI BPEMsl OKUJIAHAS OTBETA, 3aJIAHHOE 110 yMOJI-
YAHMIO)

PesynbraT mpescraBierue co3IaHHOTO JIUIA
Twun pesyabraTta Face object

delete(self, face: typing. Union[Face, int], timeout=None) — None
Viasser JUIo U3 rajepen.

ITapameTrpst

e face (sfapi_client.Face, sfapi_client.Faceld or id in integer) — ju-
110, KOTOPO€E HYKHO YJQJIUTh U3 0a3bl JTaHHBIX

e timeout (number) — MakcuMaJbHOE BpeMsi okujaHus orsera oT siapa FindFace B
CeKyH/laX (ecjy none, MCIOJIb3yeTCsS BpEMsl OKUJIAHUS OTBETA, 3a/IaHHOE 110 yMOJI-
YAHUIO)

PesyabraTr None

get (self, face: typing. Union[Face, int], timeout=None) — Face
Bosparmmaer o n3 rajgepen.

ITapameTrpst

e face (sfapi_client.Face, sfapi_client.Faceld or id in integer) — Ju-
110, KOTOPOE HYKHO U3BJIeYb U3 0a3bl JAHHBIX

e timeout (number) — MakcuMaJbHOE BpeMst okuJaHus orseta oT sapa FindFace B
CEeKyH/IaX (€C/In none, UCIOIb3YETC BPEMsl OXKHUIAHNS OTBETA, 33aHHOE 10 YMOJI-
YAHUIO)

PesynbTaT npencrasienune g
Twun pesysnbrata Face object

create (self, timeout=None) — None
Cozmaer ranepeio B findface-sf-api B Bume ob0bekra sfapi_client.Gallery. OObekT
sfapi_client.Gallery mpencrasiisieT cOOOI MPOMEXKYTOYHBIH OOBEKT, U JIsi pabOTHI C HUM He
TpebyeTCsl HAJIMYNN TAJIeper Ha cepBepe.

ITapamerps! timeout (number) — MakCHMaJIbHOE BPEMs OKHJAHHs OTBETA OT s/Ipa
i B CEKyH/aX (€CjM none, MCIOJIb3YeTCsl BPEMs OXKUJIAHUST OTBET HH
FindFace B ce ax (ec one, MUCIIOJIL3YETC eMsI O a OTBETa, 3aJAHHOE
1O YMOJIYAHHUIO)

PesyasraTr None

drop (self, timeout=None) — None:
Vnansier rasepero u3 findface-sf-api.
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ITapameTpbl timeout (number) — MaKCHUMAJLHOE BpEMsl OXKHJAHHUsI OTBETA OT sijIpa
FindFace B cexyniax (ec/im none, HCIIOIB3yeTCs BpeMsl O:KHJAHUS OTBETa, 3aaHHOe
[0 YMOJIYAHUIO)

PesyabraTr None

update (self, face: typing.Union[Face, str], * meta: typing.Dict[str, typing.Unionfint, str,
typing. List[str]]] = None, timeout=None) — Face
PenaxTupyeT MeTaJ aHHbIE JIAIA B rajepee.

ITapameTpsnt

e face (sfapi_client.Face, sfapi_client.Faceld or id in integer) — ju-
110, MeTa/IJaHHble KOTOPOI'0 HY2KHO 3aMEHUTH B 0a3e JIAHHBIX

e meta (dictionary) — MeTaJaHHBIE JIUIA, KOTOPBIE HYKHO 3aMEHUTE. KJioun MoryT
OBITH CTPOKAMU, 8 3HAYEHUS — IEJIBIMU YMCJIAMHU, CTPOKAME WJIN CIUCKAMHU CTPOK.
Eciu mons meta e nepenarorcs miau null, orn ve mamensioTcs B 6a3e JAHHBIX.

e timeout (number) — MakcUMaJbHOE BpeMs OxKujaHus orBera or supa FindFace B
CeKyH/Iax (ecsm none, UCIOJIb3yeTCsT BPEMsl OKUJIAHAS OTBETA, 3aJIAHHOE 110 yMOJI-
YAHMIO )

PeByJ'IbTaT npeacraBJIeHUEC U3SMEHCHHOT'O JINIa

Twun pesyabraTta Face object

dunbTpbl 4N noucka no 6ase gaHHbIX

class ntech.sfapi_client.filters.Filter
O6mwuii kinacc. [Ipencrasisier cob6oil CBOAHBIH CIUCOK (DUIBTPOB (CO 3HAUEHUSIMU), KOTOPBIE J[OJZKHbBI
OBITH IPUMEHEHBI K COJEPXKUMOMY TaJIEPEN.

serialize (self)
Meron 11 nepejiadn CIucKa (hUILTPOB CO 3HaUYeHUsiMU B KOMIOHeHT findface-sf-api.

Pesynbrar nvena u 3HavYeHUS 33IaHHBIX (DUIBTPOB
Tun pesynbrara tuple (,filtername®, [«valuels, «value2»|)

class ntech.sfapi_client.filters.Id
IIpenocrasisier MeTombl Jist (puabTpanuu cojep:kumoro rajgepen 1o id. s ucrnonbzoBanns GuiabTpa
HY?KHO HAaIIPSIMYIO BbI3BaTh cOOTBeTCTBYIoImui classmethod, ne coznasas sk3eMIuisip KJacca.

classmethod 1lte(cls, value: int) — Filter
Qunsrp LTE. Beibpars Bce sinna ¢ id, MEHBIINM UM PABHBIM yKa3aHHOMY.

ITapamerps! value (integer) — 3Hauenue id
Pesyabrar nma duisrpa (LTE) u ero 3uauenue.
Twun pesyabraTta 00beKkT Kiaacca Filter.
IIpumep: Id.1te(1234) Beibupaer Jinna ¢ id, MEHBIIIMM WK PABHBIM 1234.

classmethod gte(cls, value: int) — Filter
Ounbrp GTE. Boibpars Bce juma ¢ id, OOJBIIMM WK PABHBIM YKA3aHHOMY.

ITapamerps! value (integer) — 3Hauenue id
Pesynsrar nms duisrpa (GTE) u ero 3navenne.

Tun pesynbrata o0bekT Kiaacca Filter.
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IIpumep: Id.gte(1234) BriOupaer Jjuna c id, 6osabimumM nin pasHbM 1234.

classmethod oneof (cls, *value: typing. Unionfint]) — Filter
Ouisrp IN. Beibpars numa ¢ id u3 3agaHHOI TOCIe10BaTEILHOCTH.

ITapamerpsr value (list of integers) — cuucok 3uadenuii id
Pesyabrar nma duisrpa (IN) u ero snayenwue.
Tun pesysnbrara obbekT Kiaacca Filter.

IIpumep: Id.oneof (1234, 5678) Boibupaer Jjmno ¢ id 1234 u/uam 5678.

class ntech.sfapi_client.filters.Meta
IIpemocTaBisieT MeTOIBI J/Tst PUIBTPAIAN COJIEPZKIMOTO TaJIePEeN 10 MeTaIaHHbIM. /IJ1s1 NCIo/Tb30BaHMSs
bmIbTpa HY?>KHO HAIIPSMYIO BBI3BATH COOTBETCTBYIOIINI METO/I, HE CO3/[aBasl S9K3EMILISP KJIACCA.

classmethod lte(self, value: typing. Unionfstr, int]) — Filter
Ounsrp LTE. Beibpars Bce uria, y KOTOPBIX ONpeaeeHHast CTPOKA B METAIAHHBIX MEHbBITE WJIN
paBHA YKa3aHHOMY 3HAYEHUIO.

ITapamerpn value (string or integer) — 3HAYEHME CTPOKU C METAIAHHBIMU
Pesyabrar nma duisrpa (LTE) u ero 3uauenue.
Twun pesyabraTta 00beKT Kiaacca Filter.

IIpumep: Meta(‘foo?’).1te(1234) BwIOMpaeT JHUIA C METa-CTPOKOit foo, MMeOIIei 3HavueHue
MeHbIIlee NN paBHOe 1234.

classmethod gte(self, value: typing. Unionfstr, int]) — Filter
Ousrp GTE. Beibpats Bce Juiia, y KOTOPBIX OIPE/IEJIEHHAsT CTPOKA B METAIAHHBIX HOJIBINE HJIH
paBHA YKa3aHHOMY 3HAYEHUIO.

ITapameTtpsr value (string or integer) — 3HaUEHHE CTPOKU C METaJAHHBIMU
Pesyabrar nma buwisrpa (GTE) u ero snavenue.
Twun pesyabraTta 00bekT Kiaacca Filter.

IIpumep: Meta(“foo?) .gte(1234) BBIOUpPAET JHUIA C META-CTPOKOIl £ 00, nMeroITel 3HaueHne O0IIb-
mmee Wi paBHoe 1234.

classmethod oneof (self, *value: typing. Union[str, int]) — Filter
Ouabrp IN. Beibpars Bce Juma, y KOTOPBIX ONpee/ieHHast CTPOKA B METAIAHHBIX COBIIAIAET C
OJHUM U3 3HAYEHUIl 13 3aJaHHON IOCJIeI0BaTEIbHOCTH.

ITapamerpsl value (list of strings or integers) — CIHCOK CTPOK C MeTaJaHHbBI-
MU

Pesyabrar nma duisrpa (IN) u ero snagenue.
Twun pesyabraTta 00beKT Kiaacca Filter.

IIpumep: Meta.oneof (1234, 5678) BbIOMpaAET JIUIA C METa-CTPOKOH, mMeromeit 3Hadenne 1234
u/uiu 5678.

classmethod subset (self, *value: str) — Filter

Ounrp SUBSET. Boibpars Bce jniia, y KOTOPBIX OMpeesIeHHAsT CTPOKA COJIEPYKUT BCE 3HAYCHUST
73 yKa3aHHON [T0CJIe0BATEIHHOCTH.

ITapamerpsl value (list of strings or integers) — CIUCOK CTPOK C MeTaJaHHbBI-
MU

Pesyabrar nmsa dbuiasrpa (SUBSET) u ero snavenue.
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Twun pesynbraTta 00beKT Kiaacca Filter.

IIpumep: Meta(¢foo’) .subset (‘male’’, ‘‘angry’’) BbIOMpAaET JIAIA C MeTa-CTPOKOit foo, comep-

JKallell Bce 3HAUECHUs U3 [ociIe/[oBaTeabHocTH [“male”, “angry”].

class ntech.sfapi_client.filters.Detection(Filter)
IIpenocrasisier MeTon st upeHTHGUKAIMK ([IONCKA IIOXOKUX JIUI B 6a3e JaHHBIX) 0OHADYKEHHOI'O
JINIIA.

__init__(self, id: typing. Union/[str, objects. DetectFace], threshold: float)
ITapameTrpst

e id (objects.DetectFace or temporary face id in memcached returned by
sfapi_ client.Client.detect(), string) — suio (pe3ysnbraT HeTeKImn), KOTOpoe HyKHO
HaiiTh B 6a3e JaHHBIX

e threshold (float) — MEHUMaJIbHAS CTENEHb cxoxkecTn Jur oT 0 o 1

[Ipumep: Detection(detl, 0.77) BbIOMpaeT JnIa, MOXOXKUE Ha pe3yabTar gerTekiuu detl co
CTETEHBIO CXOXKECTH, OOJIbIelt niau paBHoit 0.77.

class ntech.sfapi_client.filters.Face(Filter)
IIpesocrasisier MeTo, JIJIst TOUCKa JINIL B Oa3e JAHHBIX, IIOXOXKHUX Ha JINIO U3 rajepeu.

__init__(self, id: typing. Union/[str, objects.Face], threshold: float)
ITapameTrpsl

e id (objects.Face, objects.Faceld or custom face id in the gallery, string) — yumo
13 6a3bl JAHHBIX, KOTOPOE HYKHO HAWTH

e threshold (float) — MUHUMaJbHAS CTENEHb cxoxkecTn Jmr oT 0 jo 1

IIpumep: Detection(FaceId(‘‘gall’’, 1234), 0.77) BbIOMpaET JIAIA, [IOXOXKHE HA JIAIIO C ITOJIb-
30BaTEILCKIM uieHTHduKaTOpoM face 1234 u3 rasepen gall co CTENEHBIO CXOYKECTH, OOJIbIIei
uiaa paBHOI 0.77.

Mpumep ncnonb3oBaHus Heckonbkux hunbLTpoB

filters=[filters.Id.gte(123456), filters.Meta('age') .gte(45), filters.Meta('camera').oneof('abc',
—'def' )]

OrtobpaxkeHne coobuieHnii 06 ownbkax

class sfapi_client.SFApiRemoteError
Hammoe coobirenne 06 OMMOKe MOABJISIETCs, €CAU OIMMNOKA ITPOU3OIILIA [T0 MPUINHE, OTJIUIHON OT ceTe-

BOTO COOsI.
Coobrierne 06 onmubKe COIEPKUT KaK MUHUMYM JTBA OJIS:

e code — 310 Kox omubku B Buge CAPS_AND_UNDERSCORES, KOTODBI MOXKET OBITh HCIIOJBb30BAH JIJIs
aBTOMATUYIECKOTO IIPe0OpPa30BAHUS.

® reason — 3TO OIIMCaHUe OH_II/I6KI/I, npeJHa3HavYCeHHOE JJId IIPOYTEeHUA I€JIOBEKOM.
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MonHbiA cnucok ownbok

Kog ownbkn | Onucanue

UNKNOWN_ERRQROImu6Ka HEN3BECTHOTO IIPOUCXOXK IEHUSI.

BAD_PARAM 3anpoc MoKeT ObITH TPOIUTAH, OJHAKO HEKOTOPHIE TTapaMeTPhl METO/Ia HEJICHCTBUTEIHHBIL.
JlaHHbIT THI OTBETA COJEPXKUT JOIOJIHUTEIbHbIE aTPUOYTHI param u value /It OMUCAHUS
OTTUOOIHDBIX TTAPAMETPOB.

CONFLICT Koudmuxkr.

EXTRACTION_ERRORMOKA IpuW M3BJACYEHUM U3 JINIA BEKTOPA IPU3HAKOB.

LICENSE_ERRORKondwuryparus CucTeMbl He COOTBETCTBYET JIUICH3NM.

MALFORMED_REQB&S{oc HenpaBujibHO C(DOPMUPOBAH M HE MOYKET OBbITH [IPOYMTAH.
OVER_CAPACITYIIpeBsimren pa3zmep ouepezeit B kommnonenTe findface-extraction-api.
SOURCE_NOT_FOBNbapamerpe from 3aJaHO HECYIIIECTBYIOIIEE JIUATIO.

SOURCE_GALLERB_ti@)Tak6UN® from 3a7aHa HECYIIECTBYIONMAs Taaepest.

STORAGE_ERR(QRBuomMerpudeckas: 6a3a JaHHBIX HEIOCTYITHA.

CACHE_ERROR| Xpammmmiie memcached mHemocTyIrHo.

NOT_FQOUND Tlonxonsiue juiia He HaIEHBI.

NOT_IMPLEMENT@EY HKIOHA HE PeaTn30BaH.

GALLERY_NOT | FOGNRo1s111TMEe TaJIepen He HailJIeHbI.

class sfapi_client.SFApiMalformedResponseError
910 coobirenne 06 omubKe MOABISIETCs, €CJIM OMINOKA, MPOU30IILIa U3-3a cO0sI B ceTH, nin ecyu KimeHT
ue cmor npountath API-orBer or findface-sf-api.

3.4.5 lMpumep

Crreayromuii mpuMep WIIIOCTPUPYET OCHOBLI HAITMCAHNS IIJIATMHA U UCIOIL30BAHIE KJIACCOB 1 MeTOIOB. Jlan-
HBI TIJIANMH 3anpannBaeT arpuOyThl nia y findface-sf-api, a 3arem ornpasiser 3anpoc B <FFSEC_URL>/
video-detector/process Jijisl CO3/IaHUsI COOBITHS C JAHHBIMH, HOJydeHHbIME 13 findface-sf-api.

Ber mokere naiitu jmanHb y1arnH B Katasore /opt/findface-security/fr_plugin/ffsec_fr_plugin.
py. Hacmpotime cucremy Ha €ro MCIOJIb30BaHUE U MOMPOOyiiTe.

Baxxno: VYb6emurech, uTo B nepemennoit FFSEC_URL ykazanbl akTyaJbHBbIH [P-ajipec m moprt cepsepa
findface-security.

import datetime
import logging
import aiohttp
from dateutil.tz import tzutc
from facerouter.plugin import Plugin
from ntech import sfapi_client
from ntech.asyncio_utils import wrap_futures
from ntech.asyncio_utils.noop_cookie import NoopCookieJar
from ntech.tornado_utils import asyncio_to_tornado
# change this if your ffsecurity is located on another host or listens on a non-default port
FFSEC_URL = 'http://127.0.0.1:8002'
logger = logging.getLogger(__name__)
class FFSecurityPlugin(Plugin):
def __init__(self, ctx, ffsec_url):
super () . __init__(ctx)

(continues on next page)
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(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

self .ffsec_url = ffsec_url.rstrip('/')
self.session = aiohttp.ClientSession(cookie_jar=NoopCookieJar())
self.future_wrapper = asyncio_to_tornado
def deactivate(self, *args):
self .session.close()
def request_headers(self, request):
return {
"Authorization": request.headers['Authorization'],
'X-Request-ID': request.request_id,
}
Qwrap_futures
async def preprocess(self, request, labels):
# somewhat hacky way to pass data between preprocess and process:
request.ffsec_reception_timestamp = datetime.datetime.now(tzutc())
headers = self.request_headers(request)
async with self.session.post(self.ffsec_url + '/video-detector/preprocess',,
—headers=headers) as resp:
resp.raise_for_status()
resp_json = await resp.json()
logger.debug("request_id= preprocess: ffsecurity response: ", request.request_id,
—resp_json)
plugin_wants = resp_json['plugin_wants']
request.ffsec_plugin_wants = plugin_wants
logger.info("request_id= preprocess: ffsecurity requested features: ", request.
—request_id, plugin_wants)
return plugin_wants
Owrap_futures
async def process(self, request, photo, bbox, event_id, detection: sfapi_client.DetectFace):
headers = self.request_headers(request)
with aiohttp.MultipartWriter('form-data') as mpwriter:
part = aiohttp.payload.BytesPayload(request.params.photo)
part.set_content_disposition('form-data', name='photo', filename='photo.jpg')
mpwriter.append (part)
part = aiohttp.payload.BytesPayload(b'')
part.set_content_disposition('form-data', name='normalized', filename='norm.png')
mpwriter.append (part)
part = aiohttp.payload.JsonPayload(request.params.detectorParams)
part.set_content_disposition('form-data', name='detectorParams')
mpwriter.append (part)
part = aiohttp.payload.JsonPayload([list(bbox)])
part.set_content_disposition('form-data', name='bbox')
mpwriter.append(part)
part = aiohttp.payload.StringPayload(request.params.cam_id)
part.set_content_disposition('form-data', name='cam_id')
mpwriter.append(part)
part = aiohttp.payload.StringPayload(request.params.timestamp.isoformat())
part.set_content_disposition('form-data', name='timestamp')
mpwriter.append(part)
part = aiohttp.payload.StringPayload(request.ffsec_reception_timestamp.isoformat())
part.set_content_disposition('form-data', name='reception_timestamp')
mpwriter.append(part)
part = aiohttp.payload.JsonPayload(request.ffsec_plugin_wants)
part.set_content_disposition('form-data', name='plugin_wants')
mpwriter.append(part)
if request.params.bs_type is not None:
part = aiohttp.payload.StringPayload(request.params.bs_type)

(continues on next page)

3.4. TMonb3oBaTenbCKUe naaruntbl 287




FindFace Security, Boinyck 4.4

(npozoIKeHne ¢ IPeAblyIel CTPAHUIbI)

part.set_content_disposition('form-data', name='bs_type')
mpwriter.append(part)
part = aiohttp.payload.JsonPayload({
'id': getattr(detection, 'id', Nomne),
'features': detection.features,
'bbox': detection.bbox._asdict(),
'facen': getattr(detection, 'facen', Nomne),
'attributes': detection.attributes,
b
part.set_content_disposition(‘form—data‘, name="'detection')
mpwriter.append(part)
async with self.session.post(
self .ffsec_url + '/video-detector/process',
data=mpwriter,
headers=headers
) as resp:
await resp.read()
resp.raise_for_status()
logger.info("request_id= process: ffsecurity accepted event", request.request_id)
async def activate(app, ctx, plugin_name, plugin_source):
plugin = FFSecurityPlugin(ctx=ctx, ffsec_url=FFSEC_URL)
return plugin
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